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INTRODUCTION TO VOLUME I 

This report is submitted to the Attorney General pursuant to 28 C.F.R. § 600.S(c), which 
states that, "[a]t the conclusion of the Special Counsel's work, he ... shall provide the Attorney 
General a confidential report explaining the prosecution or declination decisions [the Special 
CmmselJ reached." 

The Russian government interfered in the 2016 presidential election in sweeping and 
systematic fashion. Evidence of Russian government operations began to surface in mid-2016. In 
June, the Democratic National Committee and its cybcr response team publicly announced that 
Russian hackers had compromised its computer network. Releases of hacked materials-hacks 
that public reporting soon attributed to the Russian government-began that same month. 
Additional releases followed in July through the organization WikiLeaks, with further releases in 
October and November. 

In late July 2016, soon after WikiLeaks's first release of stolen documents, a foreign 
government contacted the FBI about a May 2016 encounter with Trump Campaign foreign policy 
advisor George Papadopoulos. Papadopoulos had suggested to a representative of that foreign 
government that the Trump Campaign had received indications from the Russian government that 
it could assist the Can1paign through the anonymous release of information damaging to 
Democratic presidential candidate Hillary Clinton. That information prompted the FBI on July 
31, 2016, to open an investigation into whether individuals associated with the Trump Campaign 
were coordinating with the Russian government in its interference activities. 

That fall, two federal agencies jointly announced that the Russian government "directed 
recent compromises of e-mails from US persons and institutions, including US political 
organizations," and, "[t]hese thefts and disclosures are intended to interfere with the US election 
process." After the election, in late December 2016, the United States imposed sanctions on Russia 
for having interfered in the election. By early 2017, several congressional committees were 
examining Russia's interference in the election. 

Within the Executive Branch, these investigatory efforts ultimately led to the May 2017 
appointment of Special Counsel Robert S. Mueller, Ill. The order appointing the Special Counsel 
authorized him to investigate "the Russian government's efforts to interfere in the 2016 
presidential election," including any links or coordination between the Russian government and 
individuals associated with the Trump Campaign. 

As set forth in detail in this report, the Special Counsel's investigation established that 
Russia interfered in the 2016 presidential election principally through two operations. First, a 
Russian entity carried out a social media campaign that favored presidential candidate Donald J. 
Trump and disparaged presidential candidate Hillary Clinton. Second, a Russian intelligence 
service conducted computer-intrusion operations against entities, employees, and volunteers 
working on the Clinton Campaign and then released stolen documents. The investigation also 
identified numerous links between the Russian government and the Trnmp Campaign. Although 
the investigation established that the Russian government perceived it would benefit from a Trump 
presidency and worked to secure that outcome, and that the Campaign expected it would benefit 
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electorally from information stolen and released through Russian efforts, the investigation did not 
establish that members of the Trump Campaign conspired or coordinated with the Russian 
government in its election interference activities. 

* * * 

Below we describe the evidentiary considerations underpinning statements about the 
results of our investigation and the Special Counsel's charging decisions, and we then provide an 
overview of the two volumes of our report. 

The report describes actions and events that the Special Counsel's Office found to be 
supported by the evidence collected in our investigation. In some instances, the report points out 
the absence of evidence or conflicts in the evidence about a particular fact or event. In other 
instances, when substantial, credible evidence enabled the Office to reach a conclusion with 
confidence, the report states that the investigation established that certain actions or events 
occurred. A statement that the investigation did not establish particular facts does not mean there 
was no evidence of those facts. 

In evaluating whether evidence about collective action of multiple individuals constituted 
a crime, we applied the framework of conspiracy law, not the concept of"collusion." In so doing, 
the Office recognized that the word "collud(e]" was used in communications with the Acting 
Attorney General confirming certain aspects of the investigation's scope and that the term has 
frequently been invoked in public reporting about the investigation. But collusion is not a specific 
offense or theory of liability found in the United States Code, nor is it a term of art in federal 
criminal law. For those reasons, the Office's focus in analyzing questions of joint criminal liability 
was on conspiracy as defined in federal law. In connection with that analysis, we addressed the 
factual question whether members of the Trump Campaign "coordinat[ ed]"-a term that appears 
in the appointment order-with Russian election interference activities. Like collusion, 
"coordination" does not have a settled definition in federal criminal law. We understood 
coordination to require an agreement-tacit or express--between the Trump Campaign and the 
Russian government on election interference. That requires more than the two parties taking 
actions that were informed by or responsive to the other's actions or interests. We applied the term 
coordination in that sense when stating in the report that the investigation did not establish that the 
Trump Campaign coordinated with the Russian government in its election interference activities. 

* * * 

The report on our investigation consists of two volumes: 

Volume I describes the factual results of the Special Counsel's investigation of Russia's 
interference in the 2016 presidential election and its interactions with the Trump Campaign. 
Section I describes the scope of the investigation. Sections II and III describe the principal ways 
Russia interfered in the 2016 presidential election. Section IV describes links between the Russian 

2 
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government and individuals associated with the Trump Campaign. Section V sets forth the Special 
Counsel's charging decisions. 

Volume II addresses the President's actions towards the FBI's investigation into Russia's 
interference in the 2016 presidential election and related matters, and his actions towards the 
Special Counsel's investigation. Volume II separately states its framework and the considerations 
that guided that investigation. 

3 
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EXECUTIVE SUMMARY TO VOLUME I 

RUSSIA,~ SOCIAL MEDIA CAMPAIGN 

The Internet Research Agency (IRA) carried out the earliest Russian interference 
operations identified by the investigation-a social media campaign designed to provoke and 
amplify political and social discord in the United States. The IRA was based in St. Petersburg, 
Russia, and received funding from Russian oligarch Yevgeniy Prigozhin and companies he 
controlled. Pri · is widel re rted to have ties to Russian President Vladimir Putin 

,· .. ., 
IJ.l::liWLI.UiWIU.WWUI.IW:'.IHarm to Ongoing Matter 

The IRA later used social media accounts and interest groups to sow discord in the U.S. 
political system through what it termed "information warfare." The campaign evolved from a 
generalized program designed ·in 2014 and 2015 to undermine the U.S. electoral system, to a 
targeted operation that by early 2016 favored candidate Trump and disparaged candidate Clinton. 
The IRA'soperation also included the purchase of political advertisements on social media in the 
names of U.S. persons and entities, as well as the staging of political rallies inside the United 
States. To organize those rallies, IRA employees posed as U.S. grassroots entities and persons and 
made contact with Trump supporters and Trump Campaign officials in the United States. The 
investigation did not identify evidence that any U.S. persons conspired or coordinated with the 
IRA. Section II of this report details the Office's investigation of the Russian social media 
campaign. 

RUSSIAN HACKING OPERATIONS 

At the same time that the IRA operation began to focus on supporting candidate Trump in 
early 2016, the Russian government employed a second form of interference: cyber intrusions 
(hacking) and releases of hacked materials damaging to the Clinton Campaign. The Russian 
intelligence service known as the Main Intelligence Directorate of the General Staff of the Russian 
Army (GRU) carried out these operations. 

In March 2016, the GRU began hacking the email accounts of Clinton Campaign 
volunteers and employees, including campaign chairman John Podesta. In April 2016, the GRU 
hacked into the computer networks of the Democratic Congressional Campaign Committee 
(DCCC) and the Democratic National Committee (DNC). The GRU stole hundreds of thousands 
of documents from the compromised email accounts and networks. Around the time that the DNC 
announced in mid-June 2016 the Russian government's role in hacking its network, the GRU 
began disseminating stolen materials through the fictitious online personas "DCLeaks" and 
"Guccifer 2.0." The GRU later released additional materials through the organization WikiLeaks. 
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The presidential campaign of Donald J. Trump ("Trump Campaign" or "Campaign") 
showed interest in WikiLeaks's releases of documents and welcomed their otential to damage 
candidate Clinton. Beginning in June 2016, • • forecast to 
senior Campaign officials that WikiLeaks would release information damaging to candidate 
Clinton. WikiLeaks's first release came in July 2016. Around the same time, candidate Trump 
announced that he hoped Russia would recover emails described as missing from a private server 
used b Clinton when she was Secreta of State he later said that he was s eakin sarcasticall . 

WikiLeaks egan releasing 
Podesta's stolen emails on October 7, 2016, less than one our after a U.S. media outlet released 
video considered damaging to candidate Trump. Section III of this Report details the Office's 
investigation into the Russian hacking operations, as well as other efforts by Trump Campaign 
supporters to obtain Clinton-related emails. 

RUSSIAN CONTACTS WITH THE CAMPAIGN 

The social media campaign and the GRU hacking operations coincided with a series of 
contacts between Trump Campaign officials and individuals with ties to the Russian government. 
The Office investigated whether those contacts reflected or resulted in the Campaign conspiring 
or coordinating with Russia in its election-interference activities. Although the investigation 
established that the Russian government perceived it would benefit from a Trump presidency and 
worked to secure that outcome, and that the Campaign expected it would benefit electorally from 
information stolen and released through Russian efforts, the investigation did not establish that 
members of the Trump Campaign conspired or coordinated with the Russian government in its 
election interference activities. 

The Russian contacts consisted of business connections, offers of assistance to the 
Campaign, invitations for candidate Trump and Putin to meet in person, invitations for Campaign 
officials and representatives of the Russian government to meet, and policy positions seeking 
improved U.S.-Russian relations. Section IV of this Report details the contacts between Russia 
and the Trump Campaign during the campaign and transition periods, the most salient of which 
are summarized below in chronological order. 

2015. Some of the earliest contacts were made in connection with a Trump Organization 
real-estate project in Russia known as Trump Tower Moscow. Candidate Trump signed a Letter 
oflntent for Trump Tower Moscow by November 2015, and in January 2016 Trump Organization 
executive Michael Cohen emailed and spoke about the project with the office of Russian 
government press secretary Dmitry Peskov. The Trump Organization pursued the project through 
at least June 2016, including by considering travel to Russia by Cohen and candidate Trump. 

Spring 2016. Campaign foreign policy advisor George Papadopoulos made early contact 
with Joseph Mifsud, a London-based professor who had connections to Russia and traveled to 
Moscow in April 2016. Immediately upon his return to London from that trip, Mifsud told 
Papadopoulos that the Russian government had "dirt" on Hillary Clinton in the form of thousands 
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of emails. One week later, in the first week of May 2016, Papadopoulos suggested to a 
representative of a foreign government that the Trump Campaign had received indications from 
the Russian government that it could assist the Campaign through the anonymous release of 
information damaging to candidate Clinton. Throughout that period of time and for several months 
thereafter, Papadopoulos worked with Mifsud and two Russian nationals to arrange a meeting 
between the Campaign and the Russian government. No meeting took place. 

Summer 2016. Russian outreach to the Trump Campaign continued into the summer of 
2016, as candidate Trump was becoming the presumptive Republican nominee for President. On 
June 9, 2016, for example, a Russian lawyer met with senior Trump Campaign officials Donald 
Tnunp Jr., Jared Kushner, and campaign chairman Paul Manafort to deliver what the email 
proposing the meeting had described as "official documents and information that would 
incriminate Hillary." The materials were offered to Trump Jr. as "part of Russia and its 
government's support for Mr. Trump." The written communications setting up the meeting 
showed that the Campaign anticipated receiving information from Russia that could assist 
candidate Trump's electoral prospects, but the Russian lawyer's presentation did not provide such 
inforo1ation. 

Days after the June 9 meeting, on June 14, 2016, a cybersecurity firm and the DNC 
announced that Russian government hackers had infiltrated the DNC and obtained access to 
opposition research on candidate Tnunp, among other documents. 

In July 2016, Campaign foreign policy advisor Carter Page traveled in his personal capacity 
to Moscow and gave the keynote address at the New Economic School. Page had lived and worked 
in Russia between 2003 and 2007. After returning to the United States, Page became acquainted 
with at least two Russian intelligence officers, one of whom was later charged in 2015 with 
conspiracy to act as an unregistered agent of Russia. Page's July 2016 trip to Moscow and his 
advocacy for pro-Russian foreign policy drew media attention. The Campaign then distanced itself 
from Page and, by late September 2016, removed him from the Campaign. 

July 2016 was also the month WikiLeaks first released emails stolen by the GRU from the 
DNC. On July 22, 2016, WikiLeaks posted thousands of internal DNC documents revealing 
information about the Clinton Campaign. Within days, there was public reporting that U.S. 
intelligence agencies had "high confidence" that the Russian government was behind the theft of 
emails and documents from t11e DNC. And within a week of the release, a foreign government 
informed the FBI about its May 2016 interaction with Papadopoulos and his statement that the 
Russian government could assist the Trump Campaign. On July 31, 2016, based on the foreign 
government reporting, the FBI opened an investigation into potential coordination between the 
Russian government and individuals associated with the Trump Campaign. 

Separately, on August 2, 2016, Trump campaign chairman Paul Manafort met in New York 
City with his long-time business associate Konstantin Kilimnik, who the FBI assesses to have ties 
to Russian intelligence. Kilimnik requested the meeting to deliver in person a peace plan for 
Ukraine that Manafort acknowledged to the Special Counsel's Office was a "backdoor" way for 
Russia to control part of eastern Ukraine; both men believed the plan would require candidate 
Trump's assent to succeed (were he to be elected President). They also discussed the status of the 
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Trump Campaign and Manafort's strategy for winning Democratic votes in Midwestern states. 
Months before that meeting, Manafort had caused internal polling data to be shared with Kilimnik, 
and the sharing continued for some period of time after their August meeting. 

Fall 2016. On October 7, 2016, the media released video of candidate Trump speaking in 
graphic terms about women years earlier, which was considered damaging to his candidacy. Less 
than an hour later, WikiLeaks made its second release: thousands of John Podesta's emails that 
had been stolen by the GRU in late March 2016. The FBI and other U.S. government institutions 
were at the time continuing their investigation of suspected Russian government efforts to interfere 
in the presidential election. That same day, October 7, the Department of Homeland Security and 
the Office of the Director ofNational Intelligence issued a joint public statement "that the Russian 
Government directed the recent compromises of e-mails from US persons and institutions, 
including from US political organizations." Those "thefts" and the "disclosures" of the hacked 
materials through online platforms such as WikiLeaks, the statement continued, "are intended to 
interfere with the US election process." 

Post-2016 Election. Immediately after the November 8 election, Russian government 
officials and prominent Russian businessmen began trying to make inroads into the new 
administration. The most senior levels of the Russian government encouraged these efforts. The 
Russian Embassy made contact hours after the election to congratulate the President-Elect and to 
arrange a call with President Putin. Several Russian businessmen picked up the effort from there. 

Kirill Dmitriev, the chief executive officer of Russia's sovereign wealth fund, was among 
the Russians who tried to make contact with the incoming administration. In early December, a 
business associate steered Dmitriev to Erik Prince, a supporter of the Trump Campaign and an 
associate of senior Trump advisor Steve Bannon. Dmitriev and Prince later met face-to-face in 
January 2017 in the Seychelles and discussed U.S.-Russia relations. During the same period, 
another business associate introduced Dmitriev to a friend of Jared Kushner who had not served 
on the Campaign or the Transition Team. Dmitriev and Kushner's friend collaborated on a short 
written reconciliation plan for the United States and Russia, which Dmitriev implied had been 
cleared through Putin. The friend gave that proposal to Kushner before the inauguration, and 
Kushner later gave copies to Bannon and incoming Secretary of State Rex Tillerson. 

On December 29, 2016, then-President Obama imposed sanctions on Russia for having 
interfered in the election. Incoming National Security Advisor Michael Flynn called Russian 
Ambassador Sergey Kislyak and asked Russia not to escalate the situation in response to the 
sanctions. The following day, Putin announced that Russia would not take retaliatory measures in 
response to the sanctions at that time. Hours later, President-Elect Trump tweeted, "Great move 
on delay (byV. Putin)." The next day, on December 31, 2016, KislyakcalledFlynn and told him 
the request had been received at the highest levels and Russia had chosen not to retaliate as a result 
of Flynn's request. 

*** 
On January 6, 2017, members of the intelligence community briefed President-Elect Trump 

on a joint assessment-drafted and coordinated among the Central Intelligence Agency, FBI, and 

7 



19215

14 

u . .:,. ui:parum:m u1 Jusui;c 
At'femey ',¥ofk Prottttet II Me, Coftta-ifl Mtitefi:ttl Proteeted Uflder Fed. R. Cfi:m. P. 6te) 

National Security Agency-that concluded with high confidence that Russia had intervened in the 
election through a variety of means to assist Trump's candidacy and harm Clinton's. A 
declassified version of the assessment was publicly released that same day. 

Between mid-January 2017 and early February 2017, three congressional committees-the 
House Permanent Select Committee on Intelligence (HPSCI), the Senate Select Committee on 
Intelligence (SSCI), and the Senate Judiciary Committee (SJC)--announced that they would 
conduct inquiries, or had already been conducting inquiries, into Russian interference in the 
election. Then-FBI Director James Corney later confirmed to Congress the existence of the FBI' s 
investigation into Russian interference that had begun before the election. On March 20, 2017, in 
open-session testimony before HPSCI, Corney stated: 

I have been authorized by the Department of Justice to confirm that the FBI, as part 
of our counterintelligence mission, is investigating the Russian government's efforts 
to interfere in the 2016 presidential election, and that includes investigating the 
nature of any links between individuals associated with the Trump campaign and 
the Russian government and whether there was any coordination between the 
campaign and Russia's efforts .... As with any counterintelligence investigation, 
this will also include an assessment of whether any crimes were committed. 

The investigation continued under then-Director Corney for the next seven weeks until May 9, 
2017, when President Trump fired Corney as FBI Director-an action which is analyzed in 
Volume II of the report. 

On May 17, 2017, Acting Attorney General Rod Rosenstein appointed the Special Counsel 
and authorized him to conduct the investigation that Corney had confirmed in his congressional 
testimony, as well as matters arising directly from the investigation, and any other matters within 
the scope of28 C.F.R. § 6Q0.4(a), which generally covers efforts to interfere with or obstruct the 
investigation. 

President Trump reacted negatively to the Special Counsel's appointment. He told advisors 
that it was the end of his presidency, sought to have Attorney General Jefferson (Jeft) Sessions 
unrecuse from the Russia investigation and to have the Special Counsel removed, and engaged in 
efforts to curtail the Special Counsel's investigation and prevent the disclosure of evidence to it, 
including through public and private contacts with potential witnesses. Those and related actions 
are described and analyzed in Volume II of the report. 

*** 
THE SPECIAL COUNSEL'S CHARGING DECISIONS 

In reaching the charging decisions described in Volume I of the report, the Office 
determined whether the conduct it found amounted to a violation of federal criminal law 
chargeable under the Principles of Federal Prosecution. See Justice Manual § 9-27.000 et seq. 
(2018). The standard set forth in the Justice Manual is whether the conduct constitutes a crime; if 
so, whether admissible evidence would probably be sufficient to obtain and sustain a conviction; 
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and whether prosecution would serve a substantial federal interest that could not be adequately 
served by prosecution elsewhere or through non-criminal alternatives. See Justice Manual § 9-
27 .220. 

Section V of the report provides detailed explanations of the Office's charging decisions, 
which contain three main components. 

First, the Office determined that Russia's two principal interference operations in the 2016 
U.S. presidential election-the social media campaign and the hacking-and-dumping operations­
violated U.S. criminal law. Many of the individuals and entities involved in the social media 
campaign have been charged with participating in a conspiracy to defraud the United States by 
undermining through deceptive acts the work of federal agencies charged with regulating foreign 
influence in U.S. elections, as well as related counts of identity theft. See United States v. Internet 
Research Agency, et al., No. 18-cr-32 (D.D.C.). Separately, Russian intelligence officers who 
carried out the hacking into Democratic Party computers and the personal email accounts of 
individuals affiliated with the Clinton Campaign conspired to violate, among other federal laws, 
the federal computer-intrusion statute, and the have been so char ed. See United States v. 
Ne ksho, et al. No. 18-cr-215 D.D.C .. Harm to Ongoing Matter 

Personal Privacy 

Second, while the investigation identified numerous links between individuals with ties to 
the Russian government and individuals associated with the Trump Campaign, the evidence was 
not sufficient to support criminal charges. Among other things, the evidence was not sufficient to 
charge any Campaign official as an unregistered agent of the Russian government or other Russian 
principal. And our evidence about the June 9, 2016 meeting and WikiLeaks's releases of hacked 
materials was not sufficient to charge a criminal campaign-finance violation. Further, the evidence 
was not sufficient to charge that any member of the Trump Campaign conspired with 
representatives of the Russian government to interfere in the 2016 election. 

Third, the investigation established that several individuals affiliated with the Trump 
Campaign lied to the Office, and to Congress, about their interactions with Russian-affiliated 
individuals and related matters. Those lies materially impaired the investigation of Russian 
election interference. The Office charged some of those lies as violations of the federal false­
statements statute. Former National Security Advisor Michael Flynn pleaded guilty to lying about 
his interactions with Russian Ambassador Kislyak during the transition period. George 
Papadopoulos, a foreign policy advisor during the campaign period, pleaded guilty to lying to 
investigators about, inter alia, the nature and timing of his interactions with Joseph Mifsud, the 
professor who told Papadopoulos that the Russians had dirt on candidate Clinton in the form of 
thousands of emails. Former Trump Organization attorney Michael Cohen leaded ilt to 
makin false statements to Con ress about the Trum Moscow ro'ect. 
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Manafort lied to the Office and the grand jury concerning his interactions and communications 
with Konstantin Kilimnik about Trump Campaign polling data and a peace plan for Ukraine. 

* * * 
The Office investigated several other events that have been publicly reported to involve 

potential Russia-related contacts. For example, the investigation established that interactions 
between Russian Ambassador Kislyak and Trump Campaign officials both at the candidate's April 
2016 foreign policy speech in Washington, D.C., and during the week of the Republican National 
Convention were brief, public, and non-substantive. And the investigation did not establish that 
one Campaign official's efforts to dilute a portion of the Republican Party platform on providing 
assistance to Ukraine were undertaken at the behest of candidate Trump or Russia. The 
investigation also did not establish that a meeting between Kislyak and Sessions in September 
2016 at Sessions's Senate office included any more than a passing mention of the presidential 
campaign. 

The investigation did not always yield admissible information or testimony, or a complete 
picture of the activities undertaken by subjects of the investigation. Some individuals invoked 
their Fifth Amendment right against compelled self-incrimination and were not, in the Office's 
judgment, appropriate candidates for grants of immunity. The Office limited its pursuit of other 
witnesses and infom1ation-such as information known to attorneys or individuals claiming to be 
members of the media-in light of internal Department of Justice policies. See, e.g., Justice 
Manual§§ 9-13.400, 13.410. Some of the information obtained via court process, moreover, was 
presumptively covered by legal privilege and was screened from investigators by a filter ( or 
"taint") team. Even when individuals testified or agreed to be interviewed, they sometimes 
provided information that was false or incomplete, leading to some of the false-statements charges 
described above. And the Office faced practical limits on its ability to access relevant evidence as 
well-numerous witnesses and subjects lived abroad, and documents were held outside the United 
States. 

Further, the Office learned that some of the individuals we interviewed or whose conduct 
we investigated-including some associated with the Trump Campaign-deleted relevant 
communications or communicated during the relevant period using applications that feature 
encryption or that do not provide for long-term retention of data or communications records. In 
such cases, the Office was not able to corroborate witness statements through comparison to 
contemporaneous communications or fully question witnesses about statements that appeared 
inconsistent with other known facts. 

Accordingly, while this report embodies factual and legal determinations that the Office 
believes to be accurate and complete to the greatest extent possible, given these identified gaps, 
the Office cannot rule out the possibility that the unavailable information would shed additional 
light on ( or cast in a new light) the events described in the report. 
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I. THE SPECIAL COUNSEL'S INVESTIGATION 

On May 17, 2017, Deputy Attorney General Rod J. Rosenstein--then serving as Acting 
Attorney General for the Russia investigation following the recusal of former Attorney General 
Jeff Sessions on March 2, 2016---appointed the Special Counsel "to investigate Russian 
interference with the 2016 presidential election and related matters." Office of the Deputy Att'y 
Gen., Order No. 3915-20 l 7, Appointment of Special Counsel to Investigate Russian Inteiference 
with the 2016 Presidential Election and Related Matters, May 17, 2017) (" Appointment Order"). 
Relying on "the authority vested" in the Acting Attorney General, "including 28 U.S.C. §§ 509, 
510, and 515," the Acting Attorney General ordered the appointment of a Special Counsel "in 
order to discharge [the Acting Attorney General's] responsibility to provide supervision and 
management of the Department of Justice, and to ensure a full and thorough investigation of the 
Russian government's efforts to interfere in the 2016 presidential election." Appointment Order 
(introduction). "The Special Counsel," the Order stated, "is authorized to conduct the investigation 
confirmed by then-FBI Director James B. Corney in testimony before the House Permanent Select 
Committee on Intelligence on March 20, 2017," including: 

(i) any links and/or coordination between the Russian government and individuals 
associated with the campaign of President Donald Trump; and 

(ii) any matters that arose or may arise directly from the investigation; and 

(iii) any other matters within the scope of28 C.F.R. § 600.4(a). 

Appointment Order, (b ), Section 600.4 affords the Special Counsel "the authority to investigate 
and prosecute federal crimes committed in the course of, and with intent to interfere with, the 
Special Counsel's investigation, such as perjury, obstruction of justice, destruction of evidence, 
and intimidation of witnesses." 28 C.F.R. § 600.4(a). The authority to investigate "any matters 
that arose ... directly from the investigation," Appointment Order, (b )(ii), covers similar crimes 
that may have occurred during the course of the FBI' s confirmed investigation before the Special 
Counsel's appointment. "Ifthe Special Counsel believes it is necessary and appropriate," the 
Order further provided, "the Special Counsel is authorized to prosecute federal crimes arising from 
the investigation of these matters." Id. , ( c ). Finally, the Acting Attorney General made applicable 
"Sections 600.4 through 600.10 of Title 28 of the Code of Federal Regulations." Id., (d). 

The Acting Attorney General further clarified the scope of the Special Counsel's 
investigatory authority in tw◊ subsequent memoranda. A memorandum dated August 2, 2017, 
explained that the Appointment Order had been "worded categorically in order to permit its public 
release without confirming specific investigations involving specific individuals." It then 
confirmed that the Special Counsel had been authorized since his appointment to investigate 
allegations that three Trump campaign officials--Carter Page, Paul Manafort, and George 
Papadopoulos-"committed a crime or crimes by colluding with Russian government officials 
with respect to the Russian government's efforts to interfere with the 2016 presidential election." 
The memorandum also confirmed the Special Counsel's authority to investigate certain other 
matters, including two additional sets of allegations involving Manafort ( crimes arising from 
payments he received from the Ukrainian government and crimes arising from his receipt ofloans 
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from a bank whose CEO was then seeking a position in the Trump Administration); allegations 
that Papadopoulos committed a crime or crimes by acting as an unregistered agent of the Israeli 
government; and four sets of allegations involving Michael Flynn, the former National Security 
Advisor to President Trump. 

On October 20, 2017, the Acting Attorney General confirmed in a memorandum the 
Special Counsel's investigative authority as to several individuals and entities. First, "as part of a 
full and thorough investigation of the Russian government's efforts to interfere in the 2016 
presidential election," the Special Counsel was authorized to investigate "the pertinent activities 
of Michael Cohen, Richard Gates, , Roger Stone, and­
•• "Confirmation of the authorization to investigate such individuals," the memorandum 
stressed, "does not suggest that the Special Counsel has made a determination that any of them has 
committed a crime." Second, with respect to Michael Cohen, the memorandum recognized the 
Special Counsel's authority to investigate "leads relate[d] to Cohen's establishment and use of 
Essential Consultants LLC to, inter alia, receive funds from Russian-backed entities." Third, the 
memorandum memorialized the Special Counsel's authority to investigate individuals and entities 
who were possibly engaged in '1ointly undertaken activity" with existing subjects of the 
investigation, including Paul Manafort. Finally, the memorandum described an FBI investigation 
opened before the Special Counsel's appointment into "allegations that [then-Attorney General 
Jeff Sessions] made false statements to the United States Senate[,]" and confirmed the Special 
Counsel's authority to investigate that matter. 

The Special Counsel structured the investigation in view of his power and authority "to 
exercise all investigative and prosecutorial functions of any United States Attorney." 28 C.F .R. 
§ 600.6. Like a U.S. Attorney's Office, the Special Counsel's Office considered a range of 
classified and unclassified information available to the FBI in the course of the Office's Russia 
investigation, and the Office structured that work around evidence for possible use in prosecutions 
of federal crimes (assuming that one or more crimes were identified that warranted prosecution). 
There was substantial evidence immediately available to the Special Counsel at the inception of 
the investigation in May 2017 because the FBI had, by that time, already investigated Russian 
election interference for nearly 10 months. The Special Counsel's Office exercised its judgment 
regarding what to investigate and did not, for instance, investigate every public report of a contact 
between the Trump Campaign and Russian-affiliated individuals and entities. 

The Office has concluded its investigation into links and coordination between the Russian 
government and individuals associated with the Trump Campaign. Certain proceedings associated 
with the Office's work remain ongoing. After consultation with the Office of the Deputy Attorney 
General, the Office has transferred responsibility for those remaining issues to other components 
of the Department of Justice and FBI. Appendix D lists those transfers. 

Two district courts confirmed the breadth of the Special Counsel's authority to investigate 
Russia election interference and links and/or coordination with the Trump Campaign. See United 
States v. Manafort, 312 F. Supp. 3d 60, 79-83 (D.D.C. 2018); United States v. Manafort, 321 F. 
Supp. 3d 640, 650-655 (E.D. Va. 2018). In the course of conducting that investigation, the Office 
periodically identified evidence of potential criminal activity that was outside the scope of the 
Special Counsel's authority established by the Acting Attorney General. After consultation with 
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the Office of the Deputy Attorney General, the Office referred that evidence to appropriate law 
enforcement authorities, principally other components of the Department of Justice and to the FBI. 
Appendix D summarizes those referrals. 

To carry out the investigation and prosecution of the matters assigned to him, the Special 
Counsel assembled a team that at its high point included 19 attorneys-five of whom joined the 
Office from private practice and 14 on detail or assigned from other Department of Justice 
components. These attorneys were assisted by a filter team of Department lawyers and FBI 
personnel who screened materials obtained via court process for privileged information before 
turning those materials over to investigators; a support staff of three paralegals on detail from the 
Department's Antitrust Division; and an administrative staff of nine responsible for budget, 
finance, purchasing, human resources, records, facilities, security, information technology, and 
administrative support. The Special Counsel attorneys and support staff were co-located with and 
worked alongside approximately 40 FBI agents, intelligence analysts, forensic accountants, a 
paralegal, and professional staff assigned by the FBI to assist the Special Counsel's investigation. 
Those "assigned" FBI employees remained under FBI supervision at all times; the matters on 
which they assisted were supervised by the Special Counsel. 1 

During its investigation the Office issued more than 2,800 subpoenas under the auspices of 
a grand jury sitting in the District of Columbia; executed nearly 500 search-and-seizure warrants; 
obtained more than 230 orders for communications records under 18 U.S.C. § 2703(d); obtained 
almost 50 orders authorizing use of pen registers; made 13 requests to foreign governments 
pursuant to Mutual Legal Assistance Treaties; and interviewed approximately 500 witnesses, 
including almost 80 before a grand jury. 

*** 
From its inception, the Office recognized that its investigation could identify foreign 

intelligence and counterintelligence information relevant to the FBI's broader national security 
mission. FBI personnel who assisted the Office established procedures to identify and convey 
such information to the FBI. The FBI' s Counterintelligence Division met with the Office regularly 
for that purpose for most of the Office's tenure. For more than the past year, the FBI also 
embedded personnel at the Office who did not work on the Special Counsel's investigation, but 
whose purpose was to review the results of the investigation and to send--in writing-summaries 
of foreign intelligence and counterintelligence infom1ation to FBIHQ and FBI Field Offices. 
Those communications and other correspondence between the Office and the FBI contain 
information derived from the investigation, not all of which is contained in this Volume. This 
Volume is a summary. It contains, in the Office's judgment, that information necessary to account 
for the Special Counsel's prosecution and declination decisions and to describe the investigation's 
main factual results. 

1 FBI personnel assigned to the Special Counsel's Office were required to adhere to all applicable 
federal law and all Department and FBI regulations, guidelines, and policies. An FBI attorney worked on 
FBI-related matters for the Office, such as FBI compliance with all FBI policies and procedures, including 
the FBI's Domestic Investigations and Operations Guide (DIOG). That FBI attorney worked under FBI 
legal supervision, not the Special Counsel's supervision. 
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II. RUSSIAN "ACTIVE MEASURES" SOCIAL MEDIA CAMPAIGN 

The first fonn of Russian election influence came principally from the Internet Research 
Agency, LLC (IRA), a Russian organization funded by Yevgeniy Viktorovich Prigozhin and 
companies he controlled, including Concord Management and Consulting LLC and Concord 
Catering (collectively "Concord").2 The IRA conducted social media operations targeted at large 
U.S. audiences with the goal of sowing discord in the U.S. political system.3 These operations 
constituted "active measures" (aKTHBHble MeporrpHJ1Tm1), a tenn that typically refers to operations 
conducted by Russian security services aimed at influencing the course of international affairs.4 

The IRA and its employees began operations targeting the United States as early as 2014. 
Using fictitious U.S. personas, IRA employees operated social media accounts and group pages 
designed to attract U.S. audiences. These groups and accounts, which addressed divisive U.S. 
political and social issues, falsely claimed to be controlled by U.S. activists. Over time, these 
social media accounts became a means to reach large U.S. audiences. IRA employees travelled to 
the United States in mid-2014 on an intelligence-gathering mission to obtain infonnation and 
photographs for use in their social media posts. 

IRA employees posted derogatory information about a number of candidates in the 2016 
U.S. presidential election. By early to mid-2016, IRA operations included supporting the Trun1p 
Campaign and disparaging candidate Hillary Clinton. The IRA made various expenditures to carry 
out those activities, including buying political advertisements on social media in the names of U.S. 
persons and entities. Some IRA employees, posing as U.S. persons and without revealing their 
Russian association, communicated electronically with individuals associated with the Trump 
Campaign and with other political activists to seek to coordinate political activities, including the 
staging of political rallies.5 The investigation did not identify evidence that any U.S. persons 
knowingly or intentionally coordinated with the IRA's interference operation. 

By the end of the 2016 U.S. election, the IRA had the ability to reach millions of U.S. 
persons through their social media accounts. Multiple IRA-controlled Facebook groups and 

2 The Office is aware of reports that other Russian entities engaged in similar active measures 
operations targeting the United States. Some evidence collected by the Office corroborates those reports, 
and the Office has shared that evidence with other offices in the Department of Justice and FBI. 

l 'sliMMi2i2i3•0P634•m•Mi1•§itc'tFO,iK! ) Th FBI · b · d h d th FBr b see a so - , sena 44 ana ys1s . e case num er cite ere, an o er case num ers 
identified in the report, should be treated as law enforcement sensitive given the context. The report contains 
additional law enforcement sensitive information. 

4 As discussed in Part V below, the active measures investigation has resulted in criminal charges 
against 13 individual Russian nationals and three Russian entities, principally for conspiracy to defraud the 
United States, in violation of I 8 U.S.C. § 371. See Volume I, Section V.A, i,ifra; [ndictment, United States 
v. Internet Research Agency, et al., I: !8-cr-32 (D.D.C. Feb. 16, 2018), Doc. l ("Internet Research Agency 
Indictment"). 

5 Internet Research A enc Indictment 

14 



19222

21 

u.3. u1;:pan1m:m 01 Jusw.;1;: 
A-aeme; '.li1et'lt Predttet // Me; Cetttflif! Mflterittl P,eteetetl Uf!der Fed. R. Crim. P. 6(e) 

Instagram accounts had hundreds of thousands of U.S. participants. IRA-controlled Twitter 
accounts separately had tens of thousands of followers, including multiple U.S. political figures 
who retweeted IRA-created content. In November 2017, a Facebook representative testified that 
Facebook had identified 470 IRA-controlled Facebook accounts that collectively made 80,000 
posts between January 2015 and August 2017. Facebook estimated the IRA reac.hed as many as 
126 million persons through its Facebook accounts.6 In January 2018, Twitter announced that it 
had identified 3,814 IRA-controlled Twitter accounts and notified approximately 1.4 million 
people Twitter believed may have been in contact with an IRA-controlled account.7 

A. Structure of the Internet Research Agency 

6 Social Media bifluence in the 2016 U.S. Election, Hearing Before the Senate Select Committee 
on Intelligence, 115th Cong. 13 (11/1/17) (testimony of Colin Stretch, General Counsel of Facebook) ("We 
estimate that roughly 29 million people were served content in their News Feeds directly from the IRA's 
80,000 posts over the two years. Posts from these Pages were also shared, liked, and followed by people on 
Facebook, and, as a result, three times more people may have been exposed to a story that originated from 
the Russian operation. Our best estimate is that approximately 126 million people may have been served 
content from a Page associated with the IRA at some point during the two-year period."). The Facebook 
representative also testified that Facebook had identified I 70 Instagram accounts that posted approximately 
120,000 pieces of content during that time. Facebook did not offer an estimate of the audience reached via 
Instagram. 

7 Twitter, Update on Twitter's Review of the 2016 US Election (Jan. 31, 2018). 
8 See SM-2230634, serial 92. 

- Harm to Ongoing atter 

10 Harm to Ongoing Matter 

n See SM-2230634, serial 86 Harm to Ongoing Matter 

15 



19223

22 

u.;::,. ut,parum:m 01 JU~U~<' 

f,t:teme) Work Pfflettet II Mil:) Cottteia Materiel Pfflteeted Ufldtlf Fed. R. Crim. P. 6Ee1 

Two individuals headed the IRA's 
its e,xecutive director Mikhail Burchik. 

Th IRA' US . . . f art f l tf'tlki 
Harm to Ongoing Matter 

■Harm to Ongoing Matter 

B. Funding and Oversight from Concord and Prigozhin 

ti kn 

Until at least February 2018, Yevgeniy Vik:torovich Prigozhin and two Concord companies 
funded the IRA. Prigozhin is a wealthy Russian businessman who served as the head of Concord, 

13 Harm to Ongoing Matter 
14 See, e.g., SM-2230634, serials 9, 113 & 180 -· Harm to Ongoing Matter 

15 Harm to Ongoing Matter 

Harm to Ongoing Matter 

131 &204. 
17 Harm to Ongoing Matter 
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Numerous media 
sources have reported on Prigozhin's ties to Putin, and the two have appeared together in public 
photographs. 22 

Harm to Ongoing Matter 

■Harm to ungomg Matter 

Harm to Ongoing Matter 

Harm to Ongoing Matter 

gHarm to Ongoing Matter 

11Harm to Ongoing Matter 

19 U.S. Treasury Department, "Treasury Sanctions Individuals and Entities in Connection with 
Russia's Occupation of Crimea and the Conflict in Ukraine" (Dec. 20, 2016). 

21) 

Harm to Ongoing Matter 

22 See, e.g., Neil MacFarquhar, Yevgeny Prigozhin, Russian Oligarch Indicted by U.S., ls Known 
as "Putin's Cook", New York Times (Feb. 16, 2018). 

2,r1E,tD•lfi•1•HiH1'/NHB 
24 Harm to Ongoing Matter 

25 liE!Hfmt .• mfflihliiiHi 2230634,serial113"1'!l1_11i!il~lllil~-
see also SM-
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16 Harm to Ongoing Matter 
27 Harm to Ongoing Matter 

ig The tenn "troll" refers to internet users-in this context, paid operatives-who post inflammatory 
or otherwise disruptive content on social media or other websites. 
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. . . . 
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Ill 
Harm to Ongoing Matter 

, p y , g g p, 
recruited U.S. persons to hold signs (including one in front of the White House) that read "Happy 

C. The IRA Targets U.S. Elections 

l. The IRA Ramps Up U.S. Operations As Early As 2014 

The IRA's U.S. operations sought to influence public opinion through online media and 
· began to consor · · · · 

2
' liitfflftHIMH!lliil 

serials 131 &204. 
See SM-2230634, 

30 See SM-2230634, serial 156. 
31 Internet Research Agency Indictment ,r 12(b); see also 5/26/16 Facebook Messages, ID 

l 479936895656747 (United Muslims of America) & Personal Privacy 
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graphics and IT. 

See SM-2230634, serial 205. 
34 See SM-2230634, serial 204 Harm to Ongoing Matter 
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IRA employees also traveled to the United States on intelligence-gathering missions. In 
June 2014, four IRA employees applied to the U.S. Department of State to enter the United States, 
while lying about the purpose of their trip and claiming to be four friends who had met at a party.38 

Ultimately, two IRA employees-Anna Bogacheva and Aleksandra Krylova-received visas and 
entered the United States on June 4, 2014. 

d • • I I 

Harm to Ongoing Matter • 

• Harm to Ongoing Matter 

35 Harm to Ongoing Matter 

lb -·hl·MOHMDIA 
37 Harm to Ongoing Matter 

Harm to Ongoing Matter 
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2. U.S. Op~rations Through IRA-Controlled Social Media Accounts 

Dozens of IRA employees were responsible for operating accounts and personas on 
different U.S. social media platforms. The IRA referred to employees assigned to operate the 
social media accounts as "specialists."42 Starting as early as 2014, the IRA's U.S. operations 
included social media specialists focusing on Facebook, YouTube, and Twitter.43 The IRA later 
added specialists who operated on Tumblr and Instagram accounts.44 

Initially, the IRA created social media accounts that pretended to be the personal accounts 
of U.S. persons.45 By early 2015, the IRA began to create larger social media groups or public 
social media pages that claimed (falsely) to be affiliated with U.S. political and grassroots 
organizations. In certain cases, the IRA created accounts that mimicked real U.S. organizations. 
For example, one IRA-controlled Twitter account, @TEN_ GOP, purported to be connected to the 
Tennessee Republican Party.46 More commonly, the IRA created accounts in the names of 
fictitious U.S. organizations and grassroots groups and used these accounts to pose as anti­
immigration groups, Tea Party activists, Black Lives Matter protestors, and other U.S. social and 
political activists. 

Harm to Ongoing Matter 

-- atter 

. 40 . 

41 4~-
43 

1
1h1PilPl·Mi·Piblf1fiiiM 

44 Seel It SM-,0634) rriN 179 
Harm to Ongoing Matter 

45 See, e.g., Facebook. ID 100011390466802 (Alex Anderson); Facebook ID 100009626173204 
(Andrea Hansen); Facebook ID 100009728618427 (Gary Williams); Facebook ID 100013640043337 
(Lakisha Richardson). 

46 The account claimed to be the "Unofficial Twitter of Tennessee Republicans" and made posts 
that appeared to be endorsements of the state political party. See, e.g., @TEN_GOP, 4/3/16 Tweet 
("Tennessee GOP backs @realDonaldTrump period #makeAmericagreatagain #tngop #tennessee #gop"). 
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The focus on the U.S. presidential campaign continued throughout 2016. Inilll 2016 
internal - reviewing the IRA-controlled Facebook group "Secured Borders," the 

47 Harm to Ongoing Matter 
48 See, e.g., SM-2230634 serial 131 • 
49 The IRA posted content about the Clinton candidacy before Clinton officially announced her 

presidential campaign. IRA-controlled social media accounts criticized Clinton's record as Secret of 
State and omoted various criti ues of her candidac . The IRA also used other techni ues. 

See.SM-2230634,.serial 70. 
50 Harm to Ongoing Matter 
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author criticized the "lower number of posts dedicated to criticizing Hillary Clinton" and reminded 
the Facebook specialist "it is imperative to intensify criticizing Hillary Clinton."51 

3. U.S. Operations Through Facebook 

Harm to Ongoing Matter 
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52 

53 

54 
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groups (with names such as "Being Patriotic," "Stop All Immigrants," "Secured Borders," and 
"Tea Party News"), purported Black social justice groups ("Black Matters," "Blacktivist," and 
"Don't Shoot Us"), LGBTQ groups ("LGBT United"), and religious groups ("United Muslims of 
America"). 

Throughout 2016, IRA accounts published an increasing number of materials supporting 
the Trump Campaign and opposing the Clinton Campaign. For example, on May 31, 2016, the 
operational account "Matt Skiber" began to privately message dozens of pro-Trump Facebook 
groups asking them to help plan a "pro-Trump rally near Trump Tower."55 

To reach larger U.S. audiences, the IRA purchased advertisements from Facebook that 
promoted the IRA groups on the newsfeeds of U.S. audience members. According to Facebook, 
the IRA purchased over 3,500 advertisements, and the expenditures totaled approximately 
$100,000.56 

During the U.S. presidential campaign, many IRA-purchased advertisements explicitly 
supported or opposed a presidential candidate or promoted U.S. rallies organized by the IRA 
(discussed below). As early as March 2016, the IRA purchased advertisements that overtly 
opposed the Clinton Campaign. For example, on March 18, 2016, the IRA purchased an 
advertisement depicting candidate Clinton and a caption that read in part, "If one day God lets 
this Har enter the White House as a president that day would be a real national tragedy."57 

Similarly, on April 6, 2016, the IRA purchased advertisements for its account "Black Matters" 
calling for a "flashmob" of U.S. persons to "take a photo with #HillaryClintonForPrison2016 or 
#nohillary2016."58 IRA-purchased advertisements featuring Clinton were, with very few 
exceptions, negative. 59 

IRA-purchased advertisements referencing candidate Trump largely supported his 
campaign. The first known IRA advertisement explicitly endorsing the Trump Campaign was 
purchased on April 19, 2016. The IRA bought an advertisement for its Instagram account "Tea 
Party News" asking U.S. persons to help them "make a patriotic team of young Trump supporters" 
by uploading photos with the hashtag "#K.IDS4TRUMP."60 In subsequent months, the IRA 
purchased dozens of advertisements supporting the Trump Campaign, predominantly through the 
Facebook groups "Being Patriotic," "Stop All Invaders," and "Secured Borders." 

55 5/31/l6 Facebook Message, ID 100009922908461 (Matt Skiber) to ID I;· 
- 5/31/16 Facebook Message, ID 100009922908461 (Matt Skiber) to ID 

56 Social Media Injlu;nce in the 2016 U.S. Election, Hearing Before the Senate Select Committee 
on Intelligence, 115th Cong. 13 (11/1/17) (testimony of Colin Stretch, General Counsel ofFacebook). 

57 3/18/16 Facebook Advertisement ID 6045505152575. 
58 4/6/16 Faeebook Advertisement ID 6043740225319. 
59 See SM-2230634, serial 213 (documenting politically-oriented advertisements from the larger 

set provided by Facebook). 
60 4/19/16 Facebook Advertisement ID 6045151094235. 
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Collectively, the IRA's social media accounts reached tens of millions of U.S. persons. 
Individual IRA social media accounts attracted hundreds of thousands of followers. For example, 
at the time they were deactivated by Facebook in mid-2017, the IRA's "United Muslims of 
America" Facebook group had over 300,000 followers, the "Don't Shoot Us" Facebook group had 
over 250,000 followers, the "Being Patriotic" Facebook group had over 200,000 followers, and 
the "Secured Borders" Facebook group had over 130,000 followers. 61 According to Facebook, in 
total the IRA-controlled accounts made over 80,000 posts before their deactivation in August 2017, 
and these posts reached at least 29 million U.S persons and "may have reached an estimated 126 
million people."62 

4. U.S. Operations Through Twitter 

The IRA's Twitter operations involve 

to as a bot network} tha ed the IRA to sting content 
on Twitter. 

a. .Individualized Accounts 

Harm to Ongoing Matter 

Harm to Ongoing Matter 

61 See Facebook !D 1479936895656747 (United Muslims of America); Faccbook ID 
1157233400960126 (Don't Shoot); Facebook ID 1601685693432389 Bein Patriotic· Facebook ID 
757183957716200 (Secured Borders). • • • • • 

Harm to Ongoing Matter 

Harm to Ongoing Matter 
62 Social Media Influence in the 2016 U.S. Election, Hearing Before the Senate Select Committee 

on Intelligence, I 15th Cong. 13 (I l/1/17) (testimony of Colin Stretch, General Counsel of Facebook). 
63 

64 

65 
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The IRA operated individualized Twitter accounts sin11lar to the operation o its Facebook 
accounts, by continuously posting original content to the accounts while also communicating with 
U.S. Twitter users directly (through public tweeting or Twitter's private messaging). 

The IRA used many of these accounts to attempt to influence U.S. audiences on the 
election. Individualized accounts used to influence the U.S. presidential election included 
@TEN_ GOP ( described above); @jenn _ abrams ( claiming to be a Virginian Trump supporter with 
70,000 followers); @Pamela_Moorel3 (claiming to be a Texan Trump supporter with 70,000 
followers); and @America_lst_ (an anti•immigration persona with 24,000 followers). 67 In May 
2016, the IRA created the Twitter account @march_for_trump, which promoted IRA-organized 
rallies in support of the Trump Campaign (described below).68 

Harm to Ongoing Matter 

Harm to Ongoing Matter 

Using these accounts and others, the IRA provoked reactions from users and the media. Multiple 
IRA-posted tweets gained popularity.70 U.S. media outlets also quoted tweets from IRA-controlled 
accounts and attributed them to the reactions of real U.S. persons.71 Similarly, numerous high-

66 Harm to Ongoing Matter 
67 Other individualized accounts included @MissouriNewsUS (an account with 3,800 followers 

that posted pro-Sanders and anti-Clinton material). 
68 See @march_for_trump, 5/30/16 Tweet (first post from account). 6,-
70 For example, one IRA account tweeted, "To those people, who hate the Confederate flag. Did 

you know that the flag and the war wasn't about slavery, it was all about money." The tweet received over 
40,000 responses. @Jeun_Abrams 4/24/17 (2:37 p.m.) Tweet. 

71 Josephine Lukito & Chris Wells, Most Major Outlets Have Used Russian Tweets as Sources for 
Partisan Opinion: Study, Columbia Journalism Review (Mar. 8, 2018); see also Twitter Steps Up to Explain 
#NewYorkValues to Ted Cruz, Washington Post (Jan. 15, 2016) (citing IRA tweet); People Are Slamming 
the CIA for Claiming Russia Tried to Help Donald Trump, U.S. News & World Report (Dec. 12, 2016). 
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profile U.S. persons, including former Ambassador Michael McFaul,72 Roger Stone,73 Sean 
Hannity,74 and Michael Flynn Jr.,75 retweeted or responded to tweets posted to these IRA­
controlled accounts. Multiple individuals affiliated with the Trump Campaign also promoted IRA 
tweets (discussed below). 

b. IRA Botnet Activities 

In January 2018, Twitter publicly identified 3,814 Twitter accounts associated with the 
IRA.79 According to Twitter, in the ten weeks before the 2016 U.S. presidential election, these 
accounts posted approximately 175,993 tweets, "approximately 8.4% of which were election~ 

72 @McFaul 4/30/16 Tweet (responding to tweet by@Jenn_Abrams). 
73 @RogerJStoneJr 5/30/16 Tweet (retweeting @Pamela_Moorel3); @RogerJStoneJr 4/2.6/16 

Tweet (same). 
74 @seanbannity 6/21/17 Tweet (retweeting@Pamela_Moore13). 
75 @mflynnJR 6/22/l 7 Tweet ("RT @Jenn_ Abrams: This is what happens when you add the voice 

over of an old documentary about mental illness onto video of SJWs ... "). 
76 A botnet refers to a network of private computers or accounts controlled as a group to send 

specific automated messages. On the Twitter network, botnets can be used to promote and republish 
("retweet") specific tweets or hashtags in order for them to gain larger audiences. 

77 Harm to Ongoing Matter 
78 Harm to Ongoing Matter 
79 Eli Rosenberg, Twitter to Tell 677,000 Users they Were Had by the Russians. Some Signs Show 

the Problem Continues, Washington Post (Jan. 19, 2019). 
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related."80 Twitter also announced that it had notified approximately 1.4 million people who 
Twitter believed may have been in contact with an IRA-controlled account.81 

5. U.S. Operations Involving Political Rallies 

The IRA organized and promoted political rallies inside the United States while posing as 
U.S. grassroots activists. First, the IRA used one of its preexisting social media personas 
(Facebook groups and Twitter accounts, for example) to announce and promote the event. The 
IRA then sent a large number of direct messages to followers of its social media account asking 
them to attend the event. From those who responded with interest in attending, the IRA then sought 
a U.S. person to serve as the event's coordinator. In most cases, the IRA account operator would 
tell the U.S. person that they personally could not attend the event due to some preexisting conflict 
or because they were somewhere else in the United States. 82 The IRA then further promoted the 
event by contacting U.S. media about the event and directing them to speak with the coordinator.83 

After the event, the IRA posted videos and photographs of the event to the IRA's social media 
accounts. 84 

The Office identified dozens ofU.S. rallies organized by the IRA. The earliest evidence of 
a rally was a "confederate rally" in November 2015. 85 The IRA continued to organize rallies even 
after the 2016 U.S. presidential election. The attendance at rallies varied. Some rallies appear to 
have drawn few (if any) particinants while others drew hundreds The reach and success of these 

Harm to Ongoing Matter 

80 Twitter, "Update on Twitter's Review of the 2016 US Election" (updated Jan. 3 !, 2018). Twitter 
also reported identifying 50,258 automated accounts connected to the Russian government, which tweeted 
more than a million times in the ten weeks before the election. 

-· 
81 Twitter, "Update on Twitter' s Review of the 2016 US Election" (updated Jan. 31, 2018). 
82 8/20/16 Facebook Message, ID 100009922908461 (Matt Skiber) to ID • • 

83 See, e.g., 7/21/16 Email. ·oshmilton024 ,gmaiLcom to \?· 7/21116 Email, 
joshmilton024@gmail.com to • · • • • 

84 @march_for_trump 6/25/16 Tweet (posting photos from rally outside Trump Tower). 
85 Instagram ID 2228012168 (Stand For Freedom) 11/3/15 Post ("Good evening buds! Well I am 

planning to organize a confederate rally[ ... ] in Houston on the 14 of November and I want more people 
to attend."). 
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From June 2016 until the end of the presidential campaign, 
almost all of the U.S. rallies organized by the IRA focused on the 
U.S. election, often promoting the Trump Campaign and opposing 
the Clinton Campaign. Pro-Trump rallies included three in New 
York; a series of pro-Trump rallies in Florida in August 2016; and a 
series of pro-Trump rallies in October 20 l 6 in Pennsylvania. The 
Florida rallies drew the attention of the Trump Campaign, which 
posted about the Miami rally on candidate Trump's Facebook 
account (as discussed below).86 

Many of the same IRA employees who oversaw the IRA's 
social media accounts also conducted the day-to-da recruitin for 

olitical rallies inside the United States. 

6. Targeting and Recruitment of U.S. Persons 

As early as 2014, the IRA instructed its employees to target U.S. persons who could be 
. . . . . 

Harm to Ongoing Matter 

Investigative Technique IRA employees frequently used Twitter, Facebook, and 
Instagram to contact and recruit U.S. persons who followed the group. The IRA recruited U.S. 

ersons from across the olitical s ectrum. For example, the IRA targeted the family of-
• · • · • · and a number of black social justice activists 

86 The pro-Trump rallies were organized through multiple Facebook, Twitter, and email accounts. 
See. e.g., Facebook ID 100009922908461 (Matt Skibcr); Facebook ID !601685693432389 (Being 
Patriotic); Twitter Account @march_for __ trump; bcingpatriotic@gmail.com. (Rallies were organized in 
New York on June 25, 2016; Florida on August 20, 2016; and Pennsylvania on October 2, 2016.) 

87 Harm to Ongoing Matter 
88 Harm to Ongoing Matter 
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while posing as a grassroots group called "Black Matters US."89 In February 2017, the persona 
"Black Fist" (purporting to want to teach African-Americans to protect themselves when contacted 
by law enforcement) hired a self-defense instructor in New York to offer classes sponsored by 
Black Fist. The IRA also recruited moderators of conservative social media groups to promote 
IRA-geuerated content,90 as well as recruited individuals to perform political acts (such as walking 
around New York City dressed up as Santa Claus with a Trump mask).91 

Harm to Ongoing Matter 

aHarm to ungomg Matter 
111Harm to Ongoing 

Matter 

-as the IRA's online audience became larger, the IRA tracked U.! .. 
• , • Harm to Ongoing -

• • • Matter 

89 3/11/16 Facebook Advertisement ID 6045078289928, 5/6/16 Facebook Advertisement ID 
6051652423528? 10/26/16 Faeebook Advertisement ID 6055238604687; 10/27/16 Facebook Message, ID 
■4U1-@ii;m.fi} & fl) 100011698576461 (Taylor Brooks). 

90 8/19/16 Facebook Message, ID 100009922908461 (Matt Skiber) to ID I@· 

91 12/8/16 Email, robot@craigslist.org to beingpatriotic@gmail.com (confirming Craigslist 
advertisement). 

92 8/18-19/16 Twitter DMs, @march _for_ trump & ip-
93 See, e.g., 11/11-27/16 Facebook Messages, ID 100011698576461 (Taylor Brooks) & 

I Personal Privacy ( arranging to pay for plane tickets and for a 
bull horn), 

94 See, ,, q, 9/10/16 Facebook Message, ID 100009922908461 (Matt Skiber) & 
I~.(discussing payment for rally suppli.es); 8/18/16 Twitter DM, 
@~ discussing payment for construction materials). 
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7. Interactions and Contacts with the Trump Campaign 

The investigation identified two different forms of connections between the IRA and 
members of the Trump Campaign. (The investigation identified no similar connections between 
the IRA and the Clinton Campaign.) First, on multiple occasions, members and surrogates of the 
Trump Campaign promoted-typically by linking, retweeting, or similar methods of reposting-­
pro-Trump or anti-Clinton content published by the IRA through IRA-controlled social media 
accounts. Additionally, in a few instances, IRA employees represented themselves as U.S. persons 
to communicate with members of the Trump Campaign in. an effort to seek assistance and 
coordination on IRA-organized political rallies inside the United States. 

a. Trump Campaign Promotion of IRA Political Materials 

Among the U.S. "leaders of public opinion" targeted by the IRA were various members 
and surrogates of the Trump Campaign. In total, Trump Campaign affiliates promoted dozens of 
tweets, posts, and other political content created by the IRA. 

- Posts from the IRA-controlled Twitter account @TEN_GOP were cited or retweeted by 
multiple Trump Campaign officials and surrogates, including Donald J. Trump Jr.,% Eric 

96 See, e.g., @DonaldJTrumpJr 10/26/16 Tweet ("RT @TEN_GOP: BREAKING Thousands of 
names changed on voter rolls in Indiana. Police investigating #VoterFraud. #DrainTheSwarnp."); 
@DonaldJTrumpJr 11/2/16 Tweet ("RT @TEN_GOP: BREAKING: #VoterFraud by counting tens of 
thousands of ineligible mail in Hillary votes being reported in Broward County, Florida."); 
@DonaldJTrumpJr 11/8/16 Tweet ("RT @TEN_GOP: This vet passed away last month before he could 
vote for Trump. Here he is in his #MAGA hat. #voted #ElectionDay."). Trump Jr. retweeted additional 
@TEN_ GOP content subsequent to the election. 
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Trump,97 Kellyanne Conway,98 Brad Parscale,99 and Michael T. Flynn. 100 These posts included 
allegations of voter fraud, IOI as well as allegations that Secretary Clinton had mishandled 
classified information. 102 

- A November 7, 2016 post from the IRA-controlled 
Twitter account @Pamela_Moorel3 was retweeted by 
Donald J. Trump Jr. 103 

- On September 19, 2017, President Trump's personal 
account @realDonaldTrump responded to a tweet from 
the IRA-controlled account @J0_gop (the backup 
account of @TEN_ GOP, which had already been 
deactivated by Twitter). The tweet read: "We love you, 
Mr. President!"104 

IRA employees monitored the reaction of the Trump 
Campaign and, later, Trump Administration officials to their 
tweets. For example, on August 23, 2016, the IRA­
controlled persona "Matt Skiber" Facebook account sent a 
message to a U.S. Tea Party activist, writing that "Mr. 
Trump posted about our event in Miami! This is great!"105 

The IRA employee included a screenshot of candidate 
Trump's Facebook account, which included a post about the 
August 20, 2016 political rallies organized by the IRA. 

Screenshot of Trump Facebook 
Account (Ii-om Matt Skiber) 

97 @EricTrump 10/20/16 Tweet ("RT @TEN_GOP: BREAKING Hillary shuts down press 
conference when asked about DNC Operatives com1ption & #VoterFraud #debatenight #TmmpB"). 

98 @KellyannePolls 11/6/16 Tweet ("RT @TEN_ GOP: Mother of jailed sailor: 'Hold Hillary to 
same standards as my son on Classified info' #hillaryscmail #WeinerGate."). 

99 @parscalc 1 0/l 5/16 Tweet ("Thousands of deplorablcs chanting to the media: 'Tell The Tmth!' 
RT if you are also done w/biased Media! #FridayFeeling"). 

100 @GenFlynn 11/7/16 (retweeting@TEN_GOP post that included in part ''@rea!DonaldTrump 
& @mike_pence will be our next POTUS & VPOTUS."). 

10
' @TEN_GOP 10/11/16 Tweet ("North Carolina finds 2,214 voters over the age of 110!!"). 

102 @TEN_GOP 11/6/16 Tweet ("Mother of jailed sailor: 'Hold Hillary to same standards as my 
son on classified info #hillaryemail #WeinerGate. '"). 

103 @DonaldJTrumpJr 1117 /l 6 Tweet ("RT @Pamela_ Moore 13: Detroit residents speak out against 
the failed policies of Obama, Hillary & democrats .... "). 

104 @realDonaldTmmp 9/19/17 (7:33 p.m.) Tweet ("THANK YOU for your support Miami! My 
team just shared photos from your TRUMP SIGN W AVINO DAY, yesterday! I love you - and there is no 
question·- TOGETHER, WE WILL MAKE AMERICA GREAT AGAIN!"). 

'°5 8/23/16 Facebook Message, lD 100009922908461 (Matt Skiber) to ID 
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Harm to Ongoing Matter 

b. Contact with Trump Campaign Officials in Connection to Rallies 

Starting in June 2016, the IRA contacted different U.S. persons affiliated with the Trump 
Campaign in an effort to coordinate pro-Trump IRA-organized rallies inside the United States. In 
all cases, the IRA contacted the Campaign while claiming to be U.S. political activists working on 
behalf of a conservative grassroots organization. The IRA 's contacts included requests for signs 
and other materials to use at rallies, 167 as well as requests to promote the rallies and help coordinate 
logistics. 108 While certain campaign volunteers agreed· to provide the requested support (for 
example, agreeing to set aside a number of signs), the investigation has not identified evidence 
that any Trump Campaign official understood the requests were coming from foreign nationals. 

*** 
In sum, the investigation established that Russia interfered in the 2016 presidential election 

through the "active measures" social media campaign carried out by the IRA, an organization 
funded by Prigozhin and companies that he controlled. As explained further in Volume I, Section 
V.A, infra, the Office concluded (and a grand jury has alleged) that Prigozhin, his companies, and 
IRA employees violated U.S. law through these operations, principally by undermining through 
deceptive acts the work of federal agencies charged with regulating foreign influence in U.S. 
elections. 

107 See, e.g., 8/16/16 Email, joshmilton024@gmail.com to fiil@donaldtrump.com (asking for 
~/Pence sign.s for Florida rally); 8/18/16 Email, joshmilton024@gmail.com to 
li&illll@donaldtrump.com (iakl for Trump/Pence signs for Florida rally); 8/12/16 Email, 
joshmilton024@gmail.com to • • @donaldtrump.com (asking for "contact phone numbers for Trump 
Campaign affiliates" in various Florida cities and signs). 

108 8/15/16 Email, to joshmilton024 m to add to 
locations to the "Florida Goes Trump," list); 8/16/16 Email, • · to 
joshmilton024@gmail.com (volunteering to send an email blast to followers). 
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III. RUSSIAN HACKING AND DUMPING OPERATIONS 

Beginning in March 2016, units of the Russian Federation's Main Intelligence Directorate 
of the General Staff (GRU) hacked the computers and email accounts of organizations, employees, 
and volunteers supporting the Clinton Campaign, including the email accom1t of campaign 
chairman John Podesta. Starting in April 20 I 6, the GRU hacked into the computernetworks of the 
Democratic Congressional Campaign Committee (DCCC) and the Democratic National 
Committee (DNC). The GRU targeted hundreds of email accounts used by Clinton Campaign 
employees, advisors, and volunteers. In total, the GRU stole hundreds of thousands of documents 
from the compromised email accounts and networks. 109 The GRU later released stolen Clinton 
Campaign and DNC documents through online personas, "DCLeaks" and "Guccifer 2.0," and later 
through the organization WikiLeaks. The release of the documents was designed and timed to 
interfere with the 2016 U.S. presidential election and undermine the Clinton Campaign. 

about women. 

ign 
eaks 's activiti . ble to resolve 

ikiLeaks's release of the stolen Podesta emails on October 7, 
years earlier was published of Trump using graphic language 

A. GRU Hacking Directed at the Clinton Campaign 

1. GRU Units Target the Clinton Campaign 

Two military units of the GRU carried out the computer intrusions into the Clinton 
Campaign, DNC, and DCCC: Military Units 26165 and 74455. no Military Unit 26165 is a GRU 
cyber unit dedicated to targeting military, political, governmental, and non-governmental 
organizations outside of Russia, including in the United States.111 The unit was sub-divided into 
departments with different specialties. One department, for example, developed specialized 
malicious software "malware" while another d artment conducted large-scale spearphishing 
campaigns.112 a bitcoin mining operation to 

109 As discussed in Section V below, our Office charged 12 GRU officers for crimes arising from 
the hacking of these computers, principally with conspiring to commit computer intrusions, in violation of 
18 U.S.C. §§1030 and 371. See Volume I, Section V.B, infra; Indictment, United States v. Netyksho, No. 
l:18-cr-215 (D.D.C. July 13, 2018), Doc. I ("Netyksho Indictment"). 

no Netyksho Indictment -,J 1. 

lll Separate from this Office's indictment ofGRU officers, in October 2018 a grand jury sitting in 
the Western District of Pennsylvania returned an indictment charging certain members of Unit 26165 with 
hacking the U.S. Anti-Doping Agency, the World Anti-Doping Agency, and other international sport 
associations. United States v. Aleksei Sergeyevich Morenets, No. 18-263 (W.D. Pa.). 

112 A spearphishing email is designed to appear as though it originates from a trusted source, and 
solieits information to enable the sender to gain access to an account or network, or causes the recipient to 
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secure bitcoins used to purchase computer infrastructure used in hacking operations. 113 

Military Unit 74455 is a related GRU unit with multiple departments that engaged in cyber 
operations. Unit 74455 assisted in the release of docwnents stolen by Unit 26165, the promotion 
of those releases, and the publication of anti-Clinton content on social media accounts operated by 
the GRU. Officers from Unit 74455 separately hacked computers belonging to state boards of 
elections, secretaries of state, and U.S. companies that supplied software and other technology 
related to the administration of U.S. elections. 114 

Beginning in mid-March 2016, Unit 26165 had primary responsibility for hacking the 
DCCC and DNC, as well as email accounts of individuals affiliated with the Clinton Campaign: 115 

egan be ore the GRU had obtained any ere entia s or gained access 
to these networks, mdicating that the later DCCC and DNC intrusions were not crimes of 
opportunity but rather the result of targeting.116 

- GRU officers also sent hundreds of spearphishing emails to the work and personal email 
accounts of Clinton Campaign employees and volunteers. Between March l 0, 2016 and March 
15, 2016, Unit 26165 appears to have sent approximately 90 spearphishing emails to email 
accounts at hillaryclinton.com. Starting on March 15, 2016, the GRU began targeting Google 
email accounts used by Clinton Campaign employees, along with a smaller number of dnc.org 
email accounts. 117 

The GRU spearphishing operation enabled it to gain access to numerous email accounts of 
Clinton Campaign employees and volunteers, including campaign chairman John Podesta, junior 
volunteers assigned to the Clinton Campaign's advance team, informal Clinton Campaign 
advisors, and a DNC employee_ll8 GRU officers stole tens of thousands of emails from 
spearphishing victims, including various Clinton Campaign-related communications. 

download malware that enables the sender to gain access to an account or network. Netyksho Indictment 
110. 

113 Bitcoin mining consists of unlocking new bitcoins by solving computational problems. lBII 
- kept its newly mined coins in an account on the bitcoin exchange platfonn CEX.io. To ~ 
purchases, the GRU routed funds into other accounts through transactions designed to obsc.ure the source 
of funds. Netyksho Indictment 1 62. 

n4 Netyksho Indictment 169. 
115 Netyksho Indictment 19. 

ll
5 See SM-2589105, serials 144 & 495. !I-

m Investigative Technique 

37 



19245

44 

u.3. ucparum:m m Jusu1.:c 
:A1teffte) Wol'lt Prodttet II Me:, Cofflllifl Mttterittl Proteeted Uflder Fed. R. Crim. P. 6te) 

2. Intrusions into the DCCC and DNC Networks 

a. Initial Access 

By no later than April 12, 2016, the GRU had gained access to the DCCC computer 
network using the credentials stolen from a DCCC employee who had been successfully 
spearphished the week before. Over the ensuing weeks, the GRU traversed the network, 
identifying different computers connected to the DCCC network. By stealing network access 
credentials along the way (including those of IT administrators with unrestricted access to the 
system), the GRU compromised approximately 29 different computers on the DCCC network. 119 

Approximately six days after first hacking into the DCCC network, on April 18, 2016, 
GRU officers gained access to the DNC network via a virtual private network (VPN) connection120 

between the DCCC and DNCnetworks.'21 Between April 18, 2016 and June 8, 2016, Unit 26165 
compromised more than 30 computers on the DNC network, including the DNC mail server and 
shared file server. 122 

b. Implantation of Ma/ware on DCCC and DNC Networks 

Unit 26165 implanted on the DCCC and DNC networks two types of customized 
ma!ware,123 known as "X-Agent" and "X-Tunnel"; Mimikatz, a credential-harvesting tool; and 
rar.exe, a tool used in these intrusions to compile and compress materials for exfiltration. X-Agent 
was a multi-function hacking tool that allowed Unit 26165 to log keystrokes, take screenshots, and 
gather other data about the infected computers (e.g., file directories, operating systems). 124 X­
Tunnel was a hacking tool that created an encrypted connection between the victim DCCC/DNC 
computers and GRU-controlled computers outside the DCCC and DNC networks that was capable 
of large-scale data transfers.125 GRU officers then used X-Tunnel to exfiltrate stolen data from the 
victim computers. ll-

120 A VPN extends a private network, allowing users to send and receive data across public 
networks (such as the internet) as if the connecting computer was directly connected to the private network. 
The VPN in this case had been created to give a small number of DCCC employees access to certain 
databases housed on the DNC network. Therefore, while the DCCC employees were outside the DNC's 
private network, they could access parts of the DNC network from their DCCC computers. 

121 

122 , nique 
M-2589!05-HACK, serial 5. 

123 "Malware" is short for malicious software, and here refers to software designed to allow a third 
party to infiltrate a computer without the consent or knowledge of the computer's user or operator. 

124 Investigative Technique 
!25 Investigative Technique 
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To operate X-Agent and X-Tunnel on the DCCC and DNC networks, Unit 26165 officers 
set up a group of computers outside those networks to communicate with the implanted 
malware.126 The first set of GRU-controlled computers, known by the GRU as "middle servers," 
sent and received messages to and from malware on the DNC/DCCC networks. The middle 
servers, in turn, relayed messages to a second set of GRU-controlled com uters labeled internally 
by the GRU as an "AMS Panel." The AMS Panel • served as a 
nerve center through which GRU officers monitored an irecte the nfalware's operations on the 
DNC/DCCC networks. 127 

Th AMSP dt tr IX A td . th DCCC dDNC. tru . 
IT • Investigative Technique 

h d 

126 Jn connection with these intrusions, the GRU used computers (virtual private networks, 
dedicated servers operated by hosting companies, etc.) that it leased from third-party providers located all 
over the world. · The investig;tion identified rental agreements and payme~ts for computers located in, i'.iter 
alia iHklHINhflHNO•e I all of which were used Ill the operations 
targeting the U.S. e ection. 

127 Netyksho Indictment 125. 
128 Ne~yksho Indictment 1 24( c ). 
129 Netyksho Indictment 124(b ). 
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The Arizona-based AMS Panel also stored thousands of files containing keylogging 
sessions captured through X-Agent. These sessions were captured as GRU officers monitored 
DCCC and DNC employees' work on infected computers regularly between April 2016 and June 
2016. Data captured in these keylogging sessions included passwords, internal communications 
between employees, banking information, and sensitive personal information. 

c. Theft of Documents from DNC and DCCC Networks 

Officers from Unit 26165 stole thousands of documents from the DCCC and DNC 
networks, including significant amounts of data pertaining to the 2016 U.S. federal elections. 
Stolen documents included internal strategy documents, fundraising data, opposition research, and 
emails from the work inboxes ofDNC employees. Do 

The GRU began stealing DCCC data shortly after it gained access to the network. On April 
14, 2016 (approximately three days after the initial intrusion) GRU officers downloaded rar.exe 
onto the DCCC's document server. The following day, the GRU searched one compromised 
DCCC computer for files containing search terms that included "Hillary," "DNC," "Cruz," and 
"Trump." 131 On April 25, 2016, the GRU collected and compressed PDF and Microsoft documents 
from folders on the DCCC's shared file server that pertained to the 2016 election.132 The GRU 
appears to have compressed and exfiltrated over 70 gigabytes of data from this file server. 133 

The GRU also stole documents from the DNC network shortly after gaining access. On 
April 22, 2016, the GRU copied files from the DNC network to GRU-contro!led computers. Stolen 
documents included the DNC's opposition research into candidate Tmmp. 134 Between 
approximately May 25, 2016 and June 1, 2016, GRU officers accessed the DNC's mail server 
from a GRU-controlled computer leased inside the United States. 135 During these connections, 

130 Netyksho Indictment ,r,r 27-29; Investigative Technique 
l3l Investigative Technique 

13._. 

Investigative Technique 

Investigative Technique 

~Investigative Technique 

135 Investigative Technique 
- See SM-2589105-GJ, serial 649. As part of its investigation, the FBI later received images of DNC 
servers and copies of relevant traffic logs. NeJyksho Indictment ,i,r 28-29. 
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Unit 26165 officers appear to have stolen thousands of emails and attachments, which were later 
released by WikiLeaks in July 2016.136 

B. Dissemination of the Hacked Materials 

The GRU's operations extended beyond stealing materials, and included releasing 
documents stolen from the Clinton Campaign and its supporters. The GRU carried out the 
anonymous release through two fictitious online personas that it created-DCLeaks and Guccifer 
2.0-and later through the organization WikiLeaks. 

1. DCLeaks 

The GRU began planning the releases at least as early as April 19, 2016, when Unit 26165 
registered the domain dcleaks.com through a service that anonymized the registrant. 137 Unit 26165 
paid for the registration using a pool ofbitcoin that it had mined. 138 The dcleaks.com landing page 
pointed to different tranches of stolen documents, arranged by victim or subject matter. Other 
dcleaks.com pages contained indexes of the stolen emails that were being released (bearing the 
sender, recipient, and date of the email). To control access and the timing ofreleases, pages were 
sometimes password-protected for a period of time and later made unrestricted to the public. 

Starting in June 2016, the GRU posted stolen documents onto the website dcleaks.com, 
including documents stolen from a number of individuals associated with the Clinton Campaign. 
These documents appeared to have originated from personal email accounts (in particular, Google 
and Microsoft accounts), rather than the DNC and DCCC computer networks. DCLeaks victims 
included an advisor to the Clinton Campaign, a former DNC employee and Clinton Campaign 
employee, and four other campaign volunteers.139 The GRU released through dcleaks.com 
thousands of documents, including personal identifying and financial information, internal 
correspondence related to the Clinton Campaign and prior political jobs, and fundraising files and 
information. 140 

136 Netyksho Indictment ,r 29. The last-in-time DNC email released by WikiLeaks was dated May 
25, 2016, the same period of time during which the GRU gained access to the DNC's email server. 
Netyksho Indictment ,r 45. 

137 Netyksho Indictment ,r 35. Approximately a week before the registration of dcleaks.com, the 
same actors attem~o regwer the website electionleaks.com using the same domain registration service. 

idltt¼iMPWWMfiM~. 
m See SM-2589105, serial 181; Netyksho Indictment121(a). 
1, __ 

140 See, e.g., Internet Archtve, "h s://dcleaks.comf' archive date Nov. 10, 2016). Additionally, 
DCLeaks released documents relating to • · , emails belonging 
to!;" , and emails from 2015 relating to Republican Party employees (un er the portfolio name 
"The United States Republican Party"). "The United States Republican Party" portfolio contained 
approximately 300 emails from a variety of GOP members, PACs, campaigns, state parties; and businesses 
dated between May and October 2015. According to open-source reporting, these victims shared the same 
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GRU officers operated a F acebook page under the DCLeaks moniker, which they primarily 
used to promote releases of materials. 141 The Facebook page was administered through a small 
number of preexisting GRU-controlled Facebook accounts.142 

GRU officers also used the DCLeaks Facebook account, the Twitter account @dcleaks_, 
and the email account dcleaksproject@grnail.com to communicate privately with reporters and 
other U.S. persons. GRU officers using the DCLeaks persona gave certain reporters early access 
to archives of leaked files by sending them links and passwords to pages on the dcleaks.com 
website that had not yet become public. For example, on July 14, 2016, GRU officers operating 
under the DCLeaks persona sent a link and password for a non-public DCLeaks webpage to a U.S. 
reporter via the Facebook account. 143 Similarly, on September 14, 2016, GRU officers sent 
reporters Twitter direct messages from @dcleaks_, with a password to another non-public part of 
the dcleaks.com website. 144 

The DCLeaks.com website remained operational and public until March 2017. 

2. Guccifer 2.0 

On JU11e 14, 2016, the DNC and its cyber-response team announced the breach of the DNC 
network and suspected theft of DNC documents. In the statements, the cyber-response team 
alleged that Russian state-sponsored actors (which they referred to as "Fancy Bear") were 
responsible for the breach. 145 Apparently in response to that annoU11cement, on JU11e 15, 2016, 
GRU officers using the persona Guccifer 2.0 created a WordPress blog. In the hours leading up 
to the launch of that WordPress blog, GRU officers logged into a Moscow-based server used and 
managed by Unit 74455 and searched for a number of specific words and phrases in English, 
including "some hU11dred sheets," "illuminati," and "worldwide known." Approximately two 
hours after the last of those searches, Guccifer 2.0 published its first post, attributing the DNC 
server hack to a lone Romanian hacker and using several of the unique English words and phrases 
that the GRU officers had searched for that day. 146 

Tennessee-based web-hosting company, called Smartech Corporation. William Bastone, RNC E-Mail Was, 
ln Fact, Hacked By Russians, The Smoking Gun (Dec. 13, 2016). 

141 Netyksho Indictment ,r 38. 
142 See, e.g., Facebook Account 100008825623541 (Alice Donovan). 
143 7 /J 4/16 Facebook Message, ID 793058100795341 (DC Leaks) to ID Personal Privacy 
144 See, e.g., 9/14/16. Twitter DMI @dcleaks_ to jQUfi,§jj,nPt@ffl; 9/14/16 Twitter DM, 

@dcleaks_ tnjQSi-1-1,M•riMW I ■ . The messages read: "m ttps://t.co/QTvKUjQcOx pass: 
KvFsg%*14({!JgPgu&amp; enjoy;)." 

145 Dmitri Alperovitch, Bears in the Midst: Intrusion into the Democratic National Committee, 
CrowdStrike Blog (June 14, 2016). CrowdStrike updated its post after the June 15, 2016 post by Guccifer 
2.0 claiming responsibility for the intrusion. 

146 Netyksho Indictment ,r,r 41-42. 
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That same day, June 15, 2016, the GRU also used the Guccifer 2.0 WordPress blog to begin 
releasing to the public documents stolen from the DNC and DCCC computer networks. The 
Guccifer 2. 0 persona ultimately released thousands of documents stolen from the DNC and DCCC 
in a series of blog posts between June 15, 2016 and October 18, 2016. 147 Released documents 
included opposition research performed by the DNC (including a memorandum analyzing 
potential criticisms of candidate Trump), internal policy documents (such as recommendations on 
how to address politically sensitive issues), analyses of specific congressional races, and 
fundraising documents. Releases were organized around thematic issues, such as specific states 
(e.g., Florida and Pennsylvania) that were perceived as competitive in the 2016 U.S. presidential 
election. 

Beginning in late June 2016, the GRU also used the Guccifer 2.0 persona to release 
documents directly to reporters and other interested individuals. Specifically, on June 27, 2016, 
Guccifer 2.0 sent an email to the news outlet The Smoking Gun offering to provide "exclusive 
access to some leaked emails linked [to] Hillary Clinton's staff."148 The GRU later sent the 
reporter a password and link to a locked portion of the dcleaks.com website that contained an 
archive of emails stolen by Unit 26165 from a Clinton Campaign volunteer in March 2016. 149 That 
the Guccifer 2.0 persona provided reporters access to a restricted portion of the DCLeaks website 
tends to indicate that both personas were operated by the same or a closely-related group of 
people.150 

The GRU continued its release efforts through Guccifer 2.0 into August 2016. For 
example, on August 15, 2016, the Guccifer 2.0 persona sent a candidate for the U.S. Congress 
documents related to the candidate's opponent. 151 On August 22, 2016, the Guccifer 2.0 persona 
transferred approximately 2.5 gigabytes of Florida-related data stolen from the DCCC to a U.S. 
blogger covering Florida politics. 152 On August 22, 2016, the Guccifer 2.0 persona sent a U.S. 
reporter documents stolen from the DCCC pertaining to the Black Lives Matter movement. 153 

147 Releases of documents on the Guccifer 2.0 blog occurred on June 15, 2016; June 20, 2016; June 
21, 2016; July 6, 2016; July 14, 2016; August 12, 2016; August 15, 2016; August 21, 2016; August 31, 
2016; September 15, 2016; September 23, 2016; October 4, 2016; and October 18, 2016. 

148 6/27/16 Email! r.ccifer20@aol.fr to (subject "leaked emails");■ 
ti I ■ 

149 6/27/16 Email ccifer20@aol.fr tQji$iM,N•ci\f@ (sub·ect "leaked emails" · 
· see al.ro 6/27/16 l:imatl ucc1fer20@aol.fr to • · • · • • 

(sub3ect "e e emai s"); 111111111■ (claiming DCLeaks was a --wikileaks su 
project"). 

150 Before sending the reporter the link and password to the closed DCLeaks website, and in an 
apparent effort to deflect attention from the fact that DCLeaks and Guccifer 2.0 were operated by the same 
organization, the Guccifer 2.0 persona sent the reporter an email stating that DCLeaks was a "Wikileaks 
sub project" and that Guccifer 2.0 had asked DCLeaks to release the leaked emails with "closed access" to 
give reporters a preview of them. 

151 Netyksho Indictment ,i 43(a). 
152 Netyksho Indictment ,i 43(b). 
153 Netyksho Indictment ,i 43(c). 
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• 
In early August 2 16, Twitter's suspension of the 

Guccifer 2.0 Twitter account. After it was reinstated, GRU officers posing as Guccifer 2.0 wrote illll via private message, "thank u for writing back ... do u find anyt[h]ing interesting in the 
docs i posted?" On August l 7, 2016, the GRU added, "please tell me if i can help u anyhow ... 
it would be a great pleasure to me." On September 9, 2016, the GRU liff,;i posing as 
Guccifer 2.0---referred to a stolen DCCC document posted online and asked • "what do u 
think of the info on the turnout model for the democrats entire presidential campaigu." iltlj 
responded, "pretty standard."155 The investigation did not identify evidence of other 
communications betweeniltlj and Guccifer 2.0. 

3. Use ofWikiLeaks 

In order to expand its interference in the 2016 U.S. presidential election, the GRU units 
transferred many of the documents they stole from the DNC and the chairman of the Clinton 
Campaign to WikiLeaks. GRU officers used both the DCLeaks and Guccifer 2.0 personas to 
communicate with WikiLeaks through Twitter private messaging and through encrypted channels, 
including possibly through WikiLeaks's private communication system. 

a. WikiLeaks's Expressed Opposition Toward the Clinton Campaign 

WikiLeaks, and particularly its founder Julian Assange, privately expressed opposition to 
candidate Clinton well before the first release of stolen documents. In November 2015, Assange 
wrote to other members and associates ofWikiLeaks that "[w]e believe it would be much better 
for GOP to win ... Dems+Media+liberals woudl [sic} then form a block to reign in their worst 
qualities. . . . With Hillary in charge, GOP will be pushing for her worst qualities., 
dems+media+neoliberals will be mute .... She's a bright, well connected, sadisitic sociopath."156 

In March 2016, WikiLeaks released a searchable archive of approximately 30,000 Clinton 
emails that had been obtained through FOIA litigation.157 While designing the archive, one 
WikiLeaks member explained the reason for building the archive to another associate: 

154 • 

!55 Harm to Ongoing Matter 
156 11/19/15 Twitter Group Chat, Group ID 594242937858486276, @WikiLeaks et aL Assange 

also wrote that, "GOP will generate a lot oposition [sic], including through dumb moves. Hillary will do 
the same thing, but co-opt the liberal opposition and the GOP opposition. Hence biliary has greater freedom 
to start wars than the GOP and has the will to do so." Id. 

157 WikiLeaks, "Hillary Clinton Email Archive," available at https:/ /wikileaks.org/clinton-emails/. 
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[W]e want this repository to become "the place" to search for background on hillary's 
plotting at the state department during 2009-2013 .... Firstly because its useful and will 
annoy Hillary, but secondly because we want to be seen to be a resource/player in the US 
election, because eit f sic] may en[lcourage people to send us even more important leaks. 158 

b. WikiLeaks 's First Contact with Guccifer 2.0 and DCLeaks 

Shortly after the GRU's first release of stolen documents through dcleaks.com in June 
2016, GRU officers also used the DCLeaks persona to contact WikiLeaks about possible 
coordination in the future release of stolen emails. On June 14, 2016, @dcleaks_ sent a direct 
message to @WikiLeaks, noting, "You announced your organization was preparing to publish 
more Hillary's emails. We are ready to support you. We have some sensitive information too, in 
particular, her financial documents. Let's do it to ether. What do ou think about ublishin our 
info at the same moment? Thank ou."159 

Around the same time, WikiLeaks initiated communications with the GRU persona 
Guccifer 2.0 shortly after it was used to release documents stolen from the DNC. On June 22, 
2016, seven days after Guccifer 2.0's first releases of stolen DNC documents, WikiLeaks used 
Twitter's direct message function to contact the Guccifer 2.0 Twitter account and suggest that 
Guccifer 2.0 "[ s ]end any new material [ stolen from the DNC] here for us to review and it will have 
a much higher impact than what you are doing."160 

On July 6, 2016, WikiLeaks again contacted Guccifer 2.0 through Twitter's private 
messaging function, writing, "if you have anything hillary related we want it in the next tweo [sic] 
days prefab le [ sic J because the DNC is approaching and she will solidify bernie supporters behind 
her after." The Guccifer 2.0 persona responded, "ok ... i see." WikiLeaks also explained, "we 
think trump has only a 25% chance of winning against hillary ... so conflict between bemie and 
biliary is interesting."161 

c. The GR U's Transfer of Stolen Materials to WikiLeaks 

Both the GRU and WildLeaks sought to hide their communications, which has limited the 
Office's ability to collect all of the communications between them. Thus, although it is clear that 
the stolen DNC and Podesta documents were transferred from the GRU to WikiLeaks,_ 
Investigative Technique 

158 3/14/16 Twitter DM,@WikiLeaks tnlij" Less than two weeks earlier, the same 
account had been used to send a private message opposing the idea of Clinton "in whitehouse with her 
bloodlutt and amitions [sic) of empire with hawkish liberal-interventionist appointees." 11/19/15 Twitter 
Group Chat, Group ID 594242937858486276, @WikiLeaks et al. 

159 6/14/16 Twitter DM,@dcleaks_ to @WikiLeaks. 
160 Netyksho Indictment 147(a). 
161 7/6/16 Twitter DMs, @WikiLeaks & @guccifer_2. 
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The Office was able to identify when the GRU (operating through its personas Guccifer 2.0 
and DCLeaks) transferred some of the stolen documents to WikiLeaks through online archives set . . 

On July 14, 2016, GRU officers used a Guccifer 2.0 email account to send WikiLeaks an 
email bearing the subject "big archive" and the message "a new attempt."163 The email contained 
an encrypted attachment with the name "wk dnc link! .txt.gpg."164 Using the Guccifer 2.0 Twitter 
account, GRU officers sent WikiLeaks an encrypted file and instructions on how to open it. 165 On 
July 18, 2016, WikiLeaks confirmed in a direct message to the Guccifer 2.0 account that it had 
"the l Gb or so archive" and would make a release of the stolen documents "this week."166 On 
July 22, 2016, WikiLeaks released over 20,000 emails and other documents stolen from the DNC 
computer networks. 167 The Democratic National Convention began three days later. 

Similar communications occurred between WikiLeaks and the GRU-operated persona 
DCLeaks. On September 15, 2016, @dcleaks wrote to @WikiLeaks, "hi there! I'm from DC 
Leaks. How could we discuss some submission-related issues? Am trying to reach out to you via 
your secured chat but getting no response. I've got something that might interest you. You won't 
be disappointed, I promise."168 The WikiLeaks account responded, "Hi there," without further 
elaboration. The @dcleaks_ account did not respond immediately. 

The same day, the Twitter account@guccifer_2 sent@dcleaks_ a direct message, which 
is the first known contact between the personas.169 During subsequent communications, the 

Investigative Technique 

163 This was not the GRU's first attempt at transferring data to WikiLeaks. On June 29, 2016, the 
GRU used a Guccifer 2.0 email account to send a large eneggted file to a WikiLeaks email account. 
6/29/16 Email, guccifer2@mail.com Ii • • (The email appears to have been 
undelivered.) 

164 See SM-2589105-DCLEAKS, serial 28 (analysis). 
165 6/27/16 Twitter DM, @Guccifer_2 to @WikiLeaks. 
166 7/18/16 TwitterDM,@Guccifer_2 &@WikiLeaks. 
167 "DNC Email Archive," WikiLeaks (Jul. 22, 2016), available at https://wikileaks.org/dnc-emails. 
168 9/15/16 Twitter DM, @dcleaks_ to@WikiLeaks. 
169 9/15/16 Twitter DM,@guccifer_2 to @dcleaks_, 
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Guccifer 2.0 persona informed DCLeaks that WikiLeaks was trying to contact DCLeaks and 
arrange for a way to speak through encrypted emails. 170 

An analysis of the metadata collected from the WikiLeaks site revealed that the stolen 
Podesta emails show a creation date of September 19, 2016.171 Based on infom1ation about 
Assange's computer and its possible operating system, this date may be when the GRU staged the 
stolen Podesta emails for transfer to WikiLeaks ( as the GRU had previously done in July 2016 for 
the DNC emails). 172 The WikiLeaks site also released PDFs and other documents taken from 
Podesta that were attachments to emails in his account; these documents had a creation date of 
October 2, 2016, which appears to be the date the attachments were separately staged by 
WikiLeaks on its site.173 

Beginning on September 20, 2016, WikiLeaks and DCLeaks resumed communications in 
a brief exchange. On September 22, 2016, a DCLeaks email account dcleaksproject@gmail.com 
sent an email to a WikiLeaks account with the subject "Submission" and the message "Hi from 
DCLeaks." The email contained a PGP-en ted message with the filename 
"wiki_mail.txt.gpg."174 11/iil!illi The email, however, bears a 
number of similarities to the July 14, 2016 email in which GRU officers used the Guccifer 2.0 
persona to give WikiLeaks access to the archive ofDNC files. On September 22, 2016 (the same 
day ofDCLeaks' email to WikiLeaks), the Twitter account dcleaks sent a sin le messa e to 

WikiLeaks with the strin of characters 

The Office cannot rule out that stolen documents were transferred to WikiLeaks through 
intermediaries who visited during the summer of 2016. For example, public reporting identified 
Andr M"II M guh W'k'L ak . t h h . t d 'th th tr ti fth e 

Investigative Technique 

170 See SM-2589105-DCLEAKS, serial 28; 9/15/16 Twitter DM, @Guccifer_2 &@WikiLeaks. 
171 See SM-2284941, serials 63 & 64 vestigative Technique .. 

At the time, certain Apple operatmg systems us a settmg that le a 
dowriloade file's creation date the same as the creation date shown on the host computer. This would 
explain why the creation date on WikiLeaks's version of the files was still September 19, 2016. See SM• 
2284941, serial 62 Investigative Technique 

173 When WikiLeaks saved attachments separately from the stolen emails, its computer system 
appears to have treated each attachment as a new file and given it a new creation date. See SM-2284941, 
serials 63 & 64. 

174 See 9/22/16 Email, dcleaksproject@gmail.com 
175 Ellen Nakashima et al., A German Hacker Offers a Rare Look Inside the Secretive World of 

Julian Assange and WikiLeaks, Washington Post (Jan. 17, 2018). 
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Investigative Technique 

On October 7, 2016, WikiLeaks released the first emails stolen from the Podesta email 
account. In total, WikiLeaks released 33 tranches of stolen emails between October 7, 2016 and 
November 7, 2016. The releases included private speeches given by Clinton;177 internal 
communications between Podesta and other high-ranking members of the Clinton Campaign;178 

and correspondence related to the Clinton Foundation.179 In total, WikiLeaks released over 50,000 
documents stolen from Podesta's personal email account. The last-in-time email released from 
Podesta's account was dated March 21, 2016, two days after Podesta received a spearphishing 
email sent by the GRU. 

d. WikiLeaks Statements Dissembling About the Source of Stolen Materials 

As reports attributing the DNC and DCCC hacks to the Russian government emerged, 
WikiLeaks and Assange made several public statements apparently designed to obscure the source 
of the materials that WikiLeaks was releasing. The file-transfer evidence described above and 
other information uncovered during the investigation discredit WikiLeaks's claims about the 
source of material that it posted. 

Beginning in the summer of 2016, Assange and WikiLeaks made a number of statements 
about Seth Rich, a former DNC staff member who was killed in July 2016. The statements about 
Rich implied falsely that he had been the source of the stolen DNC emails. On August 9, 2016, 
the @WikiLeaks Twitter account posted: "ANNOUNCE: WikiLeaks has decided to issue a 
US$20k reward for information leading to conviction for the murder ofDNC staffer Seth Rich."180 

Likewise, on August25,2016,Assange was asked in an interview, "Why are you so interested in 
Seth Rich's killer?" and responded, "We're very interested in anything that might be a threat to 
alleged Wikileaks sources." The interviewer responded to Assange's statement by commenting, 
"I know you don't want to reveal your source, but it certainly sounds like you 're suggesting a man 
who leaked information to WikiLeaks was then murdered." Assange replied, "If there's someone 
who's potentially connected to our publication, and that person has been murdered in suspicious 

179 Netyksho Indictment 143. 
180 @WikiLeaks 8/9/16 Tweet. 
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circumstances, it doesn't necessarily mean that the two are connected: But it is a very serious 
matter ... that type of allegation is very serious, as it's taken very seriously by us."181 

After the U.S. intelligence community publicly announced its assessment that Russia was 
behind the hacking operation, Assange continued to deny that the Clinton materials released by 
WikiLeaks had come from Russian hacking. According to media reports, Assange told a U.S. 
congressman that the DNC hack was an "inside job," and purported to have "physical proof' that 
Russians did not give materials to Assange.182 

C. Additional GRU Cyber Operations 

While releasing the stolen emails and documents through DCLeaks, Guccifer 2.0, and 
WikiLeaks, GRU officers continued to target and hack victims linked to the Democratic campaign 
and, eventually, to target entities responsible for election administration in several states. 

L Summer and Fall 2016 Operations Targeting Democrat-Linked Victims 

On July~ 26165 targeted email accounts connected to candidate Clinton's 
personal office~- Earlier that day, candidate Trump made public statements that 
included the following: "Russia, if you're listening, I hope you're able to find the 30,000 emails 
that are missing. I think you will probably be rewarded mightily by our press."183 The "30,000 
emails" were apparently a reference to emails described in media accounts as having been stored 
on a personal server that candidate Clinton had used while serving as Secretary of State. 

Within approximately five hours of Trump's statement, GRU officers targeted for the first 
time Clinton's personal office. After candidate Trump's remarks; Unit 26165 created and sent 
malicious links targeting 15 email accounts at the domain - including an email 
account belonging to Clinton aide- The investigation did not find evidence of earlier 
GRU attempts to compromise accounts hosted on this domain. It is unclear how the GRU was 
able to identify these email accounts, which were not public. 184 

Unit 26165 officers also hacked into a DNC account hosted on a cloud-computing service 
• On September 20, 2016, the GRU began to generate 

function designed to allow users to produce backups of 
as "snapshots"). The GRU then stole those snapshots by moving 

181 See Assange: "Murdered DNC Staffer Was 'Potential' WikiLeaks Source," Fox News (Aug. 25, 
20l6)(containing video of Assange interview by Megyn Kelly). 

182 M. Raju & Z. Cohen, A GOP Congressman's Lonely Quest Defending Julian Assange, CNN 
(May 23, 2018). 

183 "Donald Trump on Russian & Missing Hillary Clinton Emails," YouTube Channel C-SPAN, 
Posted 7/27/16, available athttps://www.youtube.com/watch?v=3kxG8uJUsWU (starting at 0:41). 
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them to liilll account that they controlled; from there, the copies were moved to GRU­
controlled computers. The GRU stole approximately 300 gigabytes of data from the DNC cloud­
based account. 185 

2. Intrusions Targeting the Administration ofU.S. Elections 

In addition to targeting individuals involved in the Clinton Campaign, GRU officers also 
targeted individuals and entities involved in the administration of the elections. Victims included 
U.S. state and local entities, such as state boards of elections (SBOEs), secretaries of state, and 
county governments, as well as individuals who worked for those entities. 186 The GRU also 
targeted private technology firms responsible for manufacturing and administering election-related 
software and hardware, such as voter registration software and electronic polling stations.187 The 
GRU continued to target these victims through the elections in November 2016. While the 
investigation identified evidence that the GRU targeted these individuals and entities, the Office 
did not investigate further. The Office did not, for instance, obtain or examine servers or other 
relevant items belonging to these victims. The Office understands that the FBI, the U.S. 
Department of Homeland Security, and the states have separately investigated that activity. 

By at least the summer of 2016, GRU officers sought access to state and local computer 
networks by exploiting known software vulnerabilities on websites of state and local governmental 
entities. GRU officers, for example, targeted state and local databases of registered voters using a 
technique known as "SQL injection," by which malicious code was sent to the state or local 
website in order to run commands (such as exfiltrating the database contents). 188 In one instance 
in approximately June 2016, the GRU compromised the computer network of the Illinois State 
Board of Elections by exploiting a vulnerability in the SBOE's website. The GRU then gained 
access to a database containing information on millions of registered Illinois voters,189 and 
extracted data related to thousands of U.S. voters before the malicious activity was identified.190 

nvestigative Technique 
. . . ~ . ~ ~ . ·~ . 

nvestigative Technique 
• , n!!ffllinllnvestigative Technique 

scanned state and local websites for 
eriod in July 2016, GRU officers -

for vulnerabilities on websites of~ 

-~ Netyksho Indictment,r 34; see also SM-25891 OS-HACK, serial 29\lfrHBfilillQGiililPWii 
186 Netyksho Indictment ,r 69. 
187 Ne ksho Indictment 69· 1 

188 nvestigative echnique 
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Unit 74455 also sent spearphishing emails to public officials involved in election 
administration and personnel a~ involved in voting technology. In Augnst 2016, GRU 
officers targeted employees of~, a voting technology company that developed software 
used by numerous U.S. counties to manage voter rolls, and installed malware on the company 
network. Similarly, in November 2016, the GRU sent spearphishing emails to over 120 email 
accounts used by Florida county officials responsible for administering the 2016 U.S. election. 191 

The spearphishing emails contained an attached Word document coded with malicious software 
(commonly referred to as a Trojan) that permitted the GRU to access the infected computer.192 

The FBI was separately responsible for this investigation. We understand the FBI believes that this 
operation enabled the GRU to gain access to the network of at least one Florida county 
government. The Office did not independently verify that belief and, as explained above, did not 
undertake the investigative steps that would have been necessary to do so. 

D. Trump Campaign and the Dissemination of Hacked Materials 

a. Background 

51 



19259

58 

U . .:). u;:panrm:m 01 Jusuc;: 

A:tl:effle, Wel'k P,edttet // M&y Ceflfliift Metef'iel Pfflteeted Ufld:er Fed. R. Cf'im. P. 6(e) 

b. Contacts with the Campaign about WikiLeaks 

, • arm to ngoing Matter 
- Harm to Ongoing Matter 

194 See Mahita Gajanan, Julian Assange Timed DNC Email Release for Democratic Convention, 
Time (July 27, 2016) (quoting the June 12, 2016 television:interview). 

195 In February 2018, Gates pleaded guilty, pursuant to a plea agreement, to a superseding criminal 
information charging him with conspiring to defraud and commit multiple offenses (i.e., tax fraud, failure 
to report foreign bank accounts, and acting as an unregistered agent of a foreign principal) against the 
United States, as well as making false statements to our Office. Superseding Criminal Information, United 
States v. Richard W. Gates Ill, I: l 7-cr-201 (D.D.C. Feb. 23, 2018), Doc. 195 ('Gates Superseding Criminal 
Information"); Plea Agreement, United States v. Richard W. Gates III, l:17-cr-201 (D.D.C Feb. 23, 2018), 
Doc. 205 ("Gates Plea Agreement"). Gates has provided information and in,.court testimony that the Office 
has deemed to be reliable. 

196 Gates 10/25/18 302, at 1-2. 
197 As explained further in Volume I, Section IV.A.8, infra, Manafort entered into a plea agreement 

with our Office. We determined that he breached the agreement by being untruthful in proffer sessions and 
before the grand jury. We have generally recounted his version of events in this report only when his 
statements are sufficiently corroborated to be trustworthy; to identify issues on which Manafort's untruthful 
responses may themselves be of evidentiary value; or to provide Manafort's explanations for certain events, 
even when we were unable to determine whether that explanation was credible. His account appears here 
principally because it aligns with those of other witnesses. 

198 ran Jury 
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Michael Cohen, former executive vice president of the Trump Organization and special 
counsel to Donald J. Trump, 199 told the Office that he recalled an incident in which he was in 
candidate Trum 's office in Trum Tower 

199 In November 2018, Cohen pleaded guilty pursuant to a plea agreement to a single-count 
information charging him with making false statements to Congress, in violation of 18 U.S.C. § lOOl(a) & 
(c). He had previously pleaded guilty to several other criminal charges brought by the U.S. Attorney's 
Office in the Southern District of New York, after a referral from this Office. In the months leading up to 
his false-statements guilty plea, Cohen met with our Office on multiple occasions for interviews and 
provided information that the Office has generally assessed to be reliable and that is included in this report . 

• 

202 Cohen 9/18/18 302, at 10. Harm to Ongoing Matter 

Harm to Ongoing Matter 

- 203 Gates 10/25/18 302 (serial 241), at 4. 
204 rand Jury 
205 rand Jury 
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developments with WikiLeaks and separately told Gates to keep in touchlitllia about future 
WikiLeaks releases.206 

According to Gates, by the late summer of 2016, the Trump Campaign was planning a 
press strategy, · · · · · 

c. Harm to Ongoing Matter 

Harm to Ongoing Matter 

Corsi 1s an author who holds a doctorate tn ohtical science 

ortly after the call 
Id be coming.209 

In 2016 Corsi also worked for the 
Harm to Ongoing Matter 

206 rand Jury 
207 Gates 4/10/18 302, at 3; Gates 4/11/18 302, at 1-2 (SM-2180998); Gates 10/25/18 302, at 2. 

208 

2
0\l Gates 10/25/18 302. (serial 241), at 4. 

210 

2!1 

212 Corsi first rose to public prominence in August 2004 when he published his book Unfit for 
Command: Swift Boat Veterans Speak Out Against John Keny. In the 2008 election cycle, Corsi gained 
prominence for being a leading proponent ·or the allegation that Barack Obama was not born in the United 
States. Corsi told the Office that Donald Trump expressed interest in his writings, and that he spoke with 
Trump on the phone on at least six occasions. Corsi 9/6/18 302, at 3. 

m Corsi 10/31/18 302, at 2; Corsi was first 
interviewed on September 6, 2018 at the Special Counsel's offices in Washington, D.C. He was 
accompanied by counsel throughout the interview. Corsi was subsequently interviewed on September 17, 
2018; September 21, 2018; October 31, 2018; November l, 2018; and November 2, 2018. Counsel was 
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rand Jury 

wished to interview. Malloch recalled that Corsi also suggested that individuals in the "orbit" of 
U.K. politician Nigel Farage might be able to contact Assange and asked if Malloch knew them. 
Malloch told Corsi that he would think about the request but made no actual attempt to connect 
Corsi with Assange.218 

Harm to Ongoing Matter 

Harm to Ongoing Matter 

present for all interviews, and the interviews beginning on September 21, 2018 were conducted pursuant to 
a proffer agreement that precluded affirmative use of his statements against him in limited circumstances. 

215 Corsi 10/31/18 302, at 4. 
216 • 

rand Jury 218 Malloch denied ever communicating with Assange 
or WikiLeaks, stating that he did not!\ursue the reguest to contact Assange because he believed he had no 
connections to Assange. it/flit••I'~ • 
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Malloch stated to investigators that begitmin in or bout u ust 201 he and 'orsi had 
multiple FaceTime discussions about WikiLeaks • • • • • • 
had made a connection to Assange and that the hacked emails of John Podesta would be released 
prior to Election Day and would be helpful to the Trump Campaign. In one conversation in or 
around August or September 2016, Corsi told Malloch that the release of the Podesta emails was 
coming, after which "we" were going to be in the driver's seat.221 

Harm to Ongoing Matter 

· Harm to Ongoing Matter 

221 ran Jury 

Harm to Ongoing Matter -
223 Harm to Ongoing Matter 
224 Harm to Ongoing Matter 
225 Harm to Ongoing Matter 
226 Harm to Ongoing Matter 
7.27 Harm to Ongoing Matter 
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230 Harm to Ongoing Matter 
231 Harm to Ongoing Matter 

234 Harm to Ongoing Matter 
235 Harm to Ongoing Matter 
236 Harm to Ongoing Matter 

238 
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d. WikiLeaks's October 7, 2016Release of Stolen Podesta Emails 

On October 7 2016 four days after the Assange press conference • 
llllllllliiiiii, the Washington Post published an Access Hollywood video that 
~te Trump some years earlier and that was expected to adversely 
affect the Campaign.239 Less than an hour after the video's publication, WikiLeaks released the 
first set of emails stolen by the GRU from the account of Clinton Campaign chainnan 
John Podesta. / 

Corsi said that, because he had no 1rect means o communicating with 
Wi 'Leaks, he told members of the news site WND-who were participating on a conference call 
with him that day---to reach Assange immediately.244 Corsi claimed that the pressure was 

-.. 
239 Candidate Trump can be heard off camera making graphic statements about women. 
240 • 

243 

244 In a later November 2018 interview, Corsi stated • • • • • • • • 
[ [ ] j . . . that he believed Ma och was on the ca l but then focuse 

on ot er ui !Vlduals who were on the call•invitation, which Malloch was not. (Separate travel records show 
that at the time of the call, Malloch was aboard a transatlantic flight). Corsi at one point stated that after 
WikiLeaks's release of stolen emails on October 7, 2016, he concluded Malloch had gotten in contact with 
Assange. Corsi 11/1/18 302, at 6. 
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enormous and recalled telling the conference call the Access Hol(vwood tape was coming. 245 Corsi 
stated that he was convinced that his efforts had caused WikiLeaks to release the emails when they 
did.246 In a later November 2018 interview, Corsi stated that he thought that he had told people 
on a WND conference call about the forthcoming tape and had sent out a tweet asking whether 
anyone could contact Assange, but then said that maybe he had done nothing.247 

The Office investigated Corsi's allegations about the events of October 7 2016 but found 
little corroboration for his alle ations about the da .248 

However, the Office 
has not identified any conference can participant, or anyone who spoke to Corsi that day, who says 
that they received non-public information about the tape from Corsi or acknowledged having 
contacted a member ofWikiLeaks on October 7, 2016 after a conversation with Corsi. 

e. Donald Trump Jr. Interaction with WikiLeaks 

Donald Trump Jr. had direct electronic communications with WikiLeaks during the 
campaign period. On September 20, 2016, an individual named Jason Fishbein sent WikiLeaks 
the password for an unlaunched website focused on Trump's "unprecedented and dangerous" ties 

245 During the same interview, Corsi also suggested that he may have sent out public tweets because 
he knew Assange was reading his tweets. Our Office was unable to find evidence of any such tweets. 

246 Corsi 9/21/18 302, at 6-7. 
247 Corsi 11/1/18 302; at 6. 
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to Russia, PutinTrump.org.252 WikiLeaks publicly tweeted: "'Let's bomb Iraq' Progress for 
America PAC to launch "PutinTrump.org' at 9:30am. Oops pw is 'putintrump' putintrump.org." 
Several hours later, WikiLeaks sent a Twitter direct message to Donald Trump Jr., "A PAC run 
anti-Trump site putintrump.org is about to launch. The PAC is a recycled pro-Iraq war PAC. We 
have guessed the password. It is 'putintrump.' See 'About' for who is behind it. Any 
comments?"253 

Several hours later, Trump Jr. emailed a variety of senior campaign staff: 

Guys I got a weird Twitter DM from wikileaks. See below. I tried the password and it 
works and the about section they reference contains the next pie in terms of who is behind 
it. Not sure if this is anything but it seems like it's really wikileaks asking me as I follow 
them and it is a DM. Do you know the people mentioned and what the conspiracy they are 
looking for could be? These are just screen shots but it's a fully built out page claiming to 
be a PAC let me know your thoughts and ifwe want to look into it.254 

Trump Jr. attached a screenshot of the "About" page for the unlaunched site PutinTrump.org. The 
next day (after the website had launched publicly), Trump Jr. sent a direct message to WikiLeaks: 
"Off the record, I don't know who that is but I'll ask around. Thanks."255 

On October 3, 2016, WikiLeaks sent another direct message to Trump Jr., asking "you 
guys" to help disseminate a link alleging candidate Clinton had advocated using a drone to target 
Julian Assange. Trump Jr. responded that he already "had done so," and asked, "what's behind 
this Wednesday leak I keep reading about?"256 WikiLeaks did not respond. 

On October 12, 2016, WikiLeaks wrote again that it was "great to see you and your dad 
talking about our publications. Strongly suggest your dad tweets this link if he mentions us 
wlsearch.tk."257 WikiLeaks wrote that the link would help Trump in "digging through" leaked 
emails and stated, "we just released Podesta emails Part 4.''258 Two days later, Trump Jr. publicly 
tweeted the wlsearch.tk link. 259 

252 9/20/16 Twitter DM. @JasonFishbein to @WikiLeaks; see JF00587 (9/21/16 Messages, 
~@jabber.cryptopartyJ<: &12" @jabber.cryptoparty.is); Fishbein 9/5/18 302, at 4. When 
mterviewed by our Office, Fishbein produced what he claimed to be logs from a chatroom in which the 
participants discussed U.S. politics; one of the other participants had posted the website and password that 
Fishbein sent to WikiLeaks. 

253 9/20/16 Twitter DM, @WikiLeaks to @DonaldJTrumpJr. 
254 TRUMPORG_28_000629-33 (9/21/16 Email, Trump Jr. to Conway et al. (subject 

"Wikileaks")). 
255 9/21/16 Twitter DM,@DonaldJTrnmpJrto@WikiLeaks. 
256 10/3/16 Twitter DMs,@DonaldJTrumpJr &@WikiLeaks. 
257 At the time, the link took users to a WikiLeaks archive of stolen Clinton Campaign documents. 
258 10/12/16 Twitter DM, @WikiLeaks to @DonaldJTrumpJr. 
259 @DonaldJTrumpJr 10/14/16 (6:34 a.m.) Tweet. 
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2. Other Potential Campaign Interest in Russian Hacked Materials 

Throughout 2016, the Trump Campaign expressed interest in Hillary Clinton's private 
email server and whether approximately 30,000 emails from that server had in fact been 
permanently destroyed, as reported by the media. Several individuals associated with the 
Campaign were contacted in 2016 about various efforts to obtain the missing Clinton emails and 
other stolen material in support of the Trump Campaign. Some of these contacts were met with 
skepticism, and nothing came of them; others were pursued to some degree. The investigation did 
not find evidence that the Trump Campaign recovered any such Clinton emails, or that these 
contacts were part of a coordinated effort between Russia and the Trump Campaign. 

a. Henry Oknyansky (alk/a Henry Greenberg) 

In the spring of 2016, Trump Campaign advisor Michael Caputo learned through a Florida­
based Russian business partner that another Florida-based Russian, Henry Oknyansky (who also 
went by the name Henry Greenberg), claimed to have information pertaining to Hillary Clinton. 
Caputo notified Roger Stone and brokered communication between Stone and Oknyansky. 
Oknyansky and Stone set up a May 2016 in-person meeting. 260 

Oknyansky was accompanied to the meeting by Alexei Rasin, a Ukrainian associate 
involved in Florida real estate. At the meeting, Rasin offered to sell Stone derogatory information 
on Clinton that Rasin claimed to have obtained while working for Clinton. Rasin claimed to 
possess financial statements demonstrating Clinton's involvement in money laundering with 
Rasin's companies. According to Oknyansky, Stone asked if the amounts in question totaled 
millions of dollars but was told it was closer to hundreds of thousands. Stone refused the offer, 
stating that Trump would not pay for opposition research.261 

Oknyansky claimed to the Office that Rasin's motivation was financial. According to 
Oknyansky, Rasin had tried unsuccessfully to shop the Clinton information around to other 
interested parties, and Oknyansky would receive a cut if the information was sold.262 Rasin is 
noted in public source documents as the director and/or registered agent for a number of Florida 
companies, none of which appears to be connected to Clinton. The Office found no other evidence 
that Rasin worked for Clinton or any Clinton-;related entities. 

In their statements to investigators, Oknyansky and Caputo had contradictory recollections 
about the meeting. Oknyansky claimed that Caputo accompanied Stone to the meeting and 
provided an introduction, whereas Caputo did not tell us that he had attended and claimed that he 
was never told what information Oknyansky offered. Caputo also stated that he was unaware 
Oknyansky sought to be paid for the information until Stone informed him after the fact.263 

26° Caputo 5/2/18 302, at 4; Oknyansky 7/13/18 302, at 1. 

261 Oknyansky 7/13/18 302, at 1-2. 
262 Oknyansky 7 /13/18 302, at 2. 
263 Caputo 5/2/18 302, at 4; Oknyansky 7/13/18 302, at l. 
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The Office did not locate Rasin in the United States, although the Office confirmed Rasin 
had been issued a Florida driver's license. The Office otherwise was unable to determine the 
content and origin of the information he purportedly offered to Stone. Finally, the investigation 
did not identify evidence of a connection between the outreach or the meeting and Russian 
interference efforts. 

b. Campaign Efforts to Obtain Deleted Clinton Emails 

After candidate Trump stated on July 27, 2016, that he hoped Russia would "find the 
30,000 emails that are missing," Trump asked individuals affiliated with his Campaign to find the 
deleted Clinton emails.264 Michael Flynn-who would later serve as National Security Advisor in 
the Trump Administration---recalled that Trump made this request repeatedly, and Flynn 
subsequently contacted multiple people in an effort to obtain the emails.265 

Barbara Ledeen and Peter Smith were among the people contacted by Flynn. Ledeen, a 
long-time Senate staffer who had previously sought the Clinton emails, provided updates to Flynn 
about her efforts throughout the summer of 2016.266 Smith, an investment advisor who was active 
in Republican politics, also attempted to locate and obtain the deleted Clinton emails.267 

Ledeen began her efforts to obtain the Clinton emails before Flynn's request, as early as 
December 2015.268 On December 3, 2015, she emailed Smith a proposal to obtain the emails, 
stating, "Here is the proposal I briefly mentioned to you. The person I described to you would be 
happy to talk with you either in person or over the phone. The person can get the emails which 1. 
Were classified and 2. Were purloined by our enemies. That would demonstrate what needs to be 
demonstrated. "269 

Attached to the email was a 25-page proposal stating that the "Clinton email server was, in 
all likelihood, breached long ago," and that the Chinese, Russian, and Iranian intelligence services 
could "re-assemble the server's email content."270 The proposal called for a three-phase approach. 
The first two phases consisted of open-source analysis. The third phase consisted of checking with 
certain intelligence sources "that have access through liaison work with various foreign services" 
to determine if any of those services had gotten to the server. The proposal noted, "Even if a 
single email was recovered and the providence [sic] of that email was a foreign service, it would 
be catastrophic to the Clinton campaign[.]" Smith forwarded the email to two colleagues and 

264 Flynn 4/25/18 302, at 5-6; Flynn 5/1/18 302, at 1-3. 
265 Flynn 5/1/18 302, at 1-3. 
266 Flynn 4/25/18 302, at 7; Flynri 5/4/18 302, at 1-2; Flynn 11/29/17 302, at 7-8. 

267 Flynn 11/29/17 302, at 7. 
268 Szobocsan 3/29/17 302, at L 
269 12/3/15 Email, Ledeen to Smith. 
270 12/3/15 Email, Ledeen to Smith (attachment). 
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wrote, "we can discuss to whom it should be referred. "271 On December 16, 2015, Smith informed 
Ledeen that he declined to participate in her "initiative." According to one of Smith's business 
associates, Smith believed Ledeen' s initiative was not viable at that time. 272 

Just weeks after Trump's July 2016 request to find the Clinton emails, however, Smith 
tried to locate and obtain the emails himself. He created a company, raised tens of thousands of 
dollars, and recruited security experts and business associates. Smith made claims to others 
involved in the effort ( and those from whom he sought funding) that he was in contact with hackers 
with "ties and affiliations to Russia" who had access to the emails, and that his efforts were 
coordinated with the Trump Campaign.273 

On August 28, 2016, Smith sent an email from an encrypted account with the subject "Sec. 
Clinton's unsecured private email server" to an undisclosed list of recipients, including Campaign 
co-chairman Sam Clovis. The email stated that Smith was "[j]ust finishing two days of sensitive 
meetings here in DC with involved groups to poke and probe on the above. It is clear that the 
Clinton's home-based, unprotected server was hacked with ease by both State-related players, and 
private mercenaries. Parties with varying interests, are circling to release ahead of the election."274 

On September 2, 2016, Smith directed a business associate to establish KLS Research LLC 
in furtherance of his search for the deleted Clinton emails. 275 One of the purposes ofKLS Research 
was to manage the funds Smith raised in support of his initiative. 276 KLS Research received over 
$30,000 during the presidential campaign, although Smith represented that he raised even more 
money.277 

Smith recruited multiple people for his initiative, including security experts to search for 
and authenticate the emails. 278 In early September 2016, as part of his recruitment and fundraising 
effort, Smith circulated a document stating that his initiative was "in coordination" with the Trump 
Campaign, "to the extent permitted as an independent expenditure organization. "279 The document 
listed multiple individuals affiliated with the Trump Campaign, including Flynn, Clovis, Bannon, 

271 12/3/15 Email, Smith to Szobocsan & Safron. 

m Szobocsan 3/29/18 302, at 1. 
273 8/31/16 Email, Smith to Smith. 
274 8/28/16 Email, Smith to Smith. 
275 Incorporation papers ofKLS Research LLC, 7/26/17 

Szobocsan 3/29/18 302, at 2. 
276 Szobocsan 3/29/18 302, at 3. 

rand Jury 

Grand Jury 
277 Financial Institution Record of Peter Smith and KLS Research LLC, 10/31/17 -

Personal Privacy 10/11/16 Email, Smith to 
278 Tait 8/22/17 302, at 3; York 7/12/17 302, at 1-2; York 11/22/17 302, at 1. 

279 York 7 /13/17 302 (attachment KLS Research, LLC, "Clinton Email Reconnaissance Initiative," 
Sept. 9, 2016). 
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and Kellyanne Conway.280 The investigation established that Smith communicated with at least 
Flynn and Clovis about his search for the deleted Clinton emails,281 but the Office did not identify 
evidence that any of the listed individuals initiated or directed Smith's efforts. 

In September 2016, Smith and Ledeen got back in touch with each other about their 
respective efforts. Ledeen wrote to Smith, "wondering if you had some more detailed reports or 
memos or other data you could share because we have come a long way in our efforts since we 
last visited .... We would need as much technical discussion as possible so we could marry it 
against the new data we have found and then could share it back to you 'your eyes only."'282 

Ledeen claimed to have obtained a trove of emails (from what she described as the "dark 
web") that purported to be the deleted Clinton emails. Ledeen wanted to authenticate the emails 
and solicited contributions to fund that effort. Erik Prince provided funding to hire a tech advisor 
to ascertain the authenticity of the emails. According to Prince, the tech advisor determined that 
the emails were not authentic.283 

A back1.1p of Smith's computer contained two files that had been downloaded from 
WikiLeaks and that were. originally attached to emails received by John Podesta. The files on 
Smith's computer had creation dates of October 2, 2016, which was prior to the date of their release 
by WikiLeaks. Forensic examination, however, established that the creation date did not reflect 
when the files were downloaded to Smith's computer. (It appears the creation date was when 
WikiLeaks staged the document for release, as discussed in Volume I, Section III.B.3.c, supra.284) 

The investigation did not otherwise identify evidence that Smith obtained the files before their 
release by WikiLeaks. 

Smith continued to send emails to an undisclosed recipient list about Clinton's deleted 
emails until shortly before the election. For example, on October 28, 2016, Smith wrote that there 
was a "tug-of-war going on within WikiLeaks over its planned releases in the next few days," and 
that WikiLeaks "has maintained that it will save its best revelations for last, under the theory this 
allows little time for response prior to the U.S. election November 8."285 An attachment to the 

280 The same recruitment document listed Jerome Corsi under "Independent 
Groups/Organizations/Individuals," and described him as an "established author and writer from the right 
on President Obama and Sec. Clinton." 

281 Flynn 11/29/17 302, at 7-8; 10/15/16 Email, Smith to Flynn et al.; 8/28/16 Email, Smith to Smith 
(bee: Clovis et al.). 

282 9/16/16 Email, Ledeen to Smith. 
283 Prince 4/4/18 302, at 4-5. 
284 The forensic analysis of Smith's computer devices found.that Smith used an older Apple 

operating system that would have preserved that October 2, 20 I 6 creation date when it was downloaded 
(no matter what day it was in fact downloaded by Smith). See Volume I, Section IlI.B.3.c, supra. The 
Office tested this theory in March 2019 by downloading the two files found on Smith's computer from 
WikiLeaks's site using the same Apple operating system on Smith's computer; both files were successfully 
downloaded and retained the October 2, 2016 creation date. See SM-2284941, serial 62. 

285 10/28/16 Email, Smith to Smith. 
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email claimed that WikiLeaks would release "All 33k deleted Emails" by "November 1st." No 
emails: obtained from Clinton's server were subsequently released. 

Smith drafted multiple emails stating or intimating that he was in contact with Russian 
hackers. For example, in one such email, Smith claimed that, in August 2016, KLS Research had 
organized meetings with parties who had access to the deleted Clinton emails, including parties 
with "ties and affiliations to Russia."286 The investigation did not identify evidence that any such 
meetings occurred. Associates and security experts who worked with Smith on the initiative did 
not believe that Smith was in contact with Russian hackers and were aware of no such 
connection.287 The investigation did not establish that Smith was in contact with Russian hackers 
or that Smith, Ledeen, or other individuals in touch with the Trump Campaign ultimately obtained 
the deleted Clinton emails. 

In sum, the investigation established that the GRU hacked into email accounts of persons 
affiliated with the Clinton Campaign, as well as the computers of the DNC and DCCC. The GRU 
then exfiltrated data related to the 2016 election from these accounts and computers, and 
disseminated that data thtough fictitious online personas (DCLeaks and Guccifer 2.0) and later 
through WikiLeaks. The investigation also established that the Trum Cam ai dis la ed 
interest in the WikiLeaks releases and that 

286 8/31/16 Email, Smith to Smith. 
287 Safron 3/20/18 302, at 3; Szobocsan 3/29/18 302, at 6. 
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IV. RUSSIAN GoVERNMENT LINKS TO AND CONTACTS WITH THE TRUMP CAMPAIGN 

The Office identified multiple contacts-"links," in the words of the Appointment Order­
between Trump Campaign officials and individuals with ties to the Russian government. The 
Office investigated whether those contacts constituted a third avenue of attempted Russian 
interference with or influence on the 2016 presidential election. In particular, the investigation 
examined whether these contacts involved or resulted in coordination or a conspiracy with the 
Trump Campaign and Russia, including with respect to Russia providing assistance to the 
Campaign in exchange for any sort of favorable treatment in the future. Based on the available 
information, the investigation aid not establish such coordination. 

This Section describes the principal links between the Trump Campaign and individuals 
with ties to the Russian government, including some contacts with Campaign officials or associates 
that have been publicly reported to involve Russian contacts. Each subsection begins with an 
overview of the Russian contact at issue and then describes in detail the relevant facts, which are 
generally presented in chronological order, beginning with the early months of the Campaign and 
extending through the post-election, transition period. 

A. Campaign Period (September 2015- November 8, 2016) 

Russian-government-connected individuals and media entities began showing interest in 
Trump's campaign in the months after he announced his candidacy in June 2015.288 Because 
Trump's status as a public figure at the time was attributable in large part to his prior business and 
entertainment dealings, this Office investigated whether a business contact with Russia-linked 
individuals and entities during the campaign period-the Trump Tower Moscow project, see 
Volume I, Section IV.A 1, infra-led to or involved coordination of election assistance. 

Outreach from individuals with ties to Russia continued in the spring and summer of 2016, 
when Trump was moving toward--and eventually becoming-the Republican nominee for 
President. As set forth below, the Office also evaluated a series of links during this period: 
outreach to two of Trump's then-recently named foreign policy advisors, including a 
representation that Russia had "dirt" on Clinton in the form of thousands of emails (Volume I, 
Sections IV.A.2 & IV.A.3); dealings with a D.C.-based think tank that specializes in Russia and 
has connections with its government (Volume I, Section IV.A.4); a meeting at Trump Tower 
between the Campaign and a Russian lawyer promising dirt on candidate Clinton that was "part of 
Russia and its government's support for [Trump]" (Volume I, Section IV.A.5); events at the 
Republican National Convention (Volume I, Section IV.A.6); post-Convention contacts between 
Trump Campaign officials and Russia's ambassador to the United States (Volume I, Section 
N.A.7); and contacts through campaign chairman Paul Manafort, who had previously worked for 
a Russian oligarch and a pro-Russian political party in Ukraine (Volume I, Section IV.A.&). 

288 For example, on August 18, 2015, on behalf of the editor-in-chief of the internet newspaper 
Vzglyad, Georgi Asatryan emailed campaign press secretary Hope Hicks asking for a phone or in-person 
candidate interview. 8/18/15 Email, Asatryan to Hicks. One day earlier, the publication's founder (and 
former Russian parliamentarian) Konstantin Rykov had registered two Russian websites-Trump2016.ru 
and DonaldTrump2016.ru. No interview took place. 
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1. Trumn Tow!;)r Moscow Project 

The Trump Organization has pursued and completed projects outside the United States as 
part of its real estate portfolio. Some projects have involved the acquisition and ownership 
(through subsidiary corporate structures) of property. In other cases, the Trump Organization has 
executed licensing deals with real estate developers and management companies, often local to the 
country where the project was located.289 

Between at least 2013 and 2016, the Trump Organization explored a similar licensing deal 
in Russia involving the construction of a Trump-branded property in Moscow. The project, 
commonly referred to as a "Trump Tower Moscow" or "Trump Moscow" project, anticipated a 
combination of commercial, hotel, and residential properties all within the same building. 
Between 2013 and June 2016, several employees of the Trump Organization, including then­
president of the organization Donald J. Trump, pursued a Moscow deal with several Russian 
counterparties. From the fall of 2015 until the middle of 2016, Michael Cohen spearheaded the 
Trump Organization's pursuit of a Trump Tower Moscow project, including by reporting on the 
project's status to candidate Trump and other executives in the Trump Organization.290 

a. Trump Tower Moscow Venture with the Crocus Group (2013-2014) 

The Trump Organization and the Crocus Group, a Russian real estate conglomerate owned 
and controlled by Aras Agalarov, began discussing a Russia-based real estate project shortly after 
the conclusion of the 2013 Miss Universe pageant in Moscow.291 Donald J. Trump Jr. served as 
the primary negotiator on behalf of the Trump Organization; Emin Agalarov (son of Aras 
Agalarov) and Irakli "Ike" Kaveladze represented the Crocus Group during negotiations,292 with 
the occasional assistance of Robert Goldstone.293 

In December 2013, Kaveladze and Trump Jr. negotiated and signed preliminary terms of 

289 See, e.g,, Interview of: Donald J. Trump, Jr, Senate Judiciary Committee, 115th Cong. 151-52 
(Sept. 7, 2017) ( discussing licensing deals of specific projects). 

290 As noted in Volume I, Section IILD.l, supra, in November 2018, Cohen pleaded guilty to 
making false statements to Congress concerning, among other things, the duration of the Trump Tower 
Moscow project. See Information 1f 7(a), United States v. Michael Cohen, l :18-cr-850 (S.D.N.Y. Nov. 29, 
2018), Doc. 2 ("Cohen Information"). 

291 See Interview of Donald J. Trump, Jr, Senate Judiciary Committee, l 15th Cong. 13 (Sept. 7, 
2017) ("Following the pageant the Trump Organization and Mr. Agalarov's company, Crocus Group, began 
preliminarily discussion [sic) potential real estate projects in Moscow."). As has been widely reported, the 
Miss Universe pageant-which Trump co-owned at the time--was held at the Agalarov-owned Crocus 
City Hall in Moscow in November 2013. Both groups were involved in organizing the pageant, and Aras 
Agalarov' s son Emin was a musical performer at the event, which Trump attended. 

Grand Jury 292 Kaveladze 11/16/17 302, at 2, 4-6; OSC· 
KAV_00385 (12/6/13 Email, Trump Jr. to Kaveladze & E. Agalarov). 

293 
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an agreement for the Trump Tower Moscow project.294 On December 23, 2013, after discussions 
with Donald J. Trump, the Trump Organization agreed to accept an arrangement whereby the 
organization received a flat 3.5% commission on all sales, with no licensing fees or incentives.295 

The parties negotiated a letter of intent during January and February 2014.296 

From January 2014 through November 2014, the Trump Organization and Crocus Group 
discussed development plans for the Moscow project Some time before January 24, 2014, the 
Crocus Group sent the Trump Organization a proposal for a 800-unit, 194-rneter building to be 
constructed at an Agalarov-owned site in Moscow called "Crocus City," which had also been the 
site of the Miss Universe pageant.297 In February 2014, Ivanka Trump met with Emin Agalarov 
and toured the Crocus City site during a visit to Moscow.298 From March 2014 through July 2014, 
the groups discussed "design standards" and other architectural elements.299 For example, in July 
2014, members of the Trump Organization sent Crocus Group counterparties questions about the 
"demographics of these prospective buyers" in the Crocus City area, the development of 
neighboring parcels in Crocus City, and concepts for redesigning portions of the building.300 In 
August 2014, the Trump Organization requested specifications for a competing Marriott-branded 
tower being built in Crocus City.301 

Beginning in September 2014, the Trump Organization stopped responding in a timely 
fashion to correspondence and proposals from the Crocus Group, 302 Communications between the 
two groups continued through November 2014 with decreasing frequency; what appears to be the 
last communication is dated November 24, 2014.303 The project appears not to have developed 
past the planning stage, and no construction occurred. 

294 Grand Jury 
295 OSC-KA V _ 00452 (12/23/13 Email, Trump Jr. to Kaveladze & E. Agalarov). 
296 See, e.g., OSC-KAV_0ll58 (Letter agreement signed by Trump Jr. & E. Agalarov); OSC­

KA V_0l147 (1/20/14 Email, Kaveladze to Trump Jr. et al.). 
297 See, e.g., OSC-KA V _ 00972 {l 0/14/14 Email, MeGee to K1100 et al.) ( email from Crocus Group 

contractor about specifications); OSC-KA V _00540 (1/24/14 Email, McGee to Trump Jr. et al.). 
298 See OSC-KA V _00631 (2/5/14 Email to Ivanka Trum Trump Jr. & Kaveladze); 

Goldstone Facebook post, 2/4/14 (8:01 a.m.) 
299 See, e.g., OSC-KAV _00791 (6/3/14 Email, Kaveladze to Trump Jr. et al.; OSC-KAV _00799 

(6/10/14 Email, Trump Jr. to Kaveladze et al.); OSC-KAV~00817 (6/16/14 Email, Trump Jr. to Kaveladze 
et al.). 

300 OSC-KAV _00870 (7/17/14 Email, Khoo to McGee et al.). 
301 OSC-KAV_00855 (8/4/14 Email, Khoo to McGee et al.). 
302 OSC-KA V _ 00903 (9/29/14 Email, Tropea to McGee & Kave!adze (noting last response was on 

August 26, 2014)); OSC-KA V _ 00906 (9/29/14 Email, Kaveladze to Tropea & McGee (suggesting silence 
"proves my fear that those guys are bailing out of the project")); OSC-KAV _00972 (10/14/14 Email, 
McGee to Khoo et al.) (email from Crocus Group contractor about development specifications)). 

303 OSC-KA V _0! 140 (11/24/14 Email, Khoo to McGee et al.). 
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b. Communications with J.C. Expert Investment Company and Giorgi 
Rtskhiladze (Summer and Fall 2015) 

In the late summer of 2015, the Trump Organization received a new inquiry about pursuing 
a Trump Tower project in Moscow. In approximately September 2015, Felix Sater, a New York­
based real estate advisor, contacted Michael Cohen, then-executive vice president of the Trump 
Organization and special counsel to Donald J. Trump.304 Sater had previously worked with the 
Trump Organization and advised it on a number of domestic and international projects. Sater had 
explored the possibility of a Trump Tower project in Moscow while working with the Trump 
Organization and therefore knew of the organization's general interest in completing a deal 
there. 305 Sater had also served as an informal agent of the Trump Organization in Moscow 
previously and had accompanied Ivanka Trump and Donald Trump Jr. to Moscow in the mid-
2000s.306 

Sater contacted Cohen on behalf of I.C. Expert Investment Company (lC. Expert), a 
Russian real-estate development corporation controlled by Andrei Vladimirovich Rozov.307 Sater 
had known Rozov since approximately 2007 and, in 2014, had served as an agent on behalf of 
Rozov during Rozov's purchase of a building in New York City.308 Sater later contacted Rozov 
and proposed that I.C. Expert pursue a Trump Tower Moscow project in which LC. Expert would 
license the name and brand from the Trump Organization but construct the building on its own. 
Sater worked on the deal with Rozov and another employee ofI.C. Expert.309 

Cohen was the only Trump Organization representative to negotiate directly with I.C. 
Expert or its agents. In approximately September 2015, Cohen obtained approval to negotiate with 
I.C. Expert from candidate Trump, who was then president of the Trump Organization. Cohen 
provided updates directly to Trump about the project throughout 2015 and into 2016, assuring him 
the project was continuing.31° Cohen also discussed the Trump Moscow project with Ivanka 
Trump as to design elements (such as possible architects to use for the projectm) and Donald J. 
Trump Jr. (about his experience in Moscow and possible involvement in the project312) during the 
fall of 2015. 

304 Sater provided information to our Office in two 2017 interviews conducted under a proffer 
agreement ®f)jjliftii' 

305 rand Jury 
306 Sater 9/19/17 302, at 1-2, 5. 
307 Sater 9/19/17 302, at 3. 
308 Rozov 1/25/18 302, at L 
309 Rozov 1/25/18 302, at l; see also l l /2/15 Email, Cohen to Rozov et al. ( sending letter of intent). 
31° Cohen 9/12/18 302, at 1-2, 4-6. 
3n Cohen 9/12/18 302, at$. 

m Cohen 9/12/18 302, at4-5. 
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Also during the fall of 2015, Cohen communicated about the Trump Moscow proposal with 
Giorgi Rtskhiladze, a business executive who previously had been involved in a development deal 
with the Trump Organization in Baturni, Georgia.313 Cohen stated that he spoke to Rtskhiladze in 
part because Rtskhiladze had pursued business ventures in Moscow, including a licensing deal with 
the Agalarov-owned Crocus Group.314 On September 22, 2015, Cohen forwarded a preliminary 
design study for the Trump Moscow project to Rtskhiladze, adding "I look forward to your reply 
about this spectacular project in Moscow." Rtskhiladze forwarded Cohen's email to an associate 
and wrote, "[i]f we could organize the meeting in New York at the highest level of the Russian 
Government and Mr. Trump this project would definitely receive the worldwide attention."315 

On September 24, 2015, Rtskhiladze sent Cohen an attachment that he described as a 
proposed "[!Jetter to the Mayor of Moscow from Trump org," explaining that "f w)e need to send 
this letter to the Mayor of Moscow (second guy in Russia) he is aware of the potential project and 
will pledge his support."316 In a second email to Cohen sent the same day, Rtskhiladze provided a 
translation of the letter, which described the Trump Moscow project as a "symbol of stronger 
economic, business and cultural relationships between New York and Moscow and therefore 
United States and the Russian Federation."317 On September 27, 2015, Rtskhiladze sent another 
email to Cohen, proposing that the Trump Organization partner on the Trump Moscow project with 
"Global Development Group LLC," which he described as being controlled by Michail Posikhin, a 
Russian architect, and Simon Nizharadze.318 Cohen told the Office that he ultimately declined the 
proposal and instead continued to work with I.C. Expert, the company represented by Felix Sater.319 

c. Letter of Intent and Contacts to Russian Government (October 2015..January 
2016) 

i. Trump Signs the Letter of Intent on behalf of the Trump Organization 

Between approximately October 13, 2015 and November 2, 2015, the Trump Organization 
(through its subsidiary Trump Acquisition, LLC) and I.C. Expert completed a letter ofintent (LOI) 
for a Trump Moscow property. The LOI, signed by Trump for the Trump Organization and Rozov 
on behalf of LC. Expert, was "intended to facilitate further discussions" in order to "attempt to 

313 Rtskhiladze was a U.S.-based executive of the Georgian company Silk Road Group. 1n 
approximately 2011, Silk Road Group and the Trump Organization entered into a licensing agreement to 
build a Trump-branded property in Batunri, Georgia. Rtskhiladze was also involved in discussions for a 
Trump-branded ;oieet in Astana, Kazakhstan. The Office twice interviewed Rtskhiladze, 
\tjf hfifi'IF • I 

314 Cohen 9/12/18 302, at 12;see also Rtskhiladze 5/10/18 302, at 1. 

315 9/22/15 Email, Rtskhilad7.e to Nizharadze. 
316 9/24/15 Email, Rtskhiladze to Cohen. 
317 9/24/15 Email, Rtskhiladze to Cohen. 
318 9/27/15 Email, Rtskhiladze to Cohen. 
319 Cohen 9/12/18 302, at 12. 
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enter into a mutually acceptable agreement" related to the Trump-branded project in Moscow.320 

The LOI contemplated a development with residential, hotel, commercial, and office components, 
and called for"[ a ]pproximately 250 first class, luxury residential condominiums," as well as "[ o ]ne 
first class, luxury hotel consisting of approximately 15 floors and containing not fewer than 150 
hotel rooms."321 For the residential and commercial portions of the project, the Trump 
Organization would receive between 1 % and 5% of all condominium sales,322 plus 3% of all rental 
and other revenue.323 For the project's hotel portion, the Trump Organization would receive a base 
fee of 3% of gross operating revenues for the first five years and 4% thereafter, plus a separate 
incentive fee of 20% of operating profit. 324 Under the LOI, the Trump Organization also would 
receive. a $4 million "up-front fee" prior to groundbreaking.325 Under these terms, the Trump 
Organization stood to earn substantial sums over the lifetime of the project, without assuming 
significant liabilities or financing commitments.326 

On November 3, 2015, the day after the Trump Organization transmitted the LOI, Sater 
emailed Cohen suggesting that the Trump Moscow project could be used to increase candidate 
Trump's chances at being elected, writing: 

Buddy our boy can become President of the USA and we can engineer it. I will get all of 
Putins team to buy in on this, I will manage this process. . . . Michael, Putin gets on stage 
with Donald for a ribbon cutting for Trump Moscow, and Donald owns the republican 
nomination. And possibly beats Hillary and our boy is in .... We will manage this process 
better than anyone. You and I will get Donald and Vladimir on a stage together very 
shortly. That the game changer.327 

Later that day, Sater followed up: 

Donald doesn't stare down, he negotiates and understands the economic issues and Putin 
only want to deal with a pragmatic leader, and a successful business man is a good 
candidate for someone who knows how to negotiate. "Business, politics, whatever it all is 
the same for someone who knows how to deal" 

320 11/2/15 Email, Cohen to Rozov et al. (attachment) (hereinafter "LOI"); see also 10/13/15 Email, 
Sater to Cohen & Davis ( attaching proposed letter of intent). 

321 LOI,p.2. 
322 The LOI called for the Trump Organization to receive 5% of all gross sales up to $100 million; 

4% of all gross sales from $ JOO million to $250 million; 3% of all gross sales from $250 million to $500 
million; 2% of all gross sales from $500 million to $1 billion; and I% of all gross sales over $1 billion. 
LOI, Schedule 2. 

323 LOI, Schedule 2. 
324 LOI, Schedule l. 
325 LOI, Schedule 2. 
326 Cohen 9/12/18 302, at 3. 
327 11/3/15 Email, Sater to Cohen (12:14 p.m.). 
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I think I can get Putin to say that at the Trump Moscow press conference. 
Ifhe says it we own this election. Americas most difficult adversary agreeing that Donald 
is a good guy to negotiate .... 
We can own this election. 
Michael my next steps are very sensitive with Putins very very close people, we can pull 
this off. 
Michael lets go. 2 boys from Brooklyn getting a USA president elected. This is good really 
good.328 

According to Cohen, he did not consider the political import of the Trump Moscow project 
to the 2016 U.S. presidential election at the time. Cohen also did not recall candidate Trump or 
anyone affiliated with the Trump Campaign discussing the political implications of the Trump 
Moscow project with him. However, Cohen recalled conversations with Trump in which the 
candidate suggested that his campaign would be a significant "infomercial" for Trump-branded 
properties. 329 

ii. Post-LOI Contacts with Individuals in Russia 

Given the size of the Trump Moscow project, Sater and Cohen believed the project required 
approval (whether express or implicit) from the Russian national government, including from the 
Presidential Administration of Russia.330 Sater stated that he therefore began to contact the 
Presidential Administration through another Russian business contact.331 In early negotiations 
with the Trump Organization, Sater had alluded to the need for government approval and his 
attempts to set up meetings with Russian officials. On October 12, 2015, for example, Sater wrote 
to Cohen that "all we need is Putin on board and we are golden," and that a "meeting with Putin 
and top deputy is tentatively set for the 14th [ of October]."332 this meeting 
was being coordinated by associates in Russia and that he had no direct 1:fiteractton with the Russian 
government. 333 

Approximately a month later, after the LOI had been signed, Lana Erchova emailed Ivanka 
Trump on behalf ofErchova's then-husband Dmitry Klokov, to offer Klokov's assistance to the 
Trump Campaign.334 Klokov was at that time Director of External Communications for PJSC 
Federal Grid Company of Unified Energy System, a large Russian electricity transmission 

328 11/3/15 Email, Sater to Cohen (12:40 p.m.). 
329 Cohen 9/12/18 302, at 3-4; Cohen 8/7/18 302, at 15. 
330 rand ury Sater 12/! 5/17 302, at 2. 
331 Sater 12/15/17 302, at 3-4. 
332 10/12/15 Email, Sater to Cohen (8:07 a.m.). 
333 Grand Jury 
334 Ivanka Trump received an email from a woman who identified herself as "Lana E. Alexander," 

which said in part, "If you ask anyone who knows Russian to google my husband Dmitry Klokov, you'll 
see who he is close to and that he has done Putin's political campaigns." 11116/15 Email, Erchova to 
I. Trump. 
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company, and had been previously employed as an aide and press secretary to Russia's energy 
minister. Ivanka Trump forwarded the email to Cohen.335 He told the Office that, after receiving 
this inquiry, he had conducted an internet search for Klokov's name and concluded (incorrectly) 
that Klokov was a former Olympic weightlifter. 336 

Between November 18 and 19, 2015, Klokov and Cohen had at least one telephone call 
and exchanged several emails. Describing himself in emails to Cohen as a "trusted person" who 
could offer the Campaign "political synergy" and "synergy on a government level," Klokov 
recommended that Cohen travel to Russia to speak with him and an unidentified intermediary. 
Klokov said that those conversations could facilitate a later meeting in Russia between the 
candidate and an individual Klokov described as "our person of interest."337 In an. email to the 
Office, Erchova later identified the "person of interest" as Russian President Vladimir Putin.338 

In the telephone call and follow-on emails with Klokov, Cohen discussed his desire to use 
a near-term trip to Russia to do site surveys and talk over the Trump Moscow project with local 
developers. Cohen registered his willingness also to meet with Klokov and the unidentified 
intermediary, but was emphatic that all meetings in Russia involving him or candidate Trump-­
including a possible meeting between candidate Trump and Putin-would need to be "in 
conjunction with the development and an official visit" with the Trump Organization receiving a 
formal invitation to visit.339 (Klokov had written previously that "the visit [by candidate Trump 
to Russia] has to be informal.")340 

Klokov had also previously recommended to Cohen that he separate their negotiations over 
a possible meeting between Trump and "the person of interest" from any existing business track.341 

Re-emphasizing that his outreach was not done on behalf of any business, Klokov added in second 
email to Cohen that, if publicized well, such a meeting could have "phenomenal" impact "in a 
business dimension" and that the "person of interest['s]" "most important support" could have 
significant ramifications for the "level of projects and their capacity." Klokov concluded by telling 

335 11/16/15 Email, I. Trump to Cohen. 
336 Cohen 8/7/18 302, at 17. During his interviews with the Office, Cohen still appeared to believe 

that the Klokov he spoke with was that Olympian. The investigation, however, established that the email 
address used to communicate with Cohen belongs to a different Dmitry Klokov, as described above. 

337 11/18/15 Email, Klokov to Cohen (6:51 a.m.). 
338 In July 2018, the Office received an unsolicited email purporting to be from Erchova, in which 

she wrote that "[ a Jt the end of 2015 and beginning of 2016 I was asked by my ex-husband to contact Ivanka 
Trump ... and offer cooperation to Trump's team on behalf of the Russian officials." 7/27/18 Email, 
Erchova to Special Counsel's Office. The email claimed that the officials wanted to offer candidate Trump 
"land in Crimea among other things and unofficial meeting with Putin." Id. In order to vet the email's 
claims, the Office responded requesting more details. The Office did not receive any reply. 

339 11/18/15 Email, Cohen to Klokov (7:15 a.m.). 
340 11/18/15 Email, Klokov to Cohen (6:51 a.m.). 
341 11/18/15 Email, Klokov to Cohen (6:51 a.m.) ("I would suggest separating your negotiations 

and our proposal to meet. I assure you, after the meeting level of projects and their capacity can be 
completely different, having the most important support."). 
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Cohen that there was "no bigger warranty in any project than [the] consent of the person of 
interest."342 Cohen rejected the proposal, saying that "[c]urrently our LOI developer is in talks 
with VP's Chief of Staff and arranging a formal invite for the two to meet."343 This email appears 
to be their final exchange, and the investigation did not identify evidence that Cohen brought 
Klokov's initial offer of assistance to the Campaign's attention or that anyone associated with the 
Trump Organization or the Campaign dealt with Klokov at a later date. Cohen explained that he 
did not pursue the proposed meeting because he was already working on the Moscow Project with 
Sater, who Cohen understood to have his own connections to the Russian govemment.344 

By late December 2015, however, Cohen was complaining that Sater had not been able to 
use those connections to set up the promised meeting with Russian government officials. Cohen 
told Sater that he was "setting up the meeting myself."345 On January 11, 2016, Cohen emailed 
the office ofDmitry Peskov, the Russian government's press secretary, indicating that he desired 
contact with Sergei Ivanov, Putin's chief of staff. Cohen erroneously used the email address 
"Pr_peskova@prpress.gof.ru" instead of "Pr_peskova@prpress.gov.ru," so the email apparently 
did not go through.346 On January 14, 2016, Cohen emailed a different address 
(info@prpress.gov.ru) with the following message: 

Dear Mr. Peskov, 
Over the past few months, I have been working with a company based in Russia regarding 
the development of a Trump Tower-Moscow project in Moscow City. 
Without getting into lengthy specifics, the communication between our two sides has 
stalled. As this project is too important, I am hereby requesting your assistance. 
I respectfully request someone, preferably you; contact me so that I might discuss the 
specifics as well as arranging meetings with the appropriate individuals. 
I thank you in advance for your assistance and look forward to hearing from you soon.347 

Two days later, Cohen sent an email to Pr_peskova@prpress.gov.ru, repeating his request to speak 
with Sergei Ivanov.348 

Cohen testified to Congress, and initially told the Office, that he did not recall receiving a 
response to this email inquiry and that he decided to terminate any further work on the Trump 
Moscow project as of January 2016. Cohen later admitted that these statements were false. In 

342 11/19/15 Email, Klokov to Cohen (7:40 a.m.). 
343 11/19/15 Email, Cohen to Klokov (12:56 p.m.). 
344 Cohen 9/18/18 302, at 12. 
345 FS00004 (12/30/15 Text Message, Cohen to Sater (6:17 p.m.)). 
346 1/11/16 Email, Cohen to pr_peskova@prpress.gof.ru (9:12 a.m.). 
347 1/l4/J6 Email, Cohen to info@prpress.gov.ru (9:21 a.m.). 
348 1/16/16 Email, Cohen to pr_peskova@prpress.gov.ru (10:28 a.ri:1.). 
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fact, Cohen had received (and recalled receiving) a response to his inquiry, and he continued to 
work on and update candidate Trump on the project through as late as June 2016. 349 

On January 20, 2016, Cohen received an email from Elena Poliakova, Peskov's personal 
assistant. Writing from her personal email account, Poliakova stated that she had been trying to 
reach Cohen and asked that he call her on the personal number that she provided.350 Shortly after 
receiving Poliakova 's email, Cohen called and spoke to her for 20 minutes.351 Cohen described to 
Poliakova his position at the Trump Organization and outlined the proposed Trump Moscow 
project, including information about the Russian counterparty with which the Trump Organization 
had partnered. Cohen requested assistance in moving the project forward, both in securing land to 
build the project and with financing. According to Cohen, Poliakova asked detailed questions and 
took notes, stating that she would need to follow up with others in Russia.352 

Cohen could not recall any direct follow-up from Poliakova or from any other 
representative of the Russian government, nor did the Office identify any evidence of direct 
follow-up. However, the day after Cohen's call with Poliakova, Sater texted Cohen, asking him 
to "[c]all me when you have a few minutes to chat ... It's about Putin they called today."353 Sater 
then sent a draft invitation for Cohen to visit Moscow to discuss the Trump Moscow project,354 

along with a note to "[t]ell me if the letter is good as amended by me or make whatever changes 
you want and send it back to me."355 After a further round of edits, on January 25, 2016, Sater 
sent Cohen an invitation-signed by Andrey Ryabinskiy of the company MHJ-to travel to 
"Moscow for a working visit" about the "prospects of development and the construction business 
in Russia," "the various land plots available suited for construction of this enormous Tower," and 
"the opportunity to co-ordinate a follow up visit to Moscow by Mr. Donald Trump. "356 According 

349 Cohen Infomlation 'ff'll 4, 7. Cohen's interactions with President Trump and the President's 
lawyers when preparing his congressional testimony are discussed further in Volume II. See Vol. II, Section 
II.K.3, infra. 

350 1/20/16 Email, Poliakova to Cohen (5:57 a.m.) ("Mr. Cohen[,] I can't get through to both your 
phones. Pis, call me."). 

351 Telephone records show a 20-minute call on January 20. 2016 between Cohen and the number 
Poliakova provided in her email. Call Records of Michael Cohen After 
the call, Cohen saved Poliakova's contact information in his Trump Organization Outlook contact list. 
l /20/16 Cohen Microsoft Outlook Entry ( 6:22 a.m. ). 

352 Cohen 9/12/18 302, at 2-3. 
353 FS00Ol l (l/21116 Text Messages, Sater to Cohen). 
354 The invitation purported to be from Genbank, a Russian bank that was, according to Sater, 

working at the behest of a larger bank, VTB, and would consider providing financing. FS00008 (12/31/15 
Text Messages, Sater & Cohen). Additional information about Genbank can be found infra. 

355 FS000ll (l/21/16 Text Message, Sater to Cohen (7:44 p.m.)}; 1121116 Email, Sater to Cohen 
(6:49 p.m.). 

356 1/25/16 Email, Sater to Cohen (12:01 p.m.) (attachment). 
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to Cohen, he elected not to travel at the time because of concerns about the lack of concrete 
proposals about land plots that could be considered as options for the project.357 

d. Discussions about Russia Travel by Michael Cohen or Candidate Trump 
(December 2015-June 2016) 

i. Sater '.s Overtures to Cohen to Travel to Russia 

The late January communication was neither the first nor the last time that Cohen 
contemplated visiting Russia in pursuit of the Trump Moscow project. Beginning in late 2015, 
Sater repeatedly tried to arrange for Cohen and candidate Trump, as representatives of the Trump 
Organization, to travel to Russia to meet with Russian government officials and possible financing 
partners. In December 2015, Sater sent Cohen a number of emails about logistics for traveling to 
Russia formeetings.358 On December 19, 2015, Sater wrote: 

Please call me I have Evgeney [Dvoskin] on the other line.[359
) He needs a copy of your 

and Donald's passports they need a scan of every page of the passports. Invitations & 
Visas will be issued this week by VTB Bank to discuss financing for Trump Tower 
Moscow. Politically neither Putins office nor Ministry of Foreign Affairs cannot issue 
invite, so they are inviting commercially/ business. VTB is Russia's 2 biggest bank and 
VTB Bank CEO Andrey Kostin, will be at all meetings with Putin so that it is a business 
meeting not political. We will be invited to Russian consulate this week to receive invite 
& have visa issued.360 

In response, Cohen texted Sater an image of his own passport.361 Cohen told the Office that at one 
point he requested a copy of candidate Trump's passport from Rhona Graff, Trump's executive 
assistant at the Trump Organization, and that Graff later brought Trump's passport to Cohen's 

357 Cohen 9/12/18 302, at 6-7. 
358 See, e.g., 1211/15 Email, Sater to Cohen (12:41 p.m.) ("Please scan and send me a copy ofyour 

passport for the Russian Ministry of Foreign Affairs."). 

m Toll records show that Sater was speaking to Evgeny Dvoskin. Call Records of Felix Sater 
Grand Jury Dvoskin is an executive of Genbank, a large bank with lending focused 
in Cmnea, Ukraine. At the time that Sater provided this financing letter to Cohen, Genbank was subject to 
U.S. govemment sanctions, see Russia/Ukraine-related Sanctions and Identifications, Office of Foreign 
Assets Control (Dec. 22, 2015), available at https;//www.treasury.gov/resource-center/sanctions/OFAC­
Enforcement/Pages/20151222.aspx. Dvoskin, who had been deported from the United States in 2000 for 
criminal activity, was underindictment in the United States for stock fraud under the aliases Eugene Slusker 
and Gene Shustar. See United States v. Rizzo, et al., 2:03-cr-63 (E.D.N.Y. Feb. 6, 2003). 

360 12/19/15 Email, Sater to Cohen (10:50 a.m.); FS00002 (12/19/15 Text Messages, Sater to 
Cohen, (10:53 a.m.). 

361 FS00004 (12/19/15 Text Message, Cohen to Sater); ERT_0l98-256 (12/19/15 Text Messages, 
Cohen & Sater). 

76 



19284

83 

u.;:,. ut:parum:m 01 Jusu1,;t: 
t\i;f:effle, Wofk Pretlttet II Me,; Cemeift Materiel Preteetetl UHdCF Fetl. R. Ct-iffl. P. 6(e) 

office. 362 The investigation did not, however, establish that the passport was forwarded to Sater. 363 

Into the spring of 2016, Sater and Cohen continued to discuss a trip to Moscow in 
connection with the Trump Moscow project. On April 20, 2016, Sater wrote Cohen, "[ t}he People 
wanted to know when you are coming?"364 On May 4, 2016, Sater followed up: 

I had a chat with Moscow. ASSUMING the trip does happen the question is before or after 
the convention.' I said I believe, but don't know for sure, that's it's probably after the 
convention. Obviously the pre-meeting trip (you only) can happen anytime you want but 
the 2 big guys where [ sic J the question. l said I would confirm and revert. . . . Let me 
know about If I was right by saying I believe after Cleveland and also when you want to 
speak to them and possibly fly over.365 

Cohen responded, "My trip before Cleveland. Trump once he becomes the nominee after the 
convention."366 

The day after this exchange, Sater tied Cohen's travel to Russia to the St Petersburg 
International Economic Forum ("Forum"), an annual event attended by prominent Russian 
politicians and businessmen. Sater told the Office that he was informed by a business associate 
that Peskov wanted to invite Cohen to the Forum.367 On May 5, 2016, Sater wrote to Cohen: 

Peskov would like to invite you as his guest to the St. Petersburg Forum which is Russia's 
Davos it's June 16-19. He wants to meet there with you and possibly introduce you to 
either Putin or Medvedev, as they are not sure if l or both will be there. 
This is perfect. The entire business class of Russia will be there as well. 
He said anything you want to discuss including dates and subjects are on the table to 
discuss[. ]368 

The following day, Sater asked Cohen to confirm those dates would work for him to travel; Cohen 
wrote back, "[ w ]orks for me. "369 

362 Cohen 9/12/18 302, at s: 
363 On December 21, 2015, Sater sent Cohen a text message ihatread, "They need a copy ofDJT 

passport," to which Cohen responded, "After I return from Moscow with you with a date for him." FS00004 
(12/21/15 Text Messages, Cohen & Sater). 

364 FS000!4 (4/20/16 Text Message, Sater to Cohen (9:06 p.m.)). 
365 FS00015 (5/4/16 Text Message, Sater to Cohen (7:38 p.m.)). 

366 FSO00!S (5/4/16 Text Message, Cohen to Sater (8:03 p.m.)). 

367 Sater 12/15/17 302, at 4. 
368 FS00016 (5/5/16 Text Messages, Sater to Cohen (6:26 & 6:27 a.m.)). 

369 FS000!6 (5/6/16 Text Messages, Cohen & Sater). 
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On June 9, 2016, Sater sent Cohen a notice that he (Sater) was completing the badges for 
the Forum, adding, "Putin is there on the 17th very strong chance you will meet him as well."370 

On June 13, 2016, Sater forwarded Cohen an invitation to the Forum signed by the Director of the 
Roscongress Foundation, the Russian entity organizing the Forum.371 Sater also sent Cohen a 
Russian visa application and asked him to send two passport photos. 372 According to Cohen, the 
invitation gave no indication that Peskov had been involved in inviting him. Cohen was concerned 
that Russian officials were not actually involved or were not interested in meeting with him (as 
Sater had alleged), and so he decided not to go to the Forum.373 On June 14, 2016, Cohen met 
Sater in the lobby of the Trump Tower in New York and informed him that he would not be 
traveling at that time. 374 

ii. · Candidate Trump's Opportunities to Travel to Russia 

The investigation identified evidence that, during the period the Trump Moscow project 
was under consideration, the possibility of candidate Trump visiting Russia arose in two contexts. 

First, in interviews with the Office, Cohen stated that he discussed the subject of traveling 
to Russia with Trump twice: once in late 2015; and again in spring 2016.375 According to Cohen, 
Trump indicated a willingness to travel if it would assist the project significantly. On one occasion, 
Trump told Cohen to speak with then-campaign manager Corey Lewandowski to coordinate the 
candidate's schedule. Cohen recalled that he spoke with Lewandowski, who suggested that they 
speak again when Cohen had actual dates to evaluate. Cohen indicated, however, that he knew 
that travel prior to the Republican National Convention would be impossible given the candidate's 
preexisting commitments to the Campaign.376 

Second, like Cohen, Trump received and turned down an invitation to the St. Petersburg 
International Economic Forum. In late December 2015, Mira Duma-a contact oflvanka Trump's 
from the fashion industry-first passed along invitations for Ivanka Trump and candidate Trump 
from Sergei Prikhodko, a Deputy Prime Minister of the Russian Federation.377 On January 14, 
2016, Rhona Graff sent an email to Duma stating that Trump was "honored to be asked to 
participate in the highly prestigious" Forum event, but that he would "have to decline" the 
invitation given his "very grueling and full travel schedule" as a presidential candidate.378 Graff 

37° FS00018 (6/9/16 Text Messages, Sater & Cohen). 
371 6/13/16 Email, Sater to Cohen (2:10 p.m.). 
372 FS00018 (6/13/16 Text Message, Sater to Cohen (2:20 p.m.)); 6/13/16 Email, Sater to Cohen. 
373 Cohen 9/12/18 302, at 6-8. 
374 FS00019 (6/14/16 Text Messages, Cohen & Sater(l2:06 and 2:50 p.m.)). 
375 Cohen 9/12/18 302, at 2. 
376 Cohen 9/12/18 302, at 7. 
377 12/21/15 Email, Mira to Ivanka Trump (6:57 a.m.) (attachments); TRUMPORG_l6_000057 

(1/7/16 Email, I. Trump to Graff(9:18 a.m.)). 
378 1/14/16 Email, Graff to Mira. 
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asked Duma whether she recommended that Graff "send a formal note to the Deputy Prime 
Minister" declining his invitation; Duma replied that a formal note would be "great."379 

It does not appear that Graff prepared that note immediately. According to written answers 
from President Tmmp,380 Graff received an email from Deputy Prime Minister Prikhodko on 
March 17, 2016, again inviting Trump to participate in the 2016 Fomm in St Petersburg.381 Two 
weeks later, on March 31, 2016, Graff prepared for Trump's signature a two-paragraph letter 
declining the invitation.382 The letter stated that Tmmp's "schedule has become extremely 
demanding" because of the presidential campaign, that he "already ha[d] several commitments in 
the United States" for the time of the Fomm, but that he otherwise "would have gladly given every 
consideration to attending such an important event."383 Graff forwarded the letter to another 
executive assistant at the Trump Organization with instmctions to print the document on letterhead 
for Trump to sign. 384 

At approximately the same time that the letter was being prepared, Robert Foresman-a 
New York-based investment banker-began reaching out to Graff to secure an in-person meeting 
with candidate Trump. According to Foresman, he had been asked by Anton Kobyakov, a Russian 
presidential aide involved with the Roscongress Foundation, to see if Trump could speak at the 
Forum.385 Foresman first emailed Graff on March 31, 2016, following a phone introduction 
brokered through Trump business associate Mark Burnett (who produced the television show The 
Apprentice). In his email, Foresman referenced his long-standing personal and professional 
expertise in Russia and Ukraine, his work setting up an early "private channel" between Vladimir 
Putin and former U.S. President George W. Bush, and an "approach" he had received from "senior 
Kremlin officials" about the candidate. Foresman asked Graff for a meeting with the candidate, 
Corey Lewandowski, or "another relevant person" to discuss this and other "concrete things" 
Foresman felt uncomfortable discussing over "unsecure email."386 On April 4, 2016, Graff 
forwarded Foresman's meeting request to Jessica Macchia, another executive assistant 
to Trump.387 

379 1/15/16 Email, Mira to Graff. 

380 As explained in Volume II and Appendix C, on September 17, 2018, the Office sent written 
questions to the President's counsel. On November 20, 2018, the President provided written answers to 
those questions through counsel. 

381 Written Responses of Donald J. Trump (Nov. 20, 2018), at 17 (Response to Question IV, 
Part (e)) ("[DJocuments show that Ms. Graff prepared for my signature a brief response declining the 
invitation."), 

38" Written Responses of Donald J. Trump (Nov. 20, 2018), at 17 (Response to Question IV, Part 
(e)); see also TRUMPORG_16_000134 (unsigned letter dated March 31, 2016). 

383 TRUMPORG_16_000l34 (unsigned letter), 
384 TRUMPORG_l6_000133 (3/31/16 Email, Graffto Macchia). 
385 Foresman 10/17 /l 8 302, at 3-4, 
386 See TRUMPORG_l6_00l36 (3/31/16 Email, Foresman to Graft); see also Foresman 10/17/18 

302, at 3-4. 
387 See TRUMPORG_l6_00l36 (4/4/16 Email, Graff to Macchia). 
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With no response forthcoming, Foresman twice sent reminders to Graff-first on April 26 
and again on April 30, 2016.388 Graff sent an apology to Foresman and forwarded his April 26 
email (as well as his initial March 2016 email) to Lewandowski.389 On May 2, 2016, Graff 
forwarded Foresman's April 30 email-which suggested an alternative meeting with Donald 
Trump Jr. or Eric Trump so that Foresman could convey to them information that "should be 
conveyed to [the candidate) personally or [to] someone [the candidate] absolutely trusts"-to 
policy advisor Stephen Miller.390 

No communications or other evidence obtained by the Office indicate that the Trump 
Campaign learned that Foresman was reaching out to invite the candidate to the Forum or that the 
Campaign otherwise followed up with Foresman until after the election, when he interacted with 
the Transition Team as he pursued a possible position in the incoming Administration.391 When 
interviewed by the Office, Foresman denied that the specific "approach" from "senior Kremlin 
officials" noted in his March 31, 2016 email was anything other than Kobyakov's invitation to 
Roscongress. According to Foresman, the "concrete things" he referenced in the same email were 
a combination of the invitation itself, Foresman's personal perspectives on the invitation and 
Russia policy in general, and details of a Ukraine plan supported by a U.S. think tank (EastWest 
Institute). Foresman told the Office that Kobyakov had extended similar invitations through him 
to another Republican presidential candidate and one other politician. Foresman also said that 
Kobyakov had asked Foresman to invite Trump to speak after that other presidential candidate 
withdrew from the race and the other politician's participation did not work out.392 Finally, 
Foresman claimed to have no plans to establish a back channel involving Trump, stating the 
reference to his involvement in the Bush-Putin back channel was meant to burnish his credentials 
to the Campaign. Foresman commented that he had not recognized any of the experts announced 
as Trump's foreign policy team in March 2016, and wanted to secure an in-person meeting with 
the candidate to share his professional background and policy views, including that Trump should 
decline Kobyakov's invitation to speak at the Forum.393 

2. George Papadopoulos 

George Papadopoulos was a foreign policy advisor to the Trump Campaign from March 

388 See TRUMPORG_l6_00137 (4/26/16 Email, Foresman to Graft); TRUMPORG_l6_00141 
(4/30/16 Email, Foresman to Graft). 

389 See TRUMPORG_l6_00139 (4/27/16 Email, Graff to Foresman); TRUMPORG_l6_00137 
(4/27/16 Email, Graff to Lewandowski). 

390 TRUMPORG_16_00142 (5/2/16 Email, Graff to S. Miller); see also TRUMPORG_J6_00143 
(5/2/16 Email, Graff to S. Miller) (forwarding March 2016 email from Foresman). 

391 Foresman's contacts during the transition period are discussed further in Volume I, Section 
IV.B.3, infra. 

392 Foresman 10/17/18 302, at 4. 
393 Foresman 10/17/18 302, at 8-9. 
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2016 to early October 2016.394 In late April 2016, Papadopoulos was told by London-based 
professor Joseph Mifsud, immediately after Mifsud's return from a trip to Moscow, that the 
Russian government had obtained "dirt" on candidate Clinton in the form of thousands of emails. 
One week later, on May 6, 2016, Papadopoulos suggested to a representative of a foreign 
government that the Trump Campaign had received indications from the Russian government that 
it could assist the Campaign through the anonymous release of information that would be 
damaging to candidate Clinton. 

Papadopoulos shared information about Russian "dirt" with people outside of the 
Campaign, and the Office investigated whether he also provided it to a Campaign official. 
Papadopoulos and the Campaign officials with whom he interacted told the Office that they did 
not recall that Papadopoulos passed them the information. Throughout the relevant period of time 
and for several months thereafter, Papadopoulos worked with Mifsud and two Russian nationals 
to arrange a meeting between the Campaign and the Russian government. That meeting never 
came to pass. 

a. Origins of Campaign Work 

In March 2016, Papadopoulos became a foreign policy advisor to the Trump Campaign. 395 

As early as the summer of 2015, he had sought a role as a policy advisor to the Campaign but, in 
a September 30, 2015 email, he was told that the Campaign was not hiring policy advisors. 396 In 
late 2015, Papadopoulos obtained a paid position on the campaign of Republican presidential 
candidate Ben Carson.397 

Although Carson remained in the presidential race until early March 2016, Papadopoulos 
had stopped actively working for his campaign by early February 2016.398 At that time, 
Papadopoulos reached out to a contact at the London Centre of International Law Practice 
(LCILP), which billed itself as a "unique institution . . . comprising high-level professional 
international law practitioners, dedicated to the advancement of global legal knowledge and the 
practice of international law."399 Papadopoulos said that he had finished his role with the Carson 

394 Papadopoulos met with our Office for debriefings on several occasions in the summer and fall 
of 2017, after he was arrested and charged in a sealed criminal complaint with making false statements in 
a January 2017 FBI interview about, inter alia, the timing, extent, and nature of his interactions and 
communications with Joseph Mifsud and two Russian nationals: Olga Polonskaya and Ivan Timofeev. 
Papadopoulos later pleaded guilty, pursuant to a plea agreement, to an information charging him with 
making false statements to the FBI, in violation of 18 U.S.C. § 100l(a). 

395 A Transcript of Donald Trump's Meeting with the Washington Post Editorial Board, 
Washington Post (Mar. 21, 2016). 

396 7/15/15 Linkedin Message, Papadopoulos to Lewandowski (6:57 a.m.); 9/30/15 Email, Glassner 
to Papadopoulos (7:42:21 a.m.). 

397 Papadopoulos 8/10/17 302, at 2. 
398 Papadopoulos 8/10/17 302, at 2; 2/4/16 Email, Papadopoulos to Idris. 
399 London Centre oflntemational Law Practice, at https://www.lcilp.org/ (via web.archive.org). 
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campaign and asked if LCILP was hiring.400 In early February, Papadopoulos agreed to join 
LCILP and arrived in London to begin work.401 

As he was taking his position at LCILP, Papadopoulos contacted Trump campaign manager 
Corey Lewandowski via Linkedin and emailed campaign official Michael Glassner about his 
interest in joining the Trump Campaign.402 On March 2, 2016, Papadopoulos sent Glassner 
another message reiterating his interest.403 Glassner passed along word of Papadopoulos' s interest 
to another campaign official, Joy Lutes, who notified Papadopoulos by email that she had been 
told by Glassner to introduce Papadopoulos to Sam Clovis, the Trump Campaign's national co­
chair and chief policy advisor.404 

At the time of Papadopoulos's March 2 email, the media was criticizing the Trump 
Campaign for lack of experienced foreign policy or national security advisors within its ranks.405 

To address that issue, senior Campaign officials asked Clovis to put a foreign policy team together 
on short notice.406 After receiving Papadopoulos's name from Lutes, Clovis performed a Google 
search on Papadopoulos, learned that he had worked at the Hudson Institute, and believed that he 
had credibility on energy issues.407 On March 3, 2016, Clovis arranged to speak with 
Papadopoulos by phone to discuss Papadopoulos joining the Campaign as a foreign policy advisor, 
and on March 6, 2016, the two spoke.4?8 Papadopoulos recalled that Russia was mentioned as a 
topic, and he U11derstood from the conversation that Russia would be an important aspect of the 
Campaign's foreign policy.409 At the end of the conversation, Clovis offered Papadopoulos a role 
as a foreign policy advisor to the Campaign, and Papadopoulos accepted the offer.410 

b. Initial Russia•Related Contacts 

Approximately a week after signing on as a foreign policy advisor, Papadopoulos traveled 

400 2/4/16 E~ail; Papadopoulos to Idris. 
401 2/5/16 Email, Idris to Papadopoulos (6:11:25 p.m.); 2/6/16 Email, Idris to Papadopoulos 

(5:34:15 p.m.). 
402 2/4/16 Linkedln Message, Papadopoulos to Lewandowski (1:28 p.m.); 2/4/16 Email, 

Papadopoulos to Glassner (2: l 0:36 p .. m. ). 
403 3/2/16 Email, Papadopoulos to Glassner (11 :17:23 a.m.). 
404 3/2/16 Email, Lutes to Papadopoulos (10:08:15 p.m.). 
405 Clovis 10/3/17 302 (l of 2), at 4. 
406 Clovis 10/3/17 302 (! of2); at 4. 
407 Grand Jury ; 3/3/16 Email, Lutes to Clovis & Papadopoulos 

(6:05:47 p.m.). 
408 3/6/16 Email, Papadopoulos to Clovis (4:24:21 p.m.). 
409 Statement of Offense ,i 4, United States v. George Papadopoulos, I: 17-cr-l 82 (D.D.C. Oct. 5, 

2017}, Doc. 19 ("Papadopoulos Statement of Offense"). 
410 Papadopoulos 8/10/17 302, at 2. 
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to Rome, Italy, as part of his duties with LCILP.411 The purpose of the trip was to meet officials 
affiliated with Link Campus University, a for-profit institution headed by a former Italian 
government official.412 During the visit, Papadopoulos was introduced to Joseph Mifsud. 

Mifsud is a Maltese national who worked as a professor at the London Academy of 
Diplomacy in London, Eng!and.413 Although Mifsud worked out of London and was also affiliated 
with LCILP, the encounter in Rome was the first time that Papadopoulos met him.414 Mifsud 
maintained various Russian contacts while living in London, as described further below. Among 
his contacts was~,415 a one-time employee of the IRA, the entity that carried out 
the Russian soci~ (see Volume I Section II, supra). In January and February 
2016, Mifsud and - discussed possibly meeting in Russia. The 
investigation did not 1dent1 evidence of them meetmg. Later, in the spring of 2016, lUIIIII 
was also in contact that was linked to an employee of th~ 
Ministry of Defense, and that account had overlapping contacts with a group of Russian military­
controlled Facebook accounts that included accounts used to promote the DCLeaks releases in the 
course of the GRU' s hack-and-release operations (see Volume I, Section III.B. l, supra). 

According to Papadopoulos, Mifsud at first seemed uninterested in Papadopoulos when 
they met in Rome. 416 After Papadopoulos informed Mifsud about his role in the Trump Campaign, 
however, Mifsud appeared to take greater interest in Papadopoulos.417 The two discussed Mifsud's 
European and Russian contacts and had a general discussion about Russia; Mifsud also offered to 
introduce Papadopoulos to European leaders and others with contacts to the Russian 
govemment.418 Papadopoulos told the Office that Mifsud's claim of substantial connections with 
Russian government officials interested Papadopoulos, who thought that such connections could 
increase his importance as a policy advisor to the Trump Campaign.419 

411 Papadopoulos 8/10/17 302, at 2-3; Papadopoulos Statement of Offense ,i 5. 
412 Papadopoulos 8/10/17 302, at 2-3; Stephanie Kirchgaessner et al., Joseph Mifsud: more 

questions than answers about mystery professor linked to Russia, The Guardian (Oct. 31, 2017) ("Link 
Campus University ... is headed by a former Italian interior minister named Vincenzo Scotti."). 

413 Papadopoulos Statement of Offense ,i 5. 
414 Papadopoulos 8/10/17 302, at 3. 

: Investigative Technique 
1Harm to Ongoing Matter 

416 Papadopoulos Statement of Offense ,i 5. 
417 Papadopoulos Statement of Offense ,i 5. 
418 Papadopoulos 8/l0/17 302, at 3; Papadopoulos 8/11/17 302, at 2. 
419 Papadopoulos Statement of Offense ,i 5. 
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On March 17, 2016, Papadopoulos returned to London.42° Four days later, candidate 
Trump publicly named him as a member of the foreign policy and national security advisory team 
chaired by Senator Jeff Sessions, describing Papadopoulos as "an oil and energy consultant" and 
an "[eJxcellent guy."421 

On March 24, 2016, Papadopoulos met with Mifsud in London.422 Mifsud was 
accompanied by a Russian female named Olga Polonskaya. Mifsud introduced Polonskaya as a 
former student of his who had connections to Vladimir Putin. 423 Papadopoulos understood at the 
time that Polonskaya may have been Putin's niece but later learned that this was not true.424 During 
the meeting, Polonskaya offered to help Papadopoulos establish contacts in Russia and stated that 
the Russian ambassador in London was a friend ofhers.425 Based on this interaction, Papadopoulos 
expected Mifsud and Polonskaya to introduce him to the Russian ambassador in London, but that 
did not occur.426 

Following his meeting with Mifsud, Papadopoulos sent an email to members of the Trump 
Campaign's foreign policy advisory team. The subject line of the message was "Meeting with 
Russian leadership--including Putin. "427 The message stated in pertinent part: 

I just finished a very productive lunch with a good friend of mine, Joseph Mifsud, the 
director of the Loudon Academy ofDiplomacy--who introduced me to both Putin's niece 
and the Russian Ambassador in London--who also acts as the Deputy Foreign Miuister.428 

The topic of the lllllch was to arrange a meeting between us and the Russian leadership to 
discuss U.S.-Russia ties under President Trump. They are keen to host us in a "neutral" 
city, or directly in Moscow. They said the leadership, including Putin, is ready to meet with 
us and Mr, Trump should there be interest. Waiting for everyone's thoughts on moving 
forward with this very important issue.429 

420 Papadopoulos 8/10/17 302, at 2. 
421 Phillip Rucker & Robert Costa, Trump Questions Need for NATO, Outlines Noninterventionist 

Foreign Policy, Washington Post (Mar. 21, 2016). 
422 Papadopoulos 8110/17 302, at 3; 3/24116 Text Messages, Mifsud & Papadopoulos. 
423 Papadopoulos 8110/17 302, at 3. 
424 Papadopoulos 8/10/17 302, at 3; Papadopoulos 2/10117 302, at 2-3; Papadopoulos Internet 

Search History (3/24/16) (revealing late-morning and early-afternoon searches on March 24, 2016 fur 
"putin's niece," "olga putin," and ''russian president niece o!ga," among other terms). 

425 Papadopoulos 8/10/17 302, at 3. 
426 Papadopoulos Statement of Offense ,i 8 n.1. 
427 3/24/16 Email, Papadopoulos to Page et al. (8:48:21 a.m.). 
428 Papadopoulos's statements to the Campaign were false. As noted above, the woman he met was 

not Putin's niece, he had not met the Russian Ambassador in London, and the Ambassador did not also 
serve as Russia's Deputy Foreign Minister. 

429 3/24/16 Email, Papadopoulos to Page et al. (8:48:21 a.m.). 
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Papadopoulos's message came at a time when Clovis perceived a shift in the Campaign's approach 
toward Russia--from one of engaging with Russia through the NATO framework and takin a 
stro stance on Russian ession in Ukraine. 

Clovis's response to Papadopoulos, however, did not reflect that shift. Replying to 
Papadopoulos and the other members of the foreign policy advisory team copied on the initial 
email, Clovis wrote: 

This is most informative. Let me work it through the campaign. No commitments until we 
see how this plays out. My thought is that we probably should not go forward with any 
meetings with the Russians until we have had occasion to sit with our NATO allies, 
especially France, Germany and Great Britain. We need to reassure our allies that we are 
not going to advance anything with Russia until we have everyone on the same page. 

More thoughts later today. Great work.431 

c. March 31 Foreign Policy Team Meeting 

The Campaign held a meeting of the foreign policy advisory team with Senator Sessions 
and candidate Trump approximately one week later, on March 31, 2016, in Washington, D.C.432 

The meeting-which was intended to generate press coverage for the Campaign433-took place at 
the Trump International Hotel.434 Papadopoulos flew to Washington for the event. At the meeting, 
Senator Sessions sat at one end of an oval table, while Trump sat at the other. As reflected in the 
photograph below (which was posted to Trump's Instagram account), Papadopoulos sat between 
the two, two seats to Sessions's left: 

430 rand Jury 
431 3/24/16 Email, Clovis to Papadopoulos et aL {8:55:04 a.m.). 
432 Papadopoulos 8/10/17 302, at 4; Papadopoulos 8/11/17 302, at 3. 
433 Sessions 1/17/18 302, at 16-17. 
434 Papadopoulos 8110/17 302, at 4. 
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During the meeting, each of the newly announced foreign policy advisors introduced 
themselves and briefly described their areas of experience or expertise.435 Papadopoulos spoke 
about his previous work in the energy sector and then brought up a potential meeting with Russian 
officials. 436 Specifically, Papadopoulos told the group that he had learned through his contacts in 
London that Putin wanted to meet with candidate Trump and that these connections could help 
arrange that meeting.437 

Trump and Sessions both reacted to Papadopoulos's statement. Papadopoulos and 
Campaign advisor J.D. Gordon-who told investigators in an interview that he had a "crystal 
clear" recollection of the meeting-have stated that Trump was interested in and receptive to the 
idea of a meeting with Putin. 438 Papadopoulos understood Sessions to be similarly supportive of 
his efforts to arrange a meeting. 439 Gordon and two other attendees, however, recall that Sessions 
generally opposed the proposal, though they differ in their accounts of the concerns he voiced or 
the strength of the opposition he expressed.440 

d. George Papadopoulos Learns That Russia Has "Dirt" in the Form of Clinton 
Emails 

Whatever Sessions's precise words at the March 31 meeting, Papadopoulos did not 
understand Sessions or anyone else in the Trump Campaign to have directed that he refrain from 

435 Papadopoulos 8/10/17 302, at 4. 
436 Papadopoulos 8/10/17 302, at 4. 
431 Papadopoulos Statement ofOffense,r 9; see Gordon 8/29/17 302, at 14; Carafano 9/12/17 302, 

at 2; Hoskins 9/14/17 302, at 1. 
438 Papadopoulos 8/10/17 302, at 4-5; Gordon 9/7/17 302, at 4-5. 
439 Papadopoulos 8/10/17 302, at 5; Papadopoulos 8/11/17 302, at 3. 
440 Sessions 1/17/18 302, at 17; Gordon 917/17 302, at 5; Hoskins 9/14/17 302, at!; Carafano 

9/12/17 302, at 2. 
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making further efforts to arrange a meeting between the Campaign and the Russian government. 
To the contrary, Papadopoulos told the Office that he understood the Campaign to be supportive 
of bis efforts to arrange such a meeting.441 Accordingly, when he returned to London, 
Papadopoulos resumed those efforts.442 

Throughout April 2016, Papadopoulos continued to correspond with, meet with, and seek 
Russia contacts through Mifsud and, at times, Polonskaya.443 For example, within a week of her 
initial March 24 meeting with him, Polonskaya attempted to send Papadopoulos a text message­
which email exchanges show to have been drafted or edited by Mifsud-addressing 
Papadopoulos's "wish to engage with the Russian Federation."444 When Papadopoulos learned 
from Mifsud that Polonskaya had tried to message him, he sent her an email seeking another 
meeting.445 Polonskaya responded the next day that she was "back in St. Petersburg" but "would 
be very pleased to support [Papadopoulos's] initiatives between our two countries" and "to meet 
[him} again."446 Papadopoulos stated in reply that he thought "a good step" would be to introduce 
him to "the Russian Ambassador in London," and that he would like to talk to the ambassador, "or 
anyone else you recommend, about a potential foreign policy trip to Russia."447 

Mifsud, who had been copied on the email exchanges, replied on the morning of April 11, 
2016. He wrote, "This is already been agreed. I am flying to Moscow on the 18th for a Valdai 
meeting, plus other meetings at the Duma. We will talk tomorrow.'>448 The two bodies referenced 
by Mifsud are part of or associated with the Russian government: the Duma is a Russian legislative 
assembly,449 while "Valdai" refers to the Valdai Discussion Club, a Moscow-based group that "is 
close to Russia's foreign-policy establishment."450 Papadopoulos thanked Mifsud and said that he 
would see him "tomorrow."451 For her part, Polonskaya responded that she had "already alerted 
my personal links to our conversation and your request," that ''we are all very excited the 
possibility of a good relationship with Mr. Trump," and that "[tJhe Russian Federation would love 
to welcome him once his candidature would be officially announced. "452 

at 2. 

441 Papadopoulos 8/10/17 302, at 4-5; Papadopoulos 8/11/l 7 302, at 3; Papadopoulos 9/20/17 302, 

442 Papadopoulos Statement of Offense ,i 10. 
443 Papadopoulos Statement of Offense iMl 10-15. 
444 3/29/16 Emails, Mifsud to Polonskaya (3:39 a.m. and 5:36 a.m.). 
445 4/10/16 Email, Papadopoulos to Polonskaya (2:45:59 p.m.). 
446 4/11/16 Email, Polonskaya to Papadopoulos (3: 11 :24 a.m.). 
447 4/11/16 Email, Papadopoulos to Polonskaya (9:21:56 a.m.). 
448 4/11/16 Email, Mifsud to Papadopoulos (11:43:53). 
449 Papadopoulos Statement of Offense ,i I 0( c ). 
450 Anton Troianovski, Putin Ally Warns of Arms Race as Russia Considers Response to U.S. 

Nuclear Stance, Washington Post (Feb. 10, 2018). 
451 4/11/16 Email, Papadopoulos to Mifsud (11:51:53 a.m.). 
452 4/12/16 Email, Polonskaya to Papadopoulos (4:47:06 a.m.). 
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Papadopoulos's and Mifsud's mentions of seeing each other "tomorrow" referenced a 
meeting that the two had scheduled for the next morning, April 12, 2016, at the Andaz Hotel in 
London. Papadopoulos acknowledged the meeting during interviews with the Office,453 and 
records from Papadopoulos's UK cellphone and his internet-search history all indicate that the 
meeting took place.454 

Following the meeting, Mifsud traveled as planned to Moscow.455 On April 18, 2016, 
while in Russia, Mifsud introduced Papadopoulos over email to Ivan Timofeev, a member of the 
Russian International Affairs Council (RlAC).456 Mifsud had described Timofeev as having 
connections with the Russian Ministry ofForeign Affairs (MF A),457 the executive entity in Russia 
responsible for Russian foreign relations.458 Over the next several weeks, Papadopoulos and 
Timofeev had multiple conversations over Skype and email about setting "the groundwork" for a 
"potential" meeting between the Can1paign and Russian governn1ent officials.459 Papadopoulos 
told the Office that, on one Skype call, he believed that his conversation with Timofeev was being 
monitored or supervised by an unknown third party, because Timofeev spoke in an official manner 
and Papadopoulos heard odd noises on the line.460 Timofeev also told Papadopoulos in an April 
25, 2016 email that he had just spoken ''to Igor Ivanov[,] the President ofRIAC and former Foreign 
Minister of Russia," and conveyed Ivanov's advice about how best to arrange a "Moscow visit.''461 

After a stop in Rome, Mifsud returned to England on April 25, 2016.462 The next day, 
Papadopoulos met Mifsud for breakfast at the Andaz Hotel (the same location as their last 

453 Papadopoulos 9119/17 302, at 7. 
454 4/12/16 Email, Mifsud to Papadopoulos (5:44:39 a.m.) (fo1warding Libya-related document); 

4/12/16 Email, Mifsud to Papadopoulos & Obaid (10:28:20 a.m.); Papadopoulos Internet Search History 
(Apr. 11, 2016 10:56:49 p.m.) (search for "andaz hotel liverpool street"); 4112/16 Text Messages, Mifsud 
& Papadopoulos. 

455 See, e.g., 4/18/16 Email, Mifsud to Papadopoulos (8:04:54 a.m.). 
456 Papadopoulos 8/10/17 302, at 5. 
457 Papadopoulos Statement of Offense 'Ii l 1. 
458 During the campaign period, Papadopoulos connected over Linkedin with several MF A­

affiliated individuals in addition to Timofeev. On April 25, 2016, he connected with Dmitry Andreyko, 
publicly identified as a First Secretary at the Russian Embassy in Ireland. In July 2016, he connected with 
Yuriy Melnik, the spokesperson for the Russian Embassy in Washington and with Alexey Krasilnikov, 
publicly identified as a counselor with the MF A. And on September 16, 2016, he connected. with Sergei 
Nalobin, also identified as an MF A official. See Papadopoulos Linkedin Connections ii ■ 

459 Papadopoulos Statement of Offense 'Ii l 1. 
460 Papadopoulos 8/10/17 302, at 5; Papadopoulos 9/19/17 302, at 10. 
461 4/25/16 Email, Timofeev to Papadopoulos (8:16:35 a.m.). 
462 4/22/16 Email, Mifsud to Papadopoulos (12:41:01 a.m.). 
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meeting).463 During that meeting, Mifsud told Papadopoulos that he had met with high-level 
Russian government officials during his recent trip to Moscow. Mifsud also said that, on the trip, 
he learned that the Russians had obtained "dirt" on candidate Hillary Clinton. As Papadopoulos 
later stated to the FBI, Mifsud said that the "dirt" was in the form of"emails of Clinton," and that 
they "have thousands of emails."464 On May 6, 2016, 10 days after that meeting with Mifsud, 
Papadopoulos suggested to a representative of a foreign government that the Trump Campaign had 
received indications from the Russian government that it could assist the Campaign through the 
anonymous release of information that would be damaging to Hillary Clinton.465 

e. Russia-Related Communications With The Campaign 

While he was discussing with his foreign contacts a potential meeting of campaign officials 
with Russian government officials, Papadopoulos kept campaign officials apprised of his efforts. 
On April 25, 2016, the day before Mifsud told Papadopoulos about the emails, Papadopoulos wrote 
to senior policy advisor Stephen Miller that "[t]he Russian government has an open invitation by 
Putin for Mr. Trump to meet him when he is ready," and that "[t]he advantage of being in London 
is that these governments tend to speak a bit more openly in 'neutral' cities."466 On April 27, 2016, 
after his meeting with Mifsud, Papadopoulos wrote a second message to Miller stating that "some 
interesting messages [were} coming in from Moscow about a trip when the time is right."467 The 
same day, Papadopoulos sent a similar email to campaign manager Corey Lewandowski, telling 
Lewandowski that Papadopoulos had "been receiving a lot of calls over the last month about Putin 
wanting to host [Trump J and the team when the time is right.'"'68 

Papadopoulos's Russia-related communications with Campaign officials continued 
throughout the spring and summer of 20 l 6. On May 4, 2016, he forwarded to Lewandowski an 
email from Timofeev raising the possibility of a meeting in Moscow, asking Lewandowski 
whether that was "something we want to move forward with.'"'69 The next day, Papadopoulos 
forwarded the same Timofeev email to Sam Clovis, adding to the top of the email "Russia 
update.'"'70 He included the same email in a May 21, 2016 message to senior Campaign official 
Paul Manafort, under the subject line "Request from Russia to meet Mr. Trump," stating that 
"Russia has been eager to meet Mr. Trump for quite sometime and have been reaching out to me 

463 Papadopoulos Statement or Offense ,i 14; 4/25/16 Text Messages, Mifsud & Papadopoulos. 
464 Papadopoulos Statement of Offense ,i 14. 
465 This information is contained in the FBI case-opening document and related materials. !Fite 

iftfeffl!etioft is hw, ettfuree!lleftt Stlftsili , e (LES) MEI llll!St be tt eMeti aeeortli11:gl;- i11 lltl~ e!l4em&! 
tlissemi11Mioft. The foreign government conveyed this information. to the U.S. government on July 26, 
2016, a few days after WikiLeaks's release of Clinton-related emails. The FBI opened its investigation of 
potential coordination between Russia and the Trump Campaign a few days later based on the information. 

466 4/25/16 Email, Papadopoulos to S. Miller (8:12:44 p.m.). 
467 4/27/16 Email, Papadopoulos to S. Miller (6:55:58 p.m.), 
468 4/27 /16 Email, Papadopoulos to Lewandowski (7: 15: 14 p.m. ). 
469 5/4/16 Email, Papadopoulos to Lewandowski (8:14:49 a.m.). 
470 5/5/16 Email, Papadopoulos to Clovis (7:15:21 p.m.). 
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to discuss.''471 Mana:fort forwarded the message to another Campaign official, without including 
Papadopoulos, and stated: "Let['Js discuss. We need someone to communicate that [Trump] is 
not doing these trips. It should be someone low level in the Campaign so as not to send 
any signal.''472 

On June 1, 2016, Papadopoulos replied to an earlier email chain with Lewandowski about 
a Russia visit, asking if Lewandowski ''want[edJ to have a call about this topic" and whether "we 
were following up with it.'"'73 After Lewandowski told Papadopoulos to "connect with" Clovis 
because he was "running point," Papadopoulos emailed Clovis that "the Russian MF A" was asking 
him "if Mr. Trump is interested in visiting Russia at some point.'"'74 Papadopoulos wrote in an 
email that he "(w]anted to pass this info along to you for you to decide what's best to do with it 
and what message I should send (or to ignore).'"'75 

After several email and Skype exchanges with Timofeev,476 Papadopoulos sent one more 
email to Lewandowski on June 19, 2016, Lewandowski's last day as campaign manager.477 The 
email stated that "[t]he Russian ministry of foreign. affairs" had contacted him and asked whether, 
if Mr. Trump could not travel to Russia, a campaign representative such as Papadopoulos could 
attend meetings.478 Papadopoulos told Lewandowski that he was "willing to make the trip off the 
record if it's in the interest of Mr. Trump and the campaign to meet specific people."479 

Following Lewandowski's departure from the Campaign, Papadopoulos communicated 
with Clovis and Walid Phares, another member of the foreign policy advisory team, about an off­
the-record meeting between the Campaign and Russian government officials or with 
Papadopoulos's other Russia connections, Mifsud and Timofeev.480 Papadopoulos also interacted 

471 5/21/16 Email, Papadopoulos to Manafort (2:30: 14 p.m.). 
472 Papadopoulos Statement of Offense ,i 19 n.2. 
473 6/1/16 Email, Papadopoulos to Lewandowski {3:08:18 p.m.). 
474 6/1/16 Email, Lewandowski to Papadopoulos (3:20:03 p.m.); 6/1/16 Email, Papadopoulos to 

Clovis (3:29:14 p.m.). 
475 6/1/16 Email, Papadopoulos to Clovis (3:29:14 p.m.). Papadopoulos's email coincided in time 

with another message to Clovis suggesting a Trump-Putin meeting. First, on May 15, 2016, David Klein­
a distant relative of then-Trump Organization lawyer Jason Greenblatt-emailed Clovis about a potential 
Campaign meeting with Berel Lazar, the Chief Rabbi of Russia. The email stated that Klein had contacted 
Lazar in February about a possible Trump-Putin meeting and that Lazar was "a very close confidante of 
Putin." DJTFPOO0l 1547 (5/15/16 Email, Klein to Clovis (5:45:24 p.m.)). The investigation did not find 
evidence that Clovis responded to Klein's email or that any further contacts of significance came out of 
Klein's subsequent meeting with Greenblatt and Rabbi Lazar at Trump Tower. Klein 8/30/18 302, at 2. 

476 Papadopoulos Statement of Offense ,i 2l(a). 
477 Grand Jury 
478 6/19/16 Email, Papadopoulos to Lewandowski (1:11:11 p.m.). 
479 6/19/16 Email, Papadopoulos to Lewandowski (1:11:11 p.m.}. 
480 Papadopoulos Statement of Offense ,i 21; 7 /14/! 6 Email, Papadopoulos to Timofeev (I ! :57:24 

p.m.); 7/15/16 Email, Papadopoulos to Mifsud; 7/27/16 Email, Papadopoulos to Mifsud (2:14:18 p.m.). 
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directly with Clovis and Phares in connection with the summit of the Transatlantic Parliamentary 
Group on Counterterrorism (TAG), a group for which Phares was co-secretary general.481 On July 
16, 2016, Papadopoulos attended the TAG summit in Washington, D.C., where he sat next to 
Clovis (as reflected in the photograph below).482 

Although Clovis claimed to have no recollection of attending the TAG summit,483 

Papadopoulos remembered discussing Russia and a foreign policy trip with Clovis and Phares 
during the event.484 Papadopoulos's recollection is consistent with emails sent before and after 
the TAG summit. The pre-summit messages included a July 11, 2016 email in which Phares 
suggested meeting Papadopoulos the day after the summit to chat, 485 and a July 12 message in the 
same chain in which Phares advised Papadopoulos that other summit attendees "are very nervous 
about Russia. So be aware.''486 Ten days after the summit, Papadopoulos sent an email to Mifsud 
listing Phares and Clovis as other "participants" in a potential meeting at the London Academy of 
Diplomacy.487 

Finally, Papadopoulos's recollection is also consistent with handwritten notes from a 

481 Papadopoulos 9119/l.7 302, at 16-17; 9th TAG Summit in Washington DC, Transatlantic 
Parliament Group on Counter Terrorism. 

482 9th TAG Summit in Washington DC, Transatlantic Parliament Group on Counter Terrorism. 
483 rand Jury 
484 Papadopoulos 9/19/17 302, at 16-17. 
485 7/11/16 Email, Phares to Papadopoulos. 
486 7/12/16 Email, Phares to Papadopoulos (14:52:29). 
487 7/27/16 Email, Papadopoulos to Mifsud (14:14:18). 
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journal that he kept at the time.488 Those notes, which are reprinted in part below, appear to refer 
to potential September 2016 meetings in London with representatives of the "office of Putin," and 
suggest that Phares, Clovis, and Papadopoulos ("Walid/Sam me") would attend without the official 
backing of the Campaign ("no official letter/no message from Trump").489 

September: 

Have an exploratory meeting 
tG or lose. In September if allowed 
they will blast Mr. Trump. 

We want the meeting in 
London/England 

Walid/Sam me 

No official letter/no message 
from Trump 

They are talking to us. 

-It is a lot of risk. 

-Office of Putin. 

-Explore: we are a campaign. 

off Israel! EGYPT 

Willingness to meet the FM sp 
with Walid/Sam 

-FM coming 

-Useful to have a session with 
him. 

Later communications indicate that Clovis determined that he (Clovis) could not travel. 
On August 15, 2016, Papadopoulos emailed Clovis that he had received requests from multiple 
foreign governments, "even Russia[J," for "closed door workshops/consultations abroad," and 
asked whether there was still interest for Clovis, Phares, and Papadopoulos "to go on that trip. "490 

Clovis copied Phares on his response, which said that he could not "travel before the election" but 
that he "would encourage [Papadopoulos] and Walid to make the trips, ifit is feasible.'"'91 

488 Papadopoulos 9/20/17 302, at 3. 
489 Papadopoulos declined to assist in deciphering his notes, telling investigators that he could not 

read his own handwriting from the journal. Papadopoulos 9/19/17 302, at 21. The notes, however, appear 
to read as listed in the column to the left of the image above. 

490 8/15/l 6 Email, Papadopoulos to Clovis (11 :59:07 a.m.). 
491 8/15/16 Email, Clovis to Papadopoulos (12:01 :45 p.m.). 
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Papadopoulos was dismissed from the Trump Campaign in early October 2016, after an 
interview be gave to the Russian news agency Interfax generated adverse publicity.492 

f. Trump Campaign Knowledge of "Dirt" 

Papadopoulos admitted telling at least one individual outside of the Campaign­
speciftcally, the then-Greek foreign minister-about Russia's obtaining Clinton-related emails.493 

In addition, a different foreign government informed the FBI that, 10 days after meeting with 
Mifsud in late April 2016, Papadopoulos suggested that the Trump Campaign bad received 
indications from the Russian government that it could assist the Campaign through the anonymous 
release of information that would be damaging to Hillary Clinton. 494 (This conversation occurred 
after the GRU spearphished Clinton Campaign chairman John Podesta and stole his emails, and 
the GRU hacked into the DCCC and DNC, see Volume I, Sections III.A & III.B, supra.) Such 
disclosures raised questions about whether Papadopoulos informed any Trump Campaign official 
about the emails. 

When interviewed, Papadopoulos and the Campaign officials who interacted with him told 
the Office that they could not recall Papadopoulos's sharing the information that Russia had 
obtained "dirt" on candidate Clinton in the form of emails or that Russia could assist the Campaign 
through the anonymous release of information about Clinton. Papadopoulos stated that he could 
not clearly recall having told anyone on the Campaign and wavered about whether he accurately 
remembered an incident in which Clovis had been upset after hearing Papadopoulos tell Clovis 
that Papadopoulos thought "they have her emails."495 The Campaign officials who interacted or 
corresponded with Papadopoulos have similarly stated, with varying degrees of certainty, that he 
did not tell them. Senior policy advisor Stephen Miller, for example, did not remember hearing 
anything from Papadopoulos or Clovis about Russia having emails of or dirt on candidate 
Clinton.496 Clovis stated that he did not recall anyone, including Papadopoulos, having given him 

bl' ' :11 f th t :11 re· t . ht b . . f t ' Id . t • 
. rand Jury 

-Grand Jury 

492 George Papadopoulos: Sanctions Have Done Little More Than to Tum Russia Towards China, 
Interfax (Sept. 30, 2016). 

493 Papadopoulos 9/19/.17 302, at 14-15; Def. Sent. Mem., United States v. George Papadopoulos, 
l:17-cr-182 (D.D.C. Aug. 31, 2018), Doc. 45. 

494 See footnote 465 of Volume I, Section IV.A.2.d, supra. 
495 Papadopoulos 8/l 0/17 302, at 5; Papadopoulos 8/11/17 302, at 5; Papadopoulos 9/20/17 302, 

at 2. 
496 S. Miller 12/14/17 302, at 10. 
497 rand Jury 

rand Jury 
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No documentary evidence, and nothing in the email accounts or other 
communications facilities reviewed by the Office, shows that Papadopoulos shared this 
information with the Campaign. 

g. Additional George Papadopoulos Contact 

The Office investigated another Russia-related contact with Papadopoulos. The Office was 
not fully able to explore the contact because the individual at issue-Sergei Millian-remained 
out of the country since the inception of our investigation and declined to meet with members of 
the Office despite our repeated efforts to obtain an interview. 

Papadopoulos first connected with Millian via Linkedin on July 15, 2016, shortly after 
Papadopoulos had attended the TAG Summit with Clovis.500 Millian, an American citizen who is 
a native of Belarus, introduced himself "as president of (the] New York-based Russian American 
Chamber of Commerce," and claimed that through that position he had "insider knowledge and 
direct access to the top hierarchy in Russian politics."501 Papadopoulos asked Timofeev whether 
he had heard of Millian. 502 Although Timofeev said no,503 Papadopoulos met Millian in New York 
City.504 The meetings took place on July 30 and Augnst 1, 2016.505 Afterwards, Millian invited 
Papadopoulos to attend-and potentially speak at-two international energy conferences, 
including one that was to be held in Moscow in September 2016. 506 Papadopoulos ultimately did 
not attend either conference. 

On July 31, 2016, following his first in-person meeting with Millian, Papadopoulos 
emailed Trump Campaign official Bo Denysyk to say that he had been contacted "by some leaders 
of Russian-American voters here in the US about their interest in voting for Mr. Trump," and to 
ask whether he should "put you in touch with their group (US-Russia chamber of commerce)."507 

Denysyk thanked Papadopoulos "for taking the initiative," but asked him to "hold off with 

499 Grand Jury 

soo 7/15/16 Link:edin Message, Millian to Papadopoulos. 
501 7 /l 5/16 Linkedin Message, Millian to Papadopoulos. 
502 7/22/16 Facebook Message, Papadopoulos to Timofeev (7:40:23 p.m.J; 7/26/16 Facebook 

Message, Papadopoulos to Timofeev (3:08:57 p.m.). 
503 7/23/16 Facebook Message, Timofeev to Papadopoulos (4:31:37 a.m.); 7/26/16 Facebook 

Message, Timofeev to Papadopoulos (3:37: 16 p.m.). 
504 7/16/16 Text Messages, Papadopoulos & Millian (7:55:43 p.m.). 

sos 7/30/16 Text Messages, Papadopoulos & Millian (5:38 & 6:05 p.m.); 7/31/16 Text Messages, 
Millian & Papadopoulos (3:48 & 4:18 p.m.); 8/1/16 Text Message, Millian to Papadopoulos (8:19 p.m.). 

506 8/2/16 Text Messages, Millian & Papadopoulos (3:04 & 3:05 p.m.); 8/3/16 Facebook Messages, 
Papadopoulos & Millian (4:07:37 a.m. & 1:11:58 p.m.). 

507 7/31/16 Email, Papadopoulos to Denysyk (12:29:59 p.m.). 
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outreach to Russian-Americans" because "too many articles" had already portrayed the Campaign, 
then-campaign chairman Paul Manafort, and candidate Trump as "being pro-Russian."508 

On August 23, 2016, Millian sent a Facebook message to Papadopoulos promising that he 
would "share with you a disruptive technology that might be instrumental in your political work 
for the campaign."509 Papadopoulos claimed to have no recollection of this matter. 510 

On November 9, 2016, shortly after the election, Papadopoulos arranged to meet Millian 
in Chicago to discuss business opportunities, including potential work with Russian "billionaires 
who are not under sanctions."511 The meeting took place on November 14, 2016, at the Trump 
Hotel and Tower in Chicago.512 According to Papadopoulos, the two men discussed partnering on 
business deals, but Papadopoulos perceived that Millian's attitude toward him changed when 
Papadopoulos stated that he was only pursuing private-sector opportunities and was not interested 
in a job in the Administration.513 The two remained in contact, however, and had extended online 
discussions about possible business opportunities in Russia.514 The two also arranged to meet at a 
Washington, D.C. bar when both attended Trump's inauguration in late January 2017.515 

3. Carter Page 

Carter Page worked for the Trump Campaign from January 2016 to September 2016. He 
was formally and publicly announced as a foreign policy advisor by the candidate in March 
2016.516 Page had lived and worked in Russia, and he had been approached by Russian intelligence 
officers several years before he volunteered for the Trump Campaign. During his time with the 
Campaign, Page advocated pro-Russia foreign policy positions and traveled to Moscow in his 
personal capacity. Russian intelligence officials had formed relationships with Page in 2008 and 
2013 and Russian officials may have focused on Page in 2016 because of his affiliation with the 
Campaign. However, the investigation did not establish that Page coordinated with the Russian 
government in its efforts to interfere with the 2016 presidential election. 

508 7/31/16 Email, Denysyk to Papadopoulos (21:54:52). 
509 8/23/16 Facebook Message, Millian to Papadopoulos (2:55:36 a.m} 
510 Papadopoulos 9/20/J 7 302, at 2. 
511 11/l 0/16 Facebook Message, Millian to Papadopoulos (9:35:05 p.m.). 

m 11/14/16 Facebook Message, Millian to Papadopoulos (1:32:11 a.m.). 
513 Papadopoulos 9/19/17 302, at 19. 
514 E.g., 11/29/16 Facebook Messages, Papadopoulos & Millian (5:09 - 5:11 p.m.); 12/7/16 

Face book Message, Millian to Papadopoulos (5: I 0:54 p.m. ). 
515 1/20/17 Facebook Messages, Papadopoulos & Millian (4:37-4:39 a.m.). 
516 Page was intc 

Counsel's appointment. 
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a. Background 

Before he began working for the Campaign in January 2016, Page had substantial prior 
experience studying Russian policy issues and living and working in Moscow. From 2004 to 2007, 
Page was the deputy branch manager of Merrill Lynch's Moscow office.517 There, he worked on 
transactions involving the Russian energy company Gazprom and came to know Gazprom's 
deputy chief financial officer, Sergey Yatsenko.518 

In 2008, Page founded Global Energy Capital LLC (GEC), an in~ 
adviso firm focused on the ener sector in emerging markets.519 

----

520 The company otherwise had no sources of income, and 
Page was forced to draw down his life savings to support himself and pursue his business 
venture.521 Pa e asked Yatsenko to work with him at GEC as a senior advisor on a contin enc 
basis, 

In 2008, Page met Alexander Bulatov, a Russian government official who worked at the 
Russian Consulate in New York.523 Pa elater learned that Bulatov was a Russian intelli ence 
officer, 524 

In 2013, Victor Podobnyy, another Russian intelligence officer working covertly in the 
United States under diplomatic cover, formed a relationship with Page.525 Podobnyy met Page at 
an energy symposium in New York City and began exchanging emails with him.526 Podobnyy 
and Page also met in person on multiple occasions, during which Page offered his outlook on the 
future of the energy industry and provided documents to Podobnyy about the energy business. 527 

In a recorded conversation on April 8, 2013, Podobnyy told another intelligence officer that Page 
was interested in business opportunities in Russia.528 In Podobnyy's words, Page "got hooked on 

517 Testimony o.f Carter Page, Hearing Before the U.S. House of Representatives, Permanent Select 
Committee on Intelligence, I 15th Cong. 40 (Nov. 2, 2017) (exhibit). 

518 Page 3/30/17 302, at l 0. 
519 

520 

521 

522 Page 3/30117 302, at IO; 
523 

524 

525 Complaint 'lfil 22, 24, 32, United States v. Buryakov, I: l 5-
mj-215 (S.D.N.Y. Jan. 23, 20 l 5), Doc. l ("Buryakov Complaint"). 

526 Buryakov Complaint 'l! 34. 
527 Buryakov Complaint 'lf 34. 
528 Buryakov Complaint 'l! 32. 
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Gazprom thinking that if they have a project, he could ... rise up. Maybe he can. . . . [I]t' s obvious 
that he wants to earn lots ofmoney."529 Podobnyy said that he had led Page on by "feed[ing] him 
empty promises" that Podobnyy would use his Russian business connections to help Page.530 

Podobnyy told the other intelligence officer that his method of recrniting foreign sources was to 
promise them favors and then discard them once he obtained relevant information from them.531 

In 2015, Podobnyy and two other Russian intelligence officers were charged with 
conspiracy to act as an unregistered agent of a foreign govemment.532 The criminal complaint 
detailed Podobnyy's interactions with and conversations about Page, who was identified only as 
"Male- l. "533 Based on the criminal complaint's description of the interactions, Page was aware 
that he was the individual described as "Male- I. "534 Page later spoke with a Russian government 
official at the United Nations General Assembly and identified himself so that the official would 
understand he was "Male-1" from the Podobn aint.535 Pa e told the official that he "didn't 
do anything" 536 

In interviews with the FBI before the Office's opening, Page acknowledged that he 
understood that the individuals he had associated with were members of the Russian intelligence 
services, but he stated that he had only provided immaterial non-public information to them and 
that he did not view this relationship as a backchannel.537 Page told investigating agents that "the 
more immaterial non-public inforn1ation I give them, the better for this country."538 

b. Origins of and Early Campaign Work 

In January 2016, Page began volunteering on an informal, unpaid basis for the Trnmp 
Campaign after Ed Cox, a state Republican Party official, introduced Page to Trump Campaign 
officials.539 Page told the Office that his goal in working on the Campaign was to help candidate 
Trump improve relations with Russia.540 To that end, Page emailed Campaign officials offering 
his thoughts on U.S.-Russia relations, prepared talking points and briefing memos on Russia, and 

529 Buryakov Complaint 
53l) Buryakov Complaint. 

531 Buryakov Complaint. 
532 See Bury,akov Complaint; see also Indictment! United States v. Buryakov, 1: 15-cr-73 (S.D.N.Y. 

Feb. 9, 2015), Doc. 10: I I ! 
533 Bwyakov Complaint il4132-34; 
534 

535 Page 3/16/17 302, at 4; 
536 Page 3/16/17 302, at 4; 
537 Page 3/30/17 302, at 6; Page 3/3 l/l 7 302, at l. 
538 Page3/3 l/17 302, at 1. 

539 Page3/16/17302,at !; 
540 Page 3/l 0/17 302, at 2. 
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proposed that candidate Trump meet with President Vladimir Putin in Moscow.541 

In communications with Campaign officials, Page also repeatedly touted his high-level 
contacts in Russia and his ability to forge connections between candidate Trump and senior 
Russian governmental officials. For example, on January 30, 2016, Page sent an email to senior 
Campaign officials stating that he had "spent the past week in Europe and ha[ d] been in discussions 
with some individuals with close ties to the Kremlin" who recognized that Trump could have a 
"game-changing effect ... in bringing the end of the new Cold War."542 The email stated that 
"[t]hrough [his] discussions with these high level contacts," Page believed that "a direct meeting 
in Moscow between Mr[.] Trump and Putin could be "543 closed the email b 

U.S. sanctions on Russia.544 

On March 21, 2016, candidate Tmmp fo1mally and publicly identified Page as a member 
of his foreign policy team to advise on Russia and the energy sector.546 Over the next several 
months, Page continued providing policy-related work product to Campaign officials. For 
example, in April 2016, Page provided feedback on an outline for a foreign policy speech that the 
candidate gave at the Mayflower Hotel, 547 see Volume I, Section IV.A.4, infra. In May 2016, Page 
prepared an outline of an energy policy speech for the Campaign and then traveled to Bismarck, 
North Dakota, to watch the candidate deliver the speech.548 Chief policy advisor Sam Clovis 
expressed appreciation for Page's work and praised his work to other Campaign officials.549 

c. Carur PRge's July 2()16 Trip To Moscow 

Page's affiliation with the Trump Campaign took on a higher profile and drew the attention 
of Russian officials after the candidate named him a foreign policy advisor. As a result, in late 
April 2016, Page was invited to give a speech at the July 2016 commencement ceremony at the 

541 See, e.g., 1/30/16 Email, Page to Glassner et al.; 3/17/!6 Email, Page to Clovis (attaching a 
"President's Daily Brief' prepared by Page that discussed the "severe ation ofU.S.-Russia relations 
following Washington's meddling" in Ukraine); 

542 1/30/16 Email, Page to Glassner et al. 
543 1/30/16 Email, Page to Glassner et al. 
544 l/30/16 Email, Page to Glassner et al. 
545 

Washing 

548 

with the Washington Post Editorial Board, 

549 See, e.g., 3/28/16 Email, Clovis to Lewandowski et al. (forwarding notes prepared by Page and 
stating, "I wanted to let you know the type of work some of our advisors are capable of."). 
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New Economic School (NES) in Moscow.550 The NES commencement ceremony generally 
featured high-profile speakers; for example, President Barack Obama delivered a commencement 
address at the school in 2009.551 NES officials told the Office that the interest in inviting Page to 
speak at NES was based entirely on his status as a Trump Campaign advisor who served as the 
candidate's Russia expert.552 Andrej Krickovic, an associate of Page's and assistant professor at 
the Higher School of Economics in Russia, recommended that NES rector Shlomo Weber invite 
Page to give the commencement address based on his connection to the Trump Campaign.553 

Denis Klimentov, an employee ofNES, said that when Russians learned of Page's involvement in 
the Trump Campaign in March 2016, the excitement was palpable.554 Weber recalled that in 
summer 2016 there was substantial interest in the Trump Campaign in Moscow, and he felt that 
bringing a member of the Campaign to the school would be beneficia!.555 

Page was eager to accept the invitation to speak at NES, and he sought approval from 
Trump Campaign officials to make the trip to Russia. 556 On May 16, 2016, while that request was 
still under consideration, Page emailed Clovis, J.D. Gordon, and Walid Phares and suggested that 
candidate Trump take his place speaking at the commencement ceremony in Moscow. 557 On June 
19, 2016, Page followed up again to request approval to speak at the NES event and to reiterate 
that NES "would love to have Mr. Trump speak at this annual celebration" in Page's place.558 

Campaign manager Corey Lewandowski responded the same day, saying, "If you want to do this, 
it would be out side [sic] of your role with the DJT for President campaign. I am certain Mr. 
Trump will not be able to attend."559 

In early July 2016, Page traveled to Russia for the NES events. On July 5, 2016, Denis 
Klimentov, copying his brother, Dmitri Klimentov,560 emailed Maria Zakharova, the Director of 
the Russian Ministry of Foreign Affairs' Information and Press Department, about Page's visit and 
his connection to the Trump Campaign.561 Denis Klimentov said in the email that he wanted to 
draw the Russian government's attention to Page's visit in Moscow.562 His message to Zakharova 

550 Page 3/16/17 302, at 2-3; Page 3/l 0/17 302, at 3. 
551 S. Weber 7/28/17 302, at 3. 
552 Y. Weber6/I/17 302, at 4-5; S. Weber 7/28/17 302, at 3. 
553 See Y. Weber 6/1/17 302, at 4; S. Weber 7/28/17 302, at 3. 
554 De. Klimentov 6/9/17 302, at 2. 
555 S. Weber 7/28/17 302, at 3. 
556 See 5/16116 Email, Page to Phares et al. (referring to submission of a "campaign advisor request 

form"). 
557 ; 5/16/16 Email, Page to Phares et al. 
558 6/19/16 Email, Page to Gordon ct al. 
559 6/19/16 Email, Lewandowski to Page et al. 
560 Dmitri Klimentov is a New York-based public relations consultant. 
561 7/5/16 Email, Klimentov to Zakharova (translated). 
562 7/5/16 Email, Klimentov to Zakharova (translated). 
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continued: "Page is Trump's adviser on foreign policy. He is a known businessman; he used to 
work in Russia .... If you have any questions, I will be happy to help contact him."563 Dmitri 
Klimentov then contacted Russian Press Secretary Dmitry Peskov about Page's visit to see if 
Peskov wanted to introduce Page to any Russian government officials.564 The following day, 
Peskov responded to what appears to have been the same Denis Klimentov-Zakharova email 
thread. Peskov wrote, "I have read about [Page]. Specialists say that he is far from being the main 
one. So I better not initiate a meeting in the Kremlin."565 

On July 7, 2016, Page delivered the first of his two speeches in Moscow at NES.566 In the 
speech, Page criticized the U.S. government's foreign policy toward Russia, stating that 
"Washington and other Western capitals have impeded potential progress through their often 
hypocritical focus on ideas such as democratization, inequality, corruption and regime change."567 

On July 8, 2016, Page delivered a speech during the NES commencement. 568 After Page delivered 
his commencement address, Russian Deputy Prime Minister and NES board member Arkady 
Dvorkovich spoke at the ceremony and stated that the sanctions the United States had imposed on 
Russia had hurt the NES.569 Page and Dvorkovich shook hands at the commencement ceremony, 
and Weber recalled that Dvorkovich made statements to Pa e about workin to ether in the 
future.570 

Page said that, during his time in Moscow, he met with friends and associates he knew 
from when he lived in Russia, including Andrey Baranov, a former Gazprom employee who had 
become the head of investor relations at Rosneft, a Russian energy company.572 Page stated that 
he and Baranov talked about "immaterial non-public" information.573 Page believed he and 
Baranov discussed Rosneft president Igor Sechin, and he thought Baranov might have mentioned 

563 7/5/16 Email, Klimentov to Zakharova (translated). 
564 Dm. Klimentov 11/27/18 302, at 1-2. 

565 7/6/16 Email, Peskov to Klimentov (translated). 
566 Page 3/10/17 302, at 3. 
567 See Carter W. Page, The Lecture of Trump's Advisor Carter Page in Moscow, YouTube 

Channel Katehon Think Tank, Posted July 7, 2016, available at https://www.youtube.com/watch? 
timc-.continue=28&v=lCYF29saA9w. Page also provided the FBI with a copy of his speech and slides 
from the speech. See Carter Page, "The Evolution of the World Economy: Trends and Potential," Speech 
at National Economic Speech (July 7, 2016). 

568 Page 3/10/17 302, at 3. 

569 Page 3/16/17 302, at 3. 
570 S. Weber 7/28/17 302, at 4. 

571 

572 Page 3/10/17 302, at 3; Page 3/30/17 302, at 3; Page 3/31/17 302, at 2. 
573 Page 3/30/17 302, at 3. 
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the possibility of a sale of a stake in Rosneft in passing.574 Page recalled mentioning his 
involvement in the Trump Campaign with Baranov, although he did not remember details of the 
conversation.575 Page also met with individuals from Tatneft, a Russian energy company, to 
discuss possible business deals, including having Page work as a consultant.576 

On July 8, 2016, while he was in Moscow, Page emailed several Campaign officials and 
stated he would send "a readout soon regarding some incredible insights and outreach I've received 
from a few Russian legislators and senior members of the Presidential Administration here."577 

On July 9, 2016, Page emailed Clovis, writing in pertinent part: 

Russian Deputy Prime minister and NES board member Arkady Dvorkovich also spoke 
before the event. In a private conversation, Dvorkovich expressed strong support for Mr. 
Trump and a desire to work together toward devising better solutions in response to the 
vast range of current international problems. Based on feedback from a diverse array of 
other sources close to the Presidential Administration, it was readily apparent that this 
sentiment is widely held at all levels of govemment.578 

The Office was unable to obtain additional evidence or testimony about who Page 
may have met or communicated with in Moscow; thus, Page's activities in Russia-as described 
in his emails with the Campaign-were not fully explained. 

574 Page 3/30/17 302, at 9. I"'' 
575 

576 Page 3/10/17 302, at 3; Page 3/30/17 302, at 7; Page 3/31/17 302, at 2. 
577 

578 

579 

580 

581 

582 

7 /8/16 Email, Page to Dahl & Gordon. 

7/9/16 Email, Page to Clovis. 
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d. Later Campaign Work and Removal from the Campaign 

In July 2016, after returning from Russia, Page traveled to the Republican National 
Convention in Cleveland.583 While there, Page met Russian Ambassador to the United States 
Sergey Kislyak; that interaction is described in Volume I, Section N.A.6.a, infra.584 Page later 
emailed Campaign officials with feedback he said he received from ambassadors he had met at the 
Convention, and he wrote that Ambassador Kisl ak was worried about candidate Clinton's 
world views. 585 

Following the Convention, Page's trip to Moscow and his advocacy for pro•Russia foreign 
policy drew the media's attention and began to generate substantial press coverage. The Campaign 
responded by distancing itself from Page, describing him as an "informal foreign policy advisor" 
who did "not speak for Mr. Trump or the campaign."587 On September 23, 2016, Yahoo! News 
reported that U.S. intelligence officials were investigating whether Page had opened private 
communications with senior Russian officials to discuss U.S. sanctions policy under a possible 
Trump Administration.588 A Campaign spokesman told Yahoo! News that Page had "no role" in 
the Campaign and that the Campaign was "not aware of any of his activities, past or present."589 

On September 24, 2016, Page was formally removed from the Campaign.590 

Although had been removed from the Campaign, after the election he sought a 
position in the Trump Administration.591 On November 14, 2016, he submitted an application to 
the Transition Team that inflated his credentials and experiences, stating that in his capacity as a 
Trump Campaign foreign policy advisor he had met with "top world leaders" and "effectively 

583 Page 3/10/17 302, at 4; Page 3/16/17 302, at 3. 
584 Page 3/10/17 302, at 4; Page 3/16/17 302, at 3. 

; 7/23/16 Email, Page to Clovis; 7/25/16 Email, 

587 See, e.g., Steven Mufson & Tom Hamburger, Tn1mp Advisor's Public Comments. Ties to 
Moscow Stir Unease in Both Parties, Washington Post (Aug. 5, 2016). 

588 Michael lsikoff, U.S. Intel Olficials Probe Ties Between Trump Adviser and Kremlin, Yahoo! 
News (Sept. 23, 2016). 

589 Michael Isikoff, U.S. lntel Officials Probe Ties Between Trump Adviser and Kremlin, Yahoo! 
News (Sept. 23, 2016); see also 9125116 Email, Hicks to Conway & Bannon (instructing that inquiries about 
Page should be answered with "[h]e was announced as an informal adviser in March. Since then he has 
had no role or official contact with the campaign. We have no knowledge of activities past or present and 
he now officially has been removed from all lists etc."). 

590 Page 3/16117 302, at 2; see, e.g., 9/23/16 Email, J. Miller to Bannon & S. Miller (discussing 
plans to remove Page from the campaign). 

59! , "Transition Online Form," l l/14/161B 
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responded to diplomatic outreach efforts from senior government officials in Asia, Europe, the 
Middle East, Africa, [ and] the Americas. "592 Page received no response from the Transition Team. 
When Page took a personal trip to Moscow in December 2016, he met again with at least one 
Russian government official. That interaction and a discussion of the December trip are set forth 
in Volume I, Section IV.B.6, infra. 

4. Dimitri Simes and the Center for the National Interest 

Members of the Trump Campaign interacted on several occasions with the Center for the 
National Interest (CNI), principally through its President and Chief Executive Officer, Dimitri 
Simes. CNI is a think tank with expertise in and connections to the Russian government. Simes 
was born in the former Soviet Union and immigrated to the United States in the 1970s. In April 
2016, candidate Trump delivered his first speech on foreign policy and national security at an event 
hosted by the National Interest, a publication affiliated with CNI. Then-Senator Jeff Sessions and 
Russian Ambassador Kislyak both attended the event and, as a result, it gained some attention in 
relation to Sessions's confirmation hearings to become Attorney General. Sessions had various 
other contacts with CNI during the campaign period on foreign-policy matters, including Russia. 
Jared Kushner also interacted with Simes about Russian issues during the campaign. The 
investigation did not identify evidence that the Campaign passed or received any messages to or 
from the Russian government through CNI or Simes. 

a. CNI and Dimitri Simes Connect with tire Trump Campaign 

CNI is a Washington-based non-profit organization that grew out of a center founded by 
former President Richard Nixon.593 CNI describes itself"as a voice for strategic realism in U.S. 
foreign policy," and publishes a bi-monthly foreign policy magazine, the Nationallnterest. 594 CNI 
is overseen by a board of directors and an advisory council that is largely honorary and whose 
members at the relevant time included Sessions, who served as an advisor to candidate Trump on 
national security and foreign policy issues.595 

Dimitri Simes is president and CEO of CNI and the publisher and CEO of the National 
lnterest.596 Simes was born in the former Soviet Union, emigrated to the United States in the early 
1970s, and joined CNI' s predecessor after working at the Carnegie Endowment for International 

593 Simes 3/8/18 302, at 1-2. 
594 About the Center, CNI, available at https://cftni.org/about/. 
595 Advisory Counsel, CNI, available at https:/lweb.archive.org/web/2016!030025331/ 

http://cftni.org/about/advisory-council/; Simes 3/8/18 302, at 3-4; Saunders 2/15/18 302, at 4; Sessions 
l/17/18302,at 16. 

596 Simes 3/8/18 302, at 2. 
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Peace.597 Simes personally has many contacts with current and former Russian government 
offidals,598 as does CNJ collectively. As CNI stated when seeking a grant from the Carnegie 
Corporation in 2015, CNI has "unparalleled access to Russian officials and politicians among 
Washington think tanks,"599 in part because CNI has arranged for U.S. delegations to visit Russia 
and for Russian delegations to visit the United States as part of so-called "Track Ir' diplomatic 
efforts. 600 

On March 14, 2016, CNI board member Richard Plepler organized a luncheon for CNI and 
its honorary chairman, Henry Kissinger, at the Time Warner Building in New York.601 The idea 
behind the event was to generate interest in CNI' s work and recruit new board members for CNI. 602 

Along with Simes, attendees at the event included Jared Kushner, son-in-law of candidate 
Trump.603 Kushner told the Office that the event came at a time when the Trump Campaign was 
having trouble securing support from experienced foreign policy professionals and that, as a result, 
he decided to seek Simes's assistance during the March 14 event.604 

Simes and Kushner spoke again on a March 24, 2016 telephone call,605 three days after 
Trump had publicly named the team of foreign policy advisors that had been put together on short 
notice.606 On March 31, 2016, Simes and Kushner had an in-person, one-on-one meeting in 
Kushner's New York office.607 During that meeting, Simes told Kushner that the best way to 
handle foreil:,>n-policy issues for the Trump Campaign would be to organize an advisory group of 
experts to meet with candidate Trump and develop a foreign policy approach that was consistent 
with Trump's voice.608 Simes believed that Kushner was receptive to that suggestion.609 

Simes also had contact with other individuals associated with the Trump Campaign 
regarding the Campaign's foreign policy positions. For example, on June 17, 2016, Simes sent 
J.D. Gordon an email with a "memo to Senator Sessions that we discussed at our recent meeting" 

so/I Simes 3/8/18 302, at 1-2: Simes 3/27/18 302, al 19. 
598 Simes 3/27/18 302, at 10-15. 
599 C000l 1656 (Rethinking U.S,-Russia Relations, CNI (Apr. 18, 2015)). 
600 Simes 3/8/18 302, at 5; Saunders 2/15/18 302, at 29-30; Zakheim 1/25/18 302, at 3. 
601 Simes 3/8/18 302, at 6; C00006784 (3/11/16 Email, Gilbride to Saunders (3:43:12 p.m.); cj: 

Zakheim 1/25118 302, at I (Kissinger was CNI's "Honorary Chairman of the Board"); Boyd !/24/18 302, 
at 2; P. Sanders 2/15/l 8 302, at 5. 

602 Simes 3/8/18 302, at 5-6; Simes 3/27/18 302, at 2. 
603 Simes 3/8/18 302, at 6; Kushner 4/l 1/18 302 at 2. 
604 Kushner 4/11 /18 302, at 2. 
605 Simes 3/8/18 302, at 6-7. 
606 

607 Simes 3/8/18 302, at 7-9. 
608 Simes 3/8/18 302, at 7-8. 

see Volume 1, Section IV.A.2, supra. 

609 Simes 3/8/18 302, at 8; see also Boyd 1/24/! 8 302, at 2. 
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and asked Gordon to both read it and share it with Sessions. The memorandum proposed building 
a "small and carefully selected group of experts" to assist Sessions with the Campaign, operating 
under the assumption "that Hillary Clinton is very vulnerable on national security and foreign 
policy issues." The memorandum outlined key issues for the Campaign, including a "new 
beginning with Russia."610 

b. National Interest Hosts a Foreign Policy Speech at the Mayflower Hotel 

During both their March 24 phone call and their March 31 in-person meeting, Simes and 
Kushner discussed the possibility of CNl hosting a foreign policy speech by candidate Trump. 611 

Following those conversations, Simes agreed that he and others associated with CNI would 
provide behind-the-scenes input on the substance of the foreign-policy speech and that CNI 
officials would coordinate the logistics of the speech with Sessions and his staff, including 
Sessions's chief of staff, Rick Dearborn.612 

In mid-April 2016, Kushner put Simes in contact with senior policy advisor Stephen Miller 
and forwarded to Simes an outline of the foreign-policy speech that Miller had prepared.613 Simes 
sent back to the Campaign bullet points with ideas for the speech that he had drafted with CNI 
Executive Director Paul Saunders and board member Richard Burt.614 Simes received subsequent 
draft outlines from Miller, and he and Saunders spoke to Miller by phone about substantive 
changes to the speech.615 It is not clear, however, whether CNI officials received an actual draft 
of the speech for comment; while Saunders recalled having received an actual draft, Simes did not, 
and the emails that CNI produced to this Office do not contain such a draft.616 

After board members expressed concern to Simes that CNI's hosting the speech could be 
perceived as an endorsement of a particular candidate, CNI decided to have its publication, the 
National Interest, serve as the host and to have the event at the National Press Club.617 Kushner 
later requested that the event be moved to the Mayflower Hotel, which was another venue that 
Simes had mentioned during initial discussions with the Campaign, in order to address concerns 
about security and capacity.618 

61° C00008187 (6/17/16 Email, Simes to Gordon (3:35:45 p.m.)). 
611 Simes 3/8/18 302, at 7. 
612 Simes 3/8/18 302, at 8-11; C00008923 (4/6/16 Email, Simes to Burt (2:22:28 p.m.)); Burt 2/9/18 

302, at 7. 
613 C00008551 (4/17/16 Email, Kushner to Simes (2:44:25 p.m.)); C00006759 (4/14/16 Email 

Kushner to Simes & S. Miller (12:30 p.m.)). 
614 Burt 2/9/18 302, at 7; Saunders 2/15/18 302, at 7-8. 
615 Simes 3/8/18 302, at 13; Saunders 2/15/18 302, at 7-8. 
616 Simes 3/8/18 302, at 13; Saunders 2/15/18 302, at 7-8. 
617 Saunders 2/15/18 302, at 8; Simes 3/8/18 302, at 12; C00003834-43 (4/22/16 Email, Simes to 

Boyd et al. (8:47 a.m.)). 
618 Simes 3/8/18 302, at 12, 18; Saunders 2/15/18 302, at 11. 
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On April 25, 2016, Saunders booked event rooms at the Mayflower to host both the speech 
and a VIP reception that was to be held beforehand.619 Saunders understood that the reception­
at which invitees would have the chance to meet candidate Trump-would be a small event.620 

Saunders decided who would attend by looking at the list of CNI' s invitees to the speech itself and 
then choosing a subset for the reception.621 CNI's invitees to the reception included Sessions and 
Kislyak.622 The week before the speech Simes had informed Kislyak that he would be invited to 
the speech, and that he would have the opportunity to meet Trump.623 

When the pre-speech reception began on April 27, a receiving line was quickly organized 
so that attendees could meet Trump.624 Sessions first stood next to Trump to introduce him to the 
members of Congress who were in attendance.625 After those members had been introduced, 
Simes stood next to Trump and introduced him to the CNI invitees in attendance, including 
Kislyak.626 Simes perceived the introduction to be positive and friendly, but thought it clear that 
Kislyak and Trump had just met for the first time.627 Kislyak also met Kushner during the pre­
speech reception. The two shook hands and chatted for a minute or two, during which Kushner 
recalled Kislyak saying, "we like what your candidate is saying ... it's refreshing. "628 

Several public reports state that, in addition to speaking to Kushner at the pre-speech 
reception, Kislyak also met or conversed with Sessions at that time.629 Sessions stated to 
investigators, however, that he did not remember any such conversation.630 Nor did anyone else 
affiliated with CNI or the National Interest specifically recall a conversation or meeting between 
Sessions and Kislyak at the pre-speech reception.631 It appears that, if a conversation occurred at 
the pre-speech reception, it was a brief one conducted in public view, similar to the exchange 
between Kushner and Kislyak. 

619 Saunders 2/15/18 302, at 11-12; C00006651-57 (Mayflower Group Sales Agreement). 
620 Saunders 2/15/18 302, at 12-13. 
621 Saunders 2/15/18 302, at 12. 
622 C00002575 (Attendee List); C00008536 (4/25/16 Email, Simes to Kushner (4:53:45 p.m.)). 
623 Simes 3/8/18 302, at 19-20. 
624 Simes 3/8/18 302, at 21. 
625 Simes 3/8/l 8 302, at 2 L 
626 Simes 3/8/18 302, at 21. 
627 Simes 3/8/18 302, at 21. 
628 Kushner 4/11/18 302, at 4. 
629 See, e.g., Ken Dilanian, Did Trump, Kushner, Sessions Have an Undisclosed Meeting With 

Russian?, NBC News (June l, 2016); Julia loffe, Why Did Jeff Sessions Really Meet With Sergey Kislyak, 
The Atlantic ( June 13, 2017). 

630 Sessions l /l 7 /18 302, at 22. 
631 Simes 3/8/18 302, at 21; Saunders 2/15/18 302, at 14, 21; Boyd 1/24/18 302, at 3-4; Heilbrunn 

2/l/18 302, at 6; Statement Regarding President Trump's April 27, 2016 Foreign Policy Speech at the 
Center for the National Interest, CNI (Mar. 8, 2017). 
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The Office found no evidence that Kislyak conversed with either Trump or Sessions after 
the speech, or would have had the opportunity to do so. Simes, for example, did not recall seeing 
Kislyak at the post-speech luncheon,632 and the only witness who accounted for Sessions's 
whereabouts stated that Sessions may have spoken to the press after the event but then departed 
for Capitol Hill.633 Saunders recall~d, based in part on a food-related request he received from a 
Campaign staff member, that Trump left the hotel a few minutes after the speech to go to the 
airport. 634 

c. Jeff Sessions's Post-Speech Interactions with CNI 

In the wake ofSessions's confirmation hearings as Attorney General, questions arose about 
whether Sessions's campaign-period interactions with CNI apart from the Mayflower speech 
included any additional meetings with Ambassador Kislyak or involved Russian-related matters. 
With respect to Kislyak contacts, on May 23, 2016, Sessions attended CNI's Distinguished Service 
Award dinner at the Four Seasons Hotel in Washington, D.C.635 Sessions attended a pre-dinner 
reception and was seated at one of two head tables for the event.636 A seating chart prepared by 
Saunders indicates that Sessions was scheduled to be seated next to Kislyak, who appears to have 
responded to the invitation by indicating he would attend the event.637 Sessions, however, did not 
remember seeing, speaking with, or sitting next to Kislyak at the dinner.638 Although CNI board 
member Charles Boyd said he may have seen Kislyak at the dinner,639 Simes, Saunders, and Jacob 
Heilbrunn-editor of the National Interest-all had no recollection of seeing Kislyak at the May 
23 event.640 Kislyak also does not appear in any of the photos from the event that the Office 
obtained. 

In the summer of 2016, CNI organized at least two dinners in Washington, D.C. for 
Sessions to meet with experienced foreign policy professionals.641 The dinners included CNI­
affiliated individuals, such as Richard Burt and Zalmay Khalilzaci, a former U.S. ambassador to 
Afghanistan and Iraq and the person who had introduced Trump before the April 27, 2016 foreign-

632 Simes 3/8/18 302, at 22; Heilbrunn 2/1/18 302, at 7. 
633 Luff 1/30/18 302, at 4. 
634 Saunders 2/15/18 302, at 15. 
635 Sessions 1/17/18 302, at 22; Saunders 2/15/18 302, at 17. 
636 Saunders 2/15/18 302, at 17; C00004779-80 (5/23/16 Email, Cantelmo to Saunders & Hagberg 

(9:30:12 a.m.); C00004362 (5/23/16 Email, Bauman to Cantelmo et al. (2:02:32 a.m.). 
631 C00004362 (5/23/16 Email Bauman to Cantelmo et al. (2:02:32 a.m.). 
638 Sessions 1/17/18 302, at 22. 
639 Boyd 1/24/18 302, at 4. 
640 Simes 3/8/18 302, at 23; Saunders 2/15/18 302, at 18; Heilbrunn 2/1/18 302, at 7. 
641 Simes 3/8/18 302, at31; Saunders 2/15/18 302, at 19; Burt 2/9/18 302, at 9-10; Khalilzad 1/9/18 

302, at 5. 
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policy speech.642 Khalilzad also met with Sessions one-on-one separately from the dinners.643 At 
the dinners and in the meetings, the participants addressed U.S. relations with Russia, including 
how U.S. relations with NATO and European countries affected U.S. policy toward Russia.644 But 
the discussions were not exclusively focused on Russia.645 Khalilzad, for example, recalled 
discussing "nation-building" and violent extremism with Sessions.646 In addition, Sessions asked 
Saunders ( of CNI) to draft two memoranda not specific to Russia: one on Hillary Clinton's foreign 
policy shortcomings and another on Egypt.647 

d. Jared Kushner's Continuing Contacts with Simes 

Between the April 2016 speech at the Mayflower Hotel and the presidential election, Jared 
Kushner had periodic contacts with Simes.648 Those contacts consisted of both in-person meetings 
and phone conversations, which concerned how to address issues relating to Russia in the 
Campaign and how to move forward with the advisory group of foreign policy experts that Simes 
had proposed.649 Simes recalled that he, not Kushner, initiated all conversations about Russia, and 
that Kushner never asked him to set up back-channel conversations with Russians.650 According 
to Simes, after the Mayflower speech in late April, Simes raised the issue of Russian contacts with 
Kushner, advised that it was bad optics for the Campaign to develop hidden Russian contacts, and 
told Kushner both that the Campaign should not highlight Russia as an issue and should handle 
any contacts with Russians with care.651 Kushner generally provided a similar account of his 
interactions with Simes.652 

Among the Kushner-Simes meetings was one held on Augnst 17, 2016, at Simes 's request, 
in Kushner's New York office. The meeting was to address foreign policy advice that CNI was 
providing and how to respond to the Clinton Campaign's Russia-related attacks on candidate 

642 Burt 2/9/18 302, at 9-10; Khalilzad 1/9/18 302, at 1-2, 5. 
643 Khalilzad 1/9/18 302, at 5-6. 
644 Simes 3/8/18 302, at 31; Burt 2/9/18 302, at 9- l O; Khalilzad 1/9/18 302, at 5. 
645 Saunders 2/15/18 302, at 20. 
646 Khalilzad 1/9/18 302, at 6. 
647 Saunders 2/15/18 302, at 19-20. 
648 Simes 3/8/18 302, at 27. 
649 Simes 3/8/18 302, at 27. 
650 Simes 3/8/18 302, at 27. 
651 Simes 3/8/18 302, at 27. During this period of time, the Campaign received a request for a high• 

level Campaign official to meet with an officer at a Russian state-owned bank "to discuss an offer [that 
officer] claims to be carrying from President Putin to meet with" candidate Trump. NOSC00005653 
(5/17 /16 Email, Dearborn to Kushner (8: 12 a.m.)). Copying Manafort and Gates, Kushner responded, "Pass 
on this. A lot of people come·claimingto carry messages. Very few are able to verify. Fornow I think we 
decline such meetings. Most likely these people go hack home and claim they have special access to gain 
importance for themselves. Be careful." NOSC00005653 (5/17/16 Email, Kushner to Dearborn). 

652 Kushner4/ll/18 302, at 11-13. 
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Trump.653 In advance of the meeting, Simes sent Kushner a "Russia Policy Memo" laying out 
"what Mr. Trump may want to say about Russia."654 In a cover email transmitting tbat memo and 
a phone call to set up the meeting, Simes mentioned "a well-documented story of highly 
questionable connections between Bill Clinton" and the Russian government, "parts of [which]" 
(according to Simes) had even been "discussed witb tbe CIA and tbe FBI in tbe late 1990s and 
shared with the [Independent Counsel] at the end of the Clinton presidency."655 Kushner 
forwarded the email to senior Trump Campaign officials Stephen Miller, Paul Manafort, and Rick 
Gates, with the note "suggestion only."656 Manafort subsequently forwarded the email to his 
assistant and scheduled a meeting with Simes.657 (Manafort was on the verge of leaving the 
Campaign by the time of tbe scheduled meeting with Simes, and Simes ended up meeting only 
with Kushner). 

During the August 17 meeting, Simes provided Kushner tbe Clinton-related information 
that he had romised.658 Simes told Kushner that 

e official Fritz Ermarth, earned it from U.S. 
intelligence sources, not from Russians.660 

Simes perceived that Kushner did not find the information to be of interest or use to the 
Campaign because it was, in Simes's words, "old news."661 When interviewed by the Office, 
Kushner stated tbat he believed that there was little chance of something new being revealed about 
tbe Clintons given their long career as public figures, and tbat he never received from Simes 
information tbat could be "operationalized" for the Trump Campaigu.662 Despite Kushner's 

653 Simes 3/8/18 302, at 29-30; Simes 3/27/18 302, at 6; Kushner 4/11/18 302, at 12; C00007269 
(8/10/16 Meeting Invitation, Vargas to Simes et al.); DJTFP00023484 (8/11/16 Email, Hagan to Manafort 
(5:57:15 p.m.)). 

654 C00007981-84 (8/9/16 Email, Simes to Kushner (6:09:21 p.m.)). The memorandum 
recommended "downplaying Russia as a U.S. foreign policy priority at this time" and suggested that "some 
tend to exaggerate Putin's flaws." The memorandum also recommended approaching general Russian­
related questions in the framework of "how to work with Russia to advance important U.S. national 
interests" and that a Trump Administration "not go abroad in search of monsters to destroy." The 
memorandum did not discuss sanctions but did address how to handle Ukraine-related questions, including 
questions about Russia's invasion and annexation of Crimea. 

655 C0000798l (8/9/16 Email, Simes to Kushner (6:09:21 p.m.)). 
656 DJTFP00023459 (8/l0/16 Email, Kushner to S. Miller et al. (11:30:13 a.m.)). 
657 DJTFP00023484 (8/11/16 Email, Hagan to Manafort (5:57:15 p.m.)). 
658 Simes 3/8/18 302, at 29-30; Simes 3/27/18 302, at 6; Kushner 4/11/18 302, at 12. 
659 Simes 3/8/18 302, at 30; Simes 3/27/18 302, at 6. 
660 Simes 3/8/l 8 302, at 30. 
661 Simes 3/8/18 302, at 30; Simes 3/27/18 302, at 6. 
662 Kushner 4/11/18 302, at 12. 
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reaction, Simes believed that he provided the same information at a small group meeting of foreign 
policy experts that CNI organized for Sessions. 663 

5. June 9, 2016 Meeting at Trump Tower 

On June 9, 2016, senior representatives of the Trump Campaign met in Trump Tower with 
a Russian attorney expecting to receive derogatory information about Hillary Clinton from the 
Russian government. The meeting was proposed to Donald Trump Jr. in an email from Robert 
Goldstone, at the request of his then-client Emin Agalarov, the son of Russian real-estate developer 
Arns Agalarov. Goldstone relayed to Trump Jr. that the "Crown prosecutor of Russia ... offered 
to provide the Trump Campaign with some official documents and information that would 
incriminate Hillary and her dealings with Russia" as "part of Russia and its government's support 
for Mr. Trump." Trump Jr. immediately responded that "if it's what you say I love it," and arranged 
the meeting through a series of emails and telephone calls. 

Trump Jr. invited campaign chairman Paul Manafort and senior advisor Jared Kushner to 
attend the meeting, and both attended. Members of the Campaign discussed the meeting before it 
occurred, and Michael Cohen recalled that Trump Jr. may have told candidate Trump about an 
upcoming meeting to receive adverse information about Clinton, without linking the meeting to 
Russia. According to written answers submitted by President Trump, he has no recollection of 
learning of the meeting at the time, and the Office found no documentary evidence showing that he 
was made aware of the meeting--or its Russian connection-before it occurred. 

The Russian attorney who spoke at the meeting, Natalia Veselnitskaya, had previously 
worked for the Russian government and maintained a relationship with that government throughout 
this period of time. She claimed that funds derived from illegal activities in Russia were provided 
to Hillary Clinton and other Democrats. Trump Jr. requested evidence to support those claims, but 
Veselnitskaya did not provide such information. She and her associates then turned to a critique of 
the origins of the Magnitsky Act, a 2012 statute that imposed financial and travel sanctions on 
Russian officials and that resulted in a retaliatory ban on adoptions of Russian children. Trump Jr. 
suggested that the issue could be revisited when and if candidate Trump was elected. After the 
election, Veselnitskaya made additional efforts to follow up on the meeting, but the Trump 
Transition Team did not engage. 

a. Setting Up the June 9 Meeting 

i. Outreach to Donald Trump Jr. 

Aras Agalarov is a Russian real-estate developer with ties to Putin and other members of 
the Russian government, including Russia's Prosecutor General, Yuri Chaika.664 Aras Agalarov 
is the president of the Crocus Group, a Russian enterprise that holds substantial Russian 
government construction contracts and that-as discussed above, Volume I, Section IV.A. I, supra 

at 4. 

663 Simes 3/8/18 302, at 30. 
664 Goldstone 2/8/18 302, 
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-worked with Trump in connection with the 2013 Miss Universe pageant in Moscow and a 
potential Trump Moscow real-estate project.665 The relationship continued over time, as the parties 
pursued the Trump Moscow project in 2013-2014 and exchanged gifts and letters in 2016.666 For 
example, in April 2016, Trump responded to a letter from Aras Agalarov with a handwritten 
note.667 Aras Agalarov expressed interest in Trump's campaign, passed on "congratµ!ations" for 
winning in the primary and-according to one email drafted by Goldstone--an "offer" of his 
"support and that of many of his important Russian friends and colleagues[,) especially with 
reference to U.S./Russian relations."668 

On June 3, 2016, Emin Agalarov called Goldstone, Emin's then-publicist.669 Goldstone is 
a music and events promoter who represented Emin Agalarov from approximately late 2012 until 
late 2016.670 While representing Emin Agalarov, Goldstone facilitated the ongoing contact 
between the Trumps and the Agalarovs-includin an invitation that Trum sent to Putin to attend 
the 2013 Miss Universe Pa eant in Moscow.671 

665 Kaveladze 
ll/16/17 302, at 3; Shugart 9/25/17 302, at 2-3; 

at 3. 

666 

' ' ' 
Kaveladze 11/16/17 302, at 5-6; 4/25/16 Email, Graff to Goldstone. 

667 RG000033-34 (4/25/16 Email, Graff to Goldstone (attachment)). 

669 Call Records of Robert Goldstone 
Goldstone 2/8/l 8 302, at 6. 

670 Goldstone 2/8/18 302, at 1-2; Beniaminov 1/6/18 302, 

671 Goldstone 2/8/18 302, at 1-5; ] I 2 DJTJR00008 
(2/29/19 Email, Goldstone to Trump Jr.); Bemammov 116/18 02, at 3; hugart 9/ 5/17 302, at 2; 
TRUMPORG_l8_001325 (6/21/13 Email, Goldstone to Graff); TRlJMPORG_l8_0010l3 (6/24/13 Email, 
Goldstone to Graff); TRUMPORG_l8_001014 (6/24/13 Email, Graff to Shugart); 
TRUMPORG_l8_001018 (6/26/13 Email, Graffto Goldstone); TRUMPORG_l8_00!022 (6/27/13 Email, 
Graff to L. Kelly); TRUMPORG_l8_001333 (9/12/13 Email, Goldstone to Graff, Shugart); 
MUO00004289 (7/27/13 Email, Goldstone to Graff, Shugart). 

see Goldstone 2/8/18 302, at 6-7. 
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The mentioned by Emin Agalarov was Natalia 
Veselnitskaya. From approximately 1998 until 2001, Veselnitskaya worked as a prosecutor for 
the Central Administrative District of the Russian Prosecutor's Office,677 and she continued to 
perform government-related work and maintain ties to the Russian government following her 
departure.678 She lobbied and testified about the Magnitsky Act, which imposed financial 
sanctions and travel restrictions on Russian officials and which was named for a Russian tax 
specialist who exposed a fraud and later died in a Russian prison.679 Putin called the statute "a 
purely political, unfriendly act," and Russia responded by barring a list of current and former U.S. 
officials from entering Russia and by halting the adoption of Russian children by U.S. citizens.680 

Veselnitskaya performed legal work for Denis Katsyv ,681 the son of Russian businessman Peter 
Katsyv, and for his company Prevezon Holdings Ltd., which was a defendant in a civil-forfeiture 
action alleging the laundering of proceeds from the fraud exposed by Magnitsky.682 She also 

675 

676 In December 2018, a grand jury in the Southern District of New York returned an indictment 
charging V csclnitskaya with obstructing the Prevezon litigation discussed in the text above. See Indictment, 
United States v. Natalia Vladimirovna Veselnitskaya, No. 18-cr-904 (S.D.N.Y.). The indictment alleges, 
among other things, that Vesclnitskaya lied to the district court about her relationship to the Russian 
Prosecutor General's Office and her involvement in responding to a U.S. document request sent to the 
Russian government. 

677 Veselnitskaya 11/20/17 Statement to the Senate Committee on the Judiciary, at 2; 

678 Testimony of Natalia Veselnitskaya Before the Senate Committee on Judiciary (Nov. 20, 2017) 
at 33; Keir Simmons & Rachel Elbaum, Russian Lawyer Veselnitskaya Says She Didn't Give Trump Jr. 
Info on Clinton, NBC News (July 11, 2017); Maria Tsvetkova & Jack Stubbs, Moscow Laa:ver Who Met 
Trump Jr. Had Russian Spy Agency As Client, Reuters (July 21, 2017); Andrew E. Kramer & Sharon 
LaFraniere, Lawyer Who Was Said to Have Dirt on Clinton Had Closer Ties to Kremlin than She Let On, 
New York Times (Apr. 27, 2018). 

679 See Pub. L. No. 112-208 §§ 402, 404(a)(l), 126 Stat. 1502, 1502-1506. Sergei Magnitsky was 
a Russian tax specialist who worked for William Browder, a former investment fund manager in Russia. 
Browder hired Magnitsky to investigate tax fraud by Russian officials, and Magnitsky was charged with 
helping Browder embezzle money. After Magnitsky died in a Russian prison, Browder lobbied Congress 
to pass the Magnitsky Act. See, e.g., Andrew E. Kramer, Turning Tables in Magnitsky Case, Russia 
Accuses Nemesis of Murder, New York Times (Oct. 22, 2017); Testimony of Natalia Veselnitskaya Before 
the Senate Committee on Judiciary (Nov. 20, 2017), Exhibits at 1-4; Rosie Gray, Bill Browder's Testimony 
to the Senate Judiciary Committee, The Atlantic (July 25, 2017). 

680 Ellen Barry, Russia Bars 18 Americans After Sanctions by US, New York Times (Apr. 13, 2013); 
Tom Porter, Supporters of the Magnitsky Act Claim They've Been Targets of Russian Assassination and 
Kidnapping Bids, Newsweek (July 16, 2017). 

681 Testimony ofNatalia Veselnitskaya Before the Senate Committee on Judiciary (Nov. 20, 2017), 
at 21. 

682 See Veselnitskaya Deel., United States v. Prevezon Holdings, Ltd., No. 13-cv-6326 (S.D.N.Y.); 
see Prevezon Holdings, Second Amended Complaint; Prevezon Holdings, Mem. and Order; Prevezon 
Holdings, Deposition of Oleg Lurie. 
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appears to have been involved in an April 2016 approach to a U.S. congressional delegation in 
Moscow offering "confidential information" from "the Prosecutor General of Russia" about 
"interactions between certain political forces in our two countries. "683 

Shortly after his June 3 call with Emin Agalarov, Goldstone emailed Trump Jr.684 The 
email stated: 

Goodmomlng 
Emin jUsi called and asked me lo contact you with sollll!thlng very ln1eres11ng. 
The Crown prosecutor of Russia mel wilh his father Arns !his morning and in their meeting offered lo provide the Trump campaign wit!! 
some official documents and information !ha! woold incrimina!ll Hillary and her deaYngs with Russia and would be very useful to your father. 
This is obviously very high level and sensitive information bu! ls part of Russia and its govemmelll's support for Mr. Trump • helped along by 
Aras Md Emin. 

about ft directly? 
but it l9 ultra sensitive so Wllnted to send to you first 

Within minutes of this email, Trump Jr. responded, emailing back: "Thanks Rob I appreciate that. 
I am on the road at the moment but perhaps I just speak to Emin first. Seems we have some time 
and if it's what you say I love it especially later in the summer. Could we do a call first thing next 
week when I am back?"685 Goldstone conveyed Trump Jr.'s interest to Emin Agalarov, emailing 
that Trump Jr. "wants to speak personally on the issue."686 

On June 6, 2016, Emin Agalarov asked Goldstone if there was"[ a ]ny news," and Goldstone 
explained that Trump Jr. was likely still traveling for the "final elections ... where [T]rump will 
be 'crowned' the official nominee."687 On the same day, Goldstone again emailed Trump Jr. and 
asked when Trump Jr. was "free to talk with Emin about this Hillary info."688 Trump Jr. asked if 

683 See Gribbin 8/31/17 302, at 1-2 & lA (undated one-page document given to congressional 
delegation). The Russian Prosecutor General is an official with broad national responsibilities in the 
Russian legal system, See Federal law on the Prosecutor's Office of the Russian Federation (1992, 
amended 2004). 

684 RG000061 (6/3/16 Email, Goldstone to Trump Jr.); DJTJR00446 (6/3/16 Email, Goldstone to 
Donald Trump Jr.); @DonaldJTrumpJr 07/11/17 (11 :00) Tweet. 

685 DJTJR00446 (6/3/16 Email, Trump Jr. to Goldstone); @DonaldJTrumpJr 07/11/17 (11:00) 
Tweet; RG000061 (6/3/16 Email, Trump Jr. to Goldstone). 

686■■■■■■■■■■■■RG000062 (6/3116 Email, Goldstone & Trump Jr.). 
687 RG000063 (6/6/16 Email, A. Agalarov to Goldstone); RG000064 (6/6/16 Email, Goldstone to 

A. Agalarov). 
688 RG000065 (6/6/16 Email, Goldstone to Trump Jr,); DJTJR00446 (6/6/16 Email, Goldstone to 

Trump Jr.). 
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they could "speak now," and Goldstone arranged a call between Trump Jr. and Emin Agalarov.689 

On June 6 and June 7, Trump Jr. and Emin Agalarov had multiple brief calls. 690 

Also on June 6, 2016, Aras Agalarov called Ike Kaveladze and asked him to attend a 
meeting in New York with the Trump Organization.691 Kaveladze is a Georgia-born, naturalized 
U.S. citizen who worked in the United States for the Crocus Group and reported to Aras 
Agalarov.692 Kaveladze told the Office that, in a second phone call on June 6, 2016, Aras Agalarov 
asked Kaveladze ifhe knew anything about the Magnitsky Act, and Aras sent him a short synopsis 
for the meeting and Veselnitskaya's business card. According to Kaveladze, Aras Agalarov said 
the purpose of the meeting was to discuss the Magnitsky Act, and he asked Kaveladze to 
translate. 693 

ii. Awareness of the Meeting Within the Campaign 

On June 7, Goldstone emailed Trump Jr. and said that "Emin asked that I schedule a 
meeting with you and [t]he Russian government attorney who is flying over from Moscow."694 

Trump Jr. replied that Manafort (identified as the "campaign boss"), Jared Kushner, and Trump 
Jr. would likely attend.695 Goldstone was · to learn that Trump Jr., Manafort, and Kushner 
would attend.696 Kaveladze "puzzled" by the list of attendees and that he 
checked with one ofEmin Aga arov s assrntants, Roman Beniaminov, who said that the purpose 
of the meeting was for Veselnitskaya to convey "negative information on Hillary Clinton."697 

Beniaminov, however, stated that he did not recall having known or said that.698 

Early on June 8, 2016 Kushner emailed his assistant, asking her to discuss a 3:00 p.m. 

689 DJTJR00445 (6/6/l 6 Email, Goldstone and Trump Jr.); RG000065-67 (6/6/16 Email, Goldstone 
and Trump Jr.); 1 1 

690 DJTJR0 r .•••••••••• ); Call Records 
of Donald Trum 

691 Kave 

693 Kaveladze 11/16/17 302, at 6. 
694 DJTJR00467 (6/7/16 Email, Goldstone to Trum 

Tweet; RG000068 (6/7 /l 6 Email, Goldstone to Trump Jr.) 

Beniaminov 1/6/18 

695 DJTJR00469 (6/7/16 Email, Trump Jr. to Goldstone); @DonaldJTrumpJr 07/11/17 (11:00) 
Tweet; RG000071 6/7/16 Trum Jr. to Goldstone); OSC-KA V_00048 (617/16 Email, Goldstone to 
Kaveladze); 

696 Goldstone 2/8/18 302, at 7; 
697 see Kaveladze I 1/16/17 302 at 7; OSC-

KAV_0004 
698 Beniaminov 1/6/18 302, at 3. 
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meeting the following day with Trump Jr.699 Later that day, Trump Jr. forwarded the entirety of 
his email correspondence regarding the meeting with Goldstone to Manafort and Kushner, under 
the subject line "FW: Russia - Clinton - private and confidential," adding a note that the "[ m]eeting 
got moved to 4 tomorrow at my offices."700 Kushner then sent his assistant a second email, 
informing her that the "[mJeeting with don jr is 4pm now."701 Manafort responded, "See you 
then. P."702 

Rick Gates, who was the deputy campaign chairman, stated during interviews with the 
Office that in the days before June 9, 2016 Trump Jr. announced at a regular morning meeting of 
senior campaign staff and Trump family members that he had a lead on negative information about 
the Clinton Foundation.703 Gates believed that Trump Jr. said the information was coming from a 
group in Kyrgyzstan and that he was introduced to the group by a fiiend.704 Gates recalled that 
the meeting was attended by Trump Jr., Eric Trump, Paul Manafort, Hope Hicks, and,joining late, 
Ivanka Trump and Jared Kushner. According to Gates, ~anafort warned the group that the 
meeting likely would not yield vital information and they should be careful. 705 Hicks denied any 
knowledge of the June 9 meeting before 2017, 706 and Kushner did not recall if the planned June 9 
meeting came up at all earlier that week. 707 

Michael Cohen recalled being in Donald J. Trump's office on June 6 or 7 when Trump Jr. 
told his father that a meeting to obtain adverse information about Clinton was going forward.708 

Cohen did not recall Trump Jr. stating that the meeting was connected to Russia. 709 From the tenor 
of the conversation, Cohen believed that Trump Jr. had previously discussed the meeting with his 
father, although Cohen was not involved in any such conversation.710 In an interview with the 
Senate Judiciary Committee, however, Trump Jr. stated that he did not inform his father about the 

699 NOSC0000007-08 (6/8/18 Email, Kushner to Vargas). 
700 NOSC00000039-42 (618/16 Email, Trump Jr. to Kushner & Manafort); DITJR0048S (6/8/16 

Email, Trump Jr. to Kushner & Manafort). 
701 NOSC0000004 (6/8/16 Email, Kushner to Vargas). 
762 6/8/16 Email, Manafort to Trump Jr. 
703 Gates 1/30/18 302, at 7; Gates 3/1/18 302, at 3-4. Although the March l 302 refers to "June 

19," that is likely a typographical error; external emails indicate that a meeting with those participants 
occurred on June 6. See NOSC00023603 (6/6/16 Email, Gates to Trump Jr. et al.). 

704 Gates 1/30/18 302, at 7. Aras Agalarov is originally from Azerbaijan, and public reporting 
indicates that his company, the Crocus Group, has done substantial work in Kyrgyzstan. See Neil 
MacFarquhar, A Russian Developer Helps Out the Kremlin on Occasion. Was He a Conduit to Trump?, 
New York Times (July 16, 2017). 

705 Gates 3/1/18 302, at 3-4. 
106 Hicks 12ntl7 302, at 6. 
707 Kushner 4/l l/18 302, at 8. 
708 Cohen 8/7/18 302, at 4-6. 
709 Cohen 8/7/18 302, at 4-5. 
71° Cohen 9/12/18 302, at 15-16. 
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emails or the upcoming meeting.71! Similarly, neither Manafort nor Kushner recalled anyone 
informing candidate Trump of the meeting, including Trump Jr.712 President Trump has stated to 
this Office, in written answers to questions, that he has "no recollection of learning at the time" 
that his son, Manafort, or "Kushuer was considering participating in a meeting in June 2016 
concerning potentially negative information about Hillary Clinton."713 

b. The Events of June 9, 2016 

i. Arrangements for the Meeting 

Veselnitskaya was in New York on June 9, 2016, for appellate proceedings in thePrevezon 
civil forfeiture liti ation.714 That da , Veselnitskaya called Rinat Akhmetshin, a Soviet•born U.S. 
lobbyist, and when she learned that he was in New York, invited him 
to lunch. Akhmets in told the O ice that he had worked on issues relating to the Magnitsky 
Act and had worked on the Prevezon litigation.716 Kaveladze and Anatoli Samochornov, a 

711 Interview of· Donald J. Trump, Jr., Senate Judiciary Committee, 115th Cong. 28-29, 84, 94-95 
(Sept. 7, 2017). The Senate Judiciary Committee interview was not under oath, but Trump Jr. was advised 
that it is a violation of 18 U.S.C. § I 00 l to make materially false statements in a congressional investigation. 
Id. at l0-11. 

712 Manafort 9/11/18 302, at 3-4; Kushner 4/11/18 302, at I 0. 
713 Written Responses of Donald J. Trump (Nov. 20, 2018), at 8 (Response to Question I, Parts (a)­

( c) ). We considered whether one sequence of events suggested that candidate Trump had contemporaneous 
knowledge of the June 9 meeting. On June 7, 2016 Trump announced his intention to give "a major speech" 
"probably Monday of next week"-which would have been June 13-about "all of the things that have 
taken place with the Clintons." See, e.g., Phillip Bump, What we know about the Trump Tower meeting, 
Washington Post (Aug. 7, 2018). Following the June 9 meeting, Trump changed the subject of his planned 
speech to national security. But the Office did not find evidence that the original idea for the speech was 
connected to the anticipated June 9 meeting or that the change of topic was attributable to the failure of that 
meeting to produce concrete evidence about Clinton. Other events, such as the Pulse nightclub shooting 
on June 12, could well have caused the change. The President's written answers to our questions state that 
the speech's focus was altered "[i]n light of' the Pulse nightclub shooting. See Written Responses, supra. 
As for the original topic of the June 13 speech, Trump has said that "he expected to give a speech referencing 
the publicly available, negative information about the Clintons," and that the draft of the speech prepared 
by Campaign staff "was based on publicly available material, including, in particular, information from the 
book Clinton Cash by Peter Schweizer." Written Responses, supra. In a later June 22 speech, Trump did 
speak extensively about allegations that Clinton was corrupt, drawing from the Clinton Cash book. See 
Full Transcript: Donald Trump NYC Speech on Stakes of the Election, politico.com (June 22, 2016). 

714 Testimony of Natalia Veselnitskaya Before the Senate Committee on Judiciary (Nov. 20, 2017) 
at 41, 42; Alison Frankel, How Did Russian Lawyer Veselnitskaya Get into U.S. for Trump Tower Meeting? 
Reuters, (Nov. 6, 2017); Michael Kranish et al., Russian Lawyer who Met with Trump Jr. Has Long History 
Fighting Sanctions, Washington Post (July 11, 2017); see OSC-KAV00113 (6/8/16 Email, Goldstone to 
Kaveladze); RG000073 (6/8/16 Email, Goldstone to Trump Jr.); Lieberman 12/13/17 302, at 5; see also 
Prevezon Holdings Order (Oct. 17, 2016). 

7!5 

716 Akhmetshin 11/14/17 302, at 4-6; 
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Russian-born translator who had assisted Veselnitska a with Ma · · ing and the 
Prevezon case also attended the lunch.717 was 
meeting and 
asked Ak etshin what she should tell him. Accordmg to several participants in the lunch, 
Veselnitskaya showed Akhmetshin a document alleging financial misconduct by Bill Browder and 
the Ziff brothers (Americans with business in Russia and those individuals subse uentl makin 
olitical donations to the DNC.719 

The group then went to Trump Tower for the meeting.721 

ii. Conduct of the Meeting 

Trump Jr., Manafort, and Kushner participated on the Trump side, while Kaveladze, 
Samochomov, Akhmetshin, and Goldstone attended with Veselnitskaya.722 The Office spoke to 
every participant except Veselnitska a and Trum Jr. the latter of whom declined to be voluntaril 
interviewed b the Office 

Goldstone recalled that Trump Jr. invited Veselnitskaya to begin but did not 
say anything about the subject of the meeting. 725 Participants agreed that Veselnitskaya stated that 
the Ziff brothers had broken Russian laws and had donated their profits to the DNC or the Clinton 
Campaign.726 She asserted that the Ziff brothers had engaged in tax evasion and money laundering 

717
Kaveladze ll/16/17.302jat7j-

302, at 2, 4; 
Samochomov 7/13/17 

718 

719 Kavcladze 11/16/17 302, at 7; 
Samochomov did not recall the planned 
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Veselnitskaya produced what she claimed were the talking points that she brought to the June 9 meeting. 

720 

721 E.g., Samochomov 7/12/17 302, at 4. 
722 E.g., Samochomov 7/12/17 302, at 4. 
723 E.g., Samochornov 7/12/17 302, at 4; Goldstone 2/8/18 302, at 9. 
724 

725 

726 
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in both the United States and Russia,727 

28 as e up 
questions a ege payments could be tied specifically to the Clinton Campaign, but 
Veselnitskaya indicated that she could not trace the money once it entered the United States.729 

Kaveladze similarly recalled that Trump Jr. asked what they have on Clinton, and Kushner became 
aggravated and asked "[w]hat are we doing here?"730 

Akhmetshin then spoke about U.S. sanctions imposed under the Magnitsky Act and 
Russia's response prohibiting U.S. adoption of Russian children.731 Several participants recalled 
that Trump Jr. commented that Trump is a private citizen, and there was nothing they could do at 
that time. 732 Trump Jr. also said that they could revisit the issue if and when they were in 
government. 733 Notes that Manafort took on his phone reflect the general flow of the conversation, 
although not all of its details. 734 

At some point in the meeting, Kushner sent an iMessage to Manafort stating "waste of time," 
followed immediately by two separate emails to assistants at Kushner Companies with requests that 

733 Akhmetshin 11/14/17 302, at 12-13; 
7/13/17 302, at 3. Trump Jr. confirmed this in a statement e a 
2016 meeting broke. Interview of' Donald J. Trump, Jr., Senate Judiciary Committee U.S. Senate 
Washington DC, 115th Cong. 57 (Sept. 7, 2017). 

734 Manafort's notes state: 

Bill browder 
Offshore - Cyprus 
133m shares 
Companies 
Not invest• loan 
Value in Cyprus as inter 
Illici 
Active sponsors ofRNC 
Browder hired Joanna Glover 
Tied into Cheney 
Russian adoption by American families 

PJM-SJC-00000001-02 (Notes Produced to Senate Judiciary Committee). 
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they call him to give him an excuse to leave.735 Samochomov recalled that Kushner departed the 
meeting before it concluded; Veselnitskaya recalled the same when interviewed by the press in 
July 2017 .736 

Veselnitskaya' s press interviews and written statements to Congress differ materially from 
other accounts. In a July 2017 press interview, Veselnitskaya claimed that she has no connection 
to the Russian government and had not referred to any derogatory information concerning the 
Clinton Campaign when she met with Trump Campaign officials.737 Veselnitskaya's November 
2017 written submission to the Senate Judiciary Committee stated that the purpose of the June 9 
meeting was not to connect with "the Trump Campaign" but rather to have "a private meeting with 
Donald Trump Jr.-a friend of my good acquaintance's son on the matter of assisting me or my 
colleagues in informing the Congress members as to the criminal nature of manipulation and 
interference with the legislative activities of the US Congress."738 In other words, Veselnitskaya 
claimed her focus was on Congress and not the Campaign. No witness, however, recalled any 
reference to Congress during the meeting. Veselnitskaya also maintained that she "attended the 
meeting as a lawyer of Denis Katsyv," the previously mentioned owner of Prevezon Holdings, but 
she did not "introduce [her]selfin this capacity."739 

In a July 20 l 7 television interview, Trump Jr. stated that while he had no way to gauge the 
reliability, credibility, or accuracy of what Goldstone had stated was the purpose of the meeting, 
if "someone has information on our opponent ... maybe this is something. I should hear them 
out."740 Trump Jr. further stated in September 2017 congressional testimony that he thought he 
should "listen to what .Rob and his colleagues had to say."741 Depending on what, if any, 
information was provided, Trump Jr. stated he could then "consult with counsel to make an 
informed decision as to whether to give it any further consideration."742 

735 NOSC00003992 (6/9/16 Text Message, Kushner to Manafort); Kushner 4/l l/18 302, at 9; 
Vargas 4/4/18 302, at 7; NOSC00000044 (6/9/16 Email, Kushner to Vargas); NOSC00000045 (6/9/16 
Email, Kushner to Cain). 

736 Samochornov 7/12/17 302, at 4; 1■■■■■■11■1■■■ Kushner 4/11/18 
302, at 9-1 O; see also Interview of Donald J. Trump, Jr .• Senate Judiciary Committee, 115th Cong. 48-49 
(Sept. 7, 2017). 

737 Russian Lawyer Veselnit,kaya Says She Didn't Give Trump Jr. Info on Clinton, NBC News 
(July 11, 2017). 

738 Testimony of Natalia Veselnitskaya before the United States Senate Committee on the Judfr:iary, 
115th Cong. 10 (Nov 20, 2017). 

739 Testimony a/Natalia Veselnitskaya before the United States Senate Committee on the Judiciary, 
115th Cong. 21 (Nov. 20, 2017). 

2017). 

740 Sean Hannity, Transcript-Donald Trump Jr, Fox News (July 11, 2017). 
741 Interview of Donald J. Trump, Jr, Senate Judiciary Committee, 115th Cong. 16 (Sept. 7, 2017). 
742 Interview of Donald J. Trump, Jr, Senate Judiciary Committee, 115th Cong. 16-17 (Sept. 7, 
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After the June 9 meetin 
Goldstone, he told Trump J 
told . 

ea · e co call, Aras Agalarov called him.747 With 
Veselnitskaya next to him, Kaveladze reported that the meeting had gone well, but he later told 
Aras Agalarov that the meeting about the Magnitsky Act had been a waste of time because it was 
not with lawyers and they were "preaching to the wrong crowd."748 · 

c. Post-June 9 Events 

Veselnitskaya and Aras Agalarov made at least two unsuccessful attempts after the election 
to meet with Trump representatives to convey similar information about Browder and the 
Magnitsky Act.749 On November 23, 2016, Kaveladze emailed Goldstone about setting up another 
meeting "with T people" and sent a document bearing allegations similar to those conveyed on 
June 9.75° Kaveladze followed up with Goldstone, stating that "Mr. A," which Goldstone 
understood to mean Aras Agalarov, called to ask about the meeting.751 Goldstone emailed the 
document to Rhona Graff, saying that "Aras Agalarov has asked me to pass on this document in 
the hope it can be passed on to the appropriate team. If needed, a lawyer representing the case is 

Goldstone 2/8/18 302, 
at 9; 

one text message s ow 
ng the DNC hacking announcement to the June 9 

OSC-KA V 00029 (6/14/16 Email, Goldstone to E. 
Agalarov e ze on did not identify evidence connecting the events of 
June 9 to the GRU's hack-and-dump operation. OSC-KA V _00029-30 (6/14/16 Email, Goldstone to E. 
Agalarov). 

747 Kaveladze l l/16/17 302, at 8; Call Records ofike Kaveladze 
748 Kaveladze 11/16/17 302, at 8; Call Records ofike Kaveladze 

On June 14, 2016 Kaveladze's teenage daughter emailed asking how t 
Kaveladze responded, "meeting was boring. The Russians 
KA V _ 00257 ( 6/14/l 6 Email, I. Kaveladze to A. Kaveladze; 

749 Goldstone 2/8/18 302, at 11; 
750 OSC-KA V 0013 tone to Kaveladze ); 

751 RG:000196 (l!/26-29/16 Text Messages, Goldstone & Kaveladze); 
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in New York currently and happy to meet with any member of his transition team."752 According 
to Goldstone, around January 2017, Kaveladze contacted him again to set up another meeting, but 
Goldstone did not make the request.753 The investigation did not identify evidence of the transition 
team following up. 

Participants in the June 9, 2016 meeting began receiving inquiries from attorneys 
representing the Trump Organization starting in approximately June 2017. 754 On approximately 
June 2, 2017, Goldstone spoke with Alan Garten, general counsel of the Trump Organization, 
about his participation in the June 9 meeting.755 The same day, Goldstone emailed Veselnitskaya's 
name to Garten, identifying her as the "woman who was the attorney who spoke at the meeting 
from Moscow."756 Later in June 2017, Goldstone participated in a lengthier call with Garten and 
Alan Futerfas, outside counsel for the Trump Organization (and, subsequently, personal counsel 
for Trump Jr.).757 On June 27, 2017, Goldstone emailed Emin Agalarov with the subject "Trump 
attorneys" and stated that he was "interviewed by attorneys" about the June 9 meeting who were 
"concerned because it links Don Jr. to officials from Russia-which he has always denied 
meeting."758 Goldstone stressed that he "did say at the time this was an awful idea and a terrible 
meeting. "759 Emin Agalarov sent a screenshot of the message to Kaveladze. 760 

The June 9 meeting became public in July 2017. In a July 9, 2017 text message to Emin 
Agalarov, Goldstone wrote "I made sure I kept you and your father out of[t]his story,"761 and "[i]f 
contacted I can do a dance and keep you out ofit."762 Goldstone added, "FBI now investigating," 
and "I hope this favor was worth for your dad-it could blow up."763 On July 12, 2017 Emin 
Agalarov complained to Kaveladze that his father, Aras, "never listens" to him and that their 

752 Goldstone 2/8/18 302, at 11; 
Email, Goldstone to Graff). 

753 

754 

755 

756 RG000256 (6/2/17 Email, Goldstone to Garten). 
757 

758 RG000092 (6/27/17 Email, Goldstone to E. Agalarov). 

DJTJR00l 18 (11/28/16 

760 OSC-KA V _ 01190 (6/27 /l 7 Text Message, E. Agalarov to Kaveladze ). 
761 RG000286-87 (7/9/17 Text Messages, E. Agalarov & Goldstone); 

76, ... WDIM!k 
763 
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relationship with "mr T has been thrown down the drain."764 The next month, Goldstone 
commented to Emin Agalarov about the volume of publicity the June 9 meeting had generated, 
stating that his "reputation [was] basically destroyed by this dumb meeting which your father 
insisted on even though Ike and Me told him would be bad news and not to do."765 Goldstone 
added, "I am not able to respond out of courtesy to you and your father. So am painted as some 
mysterious link to Putin. " 766 

After public reporting on the June 9 meeting began, representatives from the Trump 
Organization again reached out to participants. On July 10, 2017, Futerfas sent Goldstone an email 
with a proposed statement for Goldstone to issue, which read: 

As the person who arranged the meeting, I can definitively state that the statements I have 
read by Donald Trump Jr. are J 00% accurate. The meeting was a complete waste of time 
and Don was never told Ms. Veselnitskaya' s name prior to the meeting. Ms. Veselnitskaya 
mostly talked about the Magnitsky Act and Russian adoption laws and the meeting lasted 
20 to 30 minutes at most. There was never any follow up and nothing ever came of the 
meeting.767 

the statement drafted by Trump Organization representatives was 
768 He proposed a different statement, asserting that he had been 

as e nt m oscow - Emin Agalarov to facilitate a meeting between a Russian 
attorney (Natalia Veselnitzkaya [sic]) and Donald Trump Jr. The lawyer had apparently stated 
that she had some information regarding funding to the DNC from Russia, which she believed Mr. 
Trump Jr. might find interesting."769 Goldstone never released either statement.770 

On the Russian end, there were also communications about what participants should say 
about the June 9 meeting. Specifically, the organization that hired Samochornov-an anti­
Magnitsky Act group controlled by Veselnitskaya and the owner of Prevezon--offered to pay 
$90,000 of Samochomov's legal fees.771 At Veselnitskaya's request, the organization sent 
Samochornov a transcript of a Veselnitskaya press interview, and Samochomov understood that 
the organization would pay his legal fees only if he made statements consistent with 
Veselnitskaya's.772 Samochomov declined, telling the Office that he did not want to perjure 

764 OSC-KA V 01197 (7/11-12/17 Text Messages, Kaveladze & E. Agalarov); 

765 

766 

tnvestigative Technique 

Investigative Technique 
767 7/10/17 Email, Goldstone to Futerfas & Ga1ien. 
768 

769 7110/17 Email, Goldstone to Futerfas & Garten. 
770 

771 Samochornov 7/13/17 302, at l; 
772 Samochornov 7/13/17 302, at 1. 
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himself.773 The individual who conveyed Veselnitskaya's request to Samochomov stated that he 
did not expressly condition payment on following Veselnitskaya's answers but, in hindsight, 
recognized that by sending the transcript, Samochomov could have interpreted the offer of 
assistance to be conditioned on his not contradicting Veselnitskaya's account.774 

Volume II, Section II.G, infra, discusses interactions between President Trump, Trump Jr., 
and others in June and July 2017 regarding the June 9 meeting. 

6. Events at the Republican National Convention 

Trump Campaign officials met with Russian Ambassador Sergey Kislyak during the week 
of the Republican National Convention. The evidence indicates that those interactions were brief 
and non-substantive. During platform committee meetings immediately before the Convention, 
J.D. Gordon, a senior Campaign advisor on policy and national security, diluted a proposed 
amendment to the Republican Party platform expressing support for providing "lethal" assistance 
to 1.Jkraine in response to Russian aggression. Gordon requested that platform committee 
personnel revise the proposed amendment to state that only "appropriate" assistance be provided 
to Ukraine. The original sponsor of the "lethal" assistance amendment stated that Gordon told her 
(the sponsor) that he was on the phone with candidate Trump in connection with his request to 
dilute the language. Gordon denied making that statement to the sponsor, although he 
acknowledged it was possible he mentioned having previously spoken to the candidate about the 

subject matter. The investigation did not establish that Gordon spoke to or was directed by the 
candidate to make that proposal. Gordon said that he sought the change because he believed the 
proposed language was inconsistent with Trump's position on Ukraine. 

a. Ambassador Kislyak 's Encounters with Senator Sessions and J.D. Gordon the 
Week of the KNC 

In July 2016, Senator Sessions and Gordon spoke at the Global Partners in Diplomacy 
event, a conference co-sponsored by the State Department and the Heritage Foundation held in 
Cleveland, Ohio the same week as the Republican National Convention (RNC or 
"Convention").775 Approximately 80 foreign ambassadors to the United States, including Kislyak, 
were invited to the conference.776 

On July 20, 2016, Gordon and Sessions delivered their speeches at the conference.777 In 
his speech, Gordon stated in pertinent part that the United States should have better relations with 

773 Samochornov 7 /13/17 302, at 1. 

774 

775 Gordon 8/29/17 302, at9; Sessions 1117118 302, at22; Allan Smith, We Now Know More About 
why Jeff Sessions and a Russian Ambassador Crossed Paths at the Republican Convention, Business Insider 
(Mar. 2, 2017). 

776 Gordon 8/29/17 302, at 9; Laura DeMarco, Global Cleveland and Sen. Bob Corker Welcome 
lnternational Republican National Convention Guests, Cleveland Plain Dealer (July 20, 2016). 

777 Gordon 8/29/17 302, at 9; Sessions l/17/18 302, at 22. 
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Russia. 778 During Sessions 's speech, he took questions from the audience, one of which may have 
been asked by Kislyak.779 When the speeches concluded, several ambassadors lined up to greet 
the speakers.780 Gordon shook hands with Kislyak and reiterated that he had meant what he said 
in the speech about improving U.S.-Russia relations.781 Sessions separately spoke with between 
six and 12 ambassadors, including Kislyak.782 Although Sessions stated during interviews with 
the Office that he had no specific recollection of what he discussed with Kislyak, he believed that 
the two spoke for only a few minutes and that they would have exchanged pleasantries and said 
some things about U.S.-Russia relations.783 

Later that evening, Gordon attended a reception as part of the conference. 784 Gordon ran 
into Kislyak as the two prepared plates of food, and they decided to sit at the same table to eat. 785 

They were joined at that table by the ambassadors from Azerbaijan and Kazakhstan, and by Trump 
Campaign advisor Carter Page.786 As they ate, Gordon and Kislyak talked for what Gordon 
estimated to have been three to five minutes, during which Gordon again mentioned that he meant 
what he said in his speech about improving U.S.-Russia relations.787 

b. Change to Republican Party Platform 

In preparation for the 2016 Convention, foreign policy advisors to the Trump Campaign, 
working with the Republican National Committee, reviewed the 2012 Convention's foreign policy 
platform to identify divergence between the earlier platform and candidate Trump's positions.788 

The Campaign team discussed toning down language from the 2012 platform that identified Russia 
as the country's number one threat, given the candidate's belief that there needed to be better U.S. 
relations with Russia.789 The RNC Platform Committee sent the 2016 draft platform to the 
National Security and Defense Platform Subcommittee on July 10, 2016, the evening before its 

778 Gordon 8/29/17 302, at 9. 
779 Sessions 1/17/18 302, at 22; Luff 1/30/18 302, at 3. 
780 Gordon 8/29/l 7 302, at 9; Luff 1/30/18 302, at 3. 
781 Gordon 8/29/17 302, at 9. 
782 Sessions 1/17/18 302, at 22; Luff 1/30/18 302, at 3;seealso Volume I, Section IV.A.4.b, supra 

( explaining that Sessions and Kislyak may have met three months before this encounter during a reception 
held on April 26, 20 I 6, at the Mayflower Hotel). 

783 Sessions l/17/18 302, at 22. 
7114 Gordon 8/29/17 302, at 9-10. 
785 Gordon 8/29/J 7 302, at 9-10. 
786 Gordon 8/29/17 302, at 10; see also Volume I, Section IV.A.3.d, supra (explaining that Page 

acknowledged meeting Kislyak at this event). 
787 Gordon 8/29/17 302, at 10. 
788 Gordon 8/29/17 302, at I 0. 
789 Gordon 8/29/17 302, at 10. 
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first meeting to propose amendments. 790 

Although only delegates could participate in fonnal discussions and vote on the platform, 
the Trump Campaign could request changes, and members of the Trump Campaign attended 
committee meetings.791 John Mashburn, the Campaign's policy director, helped oversee the 
Campaign's involvement in the platform committee meetings.792 He told the Office that he 
directed Campaign staff at the Convention, including J.D. Gordon, to talce a hands-off approach 
and only to challenge platform planks if they directly contradicted Trump's wishes.793 

On July 11, 2016, delegate Diana Denman submitted a proposed platform amendment that 
included provision of armed support for Ukraine. 794 The amendment described Russia's "ongoing 
military aggression" in Ukraine and announced "support" for "maintaining (and, if warranted, 
increasing) sanctions against Russia until Ukraine's sovereignty and territorial integrity are fully 
restored" and for "providing lethal defensive weapons to Ukraine's armed forces and greater 
coordination with NATO on defense planning."795 Gordon reviewed the proposed platform 
changes, including Denman's.796 Gordon stated that he flagged this amendment because of 
Trump• s stated position on Ukraine, which Gordon personally heard the candidate say at the March 
31 foreign policy meeting-namely, that the Europeans should talce primary responsibility for any 
assistance to Ukraine, that there should be improved U.S.-Russia relations, and that he did not 
want to start World War III over that region.797 Gordon told the Office that Trump's statements 
on the campaign trail following the March meeting underscored those positions to the point where 
Gordon felt obliged to object to the proposed platform change and seek its dilution.798 

On July 11, 2016, at a meeting of the National Security and Defense Platform 
Subcommittee, Denman offered her amendment.799 Gordon and another Campaign staffer, Matt 
Miller, approached a committee co-chair and asked him to table the amendment to permit further 
discussion.800 Gordon's concern with the amendment was the language about providing "lethal 

790 Gordon 8/29/17 302, at 10; Hoff 5/26/17 302, at 1-2. 
791 Hoff 5/26/17 302, at I; Gordon 9/7117 302, at l 0. 
792 Mashburn 6/25/18 302, at 4; Manafort 9/20/18 302, at 7-8. 
793 Mashburn 6/25/18 302, at 4; Gordon 8/29/17 302, at 10. 
794 DENMAN 000001-02, DENMAN 000012, DENMAN 000021-22; Denman 12/4/17 302, at I; 

Denman 6/7/17 302, at 2. 
795 DENMAN 000001-02, DENMAN 000012, DENMAN 000021-22. 
796 Gordon 8/29/17 302, at I 0-11. 
797 Gordon 8/29/17 302, at 11; Gordon 9/7/17 302, at 11; Gordon 2/14/19 302, at 1-2, 5-6. 
798 Gordon 2/14/19 302, at 5-6. 
799 Denman 617/17 302, at 2; see DENMAN 000014. 
800 Denman 6/7/17 302, at 2; Denman 12/4/17 302, at 2; Gordon 9/7/17 302, at 11-12; see Hoff 

5/26/17 302, at 2. 
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defensive weapons to Ukraine."801 Miller did not have any independent basis to believe that this 
language contradicted Trump's views and relied on Gordon's recollection of the candidate's 
views.802 

According to Denman, she spoke with Gordon and Matt Miller, and they told her that they 
had to clear the language and that Gordon was "talking to New York "803 Denman told others that 
she was asked by the two Trump Campaign staffers to strike "lethal defense weapons" from the 
proposal but that she refused.804 Denman recalled Gordon saying that he was on the phone with 
candidate Trump, but she was skeptical whether that was true.805 Gordon denied having told 
Denman that he was on the phone with Trump, although he acknowledged it was possible that he 
mentioned having previously spoken to the candidate about the subject matter.806 Gordon's phone 
records reveal a call to Sessions's office in Washington that afternoon, but do not include calls 
directly to a number associated with Trump. 807 And according to the President's written answers 
to the Office's questions, he does not recall being involved in the change in language of the 
platform amendment.808 

Gordon stated that he tried to reach Rick Dearborn, a senior foreign policy advisor, and 
Mashburn, the Campaign policy director. Gordon stated that he connected with both of them (he 
could not recall ifby phone or in person) and apprised them of the language he took issue with in 
the proposed amendment. Gordon recalled no objection by either Dearborn or Mashburn and that 
all three Campaign advisors supported the alternative formulation ("appropriate assistance").809 

Dearborn recalled Gordon warning them about the amendment, but not weighing in because 
Gordon was more familiar with the Campaign's foreign policy stance.810 Mashburn stated that 
Gordon reached him, and he told Gordon that Trump had not taken a stance on the issue and that 
the Campaign should not intervene.8ll 

When the amendment came up again in the committee's proceedings, the subcommittee 
changed the amendment by striking the "lethal defense weapons" language and replacing it with 

801 Denman 6/7 /l 7 302, at 3. 
802 M. Miller 10/25/17 302 at 3. 
803 Denman 12/4/17 302, at 2; Denman 6/7/17 302, at 2. 
804 Hoff 5/26/17 302, at 2. 
805 Denman 6/7/17 302, at 2-3, 3-4; Denman 12/4/17 302, at 2. 
806 Gordon 2/14/l 9 302, at 7. 

807 Call Records of J.D. Gordon ■■■■I· Gordon stated to the Office that 
his calls with Sessions were unrelated to the p nge. Gordon 2/14/19 302, at 7. 

808 Written Responses of Donald J. Trump (Nov. 20, 2018), at 17 (Response to Question IV, 
Part (f)). 

809 Gordon 2/14/19 302, at 6-7; Gordon 9/7/17 302, at 11-12; see Gordon 8/29/17 302, at 11. 
810 Dearborn 11/28/17 302, at 7-8. 
811 Mashburn 6/25/18 302, at 4. 
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"appropriate assistance. "812 Gordon stated that he and the subcommittee co-chair ultimately 
agreed to replace the language about armed assistance with "appropriate assistance."813 The 
subcommittee accordingly approved Denman's amendment but with the term "appropriate 
assistance."814 Gordon stated that, to his recollection, this was the only change sought by the 
Campaign.815 Sam Clovis, the Campaign's national co-chair and chief policy advisor, stated he 
was surprised by the change and did not believe it was in line with Trump's stance.816 Mashburn 
stated that when he saw the word "appropriate assistance," he believed that Gordon had violated 
Mashbum's directive not to intervene.817 

7. Post-Convention Contacts with Kislyak 

Ambassador Kislyak continued his efforts to interact with Campaign officials with 
responsibility for the foreign-policy portfolio-among them Sessions and Gordon-in the weeks 
after the Convention. The Office did not identify evidence in those interactions of coordination 
between the Campaign and the Russian government. 

a. Ambassador Kislyak Invites J.D. Gordon to Breakfast at the Ambassador's 
Residence 

On August 3, 2016, an official from the Embassy of the Russian Federation in the United 
States wrote to Gordon "[oJn behalf of' Ambassador Kislyak inviting Gordon "to have 
breakfast/tea with the Ambassador at his residence" in Washington, D.C. the following week.818 

Gordon responded five days later to decline the invitation. He wrote, "[t Jhese days are not optimal 
for us, as we are busily knocking down a constant stream of false media stories while also preparing 
for the first debate with HRC. Hope to take a raincheck for another time when things quiet down 
a bit. Please pass along my regards to the Ambassador."819 The investigation did not identify 
evidence that Gordon made any other arrangements to meet (or met) with Kislyak after this email. 

b. Senator Sessions's September 2016 Meeting with Ambassador Kislyak 

Also in August 2016, a representative of the Russian Embassy contacted Sessions's Senate 
office about setting up a meeting with Kislyak.820 At the time, Sessions was a member of the 

812 Hoff 5/26/17 302, at 2-3; see Denman 12/4/17 302, at 2-3; Gordon 8/29/17 302, at I!. 
813 Gordon 8/29/17 302, at 11; Gordon 9/7/17 302, at 12. 
814 Hoff 5/26/17 302, at 2-3. 
815 Gordon 2/14/19 302, at 6. 
816 Clovis 10/3/17 302, at 10-11. 
817 Mashburn 6/25/18 302, at 4. 
818 DJTFP00004828 (8/3/16 Email, Pchelyakov [embassy@russianembassy.org] to Gordon). 
819 DJTFP00004953 (8/8/16 Email, Gordon to embassy@russianembassy.org). 
820 Luff l/30/18 302, at 5. 
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Senate Foreign Relations Committee and would meet with foreign officials in that capacity. 821 But 
Sessions's staff reported, and Sessions himself acknowledged, that meeting requests from 
ambassadors increased substantially in 2016, as Sessions assumed a prominent role in the Trump 
Campaign and his name was mentioned for potential cabinet-level positions in a future 
Trump Administration.822 

On September 8, 2016, Sessions met with Kislyak in his Senate office.823 Sessions said 
that he believed he was doing the Campaign a service by meeting with foreign ambassadors, 
including Kislyak.824 He was accompanied in the meeting by at least two of his Senate staff: 
Sandra Luff, his legislative director; and Pete Landrum, who handled military affairs.825 The 
meeting lasted less than 30 minutes.826 Sessions voiced concerns about Russia's sale ofa missile­
defense system to Iran, Russian planes buzzing U.S. military assets in the Middle East, and Russian 
aggression in emerging democracies such as Ukraine and Moldova.827 Kislyak offered 
explanations on these issues and complained about NATO land forces in former Soviet-bloc 
countries that border Russia.828 Landrum recalled that Kislyak referred to the presidential 
campaign as "an interesting campaign,"829 and Sessions also recalled Kislyak saying that the 
Russian government was receptive to the overtures Trump had laid out during his campaign. 830 

None of the attendees, though, remembered any discussion of Russian election interference or any 
request that Sessions convey information from the Russian government to the Trump Campaign.831 

During the meeting, Kislyak invited Sessions to further discuss U.S.-Russia relations with 
him over a meal at the ambassador's residence.832 Sessions was non-committal when Kislyak 
extended the invitation. After the meeting ended, Luff advised Sessions against accepting the one­
on-one meeting with Kislyak, whom she assessed to be an "old school KGB guy."833 Neither Luff 
nor Landrum recalled that Sessions followed up on the invitation or made any further effort to dine 

821 Sessions 1/17/18 302, at 23-24; Luff 1/30/18 302, at 5. 
822 Sessions 1/17/18 302, at 23-24; Luff 1/30/18 302, at 5; Landrum 2/27/18 302, at 3-5. 
823 Sessions l/17/18 302, at 23. 
824 Sessions 1/17/18 302, at 23. 
825 Sessions 1/17/18 302, at 23; Luff 1/30/18 302, at Hi; Landrum 2/27/18 302, at 4-5 (stating he 

could not remember if election was discussed). 
826 Luff 1/30/18 302, at 6; Landrum 2/27/18 302, at 5. 
827 Luff 1/30/18 302, at 6; Landrum 2/27/18 302, at 4-5. 
828 Luff 1/30/18 302, at 6; Landrum 2/27/18 302 at 4-5. 
829 Landrum 2/27/18 302, at 5. 
830 Sessions I /I 7 /18 302, at 23. Sessions also noted that ambassadors came to him for infonnation 

about Trump and hoped he would pass along infonnation to Trump. Sessions 1/17/18 302, at 23-24. 
831 Sessions 1/17/18 302, at 23; Luff l/30/18 302, at 6; Landrum 2/27/18 302, at 5. 
832 Luff 1/30/18 302, at 5; Landrum 2/27/18 302, at 4. 

m Luff 1/30/18 302, at 5. 
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or meet with Kislyak before the November 2016 election. 834 Sessions and Landrum recalled that, 
after the election, some efforts were made to arrange a meeting between Sessions and Kislyak. 835 

According to Sessions, the request came through CNI and would have involved a meeting between 
Sessions and Kislyak, two other ambassadors, and the Governor of Alabama. 836 Sessions, 
however, was in New York on the day of the anticipated meeting and was unable to attend.837 The 
investigation did not identify evidence that the two men met at any point after their September 8 
meeting. 

8. Paul Manafort 

Paul Manafort served on the Trump Campaign, including a period as campaign chairman, 
from March to August 2016.838 Manafort had connections to Russia through his prior work for 
Russian oligarch Oleg Deripaska and later through his work for a pro-Russian regime in Ukraine. 
Manafort stayed in touch with these contacts during the campaign period through Konstantin 
Kilimnik, a longtime Manafort employee who previously ran Manafort's office in Kiev and who 
the FBI assesses to have ties to Russian intelligence. 

Manafort instructed Rick Gates, his deputy on the Campaign and a longtime employee,839 

to provide Kilimnik with updates on the Trump Campaign-including internal polling data, 
although Manafort claims not to recall that specific instruction. Manafort expected Kilimnik to 
share that information with others in Ukraine and with Deripaska. Gates periodically sent such 
polling data to Kilimnik during the campaign. 

834 Luff l/30118 302, at 6; Landrum 2/27/18 302, at 4-5. 
835 Sessions 1/17/18 302, at 23. 
836 Sessions 1/17/18 302, at 23. 
837 Sessions 1/17/18 302, at 23. 
838 On August 21, 2018, Manafort was convicted in the Eastern District of Virginia on eight tax, 

Foreign Bank Account Registration (FBAR), and bank fraud charges. On September 14, 2018, Manafort 
pleaded guilty in the District of Columbia to (l) conspiracy to defraud the United States and conspiracy to 
commit offenses against the United States (money laundering, tax fraud, FBAR, Foreign Agents 
Registration Act (FARA), and FARA false statements), and (2) conspiracy to obstruct justice (witness 
tampering). Manafort also admitted criminal conduct with which he had been charged in the Eastern 
District of Virginia, but as to which the jury hung. The conduct at issue in both cases involved Manafort's 
work in Ukraine and the money he earned for that work, as well as crimes after the Ukraine work ended. 
On March 7,2019, Manafort was sentenced to 47 months of imprisonment in the Virginia prosecution. On 
March 13, the district court in D.C. sentenced Manafort to a total term of 73 months: 60 months on the 
Count l conspiracy (with 30 of those months to run concurrent to the Virginia sentence), and 13 months on 
the Count I conspiracy, to be served consecutive to the other two sentences. The two sentences resulted in 
a total term of90 months. 

839 As noted in Volume I, Section III.D.l.b, supra, Gates pleaded guilty to two criminal charges in 
the District of Columbia, including making a false statement to the FBI, pursuant to a plea agreement. He 
has provided information and in-court testimony that the Office has deemed to be reliable. See also 
Transcript at 16, United States v. Paul J. Manafort, Jr., l:17-cr-201 (D.D.C. Feb. 13, 2019), Doc. 514 
("Manafort 2113/19 Transcript") (court's explanation of reasons to credit Oates's statements in one 
instance). 
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Manafort also twice met Kilimnik in the United States during the campaign period and 
conveyed campaign infommtion. The second meeting took place on August 2, 2016, in New York 
City. Kilimnik requested the meeting to deliver in person a message from former Ukrainian 
President Viktor Y anukovych, who was then living in Russia. The message was about a peace 
plan for Ukraine that Manafort has since acknowledged was a "backdoor" means for Russia to 
control eastern Ukraine. Several months later, after the presidential election, Kilimnik wrote an 
email to Manafort expressing the view-which Manafort later said he shared-that the plan's 
success would require U.S. support to succeed: "all that is required to start the process is a very 
minor 'wink' (or slight push) from [Donald TrumpJ."840 The email also stated that ifManafort 
were designated as the U.S. representative and started the process, Yanukovych would ensure his 
reception in Russia "at the very top level." 

Manafort communicated with Kilimnik about peace plans for Ukraine on at least four 
occasions after their first discussion of the topic on August 2: December 2016 ( the Kilimnik email 
described above); January 2017; February 2017; and again in the spring of 2018. The Office 
reviewed numerous Manafort email and text communications, and asked President Trump about 
the plan in written questions.841 The investigation did not uncover evidence ofManafort's passing 
along information about Ukrainian peace plans to the candidate or anyone else in the Campaign or 
the Administration. The Office was not, however, able to gain access to all of Manafort's 
electronic communications (in some instances, messages were sent using encryption applications). 
And while Manafort denied that he spoke to members of the Trump Campaign or the new 
Administration about the peace plan, he lied to the Office and the grand jury about the peace plan 
and his meetings with Kilimnik, and his unreliability on this subject was among the reasons that 
the district judge found that he breached his cooperation agreement. 842 

The Office could not reliably determine Manaf.-rt's u ose in sharin internal olling data 
with Kilimnik during the campaign period. Manafort did not see 
a downside to sharing campaign information, and told Gates that his role in the Campaign would 

841 According to the President's written answers, he does not remember Manafort communicating 
to him any particular positions that Ukraine or Russia would want the United States to support. Written 
Responses of Donald J. Trump (Nov. 20, 2018), at 16-17 (Response to Question IV, Part (d)). 

842 Manafort made several false statements during debriefings. Based on that conduct, the Office 
detennined that Manafort had breached his plea agreement and could not be a cooperating witness. The 
judge presiding in Manafort's D.C. criminal case found by a preponderance of the evidence that Manafort 
intentionally made multiple false statements to the FBI, the Office, and the grand jury concerning his 
interactions and communications with Kilimnik (and concerning two other issues). Although the report 
refers at times to Manafort's statements, it does so only when those statements are sufficiently corroborated 
to be trustworthy, to identify issues on which Manafort's untruthful responses may themselves be of 
evidcntiary value, or to provide Manafort's explanations for certain events, even when we were unable to 
detennine whether that explanation was credible. 
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be "good for business" and potentially a way to be made whole for work he previously completed 
in the Ukraine. As to Deripaska, Manafort claimed that by sharing campaign information with 
him, Deripaska might see value in their relationship and resolve a "disagreement"-a reference to 
one or more outstanding lawsuits. Because of questions about Manafort's credibility and our 
limited ability to gather evidence on what happened to the polling data after it was sent to Kilimnik, 
the Office could not assess what Kilimnik (or others he may have given it to) did with it. The 
Office did not identify evidence of a connection between Manafort's sharing polling data and 
Russia's interference in the election, which had already been reported by U.S. media outlets at the 
time of the August 2 meeting. The investigation did not establish that Manafort otherwise 
coordinated with the Russian government on its election-interference efforts. 

a. Paul Manafort's Ties to Russia and Ukraine 

Manafort's Russian contacts during the campaign and transition periods stem from his 
consulting work for Deripaska from approximately 2005 to 2009 and his separate political 
consulting work in Ukraine from 2005 to 2015, including through his company DMP International 
LLC (DMI). Kilimnik worked for Manafort in Kiev during this entire period and continued to 
communicate with Manafort through at least June 2018. Kilimnik, who speaks and writes 
Ukrainian and Russian, facilitated many of Manafort's communications with Deripaska and 
Ukrainian oligarchs. 

i. Oleg Deripaska Consulting Work 

In approximately 2005, Manafort began working for Deripaska, a Russian oligarch who 
has a global empire involving aluminum and power companies and who is closely aligned with 
Vladimir Putin.843 A memorandum describing work that Manafort performed for Deripaska in 
2005 regarding the post-Soviet republics referenced the need to brief the Kremlin and the benefits 
that the work could confer on "the Putin Government."844 Gates described the work Manafort did 
for Deripaska as "political risk insurance," and explained that Deripaska used Manafort to install 
friendly political officials in countries where Deripaska had business interests.845 Manafort's 
company earned tens of millions of dollars from its work for Deripaska and was loaned millions 
of dollars by Deripaska as well.846 

In 2007, Deripaska invested through another entity in Pericles Emerging Market Partners 
L.P. ("Pericles"), an investment fund created by Manafort and former Manafort business partner 
Richard Davis. The Pericles fund was established to pursue investments in Eastern Europe.847 

Deripaska was the sole investor.848 Gates stated in interviews with the Office that the venture led 

843 Pinchuk et al., Russian Tycoon Deripaska in Putin Delegation to China, Reuters (June 8, 2018). 
844 6/23/05 Memo, Manafort & Davis to Deripaska & Rothchild. 
845 Gates 2/2/18 302, at 7. 
846 Manafort 9/20/18 302, at 2-5; Manafort Income by Year, 2005 - 2015; Manafort Loans from 

Wire Transfers, 2005 -2015. 
847 Gates 3/12/18 302, at 5. 
848 Manafort 12/16/15 Dep., at 157:8-11. 
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to a deterioration of the relationship between Manafort and Deripaska.849 In particular, when the 
fund failed, litigation between Manafort and Deripaska ensued. Gates stated that, by 2009, 
Manafort's business relationship with Deripaska had "dried up."850 According to Gates, various 
interactions with Deripaska and his intennediaries over the past few years have involved trying to 
resolve the legal dispute.851 As described below, in 2016, Manafort, Gates, Kilimnik, and others 
engaged in efforts to revive the Deripaska relationship and resolve the litigation. 

ii. Political Consulting Work 

Through Deripaska, Manafort was introduced to Rinat Akhmetov, a Ukrainian oligarch 
who hired Manafort as a political consultant.852 In 2005, Akhmetov hired Manafort to engage in 
political work supporting the Party of Regions,853 a political party in Ukraine that was generally 
understood to align with Russia. Manafort assisted the Party of Regions in regaining power, and 
its candidate, Viktor Yanukovych, won the presidency in 2010. Manafort became a close and 
trusted political advisor to Yanukovych during his time as President of Ukraine. Yanukovych 
served in that role until 2014, when he fled to Russia amidst popular protests.854 

iii. Konstantin Kilimnik 

Kilimnik is a Russian national who has lived in both Russia and Ukraine and was a 
longtime Manafort employee.855 Kilimnik had direct and close access to Yanukovych and his 
senior entourage, and he facilitated communications between Manafort and his clients, including 
Yanukovych and multiple Ukrainian oligarchs.856 Kilimnik also maintained a relationship with 
Deripaska's deputy, Viktor Boyarkin,857 a Russian national who previously served in the defense 
attache office of the Russian Embassy to the United States.858 

849 Gates 2/2/ I 8 302, at 9. 
850 Gates 2/2/18 302, at 6. 
851 Gates 2/2/18 302, at 9-10. 
852 Manafort 7/30/14 302, at I; Manafort 9/20/18 302, at 2. 
853 Manafort 9/11/18 302, at 5-6. 
854 Gates 3/16/18 302, at 1; Davis 2/8/18 302, at 9; Devine 7/6118 302, at 2-3. 
855 Patten 5/22/18 302, at S; Gates 1/29/18 302, at 18-19; 10/28/97 Kilimnik Visa Record, U.S. 

Department of State. 
856 Gates 1/29/18 302, at 18-19; Patten 5/22/18 302, at 8; Gates 1131/18 302, at 4-5; Gates 1/30/18 

302, at 2; Gates 2/2/18 302, at 11. 
857 Gates 1/29/18 302, at 18; Patten S/22/18 302, at 8. 
858 Boyarkin Visa Record, U.S. Department of State. 
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Manafort told the Office that he did not believe Kilimnik was working as a Russian 
"spy."859 The FBI, however, assesses that Kilimnik has ties to Russian intelligence.860 Several 
pieces of the Office's evidence-including witness interviews and emails obtained through court­
authorized search warrants-support that assessment: 

• Kilimnik was born on April 27, 1970, in Dnipropetrovsk Oblast, then of the Soviet Union, 
and attended the Military Institute of the Ministry of Defense from 1987 until 1992.861 Sam 
Patten, a business partner to Kilimnik,862 stated that Kilimnik told him that he was a 
translator in the Russian army for seven years and that he later worked in the Russian 
armament industry selling arms and military equipment.863 

• U.S. government visa records reveal that Kilimnik obtained a visa to travel to the United 
States with a Russian diplomatic passport in 1997.864 

• Kilimnik worked for the International Republican lnstitute's (IRl) Moscow office, where 
he did translation work and general office management from 1998 to 2005.865 While 
another official recalled the incident differently,866 one former associate of Kilimnik's at 
IRI told the FBI that Kilimnik was fired from his post because his links to Russian 
intelligence were too strong. The same individual stated that it was well known at IRl that 
Kilimnik had links to the Russian government.867 

• Jonathan Hawker, a British national who was a public relations consultant at FTI 
Consulting, worked with DMI on a public relations campaign for Yanukovych. After 
Hawker's work for DMI ended, Kilimnik contacted Hawker about working for a Russian 

859 Manafort 9/11/18 302, at 5. 
860 The Office has noted Kilimnik's assessed ties to Russian intelligence in public court filings. 

E.g., Gov't Opp. to Mot. to Modify, United States v. Paul J. Manafort, Jr., l:17-cr-201 (D.D.C. Dec. 4, 
2017), Doc. 73, at 2 ("Manafort (D.D.C.) Gov't Opp. to Mot. to Modify"). 

861 12/17/16 Kilimnik Visa Record, U.S. Department of State. 
862 In August 2018, Patten pleaded guilty pursuant to a plea agreement to violating the Foreign 

Agents Registration Act, and admitted in his Statement of Offense that he also misled and withheld 
documents from the Senate Select Committee on Intelligence in the course of its investigation of Russian 
election interference. Plea Agreement, United States v. W Samuel Patten, I: 18-cr-260 (D.D.C. Aug. 31, 
2018), Doc. 6; Statement of Offense, United States v. W Samuel Patten, I: I 8-cr-260 (D.D.C. Aug. 3 l, 
2018), Doc. 7. 

863 Patten 5/22/18 302, at 5-6. 
864 10/28/97 Kilimnik Visa Record, U.S. Department of State. 
865 Nix 3/30/18 302, at 1-2. 
866 Nix 3/30/18 302, at 2. 
867 Lenzi 1/30/18 302, at 2. 
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government entity on a public-relations project that would promote, in Western and 
Ukrainian media, Russia's position on its 2014 invasion ofCrimea.868 

• Gates suspected that Kilimnik was a "spy," a view that he shared with Manafort, Hawker, 
and Alexander van der Zwaan,869 an attorney who had worked with DMI on a report for 
the Ukrainian Ministry of Foreign Affairs. 870 

Investigative Technique 

b. Contacts during Paul Manafort's Time with the Trump Campaign 

i. Paul Manafort Joins the Campaign 

Manafort served on the Trump Campaign from late March to August 19, 2016. On March 
29, 2016, the Campaign announced that Manafort would serve as the Campaign's "Convention 
Manager."871 On May 19, 2016, Manafort was promoted to campaign chairman and chief 
strategist, and Gates, who had been assisting Manafort on the Campaign, was appointed deputy 
campaign chairman. 872 

Thomas Barrack and Roger Stone both recommended Manafort to candidate Trump. 873 In 
early 2016, at Manafort's request, Barrack suggested to Trump that Manafortjoin the Campaign 
to manage the Republican Convention. 874 Stone had worked with Manafort from approximately 
1980 until the mid-l 990s through various consulting and lobbying firms. Mana fort met Trump in 
1982 when Trump hired the Black, Manafort, Stone and Kelly lobbying firm. 875 Over the years, 
Manafort saw Trump at political and social events in New York City and at Stone's wedding, and 
Trump requested VIP status at the 1988 and 1996 Republican conventions worked by Manafort. 876 

868 Hawker 1/9/18 302, at 13; 3/18/14 Email, Hawker & Tulukbaev. 

"
69 van der Zwaan pleaded guilty in the U.S. District Court for the District of Columbia to making 

false statements to the Special Counsel's Office. Plea Agreement, United States v. Alex van der Zwaan, 
l :18-cr-3 l (D.D.C. Feb. 20, 2018), Doc. 8. 

870 Hawker 6/9/18 302, at 4; van der Zwaan 11/3/17 302, at 22. Manafort said in an interview that 
Gates had joked with Kilimnik about Kilimnik's going to meet with his KGB handler. Manafort 10/16/18 
302, at 7. 

871 Press Release- Donald J. Trump Announces Campaign Convention Manager Paul J. Mana.fort, 
The American Presidency Project - U.C. Santa Barbara (Mar. 29, 2016). 

872 Gates 1/29/18 302, at 8; Meghan Keneally, Timeline of Mana.fort's role in the Trump Campaign, 
ABC News (Oct. 20, 2017). 

873 Gates 1/29/18 302, at 7-8; Manafort 9/11/18 302, at 1-2; Barrack 12/12/17 302, at 3. 

874 Barrack 12/12/17 302, at 3; Gates 1/29/18 302, at 7-8. 

875 Manafort 10/16/18 302, at 6. 

876 Manafort 10/16/18 302, at 6. 
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According to Gates, in March 2016, Manafort traveled to Trump's Mar-a-Lago estate in 
Florida to meet with Trump. Trump hired him at that time. 877 Manafort agreed to work on the 
Campaign without pay. Manafort had no meaningful income at this point in time, but resuscitating 
his domestic political campaign career could be financially beneficial in the future. Gates reported 
that Manafort intended, if Trump won the Presidency, to remain outside the Administration and 
monetize his relationship with the Administration.878 

ii. Paul Manafort 's Campaign-Period Contacts 

Immediately upon joining the Campaign, Manafort directed Gates to prepare for his review 
separate memoranda addressed to Deripaska, Akhmetov, Serhiy Lyovochkin, and Boris 
Kolesnikov,879 the last three being Ukrainian oligarchs who were senior Opposition Bloc 
officials.880 The memoranda described Manafort's appointment to the Trump Campaign and 
indicated his willingness to consult on Ukrainian politics in the future. On March 30, 2016, Gates 
emailed the memoranda and a press release announcing Manafort's appointment to Kilimnik for 
translation and dissemination. 881 Manafort later followed up with Kilimnik to ensure his messages 
had been delivered, emailing on April 11, 2016 to ask whether Kilimnik had shown "our friends" 
the media coverage of his new role.882 Kilimnik replied, "Absolutely. Every article." Manafort 
further asked: "How do we use to get whole. Has Ovd [Oleg Vladimirovich Deripaska] operation 
seen?" Kilimnik wrote back the same day, "Yes, I have been sending everything to Victor 
[Boyarkin, Deripaska's deputy], who has been forwarding the coverage directly to OVD."883 

Gates reported that Manafort said that being hired on the Campaign would be "good for 
business" and increase the likelihood that Manafort would be paid the approximately $2 million 
he was owed for previous political consulting work in Ukraine. 884 Gates also explained to the 
Office that Manafort thought his role on the Campaign could help "confirm" that Deripaska had 
dropped the Pericles lawsuit, and that Gates believed Manafort sent polling data to Deripaska (as 

877 Gates 2/2/18 302, at 10. 
878 Gates 1/30/18 302, at 4. 
879 Gates 2/2/18 302, at 11. 
880 See Sharon LaFraniere, Manafort 's Trial Isn't About Russia, but It Will Be in the Air, New York 

Times (July 30, 2018); Tierney Sneed, Prosecutors Believe Manafort Made $60 Million Consulting in 
Ukraine, Talking Points Memo (July 30, 2018); Mykola Vorobiov, How Pro-Russian Forces Will Take 
Revenge on Ukraine, Atlantic Council (Sept. 23, 2018); Sergii Leshchenko, Ukraine's Oligarchs Are Still 
Calling the Shots, Foreign Policy (Aug. 14, 2014); Interfax-Ukraine, Kolesnikov: Inevitability of 
Punishment Needed for Real Fight Against Smuggling in Ukraine, Kyiv Post (June 23, 2018); Igor Kossov, 
Kyiv Hotel Industry Makes Room/or New Entrants, Kyiv Post (Mar. 7, 2019); Markian Kuzmowycz, How 
the Kremlin Can Win Ukraine's Elections, Atlantic Council (Nov. 19, 2018). The Opposition Bloc is a 
Ukraine political party that largely reconstituted the Party of Regions. 

881 3/30/16 Email, Gates to Kilimnik. 
882 4/11/16 Email, Manafort & Kilimnik. 
883 4/11/16 Email, Manafort & Kilimnik. 
884 Gates 2/2/18 302, at JO. 

135 



19343

142 

u .;). ut:pal llllt:lll UI J USll\;t: 

Atteme; We!'lt Pffidttet // Mit; Cettt!litt Mll:tefi!l! Preteeted Uttder Fed. R. Crim. P. 6(e, 

discussed further below) so that Deripaska would not move forward with his lawsuit against 
Manafort. 885 Gates further stated that Deripaska wanted a visa to the United States, that Deripaska 
could believe that having Manafort in a position inside the Campaign or Administration might be 
helpful to Deripaska, and that Manafort's relationship with Trump could help Deripaska in other 
ways as well. 886 Gates stated, however, that Manafort never told him anything specific about what, 
if anything, Manafort might be offering Deripaska.887 

Gates also reported that Manafort instructed him in April 2016 or early May 2016 to send 
Kilimnik Campaign internal polling data and other updates so that Kilimnik, in tum, could share 
it with Ukrainian oli archs.888 Gates understood that the infonnation would also be shared with 
Deripaska . 889 Gates reported to the Office 
that he did not ow why Manafort wanted him to send polling information, but Gates thought it 
was a way to showcase Manafort's work, and Manafort wanted to open doors to jobs after the 
Trump Campaign ended.890 Gates said that Manafort's instruction included sending internal 
polling data prepared for the Trump Campaign by pollster Tony Fabrizio,891 Fabrizio had worked 
with Manafort for years and was brought into the Campaign by Manafort. Gates stated that, in 
accordance with Manafort's instruction, he periodically sent Kilimnik polling data via WhatsApp; 
Gates then deleted the communications on a daily basis.892 Gates further told the Office that, after 
Manafort left the Campaign in mid-August, Gates sent Kilimnik polling data less frequently and 
that the data he sent was more publicly available information and less internal data.893 

with multiple emails that 
Kilimnik sent to U.S. associates and press contacts between late July and mid-August of 2016. 
Those emails referenced "internal polling," described the status of the Trump Campaign and 

885 Gates 2/2/18 302, at 11; Gates 9/27/18 302 (serial 740), at 2. 
886 Gates 2/2/18 302, at 12. 

88' Gates 2/2/18 302, at 12. 

888 Gates 1/31/18 302, at 17; Gates 9/27/18 302 (serial 740), at 2. In a later interview with the 
Office, Gates stated that Manafort directed him to send polling data to Kilimnik after a May 7, 2016 meeting 
between Manafort and Kilimnik in New York, discussed in Volume I, Section IV.A.8.b.iii, infi·a. Gates 
1117/l 8 302, at 3. 

889 Gates 9/27 /l 8 302, Part II, at 2; 
890 Gates 2/12/18 302, at 10; Gates 1/31/18 302, at 17. 
891 Gates 9/27 / 18 302 (serial 740), at 2; Gates 2/7/J 8 302, at 15. 

892 Gates 1/31/18 302, at 17. 
893 Gates 2/12/18 302, at 11-12. According to Gates, his access to internal polling data was more 

limited because Fabrizio was himself distanced from the Campaign at that point. 
894 
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and assessed Trump's prospects for 
Gates to send Kilimnik internal data, 

The Office also obtained contemporaneous emails that shed light on the purpose of the 
communications with Deripaska and that are consistent with Gates's account. For example, in 
response to a July 7, 2016, email from a Ukrainian reporter about Manafort's failed Deripaska­
backed investment, Manafort asked Kilimnik whether there had been any movement on "this issue 
with our fiiend."897 Gates stated that "our friend" likely referred to Deripaska,898 and Manafort 
told the Office that the "issue" (and "our biggest interest," as stated below) was a solution to the 
Deripaska-Pericles issue.899 Kilimnik replied: 

I am carefully optimistic on the question of our biggest interest. 

Our friend [Boyarkin] said there is lately significantly more attention to the campaign in 
his boss' [Deripaska's] mind, and he will be most likely looking for ways to reach out to 
you pretty soon, understanding all the time sensitivity. I am more than sure that it will be 
resolved and we will get back to the original relationship with V.'s boss [Deripaska].900 

Eight minutes later, Manafort replied that Kilimnik should tell Boyarkin's "boss," a reference to 
Deripaska, "that if he needs private briefings we can accommodate."901 Manafort has alleged to 
the Office that he was willing to brief Deripaska only on public campaign matters and gave an 
example: why Trump selected Mike Pence as the Vice-Presidential running mate.902 Manafort 
said he never gave Deripaska a briefing. 903 Manafort noted that if Trump won, Deripaska would 
want to use Manafort to advance whatever interests Deripaska had in the United States and 
elsewhere.904 

895 8/18/ l 6 Email, Kilimnik to Dirkse; 8/18/l 6 Email, Kilimnik to Schultz; 8/18/16 Email, Kilimnik 
to Marson; 7/27/16 Email, Kilimnik to Ash; 8/18/16 Email, Kilimnik to Ash; 8/18/16 Email, Kilimnik to 
Jackson; 8/18/16 Email, Kilimnik to Mendoza-Wilson; 8/19/16 Email, Kilimnik to Patten. 

896 

897 7/7/16 Email, Manafort to Kilimnik. 
898 Gates 2/2/18 302, at 13. 

899 Manafort 9/11/18 302, at 6. 
9

0() 7/8/16 Email, Kilimnik to Manafort. 
901 7/8/16 Email, Kilimnik to Manafort; Gates 2/2/18 302, at 13. 
902 Manafort 9/11/18 302, at 6. 
903 Manafort 9/11/18 302, at 6. 
904 Manafort 9/11/18 302, at 6. 
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iii. Paul Manafort 's Two Campaign-Period Meetings with Konstantin Kilimnik 
in the United States 

Manafort twice met with Kilimnik in person during the campaign period-once in May 
and again in August 2016. The first meeting took place on May 7, 2016, in New York City.905 In 
the days leading to the meeting, Kilimnik had been working to gather information about the 
political situation in Ukraine. That included information gleaned from a trip that former Party of 
Regions official Yuriy Boyko had recently taken to Moscow-a trip that likely included meetings 
between Boyko and high-ranking Russian officials.906 Kilimnik then traveled to Washington, D.C. 
on or about May 5, 2016; while in Washington, Kilimnik had pre-arranged meetings with State 
Department employees.907 

Late on the evening of May 6, Gates arranged for Kilimnik to take a 3:00 a.m. train to meet 
Manafort in New York for breakfast on May 7. 908 According to Manafort, during the meeting, he 
and Kilimnik talked about events in Ukraine, and Manafort briefed Kilimnik on the Trump 
Campaign, expecting Kilimnik to pass the information back to individuals in Ukraine and 
elsewhere.909 Manafort stated that Opposition Bloc members recognized Manafort's position on 
the Campaign was an opportunity, but Kilimnik did not ask for anything.910 Kilimnik spoke about 
a plan of Boyko to boost election participation in the eastern zone of Ukraine, which was the base 
for the Opposition Bloc.911 Kilimnik returned to Washington, D.C. right after the meeting with 
Manafort. 

Manafort met with Kilimnik a second time at the Grand Havana Club in New York City 
on the evening of August 2, 2016. The events leading to the meeting are as follows. On July 28, 
2016, Kilimnik flew from Kiev to Moscow.912 The next day, Kilimnik wrote to Manafort 
requesting that they meet, using coded language about a conversation he had that day.913 In an 
email with a subject line "Black Caviar," Kilimnik wrote: 

I met today with the guy who gave you your biggest black caviar jar several years ago. We 
spent about 5 hours talking about his story, and I have several important messages from 
him to you. He asked me to go and brief you on our conversation. I said I have to run it 
by you first, but in principle I am prepared to do it. ... It has to do about the future of his 

905 lnvest1gat1ve Technique 
906 4/26/16 Email, Kilimnik to Purcell, at 2; Gates 2/2/18 302, at 12; Patten 5/22/18 302, at 6-7; 

Gates 11/7/18 302, at 3. 
907 5/7 /l 6 Email, Kilimnik to Charap & Kimmage; 5/7/16 Email, Kasanof to Kilimnik. 
908 5/6/16 Email, Manafort to Gates; 5/6/16 Email, Gates to Kilimnik. 
909 Manafort 10/11/18 302, at I. 
910 Manafort 10/11/18 302, at I. 
911 Manafort l 0/11/18 302, at I. 
912 7/25/16 Email, Kilimnik to katrin@yana.kiev.ua (2:17:34 a.m.), 
913 7/29/16 Email, Kilimnik to Manafort (10:51 a.m.). 
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country, and is quite interesting.914 

Manafort identified "the guy who gave you your biggest black caviar jar" as Yanukovych. He 
explained that, in 2010, he and Yanukovych had lunch to celebrate the recent presidential election. 
Yanukovych gave Manafort a large jar of black caviar that was worth approximately $30,000 to 
$40,000.915 Manafort's identification ofY anukovych as "the guy who gave you your biggest black 
caviar jar" is consistent with Kilimnik being in Moscow-where Y anukovych resided-when 
Kilimnik wrote "I met today with the with a December 2016 email in which Kilimnik 
referred to Yanukovych as "BG," 916 Manafort replied to Kilimnik's July 29 
email, "Tuesday [ August 2] is best . . . ues or weds m NYC. "917 

Three days later, on July 31, 2016, Kilimnik flew back to Kiev from Moscow, and on that 
same day, wrote to Manafort that he needed "about 2 hours" for their meeting "because it is a long 
caviar story to tell."918 Kilimnik wrote that he would arrive at JFK on August 2 at 7:30 p.m., and 
he and Manafort agreed to a late dinner that night.919 Documentary evidenc<}-including flight, 
phone, and hotel records, and the timing of text messages exchanged920--confirms the dinner took 
place as planned on August 2.921 

As to the contents of the meeting itself, the accounts of Manafort and Gates---who arrived 
late to the dinner--differ in certain respects. But their versions of events, when assessed alongside 
available documentary evidence and what Kilimnik told business associate Sam Patten, indicate 
that at least three principal topics were discussed. 

First, Manafort and Kilimnik discussed a plan to resolve the ongoing political problems in 
Ukraine by creating an autonomous republic in its more industrialized eastern region ofDonbas,922 

914 7/29/16 Email, Kilimnik to Manafort (10:51 a.m.). 
915 Manafort 9/12/18 302, at 3. 
916 7/29/16 Email Manafort to Kilimnik; 

917 7 /29/l 6 Email, Manafort to Kilimnik. 
918 7/31/16 Email, Manafort to Kilimnik. 
919 7/31/16 Email, Manafort to Kilimnik. 

Investigative Technique 

92° Kilimnik 8/2/16 CBP Record; Call Records of Konstantin Kilimnik 
-; Call Records of Rick Gates(IIIIIIIIIIIIIIIIIIIIIII.; 8/2-3il6, Kilimnik 
Receipt. 

ane Hotel 

921 Deripaska 's private plane also flew to Teterboro Airp01t in New Jersey on the evening of August 
2, 2016. According to Customs and Border Protection records, the only passengers on the plane were 
Deripaska's wife, daughter, mother, and father-in-law, and separate records obtained by our Office confirm 
that Kilimnik flew on a commercial flight to New York. 

922 The Luhansk and Donetsk People's Republics, which are located in the Donbas region of 
Ukraine, declared themselves independent in response to the popular unrest in 20 l 4 that removed President 
Yanukovych from power. Pro-Russian Ukrainian militia forces, with backing from the Russian military, 
have occupied the region since 2014. Under the Yanukovych-backcd plan, Russia would assist in 
withdrawing the military, and Donbas would become an autonomous region within Ukraine with its own 
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and having Yanukovych, the Ukrainian President ousted in 2014, elected to head that republic.923 

That plan, Manafort later acknowledged, constituted a "backdoor" means for Russia to control 
eastern Ukraine.924 Manafort initially said that, ifhe had not cut off the discussion, Kilimnik would 
have asked Manafort in the August 2 meeting to convince Trump to come out in favor of the peace 
plan, and Yanukovych would have expected Manafort to use his connections in Europe and 
Ukraine to support the plan.925 Manafort also initially told the Office that he had said to Kilimnik 
that the plan was crazy, that the discussion ended, and that he did not recall Kilimnik askin 
Manafort to reconsider after their Au ust 2 meetin .926 Manafort · 

at e reacte nega ukovych sending-years ater-an "urgent" 
request w en Y anukovych needed him. 927 When confronted with an email written by Kilimnik on 
or about December 8, 2016, however, Manafort acknowledged Kilimnik raised the peace plan 
again in that email.928 Manafort ultimately ackno Kilimnik also raised the eace Ian in 
~ary 2017 meetings with Manafo 
...... 929 

Second, Manafort briefed Kilimnik on the state of the Trump Campaign and Manafort's 
plan to win the election.930 That briefing encompassed the Campaign's messaging and its internal 
polling data. According to Gates, it also included discussion of "battleground" states, which 
Manafort identified as Michigan, Wisconsin, Pennsylvania, and Minnesota.931 Manafort did not 
refer ex licitl to "battle ound" states in his tellin of the Au ust 2 di 

prime minister. The plan emphasiz-ed that Yanukovych would be an ideal candidate to bring peace to the 
region as prime minister of the republic, and facilitate the reintegration o · into Ukraine with the 
support of the U.S. and Russian presidents. As noted above, accord· the written 
documentation for the Ian to work, both U.S. and Russian support were necessary. 

923 Manafort 9/11/18 302, at 4; 

924 

925 Manafort 9/11/18 302, at 4. 
926 Manafort 9/12118 302, at 4. 
927 

302, at 4. 
928 Manafort 9/12/18 302, at 4; 

2/21/18 Email, Manafort, Ward, & Fabrizio, at 3-5. 

Manafort 9/l l/18 302, at 5; Manafort 9/12/18 

Investigative Technique 
929 ocumentary 

evidence confirms the peace-plan discussions in 2018. 2/19/18 Email, Fabrizio to Ward (forwarding email 
from Manafort); 2/21/18 Email, Manafort to Ward & Fabrizio. 

930 Manafort 9/11/18 302, at 5. 
931 Gates l/30/18 302, at 3, 5. 
932 
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Third, according to Gates and what Kilimnik told Patten, Manafort and Kilimnik discussed 
two sets of financial disputes related to Manafort's previous work in the region. Those consisted 
of the unresolved Deripaska lawsuit and the funds that the Opposition Bloc owed to Manafort for 
his political consulting work and how Manafort might be able to obtain payment.933 

After the meeting, Gates and Manafort both stated that they left separately from Kilimnik 
because they knew the media was tracking Manafort and wanted to avoid media reporting on his 
connections to Kilimnik.934 

c. Post-Resignation Activities 

Manafort resigned from the Trump Campaign in mid-August 2016, approximately two 
weeks after his second meeting with Kilimnik, amidst negative media reporting about his political 
consulting work for the pro-Russian Party of Regions in Ukraine. Despite his resignation, 
Manafort continued to offer advice to various Campaign officials through the November election. 
Manafort told Gates that he still spoke with Kushner, Bannon, and candidate Trump,935 and some 
of those post-resignation contacts are documented in emails. For example, on October 21, 2016, 
Manafort sent Kushner an email and attached a strategy memorandum proposing that the 
Campaign make the case against Clinton "as the failed and corrupt champion of the establishment" 
and that "Wikileaks provides the Trump campaign the ability to make the case in a very credible 
way by using the words of Clinton, its campaign officials and DNC members."936 Later, in a 
November 5, 2016 email to Kushner entitled "Securing the Victory," Manafort stated that he was 
"really feeling good about our prospects on Tuesday and focusing on preserving the victory," and 
that he was concerned the Clinton Campaign would respond to a loss by "mov[ing] immediately 
to discredit the [Trump] victory and claim voter fraud and cyber-fraud, including the claim that 
the Russians have hacked into the voting machines and tampered with the results."937 

Trump was elected President on November 8, 2016. Manafort told the Office that, in the 
wake of Trump's victory, he was not interested in an Administration job. Manafort instead 
preferred to stay on the "outside," and monetize his campaign position to generate business given 
his familiarity and relationship with Trump and the incoming Administration.938 Manafort 
appeared to follow that plan, as he traveled to the Middle East, Cuba, South Korea, Japan, and 
China and was paid to explain what a Trump presidency would entail.939 

Manafort' s activities in early 2017 included meetings relating to Ukraine and Russia. The 

933 Gates 1/30/18 302, at 2-4; Patten 5/22/18 302, at 7. 
934 Gates 1/30/18 302, at 5; Manafort 9/11/18 302, at 5. 
935 Gates 2/12/18 302, at 12. 
936 NOSC0002 l 517-20 (I 0/21/16 Email, Manafort to Kushner). 
937 NOSC0002 I 573-75 ( 11/5/16 Email, Manafort to Kushner). 
938 Manafort 9/12/18 302, at 1, 4-5; Gates 1/30/18 302, at 4. 
939 Manafort 9/12/18 302, at l. 
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first meeting, which took place in Madrid, Spain in January 2017, was with Georgiy Oganov. 
Oganov, who had previously worked at the Russian Embassy in the United States, was a senior 
executive at a Deripaska company and was believed to report directly to Deripaska.940 Manafort 
initially denied attending the meeting. When he later acknowledged it, he claimed that the meeting 
had been arranged by his lawyers and concerned only the Pericles lawsuit.941 Other evidence, 
however, provides reason to doubt Manafort's statement that the sole topic of the meeting was the 
Pericles lawsuit. In particular, text messages to Manafort from a number associated with Kilimnik 
suggest that Kilimnik and Boyarkin-not Manafort's counsel-had arranged the meeting between 
Manafort and Oganov.942 Kilimnik's message states that the meeting was supposed to be "not 
about money or Pericles" but instead "about recreating [the] old friendship"---ostensibly between 
Manafort and Deripaska-"and talking about global politics. "943 Manafort also replied by text that 
he "need[s] this finished before Jan. 20,"944 which appears to be a reference to resolving Pericles 
before the inauguration. 

On January 15, 2017, three days after his return from Madrid, Manafort emailed K.T. 
McFarland, who was at that time designated to be Deputy National Security Advisor and was 
formally appointed to that position on January 20, 2017.945 Manafort's January 15 email to 
McFarland stated: "I have some important information I want to share that I picked up on my 
travels over the last month."946 Manafort told the Office that the email referred to an issue 
regarding Cuba, not Russia or Ukraine, and Manafort had traveled to Cuba in the past month.947 

Either way, McFarland--who was advised by Flynn not to respond to the Manafort inquiry­
appears not to have responded to Manafort.948 

Manafort told the Office that around the time of the Presidential Inauguration in January, 
he met with Kilimnik and Ukrainian oligarch Serhiy Lyovochkin at the Westin Hotel in 
Alexandria, Virginia.949 During this meeting, Kilimnik again discussed the Yanukovych peace 
plan that he had broached at the August 2 meeting and in a detailed December 8, 2016 message 
found in Kilimnik's DMP email account.950 In that December 8 email, which Manafort 

94° Kalashnikova 5/17/18 302, at 4; Gary Lee, Soviet Embassy's Identity Crisis, Washington Post 
(Dec. 20, 1991); Georgy S. Oganov Executive Profile & Biography, Bloomberg (Mar. 12, 2019). 

941 Manafort 9/11/18 302, at 7. 
942 Text Message, Manafort & Kilimnik. 
943 Text Message, Manafort & Kilimnik; Manafort 9/12/18 302, at 5. 
944 Text Message, Manafort & Kilimnik. 
945 1/15/17 Email, Manafort, McFarland, & Flynn. 
946 1/15/17 Email, Manafort, McFarland, & Flynn. 
947 Manafort 9/11/18 302, at 7. 
948 1/15/17 Email, Manafort, McFarland, & Flynn; McFarland 12/22/17 302, at 18-19. 
9491■■■■■■■■■■■1 Manafort 9/11/18 302, at 7; Manafort 9/21/18 

302, at 3; 1/19/17 & l/22/17 Kilimnik CBP Records, Jan. 19 and 22, 2017; 2016-17 Text Messages, 
Kilimnik & Patten, at 1-2. 

950 Investigative Technique 
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acknowledged having read,951 Kilimnik wrote, "[a]ll that is required to start the process is a very 
minor 'wink' (or slight push) from DT"--an apparent reference to President-elect Trump---"and 
a decision to authorize you to be a 'special representative' and manage this process." Kilimnik 
assured Manafort, with that authority, he "could start the process and within 10 days visit Russia 
[Yanukovych] guarantees your reception at the very top level," and that "DT could have peace in 
Ukraine basically within a few months after inauguration."952 

On February 26, 2017, Manafort met Kilimnik in Madrid, where Kilimnik had flown from 
Moscow. 956 In his first two interviews with the Office, Manafort denied meeting with Kilimnik 
on his Madrid trip and then-after being confronted with documentary evidence that Kilimnik was 
in Madrid at the same time as him-recognized that he met him in Madrid. Manafort said that 
Kilimnik had updated him on a criminal investigation into so-called "black ledger" payments to 
Manafort that was bein conducted b Ukraine's National Anti-Corm tion Bureau.957 

Manafort remained in contact with Kilimnik throughout 2017 and into the spring of 2018. 

951 Manafort 9/11118 302, at 6; 
952 Investigative Technique 

955 

956 2/21117 Email, Zatynaiko to Kilimnik. 
957 Manafort 9/13/18 302, at 1. 

958 

•••••••••••••• In resolving whether Manafort breached his cooperation ea agreement by lymg to the O ice, district court found that Manafort lied about, 
among other things, his contacts with Kilimnik regarding the peace plan, including the meeting in Madrid. 
Manafort 2113119 Transcript, at 29-31, 40. 
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Those contacts included matters pertaining to the criminal charges brought by the Office,959 and 
the Ukraine peace plan. In early 2018, Manafort retained his longtime polling firm to craft a draft 
poll in Ukraine, sent the pollsters a three-page primer on the plan sent by Kilimnik, and worked 
with Kilimnik to formulate the polling questions.960 The primer sent to the pollsters specifically 
called for the United States and President Trump to support the Autonomous Republic ofDonbas 
with Yanukovych as Prime Minister,961 and a series of questions in the draft poll asked for opinions 
on Yanukovych's role in resolving the conflict in Donbas.962 (The poll was not solely about 
Don bas; it also sought paiticipants' views on leaders apart from Y anukovych as they pertained to 
the 2019 Ukraine presidential election.) 

The Office has not uncovered evidence that Manafort brought the Ukraine peace plan to 
the attention of the Trump Campaign or the Trump Administration. Kilimnik continued his efforts 
to promote the peace plan to the Executive Branch (e.g., U.S. Department of State) into the summer 
of2018.963 

B. Post-Election and Transition-Period Contacts 

Trump was elected President on November 8, 2016. Beginning immediately after the 
election, individuals connected to the Russian government started contacting officials on the 
Trump Campaign and Transition Teain through multiple channels-sometimes through Russian 
Ambassador Kislyak and at other times through individuals who sought reliable contacts through 
U.S. persons not formally tied to the Campaign or Transition Teain. The most senior levels of the 
Russian government encouraged these efforts. The investigation did not establish that these effo11s 
reflected or constituted coordination between the Trump Campaign and Russia in its election­
interference activities. 

L Immediate Post-Election Activity 

As soon as news broke that Trump had been elected President, Russian government 
officials and prominent Russian businessmen began trying to make inroads into the new 
Administration. They appeared not to have preexisting contacts and struggled to connect with 
senior officials around the President-Elect. As explained below, those efforts entailed both official 
contact through the Russian Embassy in the United States and outreaches-sanctioned at high 
levels of the Russian government-through business rather than political contacts. 

959 Manafort (D.D.C.) Gov't Opp. to Mot. to Modify, at 2; Superseding Indictment ,r,r 48-51, 
United States v. Paul J. Manafort, Jr., 1:17-cr-201 (D.D.C. June 8, 2018), Doc. 318. 

960 2/12/18 Email, Fabrizio to Manafort & Ward; 2/16/18 Email, Fabrizio to Manafort; 2/19/18 
Email, Fabrizio to Ward; 2/21/18 Email, Manafort to Ward & Fabrizio. 

961 2/21/18 Email, Manafort to Ward & Fabrizio (7:16:49 a.m.) (attachment). 
962 3/9/18 Email, Ward to Manafort & Fabrizio (attachment). 
963 
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a. Outreach from the Russian Government 

At approximately 3 a.m. on election night, Trump Campaign press secretary Hope Hicks 
received a telephone call on her personal cell phone from a person who sounded foreign but was 
calling from a number with a DC area code.964 Although Hicks had a hard time understanding the 
person, she could make out the words "Putin call. "965 Hicks told the caller to send her an email. 966 

The following morning, on November 9, 2016, Sergey Kuznetsov, an official at the Russian 
Embassy to the United States, emailed Hicks from his Gmail address with the subject line, 
"Message from Putin."967 Attached to the email was a message from Putin, in both English and 
Russian, which Kuznetsov asked Hicks to convey to the President-Elect.968 In the message, Putin 
offered his congratulations to Trump for his electoral victory, stating he "look[ed] forward to 
working with [Trump] on leading Russian-American relations out of crisis.''969 

Hicks forwarded the email to Kushner, asking, "Can you look into this? Don't want to get 
duped but don't want to blow off Putin!"97° Kushner stated in Congressional testimony that he 
believed that it would be possible to verify the authenticity of the forwarded email through the 
Russian Ambassador, whom Kushner had previously met in April 2016.971 Unable to recall the 
Russian Ambassador's name, Kushner emailed Dimitri Simes of CNI, whom he had consulted 
previously about Russia, see Volume I, Section IV.A.4, supra, and asked, "What is the name of 
Russian ambassador?"972 Kushner forwarded Simes's response--which identified Kislyak by 
name--to Hicks.973 After checking with Kushner to see what he had learned, Hicks conveyed 
Putin's letter to transition officials.974 Five days later, on November 14, 2016, Trump and Putin 
spoke by phone in the presence of Transition Team members, including incoming National 
Security Advisor Michael Flynn.975 

964 Hicks 12/8/17 302, at 3. 
965 Hicks 12/8/17 302, at 3. 
966 Hicks 12/8/ l 7 302, at 3. 
967 NOSC00044381 (11/9/16 Email, Kuznetsov to Hicks (5:27 a.m.)). 
968 NOSC00044381-82 (1 J/9/16 Email, Kuznetsov to Hicks {5:27 a.m.)). 
969 NOSC00044382 (11/9/16 Letter from Putin to President-Elect Trump (Nov. 9, 2016) 

(translation)). 
970 NOSC00044381 (11/9/16 Email, Hicks to Kushner (I 0:26 a.m.)). 
971 Statement of Jared C. Kushner to Congressional Committees, at 4 (Jul. 24, 2017). 
972 NOSC00000058 (11/9/16 Email, Kushner to Simes (10:28 a.m.)); Statement of Jared Kushner 

to Congressional Committees, at 4 (Jul. 24, 2017). 
973 NOSCOOOOOOSS (11/9/16 Email, Kushner to Hicks (11 :05:44 a.m.)). 
974 Hicks 12/8/17 302, at 3-4. 
975 Flynn 11/16/17 302, at 8-10; see Doug G. Ware, Trump, Russia's Putin Talk about Syria, Icy 

Relations in Phone Call, UPI (Nov. 14, 2016). 
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b. High-Level Encouragement of Contacts through Altemative Channels 

As Russian officials in the United States reached out to the President-Elect and his team, a 
number of Russian individuals working in the private sector began their own efforts to make 
contact. Petr Aven, a Russian national who heads Alfa-Bank, Russia's largest commercial bank, 
described to the Office interactions with Putin during this time period that might account for the 
flurry of Russian activity.976 

Aven told the Office that he is one of approximately 50 wealthy Russian businessmen who 
regularly meet with Putin in the Kremlin; these 50 men are often referred to as "oligarchs."977 

Aven told the Office that he met on a quarterly basis with Putin, including in the fourth quarter 
(Q4) of 2016, shortly after the U.S. presidential election.978 Aven said that he took these meetings 
seriously and understood that any suggestions or critiques that Putin made during these meetings 
were implicit directives, and that there would be consequences for Aven if he did not follow 
through.979 As was typical, the 2016 Q4 meeting with Putin was preceded by a preparatory meeting 
with Putin's chiefofstaff, Anton Vaino.980 

According to Aven, at his Q4 2016 one-on-one meeting with Putin,981 Putin raised the 
prospect that the United States would impose additional sanctions on Russian interests, including 
sanctions against Aven and/or Alfa-Bank.982 Putin suggested that Aven needed to take steps to 
protect himself and Alfa-Bank.983 Aven also testified that Putin spoke of the difficulty faced by 
the Russian government in getting in touch with the incoming Trump Administration.984 

According to Aven, Putin indicated that he did not know with whom formally to speak and 
generally did not know the people around the President-Elect.985 

976 Aven provided information to the Office in an interview and through an attorney proffer, -

977 Aven 8/2/18 302, at 7. 

978 

979 Aven 8/2/18 302, at 2-3. 

and interview with the Office, 
Aven re tot e high-ranking Russian government o ficia s usmg numbers (e.g., Official 1, Official 2). 
Aven separately con finned through an attorney proffer that Official 1 was Putin and Official 2 was Putin's 
chiefof staff, Vaino. See Affidavit of Ryan Junck (Aug. 2, 2018)(hard copy on file). 

981 At the time of his Q4 2016 meeting with Putin, Aven was generally aware of the press coverage 
about Russian interference in tbe U.S. election. According to Aven, he did not discuss that topic with Putin 
at any point, and Putin did not mention the rationale behind the threat of new sanctions. Aven 8/2/18 302, 
at 5-7. 

982 

983 

984 

-985 
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Aven - told Putin he would take steps to protect himself and the Alfa-Bank 
shareholders from potential sanctions, and one of those steps would be to try to reach out to the 
incoming Administration to establish a line of cornmunication.986 Aven described Putin 
responding with skepticism about Aven's prospect for success.987 According to Aven, although 
Putin did not expressly direct him to reach out to the Trump Transition Team, Aven understood 
that Putin expected him to try to respond to the concerns he had raised.988 Aven's efforts are 
described in Volume I, Section IV.B.5, il1fra. 

2. Kirill Dmitriev's Transition-Era Outreach to the Incoming Administration 

Aven's description of his interactions with Putin is consistent with the behavior of Kirill 
Dmitriev, a Russian national who heads Russia's sovereign wealth fund and is closely connected 
to Putin. Dmitriev undertook efforts to meet members of the incoming Trump Administration in 
the months after the election. Dmitriev asked a close business associate who worked for the United 
Arab Emirates (UAE) royal court, George Nader, to introduce him to Trump transition officials, 
and Nader eventually arranged a meeting in the Seychelles between Dmitriev and Erik Prince, a 
Trump Campaign supporter and an associate of Steve Bannon.989 In addition, the UAE national 
security advisor introduced Dmitriev to a hedge fund manager and friend of Jared Kushner, Rick 
Gerson, in late November 2016. In December 2016 and January 2017, Dmitriev and Gerson 
worked on a proposal for reconciliation between the United States and Russia, which Dmitriev 
implied he cleared through Putin. Gerson provided that proposal to Kushner before the 
inauguration, and Kushner later gave copies to Bannon and Secretary of State Rex Tillerson. 

a. Background 

Dmitriev is a Russian national who was appointed CEO of Russia's sovereign wealth fund, 
the Russian Direct Investment Fund (RDlF), when it was founded in 2011.990 Dmitriev reported 
directly to Putin and frequently referred to Putin as his "boss."991 

RDIF has co-invested in various projects with UAE sovereign wealth funds.992 Dmitriev 
regularly interacted with Nader, a senior advisor to UAE Crown Prince Mohammed bin Zayed 

986 

987 

988 Aven 8/2/18 302, at 4-8; 
989 Nader provided information to the Office in multiple interviews, all but one of which were 

conducted under a proffer agreementilll· .. •••••■••···I······•· The investigators also interviewed Prince under a proffer agreement. Bannon was interviewed by the Office, 
I under a proffer agreement. 

990 Kirill Dmitriev Biography, Russian Direct Investment Fund, available at 
https://rdifru/Eng_person _ dmitriev _kirill/. See also Overview, Russian Direct Investment Fund, available 
at https:1/rdif.ru/Eng_About/. 

991 Gerson 6/15/18 302, at I. See also, e.g., 12/14/16 Text Message, Dmitriev to Gerson; J/9/17 
Text Message, Dmitriev to Gerson. 

992 
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(Crown Prince Mohammed), in connection with RDIF's dealings with lhc UAE.993 Putin wanted 
Dmitriev to be in charge ofboth the financial and the political relationship between Russia and the 
Gulf states, in part because Dmitriev had been educated in the West and spoke English fluently. 994 

Nader considered Dmitriev to be Putin's interlocutor in the Gulf region, and would relay 
Dmitriev's views directly to Crown Prince Mohammed,995 

Nader developed contacts with both U.S. presidential campaigns during the 2016 election, 
and kept Dmitriev abreast of his effoits to do so.996 According to Nader. Dmitriev said that bis 
and tbe government of Russia's preference was Nader to 
assist him in 

Erik Prince is a businessman wbo bad relationships wilh various individuals associated 
with the Tmmp Campaign, including Steve Bannon, Donald Tmrop Jr., and Roger Stone. 1005 

Prince did not have a formal role in the Campaign, although he offered to host a fundraiser for 

"' Nader l/22/18 302, at 1-2; Nader l/231!8 302, at 2-3; 513/16 Email, Nader to Phares;­

"" Nader l/22118 302, at 1-2. 
995 Nader 1122118 302, at 3. 
096 Nader 1/22/l 8 302, at 3; 
997 Nader J /22/18 302, at 3; 
99S 

999 Nader 1122118 302, at 3. 

1
®

5 Prince 414118 302, at 1-5; Bannon 2/14118 302, at 2L 
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Trump and sent unsolicited policy papers on issues such as foreign policy, trade, and Russian 
election interference to Bannon. 1006 

After the election, Prince frequently visited transition offices at Trump Tower, primarily 
to meet with Bannon but on occasion to meet Michael Flynn and others. 1007 Prince and Bannon 
would discuss, inter alia, foreign policy issues and Prince's recommendations regarding who 
should be appointed to fill key nati~sitions.1008 Although-rince was not formal! 
affiliated with the transition, Nader-- received assurances 
that the incoming Administration considered Prince a trusted associate. 10 

b .. Kiri/I Dmitriev's Post-Election Contacts With the Incoming Administration 

Soon after midnight on election night, Dmitriev messaged nvest1gat1ve ec mque 
ss Championship. 

. e 

1006 Prince 4/4/18 302, at l, 3-4; Prince 5/3/J 8 302, at 2; Bannon 2/14/18 302, at 19-20; lOil 8/16 
Email, Prince to Bannon. 

1001 Flynn 11/20/17 302, at 6; Flynn 1/11/18 302, at 5; Flynn 1/24/18 302, at 5-6; Flynn 5/1/18 302, 
at 11; Prince 4/4/18 302, at 5, 8; Bannon 2/14/18 302, at 20-21; 11112/16 Email, Prince to Corallo. 

1008 Prince 4/4/18 302, at 5; Bannon 2/14/18 302, at 21. 
1009 

JOJO 

1011 

1012 

!014 

1015 

. . 
Investigative Technique 

Investigative Technique 

Investigative Technique 

Investigative Technique 

Investigative Technique 
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Later that morning, Dmitriev contacted Nader, who was in New York, to request a meeting 
with the "key people" in the incoming Administration as soon as possible in light of the "[gJreat 
results."1016 He asked Nader to convey to the incoming Administration that "we want to start 
rebuilding the relationship in whatever is a comfortable pace for them. We understand all of the 
sensitivities and are not in a rush."1017 Dmitriev and Nader had previously discussed Nader 
introducing him to the contacts Nader had made within the Trump Campaign.1018 Dmitriev also 
told Nader that he would ask Putin for pennission to travel to the United States, where he would 
be able to speak to media outlets about the positive impact of Trump's election and the need for 
reconciliation between the United States and Russia. 1019 

Later that day, Dmitriev flew to New York, where Peskov was separately traveling to 
attend the chess toumament. 1020 Dmitriev invited Nader to the opening of the tournament and 
noted that, if there was "a chance to see anyone key from Trump camp," he "would love to start 
building for the future."1021 Dmitriev also asked Nader to invite Kushner to the event so that he 
(Dmitriev) could meet him. 1022 Nader did not pass along Dmitriev's invitation to anyone 
connected with the incoming Administration. 1023 Although one World Chess Federation official 
recalled hearing from an attendee that President-Elect Trump had stopped by the tournament, the 
investigation did not establish that Trump or any Campaign or Transition Team official attended 
the event.1024 And the President's written answers denied that he had. 1025 

Nader stated that Dmitriev continued to press him to set up a meeting with transition 
officials, and was particularly focused on Kushner and Trump Jr. 1026 Dmitriev told Nader that 
Putin would be ve rateful to Nader and that a meetin would make histo . rnz7 

1016 l l/9/16 Text Message, Dmitriev to Nader (9:34 a.m.); Nader 1/22/18 302, at 4. 

lOl7 l l/9/16 Text Message, Dmitriev to Nader (11 :58 p.m.). 

1018 Nader l/22/18 302, at 3. 
1019 11/9/16 Text Message, Dmitriev to Nader (10:06 a.m.); 11/9/16 Text Message, Dmitriev to 

Nader (10:10 a.m.); I I 1 
1020 11/9/16 Text Message, Dmitriev to Nader (10:08 a.m.); 11/9/16 Text Message, Dmitriev to 

Nader (3:40 p.m.); Nader 1/22/ t 8 302. at 5. 

Ml 11/9/16 Text Message, Dmitriev to Nader (7:10 p.m.). 

1022 l l/10/16 Text Message, Dmitriev to Nader (5:20 a.m.). 
1023 Nader l/22/18 302, at 5-6. 
1024 Marinello 5/31/18 302, at 2-3; Nader 1/22/18 302, at 5-6. 
1025 Written Responses of Donald J. Trump (Nov. 20, 2018), at 17-18 (Response to Question V, 

Part (a). 

- 1026 Nader 1/22/18 302, at 6; 

1027 Nader 1/22/18 302, at 6; 
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According to Nader, Dmitriev was very 
anxious to connect with t e incoming Administration and told Nader that he would try other routes 
to do so besides Nader himself. 1030 Nader did not ultimately introduce Dmitriev to anyone 
associated with the incoming Administration during Dmitriev's post-election trip to New Y ork.1031 

In early December 2016, Dmitriev again broached the topic of meeting incoming 
Administration officials with Nader in January or February. 1032 Dmitriev sent Nader a list of 
publicly available quotes of Dmitriev speaking positively about Donald Trump "in case they 
[were] helpful."1033 

c. Erik Prince and Kirill Dmitriev Meet in the Seychelles 

i. George Nader and Erik Prince Arrange Seychelles Meeting with Dmitriev 

Nader traveled to New York in early January 2017 and had lunchtime and dinner meetings 
with Erik Prince on January 3, 2017. 1034 Nader and Prince discussed Dmitriev. 1035 Nader 
inf01med Prince that the Russians were looking to build a link with the incoming Trump 
Administration. 1036 

--he told Prince that Dm~ 
introduce him to so~omin Administration -----­

.1037 Nader snggested, in light of Prince's 
relationship with Transition Team officials that Prince and Dmitriev meet to discuss issues of 
mutual concem. 1038 Prince told Nader 
that he needed to think further about it and to check with Transition T earn officials. 1039 

After his dinner with Prince, Nader sent Prince a link to a Wikipedia entry about Dmitriev, 
and sent Dmitriev a message stating that he had just met "with some key people within the family 
and inner circle"-a reference to Prince-and that he had spoken at length and positively about 

1028 

1029 

1030 Nader 1/22/18 302, at 6. 
1031 Nader 1/22/18 302, at 5-7. 
1032 12/8/16 Text Messages, Dmitriev to Nader (12: 10:31 a.m.); Nader 1/22/18 302, at 1 l. 
1033 12/8/16 Text Message, Dmitriev to Nader (12:10:31 a.m.); 12/8/16 Text Message, Dmitriev to 

Nader (12:10:57 a.m.). 

1034 Prince 4/4/18 302, at 8. 

rn35 Prince 5/3/18 302, at 3; 
1036 

1037 

l03R 

1039 
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Dmitriev.1040 Nader told Dmitriev that the people he met had asked for Dmitriev's bio, and 
Dmitriev replied that he would update and send it. 1041 Nader later received from Dmitriev two 
files concerning Dmitriev: one was a two-page biography, and the other was a list ofDmitriev's 
positive quotes about Donald Trump. 1042 

The next morning, Nader forwarded the message and attachments Dmitriev had sent him 
to Prince. 1043 Nader wrote to Prince that these documents were the versions "to be used with some 
additional details for them" (with "them" referring to members of the incoming 
Administration). 1044 Prince opened the attachments at Trump Tower within an hour of receiving 
them. 1045 Prince stated that, while he was at Trump Tower that day, he spoke with Kellyanne 
Conway, Wilbur Ross, Steve Mnuchin, and others while waiting to see Bannon. 1046 Cell-site 
location data for Prince's mobile phone indicates that Prince remained at Trump Tower for 
approximately three hours. 1047 Prince said that he could not recall whether, durin those three 
hours he met with Bannon and discussed Dmitriev with him.1048 

Prince booked a ticket to the Seychelles on January 7, 2017. 1050 The following day, Nader 
wrote to Dmitriev that he had a "pleasant surprise" for him, namely that he had arranged for 
Dmitriev to meet "a Special Guest" from "the New Team," referring to Prince. 1051 Nader asked 
Dmitriev ifhe eould come to the Seychelles for the meeting on January 12, 2017, and Dmitriev 
agreed.1os2 

The following day,~urance from Nader that the Seychelles meeting 
would be worthwhile_rn53 --Dmitriev was not enthusiastic about the idea of 
meeting with Prince, and that Nader assured him that Prince wielded influenee with the incoming 

1040 1/4/17 Text Message, Nader to Prince; 1/4/17 Text Messages, Nader to Dmitriev {5:24 a.m. -· 
5:26 a.m.); Nader l/22/18 302, at 8-9; I ■ 

1041 1/4/17 Text Messages, Nader & Dmitriev (7:24:27 a.m.). 

w42 1/4/l 7 Text Messages, Dmitriev to Nader (7:25-7:29 a.m.) 
1043 1/4/17 Text Messages, Naderto Prince. 
1044 1/4/17 Text Messages, Nader to Prince; 
1045 Prince 5/3/18 302, at 1-3. 
1046 Prince 5/3/18 302, at 2-3. 
1047 Cell-site location data for Prince's mobile phone 
1048 Prince 5/3/18 302, at 3. 
1049 

1050 1/5/17 Email, Kasbo to Prince. 

Investigative Technique 

1051 1/8/J 7 Text Messages, Nader to Dmitriev (6:05 -6: 10 p.m.). 
1052 J/8/17 Text Messages, Nader & Dmitriev (6:10- 7:27 p.m.). 
1053 1/9/ l 7 Text Message, Dmitriev to Nader. 

152 



19360

159 

u.~. ucparuncm UJ JUMll:t: 

Atteree) Werk Pfeettet // Mtt) Cemaifl Material Preteetee Ufleer Fed. R. Crim. P. 6~e) 

Administration.1054 Nader wrote to Dmitriev, "This guy [Prince] is designated by Steve [Bannon] 
to meet you! I know him and he is very very well connected and trusted by the New Team. His 
sister is now a Minister ofEducation."1055 According to Nader, Prince had led him to believe that 
Bannon was aware of Prince's upcoming meeting with Dmitriev, and Prince acknowledged that it 
was fair for Nader to think that Prince would pass infonnation on to the Transition Team.1056 

Bannon, however, told the Office that Prince did not tell him in advance about his meeting 
with Dmitriev.1057 

ii. The Seychelles Meetings 

Dmitriev arrived with his wife in the Seychelles on January 11, 2017, and checked into the 
Four Seasons Resort where Cro'lvn Prince Mohammed and Nader were staying.1058 Prince arrived 
that same day. rn59 Prince and Dmitriev met for the first time that afternoon in Nader's villa, with 
Nader present. 1060 The initial meeting lasted approximately 30-45 minutes. 1061 

Prince described the eight 
years o the Obama A inistration in negative terms, and stated that he was looking forward to a 
new era of cooperation and conflict resolution. 1063 According to Prince, he told Dmitriev that 
Bannon was effective if not conventional, and that Prince provided policy papers to Bannon.1064 

1054 

1055 1/9/17 Text Message, Nader to Dmitriev (2:12:56 p.m.); Nader 1/19/18 302, at 13; -

1056 Nader 1/19/18 302, at 13; Prince 5/3118 302, at 3. 

1057 Bannon 2114118 302, at 25-26. 
1058 1/10/17 Text Messages, Dmitriev & Nader (2:05:54- 3:30:25 p.m.); 1111/17 Text Messages, 

Dmitriev & Nader (2:16:16 5:17:59 p.m.). 
1059 1/7117 Email, Kasbo to Prince. 
1060 1111/17 Text Messages, Nader & Dmitriev (5:18:24 - 5:37:14 p.m.); 

1061 Prince 5/3/18 302, at 4; 
1062 

1063 

1064 Prince 5/3/! 8 302, at 4. 
1065 
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Afterwards, Prince returned to his room, where he learned that a Russian aircraft carrier 
had sailed to Libya, which led him to call Nader and ask him to set up another meeting with 
Dmitriev. 1073 According to Nader, Prince called and said he had checked with his associates back 
home and needed to convey to Dmitriev that Libya was "off the table." 1074 Nader wrote to 
Dmitriev that Prince had "received an urgent message that he needs to convey to you immediately," 
and arranged for himself, Dmitriev, and Prince to meet at a restaurant on the Four Seasons 
property.101s 

At the second meeting, Prince told Dmitriev that the United States could not acce 
Russian involvement in Lib a because it would make the situation there much worse. 1076 

!066 

1067 

1068 

1069 Prince 5/3/18 302, at 4-5. 
1070 

]072 

Hl73 Prinee 4/4/18 302, at 10; Prince 5/3/18 302, at 4; 
1074 Nader l/22/18 302, at 14; 
1075 

10:24:25 p.m.). 

owever, 

1/11/17 Text Messages, Dmitriev & Nadcr(9:13:54-

for the transition but based on his experience as a former naval officer. Prince 5/3/l 8 302, at 4. 
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!077 

After the brief second meeting concluded, Nader and Dmitriev discussed what had 
transpired. 1078 Dmitriev told Nader that he was disappointed in his meetings with Prince for two 
reasons: first, he believed the Russians needed to be communicating with someone who had more 
authority within the incoming Administration than Prince had. 1079 Second, he had hoped to have 
a discussion of greater substance, such as outlinin a strate ic roadmap for both countries to 
follow. wso Dmitriev told Nader that Prince's comments -

were insulting 1081 

Hours after the second meeting, Prince sent two text messages to Bannon from the 
Seychelles. 1082 As described further below, investigators were unable to obtain the content of these 
or other messages between Prince and Bannon, and the investigation also did not identify evidence 
of any further communication between Prince and Dmitriev after their meetings in the Seychelles. 

iii. Erik Prince's Meeting with Steve Bannon after the Seychelles Trip 

After the Seychelles meetings, Prince told Nader that he would inform Bannon about his 
discussion with Dmitriev and would convey that someone within the Russian power structure was 
interested in seeking better relations with the incoming Administration. 1083 On January 12, 2017, 
Prince contacted Bannon's personal assistant to set up a meeting for the following week. 1084 

Several days later, Prince messaged her again asking about Bannon's schedule. 1085 

Prince said that he met Bannon at Bannon's home after returning to the United States in 
mid-January and briefed him about several topics, including his meeting with Dmitriev. 1086 Prince 
told the Office that he explained to Bannon that Dmitriev was the head of a Russian sovereign 
wealth fund and was interested in improving relations between the United States and Russia. 1087 

Prince had on his cellphone a screenshot ofDmitriev's Wikipedia page dated January 16, 2017, 

1077 

1078 Nader 1/22/18 302, at 15; 

1079 Nader 1/22/18 302, at 9, 15; 

1080 Nader I /22/18 302, at 15. 
1081 

1082 Call Records of Erik Prince 

Nader 1/22/18 302, at 15. 

1083 Prince 4/4/18 302, at l 0; Prince 5/3/18 302, at 4; 
1084 l/12/17 Text Messages, Prince to Preate. 
1085 1/15/17 Text Message, Prince to Preatc. 
1086 Prince 4i4il 8 302, at 11; Prince 5/3/18 302, at 5. 
1087 Prince 4/4/18 302, at 11; Prince 5/3/18 302, at 5. 
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and Prince told the Office that he likely showed that image to Bannon. 1088 Prince also believed he 
provided Bannon with Dmitriev' s contact information. 1089 According to Prince, Bannon instructed 
Prince not to follow up with Dmitriev, and Prince had the impression that the issue was not a 
priority for Bannon. 1090 Prince related that Bannon did not appear angry, just relatively 
uninterested. 1091 

Bannon, by contrast, told the Office that he never discussed with Prince anything regarding 
Dmitriev, RDIF, or any meetings with Russian individuals or people associated with Putin. 1092 

Bannon also stated that had Prince mentioned such a meeting, Bannon would have remembered it, 
and Bannon would have objected to such a meeting having taken place. 1093 

The conflicting accounts provided by Bannon and Prince could not be independently 
clarified by reviewing their communications, because neither one was able to produce any of the 
messages they exchanged in the time period surrounding the Seychelles meeting. Prince's phone 
contained no text messages prior to March 2017, though provider records indicate that he and 
Bannon exchanged dozens of messages. 1094 Prince denied deleting any messages but claimed he 
did not know why there were no messages on his device before March 2017. 1095 Bannon's devices 
similarly contained no messages in the relevant time period, and Bannon also stated he did not 
know why messages did not appear on his device. 1096 Bannon told the Office that, during both the 
months before and after the Seychelles meeting, he regularly used his personal Blackberry and 
personal email for work-related communications (including those with Prince), and he took no 
steps to preserve these work communications.1097 

d. Kirill Dmitriev's Post-Election Contact with Rick Gerson Regarding U.S.­
Russia Relations 

Dmitriev's contacts during the transition period were not limited to those facilitated by 
Nader. ln approximately late November 2016, the UAE national security advisor introduced 
Dmitriev to Rick Gerson, a friend of Jared Kushner who runs a hedge fund in New Y ork. 1098 

Gerson stated he had no formal role in the transition and had no involvement in the Trump 

1088 Prince 5/3/18 302, at 5; 1/16/17 Image on Prince Phone (on file with the Office). 
1089 Prince 5/3/18 302, at 5. 
1090 Prince 5/3/18 302, at 5. 
1091 Prince 5/3/18 302, at 5. 
1092 Bannon 10/26/18 302, at 10-11. 
1093 Bannon 10/26/18 302, at 10-11. 

1094 Call Records of Erik Prince 

'
095 Prince 4/4/18 302, at 6. 

1096 Bannon 10/26/18 302, at 11; Bannon 2/14118 302, at 36. 

1097 Bannon 10126/18 302, at 11. 

'
098 Gerson 6/5/18 302, at 1, 3; 11/26/16 Text Message, Dmitriev to Gerson; 1/25/17 Text Message, 

Dmitriev to Nader. 
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Campaign other than occasional casual discussions about the Campaign with Kushner. 1099 After 
the election, Gerson assisted the transition by arranging meetings for transition officials with 
former UK prime minister Tony Blair and a UAE delegation led by Crown Prince Mohammed.1100 

When Dmitriev and Gerson met, they principally discussed potential joint ventures 
between Gerson's hedge fund and RDIF. 1101 Dmitriev was interested in improved economic 
cooperation between the United States and Russia and asked Gerson who he should meet with in 
the incoming Administration who would be helpful towards this goal. 1102 Gerson replied that he 
would try to figure out the best way to arrange appropriate introductions, but noted that 
confidentiality would be required because of the sensitivity of holding such meetings before the 
new Administration took power, and before Cabinet nominees had been confirmed by the 
Senate.1103 Gerson said he would ask Kushner and Michael Flynn who the "key person or people" 
were on the topics of reconciliation with Russia, joint security concerns, and economic matters. 11°" 

Dmitriev told Gerson that he had been tasked by Putin to develop and execute a 
reconciliation plan between the United States and Russia. He noted in a text message to Gerson 
that if Russia was "approached with respect and willingness to understand our position, we can 
have Major Breakthroughs quickly."1105 Gerson and Dmitriev exchanged ideas in December 2016 
about what such a reconciliation plan would include. 1106 Gerson told the Office that the Transition 
Team had not asked him to engage in these discussions with Dmitriev, and that he did so on his 
own initiative and as a private citizen.1107 

On January 9, 2017, the same day he asked Nader whether meeting Prince would be 
worthwhile, Dmitriev sent his biography to Gerson and asked him if he could "share it with Jared 
(or somebody else very senior in the team) so that they know that we are focused from our side 
on improving the relationship and my boss asked me to play a key role in that."1108 Dmitriev also 
asked Gerson if he knew Prince, and if Prince was somebody important or worth spending time 

1099 Gerson 6/5/18 302, at I. 

uoo Gerson 6/5/18 302, at 1-2; Kushner 4/11/18 302, at 21. 
1101 Gerson 6/5/18 302, at 3-4; see, e.g., 12/2/16 Text Messages, Dmitriev & Gerson; 12/14/16 Text 

Messages, Dmitriev & Gerson; 1/3/17 Text Message, Gerson to Dmitriev; 12/2/16 Email, Tolokonnikov to 
Gerson. 

1
1-0

2 Gerson 6/5/18 302, at 3; 12/14/16 Text Message, Dmitriev to Gerson. 
1103 12/14/16 Text Message, Gerson to Dmitriev. 
1104 12/14/16 Text Message, Gerson to Dmitriev. 
1105 12/14/16 Text Messages, Dmitriev & Gerson; Gerson 6/15/18 302, at I. 
1106 12/14/16 Text Messages, Dmitriev & Gerson. 
1107 Gerson 6/15/18 302, at 1. 

nos 1/9/17 Text Messages, Dmitriev to Gerson; l/9/17 Text Message, Dmitriev to Nader. 
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with.1109 After his trip to the Seychelles, Dmitriev told Gerson that Bannon had asked Prince to 
meet with Dmitriev and that the two had had a positive meeting.1110 

On January 16, 2017, Dmitriev consolidated the ideas for U.S.-Russia reconciliation that 
he and Gerson had been discussing into a two-page document that listed five main points: (1) 
jointly fighting terrorism; (2) jointly engaging in anti-weapons of mass destruction efforts; (3) 
developing "win-win" economic and investment initiatives; (4) maintaining an honest, open, and 
continual dialogue regarding issues of disagreement; and (5) ensuring proper communication and 
trust by "key people" from each country.11 ll On January 18, 2017, Gerson gave a copy of the 
document to Kushner.1112 Kushner had not heard of Dmitriev at that time. 1113 Gerson explained 
that Dmitriev was the head of RDIF, and Gerson may have alluded to Dmitriev's being well 
connected. 1114 Kushner placed the document in a file and said he would get it to the right 
people. 1115 Kushner ultimately gave one copy of the document to Bannon and another to Rex 
Tillerson; according to Kushner, neither of them followed up with Kushner about it.1116 On 
January 19, 2017, Dmitriev sent Nader a copy of the two-page document, telling him that this was 
"a view from our side that I discussed in my meeting on the islands and with you and with our 
friends. Please share with them- we believe this is a good foundation to start from."1117 

Gerson informed Dmitriev that he had given the document to Kushner soon after delivering 
it. 1118 On January 26, 2017, Dmitriev wrote to Gerson that his "boss"-an apparent reference to 
Putin-was asking if there had been any feedback on the proposal. 1119 Dmitriev said, "[w]e do 
not want to rush things and move at a comfortable speed. At the same time, my boss asked me to 
try to have the key US meetings in the next two weeks ifpossible."1120 He informed Gerson that 
Putin and President Trump would speak by phone that Saturday, and noted that that information 
was "very confidential."1121 

The same day, Dmitriev wrote to Nader that he had seen his "boss" again yesterday who 
had "emphasized that this is a great priority for us and that we need to build this communication 

1109 Gerson 6/5/18 302, at 4. 
1110 1/18/17 Text Messages, Dmitriev & Gerson. 
1111 1/16/17 Text Messages, Dmitriev & Gerson. 
1112 Gerson 6/5/18 302, at 3; Gerson 6/15/18 302, at 2. 
1113 Gerson 615118 302, at 3. 
1114 Gerson 6/5/18 302, at 3; Gerson 6/15/18 302, at 1-2; Kushner4/l 1/18 302, at 22. 
1115 Gerson 6/5/18 302, at 3. 
1116 Kushner4/ll/18 302, at 32. 
1117 1/19/17 Text Message, Dmitriev to Nader(l l:11:56 a.m.). 
1118 1/18/17 Text Message, Gerson to Dmitriev; Gerson 6/15/18 302, at 2. 
111

" 1/26/17 Text Message, Dmitriev to Gerson. 
1120 1/26/17 Text Message, Dmitriev to Gerson. 
1121 1/26/17 Text Message, Dmitriev to Gerson. 
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channel to avoid bureaucracy."1122 On January 28, 2017, Dmitriev texted Nader that he wanted 
"to see ifI can confirm to my boss that your friends may use some of the ideas from the 2 pager I 
sent you in the telephone call that will happen at 12 EST,''1123 an apparent reference to the call 
scheduled between President Trump and Putin. Nader replied, "Definitely paper was so submitted 
to Team by Rick and me. They took it seriously!"1124 After the call between President Trump and 
Putin occurred, Dmitriev wrote to Nader that "the call went very well. My boss wants me to 
continue making some public statements that us [sic] Russia cooperation is good and 
important."ms Gerson also wrote to Dmitriev to say that the call had gone well, and Dmitriev 
replied that the document they had drafted together "played an important role."1126 

Gerson and Dmitriev appeared to stop communicating with one another in approximately 
March 2017, when the investment deal they had been working on together showed no signs of 
progressing. 1127 

3. Ambassador Kislyak's Meeting with Jared Kushner and Michael Flynn in 
Trump Tower Following the Election 

On November 16, 2016, Catherine Vargas, an executive assistant to Kushner, received a 
request for a meeting with Russian Ambassador Sergey Kislyak. 1128 That same day, Vargas sent 
Kushner an email with the subject, "MISSED CALL: Russian Ambassador to the US, Sergey 
Ivanovich Kislyak .... " 1129 The text of the email read, "RE: setting up a time to meet w/you on 
12/1. LMK how to proceed." Kushner responded in relevant part, "I think I do this one - confirm 
with Dimitri [Simes of CNI] that this is the right guy."1130 After reaching out to a colleague of 
Simes at CNI, Vargas reported back to Kushner that Kislyak was "the best go-to guy for routine 
matters in the US," while Yuri Ushakov, a Russian foreign policy advisor, was the contact for 
"more direct/substantial matters."1131 

Bob Foresman, the UBS investment bank executive who had previously tried to transmit 
to candidate Trump an invitation to speak at an economic forum in Russia, see Volume I, Section 
IV.A. l .d.ii, supra, may have provided similar information to the Transition Team. According to 

1122 1/26/17 Text Message, Dmitriev to Nader (10:04:41 p.m.). 
1123 1/28/17 Text Message, Dmitriev to Nader (11:05:39 a.m.). 
1124 l/28/17 Text Message, Nader to Dmitriev (11: 11 :33 a.m.). 
1125 1/29/17 Text Message, Dmitriev to Nader (11 :06:35 a.m.). 
1126 1/28/17 Text Message, Gerson to Dmitriev; 1/29/17 Text Message, Dmitriev to Gerson. 
1127 Gerson 6/15/18 302, at 4; 3/21/17 Text Message, Gerson to Dmitriev. 
1128 Statement of Jared C. Kushner to Congressional Committees {"Kushner Strut."), at 6 (7/24/17) 

(written statement by Kushner to the Senate Judiciary Committee). 
1129 NOSC00004356 (l 1/16/16 Email, Vargas to Kushner (6:44 p.m.)). 
1130 NOSC00004356 (11/16/16 Email, Kushner to Vargas (9:54 p.m.)). 

m, 11/17/16 Email, Brown to Simes (10:41 a.m.); Brown l0/13/11302, at 4; 11/17/16 Email, 
Vargas to Kushner ( I 2:31: 18). 
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Foresman, at the end of an early December 2016 meeting with incoming National Security Advisor 
Michael Flynn and his designated deputy (K.T. McFarland) in New York, Flynn asked Foresman 
for his thoughts on Kislyak. Foresman had not met Kislyak but told Flynn that, while Kislyak was 
an important person, Kislyak did not have a direct line to Putin. 1132 Foresman subsequently 
traveled to Moscow, inquired of a source he believed to be close to Putin, and heard back from 
that source that Ushakov would be the official channel for the incoming U.S. national security 
advisor.1133 Foresman acknowledged that Flynn had not asked him to undertake that inquiry in 
Russia but told the Office that he nonetheless felt obligated to report the information back to Flynn, 
and that he worked to get a face-to-face meeting with Flynn in January 2017 so that he could do 
so. 1134 Email correspondence suggests that the meeting ultimately went forward, 1135 but Flynn has 
no recollection of it or of the earlier December meeting.1136 (The investigation did not identify 
evidence of Flynn or Kushner meeting with Ushakov after being given his name. 1137

) 

In the meantime, although he had already formed the impression that Kislyak was not 
necessarily the right point of contact, 1138 Kushner went forward with the meeting that Kislyak had 
requested on November 16. It took place at Trump Tower on November 30, 2016.m9 At 
Kushner's invitation, Flynn also attended; Bannon was invited but did not attend.1140 During the 
meeting, which lasted approximately 30 minutes, Kushner expressed a desire on the part of the 
incoming Administration to start afresh with U.S.-Russian relations.1141 Kushner also asked 
Kislyak to identify the best person (whether Kislyak or someone else) with whom to direct future 
discussions-someone who had contact with Putin and the ability to speak for him. 1142 

The three men also discussed U.S. policy toward Syria, and Kislyak floated the idea of 
having Russian generals brief the Transition Team on the topic using a secure communications 
line. 1143 After Flynn explained that there was no secure line in the Transition Team offices, 

m2 Foresman 10/17/18 302, at 17. 
1133 Foresman 10/17/18 302, at 17-18. 

lll4 Foresman 10/17 /18 302, at 18. 
1135 RMF-SCO-00000015 (l/5/17 Email, Foresman to Atencio & Flaherty); RMF-SC0-00000015 

(1/5/17 Email, Flaherty to Foresman & Atencio). 

Office). 
m6 9/26/18 Attorney Proffer from Covington & Burling LLP (reflected in email on file with the 

1137 Vargas 4/4/18 302, at 5. 

ms Kushner 11/1/17 302, at 4. 

m9 AKIN_ GUMP _BERKOWITZ_0000016-019 (11/29/16 Email, Vargas to Kuznetsov). 
11•0 Flynn 1/11/18 302, at 2; NOS00004240 (Calendar Invite, Vargas to Kushner & Flynn). 
1141 Kushner Stmt. at 6. 
1142 Kushner Stmt. at 6; Kushner 4/11/18 302, at 18. 
1143 Kushner Stmt. at 7; Kushner 4/11/18 302, at 18; Flynn 1/11/18 302, at 2. 
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Kushner asked Kislyak if they could communicate using secure facilities at the Russian 
Embassy. 1144 Kislyak quickly rejected that idea. 1145 

4. Iared Kushner's Meeting with Sergey Gorkov 

On December 6, 2016, the Russian Embassy reached out to Kushner' s assistant to set up a 
second meeting between Kislyak and Kushner. u46 Kushner declined several proposed meeting 
dates, but Kushner's assistant indicated that Kislyak was very insistent about securing a second 
meeting. 1147 Kushner told the Office that he did not want to take another meeting because he had 
already decided Kislyak was not the right channel for him to communicate with Russia, so he 
arranged to have one of his assistants, Avi Berkowitz, meet with Kislyak in his stead. 1148 Although 
embassy official Sergey Kuznetsov wrote to Berkowitz that Kislyak thought it "important" to 
"continue the conversation with Mr. Kushner in person,"ll 49 Kislyak nonetheless agreed to meet 
instead with Berkowitz once it became apparent that Kushner was unlikely to take a meeting. 

Berkowitz met with Kislyak on December 12, 2016, at Trump Tower. 1150 The meeting 
lasted only a few minutes, during which Kislyak indicated that he wanted Kushner to meet 
someone who had a direct line to Putin: Sergey Gorkov, the head of the Russian-govemment­
owned bank Vnesheconombank (VEB). 

Kushner agreed to meet with Gorkov.1151 The one-on-one meeting took place the next day, 
December 13, 2016, at the Colony Capital building in Manhattan, where Kushner had previously 
scheduled meetings. 1152 VEB was (and is) the subject of Department of Treasury economic 
sanctions imposed in response to Russia's annexation of Crimea. 1153 Kushner did not, however, 
recall any discussion during his meeting with Gorkov about the sanctions against VEB or sanctions 
more generally. 1154 Kushner stated in an interview that he did not engage in any preparation for 

1144 Kushner 4/11/18 302, at 18. 
1145 Kushner 4/11/18 302, at 18. 
1146 Kushner Stmt. at 7; NOSC00000123 (12/6/16 Email, Vargas to Kushner (12:11:40 p.m.)). 
1147 Kushner 4/11/18 302, at 19; NOSC00000130 (12/12/16 Email, Kushner to Vargas (10:41 

p.m.)). 
1148 Kushner 4/11/18 302, at 19; Kushner Stmt. at 7; DJTFP_SCO_0l442290 (12/6/16 Email, 

Berkowitz to 
1149 DJTFP_SCO_0l442290 (12i7!l6 Email to Berkowitz (12:31:39 p.m.)). 
1150 Berkowitz 1/12/18 302, at 7; AKIN_GUMP _BERKOWITZ_00000l-04 (12/12/16 Text 

Messages, Berkowitz & 202-70 l-8532). 
1151 Kushner 4/11/18 302, at 19; NOSC00000130-135 (12/12/16 Email, Kushner to Berkowitz). 
1152 Kushner4/1!/18 302, at 19; NOSC00000130-l35 (12/I2/16 Email, Kushner to Berkowitz). 
1153 Announcement of Treasury Sanctions 011 Entities Within the Financial Services and Energy 

Sectors of Russia, Against Arms or Related Materiel Entities, and those Undermining Ukraine's 
Sovereignty, United States Department of the Treasury (Jul. 16, 2014). 

1154 Kushner 4/11/18 302, at 20. 
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the meeting and that no one on the Transition Team even did a Google search for 
Gorkov's name. 1155 

At the start of the meeting, Gorkov presented Kushner with two gifts: a painting and a bag 
of soil from the town in Belarus where Kushner's family originated.1156 

The accounts from Kushner and Gorkov differ as to whether the meeting was diplomatic 
or business in nature. Kushner told the Office that the meeting was diplomatic, with Gorkov 
expressing disappointment with U.S.-Russia relations under President Obama and hopes for 
improved relations with the incoming Administration.1157 According to Kushner, although Gorkov 
told Kushner a little bit about his bank and made some statements about the Russian economy, the 
two did not discuss Kushner's companies or private business dealings of any kind. 1158 (At the time 
of the meeting, Kushner Companies had a debt obligation coming due on the building it owned at 
666 Fifth A venue, and there had been public reporting both about efforts to secure lending on the 
property and possible conflicts of interest for Kushner arising out of his company's borrowing 
from foreign lenders.1159) 

In contrast, in a 2017 public statement, VEB suggested Gorkov met with Kushner in 
Kushner's capacity as CEO of Kushner Companies for the purpose of discussing business, rather 
than as part of a diplomatic effort. In particular, VEB characterized Gorkov's meeting with 
Kushner as part of a series of "roadshow meetings" with "representatives of major US banks and 
business circles," which included "negotiations" and discussion of the "most promising business 
lines and sectors."1160 

Foresman, the investment bank executive mentioned in Volume I, Sections IV.A.I and 
IV.B.3, supra, told the Office that he met with Gorkov and VEB deputy chairman Nikolay 
Tsekhomsky in Moscow just before Gorkov left for New York to meet Kushner. 1161 According to 
Foresman, Gorkov and Tsekhomsky told him that they were traveling to New York to discuss post­
election issues with U.S. financial institutions, that their trip was sanctioned by Putin, and that they 
would be reporting back to Putin upon their retum. 1162 

llSS Kushner 4/11/18 302, at 19. Berkowitz, by contrast, stated to the Office that he had googled 
Gorkov's name and told Kushner that Gorkov appeared to be a banker. Berkowitz 1/12118 302, at 8. 

1156 Kushner4/11/18 302, at 19-20. 
1157 Kushner Stmt. at 8. 

llSS Kushner Stmt. at 8. 
1159 See, e.g., Peter Grant, Donald Trump Son-in-Law Jared Kushner Could Face His Own Coriflict­

of-Interest Questions, Wall Street Journal (Nov. 29, 2016). 
1160 Patrick Reevell & Matthew Mosk, Russian Banker Sergey Gorkov Brushes off Questions About 

Meeting with Jared Kushner, ABC News (June l, 2017). 

ll
61 Foresman 10/17/18 302, at 14-15. 

ll
62 Foresman 10/17/18 302, at 15-16. 
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The investigation did not resolve the apparent conflict in the accounts of Kushner and 
Gorkov or determine whether the meeting was diplomatic in nature (as Kushner stated), focused 
on business (as VEB's public statement indicated), or whether it involved some combination of 
those matters or other matters. Regardless, the investigation did not identify evidence that Kushner 
and Gorkov engaged in any substantive follow-up after the meeting. 

Rather, a few days after the meeting, Gorkov's assistant texted Kushner's assistant, "Hi, 
please inform your side that the information about the meeting had a very positive response!"1163 

Over the following weeks, the two assistants exchanged a handful of additional cordial texts.1164 

On February 8, 2017, Gorkov's assistant texted Kushner's assistant (Berkowitz) to try to set up 
another meeting, and followed up by text at least twice in the days that followed. 1165 According 
to Berkowitz, he did not respond to the meeting request in light of the press coverage regarding 
the Russia investigation, and did not tell Kushner about the meeting request. 1166 

5. Petr Aven's Outreach Efforts to the Transition Team 

In December 2016. weeks after the one-on-one meeting with Putin described in Volume I, 
Section IV.B.l.b, supra, Petr Aven attended what he described as a separate "all-hands" oligarch 
meeting between Putin and Russia's most prominent businessmen.1167 As in Aven's one-on-one 
meeting, a main topic of discussion at the oligarch meeting in December 2016 was the prospect of 
forthcoming U.S. economic sanctions. 1168 

After the December 2016 all-hands meeting, Aven tried to establish a connection to the 
Trump team. A ven instructed Richard Burt to make contact with the incoming Trump 
Administration. Burt was on the board of directors for LetterOne (L 1 ), another company headed 
by Aven, and had done work for Alfa-Bank. 1169 Burt had previously served as U.S. ambassador 
to Germany and Assistant Secretary of State for European and Canadian Affairs, and one of his 
primary roles with Alfa-Bank and Ll was to facilitate introductions to business contacts in the 
United States and other Western countries. mo 

While at a L l board meeting held in Luxembourg in late December 2016, A ven pulled Burt 
aside and told him that he had spoken to someone high in the Russian government who expressed 

1163 AKIN_GUMP_BERKOWITZ_00000II (12/19/16 Text Message, Ivanchenko to Berkowitz 
(9:56 a.m.)). 

1164 AKIN_GUMP_BERKOWITZ_0OO00l 1-15 (12/19/16 2/16/17 Text Messages, lvanchenko 
& Berkowitz). 

1165 AK1N_GUMP_BERKOWITZ_00000l5 (2/8/17 Text Message, Ivanchenko to Berkowitz 
(10:41 a.m.)). 

1166 Berkowitz 3/22/18 302, at 4-5. 
1167 Aven 8/2/18 302, at 7; 
1]68 

1169 

1170 

Aven 8/2/18 302, at 6. 

Aven 8/2/18 302, at 6; Burt 2/9/18 302, at 2. 
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interest in establishing a communications channel between the Kremlin and the Trump Transition 
Team. 1171 A ven asked for Burt's help in contacting members of the Transition Team. 1172 Although 
Burt had been responsible for helping Aven build connections in the past, Burt viewed Avon's 
request as unusual and outside the nonnal realm of his dealings with A ven. 1173 

Burt, who is a member of the board of CNI (discussed at Volume I, Section IV.A.4, 
supra), 1174 decided to approach CNI president Dimitri Simes for help facilitating Avon's request, 
recalling that Simes had some relationship with Kushner. 1175 At the time, Simes was lobbying the 
Trump Transition Team, on Burt's behalf, to appoint Burt U.S. ambassador to Russia. 1176 

Burt contacted Simes by telephone and asked if he could arrange a meeting with Kushner 
to discuss setting up a high-level communications channel between Putin and the incoming 
Administration.1177 Simes told the Office that he declined and stated to Burt that setting up such 
a channel was not a good idea in light of the media attention surrounding Russian influence in the 
U.S. presidential election. 1178 According to Simes, he understood that Burt was seeking a secret 
channel, and Simes did not want CNI to be seen as an intermediary between the Russian 
government and the incoming Administration. 1179 Based on what Simes had read in the media, he 
stated that he already had concerns that Trump's business connections could be exploited by 
Russia, and Simes said that he did not want CNI to have any involvement or apparent involvement 
in facilitating any connection. l180 

In an email dated December 22, 2016, Burt recounted for Aven his conversation with 
Simes: 

Through a trusted third party, I have reached out to the very influential person I mentioned 
in Luxembourg concerning Project A. There is an interest and an understanding for the 
need to establish such a channel. But the individual emphasized that at this moment, with 
so much intense interest in the Congress and the media over the question of cyber-hacking 
(and who ordered what), Project A was too explosive to discuss. The individual agreed to 
discuss it again after the New Year. I trust the individual's instincts on this. 

1m Burt 2/9/18 302, at 2; 
1172 

1173 Burt 2/9/l 8 302, at 4. 

"
74 Burt 2/9/18 302, at 5. 

ms Burt 2/9/18 302, at 3. 

rn6 Burt 2/9/18 302, at 3. 
1177 Burt 2/9/18 302, at 3; Simes 3/27 /l 8 302, at 4. 

J1
7s Burt 2/9/18 302, at 3; Simes 3/27 /l 8 302, at 4. 

J1
79 Simes 3/27/18 302, at 5. 

mo Simes 3/27/18 302, at 5. 
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If this is unclear or you would like to discuss, don't hesitate to call. 1181 

According to Burt, the "very influential person" referenced in his email was Simes, and the 
reference to a "trusted third party" was a fabrication, as no such third party existed. "Project A" 
was a term that Burt created for Aven's effort to help establish a communications channel between 
Russia and the Trump team, which he used in light of the sensitivities surrounding what Aven was 
requesting, especially in light of the recent attention to Russia's influence in the U.S. presidential 
election. 1182 According to Burt, his report that there was "interest" in a communications channel 
reflected Simes's views, not necessarily those of the Transition Team, and in any event, Burt 
acknowledged that he added some "hype" to that sentence to make it sound like there was more 
interest from the Transition Team than may have actually existed. 1183 

Aven replied to Burt's email on the same day, saying "Thank you. All clear."1184 

According to A ven, this statement indicated that he did not want the outreach to continue. 1185 Burt 
spoke to Aven some time thereafter about his attempt to make contact with the Trum team 
ex laini to Aven that the current environment made it impossible, 

•1186 Burt did not recall discussing Aven's request w1 
he recall spe mg to anyone else about the request. 1187 

In the first quarter of 2017, Aven met again with Putin and other Russian officials. 1188 At 
that meeting, Putin asked about Aven's attem t to build relations with the Trum Administration 
and Aven recounted his lack of success. 1189 -n9o Putin continued to inquire about Aven's efforts to connect to the Trump 
Administration in several subsequent quarterly meetings.1191 

Aven also told Putin's chief of staff that he had been subpoenaed by the :FBI.1192 As part 
of that conversation, he reported that he had been asked by the :FBI about whether he had worked 
to create a back channel between the Russian government and the Trump Administration. 1193 

1181 12/22116 Email, Burt to Aven (7:23 p.m.). 
11

"
2 Burt 2/9118 302, at 3. 

1183 Burt 2/9/18 302, at 3-4. 
11

&4 12/22/16 Email, Aven to Burt (4:58:22 p.m.). 

l!RS Aven 8/2/18 302, at 7. 

llS6 

m 7 Burt 2/9/ 18 302, at 3-4. 
il88 

1189 

1190 

1191 

JI
92 Aven 8/2/18 302, at 8. 

ll
9.J Aven 812/18 302, at 8; 

A ven 8/2/18 302, at 7. 
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According to A ven, the official showed no emotion in response to this report and did not appear 
to care. 1194 

6. Carter Page Contact with Deputy Prime Minister Arkady Dvorkovich 

In December 2016, more than two months after he was removed from the Trump 
Ca . . . . . . . . . . 

According to Konstantin Kilimnik, Paul Manafort's 
associate, Page also gave some individuals in Russia the impression that he had maintained his 
connections to President-Elect Trump. In a December 8, 2016 email intended for Manafort, 
Kilimnik wrote, "Carter Page is in Moscow today, sending messages he is authorized to talk to 
Russia on behalf ofDT on a range of issues of mutual interest, including Ukraine."1197 

On December 9, 2016, Page went to dinner with NES employees Shlomo Weber and 
Andrej Krickovic. 1198 Weber had contacted Dvorkovich to let him know that Page was in town 
and to invite him to stop by the dinner ifhe wished to do so, and Dvorkovich came to the restaurant 
for a fow minutes to meet with Page. 1199 Dvorkovich congratulated Page on Trump's election and 
expressed interest in starting a dialogue between the United States and Russia. 1200 Dvorkovich 
asked Page ifhe could facilitate connecting Dvorkovich with individuals involved in the transition 
to be · n a discussion of future coo eration. 1201 

1194 A ven 8/2/18 302, at 8; 
1195 Page 3/l0/17 302, at 4; Page 3/16/l 7 302, at 3; Among 

other meetings, Page contacted Andrey Baranov, head of investor relations at Rosneft, and they discussed 
the sale of Rosneft and meetings Baranov had attended with Rosneft CEO Igor Sechin. 11 

1196 

1197 Investigative Technique 

n9s Page 3/16/17 302, at 3; Page 3/30/17 302, at 8. 

ll
99 Weber 7 /28/l 7 302, at 4; Page 3116/17 302, at 3; 

1200 Page 3/16/17 302, at 3; 
1201 Page 3/16/17 302, at 3; 
!202 

1203 
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7. Contacts With and Through Michael T. Flynn 

Incoming National Security Advisor Michael Flynn was the Transition Team's primary 
conduit for communications with the Russian Ambassador and dealt with Russia on two sensitive 
matters during the transition period: a United Nations Security Council vote and the Russian 
government's reaction to the United States's imposition of sanctions for Russian interference in 
the 2016 e!ection.12°7 Despite Kushner's conclusion that Kislyak did not wield influence inside 
the Russian government, the Transition Team turned to Flynn's relationship with Kislyak on 
both issues. As to the sanctions, Flynn spoke by phone to K.T. McFarland, his incoming deputy, 
to prepare for his call to Kislyak; McFarland was with the President-Elect and other senior 
members of the Transition Team at Mar-a-Lago at the time. Although transition officials at Mar­
a-Lago had some concern about possible Russian reactions to the sanctions, the investigation did 
not identify evidence that the President-Elect asked Flynn to make any request to Kislyak. Flynn 
asked Kislyak not to escalate the situation in response to U.S. sanctions imposed on December 29, 
2016, and Kislyak later reported to Flynn that Russia acceded to that request. 

a. United Nations Vote on Israeli Settlements 

On December 21, 2016, Egypt submitted a resolution to the United Nations Security 
Council calling on Israel to cease settlement activities in Palestinian territory. 1208 The Security 
Council, which includes Russia, was scheduled to vote on the resolution the following day.1209 

There was speculation in the media that the Obama Administration would not oppose the 
resolution. 1210 

1204 

1205 

1206 

1207 As discussed further in Volume I, Section V.C.4, infra, Flynn pleaded guilty to making false 
statements to the FBI, in violation of 18 U.S.C. § 1001, about these communications with Ambassador 
Kislyak. Plea Agreement, United States v. Michael T. Flynn, No. 1: l 7-cr-232 (D.D.C. Dec. 1, 2017), Doc. 
3. Flynn's plea agreement required that he cooperate with this Office, and the statements from Flynn in 
this report reflect his cooperation over the course of multiple debriefings in 2017 and 2018. 

1208 Karen DeYoung, How the U.S. Came to Abstain on a U.N. Resolution Condemning Israeli 
Settlements, Washington Post (Dec. 28, 2016). 

1209 Karen DeYoung, How the U.S. Came to Abstain on a U.N. Resolution Condemning Israeli 
Settlements, Washington Post (Dec. 28, 2016). 

1210 Michelle Nichols & Lesley Wroughton, U.S. Intended to Allow Passage of U.N. Draft Critical 
of Israel, Reuters (Dec. 21, 2016). 
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According to Flynn, the Transition Team regarded the vote as a significant issue and 
wanted to suppo1t Israel by opposing the resolution. 1211 On December 22, 2016, multiple members 
of the Transition Team, as well as President-Elect Trump, communicated with foreign government 
officials to determine their views on the resolution and to rally support to delay the vote or defeat 
the resolution. 1212 Kushner led the effort for the Transition Team: Flynn was responsible for the 
Russian govemment.1213 Minutes after an early morning phone call with Kushner on December 
22, Flynn called Kislyak. 1214 According to Flynn, he informed Kislyak about the vote and the 
Transition Team's opposition to the resolution, and requested that Russia vote against or delay the 
resolution. 1215 Later that day, President-Elect Trump spoke with Egyptian President Abdel F attah 
al-Sisi about the vote. 1216 Ultimately, Egypt postponed the vote. 1217 

On December 23, 2016, Malaysia, New Zealand, Senegal, and Venezuela resubmitted the 
resolution. 1218 Throughout the day, members of the Transition Team continued to talk with foreign 
leaders about the resolution, with Flynn continuing to lead the outreach with the Russian 
government through Kislyak. 1219 When Flynn again spoke with Kislyak, Kislyak informed Flynn 
that if the resolution came to a vote, Russia would not vote against it. 1220 The resolution later 
passed 14-0, with the United States abstaining. 1221 

b. U.S. Sanctions Against Russia 

Flynn was also the Transition Team member who spoke with the Russian government when 
the Obama Administration imposed sanctions and other measures against Russia in response to 
Russia's interference in the 2016 presidential election. On December 28, 2016, then-President 
Obama signed Executive Order 13757, which took effect at 12:01 a.m. the following day and 

'
2
ll Flynn ll/16/17 302, at 12; Flynn 11/17/17 302, at 2. 

'
2

'
2 Flynn 11/16117 302, at 12-14; Flynn 11/17/17 302, at 2. 

1213 Flynn 11116/17 302, at 12-14; Flynn 11/17/17 302, at 2· Kushner llil/17 302, at 3; 12/22/16 

Email, Kushner to Flynn; 12122/16 Email, McFarland to~~~~~~==== et al. 
12

'
4 Flynn 11/16/17 302, at 13; Call Records of Michael T. Flynn 

1215 Statement of Offense 1 3(d), United States v. Michael T. Flynn, No. I: l 7-cr-232 (D.D.C. Dec. 
l, 2017), Doc. 4 ("Flynn Statement of Offense"); Flynn l l/16117 302, at 12-13. 

1216 Flynn 11/17117 302, at 2; Flynn 11/16/17 302, at 13. 
1217 U.N. Vote on Israeli Settlement Postponed, "Potentially Indefinitely", Renters (Dec. 22, 2016). 
1218 Somini Sengupta & Rick Gladstone, Rebuffing Israel, U.S. Allows Censure Over Settlements, 

New York Times (Dec. 23, 2016). 
1219 Flynn 11/16/17 302, at 12-14; Kushner 11/1/17 302, at 3; 12/23/16 Email, Flynn to Kushner et 

al. 

mo Flynn Statement of Offense 1 3(g). 
1221 Israel's Settlements Have No Legal Validity, Constitute Flagrant Violation o.f International 

Law, Security Council Reaffirms, 7853rd Meeting (PM), United Nations Security Council (Dec. 23, 2016). 

168 



19376

175 

u.~. ut:parum:m u1 JU~u1,;1: 

Mt:ome, '.V:ofk Prodtiet // Ma, Cofttttift Mttterhtl Proteetea Uftaer Fed. R. Criffl. P. 6(eJ 

imposed sanctions on nine Russian individuals and entities. 1222 On December 29, 2016, the Obama 
Administration also expelled 35 Russian government officials and closed two Russian 
government-owned compounds in the United States. 1223 

During the rollout of the sanctions, President-Elect Trump and multiple Transition Team 
senior officials, including McFarland, Steve Bannon, and Reince Priebus, were staying at the Mar­
a-Lago club in Palm Beach, Florida. Flynn was on vacation in the Dominican Republic, 1224 but 
was in daily contact with McFarland. 1225 

The Transition Team and President-Elect Trump were concerned that these sanctions 
would harm the United States's relationship with Russia. 1226 Although the details and timing of 
sanctions were unknown on December 28, 2016, the media began reporting that retaliatory 
measures from the Obama Administration against Russia were forthcoming. 1227 When asked about 
imposing sanctions on Russia for its alleged interference in the 2016 presidential election, 
President-Elect Trump told the media, "I think we ought to get on with our Iives."1228 

Russia initiated the outreach to the Transition Team. On the evening of December 28, 
2016, Kislyak texted Flynn, "can you kindly call me back at your convenience."1229 Flynn did not 
respond to the text message that evening. Someone from the Russian Embassy also called Flynn 
the next morning, at l 0:38 a.m., but they did not talk. 1230 

The sanctions were announced publicly on December 29, 2016. 1231 At 1:53 p.m. that day, 
McFarland began exchanging emails with multiple Transition Team members and advisors about 
the impact the sanctions would have on the incoming Administration. 1232 At 2 :07 p.m., a Transition 
Team member texted Flynn a link to a New York Times article about the sanctions. 1233 At 2:29 

1222 Taking Additional Steps to Address the National Emergency With Respect to Significant 
Malicious Cyber-Enabled Activities, The White House, Office of the Press Secretary (Dec. 29, 2016). 

1223 Statement by the President on Actions in Response to Russian Malicious Cyber Activi(v and 
Harassment, The White House, Office of the Press Secretary (Dec. 29, 2016). 

1224 Flynn 11/16/17 302, at 14; McFarland 12/22/17 302, at 3-8; Bannon 2/12/18 302, at 5. 
1225 Flynn 11/17/17 302, at 5; Flynn 1/19/18 302, at I; McFarland 11/22117 302, at 3-9. 
1226 Flynn 11/17/17 302, at 3. 
1227 Christine Wang, US to announce new sanctions against Russia in response to election hacking, 

CNBC (Dec. 28, 2016). 
1228 John Wagner, Trump on alleged election interference by Russia: "Get on with our lives", 

Washington Post (Dec. 29, 2016). 
1229 SF000006 (12/28/16 Text Message, Kislyak to Flynn). 
123° Call Records of Michael T. Flynn 
1231 Flynn 11/17/17 302, at 2-3; McFarland 12/22/17 302, at 4-5. 
1232 12/29/16 Email, McFarland to O'Brien et al.; 12/29/16 Email, McFarland to Flynn et al. 
1233 SF00000! (12/29/16 Text Message, Flaherty to Flynn). 
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p.m., McFarland called Flynn, but they did not talk. 1234 Shortly thereafter, McFarland and Bannon 
discussed the sanctions. 1235 According to McFarland, Bannon remarked that the sanctions would 
hurt their ability to have good relations with Russia, and that Russian escalation would make things 
more difficult. 1236 McFarland believed she told Bannon that Flynn was scheduled to talk to Kislyak 
later that night. 1237 McFarland also believed she may have discussed the sanctions with Priebus, 
and likewise told him that Flynn was scheduled to talk to Kislyak that night.1238 At 3:14 p.m., 
Flynn texted a Transition Team member who was assisting McFarland, "Time for a call???"1239 

The Transition Team member responded that McFarland was on the phone with Tom Bossert, a 
Transition Team senior official, to which Flynn responded, "Tit for tat w Russia not good. Russian 
AMBO reaching out to me today."1240 

Flynn recalled that he chose not to communicate with Kislyak about the sanctions until he 
had heard from the team at Mar-a-Lago. 1241 He first spoke with Michael Ledeen, 1242 a Transition 
Team member who advised on foreign policy and national security matters, for 20 minutes. 1243 

Flynn then spoke with McFarland for almost 20 minutes to discuss what, if anything, to 
communicate to Kislyak about the sanctions.1244 On that call, McFarland and Flynn discussed the 
sanctions, including their potential impact on the incoming Trump Administration's foreign policy 
goals.1245 McFarland and Flynn also discussed that Transition Team members in Mar-a-Lago did 
not want Russia to escalate the situation. 1246 They both understood that Flynn would relay a 
message to Kislyak in hopes of making sure the situation would not get out of hand.1247 

1234 Call Records ofK.T. McFarland 
1235 McFarland 12/22/17 302, at 5-6. 
1236 McFarland 12/22/17 302, at 5-6. 
1237 McFarland 12/22/17 302, at 6. 

1238 McFarland 12/22/17 302, at 6. 
1239 SFOOOOOI (12/29/16 Text Message, Flynn to Flaherty). 
1240 SFOOOOO! (12/29/16 Text Message, Flynn to Flaherty). 
1241 Flynn 11/20/17 302, at 3. 
1242 Michael Ledeen is married to Barbara Ledeen, the Senate staffer whose 2016 efforts to locate 

Hillary Clinton's missing emails are described in Volume I, Section III.D.2, supra. 

7. 

1243 Flynn l l /17 /17 302, at 3; Call Records of Michael Ledcen 
1244 Flynn 11/17/17 302, at 3-4; Flynn Statement of Offense] 3(c?i Call Records ofK.T. McFarland 

1 1; Call Records of Michael T. Flynnl1 l1l11■■■■■■■■· 
1245 Flynn 11/17/17 302, at 3-4 
1246 Flynn 11/17/l 7 302, at 3-4; Flynn Statement of Offense~ 3(c); McFarland 12/22/17 302, at 6-

1247 Flynn 11/17/17 302, at 4; McFarland 12/22/17 302, at 6-7. 
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Immediately after speaking with McFarland, Flynn called and spoke with Kislyak. 1248 

Flynn discussed multiple topics with Kislyak, including the sanctions, scheduling a video 
teleconference between President-Elect Trump and Putin, an upcoming terrorism conference, and 
Russia's views about the Middle East. 1249 With respect to the sanctions, Flynn requested that 
Russia not escalate the situation, not get into a "tit for tat," and only respond to the sanctions in a 
reciprocal manner. 1250 

Multiple Transition Team members were aware that Flynn was speaking with Kislyak that 
day. In addition to her conversations with Bannon and Reince Priebus, at 4:43 p.m., McFarland 
sent an email to Transition Team members about the sanctions, informing the group that "Gen 
[F)lynn is talking to russian ambassador this evening."1251 Less than an hour later, McFarland 
briefed President-Elect Trump. Bannon, Priebus, Sean Spicer, and other Transition Team members 
were present.1252 During the briefing, President-Elect Trump asked McFarland if the Russians did 
"it," meaning the intrusions intended to influence the presidential election.1253 McFarland said 
yes, and President-Elect Trump expressed doubt that it was the Russians.1254 McFarland also 
discussed potential Russian responses to the sanctions, and said Russia's response would be an 
indicator of what the Russians wanted going forward. 1255 President-Elect Trump opined that the 
sanctions provided him with leverage to use with the Russians. 1256 McFarland recalled that at the 
end of the meeting, someone may have mentioned to President-Elect Trump that Flynn was 
speaking to the Russian ambassador that evening. 1257 

After the briefing, Flynn and McFarland spoke over the phone. 1258 Flynn reported on the 
substance of his call with Kislyak, including their discussion of the sanctions. 1259 According to 
McFarland, Flynn mentioned that the Russian response to the sanctions was not going to be 
escalatory because they wanted a good relationship with the incoming Administration.1260 

McFarland also gave Flynn a summary of her recent briefing with President-Elect Trump. 1261 

1248 Flynn Statement ofOffense',i 3(d). 
1249 Flynn 11/17/17 302, at 3-4; Flynn Statement of Offense 13(c); 12/30/16 Email, Flynn to 

McFarland. 
1250 Flynn J J/17/17 302, at 1; F(vnn Statement of Offense 13(d). 
1251 12/29/16 Email, McFarland to Flynn et al. 
1252 12/29/16 Email, Westerhout to Flaherty; McFarland 12/22/17 302, at 7. 
125l McFarland I 2/22/ I 7 302, at 7. 
1254 McFarland 12/22/17 302, at 7. 
1255 McFarland 12/22/17 302, at 7. 
1256 McFarland 12/22/17 302, at 7. 
1257 McFarland 12/22/ l 7 302, at 7. 
1258 McFarland 12/22/17 302, at 7. 
1259 Flynn 11/17/17 302, at 4; Flynn Statement of Offense 13(e). 
1260 McFarland 12/22/17 302, at 8. 
1261 McFarland 12/22/17 302, at 8. 
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The next day, December 30, 2016, Russian Foreign Minister Sergey Lavrov remarked that 
Russia would respond in kind to the sanctions. 1262 Putin superseded that comment two hours later, 
releasing a statement that Russia would not take retaliatory measures in response to the sanctions 
at that time. 1263 Hours later President-Elect Trump tweeted, "Great move on delay (by V. 
Putin)."1264 Shortly thereafter, Flynn sent a text message to McFarland summarizing his call with 
Kislyak from the day before, which she emailed to Kushner, Bannon, Priebus, and other Transition 
Team members. 1265 The text message and email did not include sanctions as one of the topics 
discussed with Kislyak. 1266 Flynn told the Office that he did not document his discussion of 
sanctions because it could be perceived as getting in the way of the Obama Administration's 
foreign policy. 1267 

On December 31, 2016, Kislyak called Flynn and told him the request had been received 
at the highest levels and that Russia had chosen not to retaliate to the sanctions in response to the 
request. 1268 Two hours later, Flynn spoke with McFarland and relayed his conversation with 
Kislyak. 1269 According to McFarland, Flynn remarked that the Russians wanted a better 
relationship and that the relationship was back on track. 1270 Flynn also told McFarland that he 
believed his phone call had made a difference. 1271 McFarland recalled congratulating Flynn in 
response. 1272 Flynn spoke with other Transition Team members that day, but does not recall 
whether they discussed the sanctions. 1273 Flynn recalled discussing the sanctions with Bannon the 
next day and that Bannon appeared to know about Flynn's conversation with Kislyak. 1274 Bannon, 

1262 Comment by Foreign Minister Serge_y Lavrov on recent US sanctions and the expulsion of 
Russian diplomats, Moscow, December 20, 2016, The Ministry ofForeign Affairs of the Russian Federation 
(Dec. 30, 2016 (5:32 a.m.)). 

1263 Statement of the President of the Russian Federation, Kremlin, Office of the President (Dec. 
30, 2016 (7:15 a.m.)). 

1264 @rea!DonaldTrump 12/30/16 (11 :41 a.m.) Tweet. 
1265 12/30/16 Email, Flynn to McFarland; 12/30/16 Email, McFarland to Kushner et aL 

1266 12/30/16 Email, McFarland to Kushner et al. 
1267 Flynn 11/17 /l 7 302, at 4. 
1268 Call Records of Michael T. Flynn 

Flynn l/J 9/17 302, at 3; Flynn Statement of Offense 13(g). 
1269 Call Records of Michael T. Flynn 

Flynn 1/19/17 302, at 3; McFarland 12/22117 302, at !O. 
1270 McFarland 12/22/17 302, at 10. 

1271 McFarland 12/22/17 302, at 10. 

1272 McFarland 12/22/17 302, at 10. 
1273 Flynn 11/17 /17 302, at 5-6. 

; Flyim l l/17/17 302, at l; 

; Flynn 11/17/17 302, at 5; 

1274 Flynn 11/21/17 302, at l; Flynn 11/20/17 302, at 3; Flynn 1/19/17 302, at 5; F~ynn Statement 
of Offense 1 3(h). 
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for his part, recalled meeting with Flynn that day, but said that he did not remember discussing 
sanctions with him. 1275 

Additional information about Flynn's sanctions-related discussions with Kislyak, and the 
handling of those discussions by the Transition Team and the Trump Administration, is provided 
in Volume II of this report. 

*** 
In sum, the investigation established multiple links between Trump Campaign officials and 

individuals tied to the Russian government. Those links included Russian offers of assistance to 
the Campaign. In some instances, the Campaign was receptive to the offer, while in other instances 
the Campaign officials shied away. Ultimately, the investigation did not establish that the 
Campaign coordinated or conspired with the Russian government in its election-interference 
activities. 

1275 Bannon 2/12/18 302, at 9. 
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V. PROSECUTION AND DECLINATION DECISIONS 

The Appointment Order authorized the Special Counsel's Office "to prosecute federal 
crimes arising from [its] investigation" of the matters assigned to it. In deciding whether to 
exercise this prosecutorial authority, the Office has been guided by the Principles of Federal 
Prosecution set forth in the Justice (formerly U.S. Attorney's) Manual. In particular, the Office 
has evaluated whether the conduct of the individuals considered for prosecution constituted a 
federal offense and whether admissible evidence would probably be sufficient to obtain and sustain 
a conviction for such an offense. Justice Manual§ 9-27.220 (2018), Where the answer to those 
questions was yes, the Office further considered whether the prosecution would serve a substantial 
federal interest, the individuals were subject to effective prosecution in another jurisdiction, and 
there existed an adequate non-criminal alternative to prosecution. Id, 

As explained below, those considerations led the Office to seek charges against two sets of 
R f l 6 th . I . tr f th f . l d" . d I .. t • 

, Harm to Ongoing Matter 

similarly determined that the contacts between Campaign officials and Russia-linked individuals 
either did not involve the commission of a federal crime or, in the case of campaign-finance 
offenses, that our evidence was not sufficient to obtain and sustain a criminal conviction. At the 
same time, the Office concluded that the P1inciples of Federal Prosecution supported charging 
certain individuals connected to the Campaign with making false statements or otherwise 
obstructing this investigation or parallel congressional investigations, 

A. Russian "Active Measures" Social Media Campaign 

On February 16, 2018, a federal grand jury in the District of Columbia returned an 
indictment charging 13 Russian nationals and three Russian entities-including the Internet 
Research Agency (IRA) and Concord Management and Consulting LLC (Concord)--with 
violating U.S. criminal laws in order to interfere with U.S. elections and political processes.1276 

The indictment charges all of the defendants with conspiracy to defraud the United States (Count 
One), three defendants with conspiracy to commit wire fraud and bank fraud (Count Two), and 
five defendants with aggravated identity theft (Counts Three through Eight). Internet Research 
Agency Indictment. Concord, which is one of the entities charged in the Count One conspiracy, 
entered an appearance through U.S. counsel and moved to dismiss the charge on multiple grounds. 
In orders and memorandum opinions issued on August 13 and November 15, 2018, the district 
court denied Concord's motions to dismiss. United States v. Concord Management & Consulting 
LLC, 347 F. Supp. 3d 38 (D.D.C. 2018). United States v. Concord Management & Consulting 
LLC, 317 F. Supp. 3d 598 (D.D.C. 2018). As of this writing, the prosecution of Concord remains 
ongoing before the U.S. District Court for the District of Columbia. The other defendants remain 
at large. 

1276 A more detailed explanation of the charging decision in this case is set forth in a separate 
memorandum provided to the Acting Attorney General before the indictment. 
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Although members of the IRA had contact with individuals affiliated with the Trump 
Campaign, the indictment does not charge any Trump Campaign official or any other U.S. person 
with participating in the conspiracy. That is because the investigation did not identify evidence 
that any U.S. person who coordinated or communicated with the IRA knew that he or she was 
speaking with Russian nationals engaged in the criminal conspiracy. The Office therefore 
determined that such persons did not have the knowledge or criminal purpose required to charge 
them in the conspiracy to defraud the United States (Count One) or in the separate count alleging 
a wire- and bank-fraud conspiracy involving the IRA and two individual Russian nationals (Count 
Two). 

The Office did, however, charge one U.S. national for his role in supplying false or stolen 
bank account numbers that allowed the IRA conspirators to access U.S. online payment systems 
by circumventing those systems' security features. On February 12, 2018, Richard Pinedo pleaded 
guilty, pursuant to a single-count information, to identity fraud, in violation of 18 U.S.C. 
§ 1028(a)(7) and (b)(l)(D). Plea Agreement, United States v. Richard Pinedo, No. I :18-cr-24 
(D.D.C. Feb. 12, 2018), Doc. 10. The investigation did not establish that Pinedo was aware of the 
identity of the IRA members who purchased bank account numbers from him. Pinedo's sales of 
account numbers enabled the IRA members to anonymously access a financial network through 
which they transacted with U.S. persons and companies. See Gov't Sent. Mem. at 3, United States 
v. Richard Pinedo, No. I: I 8-cr-24 (D.D.C. Sept. 26, 2018), Doc. 24. On October 10, 2018, Pinedo 
was sentenced to six months of imprisonment, to be followed by six months of home confinement, 
and was ordered to complete l 00 hours of community service. 

B. Russian Hacking and Dumping Operations 

l. Section 1030 Computer-Intrusion Conspiracy 

a. Background 

On July 13, 2018, a federal grand jury in the District of Columbia returned an indictment 
charging Russian military intelligence officers from the GRU with conspiring to hack into various 
U.S. computers used by the Clinton Campaign, DNC, DCCC, and other U.S. persons, in violation 
of 18 U.S.C. §§ 1030 and 371 (Count One); committing identity theft and conspiring to commit 
money laundering in furtherance of that hacking conspiracy, in violation of 18 U.S.C. §§ 1028A 
and 1956(h) (Counts Two through Ten); and a separate conspiracy to hack into the computers of 
U.S. persons and entities responsible for the administration of the 2016 U.S. election, in violation 
of 18 U.S.C. §§ 1030 and 371 (Count Eleven). Netyksho Indictment. 1277 As of this writing, all 12 
defendants remain at large. 

The Netyksho indictment alleges that the defendants conspired with one another and with 
others to hack into the computers ofU.S. persons and entities involved in the 2016 U.S. presidential 
election, steal documents from those computers, and stage releases of the stolen documents to 
interfere in the election. Netyksho Indictment ,i 2. The indictment also describes how, in staging 

1277 The Office provided a more detailed explanation of the charging decision in this case in 
meetings with the Office of the Acting Attorney General before the indictment. 
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the releases, the defendants used the Gucdfer 2.0 persona to disseminate documents through 
WikiLeaks. On July 22, 2016, WikiLeaks released over 20,000 emails and other documents that 
the hacking conspirators had stolen from the DNC. Netyks/10 Indictment 'l) 48. In addition, on 
October 7, 2016, WikiLeaks began releasing emails that some conspirators had stolen from Clinton 
Campaign chairman John Podesta after a successful spearphishing operation. Netyksho 
Indictment 'l) 49. 

b. Charging Decision As to Harm to Ongoing Matter 

tm The Office also considered, but ruled out, charges on the theory that the post-hacking sharing 
and dissemination of emails could constitute trafficking in or receipt of stolen property under the National 
Stolen Property Act (NSPA), 18 U.S.C. §§ 2314 and 2315. The statutes comprising the NSPA cover 
"goods, wares, or merchandise," and lower courts have largely understood that phrase to be limited to 
tangible items since the Supreme Court's decision in Dowling v. United States, 473 U.S. 207 (1985). See 
United States v. Yijia Zhang, 995 F. Supp. 2d 340, 344-48 (E.D. Pa. 2014) (collecting cases). One of those 
post-Dowling decisions-United States v. Brown, 925 F.2d 1301 (10th Cir, 1991)-specifically held that 
the NSPA does not reach "a computer program in source code form," even though that code was stored in 
tangible items (i.e., a hard disk and in a three-ring notebook). Id at 1302-03. Congress, in turn, cited the 
Brown opinion in explaining the need for amendments to 18 U.S.C. § !030(a)(2) that "would ensure that 
the theft of intangible information by the unauthorized use of a computer is prohibited iu the same way theft 
of physical items [is] protected." S. Rep. 104-357, at 7 (1996). That sequence of events would make it 
difficult to argue that hacked emails in electronic form, which are the relevant stolen items here, constitute 
"goods, wares, or merchandise" within the meaning of the NSPA. 
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Harm to ngoing Matter 

nited States v. 
Willis, 476 F.3d 1121, 1125 n.l (10th Cir. 2007) (explaining that the 1986 amendment~ to Section 
1030 reflect Congress's desire to reach "'intentional acts of unauthorized access-rather than 
mistaken, inadvertent or careless ones'") (quoting S. Rep. 99-432, at 5 (1986)). In addition, the 
computer likely qualifies as a "protected" one under the statute, which 
reaches " Internet access." United States v. Nosal 676 F.3d 854 
859 9th 

Applying the Principles of Federal Prosecution, however, the Office detennined that 
prosecution of this potential violation was not warranted. Those Principles instruct prosecutors to 
consider, among other things, the nature and seriousness of the offense, the person's culpability in 
connection with the offense, and the probable sentence to be · if the rosecution is 
successful. Justice Manual 9-27.230. 
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C. Russian Government Outreach and Contacts 

As explained in Section IV above, the Office's investigation uncovered evidence of 
numerous links (i.e., contacts) between Trump Campaign officials and individuals having or 
claiming to have ties to the Russian government. The Office evaluated the contacts under several 
sets of federal laws, including conspiracy laws and statutes governing foreign agents who operate 
in the United States. After considering the available evidence, the Office did not pursue charges 
under these statutes against any of the individuals discussed in Section IV above-with the 
exception of FARA charges against Paul Manafort and Richard Gates based on their activities on 
behalf of Ukraine. 

One of the interactions between the Trump Campaign and Russian-affiliated individuals­
the June 9, 2016 meeting between high-ranking campaign officials and Russians promising 
derogatory information on Hillary Clinton--implicates an additional body of law: campaign­
finance statutes. Schemes involving the solicitation or receipt of assistance from foreign sources 
raise difficult statutory and constitutional questions. As ·ned b the Office evaluated 
those questions in connection with the June 9 meeting 
The Office ultimately concluded that, even if the principa esnons were reso v y 
to the government, a prosecution would encounter difficulties proving that Campaign officials or 
individuals connected to the Campaign willfully violated the law. 

Finally, although the evidence of contacts between Campaign officials and Russia­
affiliated individuals may not have been sufficient to establish or sustain criminal charges, several 
U.S. persons connected to the Campaign made false statements about those contacts and took other 
steps to obstruct the Office's investigation and those of Congress. This Office has therefore 
charged some of those individuals with making false statements and obstructing justice. 

l. 

As an initial matter, this Office evaluated potentially criminal conduct that involved the 
collective action of multiple individuals not under the rubric of "collusion," hut through the lens 
of conspiracy law. In so doing, the Office recognized that the word "collud[e}" appears in the 
Acting Attorney General's August 2, 2017 memorandum; it has frequently been invoked in public 
reporting; and it is sometimes referenced in antitrust law, see, e.g., Brooke Group v. Brown & 
Williamson Tobacco Corp., 509 U.S. 209, 227 (l 993). But collusion is not a specific oftense or 
theory of liability found in the U.S. Code; nor is it a term of art in federal criminal law. To the 
contrary, even as defined in legal dictionaries, collusion is largely synonymous with conspiracy as 
that crime is set forth in the general federal conspiracy statute, 18 U.S.C. § 371. See Black's Law 
Dictionary 321 (10th ed. 2014) (collusion is "[a]n agreement to defraud another or to do or obtain 
something forbidden by law"); l Alexander Burrill, A Law Dictiona1y and Glossary 311 ( 1871) 
("An agreement between two or more persons to defraud another by the forms oflaw, or to employ 
such foims as means of accomplishing some unlawful object."); 1 Bouvier's Law Dictionary 352 
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( 1897) (" An agreement between two or more persons to defraud a person of his rights by the forms 
of law, or to obtain an object forbidden by law."). 

For that reason, this Office's focus in resolving the question of joint criminal liability was 
on conspiracy as defined in federal Jaw, not the commonly discussed term "collusion." The Office 
considered in particular whether contacts between Trump Campaign officials and Russia-linked 
individuals could trigger liability for the crime of conspiracy-either under statutes that have their 
own conspiracy language (e.g., 18 U.S.C. §§ 1349, l95l(a)), or under the general conspiracy 
statute (18 U.S.C. § 371). The investigation did not establish that the contacts described in Volume 
I, Section IV, supra, amounted to an agreement to commit any substantive violation of federal 
criminal law-including foreign-influence and campaign-finance laws, both of which are 
discussed further below. The Office therefore did not charge any individual associated with the 
Trump Campaign with conspiracy to commit a federal offense arising from Russia contacts, either 
under a specific statute or under Section 371 's offenses clause. 

The Office also did not charge any campaign official or associate with a conspiracy under 
Section 371 's defraud clause. That clause criminalizes participating in an agreement to obstruct a 
lawful function of the U.S. government or its agencies through deceitful or dishonest means. See 
Dennis v. United States, 384 U.S. 855, 861 (1966); Hammerschmidt v. United States, 265 U.S. 
182, 188 ( 1924); see also United States v. Concord Mgmt. & Consulting LLC, 347 F. Supp. 3d 38, 
46 (D.D.C. 2018). The investigation did not establish any agreement among Campaign officials-­
or between such officials and Russia-linked individuals-to interfere with or obstruct a lawful 
function of a government agency during the campaign or transition period. And, as discussed in 
Volume I, Section V.A, supra, the investigation did not identify evidence that any Campaign 
official or associate knowingly and intentionally participated in the conspiracy to defraud that the 
Office charged, namely, the active-measures conspiracy described in Volume I, Section II, supra. 
Accordingly, the Office did not charge any Campaign associate or other U.S. person with 
conspiracy to defraud the United States based on the Russia-related contacts described in Section 
IV above. 

2. Potential Coordination: Foreign Agent Statutes (FARA and 18 U.S.C. § 951} 

The Office next assessed the potential liability of Campaign-affiliated individuals under 
federal statutes regulating actions on behalf of, or work done for, a foreign government. 

a. Governing Law 

Under 18 U.S.C. § 951, it is generally illegal to act in the United States as an agent of a 
foreign government without providing notice to the Attorney General. Although the defendant 
must act on behalf of a foreign government (as opposed to other kinds of foreign entities), the acts 
need not involve espionage; rather, acts of any type suffice for liability. See United States v. 
Duran, 596 F.3d 1283, 1293-94 (11th Cir. 2010); United States v. latchin, 554 F.3d 709, 715 (7th 
Cir. 2009); United States v. Dumeisi, 424 F.3d 566, 58 l (7th Cir. 2005). An "agent of a foreign 
government" is an "individual" who "agrees to operate" in the United States "subject to the 
direction or control of a foreign government or official." 18 U.S.C. § 95l(d). 
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The crime defined by Section 951 is complete upon knowingly acting in the United States 
as an unregistered foreign-government agent. 18 U.S.C. § 95l(a). The statute does not require 
willfulness, and knowledge of the notification requirement is not an element of the offense. United 
States v. Campa, 529 F.3d 980, 998-99 (11th Cir. 2008); Duran, 596 F.3d at 1291-94; Dumeisi, 
424 F.3d at 581. 

The Foreign Agents Registration Act (FARA) generally makes it illegal to act as an agent 
of a foreign principal by engaging in certain (largely political) activities in the United States 
without registering with the Attorney General. 22 U.S.C. §§ 611-621. The triggering agency 
relationship must be with a foreign principal or "a person any of whose activities are directly or 
indirectly supervised, directed, controlled, financed, or subsidized in whole or in major part by a 
foreign principal." 22 U.S.C. § 61 l(c)(l). That includes a foreign government or political party 
and various foreign individuals and entities. 22 U.S.C. § 61 l(b). A covered relationship exists if 
a person "acts as an agent, representative, employee, or servant" or "in any other capacity at the 
order, request, or under the (foreign principal's] direction or control." 22 U.S.C. § 6ll(c)(I). It 
is sufficient if the person "agrees, consents, assumes or purports to act as, or who is or holds 
himself out to be, whether or not pursuant to contractual relationship, an agent of a foreign 
principal." 22 U.S.C. § 61 l(c)(2). 

The triggering activity is that the agent "directly or through any other person" in the United 
States ( l) engages in "political activities for or in the interests of [the] foreign principal," which 
includes attempts to influence federal officials or the public; (2) acts as "public relations counsel, 
publicity agent, information-service employee or political consultant for or in the interests of such 
foreign principal"; (3) "solicits, collects, disburses, or dispenses contributions, loans, money, or 
other things of value for or in the interest of such foreign principal"; or ( 4) "represents the interests 
of such foreign principal" before any federal agency or official. 22 U.S.C. § 61 l(c)(l ). 

It is a crime to engage in a "[w]illful violation of any provision of the Act or any regulation 
thereunder." 22 U.S.C. § 618(a)(l). It is also a crime willfully to make false statements or 
omissions of material facts in FARA registration statements or supplements. 22 U.S.C. 
§ 618( a)(2). Most violations have a maximum penalty of five years of imprisonment and a$ I 0,000 
fine. 22 U.S.C. § 618. 

b. Application 

The investigation uncovered extensive evidence that Paul Manafort's and Richard Gates's 
pre-campaign work for the government of Ukraine violated FARA. Manafort and Gates were 
charged for that conduct and admitted to it when they pleaded guilty to superseding criminal 
informations in the District of Columbia prosecution. 1280 The evidence underlying those charges 
is not addressed in this report because it was discussed in public court documents and in a separate 

1280 Gates Superseding Criminal Information; Waiver of Indictment, United States v. Richard W. 
Gates Ill, l:17-cr-201 (D.D.C. Feb. 23, 2018), Doc. 203; WaiverofTrial by Jury, United States v. Richard 
W. Gates lll, l: 17-cr-201 (D.D.C. Feb. 23, 2018), Doc. 204; Gates Plea Agreement; Statement of Offense, 
United States v. Richard W. Gates lII, l:17-cr-201 (D.D.C. Feb. 23, 2018), Doc. 206; Plea Agreement, 
United States v. Paul J. Manafort, Jr., l: l 7-cr-20 l (D.D.C. Sept. 14, 2018), Doc. 422; Statement of Offense, 
United States v. Paul J. Manafort, Jr., l:l7-cr-201 (D.D.C. Sept. 14, 2018), Doc. 423. 
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prosecution memorandum submitted to the Acting Attorney General before the original indictment 
in that case. 

In addition, the investigation produced evidence of FARA violations involving Michael 
Flynn. Those potential violations, however, concerned a country other than Russia (i.e., Turkey) 
and were resolved when Flynn admitted to the underlying facts in the Statement of Offense that 
accompanied his guilty plea to a false-statements charge. Statement of Offense, United States v. 
Michael T. Flynn, No. l:]7-cr-232 (D.D.C. Dec. l, 2017), Doc. 4 ("Flynn Statement of 
Offense"). 1281 

The investigation did not, however, yield evidence sufficient to sustain any charge that any 
individual affiliated with the Trump Campaign acted as an agent of a foreign principal within the 
meaning off ARA or, in terms of Section 951, subject to the direction or control of the government 
of Russia, or any official thereof. In particular, the Office did not find evidence likely to prove 
beyond a reasonable doubt that Campaign officials such as Paul Manafort, George Papadopoulos, 
and Carter Page acted as agents of the Russian ent--or at its direction co 
re uest-~urin the rele 1282 

FARA or Section 951, or attempting or conspiring to do so, based on contacts with the Russian 
government or a Russian principal. 

Finally, the Office investigated whether one of the above campaign advisors-George 
Papadopoulos-acted as an agent of, or at the direction and control of, the government of Israel. 
While the investigation revealed significant ties between Papadopoulos and Israel (and search 
warrants were obtained in part on that basis), the Office ultimately detennined that the evidence 
was not sufficient to obtain and sustain a conviction under FARA or Section 951. 

3. ~ 

Several areas of the Office's investigation involved efforts or offers by foreign nationals to 
provide negative information about candidate Clinton to the Trump Campaign or to distribute that 
information to the public, to the anticipated benefit of the Campaign. As explained below, the 
Office considered whether two of those efforts in particular---the June 9, 2016 meeting at Trump 

1282 On four occasions, the Foreign Intelligence Surveillance Court (FISC) issued warrants based 
on a finding of probable cause to believe that Page was an agent ofa foreign power. 50 U.S.C. §§ 180l(b), 
l 805(a)(2)(A). The F1SC's probable-cause finding was based on a different (and lower) standard than the 
one governing the Office's decision whether to bring charges against Page, which is whether admissible 
evidence would likely be sufficient to prove beyond a reasonable doubt that Page acted as an agent of the 
Russian Federation during the period at issue. Cf United States v. Cardoza, 713 F.3d 656,660 (D.C. Cir. 
2013) (explaining that probable cause requires only "a fair probability," and not "certainty, or proof beyond 
a reasonable doubt, or proof by a preponderance of the evidence"). 
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Tower 
thee 
either incident as a criminal violation. 

a. Overview Of Governing Law 

-constituted prosecutable violations of 
t at the evidence was not sufficient to charge 

"[T]he United States has a compelling interest ... in limiting the participation of foreign 
citizens in activities of democratic self-government, and in thereby preventing foreign influence 
over the U.S. political process." Bluman v. FEC, 800 F. Supp. 2d 281, 288 (D.D.C. 201)) 
(Kavanaugh, J., for three-judge court), a.ff' d, 565 U.S. 1104 (2012). To that end, federal campaign­
finance law broadly prohibits foreign nationals from making contributions, donations, 
expenditures, or other disbursements in connection with federal, state, or local candidate elections, 
and prohibits anyone from soliciting, accepting, or receiving such contributions or donations. As 
relevant here, foreign nationals may not make--and no one may "solicit, accept, or receive" from 
them--"a contribution or donation of money or other thing of value" or "an express or implied 
promise to make a contribution or donation, in connection with a Federal, State, or local election." 
52 U.S.C. § 30121(a)(l)(A), (a)(2). 1283 The term "contribution," which is used throughout the 
campaign-finance law, "includes" "any gift, subscription, loan, advance, or deposit of money or 
anything of value made by any person for the purpose of influencing any election for Federal 
office." 52 U.S.C. § 30101(8)(A)(i). It excludes, among other things, "the value of [volunteer] 
services." 52 U.S.C. § 30101(8)(B)(i). 

Foreign nationals are also barred from making "an expenditure, independent expenditure, 
or disbursement for an electioneering communication." 52 U.S.C. § 3012l(a)(l)(C). The term 
"expenditure" "includes" "any purchase, payment, distribution, loan, advance, deposit, or gift of 
money or anything of value, made by any person for the purpose of influencing any election for 
Federal office." 52 U.S.C. § 30101(9)(A)(i). It excludes, among other things, news stories and 
non-partisan get-out-the-vote activities. 52 U.S.C. § 30101(9)(B)(i)-(ii). An "independent 
expenditure" is an expenditure "expressly advocating the election or defeat of a clearly identified 
candidate" and made independently of the campaign. 52 U.S.C. § 30101(17). An "electioneering 
communication" is a broadcast communication that "refers to a clearly identified candidate for 
Federal office" and is made within specified time periods and targeted at the relevant electorate. 
52 u.s.c. § 30104(t)(3). 

The statute defines "foreign national" by reference to FARA and the Immigration and 
Nationality Act, with minor modification. 52 U.S.C. § 3012l(b) (cross-referencing 22 U.S.C. 
§ 611(b)(l)-(3) and 8 U.S.C. § 110l(a)(20), (22)). That definition yields five, sometimes­
overlapping categories of foreign nationals, which include all of the individuals and entities 
relevant for present purposes-namely, foreign governments and political parties, individuals 

1283 Campaign-finance law also places financial limits on contributions, 52 U.S.C. § 30116(a), and 
prohibits contributions from corporations, banks, and labor unions, 52 U.S.C. § 301 l 8(a); see Citizens 
United v. FEC, 558 U.S. 310, 320 (2010). Because the conduct that the Office investigated involved 
possible electoral activity by foreign nationals, the foreign-contributions ban is the most readily applicable 
provision. 
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outside of the U.S. who are not legal pennanent residents, and certain non-U.S. entities located 
outside of the U.S. 

A "knowing[] and willful[]" violation involving an aggregate of $25,000 or more in a 
calendar year is a felony. 52 U.S.C. § 30109(d)(l)(A)(i); see Bluman, 800 F. Supp. 2d at 292 
(noting that a willful violation will require some "proof of the defendant's knowledge of the law"); 
United States v. Danielczyk, 917 F. Supp. 2d 573, 577 (E.D. Va. 2013) (applying willfulness 
standard drawn from Bryan v. United States, 524 U.S. 184, 191-92 (1998)); see also Wagner v. 
FEC, 793 F.3d I, 19 n.23 (D.C. Cir. 2015)(en banc)(sarne). A "knowing[] and willful[]"violation 
involving an aggregate of $2,000 or more in a calendar year, but less than $25,000, is a 
misdemeanor. 52 U.S.C. § 30109(d)(l)(A)(ii). 

b. Application to June 9 Trump Tower Meeting 

The Office considered whether to charge Trump Campaign officials with crimes in 
connection with the June 9 meeting described in Volume I, Section IV.A.5, supra. The Office 
concluded that, in light of the government's substantial burden of proof on issues of intent 
("knowing" and "willful"), and the difficulty of establishing the value of the offered infonnation, 
criminal charges would not meet the Justice Manual standard that "the admissible evidence will 
probably be sufficient to obtain and sustain a conviction." Justice Manual§ 9-27.220. 

In brief, the key facts are that, on June 3, 2016, Robert Goldstone emailed Donald Trump 
Jr., to pass along from Emin and Aras Agalarov an "offer" from Russia's "Crown prosecutor" to 
"the Trump campaign" of"official documents and infonnation that would incriminate Hillary and 
her dealings with Russia and would be very useful to [Trump Jr. 's] father." The email described 
this as "very high level and sensitive infonnation" that is "part of Russia and its government's 
support to Mr. Trump-helped along by Aras and Emin." Trump Jr. responded: "if it's what you 
say I love it especially later in the summer." Trump Jr. and Emin Agalarov had follow-up 
conversations and, within days, scheduled a meeting with Russian representatives that was 
attended by Trump Jr., Manafort, and Kushner. The communications setting up the meeting and 
the attendance by high-level Campaign representatives support an inference that the Campaign 
anticipated receiving derogatory documents and infonnation from official Russian sources that 
could assist candidate Trump's electoral prospects. 

This series of events could implicate the federal election-law ban on contributions and 
donations by foreign nationals, 52 U.S.C. § 30121(a)(l)(A). Specifically, Goldstone passed along 
an offer purportedly from a Russian government official to provide "official documents and 
infonnation" to the Trump Campaign for the purposes of influencing the presidential election. 
Trump Jr. appears to have accepted that offer and to have arranged a meeting to receive those 
materials. Documentary evidence in the fonn of email chains supports the inference that Kushner 
and Manafort were aware of that purpose and attended the June 9 meeting anticipating the receipt 
of helpful infonnation to the Campaign from Russian sources. 

The Office considered whether this evidence would establish a conspiracy to violate the 
foreign contributions ban, in violation of 18 U.S.C. § 371; the solicitation ofan illegal foreign­
source contribution; or the acceptance or receipt of "an express or implied promise to make a 
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[foreign-source} contribution," both in violation of 52 U.S.C. § 30121(a)(l)(A), (a)(2). There are 
reasonable arguments that the offered infonnation would constitute a "thing of value" within the 
meaning of these provisions, but the Office detennined that the government would not be likely to 
obtain and sustain a conviction for two other reasons: first, the Office did not obtain admissible 
evidence likely to meet the government's burden to prove beyond a reasonable doubt that these 
individuals acted "willfully," i.e., with general knowledge of the illegality of their conduct; and, 
second, the government would likely encounter difficulty in proving beyond a reasonable doubt 
that the value of the promised infonnation exceeded the threshold for a criminal violation, see 52 
U.S.C. § 30109(d)(l)(A)(i). 

i. Thing-of-Value Element 

A threshold legal question is whether providing to a campaign "documents and 
infonnation" of the type involved here would constitute a prohibited campaign contribution. The 
foreign contribution ban is not limited to contributions of money. It expressly prohibits "a 
contribution or donation of money or other thing of value." 52 U.S.C. § 3012l(a)(l)(A), (a)(2) 
(emphasis added). And the tenn "contribution" is defined throughout the campaign-finance Jaws 
to "include[]" "any gift, subscription, loan, advance, or deposit of money or anything of value." 
52 U.S.C. § 30101(8)(A)(i) (emphasis added). 

The phrases "thing of value" and "anything of value" are broad and inclusive enough to 
encompass at least some fonns of valuable infonnation. Throughout the United States Code, these 
phrases serve as "tenn[s] of art" that are construed "broad[ly]." United States v. Nilsen, 967 F.2d 
539, 542 (11th Cir. 1992) (per curiam) ("thing of value" includes "both tangibles and intangibles"); 
see also, e.g., 18 U.S.C. §§ 20l(b)(l), 666(a)(2) (bribery statutes); id. § 641 (theft of government 
property). For example, the tenn "thing of value" encompasses law enforcement reports that 
would reveal the identity of infonnants, United States v. Girard, 601 F.2d 69, 71 (2d Cir. 1979); 
classified materials, United States v. Fowler, 932 F.2d 306, 310 (4th Cir. 1991); confidential 
infonnation about a competitive bid, United States v. Matzkin, 14 F.3d 1014, 1020 (4th Cir. 1994); 
secret grand jury infonnation, United States v. Jeter, 775 F.2d 670, 680 (6th Cir. 1985); and 
infonnation about a witness's whereabouts, United States v. Sheker, 618 F.2d 607, 609 (9th Cir. 
1980) (per curiam). And in the public corruption context, "'thing of value' is defined broadly to 
include the value which the defendant subjectively attaches to the items received." United States 
v. Renzi, 769 F.3d 731, 744 (9th Cir. 2014) (internal quotation marks omitted). 

Federal Election Commission (FEC) regulations recognize the value to a campaign of at 
least some fonns ofinfonnation, stating that the tenn "anything of value" includes "the provision 
of any goods or services without charge," such as "membership lists" and "mailing lists." 11 
C.F.R. § 100.52(d)(l). The FEC has concluded that the phrase includes a state-by-state list of 
activists. See Citizens for Responsibility and Ethics in Washington v. FEC, 475 F.3d 337, 338 
(D.C. Cir. 2007) (describing the FEC's findings). Likewise, polling data provided to a campaign 
constitutes a "contribution." FEC Advisory Opinion 1990-12 (Strub), 1990 WL 153454 (citing 11 
C.F.R. § 106.4(b)). And in the specific context of the foreign-contributions ban, the FEC has 
concluded that "election materials used in previous Canadian campaigns," including "flyers, 
advertisements, door hangers, tri-folds, signs, and other printed material," constitute "anything of 
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value," even though "the value of these materials may be nominal or difficult to ascertain." FEC 
Advisory Opinion 2007-22 (Hurysz), 2007 WL 5172375, at *5. 

These authorities would support the view that candidate-related opposition research given 
to a campaign for the purpose of influencing an election could constitute a contribution to which 
the foreign-source ban could apply. A campaign can be assisted not only by the provision of funds, 
but also by the provision of derogatory information about an opponent. Political campaigns 
frequently conduct and pay for opposition research. A foreign entity that engaged in such research 
and provided resulting information to a campaign could exert a greater effect on an election, and 
a greater tendency to ingratiate the donor to the candidate, than a gift of money or tangible things 
of value. At the same time, no judicial decision has treated the voluntary provision of 
uncompensated opposition research or similar information as a thing of value that could amount 
to a contribution under campaign-finance law. Such an interpretation could have implications 
beyond the foreign-source ban, see 52 U.S.C. § 301 l6(a) (imposing monetary limits on campaign 
contributions), and raise First Amendment questions. Those questions could be especially difficult 
where the information consisted simply of the recounting of historically accurate facts. It is 
uncertain how courts would resolve those issues. 

ii. Willfulness 

Even assuming that the promised "documents and information that would incriminate 
Hillary" constitute a "thing of value" under campaign-finance Jaw, the government would 
encounter other challenges in seeking to obtain and sustain a conviction. Most significantly, the 
government has not obtained admissible evidence that is likely to establish the scienter requirement 
beyond a reasonable doubt. To prove that a defendant acted "knowingly and willfully," the 
government would have to show that the defendant had general knowledge that his conduct was 
unlawful. U.S. Department of Justice, Federal Prosecution of Election Offenses 123 (8th ed. Dec. 
2017) ("Election Offenses"); see Bluman, 800 F. Supp. 2d at 292 (noting that a willful violation 
requires "proof of the defendant's knowledge of the law"); Danielczyk, 917 F. Supp. 2d at 577 
("knowledge of general unlawfulness"). "This standard creates an elevated scienter element 
requiring, at the very least, that application of the law to the facts in question be fairly clear. When 
there is substantial doubt concerning whether the law applies to the facts of a particular matter, the 
offender is more likely to have an intent defense." Election Offenses 123. 

On the facts here, the government would unlikely be able to prove beyond a reasonable 
doubt that the June 9 meeting participants had general knowledge that their conduct was unlawful. 
The investigation has not developed evidence that the participants in the meeting were familiar 
with the foreign-contribution ban or the application of federal law to the relevant factual context. 
The government does not have strong evidence of surreptitious behavior or efforts at concealment 
at the time of the June 9 meeting. While the government has evidence of later efforts to prevent 
disclosure of the nature of the June 9 meeting that could circumstantially provide support for a 
showing of scienter, see Volume II, Section 11.G, infra, that concealment occurred more than a 
year later, involved individuals who did not attend the June 9 meeting, and may reflect an intention 
to avoid political consequences rather than any prior knowledge of illegality. Additionally, in light 
of the unresolved legal questions about whether giving "documents and information" of the sort 
offered here constitutes a campaign contribution, Trump Jr. could mount a factual defense that he 
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did not believe his response to the offer and the June 9 meeting itself violated the law. Given his 
less direct involvement in arranging the June 9 meeting, Kushner could likely mount a similar 
defense. And, while Manafort is experienced with political campaigns, the Office has not 
developed evidence showing that he had relevant knowledge of these legal issues. 

iii. Difficulties in Valuing Promised Information 

The Office would also encounter difficulty proving beyond a reasonable doubt that the 
value of the promised documents and information exceeds the $2,000 threshold for a criminal 
violation, as well as the $25,000 threshold for felony punishment. See 52 U.S.C. § 30109(d)(I). 
The type of evidence commonly used to establish the value of non-monetary contributions-such 
as pricing the contribution on a commercial market or determining the upstream acquisition cost 
or the cost of distribution-would likely be unavailable or ineffective in this factual setting. 
Although damaging opposition research is surely valuable to a campaign, it appears that the 
information ultimately delivered in the meeting was not valuable. And while value in a conspiracy 
may well be measured by what the participants expected to receive at the time of the agreement, 
see, e.g., United States v. Tombrello, 666 F.2d 485,489 (I Ith Cir. 1982), Goldstone's description 
of the offered material here was quite general. His suggestion of the information's value-i.e., 
that it would "incriminate Hillary" and "would be very useful to [Trump Jr.'s] father"-was non­
specific and may have been understood as being of uncertain worth or reliability, given 
Goldstone's lack of direct access to the original source. The uncertainty over what would be 
delivered could be reflected in Trump Jr. 's response ("if it's what you say I love it") ( emphasis 
added). 

Accordingly, taking into account the high burden to establish a culpable mental state in a 
campaign-finance prosecution and the difficulty in establishing the required valuation, the Office 
decided not to pursue criminal campaign-finance charges against Trump Jr. or other campaign 
officials for the events culminating in the June 9 meeting. 

c. Application to Harm to Ongoing Matter 

Harm to Ongoing Matter 
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Harm to Ongoing Matter 
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ii. Willfulness 

As discussed, to establish a criminal campaign-finance violation, the government must 
prove that the defendant acted "knowingly and willfully." 52 U.S.C. § 30109(d)(l)(A)(i). That 
standard requires proof that the defendant knew generally that his conduct was unlawful. Election 
Offenses 123. Given the uncertainties noted above, the "willfulness" requirement would pose a 
substantial barrier to prosecution. 

iii. Constitutional Considerations 

iv. Analysis as to liTillllllll 
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4. False Statements and Obstruction of the Investigation 

The Office detennined that certain individuals associated with the Campaign lied to 
investigators about Campaign contacts with Russia and have taken other actions to interfere with 
the investigation. As explained below, the Office therefore charged some U.S. persons connected 
to the Campaign with false statements and obstruction offenses. 

a. Overview Of Governing Law 

False Statements. The principal federal statute criminalizing false statements to 
government investigators is 18 U.S.C. § 1001. As relevant here, under Section 1001(a)(2), it is a 
crime to knowingly and willfully "make[] any materially false, fictitious, or fraudulent statement 
or representation" "in any matter within the jurisdiction of the executive . . . branch of the 
Government." An FBI investigation is a matter within the Executive Branch's jurisdiction. United 
States v. Rodgers, 466 U.S. 475, 479 (1984). The statute also applies to a subset of legislative 
branch actions--viz., administrative matters and "investigation[sJ or review[sJ" conducted by a 
congressional committee or subcommittee. 18 U.S.C. § l00l(c)(l) and (2); see United States v. 
Pickett, 353 F.3d 62, 66 (D.C. Cir. 2004). 

Whether the statement was made to law enforcement or congressional investigators, the 
government must prove beyond a reasonable doubt the same basic non-jurisdictional elements: 
the statement was false, fictitious, or fraudulent; the defendant knew both that it was false and that 
it was unlawful to make a false statement; and the false statement was material. See, e.g., United 
States v. Smith, 831 F.3d 1207, 1222 n.27 (9th Cir. 2017) (listing elements); see also Ninth Circuit 
Pattern Instruction 8.73 & cmt. (explaining that the Section 1001 jury instruction was modified in 
light of the Department of Justice's position that the phrase "knowingly and willfully" in the statute 
requires the defendant's knowledge that his or her conduct was unlawful). In the D.C. Circuit, the 
government must prove that the statement was actually false; a statement that is misleading but 
"literally true" does not satisfy Section 100l(a)(2). See United States v. Milton, 8 F.3d 39, 45 
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(D.C. Cir. 1993); United States v. Dale, 991 F.2d 819, 832-33 & n.22 (D.C. Cir. 1993). For that 
false statement to qualify as "material," it must have a natural tendency to influence, or be capable 
ofinfluencing, a discrete decision or any other function of the agency to which it is addressed. See 
United States v. Gaudin, 515 U.S. 506, 509 (1995); United States v. Moore, 612 F.3d 698, 701 
(D.C. Cir. 20IO). 

Perjury. Under the federal perjury statutes, it is a crime for a witness testifying under oath 
before a grand jury to knowingly make any false material declaration. See 18 U.S.C. § 1623. The 
government must prove four elements beyond a reasonable doubt to obtain a conviction under 
Section 1623(a): the defendant testified under oath before a federal grand jury; the defendant's 
testimony was false in one or more respects; the false testimony concerned matters that were 
material to the grand jury investigation; and the false testimony was knowingly given. United 
States v. Bridges, 717 F.2d 1444, 1449 n.30 (D.C. Cir. 1983). The general perjury statute, 18 
U .S.C. § 1621, also applies to grand jury testimony and has similar elements, except that it requires 
that the witness have acted willfully and that the government satisfy "strict common-law 
requirements for establishing falsity." See Dunn v. United States, 442 U.S. 100, l06 & n.6 (1979) 
(explaining "the two-witness rule" and the corroboration that it demands). 

Obstruction of Justice. Three basic elements are common to the obstruction statutes 
pertinent to this Office's charging decisions: an obstructive act; some form of nexus between the 
obstructive act and an official proceeding; and criminal (i.e., corrupt) intent. A detailed discussion 
of those elements, and the law governing obstruction of justice more generally, is included in 
Volume II of the report. 

b. Application to Certain Individuals 

i. George Papadopoulos 

Investigators approached Papadopoulos for an interview based on his role as a foreign 
policy advisor to the Trump Campaign and his suggestion to a foreign government representative 
that Russia had indicated that it could assist the Campaign through the anonymous release of 
information damaging to candidate Clinton. On January 27, 2017, Papadopoulos agreed to be 
interviewed by FBI agents, who informed him that the interview was part of the investigation into 
potential Russian government interference in the 2016 presidential election. 

During the interview, Papadopoulos lied about the timing, extent, and nature of his 
communications with Joseph Mifsud, Olga Polonskaya, and Ivan Timofeev. With respect to 
timing, Papadopoulos acknowledged that he had met Mifsud and that Mifsud told him the Russians 
had "dirt" on Clinton in the form of "thousands of emails." But Papadopoulos stated multiple 
times that those communications occurred before he joined the Trump Campaign and that it was a 
"very strange coincidence" to be told of the "dirt" before he started working for the Campaign. 
This account was false. Papadopoulos met Mifsud for the first time on approximately March 14, 
2016, after Papadopoulos had already learned he would be a foreign policy advisor for the 
Campaign. Mifsud showed interest in Papadopoulos only after learning of his role on the 
Campaign. And Mifsud told Papadopoulos about the Russians possessing "dirt" on candidate 
Clinton in late April 2016, more than a month after Papadopoulos had joined the Campaign and 
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been publicly announced by candidate Trump. Statement of Offense fl 25-26, United States v. 
George Papadopoulos, No. 1: l 7-cr-182 (D.D.C. Oct. 5, 2017), Doc. 19 ("Papadopoulos Statement 
of Offense"). 

Papadopoulos also made false statements in an effort to minimize the extent and 
importance of his communications with Mifsud. For example, Papadopoulos stated that 
"[Mifsud]'s a nothing," that he thought Mifsud was "just a guy talk[ingJ up connections or 
something," and that he believed Mifsud was "BS'ing to be completely honest with you." In fact, 
however, Papadopoulos understood Mifsud to have substantial connections to high-level Russian 
government officials and that Mifsud spoke with some of those officials in Moscow before telling 
Papadopoulos about the "dirt." Papadopoulos also engaged in extensive communications over a 
period of months with Mifsud about foreign policy issues for the Campaign, including efforts to 
arrange a "history making" meeting between the Campaign and Russian government officials. In 
addition, Papadopoulos failed to inform investigators that Mifsud had introduced him to Timofeev, 
the Russian national who Papadopoulos understood to be connected to the Russian Ministry of 
Foreign Affairs, despite being asked if he had met with Russian nationals or "[a]nyone with a 
Russian accent" during the campaign. Papadopoulos Statement of Offense fl 27-29. 

Papadopoulos also falsely claimed that he met Polonskaya before he joined the Campaign, 
and falsely told the FBI that he had "no" relationship at all with her. He stated that the extent of 
their communications was her sending emails-"Just, 'Hi, how are you?' That's it." In truth, 
however, Papadopoulos met Polonskaya on March 24, 2016, after he had joined the Campaign; he 
believed that she had connections to high-level Russian government officials and could help him 
arrange a potential foreign policy trip to Russia. During the campaign he emailed and spoke with 
her over Skype on numerous occasions about the potential foreign policy trip to Russia. 
Papadopoulos Statement of Offense fl 30-31. 

Papadopoulos's false statements in January 2017 impeded the FBl's investigation into 
Russian interference in the 2016 presidential election. Most immediately, those statements 
hindered investigators' ability to effectively question Mifsud when he was interviewed in the lobby 
ofa Washington, D.C. hotel on February 10, 2017. See Gov't Sent. Mem. at 6, United States v. 
George Papadopoulos, No. 1:l 7-cr-182 (D.D.C. Aug. 18, 2017), Doc. 44. During that interview, 
Mifsud admitted to knowing Papadopoulos and to having introduced him to Polonskaya and 
Timofeev. But Mifsud denied that he had advance knowledge that Russia was in possession of 
emails damaging to candidate Clinton, stating that he and Papadopoulos had discussed 
cybersecurity and hacking as a larger issue and that Papadopoulos must have misunderstood their 
conversation. Mifsud also falsely stated that he had not seen Papadopoulos since the meeting at 
which Mifsud introduced him to Polonskaya, even though emails, text messages, and other 
information show that Mifsud met with Papadopoulos on at least two other occasions-April 12 
and April 26, 2016. In addition, Mifsud omitted that he had drafted (or edited) the follow-up 
message that Polonskaya sent to Papadopoulos following the initial meeting and that, as reflected 
in the language of that email chain ("Baby, thank you!"), Mifsud may have been involved in a 
personal relationship with Polonskaya at the time. The false information and omissions in 
Papadopoulos's January 2017 interview undermined investigators' ability to challenge Mifsud 
when he made these inaccurate statements. 
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Given the seriousness of the lies and omissions and their effect on the FBI' s investigation, 
the Office charged Papadopoulos with making false statements to the FBI, in violation of 18 U.S.C. 
§ lOOl. Information, United States v. George Papadopoulos, No. l:17-cr-182 (D.D.C. Oct. 3, 
2017), Doc. 8. On October 7, 2017, Papadopoulos pleaded guilty to that charge pursuant to a plea 
agreement. On September 7, 2018, he was sentenced to 14 days of imprisonment, a $9,500 fine, 
and 200 hours of community service. 

iii. Michael Flynn 

Michael Flynn agreed to be interviewed by the FBI on January 24, 2017, four days after he 
had officially assumed his duties as National Security Advisor to the President. During the 
interview, made several false statements pertaining to his communications with the Russian 
ambassador. 

First, Flynn made two false statements about his conversations with Russian Ambassador 
Kislyak in late December 2016, at a time when the United States had imposed sanctions on Russia 
for interfering with the 2016 presidential election and Russia was considering its response. See 

Statement of Offense. Flynn told the agents that he did not ask Kislyak to refrain from 
escalating the situation in response to the United States's imposition of sanctions. That statement 
was false. On December 29, 2016, Flynn called Kislyak to request Russian restraint. Flynn made 
the call immediately after speaking to a senior Transition Team officfal (K.T. McFarland) about 
what to communicate to Kislyak. Flynn then spoke with McFarland again after the Kislyak call to 
report on the substance of that conversation. Flynn also falsely told the FBI that he did not 
remember a follow-up conversation in which Kislyak stated that Russia had chosen to moderate 
its response to the U.S. sanetions as a result of Flynn's request. On December 31, 2016, Flynn in 
fact had such a conversation with Kislyak, and he again spoke with McFarland within hours of the 
call to relay the substance of his conversation with Kislyak. Statement of Offense 'ff 3. 
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Second, Flynn made false statements about calls he had previously made to representatives 
of Russia and other countries regarding a resolution submitted by Egypt to the United Nations 
Security Council on December 21, 2016. Specifically, Flynn stated that he only asked the 
countries' positions on how they would vote on the resolution and that he did not request that any 
of the countries take any particular action on the resolution. That statement was false. On 
December 22, 2016, Flynn called Kislyak, informed him of the incoming Trump Administration's 
opposition to the resolution, and requested that Russia vote against or delay the resolution. Flynn 
also falsely stated that Kislyak never described Russia's response to his December 22 request 
regarding the resolution. Kislyak in fact told Flynn in a conversation on December 23, 2016, that 
Russia would not vote against the resolution if it came to a vote. See Flynn Statement of Offense 
14. 

Flynn made these false statements to the FBI at a time when he was serving as National 
Security Advisor and when the FBI had an open investigation into Russian interference in the 2016 
presidential election, including the nature of any links between the Trump Campaign and Russia. 
Flynn's false statements and omissions impeded and otherwise had a material impact on that 
ongoing investigation. Flynn Statement of Offense fl 1-2. They also came shortly before Flynn 
made separate submissions to the Department of Justice, pursuant to FARA, that also contained 
materially false statements and omissions. Id. 15. Based on the totality of that conduct, the Office 
decided to charge Flynn with making false statements to the FBI, in violation of 18 U.S.C. 
§ 100 I (a). On December I, 2017, and pursuant to a plea agreement, Flynn pleaded guilty to that 
charge and also admitted his false statements to the Department in his FARA filing. See id.; Plea 
Agreement, United States v. Michael T. Flynn, No. l:17-cr-232 (D.D.C. Dec. 1, 2017), Doc. 3. 
Flynn is awaiting sentencing. 

iv. Michael Cohen 

Michael Cohen was the executive vice president and special counsel to the Trump 
Organization when Trump was president of the Trump Organization. Information 1 I, United 
States v. Cohen, No. l:18-cr-850 (S.D.N.Y. Nov. 29, 2018), Doc. 2 ("Cohen Information"). From 
the fall of 2015 through approximately June 2016, Cohen was involved in a project to build a 
Trump-branded tower and adjoining development in Moscow. The project was known as Trump 
Tower Moscow. 

In 2017, Cohen was called to testify before the House Permanent Select Committee on 
Intelligence (HPSCI) and the Senate Select Committee on Intelligence (SSCI), both of which were 
investigating Russian interference in the 2016 presidential election and possible links between 
Russia and the presidential campaigns. In late August 2017, in advance of his testimony, Cohen 
caused a two-page statement to be sent to SSCI and HPSCI addressing Trump Tower Moscow. 
Cohen Information fl 2-3. The letter contained three representations relevant here. First, Cohen 
stated that the Trump Moscow project had ended in January 2016 and that he had briefed candidate 
Trump on the project only three times before making the unilateral decision to terminate it 
Second, Cohen represented that he never agreed to travel to Russia in connection with the project 
and never considered asking Trump to travel for the project. Third, Cohen stated that he did not 
recall any Russian government contact about the project, including any response to an email that 

195 



19403

202 

u.;,. ucpWllllt:lll lJI JU:Slll.;t: 

l,ttel'fte) 'il.1el'k Pretlttet I I Ma, Cefflftift M&tel'i1tl Preteetetl U1ttler Fetl. R. Cl'im. P. Ei~~ 

he had sent to a Russian government email account. Cohen Information ,i 4. Cohen later asked 
that his two-page statement be incorporated into his testimony's transcript before SSCI, and he 
ultimately gave testimony to SSCI that was consistent with that statement. Cohen Information ,i 5. 

Each of the foregoing representations in Cohen's two-page statement was false and 
misleading. Consideration of the project had extended through approximately June 2016 and 
included more than three progress reports from Cohen to Trump. Cohen had discussed with Felix 
Sater his own travel to Russia as part of the project, and he had inquired about the possibility of 
Trump traveling there--both with the candidate himself and with senior campaign official Corey 
Lewandowski. Cohen did recall that he had received a response to the email that he sent to Russian 
government spokesman Dmitry Peskov-in particular, that he received an email reply and had a 
follow-up phone conversation with an English-speaking assistant to Peskov in mid-January 2016. 
Cohen Information ,i 7. Cohen knew the statements in the letter to be false at the time, and 
admitted that he made them in an effort (I) to minimize the links between the project and Trump 
(who by this time was President), and (2) to give the false impression that the project had ended 
before the first vote in the Republican Party primary process, in the hopes of limiting the ongoing 
Russia investigations. Id. 

Given the nature of the false statements and the fact that he repeated them during his initial 
interview with the Office, we charged Cohen with violating Section I 00 I. On November 29, 2018, 
Cohen pleaded guilty pursuant to a plea agreement to a single-count information charging him 
with making false statements in a matter within the jurisdiction of the legislative branch, in 
violation of 18 U.S.C. § I00I(a)(2) and (c). Cohen Information. The case was transferred to the 
district judge presiding over the separate prosecution of Cohen pursued by the Southern District 
of New York (after a referral from our Office). On December 7, 2018, this Office submitted a 
letter to that judge recommending that Cohen's cooperation with our investigation be taken into 
account in sentencing Cohen on both the false-statements charge and the offenses in the Southern 
District prosecution. On December 12, 2018, the judge sentenced Cohen to two months of 
imprisonment on the false-statements count, to run concurrently with a 36-month sentence 
imposed on the other counts. v.-
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Harm to Ongoing Matter 

vi. Jeff Sessions 

As set forth in Volume I, Section IV.A.6, supra, the investigation established that, while a 
U.S. Senator and a Trump Campaign advisor, former Attorney General Jeff Sessions interacted 
with Russian Ambassador Kislyak during the week of the Republican National Convention in July 
2016 and again at a meeting in Sessions's Senate office in September 20 l 6. The investigation also 
established that Sessions and Kislyak both attended a reception held before candidate Trump's 
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foreign policy speech at the Mayflower Hotel in Washington, D.C., in April 2016, and that it is 
possible that they met briefly at that reception. 

The Office considered whether, in light of these interactions, Sessions committed perjury 
before, or made false statements to, Congress in connection with his confirmation as Attorney 
General. In January 2017 testimony during his confirmation hearing, Sessions stated in response 
to a question about Trump Campaign communications with the Russian government that he had 
"been called a surrogate at a time or two in that campaign and I didn't have - did not have 
communications with the Russians." In written responses submitted on January 17, 2017, Sessions 
answered "[n]o" to a question asking whether he had "been in contact with anyone connected to 
any part of the Russian government about the 2016 election, either before or after election day." 
And, in a March 2017 supplement to his testimony, Sessions identified two of the campaign-period 
contacts with Ambassador Kislyak noted above, which had been reported in the media following 
the January 2017 confirmation hearing. Sessions stated in the supplemental response that he did 
"not recall any discussions with the Russian Ambassador, or any other representatives of the 
Russian government, regarding the political campaign on these occasions or any other occasion." 

Although the investigation established that Sessions interacted with Kislyak on the 
occasions described above and that Kislyak mentioned the presidential campaign on at least one 
occasion, the evidence is not sufficient to prove that Sessions gave knowingly false answers to 
Russia-related questions in light of the wording and context of those questions. With respect to 
Sessions's statements that he did ''not recall any discussions with the Russian Ambassador ... 
regarding the political campaign" and he had not been in contact with any Russian official "about 
the 2016 election," the evidence concerning the nature of Sessions's interactions with Kislyak 
makes it plausible that Sessions did not recall discussing the campaign with Kislyak at the time of 
his statements. Similarly, while Sessions stated in his January 2017 oral testimony that he "did 
not have communications with Russians," he did so in response to a question that had linked such 
communications to an alleged "continuing exchange of information" between the Trump 
Campaign and Russian government intermediaries. Sessions later explained to the Senate and to 
the Office that he understood the question as narrowly calling for disclosure of interactions with 
Russians that involved the exchange of campaign information, as distinguished from more routine 
contacts with Russian nationals. Given the context in which the question was asked, that 
understanding is plausible. 

Accordingly, the Office concluded that the evidence was insufficient to prove that Sessions 
was willfully untruthful in his answers and thus insufficient to obtain or sustain a conviction for 
perjury or false statements. Consistent with the Principles of Federal Prosecution, the Office 
therefore determined not to pursue charges against Sessions and informed his counsel of that 
decision in March 2018. 

vii. Others Interviewed During the Investigation 

The Office considered whether, during the course of the investigation, other individuals 
interviewed either omitted material information or provided information determined to be false. 
Applying the Principles of Federal Prosecution, the Office did not seek criminal charges against 
any individuals other than those listed above. In some instances, that decision was due to 
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evidentiary hurdles lo proving falsity. In others, the Office determined !hat the witness ultimately 
provided truthful infom1ation and that considerations of culpability, deterrence, and resource-

. · rosecution. See Justice Ma 
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INTRODUCTION TO VOLUME II 

This report is submitted to the Attorney General pursuant to 28 C.F.R. § 600.8(c), which 
states that, "[a]t the conclusion of the Special Counsel's work, he ... shall provide the Attorney 
General a confidential report explaining the prosecution or declination decisions [the Special 
Counsel) reached." 

Beginning in 20 l 7, the President of the United States took a variety of actions towards the 
ongoing FBI investigation into Russia's interference in the 2016 presidential election and related 
matters that raised questions about whether he had obstructed justice. The Order appointing the 
Special Counsel gave this Office jurisdiction to investigate matters that arose directly from the 
FBI's Russia investigation, including whether the President had obstructed justice in connection 
with Russia-related investigations. The Special Counsel's jurisdiction also covered potentially 
obstructive acts related to the Special Counsel's investigation itself. This Volume of our report 
summarizes our obstruction-of-justice investigation of the President. 

We first describe the considerations that guided our obstruction-of-justice investigation, 
and then provide an overview of this Volume: 

First, a traditional prosecution or declination decision entails a binary determination to 
initiate or decline a prosecution, but we determined not to make a traditional prosecutorial 
judgment. The Office of Legal Counsel (OLC) has issued an opinion finding that "the indictment 
or criminal prosecution of a sitting President would impermissibly undermine the capacity of the 
executive branch to perform its constitutionally assigned functions" in violation of "the 
constitutional separation of powers."1 Given the role of the Special Counsel as an attorney in the 
Department of Justice and the framework of the Special Counsel regulations,see 28 U.S.C. § 515; 
28 C.F.R. § 600.7(a), this Office accepted OLC's legal conclusion for the purpose of exercising 
prosecutorial jurisdiction. And apart from OLC' s constitutional view, we recognized that a federal 
criminal accusation against a sitting President would place burdens on the President's capacity to 
govern and potentially preempt constitutional processes for addressing presidential misconduct.2 

Second, while the OLC opinion concludes that a sitting President may not be prosecuted, 
it recognizes that a criminal investigation during the President's term is permissible.3 The OLC 
opinion also recognizes that a President does not have immunity after he leaves office.4 And if 
individuals other than the President committed an obstruction offense, they may be prosecuted at 
this time. Given those considerations, the facts known to us, and the strong public interest in 

1 A Sitting President's Amenability to Indictment and Criminal Prosecution, 24 Op. O.L.C. 222, 
222, 260 (2000) (OLC Op.). 

2 See U.S. CONST. Art. I § 2, cl. 5; § 3, cl. 6; cf OLC Op. at 257-258 (discussing relationship 
between impeachment and criminal prosecution of a sitting President). 

3 OLC Op. at 257 n.36 ("A grand jury could continue to gather evidence throughout the period of 
immunity"). 

4 OLC Op. at 255 ("Recognizing an immunity from prosecution for a sitting President would not 
preclude such prosecution once the President's term is over or be is otherwise removed from office by 
resignation or impeachment"). 
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safeguarding the integrity of the criminal justice system, we conducted a thorough factual 
investigation in order to preserve the evidence when memories were fresh and documentary 
materials were available. 

Third, we considered whether to evaluate the conduct we investigated under the Justice 
Manual standards governing prosecution and declination decisions, but we determined not to apply 
an approach that could potentially result in a judgment that the President committed crimes. The 
threshold step under the Justice Manual standards is to assess whether a person's conduct 
"constitutes a federal offense." U.S. Dep't of Justice, Justice Manual§ 9-27.220 (2018) (Justice 
Manual). Fairness concerns counseled against potentially reaching that judgment when no charges 
can be brought. The ordinary means for an individual to respond to an accusation is through a 
speedy and public trial, with all the procedural protections that surround a criminal case. An 
individual who believes he was wrongly accused can use that process to seek to clear his name. In 
contrast, a prosecutor's judgment that crimes were committed, but that no charges will be brought, 
affords no such adversarial opportunity for public name-clearing before an impartial adjudicator.5 

The concerns about the fairness of such a determination would be heightened in the case 
of a sitting President, where a federal prosecutor's accusation of a crime, even in an internal report, 
could carry consequences that extend beyond the realm of criminal justice. OLC noted similar 
concerns about sealed indictments. Even ifan indictment were sealed during the President's term, 
OLC reasoned, "it would be very difficult to preserve [an indictment's] secrecy," and if an 
indictment became public, "[t]he stigma and opprobrium" could imperil the President's ability to 
govern."6 Although a prosecutor's internal report would not represent a formal public accusation 
akin to an indictment, the possibility of the report's public disclosure and the absence of a neutral 
adjudicatory forum to review its findings counseled against potentially determining "that the 
person's conduct constitutes a federal offense." Justice Manual§ 9-27.220. 

Fourth, ifwe had confidence after a thorough investigation of the facts that the President 
clearly did not commit obstruction of justice, we would so state. Based on the facts and the 
applicable legal standards, however, we are unable to reach that judgment. The evidence we 
obtained about the President's actions and intent presents difficult issues that prevent us from 
conclusively determining that no criminal conduct occurred. Accordingly, while this report does 
not conclude that the President committed a crime, it also does not exonerate him. 

This report on our investigation consists of four parts. Section I provides an overview of 
obstruction-of-justice principles and summarizes certain investigatory and evidentiary 
considerations. Section II sets forth the factual results of our obstruction investigation and 
analyzes the evidence. Section III addresses statutory and constitutional defenses. Section IV 
states our conclusion. 

5 For that reason, criticisms have been lodged against the practice of naming unindicted co­
conspirators in an indictment. See United States v. Briggs, 514 F.2d 794, 802 (5th Cir. I 975) ("The courts 
have struck down with strong language efforts by grand juries to accuse persons of crime while affording 
them no forum in which to vindicate themselves."); see also Justice Manual§ 9-11.130. 

6 OLC Op. at 259 & n.38 (citation omitted). 
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EXECUTIVE SUMMARY TO VOLUME II 

Our obstruction-of-justice inquiry focused on a series of actions by the President that 
related to the Russian-interference investigations, including the President's conduct towards the 
law enforcement officials overseeing the investigations and the witnesses to relevant events. 

FACTUAL RESULTS OF THE OBSTRUCTION INVESTIGATION 

The key issues and events we examined include the following: 

The Campaign's response to reports about Russian support for Trump. During the 2016 
presidential campaign, questions arose about the Russian government's apparent support for 
candidate Trump. After WikiLeaks released politically damaging Democratic Party emails that 
were reported to have been hacked by Russia, Trump publicly expressed skepticism that Russia 
was responsible for the hacks at the same time that he and other Campaign officials privately 
sought information about any further planned WikiLeaks 
releases. Trump also dented havmg any business m or connections to Russia, even though as late 
as June 2016 the Trump Organization had been pursuing a licensing deal for a skyscraper to be 
built in Russia called Trump Tower Moscow. After the election, the President expressed concerns 
to advisors that reports of Russia's election interference might lead the public to question the 
legitimacy of his election. 

Conduct involving FBI Director Comey and Michael Flynn. In mid-January 2017, 
incoming National Security Advisor Michael Flynn falsely denied to the Vice President, other 
administration officials, and FBI agents that he had talked to Russian Ambassador Sergey Kislyak 
about Russia's response to U.S. sanctions on Russia for its election interference. On January 27, 
the day after the President was told that Flynn had lied to the Vice President and had made similar 
statements to the FBI, the President invited FBI Director Corney to a private dinner at the White 
House and told Corney that he needed loyalty. On February 14, the day after the President 
requested Flynn's resignation, the President told an outside advisor, "Now that we fired Flynn, the 
Russia thing is over." The advisor disagreed and said the investigations would continue. 

Later that afternoon, the President cleared the Oval Office to have a one-on-one meeting 
with Corney. Referring to the FBI's investigation of Flynn, the President said, "I hope you can 
see your way clear to letting this go, to letting Flynn go. He is a good guy. I hope you can let this 
go." Shortly after requesting Flynn's resignation and speaking privately to Corney, the President 
sought to have Deputy National Security Advisor K.T. McFarland draft an internal letter stating 
that the President had not directed Flynn to discuss sanctions with Kislyak. McFarland declined 
because she did not know whether that was true, and a White House Counsel's Office attorney 
thought that the request would look like a quid pro quo for an ambassadorship she had been offered. 

The President's reaction to the continuing Russia investigation. In February 2017, 
Attorney General Jeff Sessions began to assess whether he had to recuse himself from campaign­
related investigations because of his role in the Trump Campaign. In early March, the President 
told White House Counsel Donald McGahn to stop Sessions from recusing. And after Sessions 
announced his recusal on March 2, the President expressed anger at the decision and told advisors 
that he should have an Attorney General who would protect him. That weekend, the President 
took Sessions aside at an event and urged him to "unrecuse." Later in March, Corney publicly 

3 



19415

214 

u . .:,. ut:paruut:m 01 JUlilll:t: 

,4<~offle) Work Proti1:1et // M~ Conttlift M1:1tel'i1:1I Proteeteti U1ttier Feti. R. Crim. P. 6~e1 

disclosed at a congressional hearing that the FBI was investigating "the Russian government's 
efforts to interfere in the 2016 presidential election," including any links or coordination between 
the Russian government and the Trump Campaign. In the following days, the President reached 
out to the Director of National Intelligence and the leaders of the Central Intelligence Agency 
(CIA) and the National Security Agency (NSA) to ask them what they could do to publicly dispel 
the suggestion that the President had any connection to the Russian election-interference effort. 
The President also twice called Corney directly, notwithstanding guidance from McGahn to avoid 
direct contacts with the Department of Justice. Corney had previously assured the President that 
the FBI was not investigating him personally, and the President asked Corney to "lift the cloud" 
of the Russia investigation by saying that publicly. 

The President's termination of Comey. On May 3, 2017, Corney testified in a 
congressional hearing, but declined to answer questions about whether the President was 
personally under investigation. Within days, the President decided to terminate Corney. The 
President insisted that the termination letter, which was written for public release, state that Corney 
had informed the President that he was not under investigation. The day of the firing, the White 
House maintained that Corney's termination resulted from independent recommendations from the 
Attorney General and Deputy Attorney General that Corney should be discharged for mishandling 
the Hillary Clinton email investigation. But the President had decided to fire Corney before 
hearing from the Department of Justice. The day after firing Corney, the President told Russian 
officials that he had "faced great pressure because of Russia," which had been "taken off'' by 
Corney's firing. The next day, the President acknowledged in a television interview that he was 
going to fire Corney regardless of the Department of Justice's recommendation and that when he 
"decided to just do it," he was thinking that "this thing with Trump and Russia is a made-up story." 
In response to a question about whether he was angry with Corney about the Russia investigation, 
the President said, "As far as I'm concerned, I want that thing to be absolutely done properly," 
adding that firing Corney "might even lengthen out the investigation." 

The appointment of a Special Counsel and efforts to remove him. On May 17, 2017, the 
Acting Attorney General for the Russia investigation appointed a Special Counsel to conduct the 
investigation and related matters. The President reacted to news that a Special Counsel had been 
appointed by telling advisors that it was "the end of his presidency" and demanding that Sessions 
resign. Sessions submitted his resignation, but the President ultimately did not accept it. The 
President told aides that the Special Counsel had conflicts of interest and suggested that the Special 
Counsel therefore could not serve. The President's advisors told him the asserted conflicts were 
meritless and had already been considered by the Department of Justice. 

On June 14, 2017, the media reported that the Special Counsel's Office was investigating 
whether the President had obstructed justice. Press reports called this "a major turning point" in 
the investigation: while Corney had told the President he was not under investigation, following 
Corney's firing, the President now was under investigation. The President reacted to this news 
with a series of tweets criticizing the Department of Justice and the Special Counsel's 
investigation. On June 17, 2017, the President called McGahn at home and directed him to call 
the Acting Attorney General and say that the Special Counsel had conflicts of interest and must be 
removed. McGahn did not carry out the direction, however, deciding that he would resign rather 
than trigger what he regarded as a potential Saturday Night Massacre. 

4 
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Efforts to curtail the Special Counsel's investigation. Two days after directing McGahn 
to have the Special Counsel removed, the President made another attempt to affect the course of 
the Russia investigation. On June 19, 2017, the President met one-on-one in the Oval Office with 
his former campaign manager Corey Lewandowski, a trusted advisor outside the government, and 
dictated a message for Lewandowski to deliver to Sessions. The message said that Sessions should 
publicly announce that, notwithstanding his recusal from the Russia investigation, the investigation 
was "very unfair" to the President, the President had done nothing wrong, and Sessions planned to 
meet with the Special Counsel and "let [him] move forward with investigating election meddling 
for future elections." Lewandowski said he understood what the President wanted Sessions to do. 

One month later, in another private meeting with Lewandowski on July 19, 2017, the 
President asked about the status of his message for Sessions to limit the Special Counsel 
investigation to future election interference. Lewandowski told the President that the message 
would be delivered soon. Hours after that meeting, the President publicly criticized Sessions in an 
interview with the New York Times, and then issued a series of tweets making it clear that 
Sessions's job was in jeopardy. Lewandowski did not want to deliver the President's message 
personally, so he asked senior White House official Rick Dearborn to deliver it to Sessions. 
Dearborn was uncomfortable with the task and did not follow through. 

Efforts to prevent public disclosure of evidence. In the summer of 2017, the President 
learned that media outlets were asking questions about the June 9, 2016 meeting at Trump Tower 
between senior campaign officials, including Donald Trump Jr., and a Russian lawyer who was 
said to be offering damaging information about Hillary Clinton as "part of Russia and its 
government's support for Mr. Trump." On several occasions, the President directed aides not to 
publicly disclose the emails setting up the June 9 meeting, suggesting that the emails would not 
leak and that the number of lawyers with access to them should be limited. Before the emails 
became public, the President edited a press statement for Trump Jr. by deleting a line that 
acknowledged that the meeting was with "an individual who [Trump Jr.] was told might have 
information helpful to the campaign" and instead said only that the meeting was about adoptions 
of Russian children. When the press asked questions about the President's involvement in Trump 
Jr.'s statement, the President's personal lawyer repeatedly denied the President had played any 
role. 

Further efforts to have the Attorney General take control of the investigation. In early 
summer 2017, the President called Sessions at home and again asked him to reverse his recusal 
from the Russia investigation. Sessions did not reverse his recusaL In October 2017, the President 
met privately with Sessions in the Oval Office and asked him to "take [a] look" at investigating 
Clinton. In December 2017, shortly after Flynn pleaded guilty pursuant to a cooperation 
agreement, the President met with Sessions in the Oval Office and suggested, according to notes 
taken by a senior advisor, that if Sessions unrecused and took back supervision of the Russia 
investigation, he would be a "hero." The President told Sessions, "I'm not going to do anything 
or direct you to do anything. I just want to be treated fairly." In response, Sessions volunteered 
that he had never seen anything "improper" on the campaign and told the President there was a 
"whole new leadership team" in place. He did not unrecuse. 

Efforts to have McGahn deny that the President had ordered him to have the Special 
Counsel removed. In early 2018, the press reported that the President had directed McGahn to 
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have the Special Counsel removed in June 2017 and that McGahn had threatened to resign rather 
than carry out the order. The President reacted to the news stories by directing White House 
officials to tell McGahn to dispute the story and create a record stating he had not been ordered to 
have the Special Counsel removed. McGahn told those officials that the media reports were 
accurate in stating that the President had directed McGahn to have the Special Counsel removed. 
The President then met with McGahn in the Oval Office and again pressured him to deny the 
reports. In the same meeting, the President also asked McGahn why he had told the Special 
Counsel about the President's effort to remove the Special Counsel and why McGahn took notes 
of his conversations with the President. McGahn refused to back away from what he remembered 
happening and perceived the President to be testing his mettle. 

Conduct towards Flynn, Manafort,illll. After Flynn withdrew from a joint defense 
agreement with the President and began cooperating with the government, the President's personal 
counsel left a message for Flynn's attorneys reminding them of the President's warm feelings 
towards Flynn, which he said "still remains," and asking for a "heads up" if Flynn knew 
"information that implicates the President." When Flynn's counsel reiterated that Flynn could no 
longer share information pursuant to a joint defense agreement, the President's personal counsel 
said he would make sure that the President knew that Flynn• s actions reflected "hostility" towards 
the President. During Manafort's prosecution and when the jury in his criminal trial was 
deliberating, the President praised Manafort in public, said that Manafort was being treated 
unfairly, and declined to rule out a pardon. After Manafort was convicted, the President called 
Manafort "a brave man" for refusin to "break" and said that "fli in " "almost ou t to be 

Conduct involving Michael Cohen. The President's conduct towards Michael Cohen, a 
former Trump Organization executive, changed from praise for Cohen when he falsely minimized 
the President's involvement in the Trump Tower Moscow project, to castigation of Cohen when 
he became a cooperating witness. From September 2015 to June 2016, Cohen had pursued the 
Trump Tower Moscow project on behalf of the Trump Organization and had briefed candidate 
Trump on the project numerous times, including discussing whether Trump should travel to Russia 
to advance the deal. In 2017, Cohen provided false testimony to Congress about the project, 
including stating that he had only briefed Trump on the project three times and never discussed 
travel to Russia with him, in an effort to adhere to a "party line" that Cohen said was developed to 
minimize the President's connections to Russia. While preparing for his congressional testimony, 
Cohen had extensive discussions with the President's personal counsel, who, according to Cohen, 
said that Cohen should "stay on message" and not contradict the President. After the FBI searched 
Cohen's home and office in April 2018, the President publicly asserted that Cohen would not 
"flip," contacted him directly to tell him to "stay strong," and privately passed messages of support 
to him. Cohen also discussed pardons with the President's personal counsel and believed that if 
he stayed on message he would be taken care of. But after Cohen began cooperating with the 
government in the summer of 2018, the President publicly criticized him, called him a "rat," and 
suggested that his family members had committed crimes. 
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Overarching factual issues. We did not make a traditional prosecution decision about 
these facts, but the evidence we obtained supports several general statements about the President's 
conduct. 

Several features of the conduct we investigated distinguish it from typical obstruction-of­
justice cases. First, the investigation concerned the President, and some of his actions, such as 
firing the FBI director, involved facially lawful acts within his Article II authority, which raises 
constitutional issues discussed below. At the same time, the President's position as the head of 
the Executive Branch provided him with unique and powerful means of influencing official 
proceedings, subordinate officers, and potential witnesses--all of which is relevant to a potential 
obstruction-of-justice analysis. Second, unlike cases in which a subject engages in obstruction of 
justice to cover up a crime, the evidence we obtained did not establish that the President was 
involved in an underlying crime related to Russian election interference. Although the obstruction 
statutes do not require proof of such a crime, the absence of that evidence affects the analysis of 
the President's intent and requires consideration of other possible motives for his conduct. Third, 
many of the President's acts directed at witnesses, including discouragement of cooperation with 
the government and suggestions of possible future pardons, took place in public view. That 
circumstance is unusual, but no principle of law excludes public acts from the reach of the 
obstruction laws. If the likely effect of public acts is to influence witnesses or alter their testimony, 
the harm to the justice system's integrity is the same. 

Although the series of events we investigated involved discrete acts, the overall pattern of 
the President's conduct towards the investigations can shed light on the nature of the President's 
acts and the inferences that can be drawn about his intent. In particular, the actions we investigated 
can be divided into two phases, reflecting a possible shift in the President's motives. The first 
phase covered the period from the President's first interactions with Corney through the President's 
firing of Corney. During that time, the President had been repeatedly told he was not personally 
under investigation. Soon after the firing of Corney and the appointment of the Special Counsel, 
however, the President became aware that his own conduct was being investigated in an 
obstruction-of-justice inquiry. At that point, the President engaged in a second phase of conduct, 
involving public attacks on the investigation, non-public efforts to control it, and efforts in both 
public and private to encourage witnesses not to cooperate with the investigation. Judgments about 
the nature of the President's motives during each phase would be informed by the totality of the 
evidence. 

STATUTORY AND CONSTITUTIONAL DEFENSES 

The President's counsel raised statutory and constitutional defenses to a possible 
obstruction-of-justice analysis of the conduct we investigated. We concluded that none of those 
legal defenses provided a basis for declining to investigate the facts. 

Statutory defenses. Consistent with precedent and the Department of Justice's general 
approach to interpreting obstruction statutes, we concluded that several statutes could apply here. 
See 18 U.S.C. §§ 1503, 1505, 1512(b)(3), 1512(c)(2). Section 1512(c)(2) is an omnibus 
obstruction-of-justice provision that covers a range of obstructive acts directed at pending or 
contemplated official proceedings. No principle of statutory construction justifies narrowing the 
provision to cover only conduct that impairs the integrity or availability of evidence. Sections 
1503 and 1505 also offer broad protection against obstructive acts directed at pending grand jury, 
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judicial, administrative, and congressional proceedings, and they are supplemented by a provision 
in Section l 512(b) aimed specifically at conduct intended to prevent or hinder the communication 
to law enforcement of information related to a federal crime. 

Constitutional defenses. As for constitutional defenses arising from the President's status 
as the head of the Executive Branch, we recognized that the Department of Justice and the courts 
have not definitively resolved these issues. We therefore examined those issues through the 
framework established by Supreme Court precedent governing separation-of-powers issues. The 
Department of Justice and the President's personal counsel have recognized that the President is 
subject to statutes that prohibit obstruction of justice by bribing a witness or suborning perjury 
because that conduct does not implicate his constitutional authority. With respect to whether the 
President can be found to have obstructed justice by exercising his powers under Article II of the 
Constitution, we concluded that Congress has authority to prohibit a President's corrupt use of his 
authority in order to protect the integrity of the administration of justice. 

Under applicable Supreme Court precedent, the Constitution does not categorically and 
permanently immunize a President for obstructing justice through the use of his Article II powers. 
The separation-of-powers doctrine authorizes Congress to protect official proceedings, including 
those of courts and grand juries, from corrupt, obstructive acts regardless of their source. We also 
concluded that any inroad on presidential authority that would occur from prohibiting corrupt acts 
does not undermine the President's ability to fulfill his constitutional mission. The term 
"corruptly" sets a demanding standard. It requires a concrete showing that a person acted with an 
intent to obtain an improper advantage for himself or someone else, inconsistent with official duty 
and the rights of others. A preclusion of"corrupt" official action does not diminish the President's 
ability to exercise Article II powers. For example, the proper supervision of criminal law does not 
demand freedom for the President to act with a corrupt intention of shielding himself from criminal 
punishment, avoiding financial liability, or preventing personal embarrassment. To the contrary, 
a statute that prohibits official action undertaken for such corrupt purposes furthers, rather than 
hinders, the impartial and evenhanded administration of the law. It also aligns with the President's 
constitutional duty to faithfully execute the laws. Finally, we concluded that in the rare case in 
which a criminal investigation of the President's conduct is justified, inquiries to determine 
whether the President acted for a corrupt motive should not impermissibly chill his performance 
of his constitutionally assigned duties. The conclusion that Congress may apply the obstruction 
laws to the President's corrupt exercise of the powers of office accords with our constitutional 
system of checks and balances and the principle that no person is above the law. 

CONCLUSION 

Because we determined not to make a traditional prosecutorial judgment, we did not draw 
ultimate conclusions about the President's conduct. The evidence we obtained about the 
President's actions and intent presents difficult issues that would need to be resolved if we were 
making a traditional prosecutorial judgment. At the same time, if we had confidence after a 
thorough investigation of the facts that the President clearly did not commit obstruction of justice, 
we would so state. Based on the facts and the applicable legal standards, we are unable to reach 
that judgment. Accordingly, while this report does not conclude that the President committed a 
crime, it also does not exonerate him. 
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I. BACKGROUND LEGAL AND EVIDENTIARY PRINCIPLES 

A. Legal Framework of Obstruction of Justice 

The May 17, 20 I 7 Appointment Order and the Special Counsel regulations provide this 
Office with jurisdiction to investigate "federal crimes committed in the course of, and with intent 
to interfere with, the Special Counsel's investigation, such as perjury, obstruction of justice, 
destruction of evidence, and intimidation of witnesses." 28 C.F.R. § 600.4(a). Because of that 
description of our jurisdiction, we sought evidence for our obstruction-of-justice investigation with 
the elements of obstruction offenses in mind. Our evidentiary analysis is similarly focused on the 
elements of such offenses, although we do not draw conclusions on the ultimate questions that 
govern a prosecutorial decision under the Principles of Federal Prosecution. See Justice Manual 
§ 9-27.000 et seq. (2018). 

Here, we summarize the law interpreting the elements of potentially relevant obstruction 
statutes in an ordinary case. This discussion does not address the unique constitutional issues that 
arise in an inquiry into official acts by the President. Those issues are discussed in a later section 
of this report addressing constitutional defenses that the President's counsel have raised. See 
Volume II, Section III.B, infra. 

Three basic elements are common to most of the relevant obstruction statutes: (l) an 
obstructive act; (2) a nexus between the obstructive act and an official proceeding; and (3) a corrupt 
intent. See, e.g., 18 U.S.C. §§ 1503, 1505, l512(c)(2). We describe those elements as they have 
been interpreted by the courts. We then discuss a more specific statute aimed at witness tampering, 
see 18 U.S.C. § 1512(b), and describe the requirements for attempted offenses and endeavors to 
obstruct justice, see 18 U.S.C. §§ 1503, 1512(c)(2). 

Obstructive act. Obstruction-of-justice law "reaches all corrupt conduct capable of 
producing an effect that prevents justice from being duly administered, regardless of the means 
employed." United States v. Silverman, 745 F.2d 1386, 1393 (11th Cir. 1984) (interpreting 18 
U.S.C. § 1503). An "effort to influence" a proceeding can qualify as an endeavor to obstruct 
justice even if the effort was "subtle or circuitous" and "however cleverly or with whatever 
cloaking of purpose" it was made. United States v. Roe, 529 F.2d 629,632 (4th Cir. 1975); see 
also United States v. Quattrone, 441 F .3d 153, 173 (2d Cir. 2006). The verbs"' obstruct or impede' 
are broad" and "can refer to anything that blocks, makes difficult, or hinders." Marinello v. United 
States, 138 S. Ct. 1101, 1106 (2018) (internal brackets and quotation marks omitted). 

An improper motive can render an actor's conduct criminal even when the conduct would 
otherwise be lawful and within the actor's authority. See United States v. Cueto, 151 F.3d 620, 
631 (7th Cir. 1998) ( affirming obstruction conviction of a criminal defense attorney for "litigation• 
related conduct"); United States v. Cintolo, 818 F.2d 980, 992 (1st Cir. 1987) ("any act by any 
party-whether lawful or unlawful on its face-may abridge § 1503 if performed with a corrupt 
motive"). 

Nexus to a pending or contemplated official proceeding. Obstruction-of-justice law 
generally requires a nexus, or connection, to an official proceeding. In Section 1503, the nexus 
must be to pending "judicial or grand jury proceedings." United States v. Aguilar, 515 U.S. 593, 
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599 (1995). In Section 1505, the nexus can include a connection to a "pending" federal agency 
proceeding or a congressional inquiry or investigation. Under both statutes, the government must 
demonstrate "a relationship in time, causation, or logic" between the obstructive act and the 
proceeding or inquiry to be obstructed. Id. at 599; see also Arthur Andersen LLP v. United States, 
544 U.S. 696, 707-708 (2005). Section 1512(c) prohibits obstructive efforts aimed at official 
proceedings including judicial or grand jury proceedings. 18 U.S.C. § 1515(a)(l)(A). "For 
purposes of' Section 1512, "an official proceeding need not be pending or about to be instituted 
at the time of the offense." 18 U.S.C. § 1512(t)(I). Although a proceeding need not already be in 
progress to trigger liability under Section 1512(c), a nexus to a contemplated proceeding still must 
be shown. United States v. Young, 916 F.3d 368,386 (4th Cir. 2019); United States v. Petruk, 781 
F.3d 438,445 (8th Cir. 2015); United States v. Phillips, 583 F.3d 1261, 1264 (10th Cir. 2009); 
United States v. Reich, 479 F.3d 179, 186 (2d Cir. 2007). The nexus requirement narrows the 
scope of obstruction statutes to ensure that individuals have "fair warning" of what the law 
proscribes. Aguilar, 515 U.S. at 600 (internal quotation marks omitted). 

The nexus showing has subjective and objective components. As an objective matter, a 
defendant must act "in a manner that is likely to obstruct justice," such that the statute "excludes 
defendants who have an evil purpose but use means that would only unnaturally and improbably 
be successful." Aguilar, 515 U.S. at 601-602 (emphasis added; internal quotation marks omitted). 
"[T]he endeavor must have the natural and probable effect of interfering with the due 
administration of justice." Id. at 599 (citation and internal quotation marks omitted). As a 
subjective matter, the actor must have "contemplated a particular, foreseeable proceeding." 
Petruk, 781 F.3d at 445-446. A defendant need not directly impede the proceeding. Rather, a 
nexus exists if "discretionary actions of a third person would be required to obstruct the judicial 
proceeding ifit was foreseeable to the defendant that the third party would act on the [defendant's] 
communication in such a way as to obstruct the judicial proceeding." United States v. Martinez, 
862 F.3d 223, 238 (2d Cir. 2017) (brackets, ellipses, and internal quotation marks omitted). 

Corruptly. The word "corruptly" provides the intent element for obstruction of justice and 
means acting "knowingly and dishonestly" or "with an improper motive." United States v. 
Richardson, 676 F.3d 491, 508 (5th Cir. 2012); United States v. Gordon, 710 F.3d 1124, 1151 
(10th Cir. 2013) (to act corruptly means to "act[] with an improper purpose and to engage in 
conduct knowingly and dishonestly with the specific intent to subvert, impede or obstruct" the 
relevant proceeding) (some quotation marks omitted); see 18 U.S.C. § 151 S(b) ("As used in section 
1505, the term 'corruptly' means acting with an improper purpose, personally or by influencing 
another."); see also Arthur Andersen, 544 U.S. at 705-706 (interpreting "corruptly" to mean 
"wrongful, immoral, depraved, or evil" and holding that acting "knowingly ... corruptly" in 18 
U.S.C. § 1512(b) requires "consciousness of wrongdoing"). The requisite showing is made when 
a person acted with an intent to obtain an "improper advantage for [him]self or someone else, 
inconsistent with official duty and the rights of others." BALLENTINE'S LAW DICTIONARY 276 (3d 
ed. 1969); see United States v. Pasha, 797 F.3d 1122, 1132 (D.C. Cir. 2015);Aguilar, 515 U.S. at 
616 (Scalia, J., concurring in part and dissenting in part) (characterizing this definition as the 
"longstanding and well-accepted meaning" of "corruptly"). 

Witness tampering. A more specific provision in Section 1512 prohibits tampering with a 
witness. See 18 U.S.C. § 1512(b)(l), (3) (making it a crime to "knowingly use[] intimidation ... 
or corruptly persuade[] another person," or "engage[} in misleading conduct towards another 
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person," with the intent to "influence, delay, or prevent the testimony of any person in an official 
proceeding" or to "binder, delay, or prevent the communication to a law enforcement officer ... 
of information relating to the commission or possible commission of a Federal offense"). To 
establish corrupt persuasion, it is sufficient that the defendant asked a potential witness to lie to 
investigators in contemplation of a likely federal investigation into bis conduct. United States v. 
Edlind, 887 F.3d 166, 174 (4th Cir. 2018); United States v. Sparks, 791 F.3d 1188, 1191-1192 
(10th Cir. 2015); United States v. Byrne, 435 F.3d 16, 23-26 (1st Cir. 2006); United States v. 
LaShay, 417 F.3d 715, 718-719 (7th Cir. 2005); United States v. Bums, 298 F.3d 523, 539-540 
(6th Cir. 2002); United States v. Pennington, 168 F.3d 1060, 1066 (8th Cir. 1999). The 
"persuasion" need not be coercive, intimidating, or explicit; it is sufficient to "urge," "induce," 
"ask[]," "argu[e]," "giv[e] reasons," Sparks, 791 F.3d at 1192, or "coach[] or remind[] witnesses 
by planting misleading facts," Ed/ind, 887 F.3d at 174. Corrupt persuasion is shown "where a 
defendant tells a potential witness a false story as if the story were true, intending that the witness 
believe the story and testify to it." United States v. Rodolitz, 786 F.2d 77, 82 (2d Cir. 1986); see 
United States v. Gabriel, 125 F.3d 89, l 02 (2d Cir. 1997). It also covers urging a witness to recall 
a fact that the witness did not know, even if the fact was actually true. See LaShay, 417 F.3d at 
719. Corrupt persuasion also can be shown in certain circumstances when a person, with an 
improper motive, urges a witness not to cooperate with law enforcement. See United States v. 
Shotts, 145 F.3d 1289, 1301 (11th Cr. 1998) (telling Secretary "not to [say] anything [to the FBI] 
and [ she J would not be bothered"). 

When the charge is acting with the intent to hinder, delay, or prevent the communication 
of information to law enforcement under Section 1512(b)(3), the "nexus" to a proceeding inquiry 
articulated in Aguilar-that an individual have "knowledge that his actions are likely to affect the 
judicial proceeding," 515 U.S. at 599-<loes not apply because the obstructive act is aimed at the 
communication of information to investigators, not at impeding an official proceeding. 

Acting "knowingly . . . corruptly" requires proof that the individual was "conscious of 
wrongdoing." Arthur Andersen, 544 U.S. at 705-706 (declining to explore "[t]he outer limits of 
this element" but indicating that an instruction was infirm where it permitted conviction even if 
the defendant "honestly and sincerely believed that [the] conduct was lawful"). It is an affirmative 
defense that "the conduct consisted solely oflawful conduct and that the defendant's sole intention 
was to encourage, induce, or cause the other person to testify truthfully." 18 U.S.C. § 1512(e). 

Attempts and endeavors. Section 1512( c )(2) covers both substantive obstruction offenses 
and attempts to obstruct justice. Under general principles of attempt law, a person is guilty of an 
attempt when he has the intent to commit a substantive offense and takes an overt act that 
constitutes a substantial step towards that goal. See United States v. Resendiz-Ponce, 549 U.S. 
l 02, I 06-107 (2007). "[T]he act [ must be] substantial, in that it was strongly corroborative of the 
defendant's criminal purpose." United States v. Pratt, 351 F.3d 131, 135 (4th Cir. 2003). While 
"mere abstract talk" does not suffice, any "concrete and specific" acts that corroborate the 
defendant's intent can constitute a "substantial step." United States v. Irving, 665 F.3d 1184, 1198-
1205 (10th Cir. 2011). Thus, "soliciting an innocent agent to engage in conduct constituting an 
element of the crime" may qualify as a substantial step. Model Penal Code § 5 .0 l (2)(g); see United 
States v. Lucas, 499 F.3d 769, 781 (8th Cir. 2007). 
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The omnibus clause of 18 U.S.C. § 1503 prohibits an "endeavor" to obstruct justice, which 
sweeps more broadly than Section 1512's attempt provision. See United States v. Sampson, 898 
F.3d 287,302 (2d Cir. 2018); United States v. Leisure, 844 F.2d 1347, 1366-1367 (8th Cir. 1988) 
(collecting cases). "It is well established that a[n] [obstruction-of-justice] offense is complete 
when one corruptly endeavors to obstruct or impede the due administration of justice; the 
prosecution need not prove that the due administration of justice was actually obstructed or 
impeded." United States v. Davis, 854 F.3d 1276, 1292 (11th Cir. 2017) (internal quotation marks 
omitted). 

B. Investigative and Evidentiary Considerations 

After the appointment of the Special Counsel, this Office obtained evidence about the 
following events relating to potential issues of obstruction of justice involving the President: 

(a) The President's January 27, 2017 dinner with former FBI Director James Corney in which 
the President reportedly asked for Corney's loyalty, one day after the White House had 
been briefed by the Department of Justice on contacts between former National Security 
Advisor Michael Flynn and the Russian Ambassador; 

(b) The President's February 14, 2017 meeting with Corney in which the President reportedly 
asked Corney not to pursue an investigation ofFlynn; 

(c) The President's private requests to Corney to make public the fact that the President was 
not the subject of an FBI investigation and to lift what the President regarded as a cloud; 

(d) The President's outreach to the Director of National Intelligence and the Directors of the 
National Security Agency and the Central Intelligence Agency about the FBI's Russia 
investigation; 

(e) The President's stated rationales for terminating Corney on May 9, 2017, including 
statements that could reasonably be understood as acknowledging that the FBI's Russia 
investigation was a factor in Corney's termination; and 

(f) The President's reported involvement in issuing a statement about the June 9, 2016 Trump 
Tower meeting between Russians and senior Trump Campaign officials that said the 
meeting was about adoption and omitted that the Russians had offered to provide the 
Trump Campaign with derogatory information about Hillary Clinton. 

Taking into account that information and our analysis of applicable statutory and constitutional 
principles (discussed below in Volume II, Section III, infra), we determined that there was a 
sufficient factual and legal basis to further investigate potential obstruction-of-justice issues 
involving the President. 

Many of the core issues in an obstruction-of-justice investigation turn on an individual's 
actions and intent. We therefore requested that the White House provide us with documentary 
evidence in its possession on the relevant events. We also sought and obtained the White House's 
concurrence in our conducting interviews of White House personnel who had relevant information. 
And we interviewed other witnesses who had pertinent knowledge, obtained documents on a 
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voluntary basis when possible, and used legal process where appropriate. These investigative steps 
allowed us to gather a substantial amount of evidence. 

We also sought a voluntary interview with the President. After more than a 
discussion the President declined to be interviewed 

n ur 1scuss1ons, 
t e res1 ent agree to answer written questions on certain Russia-related topics, and he 
provided us with answers. He did not similarly agree to provide written answers to questions on 
obstruction topics or questions on events during the transition. Ultimately, while we believed that 
we had the authority and legal justification to issue a grand jmy subpoena to obtain the President's 
testimony, we chose not to do so. We made that decision in view of the substantial delay that such 
an investigative step would likely produce at a late stage in our investigation. We also assessed 
that based on the significant body of evidence we had already obtained of the President's actions 
and his public and private statements describing or explaining those actions, we had sufficient 
evidence to understand relevant events and to make certain assessments without the President's 
testimony. The Office's decision-making process on this issue is described in more detail in 
Appendix C, infra, in a note that precedes the President's written responses. 

In assessing the evidence we obtained, we relied on common principles that apply in any 
investigation. The issue of criminal intent is often inferred from circumstantial evidence. See, 
e.g., United States v. Croteau, 819 F.3d 1293, 1305 (l Ith Cir. 2016) ("[G]uilty knowledge can 
rarely be established by direct evidence .... Therefore, mens rea elements such as knowledge or 
intent may be proved by circumstantial evidence.") (internal quotation marks omitted); United 
States v. Robinson, 702 F.3d 22, 36 (2d Cir. 2012) ("TI1e government's case rested on 
circumstantial evidence, but the mens rea elements of knowledge and intent can often be proved 
through circumstantial evidence and the reasonable inferences drawn therefrom.") (internal 
quotation marks omitted). The principle that intent can be inferred from circumstantial evidence 
is a necessity in criminal cases, given the right of a subject to assert his privilege against compelled 
self-incrimination under the Fifth Amendment and therefore decline to testify. Accordingly, 
determinations on intent are frequently reached without the opportunity to interview an 
investigatory subject. 

Obstruction-of-justice cases are consistent with this rule. See, e.g., Edlind, 887 F.3d at 
174, 176 (relying on "significant circumstantial evidence that [the defendant] was conscious of her 
wrongdoing" in an obstruction case; "[b ]ecause evidence of intent will almost always be 
circumstantial, a defendant may be found culpable where the reasonable and foreseeable 
consequences of her acts are the obstruction of justice") (internal quotation marks, ellipses, and 
punctuation omitted); Quattrone, 441 F.3d at 173-174. Circumstantial evidence that illuminates 
intent may include a pattern of potentially obstructive acts. Fed. R. Evid. 404(b) ("Evidence of a 
crime, wrong, or other act.. may be admissible ... [to] prov[e] motive, opportunity, intent, 
preparation, plan, knowledge, identity, absence of mistake, or lack of accident."); see, e.g., United 
States v. Frankhauser, 80 F.3d 641, 648-650 (1st Cir. 1996); United States v. Arnold, 773 F.2d 
823, 832-834 (7th Cir. 1985); Cintolo, 818 F.2d at 1000. 

Credibility judgments may also be made based on objective facts and circumstantial 
evidence. Standard jury instructions highlight a variety of factors that are often relevant in 

13 
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assessing credibility. These include whether a witness had a reason not to tell the truth; whether 
the witness had a good memory; whether the witness had the opportunity to observe the events 
about which he testified; whether the witness's testimony was corroborated by other witnesses; 
and whether anything the witness said or wrote previously contradicts his testimony. See, e.g., 
First Circuit Pattern Jury Instructions § 1.06 (2018); Fifth Circuit Pattern Jury Instructions 
(Criminal Cases)§ 1.08 (2012); Seventh Circuit Pattern Jury Instruction§ 3.01 (2012). 

In addition to those general factors, we took into account more specific factors in assessing 
the credibility of conflicting accounts of the facts. For example, contemporaneous written notes 
can provide strong corroborating evidence. See United States v. Nobles, 422 U.S. 225,232 (1975) 
(the fact that a "statement appeared in the contemporaneously recorded report ... would tend 
strongly to corroborate the investigator's version of the interview"). Similarly, a witness's 
recitation of his account before he had any motive to fabricate also supports the witness's 
credibility. See Tome v. United States, 513 U.S. 150, 158 (1995) ("A consistent statement that 
predates the motive is a square rebuttal of the charge that the testimony was contrived as a 
consequence of that motive."). Finally, a witness's false description of an encounter can imply 
consciousness of wrongdoing. See Al-Adahi v. Obama, 613 F.3d 1102, 1107 (D.C. Cir. 2010) 
(noting the "well-settled principle that false exculpatory statements are evidence-often strong 
evidence-of guilt"). We applied those settled legal principles in evaluating the factual results of 
our investigation. 

14 



19426

22:::i 

u . .:,. uepanmemm Ju::;u1;1: 

Attol'lley Werk Proe11et // M~ Contftift Material Preteetee U1teer Fee. R. Cl'iffl. P. 6~ej 

II. FACTUAL RESULTS OF THE OBSTRUCTION INVESTIGATION 

This section of the report details the evidence we obtained. We first provide an overview 
of how Russia became an issue in the 2016 presidential campaign, and how candidate Trump 
responded. We then tum to the key events that we investigated: the President's conduct concerning 
the FBI investigation of Michael Flynn; the President's reaction to public confirmation of the FBI's 
Russia investigation; events leading up to and surrounding the termination ofFBI Director Corney; 
efforts to terminate the Special Counsel; efforts to curtail the scope of the Special Counsel's 
investigation; efforts to prevent disclosure of information about the June 9, 20 I 6 Trump Tower 
meeting between Russians and senior campaign officials; efforts to have the Attorney General 
unrecuse; and conduct towards McGahn, Cohen, and other witnesses. 

We summarize the evidence we found and then analyze it by reference to the three statutory 
obstruction-of-justice elements: obstructive act, nexus to a proceeding, and intent. We focus on 
elements because, by regulation, the Special Counsel has "jurisdiction ... to investigate ... federal 
crimes committed in the course of, and with intent to interfere with, the Special Counsel's 
investigation, such as perjury, obstruction of justice, destruction of evidence, and intimidation of 
witnesses." 28 C.F.R. § 600.4(a). Consistent with our jurisdiction to investigate federal 
obstruction crimes, we gathered evidence that is relevant to the elements of those crimes and 
analyzed them within an elements framework-while refraining from reaching ultimate 
conclusions about whether crimes were committed, for the reasons explained above. This section 
also does not address legal and constitutional defenses raised by counsel for the President; those 
defenses are analyzed in Volume II, Section III, infra. 

A. The Campaign's Response to Reports About Russian Support for Trump 

During the 2016 campaign, the media raised questions about a possible connection between 
the Trump Campaign and Russia.7 The questions intensified after WikiLeaks released politically 
damaging Democratic Party emails that were reported to have been hacked by Russia. Trump 
responded to questions about possible connections to Russia by denying any business involvement 
in Russia-even though the Trump Organization had pursued a business project in Russia as late 
as June 2016. Trump also expressed skepticism that Russia had hacked the emails at the same 
time as he and other Campaign advisors privately sought information- about any 
further planned WikiLeaks releases. After the election, when questions persisted about possible 
links between Russia and the Trump Campaign, the President-Elect continued to deny any 
connections to Russia and privately expressed concerns that reports of Russian election 
interference might lead the public to question the legitimacy of his election.8 

7 This section summarizes and cites various news stories not for the truth of the infonnation 
contained in the stories, but rather to place candidate Trump's response to those stories in context. Volume 
I of this report analyzes the underlying facts of several relevant events that were reported on by the media 
during the campaign. 

8 As discussed in Volume I, while the investigation identified numerous links between individuals 
with ties to the Russian government and individuals associated with the Trump Campaign, the evidence 
was not sufficient to charge that any member of the Trump Campaign conspired or coordinated with 
representatives of the Russian government to interfere in the 2016 election. 

IS 
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I. Press Reports Allege Links Between the Trump Campaign and Russia 

On June 16, 2015, Donald J. Trump declared his intent to seek nomination as the 
Republican candidate for President. 9 By early 2016, he distinguished himself among Republican 
candidates by speaking of closer ties with Russia, 10 saying he would get along well with Russian 
President Vladimir Putin,11 questioning whether the NATO alliance was obsolete;2 and praising 
Putin as a "strong leader."13 The press reported that Russian political analysts and commentators 
perceived Trump as favorable to Russia.14 

Beginning in February 2016 and continuing through the summer, the media reported that 
several Trump campaign advisors appeared to have ties to Russia. For example, the press reported 
that campaign advisor Michael Flynn was seated next to Vladimir Putin at an RT gala in Moscow 
in December 2015 and that Flynn had appeared regularly on RT as an analyst.15 The press also 
reported that foreign policy advisor Carter Page had ties to a Russian state-run gas company, 16 and 
that campaign chairman Paul Manafort had done work for the "Russian-backed former Ukrainian 
president Viktor Yanukovych."17 In addition, the press raised questions during the Republican 

9 @realDonaldTrump 6/16/15 (11:57 a.m. ET) Tweet. 
10 See. e.g., Meet the Press Interview with Donald J. Trump, NBC (Dec. 20, 2015) (Trump: "I think 

it would be a positive thing if Russia and the United States actually got along"); Presidential Candidate 
Donald Trump News Conference. Hanahan. South Carolina, C-SPAN (Feb. 15, 2016) ("You want to make 
a good deal for the country, you want to deal with Russia."). 

11 See, e.g., Anderson Cooper 360 Degrees, CNN (July 8, 2015) ("I think I get along with [Putin] 
fine."); Andrew Rafferty, Trump Says He Would "Get Along Very Well" With Putin, NBC (July 30, 2015) 
(quoting Trump as saying, "I think I would get along very well with Vladimir Putin."). 

12 See, e.g., @realDonaldTrump Tweet 3/24/16 (7:47 a.m. ET);@realDonaldTrump Tweet 3/24/16 
(7:59 a.m. ET). 

13 See, e.g., Meet the Press Interview with Donald J. Trump, NBC (Dec. 20, 2015) ("[Putin] is a 
strong leader. What am I gonna say, he's a weak leader? He's making mincemeat out of our President."); 
Donald Trump Campaign Rally in Vandalia, Ohio, C-SPAN (Mar. 12, 2016) ("I said [Putin} was a strong 
leader, which he is. I mean, he might be bad, he might be good. But he's a strong leader."). 

14 See, e.g., Andrew Osborn, From Russia with love: why the Kremlin backs Trump, Reuters (Mar. 
24, 2016); Robert Zubrin, Trump: The Kremlin's Candidate, National Review (Apr. 4, 2016). 

15 See, e.g., Mark Hosenball & Steve Holland, Trump being advised byex-U.S. Lieutenant General 
who favors closer Russia ties, Reuters (Feb. 26, 2016); Tom Hamburger et al., Inside Trump's financial ties 
to Russia and his unusual flattery of Vladimir Putin, Washington Post (June 17, 20 l 6). Certain matters 
pertaining to Flynn are described in Volume I, Section IV.B.7, supra. 

16 See, e.g., Zachary Mider, Trump ·s New Russia Advisor Has Deep Ties to Kremlin's Gazprom, 
Bloomberg (Mar. 30, 2016); Julia Iofee, Who is Carter Page?, Politico (Sep. 23, 2016). Certain matters 
pertaining to Page are described in Volume I, Section IV.A.3, supra. 

17 Tracy Wilkinson, In a shift. Republican platform doesn't call for arming Ukraine against Russia, 
spurring outrage, Los Angeles Times (July 21, 2016); Josh Rogin, Trump campaign guts GOP's ant/­
Russia stance on Ukraine, Washington Post (July 18, 2016). 

16 
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National Convention about the Trump Campaign's involvement in changing the Republican 
platfonn's stance on giving "weapons to Ukraine to fight Russian and rebel forces." 18 

2. The Trump Campaign Reacts to WikiLeaks's Release of Hacked Emails 

On June 14, 2016, a cybersecurity finn that had conducted in-house analysis for the 
Democratic National Committee (DNC) posted an announcement that Russian government 
hackers had infiltrated the DNC's computer and obtained access to documents.19 

On July 22, 2016, the day before the Democratic National Convention, WikiLeaks posted 
thousands of hacked DNC documents revealing sensitive internal deliberations.20 Soon thereafter, 
Hillary Clinton's campaign manager publicly contended that Russia had hacked the DNC emails 
and arranged their release in order to help candidate Trump.21 On July 26, 2016, the New York 
Times reported that U.S. "intelligence agencies ha[d] told the White House they now have 'high 
confidence' that the Russian government was behind the theft of emails and documents from the 
Democratic National Committee."22 

· cted with enthusiasm to reports of the hacks.23 

discussed with Campaign officials that WikiLeaks 
itnesses said that Trump himself discussed the 

. . . . . . . . . po s . 

18 Josh Rogin, Trump campaign guts GOP's anti-Russia stance on Ukraine, Washington Post, 
Opinions (July 18, 2016). The Republican Platfonn events are described in Volume I, Section IV.A.6, 
supra. 

19 Bears in the Midst: Intrusion into the Democratic National Committee, CrowdStrike (June 15, 
2016) (post originally appearing on June 14, 2016, according to records of the timing provided by 
CrowdStrike); Ellen Nakashima, Russian government hackers penetrated DNC, stole opposition research 
on Trump, Washington Post (June 14, 2016). 

20 Tom Hamburger and Karen Tumulty, WikiLeaks releases thousands of documents about Clinton 
and internal deliberatio11S, Washington Post (July 22, 2016). 

21 Amber Phillips, Clinton campaign manager: Russia11S leaked Democrats' emails to help Donald 
Trump, Washington Post (July 24, 2016). 

22 David E. Sanger and Eric Schmitt, Spy Agency Consensus Grows That Russia Hacked D.N.C., 
New York Times (July 26, 2016). 

23 Gates 4/10/18 302, at 5; Newman 8/23/18 302, at l. 
24 Gates 4/11/18 302, at 2-3 (SM-2180998); Gates 10/25/18 302, at 2; see also Volume I, Section 

llf.D.1, supra. 
25 Cohen 8n/18 302, at 8; see also Volume l, Section III.DJ, supra. According to Cohen, after 

WikiLeaks 's subseyuent release of stolen DNC emails on July 22, 2016, Trump said to Cohen words to the 
effect (lf ji(•l\'1 ■ Cohen 9/18/18 302, at 10. Cohen's role in the candidate's and later 

17 
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arA llflfiiftJ•me1•l9Qt'(5JIJllll.26 Manafort s:id that short! after fikiLeaks's Jul 22 
2016 re ease of hacked documents hes oke to Trump • 1 • • • · 

; Manafort recalled that Trump responded that 
Manafort should keep Trump u&9!.;~~ty campaign manager 
Rick Gates said that Man~!C:~ .• ~ssure about~ information and that 
Manafort instructed Gates illillllllllll status update 1 28 Ar d ' . HOM -the same time Gates was with Trump on a trip to an airport 
iiiiiiii, and shortly after the call ende Trum told Gates that more releases of damaging 
~ould be coming.29 • • 1 • • • '· • were discussed within the 
Campaign,30 and in the summer of 2016, the Campaign was planning a communications strategy 
based on the possible release of Clinton emails by WikiLeaks.31 

3. The Trump Campaign Reacts to Allegations That Russia was Seeking to Aid 
Candidate Trump 

In the days that followed WikiLeaks's July 22, 2016 release of hacked DNC emails, the 
Trump Campaign publicly rejected suggestions that Russia was seeking to aid candidate Trump. 
On July 26, 2016, Trump tweeted that it was "[c]razy" to suggest that Russia was "dealing with 
Trump"32 and that "[f]or the record," he had "ZERO investments in Russia."33 

In a press conference the next day, July 27, 2016, Trump characterized "this whole thing 
with Russia" as "a total deflection" and stated that it was "farfetched" and "ridiculous."34 Trump 
said that the assertion that Russia had hacked the emails was unproven, but stated that it would 
give him "no pause" if Russia had Clinton's emails.35 Trump added, "Russia, if you're listening, 
I hope you're able to find the 30,000 emails that are missing. I think you will probably be rewarded 

President's activities, and his own criminal conduct, is described in Volume II, Section II.K, infra, and in 
Volume I, Section IV.A. 1, supra. 

26 Cohen 817/18 302, at 8. 
27 • As explained in footnote 197 of Volume 

I, Section . , sup ce as me ana ort s account of these events because it aligns 
with those of other witnesses and is corroborated to that extent. 

28 Gates 10/25/18 302, at 4. 
29 Gates 10/25/18 302, at 4. 
30 Bannon 1/18/19 302, at 3. 
31 Gates 4/11/18 302, at 1-2 (SM-2180998); Gates 10/25/18 302, at 2 (messa · trat 

formed in June=timeframe based on claims by Assange on June 12, 2016, 
lrMiiiiiil•1ml~m•t'115Ju9 I 1), 

32 @rea!DonaldTrump 7/26/16 (6:47 p.m. ET) Tweet. 
33 @rea!DonaldTrump 7/26/16 (6:50 p.m. ET) Tweet. 
34 Donald Trump News Conference, Doral, Florida, C-SPAN (July 27, 2016). 
35 Donald Trump News Conference, Doral, Florida, C-SPAN (July 27, 2016). 

18 
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mightily by our press."36 Trump also said that "there's nothing that I can think of that I'd rather 
do than have Russia friendly as opposed to the way they are right now," and in response to a 
question about whether he would recognize Crimea as Russian territory and consider lifting 
sanctions, Trump replied, "We'll be looking at that. Yeah, we'll be looking."37 

During the press conference, Trump repeated "I have nothing to do with Russia" five 
times.38 He stated that "the closest [he] came to Russia" was that Russians may have purchased a 
home or condos from him.39 He said that after he held the Miss Universe pageant in Moscow in 
2013 he had been interested in working with Russian companies that "wanted to put a lot of money 
into developments in Russia" but "it never worked out:-io He explained, "[t]rankly, I didn't want 
to do it for a couple of different reasons. But we had a major developer ... that wanted to develop 
property in Moscow and other places. But we decided not to do it.'.i1 The Trump Organization, 
however, had been pursuing a building project in Moscow-the Trump Tower Moscow project­
from approximately September 2015 through June 2016, and the candidate was regularly updated 
on developments, including possible trips by Michael Cohen to Moscow to promote the deal and 
by Trump himself to finalize it.42 

Cohen recalled speaking with Trump after the press conference about Trump's denial of 
any business dealings in Russia, which Cohen regarded as untrue. 43 Trump told Cohen that Trump 
Tower Moscow was not a deal yet and said, "Why mention it if it is not a deal?''44 According to 
Cohen, at around this time, in response to Trump's disavowal of connections to Russia, campaign 

36 Donald Trump News Conference, Doral. Florida, C-SPAN {July 27, 2016). Within five hours 
of Trump's remark, a Russian intelligence service began targeting email accounts associated with Hillary 
Clinton for possible hacks. See Volume I, Section III, supra. In written answers submitted in this 
investigation, the President stated that he made the "Russia, if you 're listening" statement "in jest and 
sarcastically, as was apparent to any objective observer." Written Responses of Donald J. Trump (Nov. 20, 
2018), at 13 (Response to Question II, Part (d)). 

37 Donald Trump News Conference, Doral, Florida, C-SPAN (July 27, 2016). In his written 
answers submitted in this investigation, the President said that his statement that "we'll be looking" at 
Crimea and sanctions "did not communicate any position." Written Responses of Donald J. Trump (Nov. 
20, 2018), at 17 {Response to Question IV, Part (g)). 

38 Donald Trump News Co,iference, Doral, Florida, C-SPAN (July 27, 2016). 
39 Donald Trump News Conference, Doral, Florida, C-SPAN (July 27, 2016). 
40 Donald Trump News Conference, Doral, Florida, C-SPAN (July 27, 2016). 
41 Donald Trump News Conference, Doral, Florida, C-SPAN (July 27, 2016). 
42 The Trump Tower Moscow project and Trump's involvement in it is discussed in detail in 

Volume I, Section IV.A.I, supra, and Volume II, Section H.K., infra. 
43 Cohen 9/18/18 302, at 4. 
44 Cohen 9/18/18 302, at 4-5. 
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advisors had developed a "party line" that Trump had no business with Russia and no connections 
to Russia.45 

In addition to denying any connections with Russia, the Trump Campaign reacted to reports 
of Russian election interference in aid of the Campaign by seeking to distance itself from Russian 
contacts. For example, in August 2016, foreign policy advisor J.D. Gordon declined an invitation 
to Russian Ambassador Sergey Kislyak's residence because the timing was "not optimal" in view 
of media reports about Russian interference.46 On August 19, 2016, Manafort was asked to resign 
amid media coverage scrutinizing his ties to a pro-Russian political party in Ukraine and links to 
Russian business.47 And when the media published stories about Page's connections to Russia in 
September 2016, Trump Campaign officials terminated Page's association with the Campaign and 
told the press that he had played "no role" in the Campaign.48 

On October 7, 2016, WikiLeaks released the first set of emails stolen by a Russian 
intelligence agency from Clinton Campaign chairman John Podesta.49 The same day, the federal 
government announced that "the Russian Government directed the recent compromises of e-mails 
from US persons and institutions, including from US political organizations. "50 The government 
statement directly linked Russian hacking to the releases on WikiLeaks, with the goal of interfering 
with the presidential election, and concluded "that only Russia's senior-most officials could have 
authorized these activities" based on their "scope and sensitivity."51 

On October 11, 2016. Podesta stated publicly that the FBI was investigating Russia's 
hacking and said that candidate Trump might have known in advance that the hacked emails were 
going to be released.52 Vice Presidential Candidate Mike Pence was asked whether the Trump 

45 Cohen 11/20/18 302, at l; Cohen 9/18/18 302, at 3-5. The formation of the "party line" is 
described in greater detail in Volume ll, Section 11.K, infra. 

46 DJTFP00004953 (8/8/16 Email, Gordon to Pchelyakov) (stating that "[t]hese days are not 
optimal for us, as we are busily knocking down a stream of false media stories"). The invitation and 
Gordon's response are discussed in Volume I, Section IV.A.7.a, supra. 

47 See, e.g., Amber Phillips, Paul Manafort's complicated ties to Ukraine, explained, Washington 
Post (Aug. 19, 2016) ("There were also a wave of fresh headlines dealing with investigations into 
[Manafort' s] ties to a pro-Russian political party in Ukraine."); Tom Winter & Ken Dilanian, Donald Trump 
Aide Paul Manafort Scrutinized for Russian Business Ties, NBC (Aug. 18, 2016). Relevant events 
involving Manafort are discussed in Volume I, Section lV.A.8, supra. 

48 Michael Isikoff, U.S. intel officials probe ties between Trump adviser and Kremlin, Yahoo News 
(Sep. 23, 2016); see, e.g., 9/25/16 Email, Hicks to Conway & Bannon; 9/23/16 Email, J. Miller to Bannon 
& S. Miller; Page 3/16/17 302, at 2. 

49 @WikiLeaks l0/7/16 (4:32 p.m. ET) Tweet. 

so Joint Statement from the Department Of Homeland Security and Office of the Director of 
National Intelligence on Election Security, DHS (Oct. 7, 2016). 

51 Joint Statement from the Department Of Homeland Security and Office of the Director of 
National Intelligence on Election Security, DHS (Oct. 7, 2016). 

52 John Wagner & Anne Gearan, Clinton campaign chairman ties email hack to Russians, suggests 
Trump had early warning, Washington Post (Oct. 11, 2016). 
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Campaign was "in cahoots" with WikiLeaks in releasing damaging Clinton-related information 
and responded, "Nothing could be further from the truth."53 

4. After the Election, Trump Continues to Deny Any Contacts or Connections 
with Russia or That Russia Aided his Election 

On November 8, 2016, Trump was elected President. Two days later, Russian officials 
told the press that the Russian government had maintained contacts with Trump's "immediate 
entourage" during the campaign. 54 In response, Hope Hicks, who had been the Trump Campaign 
spokesperson, said, "We are not aware of any campaign representatives that were in touch with 
any foreign entities before yesterday, when Mr. Trump spoke with many world leaders."55 Hicks 
gave an additional statement denying any contacts between the Campaign and Russia: "It never 
happened. There was no communication between the campaign and any foreign entity during the 
campaign."56 

On December 10, 2016, the press reported that U.S. intelligence agencies had "concluded 
that Russia interfered in last month's presidential election to boost Donald Trump's bid for the 
White House."57 Reacting to the story the next day, President-Elect Trump stated, "I think it's 
ridiculous. I think it's just another excuse."58 He continued that no one really knew who was 
responsible for the hacking, suggesting that the intelligence community had "no idea if it's Russia 
or China or somebody. It could be somebody sitting in a bed some place."59 The President-Elect 

53 Louis Nelson, Pence denies Trump camp in cahoots with WikiLeaks, Politico (Oct. 14, 2016). 
54 Ivan Nechepurenko, Russian Officials Were in Contact With Trump Allies, Diplomat Says, New 

York Times (Nov. 10, 2016) (quoting Russian Deputy Foreign Minister Sergey Ryabkov saying, "[t]here 
were contacts" and "I cannot say that all, but a number of them maintained contacts with Russian 
representatives"); Jim Heintz & Matthew Lee, Russia eyes better ties with Trump; says contacts underway, 
Associated Press (Nov. 11, 2016) (quoting Ryabkov saying, "I don't say that all of them, but a whole array 
of them supported contacts with Russian representatives"). 

55 Ivan Nechepurenko, Russian Officials Were in Contact With Trump Allies, Diplomat Says, New 
York Times (Nov. 11, 2016) (quoting Hicks). 

56 Jim Heintz & Matthew Lee, Russia eyes better ties with Trump; says contacts underway, 
Associated Press (Nov. 10, 2016) (quoting Hicks). Hicks recalled that after she made that statement, she 
spoke with Campaign advisors Kellyanne Conway, Stephen Miller, Jason Miller, and probably Kushner 
and Bannon to ensure it was accurate, and there was no hesitation or pushback from any of them. Hicks 
12/8/1 7 302, at 4. 

57 Damien Gayle, CIA concludes Russia interfered to help Trump win election, say reports, 
Guardian (Dec. l 0, 20 I 6). 

58 Chris Wallace Hosts "Fox News Sunday," Interview with President-Elect Donald Trump, CQ 
Newsmaker Transcripts (Dec. 11, 2016). 

59 Chris Wallace Hosts "Fox News Sunday," Interview with President-Elect Donald Trump, CQ 
Newsmaker Transcripts (Dec. 11, 2016). 
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also said that Democrats were "putting [] out" the story of Russian interference "because they 
suffered one of the greatest defeats in the history of politics.''60 

On December 18, 2016, Podesta told the press that the election was "distorted by the 
Russian intervention" and questioned whether Trump Campaign officials had been "in touch with 
the Russians.',.;1 The same day, incoming Chief of Staff Reince Priebus appeared on Fox News 
Sunday and declined to say whether the President-Elect accepted the intelligence community's 
determination that Russia intervened in the election.62 When asked about any contact or 
coordination between the Campaign and Russia, Priebus said, "Even this question is insane. Of 
course we didn't interface with the Russians. "63 Priebus added that "this whole thing is a spin job" 
and said, "the real question is, why the Democrats ... are doing everything they can to delegitimize 
the outcome of the election?''64 

On December 29, 2016, the Obama Administration announced that in response to Russian 
cyber operations aimed at the U.S. election, it was imposing sanctions and other measures on 
several Russian individuals and entities.65 When first asked about the sanctions, President-Elect 
Trump said, "I think we ought to get on with our lives.',.;o He then put out a statement that said 
"It's time for our country to move on to bigger and better things," but indicated that he would meet 
with intelligence community leaders the following week for a briefing on Russian interference.67 

The briefing occurred on January 6, 2017. 68 Following the briefing, the intelligence community 
released the public version of its assessment, which concluded with high confidence that Russia 
had intervened in the election through a variety of means with the goal of harming Clinton's 

6° Chris Wallace Hosts "Fox News Sunday," Interview with President-Elect Donald Trump, CQ 
Newsmaker Transcripts (Dec. 11, 2016). 

61 David Morgan, Clinton campaign: It's an 'open question· if Trump team colluded with Russia, 
Reuters Business Insider (Dec. 18, 2016). 

62 Chris Wallace Hosts "Fox News Sunday," Interview with Incoming White House Chief of Staff 
Reince Priebus, Fox News (Dec. 18, 2016). 

63 Chris Wallace Hosts "Fox News Sunday," Interview with Incoming White House Chief of Staff 
Reince Priebus. Fox News (Dec. 18, 2016). 

64 Chris Wallace Hosts "Fox News Sunday," Interview with Incoming White House Chief of Staff 
Reince Priebus, Fox News (Dec. 18, 2016). 

65 Statement by the President on Actions in Response to Russian Malicious Cyber Activity and 
Harassment, White House (Dec. 29, 2016); see also Missy Ryan et al., Obama administration announces 
measures to punish Russia for 2016 election inteiference, Washington Post (Dec. 29, 2016). 

66 John Wagner, Trump on alleged election inteiference by Russia: 'Get on with our lives, ' 
Washington Post (Dec. 29, 2016). 

67 Missy Ryan et al., Obama administration announces measures to punish Russia for 2016 election 
inteiference, Washington Post (Dec. 29, 2016). 

68 Corney 11/15/17 302, at 3. 
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electability.69 The assessment further concluded with high confidence that Putin and the Russian 
government had developed a clear preference for Trump. 70 

Several days later, BuzzFeed published unverified allegations compiled by former British 
intelligence officer Christopher Steele during the campaign about candidate Trump's Russia 
connections under the headline "These Reports Allege Trump Has Deep Ties To Russia."71 In a 
press conference the next day, the President-Elect called the release "an absolute disgrace" and 
said, "I have no dealings with Russia. I have no deals that could happen in Russia, because we've 
stayed away .... So I have no deals, I have no loans and I have no dealings. We could make deals 
in Russia very easily if we wanted to, I just don't want to because I think that would be a conflict. "72 

Several advisors recalled that the President-Elect viewed stories about his Russian 
connections, the Russia investigations, and the intelligence community assessment of Russian 
interference as a threat to the legitimacy of his electoral victory.73 Hicks, for example, said that 
the President-Elect viewed the intelligence community assessment as his "Achilles heel" because, 
even if Russia had no impact on the election, people would think Russia helped him win, taking 
away from what he had accomplished.74 Sean Spicer, the first White House communications 
director, recalled that the President thought the Russia story was developed to undermine the 
legitimacy of his election.75 Gates said the President viewed the Russia investigation as an attack 
on the legitimacy of his win.76 And Priebus recalled that when the intelligence assessment came 
out, the President-Elect was concerned people would question the legitimacy of his win.77 

69 Office of the Director of National Intelligence, Russia's Influence Campaign Targeting the 2016 
US Presidential Election, at I (Jan. 6, 2017). 

70 Office of the Director of National Intelligence, Russia's Influence Campaign Targeting the 2016 
US Presidential Election, at 1 (Jan. 6, 2017). 

71 Ken Bensinger et al., These Reports Allege Trump Has Deep Ties To Russia, BuzzFeed (Jan. 10, 
2017). 

72 Donald Trump's News Conference: Full Transcript and Video, New York Times (Jan. 11, 
2017), available at https://www.nytimes.com/2017 /0 I /11/us/politics/trump-press-conference­
transcript. html. 

73 Priebus 10/13/17 302, at 7; Hicks 3/13/l 8 302, at 18; Spicer 10/16/17 302, at 6; Bannon 2/14/18 
302, at 2; Gates 4/18/18 302, at 3; see Pompeo 6/28/17 302, at 2 (the President believed that the purpose of 
the Russia investigation was to delegitimize his presidency). 

74 Hicks 3/13/18 302, at 18. 
75 Spicer 10/17/17 302, at 6. 
76 Gates 4/18/18 302, at 3. 
77 Priebus 10/13/17 302, at 7. 
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B. The President's Conduct Concerning the Investigation of Michael Flynn 

Overview 

During the presidential transition, incoming National Security Advisor Michael Flynn had 
two phone calls with the Russian Ambassador to the United States about the Russian response to 
U.S. sanctions imposed because of Russia's election interference. After the press reported on 
Flynn's contacts with the Russian Ambassador, Flynn lied to incoming Administration officials 
by saying he had not discussed sanctions on the calls. The officials publicly repeated those lies in 
press interviews. The FBI, which previously was investigating Flynn for other matters, 
interviewed him about the calls in the first week after the inauguration, and Flynn told similar lies 
to the FBI. On January 26, 2017, Department of Justice (DOJ) officials notified the White House 
that Flynn and the Russian Ambassador had discussed sanctions and that Flynn had been 
interviewed by the FBI. The next night, the President had a private dinner with FBI Director James 
Corney in which he asked for Corney's loyalty. On February 13, 2017, the President asked Flynn 
to resign. The following day, the President had a one-on-one conversation with Corney in which 
he said, "I hope you can see your way clear to letting this go, to letting Flynn go." 

Evidence 

I. Incoming National Security Advisor Flvnn Discusses Sanctions on Russia with 
Russian Ambassador Sergey Kislyak 

Shortly after the election, President-Elect Trump announced he would appoint Michael 
Flynn as his National Security Advisor. 78 For the next two months, Flynn played an active role on 
the Presidential Transition Team (PTT) coordinating policy positions and communicating with 
foreign government officials, including Russian Ambassador to the United States Sergey 
Kislyak.79 

On December 29, 2016, as noted in Volume II, Section II.A.4, supra, the Obama 
Administration announced that it was imposing sanctions and other measures on several Russian 
individuals and entities.80 That day, multiple members of the PTT exchanged emails about the 
sanctions and the impact they would have on the incoming Administration, and Flynn informed 
members of the PTT that he would be speaking to the Russian Ambassador later in the day.81 

78 Flynn 11/16/17 302, at 7; President-Elect Donald J. Trump Selects U.S. Senator Jeff Sessions for 
Attorney General, Lt. Gen. Michael Flynn as Assistant to the President for National Security Affairs and 
U.S. Rep. Mike Pompeo as Director of the Central Intelligence Agency, President-Elect Donald J. Trump 
Press Release (Nov. 18, 2016); see also, e.g., Bryan Bender, Trump names Mike Flynn national security 
adviser, Politico, (Nov. 17, 2016). 

79 Flynn 11/16/17 302, at 8-14; Priebus 10/13/17 302, at 3-5. 
80 Statement by the President on Actions in Response to Russian Malicious Cyber Activity and 

Harassment, The White House, Office of the Press Secretary (Dec. 29, 2016). 
81 12/29/16 Email, O'Brien to McFarland et al.; 12/29/16 Email, Bossert to Flynn et al.; 12/29/16 

Email, McFarland to Flynn et al.; SFOOOO0l (12/29/16 Text Message, Flynn to Flaherty) ("Tit for tat w 
Russia not good. Russian AMBO reaching out to me today."); Flynn 1/19/18 302, at 2. 
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Flynn, who was in the Dominican Republic at the time, and K.T. McFarland, who was slated to 
become the Deputy National Security Advisor and was at the Mar-a-Lago resort in Florida with 
the President-Elect and other senior staff, talked by phone about what, if anything, Flynn should 
communicate to Kislyak about the sanctions.82 McFarland had spoken with incoming 
Administration officials about the sanctions and Russia's possible responses and thought she had 
mentioned in those conversations that Flynn was scheduled to speak with Kislyak. 83 Based on 
those conversations, McFarland informed Flynn that incoming Administration officials at Mar-a­
Lago did not want Russia to escalate the situation.84 At 4:43 p.m. that afternoon, McFarland sent 
an email to several officials about the sanctions and informed the group that "Gen [F]lynn is talking 
to russian ambassador this evening."85 

Approximately one hour later, McFarland met with the President-Elect and senior officials 
and briefed them on the sanctions and Russia's possible responses.86 Incoming Chief of Staff 
Reince Priebus recalled that McFarland may have mentioned at the meeting that the sanctions 
situation could be "cooled down" and not escalated.87 McFarland recalled that at the end of the 
meeting, someone may have mentioned to the President-Elect that Flynn was speaking to the 
Russian Ambassador that evening.88 McFarland did not recall any response by the President­
Elect 89 Priebus recalled that the President-Elect viewed the sanctions as an attempt by the Obama 
Administration to embarrass him by delegitimizing his election.90 

Immediately after discussing the sanctions with McFarland on December 29, 2016, Flynn 
called Kislyak and requested that Russia respond to the sanctions only in a reciprocal manner, 
without escalating the situation.91 After the call, Flynn briefed McFarland on its substance.92 

Flynn told McFarland that the Russian response to the sanctions was not going to be escalatory 
because Russia wanted a good relationship with the Trump Administration.93 On December 30, 
2016, Russian President Vladimir Putin announced that Russia would not take retaliatory measures 

82 Statement of Offense at 2-3, United States v. Michael T. Flynn, l:17-cr-232 (D.D.C. Dec. I, 
2017), Doc. 4 (Flynn Statement of Offense); Flynn 11/17/17 302, at 3-4; Flynn 11/20/17 302, at 3; 
McFarland 12/22/17 302, at 6-7. 

83 McFarland 12/22/17 302, at4-7 (recalling discussions aboutthis issue with Bannon and Priebus). 
84 Flynn Statement of Offense, at 3; Flynn 11/17/17 302, at 3-4; McFarland 12/22/17 302, at 6-7. 
85 12/29/16 Email, McFarland to Flynn et.al. 
86 McFarland 12/22/17 302, at 7. 
87 Priebus l /18/ I 8 302, at 3. 
88 McFarland 12/22/17 302, at 7. Priebus thought it was possible that McFarland had mentioned 

Flynn's scheduled call with Kislyak at this meeting, although he was not certain. Priebus 1/18/18 302, at 
3. 

89 McFarland 12/22/17 302, at 7. 
90 Priebus 1/18/18 302, at 3. 
91 Flynn Statement of Offense, at 3; Flynn l l/l 7 /17 302, at 3-4. 
92 F{vnn Statement of Offense, at 3; McFarland 12/22/17 302, at 7-8; Flynn 11/17/17 302, at 4. 
93 McFarland 12/22/17 302, at 8. 
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in response to the sanctions at that time and would instead "plan ... further steps to restore Russian­
US relations based on the policies of the Trump Administration."94 Following that announcement, 
the President-Elect tweeted, "Great move on delay (by V. Putin) - I always knew he was very 
smart!"95 

On December 31, 2016, Kis!yak called Flynn and told him that Flynn's request had been 
received at the highest levels and Russia had chosen not to retaliate in response to the request.96 

Later that day, Flynn told McFarland about this follow-up conversation with Kislyak and Russia's 
decision not to escalate the sanctions situation based on Flynn's request.97 McFarland recalled 
that Flynn thought his phone call had made a difference.98 Flynn spoke with other incoming 
Administration officials that day, but does not recall whether they discussed the sanctions.99 

Flynn recalled discussing the sanctions issue with incoming Administration official 
Stephen Bannon the next day. 100 Flynn said that Bannon appeared to know about Flynn's 
conversations with Kislyak, and he and Bannon agreed that they had "stopped the train on Russia's 
response" to the sanctions.101 On January 3, 2017, Flynn saw the President-Elect in person and 
thought they discussed the Russian reaction to the sanctions, but Flynn did not have a specific 
recollection of telling the President-Elect about the substance of his calls with Kislyak. 102 

Members of the intelligence community were surprised by Russia's decision not to retaliate 
in response to the sanctions. 103 When analyzing Russia's response, they became aware of Flynn's 
discussion of sanctions with Kislyak. 104 Previously, the FBI had opened an investigation of Flynn 
based on his relationship with the Russian government. 105 Flynn's contacts with Kislyak became 
a key component of that investigation.106 

94 Statement by the President of Russia, President of Russia (Dec. 30, 2016) 12/30/16. 
95 @realDonaldTrump 12/30/16 (2:41 p.m. ET) Tweet. 
96 Flynn 1/19/18 302, at 3; Flynn Statement of Offense, at 3. 
97 Flynn 1/19/18 302, at 3; Flynn 11/17/17 302, at 6; McFarland 12/22117 302, at 10; Flynn 

Statement of Offense, at 3. 
98 McFarland 12/22/17 302, at 10; see Flynn 1/19/18 302, at 4. 
99 Flynn 11/17/17 302, at 5-6. 
100 Flynn 1/19/18 302, at 4-5. Bannon recalled meeting with Flynn that day, but said he did not 

remember discussing sanctions with him. Bannon 2/12/18 302, at 9. 
101 Flynn 11/21/17 302, at I; Flynn 1/19/18 302, at 5. 
102 Flynn 1/19/18 302, at 6; Flynn 11/17/17 302, at 6. 
103 McCord 7/17/17 302, at 2. 
104 McCord 7/17/17 302, at 2. 
105 McCord 7/17/17 302, at 2-3; Corney 11/15/17 302, at 5. 
106 McCord 7/17/17 302, at 2-3. 
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2. President-Elect Trump is Briefed on the Intelligence Community's Assessment 
of Russian Interference in the Election and Congress Opens Election­
Interference Investigations 

On January 6, 2017, as noted in Volume II, Section II.A.4, supra, intelligence officials 
briefed President-Elect Trump and the incoming Administration on the intelligence community's 
assessment that Russia had interfered in the 2016 presidential election. 107 When the briefing 
concluded, Corney spoke with the President-Elect privately to brief him on unverified, personally 
sensitive allegations compiled by Steele.108 According to a memorandum Corney drafted 
immediately after their private discussion, the President-Elect began the meeting by telling Corney 
he had conducted himself honorably over the prior year and had a great reputation. 109 The 
President-Elect stated that he thought highly of Corney, looked forward to working with him, and 
hoped that he planned to stay on as FBI director. 11° Corney responded that he intended to continue 
serving in that role. 111 Corney then briefed the President-Elect on the sensitive material in the 
Steele reporting. 112 Corney recalled that the President-Elect seemed defensive, so Corney decided 

107 Hearing on Russian Election Interference Before the Senate Select Intelligence Committee, 
I 15th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former Director of the FBI, at 
l-2). 

108 Corney l l/15/17 302, at 3; Hearing on Russian Election Interference Before the Senate Select 
Intelligence Committee, I 15th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former 
Director of the FBI, at 1-2). 

109 Corney l/7/17 Memorandum, at l. Corney began drafting the memorandum summarizing the 
meeting immediately after it occurred. Corney 11/15117 302, at 4. He finished the memorandum that 
evening and finalized it the following morning. Corney 11/15/17 302, at 4. 

110 Corney l/7/17 Memorandum, at I; Corney 11/15/17 302, at 3. Corney identified several other 
occasions in January 2017 when the President reiterated that he hoped Corney would stay on as FBI director. 
On January 11, President-Elect Trump called Corney to discuss the Steele reports and stated that he thought 
Corney was doing great and the President-Elect hoped he would remain in his position as FBI director. 
Corney 11 /l 5/ 17 302, at 4; Hearing on Russian Election Interference Before the Senate Select Intelligence 
Committee, I 15th Cong. (June 8, 2017) (testimony of James B. Corney, former Director of the FBI), CQ 
Cong. Transcripts, at 90. ("[D]uring that call, he asked me again, 'Hope you're going to stay, you're doing 
a great job.' And I told him that l intended to."). On January 22, at a White House reception honoring law 
enforcement, the President greeted Corney and said he looked forward to working with him. Hearing on 
Russian Election interference Before the Senate Select Intelligence Committee, I I 5th Cong. (June 8, 2017) 
(testimony of James B. Corney, former Director of the FBI), CQ Cong. Transcripts, at 22. And as discussed 
in greater detail in Volume II, Section ll.D, infra, on January 27, the President invited Corney to dinner at 
the White House and said he was glad Corney wanted to stay on as FBI Director. 

111 Corney l/7/17 Memorandum, at I; Corney 11/15/17 302, at 3. 

m Corney 1/7/17 Memorandum, at 1-2; Corney I 1/15/17 302, at 3. Corney's briefing included the 
Steele reporting's unverified allegation that the Russians had compromising tapes of the President involving 
conduct when he was a private citizen during a 2013 trip to Moscow for the Miss Universe Pageant. During 
the 2016 presidential campaign, a similar claim may have reached candidate Trump. On October 30, 2016, 
Michael Cohen received a text from Russian businessman Giorgi Rtskhiladze that said, "Stopped flow of 
tapes from Russia but not sure if there's anything else. Just so you know .... " 10/30/16 Text Message, 
Rtskhiladze to Cohen. Rtskhiladze said "tapes" referred to compromising tapes of Trump rumored to be 
held by persons associated with the Russian real estate conglomerate Crocus Group, which had helped host 
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to assure him that the FBI was not investigating him personally. 113 Corney recalled he did not 
want the President-Elect to think of the conversation as a "J. Edgar Hoover move."114 

On January JO, 2017, the media reported that Corney had briefed the President-Elect on 
the Steele reporting, 115 and BuzzFeed News published information compiled by Steele online, 
stating that the information included "specific, unverified, and potentially unverifiable allegations 
of contact between Trump aides and Russian operatives."116 The next day, the President-Elect 
expressed concern to intelligence community leaders about the fact that the information had leaked 
and asked whether they could make public statements refuting the allegations in the Steele 
reports. 117 

In the following weeks, three Congressional committees opened investigations to examine 
Russia's interference in the election and whether the Trump Campaign had colluded with 
Russia. 118 On January 13, 2017, the Senate Select Committee on Intelligence (SSC!) announced 
that it would conduct a bipartisan inquiry into Russian interference in the election, including any 
"links between Russia and individuals associated with political campaigns."119 On January 25, 
2017, the House Permanent Select Committee on Intelligence (HPSCI) announced that it bad been 
conducting an investigation into Russian election interference and possible coordination with the 
political campaigns.120 And on February 2, 2017, the Senate Judiciary Committee announced that 
it too would investigate Russian efforts to intervene in the election. 121 

the 2013 Miss Universe Pageant in Russia. Rtskhiladze 4/4/18 302, at 12. Cohen said he spoke to Trump 
about the issue after receiving the texts from Rtskhiladze. Cohen 9/12/18 302, at 13. Rtskhiladze said he 
was told the tapes were fake, but he did not communicate that to Cohen. Rtskhiladze 5/10/18 302, at 7. 

113 Corney 11/15/17 302, at 3-4; Hearing on Russian Election Interference Before the Senate Select 
Intelligence Committee, I 15th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former 
Director of the FBI, at 2). 

114 Corney 11/15/17 302, at 3. 
115 See, e.g., Evan Perez et al., Intel chiefs presented Trump with claims of Russian efforts to 

compromise him, CNN (Jan. 10, 2017; updated Jan. 12, 2017). 

n 6 Ken Bensinger et al., These Reports Allege Trump Has Deep Ties To Russia, BuzzFeed News 
(Jan. 10, 2017). 

117 See l/l l/17 Email, Clapperto Corney ("He asked ifl could put out a statement. He would prefer 
of course that I say the documents are bogus, which, of course, I can't do."); 1/12/17 Email, Corney to 
Clapper ("He called me at 5 yesterday and we had a very similar conversation."); Corney 11/15/17 302, at 
4-5. 

118 See 2016 Presidential Election Investigation Fast Facts, CNN (first published Oct. 12, 2017; 
updated Mar. l, 2019) ( summarizing starting dates of Russia-related investigations). 

119 Joint Statement on Committee Inqui1J1 into Russian Intelligence Activities, SSCI (Jan. 13, 2017). 
120 Joint Statement on Progress of Bipartisan HPSCI Inquiry into Russian Active Measures, HPSCl 

(Jan. 25, 2017). 
121 Joint Statement from Senators Graham and Whitehouse on Investigation into Russian Influence 

on Democratic Nations' Elections (Feb. 2, 2017). 
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3. Flynn Makes False Statements About his Communications with Kislyak to 
Incoming Administration Officials, the Media, and the FBI 

On January 12, 2017, a Washington Post columnist reported that Flynn and Kislyak 
communicated on the day the Obama Administration announced the Russia sanctions. 122 The 
column questioned whether Flynn had said something to "undercut the U.S. sanctions" and 
whether Flynn's communications had violated the letter or spirit of the Logan Act. 123 

President-Elect Trump called Priebus after the story was published and expressed anger 
about it. 124 Priebus recalled that the President-Elect asked, "What the hell is this all about?"125 

Priebus called Flynn and told him that the President-Elect was angry about the reporting on Flynn's 
conversations with Kislyak. 126 Flynn recalled that he felt a lot of pressure because Priebus had 
spoken to the "boss" and said Flynn needed to "kill the story."127 Flynn directed McFarland to 
call the Washington Post columnist and inform him that no discussion of sanctions had occurred.128 

McFarland recalled that Flynn said words to the effect of, "I want to kill the story."129 McFarland 
made the call as Flynn had requested although she knew she was providing false information, and 
the Washington Post updated the column to reflect that a "Trump official" had denied that Flynn 
and Kislyak discussed sanctions. 130 

When Priebus and other incoming Administration officials questioned Flynn internally 
about the Washington Post column, Flynn maintained that he had not discussed sanctions with 
Kislyak.131 Flynn repeated that claim to Vice President-Elect Michael Pence and to incoming press 
secretary Sean Spicer. 132 In subsequent media interviews in mid-January, Pence, Priebus, and 

122 David Ignatius, Why did Obama dawdle on Russia's hacking?, Washington Post (Jan. 12, 2017). 

123 David Ignatius, Why did Obama dawdle on Russia's hacking?, Washington Post (Jan. 12,2017). 
The Logan Act makes it a crime for "[a]ny citizen of the United States, wherever he may be" to "without 
authority of the United States, directly or indireetly commence[] or carr[y] on any correspondence or 
intercourse with any foreign government or any officer or agent thereof, in relation to any disputes or 
controversies with the United States, orto defeat the measures of the United States." 18 U.S.C. § 953. 

124 Priebus I /18/18 302, at 6. 
125 Priebus 1/18/18 302, at 6. 
126 Priebus 1/18/18 302, at 6. 
127 Flynn 11/21/17 302, at J; Flynn 11/20/17 302, at 6. 

128 McFarland 12/22/17 302, at 12-13. 
129 McFarland 12/22/17 302, at 12. 
130 McFarland 12/22/17 302, at 12-13; McFarland 8/29/17 302, at 8; see David Ignatius, Why did 

Obama dawdle on Russia's hacking?, Washington Post (Jan. 12, 2017). 
131 Flynn 11/17/17 302, at t, 8; Flynn 1/19/18 302, at 7; Priebus 10/13/17 302, at 7-8; S. Miller 

8/31/17 302, at 8-11. 

132 Flynn 11/17/17 302, at I, 8; Flynn 1/19/18 302, at 7; S. Miller 8/31/17302, at 10-1 L 
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Spicer denied that Flynn and Kislyak had discussed sanctions, basing those denials on their 
conversations with Flynn. 133 

The public statements of incoming Administration officials denying that Flynn and Kislyak 
had discussed sanctions alarmed senior DOJ officials, who were aware that the statements were 
not true. 134 Those officials were concerned that Flynn had lied to his colleagues-who in tum had 
w1wittingly misled the American public---creating a compromise situation for Flynn because the 
Department of Justice assessed that the Russian government could prove Flynn lied. 135 The FBI 
investigative team also believed that Flynn's calls with Kislyak and subsequent denials about 
discussing sanctions raised potential Logan Act issues and were relevant to the FBI's broader 
Russia investigation.136 

On January 20, 2017, President Trump was inaugurated and Flynn was sworn in as 
National Security Advisor. On January 23, 2017, Spicer delivered his first press briefing and stated 
that he had spoken with Flynn the night before, who confirmed that the calls with Kislyak were 
about topics unrelated to sanctions.137 Spicer's statements added to the Department of Justice's 
concerns that Russia had leverage over Flynn based on his lies and could use that derogatory 
information to compromise him_l38 

On January 24, 2017, Flynn agreed to be interviewed by agents from the FBI. 139 During 
the interview, which took place at the White House, Flynn falsely stated that he did not ask Kislyak 
to refrain from escalating the situation in response to the sanctions on Russia imposed by the 
Obama Administration. 14° Flynn also falsely stated that he did not remember a follow-up 
conversation in which Kislyak stated that Russia had chosen to moderate its response to those 
sanctions as a result of Flynn's request. 141 

133 Face the Nation Interview with Vice President-Elect Pence, CBS (Jan. 15, 2017); Julie 
Hirschfield Davis et al., Trump National Security Advisor Called Russian Envoy Day Before Sanctions 
Were Imposed, Washington Post (Jan. 13, 2017); Meet the Press Interview with Reince Priebus, NBC (Jan. 
15, 2017). 

134 Yates 8/15/17 302, at 2-3; McCord 7/17117 302, at 3-4; McCabe 8/17117 302, at 5 (DOJ officials 
were "really freaked out about it"). 

135 Yates 8/15/17 302, at 3; McCord 7/17/17 302, at 4. 
136 McCord 7/17/17 302, at 4; McCabe 8/17/17 302, at 5-6. 
137 Sean Spicer, White House Daily Briefing, C-SPAN (Jan. 23, 2017). 
138 Yates 8115/17 302, at4; Axelrod 7/20/17 302, at 5. 
139 Flynn Statement of Offense, at 2. 

!Ml Flynn Statement of Offense, at 2. 
141 Flynn Statement of Offense, at 2. On December I, 2017, Flynn admitted to making these false 

statements and pleaded guilty to violating 18 U.S.C. § 1001, which makes it a crime to knowingly and 
willfully "make[] any materially false, fictitious, or fraudulent statement or representation" to federal law 
enforcement officials. See Volume I, Section IV.A. 7, supra. 
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4. DOJ Officials Notify the White House ofTheir Concerns About Flynn 

On January 26, 2017, Acting Attorney General Sally Yates contacted White House Counsel 
Donald McGahn and informed him that she needed to discuss a sensitive matter with him in 
person. 142 Later that day, Yates and Mary McCord, a senior national security official at the 
Department of Justice, met at the White House with McGahn and White House Counsel's Office 
attorney James Burnham. 143 Yates said that the public statements made by the Vice President 
dt."llying that Flynn and Kislyak discussed sanctions were not true and put Flynn in a potentially 
compromised position because the Russians would know he had lied.144 Yates disclosed that Flynn 
had been interviewed by the FBI. 145 She declined to answer a specific question about how Flynn 
had performed during that interview,146 but she indicated that Flynn's statements to the FBI were 
similar to the statements he had made to Pence and Spicer denying that he had discussed 
sanctions.147 McGahn came away from the meeting with the impression that the FBI had not 
pinned Flynn down in lies, 148 but he asked John Eisenberg, who served as legal advisor to the 
National Security Council, to examine potential legal issues raised by Flynn's FBI interview and 
his contacts with Kislyak. 149 

That afternoon, McGahn notified the President that Yates had come to the White House to 
discuss concerns about Flynn.150 McGahn described what Yates had told him, and the President 
asked him to repeat it, so he did. 151 McGahn recalled that when he described the FBI interview of 
Flynn, he said that Flynn did not disclose having discussed sanctions with Kislyak, but that there 
may not have been a clear violation of 18 U.S.C. § 1001.152 The President asked about Section 
1001, and McGahn explained the law to him, and also explained the Logan Act. 153 The President 

142 Yates 8/15/17 302, at 6. 
143 Yates 8/15/17 302, at 6; McCord 7/17/17 302, at 6; SCR015_000198 (2/15/17 Draft 

Memorandum to file from the Office of the Counsel to the President). 
144 Yates 8/15/17 302, at 6-8; McCord 7/17/17 302, at 6-7; Burnham 11/3/17 302, at 4; 

SCRO 15 _ 000198 (2/15/ 17 Draft Memorandum to file from the Office of the Counsel to the President). 
145 McGahn 11/30/17 302, at 5; Yates 8/15/17 302, at 7; McCord 7/17/17 302, at 7; Burnham 

l l /3/17 302, at 4. 
146 Yates 8/15/17 302, at 7; McCord 7/17/17 302, at 7. 
147 SCR0l5_000198 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 

President); Burnham 11/3/17 302, at 4. 
148 McGahn 11/30/17 302, at 5. 
149 SCR015_000198 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 

President); McGahn I 1/30/17 302, at 6, 8. 
150 McGahn I I /30/17 302, at 6; SCRO 15 _ 000278 (White House Counsel's Office Memorandum 

re: "Flynn Tick Tock") (on January 26, "McGahn IMMEDIATELY advises POTUS"); SCR015_000198 
(2/15/17 Draft Memorandum to file from the Office of the Counsel to the President). 

151 McGahn l 1/30/17 302, at 6. 
152 McGahn 11/30/17 302, at 7. 
153 McGahn 11/30/17 302, at 7. 
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instructed McGahn to work with Priebus and Bannon to look into the matter further and directed 
that they not discuss it with any other officials. 154 Priebus recalled that the President was angry 
with Flynn in light of what Yates had told the White House and said, "not again, this guy, this 
stuff."155 

That evening, the President dined with several senior advisors and asked the group what 
they thought about FBI Director Comey.156 According to Director of National Intelligence Dan 
Coats, who was at the dinner, no one openly advocated terminating Corney but the consensus on 
him was not positive. 157 Coats told the group that he thought Corney was a good director. 158 Coats 
encouraged the President to meet Comey face-to-face and spend time with him before making a 
decision about whether to retain him. 159 

5. McGahn has a Follow-Up Meeting About Flynn with Yates: President Trump 
has Dinner with FBI Director Comey 

The next day, January 27, 2017, McGahn and Eisenberg discussed the results of 
Eisenberg's initial legal research into Flynn's conduct, and specifically whether Flynn may have 
violated the Espionage Act, the Logan Act, or 18 U.S.C. § 1001.160 Based on his preliminary 
research, Eisenberg informed McGahn that there was a possibility that Flynn had violated 18 
U .S.C. § 100 I and the Logan Act. 161 Eisenberg noted that the United States had never successfully 
prosecuted an individual under the Logan Act and that Flynn could have possible defenses, and 

154 McGahn11/30/17 302, at 7; SCR015_000198-99 (2/15/17 Draft Memorandum to file from the 
Office of the Counsel to the President). 

155 Priebus 10/13/17 302, at 8. Several witnesses said that the President was unhappy with Flynn 
for other reasons at this time. Bannon said that Flynn's standing with the President was not good by 
December 2016. Bannon 2/12/18 302, at 12. The President-Elect had concerns because President Obama 
had warned him about Flynn shortly after the election. Bannon 2/12/18 302, at 4-5; Hicks 12/8/17 302, at 
7 (President Obama's comment sat with President-Elect Trump more than Hicks expected). Priebus said 
that the President had become unhappy with Flynn even before the story of his calls with Kislyak broke 
and had become so upset with Flynn that he would not look at him during intelligence briefings. Priebus 
I 118/18 302, at 8. Hicks said that the President thought Flynn had bad judgment and was angered by tweets 
sent by Flynn and his son, and she described Flynn as "being on thin ice" by early February 2017. Hicks 
I ;!/8/17 302, at 7, 10. 

156 Coats 6/ I 4/17 302, at 2. 
157 Coats 6/14/17 302, at 2. 
158 Coats 6/14/17 302, at 2. 
159 Coats 6/14/17 302, at 2. 
160 SCRO 15_000199 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 

President); McGahn 11/30/17 302, at 8. 
161 SCR015_000199 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 

President); Eisenberg 11/29/17 302, at 9. 
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told McGahn that he believed it was unlikely that a prosecutor would pursue a Logan Act charge 
under the circumstances.162 

That same morning, McGahn asked Yates to return to the White House to discuss Flynn 
again. 163 In that second meeting, McGahn expressed doubts that the Department of Justice would 
bring a Logan Act prosecution against Flynn, but stated that the White House did not want to take 
ac:tion that would interfere with an ongoing FBI investigation of Flynn.164 Yates responded that 
Department of Justice had notified the White House so that it could take action in response to the 
information provided.165 McGahn ended the meeting by asking Yates for access to the underlying 
information the Department of Justice possessed pertaining to Flynn's discussions with Kislyak.166 

Also on January 27, the President called FBI Director Corney and invited him to dinner 
that evening.167 Priebus recalled that before the dinner, he told the President something like, "don't 
talk about Russia, whatever you do," and the President promised he would not talk about Russia 
at the dinner. 168 McGahn had previously advised the President that he should not communicate 
directly with the Department of Justice to avoid the perception or reality of political interference 
in law enforcement.169 When Bannon learned about the President's planned dinner with Corney, 
he suggested that he or Priebus also attend, but the President stated that he wanted to dine with 
Corney alone. 17° Corney said that when he arrived for the dinner that evening, he was surprised 
and concerned to see that no one else had been invited. rn 

162 SCR0l5_000199 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 
President); Eisenberg 11/29/17 302, at 9. 

163 SCR015 000199 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 
President); McGahn-11/30/17 302, at 8; Yates 8/15/17 302, at 8. 

164 Yates 8/15/17 302, at 9; McGahn 11/30/17 302, at 8. 
165 Yates 8/15/17 302, at 9; Burnham 11/3/17 302, at 5; see SCR015_00199 (2/15/17 Draft 

Memorandum to file from the Offic.e of the Counsel to the President) ("Yates was unwilling to confirm or 
dc,ny that there was an ongoing investigation but did indicate that the Department of Justice would not 
object to the White House taking action against Flynn."). 

166 Yates 9/15/17 302, at 9; Burnham 11/3/17 302, at 5. In accordance with McGahn's request, the 
Department of Justice made the underlying information available and Eisenberg viewed the information in 
early February. Eisenberg 11/29/17 302, at 5; FBI 217/17 Electronic Communication, at l (documenting 
212/17 meeting with Eisenberg). 

167 Corney l l/15/17 302, at 6; SCROl2b_O00OOl (President's Daily Diary, 1/27/17); Hearing on 
Russian Election lnte,ference Before the Senate Select Intelligence Committee, I 15th Cong. (June 8, 2017) 
(Statement for the Record of James B. Corney, former Director of the FBI, at 2-3). 

168 Priebus I 0/13/17 302, at 17. 
169 See McGahn 11/30/17 302, at 9; Dhillon Jl/21/17 302, at 2; Bannon 2/12/18 302, at 17. 
170 Bannon2/12/l8302,at 17. 

m Hearing on Russian Election Interference Before the Senate Select Intelligence Committee, 
I )5th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former Director of the FBI, at 
3); see Corney 11/15/17 302, at 6. 
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Corney provided an account of the dinner in a contemporaneous memo, an interview with 
this Office, and congressional testimony. According to Corney's account of the dinner, the 
President repeatedly brought up Corney's future, asking whether he wanted to stay on as FBI 
director.172 Because the President had previously said he wanted Corney to stay on as FBI director, 
Corney interpreted the President's comments as an effort to create a patronage relationship by 
having Corney ask for his job.173 The President also brought up the Steele reporting that Corney 
had raised in the January 6, 2017 briefing and stated that he was thinking about ordering the FBI 
to investigate the allegations to prove they were false. 174 Corney responded that the President 
should think carefully about issuing such an order because it could create a narrative that the FBI 
was investigating him personally, which was incorrect.175 Later in the dinner, the President 
brought up Flynn and said, "the guy has serious judgment issues."176 Corney did not comment on 
Flynn and the President did not acknowledge any FBI interest in or contact with Flynn.177 

According to Corney's account, at one point during the dinner the President stated, "I need 
loyalty, I expect loyalty."178 Corney did not respond and the conversation moved on to other 
topics, but the President returned to the subject of Corney's job at the end of the dinner and 
repeated, "I need loyalty."179 Corney responded, "You will always get honesty from me.''180 The 

172 Corney 11/15/17 302, at 7; Corney 1/28/17 Memorandum, at I, 3; Hearing on Russian Election 
Inte,ference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 3). 

173 Corney 11/15/17 302, at 7; Hearing on Russian Election Inte,ference Before the Senate Select 
Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former 
Director of the FBI, at 3). 

174 Corney 1/28/17 Memorandum, at 3; Hearing on Russian Election Inte,ference Before the Senate 
Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, 
fonner Director of the FBI, at 4). 

175 Corney l/28/17 Memorandum, at 3; Hearing on Russian Election lnte,ference Before the Senate 
Select Intelligence Committee, I 15th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, 
former Director of the FBI, at 4). 

176 Corney 1/28/17 Memorandum, at4; Corney 11/15/17 302, at 7. 
177 Corney 1/28/17 Memorandum, at4; Corney 11/15117 302, at 7. 

m Corney 1128/18 Memorandum, at 2; Corney 11/15/17 302, at 7; Hearing on Russian Election 
Inte,ference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 3). 

179 Corney l/28/17 Memorandum, at 3; Corney 11/15/17 302, at 7; Hearing on Russian Election 
lnte,ference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 3-4). 

18° Corney 1128/17 Memorandum, at 3; Corney 11/15/17 302, at 7; Hearing on Russian Election 
Inte,ference Before the Senate Select Inte!Ugence Committee, I 15th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 4). 
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President said, "That's what I want, honest loyalty."181 Corney said, "You will get that from 
rne."1s2 

After Corney's account of the dinner became public, the President and his advisors disputed 
that he had asked for Corney's loyalty. 183 The President also indicated that he had not invited 
Corney to dinner, telling a reporter that he thought Corney had "asked for the dinner" because "he 
wanted to stay on."184 But substantial evidence corroborates Corney's account of the dinner 
invitation and the request for loyalty. The President's Daily I>iary confinns that the President 
"extend[ed] a dinner invitation" to Corney on January 27. 185 With respect to the substance of the 
dinner conversation, Corney documented the President's request for loyalty in a memorandum he 
began drafting the night of the dinner;186 senior FBI officials recall that Corney told them about 
the loyalty request shortly after the dinner occurred;187 and Corney described the request while 

181 Corney 1/28/17 Memorandum, at 3; Corney 11/15/17 302, at 7; Hearing on Russian Election 
lnte,ference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 4). 

182 Corney 1/28/17 Memorandum, at 3; Corney I 1/15/17 302, at 7; Hearing on Russian Election 
Inteiference Before the Senate Select Intelligence Committee, ! 15th Cong. (June 8, 2017) (Statement for 
the Record ofJames B. Corney, former Direetor of the FBI, at 4). 

183 See, e.g., Michael S. Schmidt, In a Private Dinner, Tn1mp Demanded Loyalty. Corney 
Demurred., New York Times (May 11, 2017) (quoting Sarah Sanders as saying, "[The President) would' 
never even suggest the expectation of personal loyalty';); Ali Vitali, Trump Never Asked for Corney's 
Loyalty, President's Personal Lawyer Says, NBC (June 8, 2017) (quoting the President's personal counsel 
as saying, "The president also never told Mr. Corney, 'I need loyalty, I expect loyalty,' in form or 
substance."); Remarks by President Trump in Press Conference, White House (June 9, 2017) ("I hardly 
know the man. I'm not going to say 'I want you to pledge allegiance.' Who would do that? Who would 
ask a man to pledge allegiance under oath?"). In a private conversation with Spicer, the President stated 
that he had never asked for Corney's loyalty, but added that ifhe had asked for loyalty, "Who cares?" 
Spicer 10/16/17 302, at 4. The President also told McGahn that he never said what Corney said he had. 
McGahn 12/12/17 302, at 17. 

184 InterviewofDonaldJ. Trump, NBC (May 11, 2017). 
185 SCRO I 2b _ 000001 (President's Daily Diary, 1/27 f 17) (reflecting that the President called Corney 

in the morning on January 27 and "[t]he purpose of the call was to extend a dinner invitation"). In addition, 
two witnesses corroborate Corney's account that the President reached out to schedule the dinner, without 
Corney having asked for it. Priebus 10/13/17 302, at 17 (the President asked to schedule the January 27 
dinner because he did not know much about Corney and intended to ask him whether he wanted to stay on 
as FBI Director); Rybicki 11/21/18 302, at 3 (recalling that Corney told him about the President's dinner 
invitation on the day of the dinner). 

186 Corney 11/15/17 302, at 8; Hearing on Russian Election Interference Before the Senate Select 
Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former 
Director of the FBI, at 4). 

187 McCabe 8/17/17 302, at 9-10; Rybicki 11/21/18 302, at 3. After leaving the White House, 
Corney called Deputy Director of the FBI Andrew McCabe, summarized what he and the President had 
discussed, including the President's request for loyalty, and expressed shock over the President's request. 
McCabe 8/17 /l 7 302, at 9. Corney also convened a meeting with his senior leadership team to discuss what 
the President had asked of him during the dinner and whether he had handled the request for loyalty 
properly. McCabe 8/17/17 302, at 10; Rybicki 11/21/18 302, at 3. In addition, Corney distributed his 

35 



19447

246 

u . .:>. ut:parum:m 01 Jusuct: 
,\tteme, Werk Pfedttet // Ma, CeMftitt Meteriftl Preteetet! Uttt!er Fet!. R. Crim. P. 6(e) 

under oath in congressional proceedings and in a subsequent interview with investigators subject 
to penalties for lying under 18 U.S.C. § 1001. Corney's memory of the details of the dinner, 
including that the President requested loyalty, has remained consistent throughout. 188 

6. Flynn's Resignation 

On February 2, 2017, Eisenberg reviewed the underlying information relating to Flynn's 
calls with K.islyak. 189 Eisenberg recalled that he prepared a memorandum about criminal statutes 
that could apply to Flynn's conduct, but he did not believe the White House had enough 
information to make a defmitive recommendation to the President.190 Eisenberg and McGalm 
discussed that Eisenberg's review of the underlying information confirmed his preliminary 
conclusion that Flynn was unlikely to be prosecuted for violating the Logan Act. 191 Because White 
House officials were uncertain what Flynn had told the FBI, however, they could not assess his 
exposure to prosecution for violating 18 U.S.C. § 1001. 192 

The week of February 6, Flynn had a one-on-one conversation with the President in the 
Oval Office about the negative media coverage of his contacts with Kislyak.193 Flynn recalled that 
the President was upset and asked him for information on the conversations.194 Flynn listed the 
specific dates on which he remembered speaking with K.islyak, but the President corrected one of 
the dates he listed.195 The President asked Flynn what he and K.islyak discussed and Flynn 
responded that he might have talked about sanctions.196 

' 
memorandum documenting the dinner to his senior leadership team, and McCabe confirmed that the 
memorandum captured what Corney said on the telephone call immediately following the dinner. McCabe 
8/17/17 302, at 9-10. 

iss There also is evidence that corroborates other aspects of the memoranda Corney wrote 
documenting his interactions with the President. For example, Corney recalled, and his memoranda reflect, 
that he told the President in his January 6, 2017 meeting, and on phone calls on March 30 and April 11, 
2017, that the.FBI was not investigating the President personally. On May 8, 2017, during White House 
discussions about firing Corney, the President told Rosenstein and others that Corney had told him three 
times that he was not under investigation, including once in person and twice on the phone. Gauhar-000058 
(Gauhar 5/16/17 Notes). 

is9 Eisenberg 11/29/17 302, at 5; FBI 2/7/17 Electronic Communication, at 1 (documenting 2/2/17 
meeting with Eisenberg). 

i9o Eisenberg 11/29/17 302, at 6. 

i91 Eisenberg 11/29/17 302, at 9; SCR015 _ 000200 (2/15/17 Draft Memorandum to file from the 
Office of the Counsel to the President). 

192 Eisenberg 11/29/17 302, at 9. 

i
93 Flynn 11/21/17 302, at 2. 

i94 Flynn 11/21/17 302, at 2. 

195 Flynn 11/21/17 302, at 2. 
196 Flynn 11/21/17 302, at 2-3. 
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On February 9, 2017, the Washington Post reported that Flynn discussed sanctions with 
Kislyak the month before the President took office.197 After the publication of that story, Vice 
President Pence learned of the Department of Justice's notification to the White House about the 
content of Flynn's calls.198 He and other advisors then sought access to and reviewed the 
underlying information about Flynn's contacts with Kislyak.199 FBI Deputy Director Andrew 
McCabe, who provided the White House officials access to the information and was present when 
they reviewed it, recalled the officials asking him whether Flynn's conduct violated the Logan 
Act.200 McCabe responded that he did not know, but the FBI was investigating the matter because 
it was a possibility.201 Based on the evidence of Flynn's contacts with Kislyak, McGahn and 
Priebus concluded that Flynn could not have forgotten the details of the discussions of sanctions 
and had instead been lying about what he discussed with Kislyak.202 Flynn had also told White 
House officials that the FBI had told him that the FBI was closing out its investigation ofhim,203 

but Eisenberg did not believe him.204 After reviewing the. materials and speaking with Flynn, 
McGahn and Priebus concluded that Flynn should be terminated and recommended that course of 
action to the President. 205 

That weekend, Flynn accompanied the President to Mar-a-Lago.206 Flynn recalled that on 
February 12,2017, on the return flight to D.C. on Air Force One, the President asked him whether 
he had lied to the Vice President.207 Flynn responded that he may have forgotten details of his 
calls, but he did not think he lied.208 The President responded, "Okay. That's fine. I got it."209 

197 Greg Miller et al., National security adviser Flynn discussed sanctions with Russian 
ambassador, despite denials, officials say, Washington Post (Feb. 9, 2017). 

198 SCR015_000202 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 
President); McGahn 11/30/17 302, at 12. 

199 SCR015_000202 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 
President); McCabe 8/17/17 302, at 11-13; Priebus 10/13/17 302, at 10; McGahn 11/30/17 302, at 12. 

200 McCabe 8/17/17 302, at 13. 
201 McCabe 8/17/17 302, at 13. 
202 McGahn 11/30/17 302, at 12; Priebus 1/18/18 302, at 8; Priebus 10/13/17 302, at 10; 

SCR015:._000202 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the President). 

203 McGahn 11/30/17 302, at 11; Eisenberg 11/29/17 302, at 9; Priebus_ 10/13/17 302, at 11. 

204 Eisenberg 11/29/17 302, at 9. 
205 SCR015_000202 (2/15/17 Draft Memorandum to file from the Office of the Counsel to the 

President); Priebus 10/13/17 302, at 10; McGahn 11/30/17 302, at 12. 
206 Flynn 11/17 /17 302, at 8. 
207 Flynn 1/19/18 302, at 9; Flynn 11/17/17 302, at 8. 

208 Flynn 11/17/17 302, at 8; Flynn 1/19/18 302, at 9. 

209 Flynn 1/19/18 302, at 9. 
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On February 13, 20i7, Priebus told Flynn he had to resign.21° Flynn said he wanted to say 
goodbye to the President, so Priebus brought him to the Oval Office.211 Priebus recalled that the 
President hugged Flynn, shook his hand, and said, "We'll give you a good recommendation. 
You're a good guy. We'll take care ofyou."212 

Talking points on the resignation prepared by the White House Counsel's Office and 
distributed to the White House communications team stated that McGahn had advised the 
President that Flynn was unlikely to be prosecuted, and the President had determined that the issue 
with Flynn was one of trust.213 Spicer told the press the next day that Flynn was forced to resign 
"not based on a legal issue, but based on a trust issue, [where] a level of trust between the President 
and General Flynn had eroded to the point where [the President] felt he had to make a change."214 

7. The President Discusses Flynn with FBI Director Corney 

On February 14, 2017, the day after Flynn's resignation, the President had lunch at the 
White House with New Jersey Governor Chris Christie.215 According to Christie, at one point 
during the lunch the President said, "Now that we fired Flynn, the Russia thing is over."216 Christie 
laughed and responded, "No way."217 He said, ''this Russia thing is far from over" and "[w]e'll be 
here on Valentine's Day 2018 talking about this."218 The President said, "[w]hat do you mean? 
Flynn met with the Russians. That was the problem. I fired Flynn. It's over."219 Christie recalled 
responding that based on his experience both as a prosecutor and as someone who had been 
investigated, firing Flynn would not end the investigation.22° Christie said there was no way to 
make an investigation shorter, but a lot of ways to make it longer.221 The President asked Christie 
what he meant, and Christie told the President not to talk about the investigation even if he was 

210 Priebus 1/18/18 302, at 9. 

211 Priebus 1/18/18 302, at 9; Flynn 11/17 /17 302, at 10. 

212 Priebus 1/18/18 302, at 9; Flynn 11/17 /l 7 302, at 10. 

213 SCR004_00600 (2/16/17 Email, Burnham to Donaldson). 

214 Sean Spicer, White House Daily Briefing, C-SP AN (Feb. 14, 2017). After Flynn pleaded guilty 
to violating 18 U.S.C. § 1001 in December 2017, the President tweeted, "I had to fire General Flynn because 
he lied to the Vice President and the FBI." @rea!DonaldTrump 12/2/17 (12:14 p.m. ET) Tweet. The next 
day, the President's personal counsel told the press that he had drafted the tweet. Maegan Vazquez et al., 
Trump's lawyer says he was behind President's tweet about firing Flynn, CNN (Dec. 3, 2017). 

215 Christie 2/13/19 302, at 2-3; SCR012b_000022 (President's Daily Diary, 2/14/17). 

216 Christie 2/13/19 302, at 3. 

217 Christie 2/13/19 302, at 3. 

218 Christie 2/13/19 302, at 3. Christie said he thought when the President said "the Russia thing" 
he was referring to not just the investigations but also press coverage about Russia. Christie thought the 
more important thing was that there was an investigation. Christie 2/13/19 302, at 4. 

219 Christie 2/13/19 302, at 3. 

22° Christie 2/13/19 302, ~t 3. 
221 Christie 2/13/19 302, at 3. 
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frustrated at times.222 Christie also told the President that he would never be able to get rid of 
Flynn, "like gum on the bottom of your shoe."223 

Towards the end of the lunch, the President brought up Corney and asked if Christie was 
still friendly with him.224 Christie said he was.225 The President told Christie to call Corney and 
tell him that the President "really like[ s J him. Tell him he's part of the team."226 At the end of the 
lunch, the President repeated his request that Christie reach out to Comey.227 Christie had no 
intention of complying with the President's request that he contact Comey.228 He thought the 
President's request was "nonsensical" and Christie did not want to put Corney in the position of 
having to receive such a phone call.229 Christie thought it would have been uncomfortable to pass 
on that message. 230 

At 4 p.m. that afternoon, the President met with Corney, Sessions, and other officials for a 
homeland security briefing.231 At the end of the briefing, the President dismissed the other 
attendees and stated that he wanted to speak to Corney alone.232 Sessions and senior advisor to the 
President Jared Kushner remained in the Oval Office as other participants left, but the President 

222 Christie 2/13/19 302, at 3-4. 
223 Christie 2/13/19 302, at 3. Christie also recalled that during the lunch, Flynn called Kushner, 

who was at the lunch, and complained about what Spicer had said about Flynn in his press briefing that 
day. Kushner told Flynn words to the effect of, "You know the President respects you. The President cares 
about you. I'll get the President to send out a positive tweet about you later." Kushner looked at the 
President when he mentioned the tweet, and the President nodded his assent. Christie 2/13/19 302, at 3. 
Flynn recalled getting upset at Spicer' s comments in the press conference and calling Kushner to say he did 
not appreciate the comments. Flynn 1/19/18 302, at 9. 

224 Christie 2/13/19 302, at 4. 

225 Christie 2/13/19 302, at 4. 
226 Christie 2/13/19 302, at 4-5. 
227 Christie 2/13/19 302, at 5. 
228 Christie 2/13/19 302, at 5. 
229 Christie 2/13/19 302, at 5. 
23° Christie 2/13/19 302, at 5. 
231 SCR012b _ 000022 (President's Daily Diary, 2/14/17); Corney 11/15/17 302, at 9. 

232 Corney 11/15/17 302, at 10; 2/14/17 Corney Memorandum, at I; Hearing on Russian Election 
Interference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at4); Priebus 10/13/17 302, at 18 (confirming 
that everyone was shooed out "like Corney said" in his June testimony). 
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excused them, repeating that he wanted to speak only with Comey.233 At some point after others 
had left the Oval Office, Priebus opened the door, but the President sent him away.234 

According to Corney's account of the meeting, once they were alone, the President began 
the convers,ation by saying, "I want to talk about Mike Flynn."235 The President stated that Flynn 
had not done anything wrong in speaking with the Russians, but had to be terminated because he 
had misled the Vice President.236 The conversation turned to the topic of leaks of classified 
information, but the President returned to Flynn, saying "he is a good guy and has been through a 
lot."237 The President stated, "I hope you can see your way clear to letting this go, to letting Flynn 
go. He is a good guy. I hope you can let this go."238 Corney agreed that Flynn "is a good guy," 
but did not commit to ending the investigation ofFlynn.239 Corney testified under oath that he 
took the President's statement "as a direction" because of the President's position and the 
circumstapces of the one-on-one meeting. 240 

233 Corney 11/15/17 302, at 10; Corney 2/14/17 Memorandum, at 1; Hearing on Russian Election 
Inteiference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record ofJames B. Corney, former Director of the FBI, at 4). Sessions recalled that the President asked 
to speak to Corney alone and that Sessions was one of the last to leave the room; he described Corney's 
testimony about the events leading up to the private meeting with the President as "pretty accurate." 
Sessions 1/17/18 302, at 6. Kushner had no recollection of whether the President asked Corney to stay 
behind. Kushner4/ll/18 302, at 24. 

234 Corney 2/14/17 Memorandum, at 2; Priebus 10/13/17 302, at 18. 
235 Corney 11/15/17 302, at 10; Corney 2/14/17 Memorandum, at l; Hearing on Russian Election 

Inteiference Before the Senate Select Intelligence Committee, ll5th Cong. (June 8, 2017) (Statement for 
the Record ofJames B. Corney, former Director of the FBI, at 4). 

236 Corney 2/14/17 Memorandum, at 1; Hearing on Russian Election Interference Before the Senate 
Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, 
former Director of the FBI, at 5). 

237 Corney 11/15/17 302, at IO; Corney 2/14/17 Memorandum, at 2; Hearing on Russian Election 
Inteiference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 5). 

238 Hearing on Russian Election Inteiference Before the Senate Select Intelligence Committee, 
115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former Director of the FBI, at 
5); Corney 2/14/17 Memorandum, at 2. Corney said he was highly confident that the words in quotations 
in his Memorandum documenting this meeting were the exact words used by the President. He said he 
knew from the outset of the meeting that he was about to have a conversation of consequence, and he 
remembered the words used by the President and wrote them down soon after the meeting. Corney 11/15/17 
302, at 10-11. 

239 Corney 11/15/17 302, at 1 O; Corney 2/14/17 Memorandum, at 2. 
240 Hearing on Russian Election Inteiference Before the Senate Select Intelligence Committee, 

115th Cong. (June 8, 2017) (CQ Cong. Transcripts, at 31) (testimony of James B. Corney, former Director 
of the FBI). Corney further stated, "I mean, this is the president of the United States, with me alone, saying, 
'I hope' this. I took itas, this is what he wants meto do." Id.;seealso Corney 11/15/17 302, at 10 (Corney 
took the statement as an order to shut down the Flynn investigation). 
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Shortly after meeting with the President, Corney began drafting a memorandum 
documenting their conversation.241 Corney also met with his senior leadership team to discuss the 
President's request, and they agreed not to inform FBI officials working on the Flynn case of the 
President's statements so the officials would not be influenced by the request.242 Corney also asked 
for a meeting with Sessions and requested that Sessions not leave Corney alone with the President 
again.243 

8. The Media Raises Questions About the President's Delay in Terminating Flynn 

After Flynn was forced to resign, the press raised questions about why the President waited 
more than two weeks after the DOJ notification to remove Flynn and whether the President had 
known about Flynn's contacts with Kislyak before the DOJ notiftcation.244 The press also 
continued to raise questions about connections between Russia and the President's campaign.245 

On February 15, 2017, the President told reporters, "General Flynn is a wonderful man. I think 
he's been treated very, very unfairly by the media."246 On February 16, 2017, the President held 

241 Corney 11/15/17 302, at 11; Hearing on Russian Election Interference Before the Senate Select 
Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the record of James B. Corney, fonner 
Director of the FBI, at 5). 

242 Corney 11/15/17 302, at 11; Rybicki 6/9/17 302, at 4; Rybicki 6/22/17 302, atl; Hearing on 
Russian Election Interference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) 
(Statement for the reeord ofJames B. Corney, fonner Director of the FBI, at 5-6). 

243 Corney 11/15/17 302, at 11; Rybicki 6/9/17 302, at 4-5; Rybicki 6/22/17 302, at 1-2; Sessions 
1/17/18 302, at 6 (confinning that later in the week following Corney's one-on-one meeting with the 
President in the Oval Office, Corney told the.Attorney General that he did not want to be alone with the 
President); Hunt 2/1/18 302, at 6 (within days of the February 14 Oval Office meeting, Corney to!~ Sessions 
he did not think it was appropriate for the FBI Director to meet alone with the President); Rybieki 11/21/18 
302, at 4 (Rybicki helped to schedule the meeting with Sessions because Corney wanted to talk about his 
concerns about meeting with the President alone); Hearing on Russian Election Interference Before the 
Senate Select Intelligence Committee, I 15th Cong. (June 8, 2017) (Statement for the record of James B. 
Corney, fonner Director of the FBI, at 6). 

244 See, e.g., Sean Spicer, White House Daily.Briefing, C-SPAN (Feb. 14, 2017) (questions from 
the press included, "if [the President] was notified 17 days ago that Flynn had misled the Vice President, 
other officials here, and that he was a potential threat to blackmail by the Russians, why would he be kept 
on for almost three weeks?" and "Did the President instruct [Flynn] to talk about sanctions with the [Russian 
ambassador]?"). Priebus recalled that the President initially equivocated on whether to fire Flynn because 
it would generate negative press to lose his National Security Advisor so early in his term. Priebus 1/18/18 
302, at 8. 

245 E.g., Sean Sullivan et al., Senators from both parties pledge to deepen probe of Russia and the 
2016 election, Washington Post (Feb. 14, 2017); Aaron Blake, 5 times Donald Trump's team denied contact 
with Russia, Washington Post (Feb. 15, 2017); Oren Dorell, Donald Trump's ties to Russia go back 30 
years, USA Today (Feb. 15, 2017); Pamela Brown et al., Trump aides were in constant touch with senior 
Russian officials during campaign, CNN (Feb. 15, 2017); Austin Wright, Gomey briefs senators amid furor 
over Trump-Russia ties, Politico (Feb. 17, 2017); Megan Twohey & Scott Shane,A Back-Channel Plan for 
Ukraine and Russia, Courtesy of Trump Associates, New York Times (Feb. 19, 20 I 7). 

246 Remarks by President Trump and Prime Minister Netanyahu ofisrael in Joint Press Conference, 
White House (Feb. 15, 2017). 
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a press conference and said that he removed Flynn because Flynn "didn't tell the Vice President 
of the United States the facts, and then he didn't remember. And that just wasn't acceptable to 
me."247 The President said he did not direct Flynn to discuss sanctions with Kislyak, but "it 
certainly would have been okay with me ifhe did. I would have directed him to do it ifl thought 
he wasn't doing it. I didn't direct him, but I would have directed him because that's his job."248 

In listing the reasons for terminating Flynn, the President did not say that Flynn had lied to him. 249 

The President also denied having any connection to Russia, stating, "I have nothing to do with 
Russia. I told you, I have no deals there. I have no anything."250 The President also said he "had 
nothing to do with" WikiLeaks 's publication ofinformation hacked from the Clinton campaign. 251 

9. The President Attempts to Have K.T. McFarland Create a Witness Statement 
Denying that he Directed Flynn's Discussions with Kislyak 

On February 22, 2017, Priebus and Bannon told McFarland that the President wanted her 
to resign as Deputy National Security Advisor, but they suggested to her that the Administration ,_ 
could make her the ambassador to Singapore.252 The next day, the President asked Priebus to have 
McFarland draft an internal email that would confirm that the President did not direct Flynn to call 
the Russian Ambassador about sanctions.253 Priebus said he told the President he would only 
direct McFarland to write such a letter if she were comfortable with it.254 Priebus called McFarland 
into his office to convey the President's request that she memorialize in writing that the President 
did not direct Flynn to talk to Kislyak.255 McFarland told Priebus she did not know whether the 
President had directed Flynn to talk to Kislyak about sanctions, and she declined to say yes or no 

247 Remarks by President Trump in Press Conference, White House (Feb. 16, 2017). 
248 Remarks by President Trump in Press Conference, White House (Feb. 16, 2017). The President 

also said that Flynn's conduct "wasn't wrong- what he did in tenns of the infonnation he saw." The 
President said that Flynn was just "doing the job," and "if anything, he did something right." 

249 Remarks by President Trump in Press Conference, White House (Feb. 16, 2017); Priebus 
l/18/18 302, at 9. 

250 Remarks by President Trump in Press Conference, White House (Feb. 16, 2017). 
251 Remarks by President Trump in Press Conference, White House (Feb. 16, 2017). 
252 KTMF _ 00000047 (McFarland 2/26/17 Memorandum for the Record); McFarland 12/22/17 302, 

at 16-17. 
253 See Priebus 1/18/18 302, at 11; see also KTMF_00000048 (McFarland 2/26/17 Memorandum 

for the Record); McFarland 12/22/17 302, at 17. 
254 Priebus 1/18/18 302, at 11. 
255 KTMF _ 00000048 (McFarland 2/26/17 Memorandum for the Record); McFarland 12/22/17 302, 

at 17. 
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to the request.256 Priebus understood that McFarland was not comfortable with the President's 
request, and he recommended that she talk to attorneys in the White House Counsel's Office.257 

McFarland then reached out to Eisenberg.258 McFarland told him that she had been fired 
from her job as Deputy National Security Advisor and offered the ambassadorship in Singapore 
but that the President and Priebus wanted a letter from her denying that the President directed 
Flynn to discuss sanctions with Kislyak. 259 Eisenberg advised McFarland not to write the 
requested letter.260 As docmhented by McFarland in a contemporaneous "Memorandum for the 
Record" that she wrote because she was concerned by the President's request: "Eisenberg ... 
thought the requested email and letter would be a bad idea- from my side because the email would 
be awkward. Why would I be emailing Priebus to make a statement for the record? But it would 
also be a bad idea for the President because it looked as if my ambassadorial appointment was in 
some way a quid pro quo."261 Later that evening, Priebus stopped by McFarland's office and told 
her not to write the email and to forget he even mentioned it.262 

Around the same time, the President asked Priebus to reach out to Flynn and let him know 
that the President still cared about him.263 Priebus called Flynn and said that he was checking in 
and that Flynn was an American hero. 264 Priebus thought the President did not want Flynn saying 
bad things about him. 265 

On March 31, 2017, following news that Flynn had offered to testify before the FBI and 
congressional investigators in exchange for inlmunity, the President tweeted, "Mike Flynn should 
ask for immunity in that this is a witch hunt (excuse for big election loss), by media & Dems, of 

256 KTMF_00000047 (McFarland 2/26/17 Memorandum for the Record) {"I said I did not know 
whether he did or didn't, but was in Maralago the week between Christmas and New Year's (while Flynn 
was on vacation in Carribean) and I was not aware of any Flynn-Trump, or Trump-Russian phone calls"); 
McFarland 12/22/17 302, at 17. · 

257 Priebus l /18/18 302, at 11. 
258 McFarland 12/22/17 302, at 17. 
259 McFarland 12/22/17 302, at 17. 
26° KTMF _ 00000048 {McFarland 2/26/17 Memorandum for the Record); McFarland 12/22/17 302, 

at 17. 
261 KTMF _ 00000048 (McFarland 2/26/17 Memorandum for the Record); see McFarland 12/22/17 

302, at 17. 
262 McFarland 12/22/17 302, at 17; KTMF _00000048 (McFarland 2/26/17 Memorandum for the 

Record). 
263 Priebus 1/18/18 302, at 9. 
264 Priebus 1/18/18 302, at 9; Flynn 1/19/18 302, at 9. 
265 Priebus 1/18/18 302, at 9-10. 
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historic proportion!"266 In late March or early April, the President asked McFarland to pass a 
message to Flynn telling him the President felt bad for him and that he should stay strong.267 

Analysis 

In analyzing the President's conduct related to the Flynn investigation, the following 
evidence is relevant to the elements of obstruction of justice: 

a. Obstructive act. According to Corney's account of his February 14, 2017 meeting 
in the Oval Office, the President told him, "I hope you can'see your way clear to letting this go, to 
letting Flynn go .... I hope you can let this go." In analyzing whether these statements constitute 
an obstructive act, a threshold question is whether Corney's account of the interaction is accurate, 
and, if so, whether the President's statements had the tendency to impede the administration of 
justice by shutting down an inquiry that could result in a grand jury investigation and a criminal 
charge. 

After Corney's account of the President's request to "let0 Flynn go" became public, the 
President publicly disputed several aspects of the story. The President told the New York Times 
that he did not "shoo other people out of the room" when he talked to Corney and that he did not 
remember having a one-on-one conversation with Comey.268 The President also publicly denied 
that he had asked Corney to "let[] Flynn go" or otherwise communicated that Corney should drop 
the investigation of Flynn. 269 In private, the President denied aspects of Corney's account to White 
House advisors, but acknowledged to Priebus that he brought Flynn up in the meeting with Corney 
and stated that Flynn was a good guy.270 Despite those denials, substantial evidence corroborates 
Corney's account. 

266 @rea!DonaldTrump 3/31/17 (7:04 a.m. ET) Tweet; see Shane Harris at al., Mike Flynn Offers 
to Testify in Exchange for Immunity, Wall Street Journal (Mar. 30, 2017). 

267 McFarland 12/22/17 302, at 18. 
268 Excerpts From The Times's Interview With Trump, New York Times (July 19, 2017). Hicks 

recalled that the President told her he had never asked Corney to stay behind in his office. Hicks 12/8/17 
302, at 12. 

269 In a statement on May 16, 2017, the White House said: "While the President has repeatedly 
expressed his view that General Flynn is a decent man who served and protected our country, the President 
has never asked Mr. Corney or anyone else to end any investigation, including any investigation involving 
General Flynn. . . . This is not a truthful or accurate portrayal of the conversation between the President 
and Mr. Corney." See Michael S. Schmidt, Gomey Memorandum Says Trump Asked Him to End Flynn 
Investigation, New York Times (May 16, 2017) (quoting White House statement); @rea!DonaldTrump 
12/3/17 (6:15 a.m. ET) Tweet ("I never asked Corney to stop investigating Flynn. Just more Fake News 
covering another Corney lie!"). 

270 Priebus recalled that the President acknowledged telling Corney that Flynn was a good guy and 
he hoped "everything worked out for him." Priebus 10/13/17 302, at 19. McGahn recalled that the 
President denied saying to Corney that he hoped Corney would let Flynn go, but added that he was "allowed 
to hope." The President told McGahn he did not think he had crossed any lines. McGahn 12/14/17 302, at 
8. 
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First, Corney wrote a detailed memorandum of his encounter with the President on the 
same day it occurred. Corney also told senior FBI officials about the meeting with the President 
that day, and their recollections of what Corney told them at the time are consistent with Corney's 
account.271 

Second, Corney provided testimony about the President's request that he "let[] Flynn go" 
under oath in congressional proceedings and in interviews with federal investigators subject to 
penalties for lying under 18 U .S.C. § 1001. Corney's recollections of the encounter have remained 
consistent over time. 

Third, the objective, corroborated circumstances of how the one-on-one meeting came to 
'occur support Corney's description of the event. Corney recalled that the President cleared the 
room to speak with Corney alone after a homeland security briefing in the Oval, Office, that 
Kushner and Sessions lingered and had to be shooed out by the President, and that Priebus briefly 
opened the door during the meeting, prompting the President to wave him away. While the 
President has publicly denied those details, other Administration officials who were present have 
confirmed Corney's account of how he ended up in a one-on-one meeting with the President.272 

And the President acknowledged to Priebus and McGalm that he in fact spoke to Corney about 
Flynn in their one-on-one meeting. 

Fourth, the President's decision to clear the room and, in particular, to exclude the Attorney 
General from the meeting signals that the President wanted to be alone, with Corney, which is 
consistent with the delivery of a message of the type that Corney recalls, rather than a more 
innocuous conversation that could have occurred in the presence of the Attorney General. 

Finally, Corney's reaction to the President's statements is consistent with the President 
having asked him to "let[] Flynn go." Corney met with the FBI leadership team, which agreed to 
keep the President's statements closely held and not to inform the team working on the Flynn 
investigation so that they would not be influenced by the President's request. Corney also promptly 
met with the Attorney General to ask him not to be left alone with the President again, an account 
verified by Sessions, FBI Chief of Staff James Rybicki, and Jody Hunt, who was then the Attorney 
General's chief of staff. 

A second question is whether the President's statements, which were not phrased as a direct 
, order to Co1,'lley, could impede or interfere with the FBI's investigation of Flynn. While the 
President said he "hope[d]" Corney could "let[] Flynn go," rather than affirmatively directing him 
to dq so, the circumstances of the conversation show that the President was asking Corney to close 
the FBI's investigation into Flynn. First, the President arranged the meeting with Corney so that 
they would be alone and purposely excluded the Attorney General, which suggests that the 
President meant to make a request to Corney that he did not want anyone else to hear. Second, 
because the President is tl)e head of the Executive Branch, when he says that he "hopes" a 
subordinate will do something, it is reasonable to expect that the subordinate will do what the 
President wants. Indeed, the President repeated a version of "let this go" three times, and Corney 

271 Rybicki 11/21/18 302, at4; McCabe 8/17/17 302, at 13-14. 
272 See Priebus 10/13/17 302, at 18; Sessions l/17/18 302, at 6. 
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testified that he understood the President's statements as a directive, which is corroborated by the 
way Corney reacted at the time. 

b. Nexus to a proceeding. To establish a nexus to a proceeding, it would be necessary 
to show that the President could reasonably foresee and actually contemplated that the 
investigation of Flynn was likely to lead to a grand jury investigation or prosecution. 

At the time of the President's one-on-one meeting with Corney, no grand jury subpoenas 
had been issued as part of the FBI's investi ation into Fl . But Fl 's lies to the FBI violated 
federal criminal law, , and resulted in Flynn's 
prosecution for violating 18 U.S.C. § 1001. By the time the President spoke to Corney about 
Flynn, DOJ officials had informed McGahn, who informed the President, that Flynn's statements 
to senior White House officials about his contacts with Kislyak were not true and that Flynn had 
told the same version of events to the FBI. McGahn also infonned the President that Flynn's 
conduct could violate 18 U.S.C. § 1001. After the Vice President and senior White House officials 
reviewed the underlying infonnation about Flynn's calls on February 10, 2017, they believed that 
Flynn could not have forgotten his conversations with Kislyak and conc.luded that he had been 
lying. In addition, the President's instruction to the FBI Director to "let[] Flynn go" suggests his 
awareness that Flynn could face criminal exposure for his conduct and was at risk of prosecution. 

c. Intent. As part of our investigation, we examined whether the President had a 
personal stake in the outcome of an investigation into Flynn-for example, whether the President 
was aware of Flynn's communications with Kislyak close in time to when they occurred, such that 
the President knew that Flynn had lied to senior White House officials and that those lies had been 
passed on to the public. Some evidence suggests that the President knew about the existence and 
content of Flynn's calls when they occurred, but the evidence is inconclusive and could not be 
relied upon to establish the President's knowledge. In advance of Flynn's initial call with Kislyak, 
the President attended a meeting where the sanctions were discussed and an advisor may have 
mentioned that Flynn was scheduled to talk to Kislyak. Flynn told McFarland about the substance 
of his calls with Kislyak and said they may have made a difference in Russia's response, and Flynn 
recalled talking to Bannon in early January 2017 about how they had successfully "stopped the 
train on Russia's response" to the sanctions. It would have been reasonable for Flynn to have 
wanted the President to know of his communications with Kislyak because Kislyak told Flynn his 
request had been received at the highest levels in Russia and that Russia had chosen not to retaliate 
in response to the request, and the President was pleased by the Russian response, calling it a 
"[g]reat move." And the President never said publicly or internally that Flynn had lied to him 
about the calls with Kislyak. 

But McFarland did not recall providing the President-Elect with Flynn's read-out of his 
calls with Kislyak, and Flynn does not have a specific recollection of telling the President-Elect 
directly about the calls. Bannon also said he did not recall hearing about the calls from Flynn. 
And in February 2017, the President asked Flynn what was discussed on the calls and whether he 
had lied to the Vice President, suggesting that he did not already know. Our investig11tion 
accordingly did not produce evidence that established that the President knew about Flynn's 
discussions of sang,tions before the Department of Justice notified the White House of those 
discussions in late January 2017. The evidence also does not establish that Flynn otherwise 
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possessed infonnation damaging to the President that would give the President a personal incentive 
to end the FBl's inquiry into Flynn's conduct. 

Evidence does establish that the President connected the Flynn investigation to the FBI's 
broader Russia investigation and that he believed, as he told Christie, that tenninating Flynn would 
end "the whole Russia thing." Flynn's firing occurred at a time when the media and Congress 
were raising questions about RtJssia's interference in the election and whether members of the 
President's campaign had colluded with Russia. Multiple witnesses recalled that the President 
viewed the Russia investigations as a challenge to the legitimacy of his election. The President 
paid careful attention to negative coverage of Flynn and reacted with annoyance and anger when 
the story broke disclosing that Flynn had discussed sanctions with Kislyak. Just hours before 
meeting one-on-one with Corney, the President told Christie that firing Flynn would put an end to 
the Russia inquiries. And after Christie pushed back, telling the President that firing Flynn would 
not end the Russia investigation, the President asked Christie to reach out to Corney and convey 

. that the President liked him and he was part of"the team." That afternoon, the President cleared 
the room and asked Corney to "let[] Flynn go." 

We also sought evidence relevant to assessing whether the President's direction to Corney 
was motivated by sympathy towards Flynn. In public statements the President repeatedly 
described Flynn as a good person who had been banned by the Russia investigation, and the 
President directed advisors to reach out to Flynn to tell him the President "care[ d]" 
about him and felt bad for him. At the same time, multiple senior advisors, including Bannon, 
Priebus, and Hicks, said that the President had become unhappy with Flynn well before Flynn was 
forced to resign and that the President was frequently irritated with Flynn. Priebus said he believed 
the President's initial reluctance to fire Flynn stemmed not from personal regard, but from concern 
about the negative press that would be generated by firing the National Security Advisor so early 
in the Administration. And Priebus indicated that the President's post-firing expressions of 
support. for Flynn were motivated by the President's desire to keep Flynn from saying negative 
things about him. 

The way in which the President communicated the request to Corney also is relevant to 
understanding the President's intent. When the President first learned about the FBI investigation 
into Flynn, he told McGahn, Bannon, and Priebus not to discuss the matter with anyone else in the 
White House. The next day, the President invited Corney for a one-on-one dinner against the 
advice of an aide who recommended that other White House officials also attend. At the dinner, 
the President asked Corney for "loyalty" and, at a different point in the conversation, mentioned 
that Flynn had judgment issues. When the President met with Corney the day after Flynn's 
tennination-shortly after being told by Christie that firing Flynn would not end the Russia 
investigation-the President cleared the room, even excluding the Attorney General, so that he 
could again speak to Corney alone. The President's decision to meet one-on-one with Corney 
contravened the advice of the White House Counsel that the President should not communicate 
directly with the Department of Justice to avoid any appearance of interfering in law enforcement 
activities. And the President later denied that he cleared the room and asked Corney to "let[] Flynn 
go"-a denial that would have been unnecessary ifhe believed his request was a proper exercise 
of prosecutorial discretion. 
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Finally, the President's effort to have McFarland write an internal email denying that the 
President had directed Flynn to discuss sanctions with Kislyak highlights the President's concern 
about being associated with Flynn's conduct. The evidence does not establish that the President 
was trying to have McFarland lie. The President's request, however, was sufficiently irregular 
that McFarland-who did not know the full extent of Flynn's communications with the President 
and thus could not make the representation the President wanted-felt the need to draft an internal 
memorandum documenting the President's request, and Eisenberg was concerned that the request 
would look like a quid pro quo in exchange for an ambassadorship. 

C. The President's Reaction to Public Confirmation of the FBI's Russia 
Investigation 

Overview 

In early March 2017, the President learned that Sessions was considering recusing from 
the Russia investigation and tried to prevent the recusal. After Sessions announced his recusal on 
March 2, the President expressed anger at Sessions for the decision and then privately asked 
Sessions to "unrecuse." On March 20, 2017, Corney publicly disclosed the existence of the FBI's 
Russia investigation. In the days that followed, the President contacted Corney and other 
intelligence agency leaders and asked them to push back publicly on the suggestion that the 
President had any connection to the Russian election-interference effort in order to "lift the cloud" 
of the ongoing investigation. 

Evidence 

1. Attorney General Sessions Recuses From the Russia Investigation 

In late February 2017, the Department of Justice began an internal analysis of whether 
Sessions should recuse from the Russia investigation based on his role in the 2016 Trump 
Campaign.273 On March I, 2017, the press reported that, in his January confirmation hearing to 
become Attorney General, Senator Sessions had not disclosed two meetings he had with Russian 
Ambassador Kislyak before the presidential election, leading to congressional calls for Sessions 
to recuse or for a special counsel to investigate Russia's interference in the presidential election.274 

Also on March 1, the President called Corney and said he wanted to check in and see how 
Corney was doing.275 According to an email Corney sent to his chief of staff after the call, the 
President "talked about Sessions a bit," said that he had heard Corney was "doing great," and said 
that he hoped Corney would come by to say hello when he was at the White House.276 Corney 

273 Sessions 1/17/18 302, at 1; Hunt 2/1/18 302, at 3. 
274 E.g., Adam Entous et al., Sessions met with Russian envoy twice last year, encounters he later 

did not disclose, Washington Post (Mar. 1, 2017). 
275 3/1/17 Email, Corney to Rybicki; SCR012b _ 000030 (President's Daily Diary, 3/1/17, reflecting 

call with Corney at 11:55 am.) 
276 3/1/17 Email, Corney to Rybicki; see Hearing on Russian Election lnte,ference Before the 

Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (CQ Cong. Transcripts, at 86) (testimony 
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interpreted the call as an effort by the President to "pull [him] in," but he did not perceive the call 
as an attempt by the President to find out what Corney was doing with the Flynn investigation.277 

The next morning, the President called McGahn and urged him to contact Sessions to tell 
him not to recuse himself from the Russia' investigation.278 McGahn understood the President to 
be concerned that a recusal would make Sessions look guilty for omitting details in his 
confirmation hearing; leave the President unprotected from an investigation that could hobble the 
presidency and derail his policy objectives; and detract from favorable press coverage of a 
Presidential Address to Congress the President had delivered earlier in the week.279 McGahn 
reached out to Sessions and reported that the President was not happy about the possibility of 
recusal.280 Sessions replied that he intended to follow the rules on recusal.281 McGahn reported 
back to the President about the call with Sessions, and the President reiterated that he did not want 
Sessions to recuse. 282 Throughout the day, McGahn continued trying on behalf of the President to 
avert Sessions's recusal by speaking to Sessions's personal counsel, Sessions's chief of staff, and 
Senate Majority Leader Mitch McConnell, and by contacting Sessions himself two more times.283 

Sessions recalled that other White House advisors also called him that day to argue against his 
recusal.284 

That afternoon, Sessions announced his decision to recuse "from any existing or future 
investigations of any matters related in any way to the campaigns for President of the United 
States."285 Sessions believed the decision to recuse was not a close call, given the applicable 

of James B. Corney, former Director of the FBI) ("[H]e called me one day .... [H]e just called to check in• 
and tell me I was doing an awesome job, and wanted to see how I was doing."). 

277 Corney 11/15/17 302, at 17-18. 
278 McGahn I 1/30/17 302, at 16. 
279 McGahn 11/30/17 302, at 16-17; see SC_AD_00123 (Donaldson 3/2/17 Notes) ("Just in the 

middle of another Russia Fiasco."). 
280 Sessions 1/17/18 302, at 3. 
281 McGahn l 1/30/17 302, at 17. 
282 McGahn 11/30/17 302, at 17. 
283 McGahn 11/30/17 302, at 18-19; Sessions 1/17/18 302, at 3; Hunt 2/1/18 302, at4; Donaldson 

11/6/17 302, at 8-10; see Hunt-000017; SC _AD_ 00121 (Donaldson 3/2/17 Notes). 
284 Sessions 1/17/18 302, at 3. 
285 Attorney General Sessions Statement on Recusal, Department of Justice Press Release (Mar. 2, 

2017) ("During the course of the last several weeks, I have met with the relevant senior career Department 
officials to discuss whether i should recuse myself from any matters arising from the campaigns for 
President of the United States. Having concluded those meetings today, I have decided to recuse myself 
from any existing or future investigations of any matters related in any way to the campaigns for President 
of the United States."). At the time ofSessions's recusal, Dana Boente, then the Acting Deputy Attorney 
General and U.S. Attorney for the Eastern District of Virginia, became the Acting Attorney General for 
campaign-related matters pursuant to an executive order specifying the order of succession at the 
Department of Justice. Id. ("Consistent with the succession order for the Department of Justice, ... Dana 
Boente shall act as and perform the functions of the Attorney General with respect to any matters from 
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language in the Code of Federal Regulations (CFR), which Sessions considered to be clear and 
decisive.286 Sessions thought that any argument that the CFR did not apply to him was "very 
thin."287 Sessions got the impression, based on calls he received from White House officials, that 
the President was very upset with him and did not think he had done his duty as Attorney 
General. 288 

Shortly after Sessions announced his recusal, the White House Counsel's Office directed 
that Sessions should not be contacted about the matter.289 Internal White House Counsel's Office 
notes from March 2, 2017, state "No contact w/Sessions" and "No comms / Serious concerns about 
obstruction. ,mo 

On March 3, the day after Sessions's recusal, McGahn was called into the Oval Office.291 

Other advisors were there, including Priebus and Bannon.292 The President opened the 
conversation by saying, "I don't have a lawyer."293 The President expressed anger at McGahn 
about the recusal and brought up Roy Cohn, stating that he wished Cohn was his attomey.294 

McGahn interpreted this conunent as directed at him, suggesting that Cohn would fight for the 

which I have recused myself to the extent they exist."); see Exec. Order No. 13775, 82 Fed. Reg. 10697 
(Feb. 14, 2017). 

286 Sessions 1/17/18 302, at 1-2. 28 C.F.R. § 45.2 provides that "no employee shall participate in a 
criminal investigation or prosecution ifhe has a personal or political relationship with ... [a]ny person or 
organization substantially involved in the conduct that is the subject of the investigation or prosecution," 
and defines "political relationship" as "a close identification with an elected official, a candidate (whether 
or not successful) for elective, public office, a political party, or a campaign organization, arising from 
service as a principal adviser thereto or a principal official thereof." 

287 Sessions 1/17/18 302, at 2. 
288 Sessions 1/17/18 302, at 3. 
289 Donaldson 11/6/17 302, at 11; SC _AD_ 00123 (Donaldson 3/2/17 Notes). It is not clear whether 

the President was aware of the White House Counsel's Office direction not to contact Sessions about his 
recusal. 

290 SC_AD_00123 (Donaldson 3/2/17 Notes). McGalm said he believed the note "No comms / 
Serious concerns about obstruction" may have referred to concerns McGalm had about the press team 
saying "crazy things" and trying to spin Sessions's recusal in a way that would raise concerns about 
obstruction. McGalm 11/30/17 302, at 19. Donaldson recalled that "No comms" referred to the order that 
no one should contact Sessions. Donaldson 11/6/17 302, at IL 

291 McGalm 12/12/17 302, at 2. 
292 McGahn 12/12/17 302, at 2. 
293 McGahn 12/12/17 302, at 2. 
294 McGahn 12/12/17 3()2, at 2. Cohn had previously served as a lawyer for the President during 

his career as a private businessman. Priebus recalled that when the President talked about Cohn, he said 
Cohn would win cases for him that had no chance, and that Cohn had done incredible things for him. 
Priebus 4/3/18 302, at 5. Bannon recalled the President describing Cohn as a winner and a fixer, someone 
who got things done. Bannon 2/14/18 302, at 6. 
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President whereas McGahn would not. 295 The President wanted McGahn to talk to Sessions about 
the recusal, but McGahn told the President that DOJ ethics officials had weighed in on Sessions's 
decision to recuse.296 The President then brought up fonner Attorneys General Robert Kennedy 
and Eric Holder and said that they had protected their presidents.297 The President also pushed 
back on the DOJ contacts policy, and said words to the effect of, "You're telling me that Bobby 
and Jack didn't talk about investigations? Or Obama didn't tell Eric Holder who to investigate?"298 

Bannon recalled that the President was as mad as Bannon had ever seen him and that he screamed 
at McGahn about how weak Sessions was.299 Bannon recalled telling the President that Sessions' s 
recusal was not a surprise and that before the inauguration they had discussed that Sessions would 
have to recuse from campaign-related investigations because of his work on the Trump 
Campaign.300 

That weekend, Sessions and McGahn flew to Mar-a-Lago to meet with the President.301 

Sessions recalled that the President pulled him aside to speak to him alone and suggested that 
Sessions should "unrecuse" from the Russia investigation.302 The President contrasted Sessions 
with Attorneys General Holder and Kennedy, who had developed a strategy to help their presidents 
where Sessions had not.303 Sessions said he had the impression that the President feared that the 
investigation could spin out of control and disrupt his ability to govern, which Sessions could have 
helped avert ifhe were still overseeing it.304 

On March 5, 2017, the White House Counsel's Office was infonned that the FBI was 
asking for transition-period records relating to Flynn-indicating that the FBI was still actively 
investigating him.305 On March 6, the President told advisors he wanted to call the Acting Attorney 

295 McOahn 12/12/17 302, at 2. 
296 McGahn 12/12/17 302, at 2. 
297 McOahn 12/12/17 302, at 3. Bannon said the President saw Robert Kennedy and Eric Holder 

as Attorneys General who protected the presidents !hey served. The President thought Holder always stood 
up for President Obama and even took a contempt charge for him, and Robert Kennedy always had his 
brother's back. Bannon 2/14/18 302, at 5. Priebus recalled that the President said he had been told his 
entire life he needed to have a great lawyer, a "bulldog," and added that Holder had been. willing to take a 
contempt-of-Congress charge for President Obama. Priebus 4/3/18 302, at 5. 

298 McGahn 12/12/17 302, at 3. 
299 Bannon 2/14/18 302, at 5. 
300 Bannon 2/14/18 302, at 5. 
301 Sessions 1/17/18 302, at 3; Hunt 2/1/18 302, at 5; McGahn 12/12/17 302, at 3. 
302 Sessions 1/17/18 302, at 3-4. 
303 Sessions 1/17/18 302, at 3-4 
304 Sessions 1/17 /l 8 302, at 3-4. Hicks recalled that after Sessions recused, the President was angry 

and scolded Sessions in her presence, but she could not remember exactly when that conversation occurred. 
Hicks 12/8/17 302, at 13. · 

305 SC_AD_000137 (Donaldson 3/5/17 Notes); see Donaldson 11/6/17 302, at 13. 
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General to fmd out whether the White House or the President was being investigated, although it 
is not clear whether the President knew at that time of the FBI's recent request concerning Flynn. 306 

2. FBI Director Corney Publicly Confirms the Existence of the Russia 
Investigation in Testimony Before HPSCI 

On March 9, 2017, Corney briefed the "Gang of Eight" congressional leaders about the 
FBI's investigation of Russian interference, including an identification of the principal U.S. 
subjects of the investigation. 307 Although it is unclear whether the President knew of that briefing 
at the time, notes taken by Annie Donaldson, then McGahn's chief of staff, on March 12, 2017, 
state, "POTUS in panic/chaos ... Need binders to put in front of POTUS. (1) All things related 
to Russia."308 The week after Corney's briefing, the White House Counsel's Office was in contact 
with SSCI Chairman Senator Richard Burr about the Russia investigations and appears to have 
received information about the status of the FBI investigation.309 

On March 20, 2017, Corney was scheduled to testify before HPSCI.310 In advance of 
Corney's testimony, congressional officials made clear that they wanted Corney to provide 
information about the ongoing FBI investigation.311 Dana Boente, who at that time was the Acting 
Attorney General for the Russia investigation, authorized Corney to confirm the existence of the 
Russia investigation and agreed that Corney should decline to comment on whether any particular 
individuals, including the President, were being investigated.312 

306 Donaldson 11/6/17 302, at 14; see SC_AD_000168 (Donaldson 3/6/17 Notes)("POTUS wants 
to call Dana [then the Acting Attomey General for campaign-related investigations] I Is investigation/ No I 
We know something on Flynn/ GSA got contacted by FBI/ There's something hot"). 

307 Corney 11/15/17 302, at 13-14; SNS-Classified-0000140-44 (3/8/17 Email, Gauhar to Page et 
al.). 

308 SC_ AD_ 00188 (Donaldson 3/12/18 Notes). Donaldson said she was not part of the conversation 
that led to these notes, and must have been told about it from others. Donaldson 11/6/17 302, at 13. 

309 Donaldson 11/6/17 302, at 14-15. On March 16, 2017, the White House Counsel's Office was 
briefed by Senator Burr on the existence of"4-5 targets." Donaldson 11/6/17 302, at 15. The "targets" 
were identified in notes taken by Donaldson as "Flynn (FBI was in-wrappingup)-->DOJ looking for phone 
records"; "Comey-->Manafort (Ukr + Russia, not campaign)"; !e•m • ■ ■I "Carter Page ($ 
game)"; and "Greek Guy" (potentially referring to George Papaopoulos, later charged with violating 18 
U.S.C. § 1001 for lying to the FBI). SC_AD_00198 (Donaldson 3/16/17 Notes). Donaldson andMcGahn 
both said they believed these were targets of SSCI. Donaldson 11/6/17 302, at 15; McGahn 12112/17 302, 
at 4. But SSC! does not formally investigate individuals as "targets"; the notes on their face reference the 
FBI, the Department of Justice, and Corney; and the notes track the background materials prepared by the 
FBI for Corney's briefmg to the Gang of 8 on March 9. See SNS-Classified-0000140-44 (3/8/17 Email, 
Gauhar to Page et al.); see also Donaldson 11/6/17 302, at 15 (Donaldson could not rule out that Burr had 
told McGahn those individuals were the FBI's targets). ' 

310 Hearing on Russian Election Tampering Before the House Permanent Select Intelligence 
Committee, 115th Cong. (Mar. 20, 2017). 

m Corney 11/15/17 302, at 16; McCabe 8/17/17, at 15; McGahn 12/14/17 302, at L 
312 Boente 1/31/18 302, at 5; Corney 11/15/17 302, at 16-17. 
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In his opening remarks at the HPSCI hearing, which were drafted in consultation with the 
Department of Justice, Corney stated that he had "been authorized by the Department of Justice to 
confirm that the FBI, as part of [its] counterintelligence mission, is investigating the Russian 
government's efforts to interfere in the 2016 presidential election and that includes investigating 
the nature of any links between individuals associated with the Trump campaign and the Russian 
government and whether there was any coordination between the campaign and Russia's efforts. 
As with any counterintelligence investigation, this will also include an assessment of whether any 
crimes were committed."313 Corney added that he would not comment further on what the FBI 
was "doing and whose conduct [it] [was] examining" because the investigation was ongoing and 
classified-but he observed that he had "taken the extraordinary step in consultation with the 
Department of Justice of briefing this Congress's leaders ... in a classified setting in detail about 
the investigation."314 Corney was specifically asked whether President Trump was "under 
investigation during the campaign" or "under investigation now."315 Corney declined to answer, 
stating, "Please don't over interpret what I've said as-as the chair and ranking know, we have 
briefed him in great detail on the subjects of the investigation and what we're doing, but I'm not 
gonna answer about anybody in this forum."316 Corney was also asked whether the FBI .was 
investigating the information contained in the Steele reporting, and he declined to answer.317 

According to McGahn and Donaldson, the President had expressed frustration with Corney 
before his March 20 testimony, and the testimony made matters worse.318 The President had 
previously criticized Corney for too frequently making headlines and for not attending intelligence 
briefings at the White House, and the President suspected Corney of leaking certain information 
to the media.319 McGahn said the President thought Corney was acting like "his own branch of 
government. "320 

313 Hearing on Russian Election Tampering Before the House Permanent Select Intelligence 
Committee, 115th Cong. (Mar. 20, 2017) (CQ Cong. Transcripts, at 11) (testimony by FBI Director James 
B. Corney); Corney 11/15/17 302, at 17; Boente 1/31/18 302, at5 (confirming that the Department of Jnstice 
authorized Corney's remarks). 

314 Hearing on Russian Election Tampering Before the House Permanent Select Intelligence 
Committee, 115th Cong. (Mar. 20, 2017) (CQ Cong. Trdllscripts, at 11) (testimony by FBI Director James 
B. Corney). 

315 Hearing on Russian Election Tampering Before the House Permanent Select Intelligence 
Committee, 115th Cong. (Mar. 20, 2017) (CQ Cong. Transcripts, at 130) (question by Rep. Swi)lwell). 

316 Hearing on Russian Election Tampering Before the House Permanent Select Intelligence 
Committee, 115th Cong. (Mar. 20, 2017) (CQ Cong. Transcripts, at 130) (testimony by FBI Director James 
B.Comey). 

317 Hearing on Russian Election Tampering Before the House Permanent Select Intelligence 
Committee, 115th Cong. (Mar. 20, 2017) (CQ Cong. Transcripts, at 143) (testimony by FBI Director James 
B. Corney). 

318 Donaldson 11/6/17 302, at 21; McGahn 12/12/17 302, at 7. 
319 Donaldson 11/6/17 302, at 21; McGahn 12/12/17 302, at 6-9. 
320 McGahn 12/12/17 302, at 7. 
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Press reports following Corney's March 20 testimony suggested that the FBI was 
investigating the President, contrary to what Corney had told the President at the end of the January 
6, 2017 intelligence assessment briefing.321 McGahn, Donaldson, and senior advisor Stephen 
Miller recalled that the President was upset with Corney's testimony and the press coverage that 
followed because of the suggestion that the President was under investigation.322 Notes from the 
White House Counsel's Office dated March 21, 2017, indicate that the President was "beside 
himself' over Corney's testimony.323 The President called McGahn repeatedly that day to ask him 
to intervene with the Department of Justice, and, according to the notes, the President was "getting 
hotter and hotter, get rid?"324 Officials in the White House Counsel's Office became so concerned 
that the President would fire Corney that they began drafting a memorandum that examined 
whether the President needed cause to terminate the FBI director.325 

At the President's urging, McGahn contacted Boente several times on March 21, 2017, to 
seek Boente's assistance in having Corney or the Department of Justice correct the misperception 
that the President was under investigation. 326 Boente did not specifically recall the conversations, 
although he did remember one conversation with McGahn around this time where McGahn asked 
if there was a way to speed up or end the Russia investigation as quickly as possible.327 Boente 
said McGahn told him the President was under a cloud and it made it hard for him to govem.328 

Boente recalled telling McGahn that there was no good way to shorten the investigation and 
attempting to do so could erode confidence in the investigation's conclusions.329 Boente said 
McGahn agreed and dropped the issue. 330 The President also sought to speak with Boente directly, · 
but McGahn told the President that Boente did not want to talk to the President about the request 

321 E.g., Matt Apuzzo et al., F.B.l. Is Investigating Trump's Russia Ties, Camey Confirms, New 
York Times (Mar. 20, 2017); Andy Greenberg. The FBI Has Been Investigating Trump's Russia Ties Since 
July, Wired (Mar. 20, 2017); Julie Borger & Spencer Ackerman, Trump-Russia collusion is being 
investigated by FBI, Corney confirms, Guardian (Mar. 20, 2017); see Corney l/6/17 Memorandum, at 2. 

322 Donaldson 11/6/17 302, at 16-17; S. Miller 10/31/17 302, at 4; McGahn 12/12/17 302, at 5-7. 
323 SC_AD_00213 (Donaldson 3/21/17 Notes). The notes from thaf day also indicate that the 

President referred to the "Corney bombshell" which "made [him] look like a fool." SC_AD_00206 
(Donaldson 3/21/17 Notes). 

324 SC_AD_00210 (Donaldson 3/21/17 Notes). 
325 SCR016 000002-05 (White House Counsel's Office Memorandum). White House Counsel's 

Office attorney Utta~ Dhillon did not recall a triggering event causing the White House Counsel's Office 
to begin this research. Dhillon 11/21/17 302, at 5. Metadata from the document, which was provided by 
the White House, establishes that it was created on March 21, 2017. 

326 Donaldson 11/6/17 302, at 16-21; McGahn 12/12/17 302, at 5-7. 
327 Boente 1/31/18 302, at 5. 
328 Boente 1/31/18 302, at 5. 
329 Boente 1/31/18 302, at 5. 
330 Boente l/31/18 302, at 5. 

54 



19466

265 

u . .:,. u,;parum:m 01 Ju~u1,;~ 
:tl,ttemey Wofk Pfodtiet / / May Ct)l:;ttttitt Mttteritt! Pi'Oteetea Ufitier Fed. R. Cam. P. 6(e~ 

to intervene with Comey.331 McGabn recalled Boente telling him in calls that day that he did not 
think it was sustainable for Corney to stay on as FBI director for the next four years, which 
McGabn said he conveyed to the President.332 Boente did not recall discussing with McGahn or 
anyone else the idea that Corney should not continue as FBI director.333 

3. The President Asks Intelligence Community Leaders to Make Public 
Statements that he had No Connection to Russia 

In the weeks following Corney's March 20, 2017 testimony, the President repeatedly asked 
intelligence community officials to push back publicly on any suggestion that the President had a 
connection to the Russian election-interference effort. 

On March 22, 2017, the President asked Director ofNational Intelligence Daniel Coats and 
CIA Director Michael Pompeo to stay behind in the Oval Office after a Presidential Daily 
Briefing. 334 According to Coats, the President asked them whether they could say publicly that no 
link existed between him and Russia. 335 Coats responded that the Office of the Director ofNational 
Intelligence (ODNI) has nothing to do with investigations and it was not his role to make a public 
statement on the Russia investigation. 336 Pompeo had no recollection of being asked to stay behind 
after the March 22 briefing, but he recalled that the President regularly urged officials to get the 
word out that he had not done anything wrong related to Russia.337 

Coats told this Office that the President never asked him to speak to Corney about the FBI 
investigation.338 Some ODNI staffers, however, had a different recollection of how Coats 
described the meeting immediately after it occurred. According to senior ODNI ·official Michael 
Dempsey, Coats said after the meeting that the President had brought up the Russia investigation 
and asked him to contact Corney to see if there was a way to get past the investigation, get it over 
with, end it, or words to that effect.339 Dempsey said that Coats described the President's 
comments as falling "somewhere between musing about hating the investigation" and wanting 
Coats to "do something to stop it."340 Dempsey said Coats made it clear that he would not get 
involved with an ongoing FBI investigation.341 Edward Gistaro, another ODNI official, recalled 

331 SC_AD_00210 (Donaldson 3/21/17 Notes); McGahn 12/12/17 302, at 7; Donaldson 11/6/17 
302, at 19. 

332 McGahn 12/12/17 302, at 7; Burnham 11/03/17 302, at 11. 
333 Boente 1/31/18 302, at 3. 
334 Coats 6/14/17 302, at 3; Culver 6/14/17 302, at 2. 
335 Coats 6/14/17 302, at 3. 
336 Coats 6/14/17 302, at 3. 
337 Pompeo 6/28/17 302, at 1-3. 
338 Coats 6/14/17 302, at 3. 
339 Dempsey 6/14/17 302, at 2. 
340 Dempsey 6/14/17 302, at 2-3. 
341 Dempsey 6/14/17 302, at 3. 
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that right after Coats's meeting with the President, on the walk from the Oval Office back to the 
Eisenhower Executive Office Building, Coats said that the President had kept him behind to ask 
him what he could do to "help with the investigation."342 Another ODNI staffer who had been 
waiting for Coats outside the Oval Office talked to Gistaro a few minutes later and recalled Gistaro 
reporting that Coats was upset because the President had asked him to contact Corney to convince 
him there was nothing to the Russia investigation. 343 

On Saturday, March 25,2017, three days after the meeting in the Oval Office, the President 
called Coats and again complained about the Russia investigations, saying words to the effect of, 
"I can't do anything with Russia, there's things I'd like .to do with Russia, with trade, with ISIS, 
they're all over me with this."344 Coats told the President that the investigations were going to go 
on and the best thing to do was to let them run their course.345 Coats later testified in a 
congressional hearing that he had "never felt pressure to intervene or interfere in any way and 
shape-with shaping intelligence in a political way, or in relationship . • . to an ongoing 
investigation. "346 

On March 26, 2017, the day after the President called Coats, the President called NSA 
Director Admiral Michael Rogers.347 The President expressed frustration with the Russia 
investigation, saying that it made relations with the Russians difficult.348 The President told 
Rogers "the thing with the Russians [ wa ]s messing up" his ability to get things done with Russia. 349 

The President also said that the news stories linking him with Russia were not true and asked 
Rogers if he could do anything to refute the stories.350 Deputy Director of the NSA Richard 
Ledgett, who was present for the call, said it was the most unusual thing he had experienced in 40 
years of government service.351 After the call concluded, Ledgett prepared a memorandum that 
he and Rogers both signed documenting the content of the conversation and the President's 
request, and they placed the memorandum in a safe. 352 But Rogers did not perceive the President's 
request to be an order, and the President did not ask Rogers to push back on the Russia 

342 Gistaro 6/14/17 302, at 2. 
343 Culver 6/14/17 302, at 2-3. 
344 Coats 6/14/17 302, at 4. 
345 Coats 6/14/17 302, at 4; Dempsey 6/14/17 302, at 3 (Coats relayed that the President had asked 

several times what Coats could do to help "get [the investigation] done," and Coats had repeatedly told the 
President that fastest way to "get it done" was to let it run its course). 

346 Hearing on Foreign Intelligence Surveillance Act Before the Senate Select Intelligence 
Committee, 115th Cong. (June 7, 2017) (CQ Cong. Transcripts, at 25) (testimony hy Daniel Coats, Director 
of National Intelligence). 

347 R~gers 6/12/17 302, at 3-4. 
348 Rogers 6/12/17 302, at 4. 
349 Ledgett 6/13/17 302, at 1-2; see Rogers 6/12/17 302, at 4. 
350 Rogers 6/12/17 302, at 4-5; Ledgett 6/13/17 302, at 2. 
351 Ledgett 6/13/17 302, at 2. 
352 Ledgett 6/13/17 302, at 2-3; Rogers 6/12/17 302, at 4. 
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investigation itself.353 Rogers later testified in a congressional hearing that as NSA Director he 
had "never been directed to do anything [he] believe[d] to be illegal, immoral, unethical or 
inappropriate" and did "not recall ever feeling pressured to do so."354 

In addition to the specific comments made to Coats, Pompeo, and Rogers, the President 
spoke on other occasions in the presence of intelligence community officials about the Russia 
investigation and stated that it interfered with his ability to conduct foreign relations.355 On at least 
two occasions, the President began Presidential Daily Briefings by stating that there was no 
collusion with Russia and he hoped a press statement to that effect could be issued.356 Pompeo 
recalled that the President vented about the investigation on multiple occasions, complaining that 
there was no evidence against him and that nobody would publicly defend him.357 Rogers recalled 
a private conversation with the President in which he ''vent[ed]" about the investigation, said he 
had done nothing wrong, and said something like the "Russia thing has got to go away."358 Coats 
recalled the President bringing up the Russia investigation several times, and Coats said he finally 
told the President that Coats's job was to provide intelligence and not get involved in 
investigations.359 

4. The President Asks Corney to "Lift the Cloud" Created by the Russia 
Investigation 

On the morning of March 30, 2017, the President reached out to Corney directly about the 
Russia investigation.360 According to Corney's contemporaneous record of the conversation, the 
President said "he was trying to run the country and the cloud of this Russia business was making 

353 Rogers 6/12/17 302, at 5; Ledgett 6/13/17 302, at 2. 
354 Hearing on Foreign Intelligence Surveillance Act Before the Senate Select Intelligence 

Committee, 115th Cong. (June 7, 2017) (CQ Cong. Transcripts, at 20) (testimony by Admiral Michael 
Rogers, Director of the National Security Agency). 

355 Gistaro 6/14/17 302, at!, 3; Pompeo 6/28/17 302, at 2-3. 
356 Gistaro 6/14/17 302, at 1. 

357 Pompeo 6/28/17 302, at 2. 
358 Rogers 6/12/17 302, at 6. 
359 Coats 6/14/17 302, at 3-4. 
360 SCR012b_000044 (President's Daily Diary, 3/30/17, reflecting call to Corney from 8:14- 8:24 

a.m.); Corney 3/30/17 Memorandum, at 1 ("The President called me on my CMS phone at 8:13 am today . 
. . . The call lasted 11 minutes (about 10 minutes when he was connected)."; Hearing on Russian Election 
Inte,ference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI, at 6). 
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that difficult."361 The President asked Corney what could be done to "lift the cloud."362 Corney 
explained "that we were running it down as quickly as possible and that there w;ould be great 
benefit, if we didn't find anything, to our Good Housekeeping seal of approval, but we had to do 
our work."363 Corney also told the President that congressional leaders were aware that the FBI 
was not investigating the President personally.364 The President said several times, "We need to 
get that fact out."365 The President commented that if there was "some satellite" (which Corney 
took to mean an associate of the President's or the campaign) that did something, "it would be 
good to find that out" but that he himself had not done anything wrong and he hoped Corney 
"would find a way to get out that we weren't investigating him."366 After the call ended, Corney 
called Boente and told him about the conversation, asked for guidance on how to respond, and said 
he was uncomfortable with direct contact from the President about the investigation.367 

On the morning of April 11, 2017, the President called Corney again.368 According to 
Corney's contemporaneous record of the conversation, the President said he was "following up to 
see if [Corney] did what [the President] had asked last time-getting out that he personally is not 
under investigation."369 Corney responded that he had passed the request to Boente but not heard 
back, and he informed the President that the traditional channel for such a request would be to 

361 Corney 3/30/17 Memorandum, at 1. Corney subsequently testified before Congress about this 
conversation and described it to our Office; his recollections were consistent with his memorandum. 
Hearing on Russian Election Inteiference Before the Senate Select Intelligence Committee, 115th Cong. 
(June 8, 2017) (Statement for the Record of James B. Corney, former Director of the FBI, at 6); Corney 
11/15/17 302, at 18. 

362 Corney 3/30/17 Memorandum, at 1; Corney 11/15/17 302, at 18. 
363 Corney 3/30/17 Memorandum, at l; Corney 11/15/17 302, at 18. 
364 Corney 3/30/l 7 Memorandum, at 1; Hearing on Russian Election lnterfere~ce Before the Senate 

Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, 
former Director of the FBI, at 6). 

365 Corney 3/30/l 7 Memorandum, at I; Hearing on Russian Election Interference Before the Senate 
Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, 
former Director of the FBI, at 6). 

366 Corney 3/30/17 Memorandum, at l; Hearing on Russian Election lnteiference Before the Senate 
Select Intelligence Committee, 115th.Cong. (June 8, 2017) (Statement for the Record of James B. Corney, 
former Director of the FBI, at 6-7). 

367 Corney 3/30/17 Memorandum, at 2; Boente 1/31/18 302, at 6-7; Hearing on Russian Election 
lnteiference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, former Director of the FBI,.at 7). 

368 SCR012b _000053 (President's Daily Diary, 4/11/17, reflecting call to Corney from 8:27 - 8:31 
a.m.); Corney 4/11/17 Memorandum, at 1 ("I returned the president's call this morning at 8:26 am EDT. 
We spoke for about four minutes."). 

369 Corney 4/11/17 Memorandum, at 1. Corney subsequently testified before Congress about this 
conversation and his recollections were consistent with his memo. Hearing on Russian Election 
Interference Before the Senate Select Intelligence Committee, 115th Cong. (June 8, 2017) (Statement for 
the Record of James B. Corney, ·former Director of the FBI, at 7). 
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have the White House Counsel contact DOJ leadership. 370 The President said he would take that 
step. 371 The Pre.sident then added, "Because I have been very loyal to you, very loyal, we had that 
thing, you know."372 In a televised interview that was taped early that afternoon, the President was 
asked if it was too late for him to ask Corney to step down; the President responded, "No, it's not 
too late, but you know, I have confidence in him. We'll see what happens. You know, it's going 
to be interesting."373 After the interview, Hicks told the President she thought the President's 
comment about Corney should be removed from the broadcast of the interview, but the President 
wanted to keep it in, which Hicks thought was unusual.374 

Later that day, the President told senior advisors, including McGahn and Priebus, that he 
had reached out to Corney twice in recent weeks.375 The President acknowledged that McGahn 
would not approve of the outreach to Corney because McGahn had previously cautioned the 
President that he should not talk to Corney directly to prevent any perception that the White House 
was interfering with investigations.376 The President told McGahn that Comey had indicated the 
FBI could make a public statement that the President was not under investigation if the Department 
of Justice approved that action.377 After speaking with the President, McGahn followed up with 
Boente to relay the President's understanding that the FBI could make a public announcement if 
the Department of Justice cleared it.378 McGahn recalled that Boente said Corney had told him 
there was nothing obstructive about the calls from the President, but they made Corney 
uncomfortable.379 According to McGahn, Boente responded that he did not want to issue a 
statement about the President not being under investigation because of the potential political 
ramifications and did not want to order Corney to do it because that action could prompt the 

37° Corney 4/11/17 Memorandum, at l. 
371 Corney 4/11/17 Memorandum, at 1. 
372 Corney 4/11/17 Memorandum, at 1. In a footnote to this statement in his memorandum, Corney 

wrote, "His use of these words did not fit with the flow of the call, which at that point had moved away 
from any request ofme, but I have recorded it here as it happened." 

373 Maria Bartiromo, Interview with President Trump, Fox Business Network (Apr. 12, 2017); 
SCR0J2b_000054 (President's Daily Diary, 4/11/17, reflecting Bartiromo interview from 12:30 - 12:55 
p.m.). 

374 Hicks 12/8/17 302, at 13. 
375 Priebus 10/13/17 302, at 23; McGahn 12/12/17 302, at 9. 
376 Priebus 10/13/17 302, at 23; McGahn 12/12/17 302, at 9; see McGahn 11/30/17 302, at 9; 

Dhillon 11/21/17 302, at 2 (stating that White House Counsel attorneys had advised the President not to 
contact the FBI Director directly because it could create a perception he was interfering with investigations). 
Later in April, the President told other attorneys in the White House Counsel's Office that he had called 
Corney even though he knew they had advised against direct contact. Dhillon 11/21/17 302, at 2 (recalling 
that the President said, "I know you told me not to, but I C!llled Corney anyway."). 

377 McGahn 12/12/17 302, at 9. 
378 McGahn 12/12/17 302, at 9. 
379 McGahn 12/12/17 302, at 9; see Boente 1/31/18 302, at 6 (recalling that Corney told him after 

the March 30, 2017 call that it was not obstructive). 
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appointment of a Special Counsel.380 Boente did not recall that aspect of his conversation with 
McGahn, but did recall telling McGahn that the direct outreaches from the President to Corney 
were a problem.381 Boente recalled that McGahn agreed and said he would do what he could to 
address that issue.382 

Analysis 

In analyzing the President's reaction to Sessions's recusal and the requests he made to 
Coats, Pompeo, Rogers, and Corney, the following evidence is relevant to the elements of 
obstruction of justice: 

a. Obstructive act. The evidence shows that, after Corney's March 20, 2017 
testimony, the President repeatedly reached out to intelligence agency leaders to discuss the FBI's 
investigation. But witnesses had different recollections of the precise content of those outreaches. 
Some ODNI officials recalled that Coats told them immediately after the March 22 Oval Office 
meeting that the President asked Coats to intervene with Corney and "stop" the investigation. But 
the first-hand witnesses to the encounter remember the conversation differently. Pompeo had no 
memory of the specific meeting, but generally recalled the President urging officials to get the 
word out that the President had not done anything wrong related to Russia. Coats recalled that the 
President asked that Coats state publicly that no link existed between the President and Russia, but 
did not ask him to speak with Corney or to help end the investigation. The other outreaches by the 
President during this period were similar in nature. The President asked Rogers if he could do 
anything to refute the stories linking the President to Russia, and the President asked Corney to 
I11ake a public statement that would "lift the cloud" of the ongoing investigation by making clear 
that the President was not personally under investigation. These requests, while significant enough 
that Rogers thought it important to document the encounter in a written memorandum, were not 
interpreted by the officials who received them as directives to improperly interfere with the 
investigation. 

b. Nexus to a proceeding. At the time of the President's outreaches to leaders of the 
intelligence agencies in late March and early April 2017, the FBI's Russia investigation did not 
yet involve grand jury proceedings. The outreaches, however, came after and were in response to 
Corney's March 20, 2017 announcement that the FBI, as a part of its counterintelligence mission, 
was conducting an investigation into Russian interference in the 2016 presidential election. 
Corney testified that the, investigation included any links or coordination with Trump campaign 
officials and would "include an-assessment of whether any crimes were committed." 

c. Intent. As described above, the evidence does not establish that the President asked 
or directed intelligence agency leaders to stop or interfere with the FBI's Russia investigation­
and the President affirmatively told Corney that if "some satellite" was involved in Russian 
election interference "it would be good to find that out." But the President's intent in trying to 
prevent Sessions's recusal, and in reaching out to Coats, Pompeo, Rogers, and Corney following 

380 McGahn 12/12/17 302, at 9-10. 
381 Boente 1/31/18 302, at 7; McGahn 12/12/17 302, at 9. 
382 Boente 1/31/18 302, at 7. 
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Corney's public announcement of the FBI's Russia investigation, is nevertheless relevant to 
understanding what motivated the President's other actions towards the investigation. 

The evidence shows that the President was focused on the Russia investigation's 
implications for his presidency-and, specifically, on dispelling any suggestion that he was under 
investigation or had links to Russia. In early March, the President attempted to prevent Sessions's 
recusal, even after being told that Sessions was following DOJ conflict-of-interest rules. After 
Sessions recused, the White House Counsel's Office tried to cut off further contact with Sessions 
about the matter, although it is not clear whether that direction was conveyed to the President. The 
President continued to raise the issue of Sessions's rectisal and, when he had the opportunity, he 
pulled Sessions aside and urged him to unrecuse. The President also told advisors that he wanted 
an Attorney General who would protect him, the way he perceived Robert Kennedy and Eric 
Holder to have protected their presidents. The President made statements about being able to direct 
the course of criminal investigations, saying words to the effect of, "You 're telling me that Bobby 
and Jack didn't talk about investigations? Or Obama didn't tell Eric Holder who to investigate?" 

After Corney publicly confirmed the existence of the FBI's Russia investigation on March 
20, 2017, the President was "beside himself' and expressed anger that Corney did not issue a 
statement correcting any misperception that the President himself was under investigation. The 
President sought to speak with Acting Attorney General Boente directly and told McGahn to 
contact Boente to request that Corney make a clarifying statement. The President then asked other 
intelligence community leaders to make public statements to refute the suggestion that the 
President had links to Russia, but the leaders told him they could not publicly comment on the 
investigation. On March 30 and April l 1, against the advice of White House advisors who had 
informed him that any direct contact with the FBI could be perceived as improper interference in 
an ongoing investigation, the President made personal outreaches to Corney asking him to "lift the 
cloud" of the Russia investigation by making public the fact that the President was not personally 
under investigation. 

Evidence indicates that the President was angered by both the existence of the Russia 
investigation and the public reporting that he was under investigation, which he knew was not true 
based on Corney's representations. The Presid<::nt complained to advisors that if people thought 
Russia helped him with the election, it would detract from what he had accomplished. 

Other evidence indicates that the President was concerned about the impact of the Russia 
investigation on his ability to govern. The President complained that the perception that he was 
under investigation was hurting his ability to conduct foreign relations, particularly with Russia. 
The President told Coats he "can't do anything with Russia," he told Rogers that "the thing with 
the Russians" was interfering with his ability to conduct foreign affairs, and he told Corney that 
"he was trying to run the country and the cloud of this Russia business was making that difficult." 
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D. Events Leading Up To and Surrounding the Termination of FBI Director 
Corney 

Overview 

Corney was scheduled to testify before Congress on May 3, 2017. Leading up to that 
testimony, the President continued to tell advisors that he wanted Corney to make public that the 
President was not under investigation. At the hearing, Corney declined to answer questions about 
the scope or subjects of the Russia investigation and did not state publicly that the President was 
not under investigation. Two days later, on May 5, 2017, the President told close aides he was 
going to fire Corney, and on May 9, he did so, using his official termination letter to make public 
that Corney had on three occasions informed the President that he was not under investigation. 
The President decided to fire Corney before receiving advice or a recommendation from the 
Department of Justice, but he approved an initial public account of the termination that attributed 
it to a recommendation from the Department of Justice based on Corney's handling of the Clinton 
email investigation. After Deputy Attorney General Rod Rosenstein resisted attributing the firing 
to his recommendation, the President acknowledged that he intended to fire Corney regardless of 
the DOJ recommendation and was thinking of the Russia investigation when he made the decision. 
The President also told the Russian Foreign Minister, "I just fired the head of the F.B.I. He was 
crazy, a real nut job. I faced great pressure because of Russia. That's taken off ..... I'm not 
under investigation." 

Evidence 

l. Corney Testifies Before the Senate Judiciary Committee and Declines to 
Answer Questions About Whether the President is Under Investigation 

On May 3, 2017, Corney was scheduled to testify at an FBI oversight hearing before the 
Senate Judiciary Comrnittee.383 McGahn recalled that in the week leading up to the hearing, the 
President said that it would be the last straw if Corney did not take the opportunity to set the record 
straight by publicly announcing that the President was not under investigation.384 The President 
had previously told McGahn that the perception that the President was under investigation was 
hurting his ability to carry out his presidential duties and deal with foreign leaders.385 At the 
hearing, Corney declined to answer questions about the status of the Russia investigation, stating 
"[t]he Department of Justice ha[d) authorized [him] to confirm that [the Russia investigation] 
exists,'' but that he was "not going to say another word about it" until the investigation was 
completed.386 Corney also declined to answer questions about whether investigators had "ruled 

383 Hearing on Oversight of the FBI before the Senate Judiciary Committee, 115th Cong. (May 3, 
2017). 

384 McGahn 12/12/17 302, at 10-11. 
385 McGahn 12/12/17 302, at 7, 10-11 (McGahn believed that two foreign leaders had expressed 

sympathy to the President for being under investigation); SC_ AD_ 00265 (Donaldson 4/11/17 Notes) ("P 
Called Corney - Day we told him not to? 'You are not under investigation' NK/China/Sapping 
Credibility"). 

386 Hearing on FBI Oversight Before the Senate Judiciary Committee, 115th Cong. (CQ Cong. 
Transcripts, at 70) (May 3, 2017) (testimony by FBI Director James Corney). Corney repeated this point 
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out anyone in the Trump campaign as potentially a target of th[ e] criminal investigation," including 
whether the FBI had "ruled out the president of the United States."387 

Corney was also asked at the hearing about his decision to announce 11 days before the 
presidential election that the FBI was reopening the Clinton email investigation.388 Corney stated 
that it made him "mildly nauseous to think that we might have had some impact on the election," 
but added that "even in hindsight" he "would make the same decision."389 He later repeated that 
he had no regrets about how he had handled the email investigation and believed he had "done the 
right thing at each tum."390 

In the afternoon following Corney's testimony, the President met with McGahn, Sessions, 
and Sessions's Chief of Staff Jody Hunt.39 t At that meeting, the President asked McGahn how 
Corney had done in his testimony and McGahn' relayed that Comey had declined to answer 
questions about whether the President was under investigation.392 The President became very 
upset and directed his anger at Sessions. 393 According to notes written by Hunt, the President said, 
"This is terrible Jeff. It's all because you recused. AG is supposed to be most important 
appointment. Kennedy appointed his brother. Obama appointed Holder. I appointed you and you 
recused yourself. You left me on an island. I can't do anything."394 The President said that the 
recusal was unfair and that it was interfering with his ability to govern and undermining his 
authority with foreign leaders.395 Sessions responded that he had had no choice but to recuse, and 
it was a mandatory rather than discretionary decision.396 Hunt recalled that Sessions also stated at 

several times during his testimony. See id. at 26 { explaining that he was "not going to say another peep 
about [the investigation] until we're done''); id. at 90 (stating that he would not provide any updates about 
the status of investigation "before the matter is concluded"). 

387 Hearing on FBI Oversight Before the Senate Judiciary Committee, 115th Cong. (May 3, 2017) 
(CQ Cong. Transcripts, at 87-88) (questions by Sen. Blumenthal and testimony by FBI Director James B. 
Corney). 

388 Hearing on FBI Oversight Before the Senate Judiciary Committee, 115th Cong. (May 3, 2017) 
(CQ Cong. Transcripts, at 15) (question by Sen. Feinstein). 

389 Hearing on FBI Oversight Before the Senate Judiciary Committee, 115th Cong. (May 3, 2017) 
(CQ Cong. Transcripts, at 17) (testimony by FBI Director James B. Corney). 

390 Hearing on FBI Oversight Before the Senate Judiciary Committee, 115th Cong. (May 3, 2017) 
(CQ Cong. Transcripts, at 92) (testimony by FBI Director James B. Corney). 

391 Sessions 1/17/18 302, at 8; Hunt 2/1/18 302, at 8. 
392 Sessions 1/17/18 302, at 8; Hunt-000021 (Hunt 5/3/17 Notes); McGahn 3/8/18 302, at 6. 
393 Sessions 1/17 /l 8 302, at 8-9. 
394 Hunt-000021 (Hunt 5/3/17 Notes). Hunt said that he wrote down notes describing this meeting 

and others with the President after the events occurred. Hunt 2/1/17 302, at 2. 
393 Hunt-000021-22 (Hunt 5/3/17 Notes) ("I have foreign leaders saying they are sorry I am being 

investigated."); Sessions 1/17 /I 8 302, at 8 (Sessions recalled that a Chinese leader had said to the President 
that he was sorry the President was under investigation, which the President interpreted as undermining his 
authority); Hunt 2/1/18 302, at 8. 

396 Sessions 1/17 /l 8 302, at 8; Hunt-000022 (Hunt 5/3/17 Notes). 
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some point during the conversation that a new start at the FBI would be appropriate and the 
President should consider replacing Corney as FBI director.397 According to Sessions, when the 
meeting concluded, it was clear that the President was unhappy with Corney, but Sessions did not 
think the President had made the decision to tenninate Corney. 398 

Bannon recalled that the President brought Corney up with him at least eight times on May 
3 and May 4, 2017.399 According to Bannon, the President said the same thing each time: "He 
told me three times l'm not under investigation. He's a showboater. He's a grandstander. I don't 
know any Russians. There was no coilusion."400 Bannon told the President that he could not fire 
Corney because "that ship had sailed.'"'01 Bannon also told the President that firing Corney was 
not going to stop the investigation, cautioning him that he could fire the FBI director but could not 
frre the FBI.402 

2. The President Makes the Decision to Tenninate Corney 

The weekend following Corney's May 3, 2017 testimony, the President traveled to his 
resort in Bedminster, New Jersey.403 At a dinner on Friday, May 5, attended by the President and 
various advisors and family members, including Jared Kushner and senior advisor Stephen Miller, 
the President stated that he wanted to remove Corney and had ideas for a letter that would be used 
to make the announcement 404 The President dictated arguments and specific language for the 
letter, and Miller took notes.405 As reflected in the notes, the President told Miller that the letter 
should start, "While I greatly appreciate you infonning me that I am not under investigation 
concerning what I have often stated is a fabricated story on a Trump-Russia relationship -
pertaining to the 2016 presidential election, please be infonned that I, and I believe the American 
public including Ds and Rs have lost faith in you as Director of the FBI."406 Following the 
dinner, Miller prepared a termination letter based on those notes and research he conducted to 
support the President's arguments.407 Over the weekend, the President provided several rounds of 

397 Hunt-000022 (Hunt 5/3/17 Notes). 
398 Sessions 1/17/18 302, at 9. 
399 Bannon 2/12/18 302, at 20. 
400 Bannon 2/12/18 302, at 20. 
401 Bannon 2/12/18 302, at 20. 
402 Bannon 2/12/18 302, at 20-21; see Priebus 10/13/17 302, at 28. 
403 S. Miller 10/31/17 302, at 4-5; SCR025_000019 (President's Daily Diary, 5/4/17). 
404 S. Miller 10/31/17 302, at 5. 
405 S. Miller 10/31/17 302, at 5-6. 
406 S. Miller 5/5/17 Notes, at I; see S. Miller 10/31/17 302, at 8. 
407 S. Miller l 0/31/17 302, at 6. 
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edits on the draft Ietter.408 Miller said the President was adamant that he not tell anyone at the 
White House what they were preparing because the President was worried about leaks. 409 

In his discussions with Miller, the President made clear that he wanted the letter to open 
with a reference to him not being under investigation.410 Miller said he believed that fact was 
important to the President to show that Corney was not being terminated based on any such 
investigation.4!1 According to Miller, the President wanted to establish as a factual matter that 
Corney had been under a "review period" and did not have assurance from the President that he 
would be permitted to keep his job.412 

The final version of the termination letter prepared by Miller and the President began in a 
way that closely tracked what the President had dictated to Miller at the May 5 dinner: "Dear 
Director Corney, While I greatly appreciate your informing me, on three separate occasions, that I 
am not under investigation concerning the fabricated and politically-motivated allegations of a 
Trump-Russia relationship with respect to the 2016 Presidential Election, please be informed that 
I, along with members of both political parties and, most importantly, the American Public, have 
lost faith in you as the Director of the FBI and you are hereby terminated."413 The four-page letter 
went on to critique Corney's judgment and conduct, including his May 3 testimony before the 
Senate Judiciary Committee, his handling of the Clinton email investigation, and his failure to hold 
leakers accountable.414 The letter stated that Corney had "asked [the President] at dinner shortly 
after inauguration to let [Corney] stay on in the Director's role, and [the President] said that [he] 
would consider it," but the President had "concluded that [he J ha[ d] no alternative but to find new 
leadership for the Bureau - a leader that restores confidence and trust."415 

In the morning of Monday, May 8, 2017, the President met in the Oval Office with senior 
advisors, including McGahn, Priebus, and Miller, and informed them he had decided to terminate 
Comey.416 The President read aloud the first paragraphs of the termination letter he wrote with 

408 S. Miller 10/31/17 302, at 6-8. 
409 S. Miller 10/31/17 302, at 7, Miller said he did not want Priebus to be blindsided, so on Sunday 

night he called Priebus to tell him that the President had been thinking about the "Corney situation" and 
there would be an important discussion on Monday. S. Miller 10/31/17 302, at 7. 

410 S. Miller 10/31/17 302, at 8. 

411 S. Miller 10/31/17 302, at 8. 
412 S. Miller 10/31/17 302, at 10. 
413 SCR013c _ 000003-06 (Draft Termination Letter to FBI Director Corney). 
414 SCR013c _ 000003-06 (Draft Termination Letter to FBI Director Corney). Kushner said that the 

termination letter reflected the reasons the President wanted to fire Corney and was the truest representation 
of what the President had said during the May 5 dinner. Kushner 4/11/18 302, at 25. 

415 SCR013c_000003 (Draft Termination Letter to FBI Dire,:tor Corney). 
416 McGahn 12/12/17 302, at 11; Priebus 10/13/17 302, at24; S. Miller 10/31/17 302, at 11; Dhillon 

11/21/17 302, at 6; Eisenberg 11/29/17 302, at 13. 

65 



19477

276 

u . .:>. ui:parum:m 01 .1u~u1:1: 

Attemey \¥erk Pf6dttet // ~<Ea; Cefflftifl Material Pffiteetea Uttdef Fed. R: Cfiffl:. P. 6~e) 

Miller and conveyed that the decision had been made and was not up for discussion.417 The 
President told the group that Miller had researched the issue and determined the President had the 
authority to tenninate Corney without cause.418 In an effort to slow down the decision-making 
process, McGahn told the President that DOJ leadership was currently discussing Corney's status 
and suggested that White House Counsel's Office attorneys should talk with Sessions and Rod 
Rosenstein, who had recently been confinned as the Deputy Attorney Genera!.419 McGahn said 
that previously scheduled meetings with Sessions and Rosenstein that day would be an opportunity 
to find out what they thought about firing Comey.420 

At noon, Sessions, Rosenstein, and Hunt met with McGahn and White House Counsel's 
Office attorney Uttam Dhillon at the White House.421 McGahn said that the President had decided 
to fire Corney and asked for Sessions's and Rosenstein's views.422 Sessions and Rosenstein 
criticized Corney and did not raise concerns about replacing him. 423 McGahn and Dhillon said the 
fact that neither Sessions nor Rosenstein objected to replacing Corney gave them peace of mind 
that the President's decision to fire Corney was not an attempt to obstruct justice.424 An Oval 
Office meeting was scheduled later that day so that Sessions and Rosenstein could discuss the 
issue with the President.425 

At around 5 p.m., the President and several White House officials met with Sessions and 
Rosenstein to discuss Comey.426 The President told the group that he had watched Corney's May 

417 S. Miller l 0/31/17 302, at 11 ( observing that the President started the meeting by saying, "I'm 
going to read you a letter. Don't talk me out of this. I've made my decision."); Dhillon 11/21/17 302, at 6 
(the President announced in an irreversible way that he was firing Corney); Eisenberg 11/29/17 302, at 13 
(the President did not leave whether or not to fire Corney up for discussion); Priebus 10/13/17 302, at 25; 
McGahn 12/12/17 302, at 11-12. 

418 Dhillon 302 11/21/17, at 6; Eisenberg 11/29/17 302, at 13; McGahn 12/12/17 302; at 11. 
419 McGahn 12/12/17 302, at 12, 13; S. Miller 10/31/17 302, at 11; Dhillon II/21/17 302, at 7. 

Because of the Attorney General's recusal, Rosenstein became the Acting Attorney General for the Russia 
investigation upon his confirmation as Deputy Attorney General. See 28 U.S.C. § 508(a) ("In case ofa 
vacancy in the office of Attorney General, or of his absence or disability, the Deputy Attorney General may 
exercise all the duties of that office"). 

420 McGahn 12/12/17 302, at 12. 
421 Dhillon 11/21/17 302, at 7; McGahn 12i12/17 302, at 13; Gauhar-000056 (Gauhar 5/16/17 

Notes); see Oauhar-000056-72 (2/11/19 Memorandum to File attaching Gauhar handwritten notes) ("Ms. 
Gauhar determined that she likely recorded all these notes during one or more meetings on Tuesday, May 
16, 2017."). 

422 McGahn 12/12/17 302, at 13; see Gauhar-000056 (Gauhar 5/16/17 Notes). 
423 Dhillon11/21/17 302, at 7-9; Sessions 1/17/18 302, at 9; McGahn 12/12/17 302, at 13. 
424 McGahn 12/12/17 302, at 13; Dhillon 11/21/17 302, at 9. 
425 Hunt-000026 (Hunt 5/8/17 Notes); see Gauhar-000057 (Gauhar 5/16/17 Notes). 
426 Rosenstein 5/23/17 302, at 2; McGahn 12il2/l 7 302, at 14; see Gauhar-000057 (Gauhar 5/16/17 

Notes). 
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3 testimony over the weekend and thought that something was "not right" with Comey.427 The 
President said that Corney should be removed and asked Sessions and Rosenstein for their 
views.428 Hunt, who was in the room, recalled that Sessions responded that he had previously 
recommended that Corney be replaced.429 McGahn and Dhillon said Rosenstein described his 
concerns about Corney's handling of the Clinton email investigation.430 

The President then distributed copies of the termination letter he had drafted with Miller, 
and the discussion turned to the mechanics of how to fire Corney and whether the President's letter 
should be used.431 McGahn and Dhillon urged the President to perinit Corney to resign, but the 
President was adamant that he be fired. 432 The group discussed the possibility that Rosenstein and 
Sessions could provide a recommendation in writing that Corney should be removed.433 The 
President agreed and told Rosenstein to draft a memorandum, but said he wanted to receive it first 
thing the next moming.434 Hunt's notes reflect that the President told Rosenstein to include in his · 
recommendation the fact that Corney had refused to confirm that the President was not personally 
under investigation.435 According to notes taken by a senior DOJ official of Rosenstein's 
description of his meeting with the President, the President said, "Put the Russia stuff in the 
memo."436 Rosenstein responded that the Russia investigation was not the basis of his 
recommendation, so he did not think Russia should be mentioned.437 The President told 
Rosenstein he would appreciate it if Rosenstein put it in his letter anyway.438 When Rosenstein 

427 Hunt-000026-27 (Hunt 5/8/17 Notes). 
428 Sessions l /l 7 /18 302, at 10; see Gauhar-000058 (Gauhar 5/16/17 Notes) {"POTUS to AG: What 

is your rec?"). 
429 Hunt-000027 (Hunt 5/8/17 Notes). 
430 McGahn 12/12/17 302, at 14; Dhillon 11/21/17 302, at 7. 
431 Hunt-000028 (Hunt 5/8/17 Notes). 
432 McGahn 12/12/17 302, at 13. 
433 Hunt-000028-29 (Hunt 5/8/17 Notes). 
434 McCabe 9/26/17 302, at 13; Rosenstein 5/23/17 302, at 2; see Gauhar-000059 (Gauhar 5/16/17 

Notes) ("POTUS tells DAG to write a memo"). 
435 Hunt-000028-29 (Hunt 5/8/17 Notes) ("POTUS asked if Rod's recommendation would include 

the fact that although Corney talks about the investigation he refuses to say that the President is not under 
investigation. ... So it would be good if your recommendation would make mention of the fact that Corney 
refuses to say public[Jy] what he said privately 3 times."). 

436 Gauhar-000059 (Gauhar 5/16/17 Notes). 
437 Sessions 1/17/18 302 at 10; McCabe 9/26/17 302, at 13; see Gauhar-000059 (Gauhar 5/16/17 

Notes). 
438 Gauhar-000059 (Gauhar 5/16/17 Notes); McCabe 5/16/17 Memorandum 1; McCabe 9/26/17 

302, at 13. 
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left the meeting, he knew that Corney would be tenninated, and he told DOJ colleagues that his 
own reasons for replacing Corney were "not [the President's] reasons."439 

On May 9, Hunt delivered to the White House a letter from Sessions recommending 
Corney's removal and a memorandum from Rosenstein, addressed to the Attorney General, titled 
"Restoring Public Confidence in the FBI."440 McGahn recalled that the President liked the DOJ 
letters and agreed that they should provide the foundation for a new cover letter from the President 
accepting the recommendation to tenninate Comey.441 Notes taken by Donaldson on May 9 
reflected the view of the White House Counsel's Office that the President's original termination 
letter should "[ n ]ot [ see the] light of day" and that it would be better to offer"[ n Jo other rationales" 
for the firing than what was in Rosenstein's and Sessions's memoranda.442 The President asked 
Miller to draft a new termination letter and directed Miller to say in the letter that Corney had 
informed the President three times that he was not under investigation.443 McGahn, Priebus, and 
Dhillon objected to including that language, but the President insisted that it be included.444 

McGahn, Priebus, and others perceived that language to be the most important part of the letter to 

439 Rosenstein 5/23/17 302, at 2; Gauhar-000059 (Gauhar 5/16/17 Notes) ("DAG reasons not their 
reasons [POTUS]"); Gauhar-000060 (Gauhar 5/16/17 Notes) ("1st draft had a recommendation. Took it out 
b/c knew decision had already been made."). 

440 Rosenstein 5/23/17 302, at 4; McGahn 12/12/17 302, at 15; 5/9/17 Letter, Sessions to President 
Trump ("Based on my evaluation, and for the reasons expressed by the Deputy Attorney General in the 
attached memorandum, I have concluded that a fresh start is needed at the leadership of the FBI."); 5/9/17 
Memorandum, Rosenstein to Sessions ( concluding with, "The way the Director handled the conclusion of 
the email investigation was wrong. As a result, the FBI is unlikely to regain public and congressional trust 
until it has a Director who understands the gravity of the mistakes and pledges never to repeat them. Having 
refused to admit his errors, the Director cannot be expected to implement the necessary corrective actions."). 

441 S. Miller 10/31/17 302, at 12; McGahn 12/12/17 302, at 15; Hunt-000031 (Hunt 5/9/17 Notes). 
442 SC_ AD_ 00342 (Donaldson 5/9/17 Notes). Donaldson also wrote "[i]s this the beginning of the 

end?" because she was worried that the decision to terminate Corney and the manner in which it was carried 
out would be the end of the presidency. Donaldson 11/6/17 302, at 25. 

443 S. Miller 10/31/17 302, at 12; McGahn 12/12/17 302, at 15; Hunt-000032 (Hunt5/9/17Notes). 
444 McGahn 12/12/17 302, at 15; S. Miller 10/31/17 302, at 12; Dhillon 11/21/17 302, at 8, 10; 

Priebus 10/13/17 302, at 27; Hunt 2/1/18 302, at 14-15; Hunt-000032 (Hunt 5/9/17 Notes). 
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the President.445 Dhillon made a final pitch to the President that Corney should be permitted to 
resign, but the President refused.446 

Around the time the President's letter was finalized, Priebus summoned Spicer and the 
press team to the Oval Office, where they were told that Corney had been terminated for the reasons 
stated in the letters by Rosenstein and Sessions.447 To announce Corney's termination, the White 
House released a statement, which Priebus thought had been dictated by the President.448 In full, 
the statement read: "Today, President Donald J. Trump informed FBI Director James Corney that 
he has been terminated and removed from office. President Trump acted based on the clear 
recommendations of both Deputy Attorney General Rod Rosenstein and Attorney General Jeff 
Sessions. "449 

That evening, FBI Deputy Director Andrew McCabe was summoned to meet with the 
President at the White House.450 The President told McCabe that he had fired Corney because of 
the decisions Corney had made in the Clinton email investigation and for many other reasons.451 

The President asked McCabe ifhe was aware that Corney had told the President three times that 
he was not under investigation.452 The President also asked McCabe whether many people in the 
FBI disliked Corney and whether McCabe was part of the "resistance" that had disagreed with 
Corney's decisions in the Clinton investigation.453 McCabe told the President that he knew Corney 
had told the President he was not under investigation, that most people in the FBI felt positively 
about Corney, and that McCabe worked "very clQsely" with Corney and was part of all the 
decisions that had been made in the Clinton investigation.454 

445 Dhillon 11/21/17 302, at 10; Eisenberg 11/29/17 302, at 15 (providing the view that the 
President's desire to include the language about not being under investigation was the "driving animus of 
the whole thing"); Burnham 11/3/17 302, at 16 (Burnham knew the only line the President cared about was 
the line that said Corney advised the President on three separate occasions that the President was not ·under 
investigation). According to Hunt's notes, the reference to Corney's statement would indicate that 
"notwithstanding" Corney's having informed the President that he was not under investigation, the 
President was terminating Corney. Hunt-000032 (Hunt 5/9/17 Notes). McGahn said he believed the 
President wanted the language included so that people would not think that the President had tenninated 
Corney because the President was under investigation. McGahn 12/12/17 302, at 15. 

446 McGahn 12/12/17 302, at 15; Donaldson 11/6/17 302, at 25; see SC_AD_00342 (Donaldson 
5/9/17 Notes) ("Resign vs. Removal.- POTUS/removal."). 

447 Spicer 10/16/17 302, at 9; McGahn 12/12/17 302, at 16. 
448 Priebus 10/13/17 302, at 28. 
449 Statement of the Press Secretary, The White House, Office of the Press Secretary (May 9, 2017). 
450 McCabe 9/26/17 302, at 4; SCR025 _ 000044 (President's Daily Diary, 5/9/17); McCabe 5/10/17 

Memorandum, at 1. 
451 McCabe 9/26/17 302, at 5; McCabe 5/10/17 Memorandum, at 1. 
452 McCabe 9/26/17 302, at 5; McCabe 5/10/17 Memorandum, at 1-2. 
453 McCabe 9/26/17 302, at 5; McCabe 5/10/17 Memorandum, at 1-2. 
454 McCabe 9/26/17 302, at 5; McCabe 5/10/17 Memorandum, at 1-2. 
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Later that evening, the President told his communications team he was unhappy with the 
press coverage of Corney's termination and ordered them to go out and defend hirn.455 The 
President also called Chris Christie and, according to Christie, said he was getting "killed" in the 
press over Corney's termination.456 The President asked what he should do.457 Christie asked, 
"Did you fire [Corney] because of what Rod wrote in the memo?", and the President responded, 
"Yes.''458 Christie said that the President should "get Rod out there" and have him defend the 
decision.459 The President told Christie that this was a "good idea" and said he was going to call 
Rosenstein right away.460 

That night, the White House Press Office called the Department of Justice and said the 
White House wanted to put out a statement saying that it was Rosenstein's idea to fire Comey.461 

Rosenstein told other DOJ officials that he would not participate in putting out a "false story.''462 

The President then called Rosenstein directly and said he was watching Fox News, that the 
coverage had been great, and that he wanted Rosenstein to do a press conference.463 Rosenstein 
responded that this was not a good idea because if the press asked him, he would tell the truth that 
Corney's firing was not his idea.464 Sessions also informed the White House Counsel's Office that 
evening that Rosenstein was upset that his memorandum was being portrayed as the reason for 
Corney's termination.465 

In an unplanned press conference late in the evening of May 9, 2017, Spicer told reporters, 
"It was all [Rosenstein]. No one from the White House. It was a DOJ decision."466 That evening 
and the next morning, White House officials and spokespeople continued to maintain that the 

455 Spicer 10/16/17 302, at 11; Hicks 12/8/17, at 18; Sanders 7/3/18 302, at 2. 
456 Christie 2/13/19 302, at 6. 
457 Christie 2/13/19 302, at 6. 
458 Christie 2/13/19 302, at 6. 
459 Christie 2/13/19 302, at 6. 
46° Christie 2/13/19 302, at 6. 
461 Gauhar-000071 (Gauhar 5/16/17Notes); Page Memorandum, at 3 (recording events of5/16/l 7); 

McCabe 9/26/17 302, at 14. 
462 Rosenstein 5/23/17 302, at 4-5; Gauhar-000059 (Gauhar 5/16/17 Notes). 
463 Rosenstein 5/23/17 302, at 4-5; Gauhar-000071 (Gauhar 5/16/17 Notes). 
464 Gauhar-000071 (Gauhar 5/16/17 Notes). DOJ notes from 1he week of Corney's firing indicate 

that Priebus was "screaming" at 1he DOJ public affairs office trying to get Rosenstein to do a press 
conference, and the DOJ public affairs office told Priebus that Rosenstein had told 1he President he was not 
doing it. Gauhar-000071-72 (Gauhar 5/16/17Notes). 

465 McGahn 12/12/17 302, at 16-17; Donaldson 11/6/17 302, at 26-27; Dhillon ll/21/17 302, at 11. 
466 Jenna Johnson, After Trump fired Corney, White House staff scrambled to explain why, 

Washington Post (May 10, 2017) (quoting Spicer). 
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President's decision to terminate Corney was driven by the recommendatrons the President 
received from Rosenstein and Sessions.467 

In the morning on May 10, 2017, President Trump met with Russian Foreign Minister 
Sergey Lavrov and Russian Ambassador Sergey Kislyak in the Oval Office.468 The media 
subs.equently reported that during the May 10 meeting the President brought up his decision the 
prior day to terminate Corney, telling Lavrov and Kislyak: "I just fired the head of the F.B.I. He 
was crazy, a real nut job. I faced great pressure because of Russia. That's taken off .... I'm not 
under investigation."469 The President never denied making those statements, and the White House 
did not dispute the account, instead issuing a statement that said: "By grandstanding and 
politicizing the investigation into Russia's actions, James Corney created unnecessary pressure on 
our ability to engage and negotiate with Russia. The investigation would have always continued, 
and obviously, the termination of Corney would not have ended it. Once again, the real story is 
that our national security has been undermined by the leaking of private and highly classified 
information. "470 Hicks said that when she told the President about the reports on his meeting with 
Lavrov, he did not look concerned and said ofComey, "he is crazy."471 When McGahn asked the 
President about his comments to Lavrov, the President said it was good that Corney was fired 
because that took the pressure off by making it clear that he was not under investigation so he 
could get more work done.472 

That same morning, on May 10, 2017, the President called McCabe.473 According to a 
memorandum McCabe wrote following the call, the President asked McCabe to come over to the 
White House to discuss whether the President should visit FBI headquarters and make a speech to 

467 See, e.g., Sarah Sanders, White House Daily Briefing, C-SPAN (May 10, 2017); 
SCR013_001088 (5/10/17 Email, Hemming to Cheung et al.) (internal White House email describing 
comments on the Corney tennination by Vice President Pence). 

468 SCR08_000353 (5/9/17 White House Document, "Working Visit with Foreign Minister Sergey 
Lavrov of Russia"); SCR08_001274 (5/10/17 Email, Ciaramella to Kelly et al.). The meeting had been 
planned on May 2, 2017, during a telephone call between the President and Russian President Vladimir 
Putin, and the meeting date was confirmed on May 5, 2017, the same day the President dictated ideas for 
the Corney tennination letter to Stephen Miller. SCR08_001274 (5/10/17 Email, Ciaramella to Kelly et 
al.). 

I 

469 Matt Apuzzo et al., Trump Told Russians That Firing "Nut Job" Camey Eased Pressure From 
Investigation, New York Times (May 19, 2017). 

470 SCR08_002117 (5/19/17 Email, Walters to Farhi (CBS News)); see Spicer 10/16/17 302, at 13 
(noting he would have been told to "clean it up" if the reporting on the meeting with the Russian Foreign 
Minister was inaccurate, but he was never told to correct the reporting); Hicks 12/8/17 302, at 19 (recalling 
that the President never denied making the statements attributed to him in the Lavrov meeting and that the 
President had said similar things !!bout Corney in an off-the-record meeting with reporters on May 18, 2017, 
calling Corney a "nut job" and "crazy"). 

471 Hicks 12/8/17 302, at 19. 
472 McGahn 12/12/17 302, at 18. 
473 SCR025_000046 (President's Daily Diary, 5/10/17); McCabe 5/10/17 Memorandum, at 1. 
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employees.474 The President said he had received "hundreds" of messages from FBI employees 
indicating their support for terminating Comey.475 The President also told McCabe that Corney 
should not have been permitted to travel back to Washington, D.C. on the FBI's airplane after he 
had been terminated and that he did not want Corney "in the building again," even to collect his 
belongings.476 When McCabe met with the President that afternoon, the President, without 
prompting, told McCabe that people in the FBI loved the President, estimated that at least 80% of 
the FBI had voted for him, and asked McCabe who he had voted for in the 2016 presidential 
election. 477 

In the afternoon of May 10, 2017, deputy press secretary Sarah Sanders spoke to the 
President about his decision to fire Corney and then spoke to reporters in a televised press 
conference.478 Sanders told reporters that the President, the Department of Justice, and bipartisan 
members of Congress had lost confidence in Corney, "[a]nd most importantly, the rank and file of 
the FBI had lost confidence in their director. Accordingly, the President accepted the 
recommendation of his Deputy Attorney General to remove James Corney from his position. "479 

In response to questions from reporters, Sanders said that Rosenstein decided "on his own" to 
review Corney's performance and that Rosenstein decided "on his own" to come to the President 
on Monday, May 8 to express his concerns about Corney. When a reporter indicated that the "vast 
majority" of FBI agents supported Corney, Sanders said, "Look, we've heard from countless 
members of the FBI that say very different things.'.iso Following the press conference, Sanders 
spoke to the President, who told her she did a good job and did not point out any inaccuracies in 
her comments.481 Sanders told this Office that her reference to hearing from "countless members 
of the FBI" was a "slip of the tongue.''482 She also recalled that her statement in a separate press 
interview that rank-and-file FBI agents had lost confidence in Corney was a comment she made 
"in the heat of the moment" that was not founded on anything.483 

Also on May 10, 2017, Sessions and Rosenstein each spoke to McGahn and expressed 
concern that the White House was creating a narrative that Rosenstein had initiated the decision to 

474 McCabe 5/10/17 Memorandum, at 1. 
475 McCabe S/10/17 Memorandum, at 1. 
476 McCabe 5/10/17 Memorandum, at l; Rybicki 6/13/17 302, at 2. Corney had been visiting the 

FBI's Los Angeles office when he found out he had been terminated. Corney 11/15/17 302, at 22. 
477 McCabe 5/10/17 Memorandum, at 1-2. McCabe's memorandum documenting his meeting with 

the President is consistent with notes taken by the White House Counsel's Office. See SC_AD_00347 
(Donaldson 5/10/17 Notes). 

478 Sanders 7/3/18 302, at4; Sarah Sanders, White House Daily Briefing, C-SPAN (May 10, 2017). 
479 Sarah Sanders, White House Daily Briefing, C-SP AN (May 10, 2017); Sanders 7 /3/18 302, at 4. 
480 Sarah Sanders, White House Daily Briefing, C-SPAN (May 10, 2017). 
481 Sanders 7 /3/18 302, at 4. 
482 Sanders 7/3/18 302, at 4. 
483 Sanders 7 /3/18 302, at 3. 
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fire Comey.484 The White House Counsel's Office agreed that it was factually wrong to say that 
the Department of Justice had initiated Corney's termination,485 and McGahn asked attorneys in 
the White House Counsel's Office to work with the press office to correct the narrative.486 

The next day, on May 11, 2017, the President participated in an interview with Lester Holt. 
The President. told White House Counsel's Office attorneys in advance of the interview that the 
communications team could not get the story right, so he was going on Lester Holt to say what 
really happened.487 During the interview, the President stated that he had made the decision to frre 
Corney before the President met with Rosenstein and Sessions. The President told Holt, "I was 
going to fire regardless of recommendation . . . . [Rosenstein] made a recommendation. But 
regardless of recommendation, I was going to fire Corney knowing there was no good time to do 
it.''488 The President continued, "And in fact, when I decided to just do it, I said to myself-I said, 
you know, this Russia thing with Trump and Russia is a made-up story. It's an excuse by the 
Democrats for having lost an election that they should 've won. "489 

In response to a question about whether he was angry with Corney about the Russia 
investigation, the President said, "As far as I'm concerned, I want that thing to be absolutely done 
properly.''490 The President added that he realized his termination of Corney "probably maybe will 
confuse people" with the result that it "might even lengthen out the investigation," but he "ha[d] 
to do the right thing for the American people" and Corney was "the wrong man for that position."491 

The President described Corney as "a showboat" and "a grandstander," said that "[t]he FBI has 
been in turmoil," and said he wanted "to have a really competent, capable director."492 The 
President affirmed that he expected the new FBI director to continue the Russia investigation.493 

On the evening of May 11, 2017, following the Lester Holt interview, the President 
tweeted, "Russia must be laughing up their sleeves watching as the U.S. tears itself apart over a 
Democrat EXCUSE for losing the election.'..i94 The same day, the media reported that the 
President had demanded that Corney pledge his loyalty to the President in a private dinner shortly 

11. 

484 McGahn 12/12/17 302, at 16-17; Donaldson 11/6/17 302, at 26; see Dhillon 11/21/17 302, at 

485 Donaldson 11/6/17 302, at 27. 
486 McGahn 12/12/17 302, at 17. 
487 Dhillon 11121/1 7 302, at 1 1. 
488 Interview with President Donald Trnmp, NBC (May 11, 2017) Transcript, at 2. 
489 Interview with President Donald Trnmp, NBC (May 11, 2017) Transcript, at 2. 
490 Interview with President Donald Trnmp, NBC (May 11, 2017) Transcript, at 3. 
491 Interview with President Donald Trump, NBC (May 11, 2017) Transcript, at 3. 
492 Interview with President Donald Trump, NBC (May 11, 2017) Transcript, at 1, 5. 
493 Interview with President Donald Trump, NBC (May 11, 2017) Transcript, at 7. 
494 @realDonaldTrump 5/11/17 (4:34 p.m. ET) Tweet. 
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after being sworn in.495 Late in the morning of May 12, 2017, the President tweeted, "Again, the 
story that there was collusion between the Russians & Trump campaign was fabricated by Dems 
as an excuse for losing the election.'>496 The President also tweeted, "James Corney better hope 
that there are no 'tapes' of our conversations before he starts leaking to the press!" and "When 
James Clapper himself, and virtually everyone else with knowledge of the witch hunt, says there 
is no collusion, when does it end?''497 

Analysis 

In analyzing the President's decision to fire Corney, the following evidence is relevant to 
the elements of obstruction of justice: 

a. Obstructive act. Tlie act of firing Corney removed the individual overseeing the 
FBI's Russia investigation. The President knew that Corney was personally involved in the 
investigation based on Corney's briefing of the Gang of Eight, Corney's March 20, 2017 public 
testimony about the investigation, and the President's one-on-one conversations with Corney. 

Firing Corney would qualify as an obstructive act if it had the natural and probable effect 
of interfering with or impeding the investigation-for example, if the termination would have the 
effect of delaying or disrupting the investigation or providing the President with the opportunity 
to appoint a director who would take a different approach to the investigation that the President 
perceived as more protective of his personal interests. Relevant circumstances bearing on that. 
issue include whether the President's actions had the potential to discourage a successor director 
or other law enforcement officials in their conduct of the Russia investigation. The President fired 
Corney abruptly without offering him an opportunity to resign, banned him from the FBI building, 
and criticized him publicly, calling him a "showboat" and claiming that the FBI was "in turmoil" 
under his leadership. And the President followed the termination with public statements that were 
highly critical of the investigation; for example, three days after firing Corney, the President 
referred to the investigation as a "witch hunt". and asked, "when does it end?" Those actions had 
the potential to affect a successor director's conduct of the investigation. 

The anticipated effect ofremoving the FBI director, however, would not necessarily be to 
prevent or impede the FBI from continuing its investigation. As a general matter, FBI 
investigations run under the operational direction of FBI personnel levels below the FBI director. 
Bannon made a similar point when he told the President that he could fire the FBI director, but 
could not fire the FBI. The White House issued a press statement the day after Corney was fired 
that said, "The· investigation would have always continued, and obviously, the termination of 
Corney would not have ended it." In addition, in his May 11 interview with Lester Holt, the 
President stated that he understood when he made the decision to fire Corney that the action might 
prolong the investigation. And the President chose McCabe to serve as interim director, even 

495 Michael S. Schmidt, In a Private Dinner, Trump Demanded Loyalty. Corney Demurred., New 
York Times (May 11, 2017). 

496 @realDonaldTrump 5/12/17 (7:51 a.m. ET) Tweet. 
497 @realDonaldTrump 5/12/17 (8:26 a.m. ET) Tweet; @realDonaldTnunp 5/12/17 (8:54 a.m. ET) 

Tweet. 
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though McCabe told the President he had worked "very closely" with Corney and was part of all 
the decisions made in the Clinton investigation. 

b. Nexus to a proceeding. The nexus element would be satisfied by evidence showing 
that a grand jury proceeding or criminal prosecution arising from an FBI investigation was 
objectively foreseeable and actually contemplated by the President when he terminated Corney. 

Several facts would be relevant to such a showing. At the time the President fired Corney, 
a grand jury had not begun to hear evidence related to the Russia investigation and no grand jury 
subpoenas had been issued. On March 20, 2017, however, Corney had announced that the FBI 
was investigating Russia's interference in the election, including "an assessment of whether any 
crimes were committed." It was widely known that the FBI, as part of the Russia investigation, 
was investigating the hacking of the DNC's computers-a clear criminal offense. 

In addition, at the time the President fired Corney, evidence indicates the President knew 
that Flynn was still under criminal investigation and could potentially be prosecuted, despite the 
President's February 14, 2017 request that Corney "let[] Flynn go." On March 5, 2017, the White 
House Counsel's Office was informed that the FBI was asking for transition-period records 
relating to Flynn-indicating that the FBI was still actively investigating him. The same day, the 
President told advisors he wanted to call Dana Boente, then the Acting Attorney General for the 
Russia investigation, to find out whether the White House or the President was being investigated. 
On March 31, 2017, the President signaled his awareness that Flynn remained in legal jeopardy by 
tweeting that "Mike Flynn should ask for immunity" before he agreed to provide testimony to the 
FBI or Congress. And in late March or early April, the President asked McFarland to pass a 
message to Flynn telling him that the President felt bad for him and that he should stay strong, 
further demonstrating the President's awareness of Flynn's criminal exposure. 

c. Intent. Substantial evidence indicates that the catalyst for the President's decision 
to fire Corney was Corney's unwillingness to publicly state that the President was not personally 
under investigation, despite the President's repeated requests that Corney make such an 
announcement. In the week leading up to Corney's May 3, 2017 Senate Judiciary Committee 
testimony, the President told McGahn that it would be the last straw if Corney did not set the record 
straight and publicly announce that the President was not under investigation. But during his May 
3 testimony, Corney refused to answer questions about whether the President was being 
investigated. Corney's refusal angered the President, who criticized Sessions for leaving him 
isolated and exposed, saying "You left me on an island." .Two days later, the President told 
advisors he had decided to fire Corney and dictated a letter to Stephen Miller that began with a 
reference to the fact that the President was not being investigated: "While I greatly appreciate you: 
informing me that I am not under investigation concerning what I have often stated is a fabricated 
story on a Trump-Russia relationship .... " The President later asked Rosenstein to include 
"Russia" in his memorandum and to say that Corney had told the President that he was not under 
investigation. And the President's final termination letter included a sentence, at the President's 
insistence and against McGahn's advice, stating that Corney had told the President on three 
separate occasions that he was not under investigation. 

The President's other stated rationales for why he fired Corney are not similarly supported 
by the evidence. The termination letter the President and Stephen Miller prepared in Bedminster 
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cited Corney's handling of the Clinton email investigation, and the President told McCabe he fired 
Corney for that reason. But the facts surrounding Corney's handling of the Clinton email 
investigation were well known to the President at the time he assumed office, and the President 
had made it clear to both Corney and the President's senior staff in early 2017 that he wanted 
Corney to stay on as director. Ana Rosenstein articulated his criticism of Corney's handling of the 
Clinton investigation after the President had already decided to fire Corney. The President's draft 
termination letter also stated that morale in the FBI was at an all-time low and Sanders told the 
press after Corney's termination that the White House had heard from "countless" FBI agents who 
had lost confidence in Corney. But the evidence does not support those claims. The President told 
Corney at their January 27 dinner that "the people of the FBI really like [him]," no evidence 
suggests that the President heard otherwise before deciding to terminate Corney, and Sanders 
acknowledged to investigators that her comments were not founded on anything. 

We also considered why it was important to the President that Corney announce publicly 
that he was not under investigation. Some evidence indicates that the President believed that the 
erroneous perception he was under investigation harmed his ability to manage domestic and 
foreign affairs, particularly in dealings with Russia. The President told Corney that the "cloud" of 
"this Russia business" was making it difficult to run the country. The President told Sessions and 
McGahn that foreign leaders had expressed sympathy to him for being under investigation and that 
the perception he was under investigation was hurting his ability to address foreign relations issues. 
The President complained to Rogers that "the thing with the Russians [was] messing up" his ability 
to get things done with Russia, and told Coats, "I can't do anything with Russia, there's things I'd 
like to do with Russia, with trade, with ISIS, they're all over me with this." The President also 
may have viewed Corney as insubordinate for his failure to make clear in the May 3 testimony that 
the President was not under investigation. 

Other evidence, however, indicates that the President wanted to protect himself from an 
investigation into his campaign. The day after learning about the FBI's interview of Flynn, the 
President had a one-on-one dinner with Corney, against the advice of senior aides, and told Corney 
he needed Corney's "loyalty." When the President later asked Corney for a second time to make 
public that he was not under investigation, he brought up loyalty again, saying "Because I have 
been very loyal to you, very loyal, we had that thing, you know." After the President learned of 
Sessions's recusal from the Russia investigation, the President was furious and said he wanted an 
Attorney General who would protect him the way he perceived Robert Kennedy and Eric Holder 
to have protected their presidents. The President also said he wanted to be able to tell his Attorney 
General "who to investigate." 

In addition, the President had a motive to put the FBI's Russia investigation behind him. 
The evidence does not establish that the termination of Corney was designed to cover up a 
conspiracy between the Trump Campaign and Russia: As described in Volume I, the evidence 
uncovered in the investigation did not establish that the President or those close to him were 
involved in the charged Russian computer-hacking or active-measure conspiracies, or that the 
President otherwise had an unlawful relationship with any Russian official. But the evidence does 
indicate that a thorough FBI investigation would uncover facts about the campaign and the 
President personally that the President could have understood to be crimes or that would give rise 
to personal and political concerns. · Although the President publicly stated during and after the 
election that he had no connection to Russia, the Trump Organization, through Michael Cohen, 
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was pursuing the proposed Trump Tower Moscow project through June 2016 and candidate Trump 
was repeatedly briefed on the ro ess of those efforts.498 In addition, some witnesses said that 
~s aware that • • • • • • • 
- at a time when public reports stated that Russian intelligence officials were behind the 
hacks, and that Trump privately sought information about future WikiLeaks releases.499 More 
broadly, multiple witnesses desciibed the President's preoccupation with press coverage of the 
Russia investigation and his persistent concern that it raised questions about the legitimacy of his 
election. 500 

Finally, the. President and White House aides initially advanced a pretextual reason to the 
press and the public for Corney's termination. In the immediate aftennath of the firing, the 
President dictated a press statement suggesting that he had acted based on the DOI 
recommendations, and White House press officials repeated that story. But the President had 
decided to fire Corney before the White House solicited those recommendations. Although .the 
President ultimately acknowledged that he was going to fire Corney regardless of the Department 
of Justice's recommendations, he did so only after DOJ officials made clear to him that they would 
resist the White House's suggestion that they had prompted the process that led to Corney's 
termination. The initial reliance on a pretextual justification could support an inference that the 
President had concerns about providing the real reason for the firing, although the evidence does 
not resolve whether those concerns were personal, political, or both. 

E. The President's Efforts to Remove the Special Counsel 

Overview 

The Acting Attorney General appointed a Special Counsel on May 17, 2017, prompting 
the President to state that it was the end of his presidency and that Attorney General Sessions had 
failed to protect him and should resign. Sessions submitted his resignation, which the President 
ultimately did not accept. The President told senior advisors that the Special Counsel had conflicts 
of interest, but they responded that those claims were "ridiculous" and posed no obstacle to the 
Special Counsel's service. Department of Justice ethics officials similarly cleared the Special 
Counsel's service. On June 14, 2017, the press reported that the President was being personally 
investigated for obstruction of justice and the President responded with a series of tweets 

498 See Volume TI, Section II.K. l, infra. 
499 See Volume I, Section III.D. l, supra. 
500 In addition to whether the President had a motive related to Russia-related matters that an FBI 

investigation could uncover, we considered whether the President's intent in firing Corney was connected 
to other conduct that could come to light as a result of the FBI' s Russian-interference investigation. In 
particular, Michael Cohen was a potential subject of investigation because of his pursuit of the Trump 
Tower Moscow project and involvement in other activities. And facts uncovered in the Russia 
investigation, which our Office referred to the U.S. Attorney's Office for the Southern District of New 
York, ultimately led to the conviction of Cohen in the Southern District ofNew York for campaign-finance 
offenses related to payments he said he made at the direction of the President. See Volume II, Section 
II.K.5, infra. The investigation, however, did not establish that when the President fired Corney, he was 
considering the possibility that the FBI's investigation would uncover these payments or that the President's 
intent in firing Corney was otherwise connected to a concern about these matters coming to light. 
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criticizing the Special Counsel's investigation. That weekend, the President called McC':iahn and 
directed him to have the Special Counsel removed because of asserted conflicts of interest. 
McGahn did not carry out the instruction for fear of being seen as triggering another Saturday 
Night Massacre and instead prepared to resign. McGahn ultimately did not quit and the President 
did not follow up with McGahn on his request to have the Special Counsel removed. 

Evidence 

1. The Appointment of the Special Counsel and the President's Reaction 

On May 17, 2017, Acting Attorney General Rosenstein appointed Robert S. Mueller, III as 
Special Counsel and authorized him to conduct the Russia investigation and matters that arose 
from the investigation.501 The President learned of the Special Counsel's appointment from 
Sessions, who was with the President, Hunt, and McGahn conducting interviews for a new FBI 
Director.502 Sessions stepped out of the Oval Office to take a call from Rosenstein, who told him 
about the Special Counsel appointment, and Sessions then returned to inform the President of the 
news.503 According to notes written by Hunt, when Sessions told the President that a Special 
Counsel,had been appointed, the President slumped back in his chair and said, "Oh my God. This 
is terrible. This is the end ofmy Presidency. I'm fucked."504 The President became angry and 
lambasted the Attorney General for his decision to recuse from the investigation, stating, "How 
could you let this happen, Jeff?"505 The President said the position of Attorney General was his 
most important appointment and that Sessions had "let [him] down," contrasting him to Eric 
Holder and Robert Kennedy.506 Sessions recalled that the President said to him, "you were 
supposed to protect me," or words to that effect. 507 The President returned to the consequences of 
the appointment and said, "Everyone tells me if you get one of these independent counsels it ruins 
your presidency. It takes years and years and I won't be able to do anything. This is the worst 
thing that ever happened to me."508 

501 Office of the Deputy Attorney General, Order No. 3915-2017, Appointment of Special Counsel 
to Investigate Russian Interference with the 2016 Presidential Election and Related Matters (May 17, 
2017). 

5oi Sessions 1/17/18 302, at 13; Hunt2/1/18 302, at 18; McGahn 12/14/17 302, at4; Hunt-000039 
(Hunt 5/17 /l 7 Notes). 

503 Sessions 1/17/18 302, at 13; Hunt 2/1/18 302, at 18; McGahn 12/14/17 302, at 4; Hunt-000039 
(Hunt 5/17 /17 Notes). 

504 Hunt-000039 (Hunt 5/17/17 Notes). 
505 Hunt-000039 (Hunt 5/17/17 Notes); Sessions 1/17/18 302, at 13-14. 
506 Hunt-000040; see Sessions 1/17 /18 302, at 14. 
507 Sessions 1/17 /l 8 302, at 14. 
508 Hunt-000040 (Hunt 5/17/17 Notes); see Sessions 1/17/18 302, at 14. Early the next morning, 

the President tweeted, "This is the single greatest witch hunt of a politician in American history!" 
@realDonaldTrump 5/18/17 (7:52 a.m. ET) Tweet. 
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The President then.told Sessions he should resign as Attorney General.509 Session~ agreed 
to submit his resignation and left the Oval Office. 510 Hicks saw the President shortly after Sessions 
departed and described the President as being extremely upset by the Special Counsel's 
appointment.511 Hicks said that she had only seen the President like that one other time, when the 
Access Hollywood tape came out during the campaign.512 

The next day, May 18, 2017, FBI agents delivered to McGahn a preservation notice that 
discussed an investigation related to Corney's termination and directed the White House to 
preserve all relevant documents.513 When he received the letter, McGahn issued a document hold 
to White House staff and instructed them not to send out any burn bags over the weekend while 
he sorted things out. 514 

Also on May 18, Sessions finalized a resignation letter that stated, "Pursuant to our 
conversation of yesterday, and at your request, I hereby offer my resignation."515 Sessions, 
accompanied by Hunt, brought the letter to the White House and handed it to the President. 516 The 
President put the resignation letter in his pocket and asked Sessions several times whether he 
wanted to continue serving as Attorney General.517 Sessio.ns ultimately told the President he 
wanted to stay, but it was up to the President. 518 The President said he wanted Sessions to stay.519 

At the conclusion of the meeting, the President shook Sessiohs's hand but did not return the 
resignation letter. 520 

When Priebus and Bannon learned that the President was holding onto Sessions's 
resignation letter, they became concerned that it could be used to influence the Department of 
Justice.521 Priebus told Sessions it was not good for the President to have the letter because it 

509 Hunt-000041 (Hunt 5/17/17 Notes); Sessions 1/17/18 302, at 14. 
510 Hunt-000041 (Hunt5/17/17Notes); Sessions 1/17/18 302, at 14. 
511 Hicks 12/8/17 302, at 21. 
512 Hicks 12/8/17 302, at 21. The Access Hollywood tape was released on October 7, 2016, as 

discussed in Volume I, Section III.D.l, supra. 
513 McGahn 12/14/17 302, at 9; SCROl5_000175-82 (Undated Draft Memoranda to White House 

Staff). 
514 McGahn 12/14/17 302, at 9; SCR015_000175-82 (Undated Draft Memoranda to White House 

Staff). The White House Counsel's Office had previously issued a document hold on February 27, 2017. 
SCR015_00017l (2/17/17 Memorandum from McGahn to Executive Office of the President Staff). 

515 Hunt-000047 (Hunt 5/18/17 Notes); 5/18/17 Letter, Sessions to President Trump (resigning as 
Attorney General). 

516 Hunt-000047-49 (Hunt 5/18/17Notes); Sessions 1/17/18 302, at 14. 
517 Hunt-000047-49 (Hunt 5/18/17 Notes); Sessions 1/17/18 302, at 14. 
518 Hunt-000048-49 (Hunt 5/18/17 Notes); Sessions 1/17/18 302, at 14. 
519 Sessions 1/17/18 302, at 14. 
520 Hunt-000049 (Hunt 5/18/17 Notes). 
521 Hunt-000050-51 (Hunt 5/18/17Notes). 
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would function as a kind of "shock collar" that the President could use any time he wanted; Priebus 
said the President had "DOJ by the throat."522 Priebus and Bannon told Sessions they would 
attempt to get the letter back from the President with a notation that he was not accepting 
Sessions 's resignation. 523 

On May 19, 2017, the President left for a trip to the Middle East. 524 Hicks recalled that on 
the President's flight from Saudi Arabia to Tel Aviv, the President pulled Sessions's resignation 
letter from his pocket, showed it to a group of senior advisors, and asked them what he should do 
about it.525 During the trip, Priebus asked about the resignation letter so he could return it to 
Sessions, but the President told him that the letter was back at the White House, somewhere in the 
residence.526 It was not until May 30, three days after the President returned from the trip, that the 
President returned the letter to Sessions with a notation saying, "Not accepted."517 

2. The President Asserts that the Special Counsel has Conflicts ofinterest 

In the days following the Special Counsel's appointment, the President repeatedly told 
advisors, including Priebus, Bannon, and McGahn, that Special Counsel Mueller had conflicts of 
interest.528 The President cited as conflicts that Mueller had interviewed for the FBI Director 
position shortly before being appointed as Special Counsel, that he had worked for a law firm that 
represented people affiliated with the President, and that Mueller had disputed certain fees relating 
to his membership ina Trump golf course in Northern Virginia.529 The President's advisors pushed 

522 Hunt-000050 (Hunt 5/18/17 Notes); Priebus 10/13/17 302, at 21; Hunt 2/1/18 302, at 21. 
523 Hunt-000051 (Hunt 5/18/17 Notes). 
524 SCR026_0001 IO (President's Daily Diary, 5/19/17). 
525 Hicks 12/8/17 302, at 22. 
526 Priebus I 0/ 13/17 302, at 21. Hunt's notes state that when Priebus returned from the trip, Priebus 

told Hunt that the President was supposed to have given him the letter, but when he asked for it, the 
President "slapped the desk" and said he had forgotten it back at the hotel. Hunt-000052 (Hunt Notes, 
undated). 

527 Hunt-000052-53 (Hunt 5/30/17 Notes); 5/18/17 Letter, Sessions to President Trump (resignation 
letter). Robeit Porter, who was the White House Staff Secretary at the time, said that in the days after the 
President returned from the Middle Easttrip, the President took Sessions's letteroutofa drawer in the Oval 
Officeandshowed it to Porter. Porter4/13/l 8 3 

528 Priebus 1/18/18 302, at 12; Bannon 2/14/18 302, at 10; McGahn 3/8/18 302, at I; McGahn 
12/14/17 302, at IO; Bannon 10/26/18 302, at 12. 

529 Priebus 1/18/18 302, at 12; Bannon 2/14/18 302, at 10. In October 2011, Mueller resigned his 
family's membership from Trump National Golf Club in Sterling, Virginia, in a letter that noted that "we 
live in the District and find that we are unable to make full use of the Club" and that inquired "whether we 
would be entitled to a refund of a portion ofour initial membership foe,"which was paid in 1994. l 0/12/l 1 
Letter, Muellers to Trump National Golf Club. About two weeks later, the controllerofthe club responded 
that the Muellers' resignation would be effective October 31, 2011, and that they would be "placed on a 
waitlist to be refunded on a first resigned / first refunded basis" in accordance with the club's legal 
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back on his assertion of conflicts, telling the President they did not count as true conflicts. 530 

Bannon recalled telling the President, that the purported conflicts were "ridiculous" and that none 
of them was real or could come close to justifying precluding Mueller from serving as Special 
Counsel.531 As for Mueller's interview for FBI Director, Bannon recalled that the White House 
had invited Mueller to speak to the President to offer a perspective on the institution of the FBI. 532 

Bannon said that, although the White House thought about beseeching Mueller to become Director 
again, he did not come in looking for the job.533 Bannon also told the President that the law firm 
position did not amount to a conflict in the legal community.534 And Bannon told the President 
that the golf course dispute did not rise to the level of a conflict and claiming one was "ridiculous 
and petty."535 The President did not respond when Bannon pushed back on the stated conflicts of 
interest. 536 

On May 23, 2017, the Department of Justice announced that ethics officials had determined 
that the Special Counsel's prior law firm position did not bar his service, generating media reports 
that Mueller had been cleared to serve.537 McGahn recalled that around the same time, the 
President complained about the asserted conflicts and prodded McGahn to reach out to Rosenstein 
about the issue.538 McGahn said he responded that he could not make such a call and that the 
President should instead consult his,personal lawyer because it was not a White House issue.539 

Contemporaneous notes of a May 23, 2017 conversation between McGahn and the President 
reflect that McGahn told the President that he would not call Rosenstein and that he would suggest 
that the President not make such a call either.540 McGahn advised that the President could discuss 
the issue with his personal attorney but it would "look like still trying to meddle in [the] 
investigation" and "knocking out Mueller" would be "[ a ]nother fact used to claim obst[ ruction] of 

documents. 10/27 /l l Letter, Muellers to Trump National Golf Club. The Muellers have not had further 
contact with the club. 

530 Priebus 4/3/18 302, at 3; Bannon 10/26/18 302, at 13 ( confirming that he, Priebus, and McGahn 
pushed back on the asserted conflicts). 

531 Bannon 10/26/ 18 302, at 12-13. 
532 Bannon 10/26/18 302, at 12. 
533 Bannon 10/26/18 302, at 12. 
534 Bannon 10/26/18 302, at 12. 
535 Bannon 10/26/18 302, at 13. 
536 Bannon 10/26/18 302, at 12. 
537 Matt Zapotosky & Matea Gold, Justice Department ethics experts clear Mueller to lead Russia 

probe, Washington Post (May 23, 2017). 
538 McGahn 3/8/18 302, at 1; McGahn 12/14/1,7 302, at 10; Pricbus l/18/18 302, at 12. 
539 McGahn 3/8/18 302, at l. McGahn and Donaldson said that after the appointment of the Special 

Counsel, they considered themselves potential fact witnesses and accordingly told the President that 
inquiries related to the investigation should be brought to his personal counsel. McGahn 12/14/17 302, at 
7; Donaldson 4/2/18 302, at 5 . 

. 
540 SC_AD_00361 (Donaldson 5/31/17 Notes). 
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just[ice]."541 McGahn told the President that his "biggest exposure" was not his act of firing 
Corney but his -"other contacts" and "calls," and his "ask re: Flynn."542 By the time McGahn 
provided this advice to the President, there had been widespread reporting on the President's 
request for Corney's loyalty, which the President publicly denied; his request that Corney "let[] 
Flynn go," which the President also denied; and the President's statement to the Russian Foreign 
Minister that the termination of Corney had relieved "great pressure" related to Russia, which the 
President did not deny. 543 

On June 8, 2017, Corney testified before Congress about his interactions with the President 
before his termination, including the request for loyalty, the request that Corney "let[] Flynn go," 
and the request that Corney "lift the cloud" over the presidency caused by the ongoing 
investigation.544 Corney's testimony led to a series of news reports about whether the President 
had obstructed justice. 545 On June 9, 2017, the Special Counsel's Office informed the White House 
Counsel's Office that investigators intended to interview intelligence community officials who had 
allegedly been asked by the President to push back against the Russia investigation.546 

On Monday, June 12, 2017, Christopher Ruddy, the chief executive ofNewsmax Media 
and a longtime friend of the President's, met at the White House with Priebus and Bannon. 547 

Ruddy recalled that they told him the President was strongly considering firing the Special Counsel 

541 SC_AD_00361 (Donaldson 5/31/17 Notes). 
542 SC,_AD_00361 (Donaldson 5/31/17 Notes). 
543 See, e.g., Michael S. Schmidt, In a Private Dinner, Trump Demanded Loyalty. Camey 

Demurred., New York Times (May 11, 2017); Michael S. Schmidt, Camey Memorandum Says Trump 
Asked Him to End Flynn Investigation, New York Times (May 16, 2017); Matt Apuzzo etal., Trump Told 
Russians That Firing 'Nut Job' Camey Eased Pressure From Investigation, New York Times (May 19, 
2017). 

544 Hearing on Russian Election Interference Before the Senate Select Intelligence Committee, 
115th Cong. (June 8, 2017) (Statement for the Record of James B. Corney, former Director of the FBI, at 
5-6). Corney testified that he deliberately caused his memorandum documenting the February 14, 2017 
meeting to be leaked to the New York Times in response to a tweet from the President, sent on May 12, 
2017, that stated "James Corney better hope that there are no 'tapes' of our conversations before he starts 
leaking to the press!," and because he thought sharing the memorandum with a reporter "might prompt the 
appointment of a special counsel." Hearing on Russian Election Interference Before the Senate Select 
Intelligence Committee, 115th Cong. (June 8, 2017) (CQ Cong. Transcripts, at 55) (testimony by James B. 
Corney, former Director of the FBI). 

545 See, e.g., Matt Zapotosky, Corney lays out the case that Trump obstructed justice, Washington 
Post (June 8, 2017) ("Legal analysts said Corney's testimony clarified and bolstered the case that the 
president obstructed justice."). 

546 6/9/17 Email, Special Counsel's Office to the White House Counsel's Office. This Office made 
the notification to give the White House an opportunity to invoke executive privilege in advance of the 
interviews. On June 12, 2017, the Special Counsel's Office interviewed Admiral Rogers in the presence of 
agency counsel. Rogers 6/12/17 302, at I. On June 13, the Special Counsel's Office interviewed Ledgett. 
Ledgett 6/13/17 302, at 1. On June 14, the Office interviewed Coats and other personnel from his office. 
Coats 6/14/17 302, at 1; Gistaro 6/14/17 302, at I; Culver 6/14117 302, at 1. 

547 Ruddy 6/6/18 302, at 5. 
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and that he would do so precipitously, without vetting the decision through Administration 
officials. 548 Ruddy asked Priebus if Ruddy could talk publicly about the discussion they had about 
the Special Counsel, and Priebus said he could.549 Priebus told Ruddy he hoped another blow up 
like the one that followed the termination of Corney did not happen.550 Later that day, Ruddy 
stated in a televised interview that the President was "considering perhaps terminating the Special 
Counsel" based on purported conflicts of interest.551 Ruddy later told another news outlet that 
"Trump is definitely considering" terminating the Special Counsel and "it's not something that's 
being dismissed."552 Ruddy's comments led to extensive coverage in the media that the President 
was considering firing the Special Counse!.553 

\\lhite House officials were unhappy with that press coverage and Ruddy heard from 
friends that the President was upset with him.554 On June 13, 2017, Sanders asked the President 
for guidance on how to respond to press inquiries about the possible firing of the Special 
Counsel.555 The President dictated an answer, which Sanders delivered, saying that "[w]hile the 
president has every right to" fire the Special Counsel, "he has no intention to do so. "556 

Also on June 13, 2017, the President's personal counsel contacted the Special Counsel's 
Office and raised concerns about possible conflicts.557 The President's counsel cited Mueller's 
previous partnership in his law firm, his interview for the FBI Director position, and an asserted 
personal relationship he had with Comey.558 That same day, Rosenstein.had testified publicly 
before Congress and said he saw no evidence of good cause to terminate the Special Counsel, 
including for conflicts of interest.559 Two days later, on June 15, 2017, the Special Counsel's 

548 Ruddy 6/6/18 302, at 5-6. 
549 Ruddy 6/6/18 302, at 6. 
550 Ruddy 6/6/18 302, at 6. 
551 Trump Confidant Christopher Ruddy says Mueller has "real conflicts" as special counsel, PBS 

(June 12, 2017); Michael D. Shear & Maggie Habennan, Friend Says Trump Is Considering Firing Mueller 
as Special Counsel, New YorkTimes (June 12, 2017). 

552 Katherine Faulders & Veronica Stracqualursi, Trump friend Chris Ruddy says Spicer 's 'bizarre' 
statement doesn't deny claim Trump seeking Mueller firing, ABC (June 13, 2017). 

553 See, e.g., Michael D. Shear & Maggie Haberman, Friend Says Trump ls Considering Firing 
Mueller as Special Counsel, New York Times (June 12, 2017). 

554 Ruddy 6/6/18 302, at 6-7. 
555 Sanders 7/3/18 302, at 6-7. 
556 Glenn Thrush et al., Trump Stews, Staff Steps In, and Mueller Is Safe for Now, New York Times 

(June 13, 2017); see Sanders 7/3/18 302, at 6 (Sanders spoke with the President directly before speaking to 
the press on Air Force One and the answer she gave is the answer the President told her to give). 

557 Special Counsel's Office ,'.\ttorney 6/13/17 Notes. 
558 Special Counsel's Office Attorney 6/13/17 Notes. 
559 Hearing on Fiscal 2018 Justice Department Budget before the Senate Appropriations 

Subcommittee on Commerce, Justice, and Science, 115th Cong. (June 13, 2017) (CQ Cong. Transcripts, at 
14) (testimony by'Rod Rosenstein, Deputy Attorney General). 
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Office informed the Acting Attorney General's office about the areas of concern raised by the 
President's counsel and told the President's counsel that their concerns had been communicated to 
Rosenstein so that the Department of Justice could take any appropriate action.560 

3. The Press Reports that the President is Being Investigated for Obstruction of 
Justice and the President Directs the White House Counsel to Have the Special 
Counsel Removed 

On the evening of June 14, 2017, the Washington Post published an article stating that the 
Special Counsel was investigating whether the President had attempted to obstruct justice. 561 This 
was the first public report that the President himself was under investigation by the Special 
Counsel's Office, and cable news networks quickly picked up on the report.562 The Post story 
stated that the Special Counsel was interviewing intelligence community leaders, including Coats 
and Rogers, about what the President Had asked them to do in response to Corney's March 20, 
2017 testimony; that the inquiry into obstruction marked "a major turning point" in the 
investigation; and that while "Trump had received private assurances from then-FBI Director 
James B. Corney starting in January that he was not personally under investigation," "[ o ]fficials 
say that changed shortly after Corney's firing."563 That evening, at approximately 10:31 p.m., the 
President called McGahn on McGahn's personal cell phone and they spoke for about 15 
minutes. 564 McGahn did not have a clear memory of the call but thought they might have discussed 
the stories reporting that the President was under investigation.565 

Beginning early the next day, June 15, 2017, the President issued a series of tweets 
acknowledging the existence of the obstruction investigation and criticizing it. He wrote: "They 
made up a phony collusion with the Russians story, found zero proof, so now they go for 
obstruction of justice on the phony story. Nice";566 "You are witnessing the single greatest WITCH 
HUNT in American political history-led by some very bad and conflicted people!";567 and 
"Crooked H destroyed phones w/ hammer, 'bleached' emails, & had husband meet w/AG days 

560 Special Counsel's Office Attorney 6/15/17 Notes. 
561 Devlin Barrett et al., Special counsel is investigating Trump for possible obstruction of justice, 

officials say, Washington Post (June 14, 2017). 
562 CNN, for example, began running a chyron at 6:55 p.m. that stated: "WASH POST: MUELLER 

INVESTIGATING TRUMP FOR OBSTRUCTION OF JUSTICE." CNN, (June 14, 2017, published 
online at 7:15 p.m. ET). 

563 Devlin Barrett et al., Special counsel is investigati11g Trump for possible obstructio11 of justice, 
officials say, Washington Post (June 14, 2017). 

564 SCR026_000183 (President's Daily Diary, 6/14/17) (reflecting call from the President to 
McGahn on 6/14/17 with start time 10:31 p.m. and end time 10:46 p.m.); Call Records of Don McGahn. 

565 McGahn 2/28/19 302, at 1-2. McGahn thought he and the President also probably talked about 
the inve_stiture ceremony for Supreme Court Justice Neil Gorsuch, which was scheduled for the following 
day. McGahn 2/28/18 302, at 2. 

566 @rea!DonaldTrump 6/15/17 (6:55 a.m. ET) Tweet. 
567 @realDonaldTrump 6/15/17 (7:57 a.m. ET) Tweet. 
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before she was cleared-& they talk about obstruction?"568 The next day, June 16, 2017, the 
President wrote additional tweets criticizing the investigation: "After 7 months of investigations 
& committee hearings about my 'collusion with the Russians,' nobody has been able to show any 
proof. Sad!";569 and "I am being investigated for firing the FBI Director by the man who told me 
to fire the FBI Director! Witch Hunt."570 

On Saturday, June 17, 2017, the President called McGahn and directed him to have the 
Special Counsel removed.571 McGahn was at home and the President w:is at Camp David.572 In 
interviews with this Office, McGahn recalled that the President called him at home twice and on 
both occasions directed him to call Rosenstein and say that Mueller had conflicts that precluded 
him from serving as Special Counsel.573 

On the first call, McGahn recalled that the President said something like, "You gotta do 
this. You gotta call Rod."574 McGahn said he told the President that he would see what he could 
do. 575 McGahn was perturbed by the call and did not intend to act on the request. 576 He and other 
advisors believed the asserted conflicts were "silly" and "not real," and they had previously 
communicated that view to the President. 577 McGahn also had made clear to the President that the 
White House Counsel's Office should not be involved in any effort to press the issue ofconflicts.578 

McGahn was concerned about having any role in asking the Acting Attorney General to fire the 
Special Counsel because he had grown up in the Reagan era and wanted to be more like Judge 

568 @rea!DonaldTrump 6/15/17 (3 :56 p.m. ET) Tweet. 
569 @rea!DonaldTrump 6/16/17 (7:53 a.m. ET) Tweet. 
570 @rea!DonaldTrump 6/16/17 (9:07 a.m. ET) Tweet. 
571 McGahn 3/8/18 302, at 1-2; McGahn 12/14/17 302, at 10. 
572 McGahn 3/8/18 302, at 1, 3; SCR026_000196 (President's Daily Diary, 6/17/17) {records 

showing President departed the White House at 11 :07 a.m. on June 17, 2017, and arrived at Camp David at 
11:37 a.m.). 

573 McGahn 3/8/18 302, at 1-2; McGahn 12/14/17 302, at 10. Phone records show that the President 
called McGahn in the afternoon on June 17, 2017, and they spoke for approximately 23 minutes. 
SCR026_000196 (President's Daily Diary, 6/17/17) (reflecting call from the President to McGahn on 
6/17/17 with start time 2:23 p.m. and end time 2:46 p.m.); (Call Records of Don McGahn). Phone records 
do not show another call between McGahn and the President that day. Although McGahn recalled receiving 
multiple calls from the President on the same day, in light of the phone records he thought it was possible 
that the first call instead occurred on June 14, 2017, shortly after the press reported that the President was 
under investigation forobstruction of justice. McGahn 2/28/19 302, at 1-3. While McGahn was not certain 
of the specific dates of the calls, McGahn was confident that he had at least two phone conversations with 
the President in which the President directed him to call the Acting Attorney General to have the Special 
Counsel removed. McGahn 2/28/19 302, at 1-3. 

574 McGahn 3/8/18 302, at 1. 
575 McGahn 3/8/18 302, at l. 
576 McGahn 3/8/18 302, at l. 
577 McGahn 3/8/18 302, at 1-2. 
578 McGahn 3/8/18 302, at 1-2. 
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Robert Bork and not "Saturday Night Massacre Bork."579 McGahn considered the President's 
request to be an inflection point and he wanted to hit the brakes.580 

When the President called McGahn a second time to follow up on the order to call the 
Department of Justice, McGahn recalled that the President was more direct, saying something like, 
"Call Rod, tell Rod that Mueller has conflicts and can't be the Special Counsel."581 McGahn 
recalled the President telling him "Mueller has to go" and "Call me back when you do it."582 

McGahn understood the President to be saying that the Special Counsel had to be removed by 
Rosenstein.583 To end the conversation with the President, McGahn left the President with the 
impression that McGahn would call Rosenstein.584 McGahn recalled that he had already said no 
to the President's request and he was worn down, so he just wanted to get off the phone. 585 

McGahn recalled feeling trapped because he did not plan to follow the President's directive 
but did not know what he would say the next time the President called. 586 McGahn decided he had -
to resign. 587 He called his personal lawyer and then called his chief of staff, Annie Donaldson, to 
inform her of his decision.588 He then drove to the office to pack his belongings and submit his 
resignation letter.589 Donaldson recalled that McGahn told her the President had called and_ 
demanded he contact the Department of Justice and that the President wanted him to do something 
that McGahn did not want to do. 590 McGahn told Donaldson that the President had called at least 
twice and in one of the calls asked "have you done it?"591 McGahn did not tell Donaldson the 
specifics of the President's request because he was consciously trying not to involve her in the 

579 McGahn 3/8/18 302, at 2. 
580 McGahn 3/8/18 302, at 2. 
581 McGahn 3/8/18 302, at 5. 
582 McGahn 3/8/18 302, at 2, 5; McGahn 2/28/19 302, at 3. 
583 McGahn 3/8/18 302, at 1-2, 5. 
584 McGahn 3/8/18 302, at 2. 

, 585 McGahn 2/28/19 302, at 3; McGahn 3/8/18 302, at 2. 
586 McGahn 3/8/18 302, at 2. 
587 McGahn 3/8/18 302, at 2. 
588 McGahn 3/8/18 302, at 2-3; McGahn 2/28/19 302, at 3; Donaldson4/2/18 302, at4; Call Records 

of Don McGahn. 
589 McGahn 3/8/18 302, at 2; Donaldson 4/2/18 302, at 4. 
590 Donaldson 4/2/18 302, at 4. 
591 Donaldson 4/2/18 302, at 4. 
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investigation, but Donaldson inferred that the President's directive was related to the Russia 
investigation. 592 Donaldson prepared to resign along with McGahn. 593 

That evening, McGahn called both Priebus and Bannon and told them that he intended to 
resign.594 McGahn recalled that, after speaking with his attorney and given the nature of the 
President's request, he decided not to share details of the President's request with other White 
House staff.595 Priebus recalled that McGahn said that the President had asked him to "do crazy 
shit," but he thought McGahn did not tell him the specifics of the President's request because 
McGahn was trying to protect Priebus from what he did not need to know.596 Priebus and Bannon 
both urged McGahn not to quit, and McGahn ultimately returned to work that Monday and 
remained in his position.597 He had not told the President directly that he planned to resign, and 
when they next saw each other the President did not ask McGahn whether he had followed through 
with calling Rosenstein. 598 

Around the same time, Chris Christie recalled a telephone call with the President in which 
the President asked what Christie thought about the President firing the Special Counsel.599 

Christie advised against doing so because there was no substantive basis for the President to fire 
the Special Counsel, and because the President would lose support from Republicans in Congress 
ifhe did so.600 

Analysis 

In analyzing the President's direction to McGahn to have the Special Counsel removed, 
the following evidence is relevant to the elements of obstruction of justice: 

a. Obstructive act. As with the President's firing of Corney, the attempt to remove 
the Special Counsel would qualify as an obstructive act if it would naturally obstruct the 

592 McGahn 2/28/19 302, at 3-4; Donaldson 4/2/18 302, at 4-5. Donaldson said she believed 
McGahn consciously did not share details with her because he did not want to drag her into the 
investigation. Donaldson 4/2/18 302, at 5; see McGahn 2/28/19 302, at 3. 

593 Donaldson 4/2/18 302, at 5. 
594 McGahn 12/14/17 302, at 10; Call Records of Don McGahn; McGahn 2/28/19 302, at 3-4; 

Priebus 4/3/18 302, at 6-7. 
595 McGahn 2/28/19 302, at, 4. Priebus and Bannon confinned that McGahn did not tell them the 

specific details of the President's request. Priebus 4/3/18 302, at 7; Bannon 2/14/18 302, at 10. 
596 Priebus 4/3/18 302, at 7. 
597 McGahn 3/8/18 302, at 3; McGahn 2/28/19 302, at 3-4. 
598 McGahn 3/8/18 302, at 3. 
599 Christie 2/13/19 302, at 7. Christie did not recall the precise date of this call, but believed it was 

after Christopher Wray was announced as the nominee to be the new FBI director, which was on June 7, 
2017. Christie 2/13/19 302, at 7. Telephone records show that the Presid,mt called Christie twice after that 
time period, on July 4, 2017, and July 14, 2017. Call Records of Chris Christie. 

60° Christie 2/13/19 302, at 7. 
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investigation and any grand jury proceedings that might flow from the inquiry. Even if the removal 
of the lead prosecutor would not prevent the investigation from continuing under a new appointee, 
a factfinder would need to consider whether the act had the potential to delay further action in the 
investigation, chill the actions of any replacement Special Counsel, or otherwise impede the 
investigation. 

A threshold question is whether the President in fact directed McGahn to have the Special 
Counsel removed. After news organizations reported that in June 2017 the President had ordered 
McGahn to have the Special Counsel removed, the President publicly disputed these accounts, and 
privately told McGahn that he had simply wanted McGahri to bring conflicts of interest to the 
Department of Justice's attention. See Volume II, Section II.I, infra. Some of the President's 
specific language that McGahn recalled from the calls is consistent with that explanation. 
Substantial evidence, however, supports the conclusion that the President went further and in fact 
directed McGahn to call Rosenstein to have the Special Counsel removed. 

First, McGahn's clear recollection was that the President directed him to tell Rosenstein 
not only that conflicts existed but also that "Mueller has to go." McGahn is a credible witness 
with no motive to lie or exaggerate given the position he held in the White House.601 McGahn 
spoke with the President twice and understood the directive the same way both times, making it 
unlikely that he misheard or misinterpreted the President's request. In response to that request, 
McGahn decided to quit because he did not want to participate in events that he described as akin 
to the Saturday Night Massacre. He called his lawyer, drove to the White House, packed up his 
office, prepared to submit a resignation letter with.his chief of staff, told Priebus that the President 
had asked him to "do crazy shit," and informed Priebus and Bannon that he was leaving. Those 
acts would be a highly unusual reaction to a request to convey information to the Department of 
Justice. 

Second, in the days before the calls to McGahn, the President, through his counsel, had 
already brought the asserted conflicts to the attention of the Department of Justice. Accordingly, 
the President had no reason to have McGahn call Rosenstein that weekend to raise conflicts issues 
that already had been raised. 

Third, the President's sense of urgency and repeated requests to McGahn to take immediate 
action on a weekend-"You gotta do this. You gotta call Rod. "-support McGahn' s recollection 
that the President wanted the Department of Justice to take action to remove the Special Counsel. 
Had the President instead sought only to have the Department of Justice re-examine asserted 
conflicts to evaluate whether they posed an ethical bar, it would have been unnecessary to set the 
process in motion on a Saturday and to make repeated calls to McGahn. 

Finally, the President had discussed "knocking out Mueller" and raised conflicts of interest 
in a May 23, 2017 call with McGahn, reflecting that the President connected the conflicts to a plan 
to remove the Special Counsel. And in the days leading up to June 17, 2017, the President made 
clear to Priebus and Bannon, who then told Ruddy, that the President was considering terminating 

601 When this Office first interviewed McGahn about this topic, he was reluctant to share detailed 
information about what had occurred and only did so after continued questioning. See McGahn 12/14/17 
302 (agent notes). 
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the Special Counsel. Also during this time period, the President reached out to Christie to get his 
thoughts on firing the Special Counsel. This evidence shows that the President was not just seeking 
an examination of whether conflicts existed but instead was looking to use asserted conflicts as a 
way to terminate the Special Counsel. 

b. Nexus to an official proceeding. To satisfy the proceeding requirement, it would 
be necessary to establish a nexus between the President's act of seeking to terminate the Special 
Counsel and a pending or foreseeable grand jury proceeding. 

Substantial evidence indicates that by June 17, 2017, the President knew his conduct was 
under investigation by a federal prosecutor who could present any evidence of federal crimes to a 
grand jury. On May 23, 2017, McGahn explicitly warned the President that his "biggest exposure" 
was not his act of firing Corney but his "other contacts" and "calls," and his "ask re: Flynn." By 
early June, it was widely reported in the media that federal prosecutors had issued grand jury 
subpoenas in the Flynn inquiry and that the Special Counsel had taken over the Flynn 
investigation.602 On June 9, 2017, the Special Counsel's Office informed the White House that 
investigators would be interviewing intelligence agency officials who allegedly had been asked by 
the President to push back against the Russia investigation. On June 14, 2017, news outlets began 
reporting that the President was himself being investigated for obstruction of justice. Based on 
widespread reporting, the President knew that such an investigation could include his request for 
Corney's loyalty; his request that Corney "let[] Flynn go"; his outreach to Coats and Rogers; and 
his termination of Corney and statement to the Russian Foreign Minister that the termination had 
relieved "great pressure" related to Russia. And on June 16, 2017, the day before he directed 
McGahn to have the Special Counsel removed, the President publicly acknowledged that his 
conduct was under investigation by a federal prosecutor, tweeting, "I am being investigated for 
firing the FBI Director by the man who told me to fire the FBI Director!" 

c. Intent. Substantial evidence indicates that the President's attempts to remove the 
Special Counsel were linked to the Special Counsel's oversight of investigations that involved the 
President's conduct-and, most immediately, to reports that the President was being investigated 
for potential obstru~tion of justice. 

Before the President terminated Corney, the President considered it critically important that 
he was not under investigation and that the public not erroneously think he was being investigated. 
As described in Volume II, Section II.D, supra, advisors perceived the President, while he was 
drafting the Comey termination letter, to be concerned more than anything else about getting out 
that he was not personally under investigation. When the President learned of the appointment of 
the Special Counsel on May 17, 2017, he expressed further concern about the investigation, saying 
"[t)his is the end ofmy Presidency." The President also faulted Sessions for recusing, saying "you 
were supposed to protect me." 

On June 14,' 2017, when the Washington Post reported that the Special Counsel was 
investigating the President for obstruction of justice, the President was facing what he had wanted 

602 See, e.g., Evan Perez et al., CNN exclusive: Grand jury subpoenas issued in FBI's Russia 
investigation, CNN (May 9, 2017); Matt Ford, Why Mueller Is Taking Over the Michael Flynn Grand Jury, 
The Atlantic (June 2, 20 l 7). 
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to avoid: a criminal investigation into his own conduct that was the subject of widespread media 
attention. The evidence indicates that news of the obstruction investigation prompted the President 
to call McGahn and seek to have the Special Counsel removed. By mid-June, the Department of 
Justice had already cleared the Special Counsel's service and the President's advisors had told him 
that the claimed conflicts of interest were "silly" and did not provide a basis to remove the Special 
Counsel. On June 13, 2017, the Acting Attorney General testified before Congress that no good 
cause for removing the Special Counsel existed, and the President dictated a press statement to 
Sanders saying he had no intention of firing the Special Counsel. But the next day, the media 
reported that the President was under investigation for obstruction of justice and the Special 
Counsel was interviewing witnesses about events related to possible obstruction-spurring the 
President to write critical tweets about the Special Counsel's investigation. The President called 
McGahn at home that night and then called him on Saturday from Camp David. The evidence 
accordingly indicates that news that an obstruction investigation had been opened is what led the 
President to call McGahn to )lave the Special Counsel terminated. 

There also is evidence that the President knew that he should not have made those calls to 
McGahn. The President made the calls to McGahn after McGahn had specifically told the 
President that the White House Counsel's Office-and McGahn himself-could not be involved 
in pressing conflicts claims and that the President should consult with his personal counsel if he 
wished to raise conflicts. Instead of relying on his personal counsel to submit the conflicts claims, 
the President sought to use his official powers to remove the Special Counsel. And after the media 
reported on the President's actions, he denied that he ever ordered McGahn to have the Special 
Counsel terminated and made repeated efforts to have McGahn deny the story, as discussed in 
Volume II, Section II.I, infra. Those denials are contrary to the evidence and suggest the 
President's awareness that the direction to McGahn could be seen as improper. 

F. The President's Efforts to Curtail the Special Counsel Investigation 

Overview 

Two days after the President directed McGahn to have the Special Counsel removed, the 
President made another attempt to affect the course of the Russia investigation. On June 19, 2017, 
the President met one-on-one with Corey Lewandowski in the Oval Office and dictated a message 
to be delivered to Attorney General Sessions that would have had the effect of limiting the Russia 
investigation to future election interference only. One month later, the President met again with 
Lewandowski and followed up on the request to have Sessions limit the scope of the Russia 
investigation. Lewandowski told the President the message would be delivered soon. Hours later, 
the President publicly criticized Sessions in an unplanned press interview, raising questions about 
Sessions' s job security. 

1. The President Asks Corey Lewandowski to Deliver a Message to Sessions to 
Curtail the Special Counsel Investigation 

On June 19, 2017, two days after the President directed McGahn to have the Special 
Counsel removed, the President met one-on-one in the Oval Office with his former campaign 
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manager Corey Lewandowski.603 Senior White House advisors described Lewandowski as a 
"devotee" of the President and said the relationship between the President and Lewandowski was 
"close."604 

During the June 19 meeting, Lewandowski recalled that, after some small talk, the 
President brought up Sessions and criticized his recusal from the Russia investigation.605 The 
President told Lewandowski that Sessions was weak and that if the President had known about the 
likelihood of recusal in advance, he would not have appointed Sessions.606 The President then 
asked Lewandowski to deli vera message to Sessions and said "write this down. "607 This was the 
first time the President had asked Lewandowski to take dictation, and Lewandowski wrote as fast 
as possible to make sure he captured the content correctly .608 

The President directed that Sessions should give a speech publicly announcing: 

I know that I recused myself from certain things having to do with specific areas. But our 
POTUS ... is being treated very unfairly. He shouldn't have a Special Prosecutor/Counsel 
b/c he hasn't done anything wrong. I was on the campaign wl him for nine months, there 
were no Russians involved with him. I know it for a fact b/c I was there. He didn't do 
anything wrong except he ran the greatest campaign in American history.609 

The dictated message went on to state that Sessions would meet with the Special Counsel to limit 
his jurisdiction to future election interference: 

Now a group of people want to subvert the Constitution of the United States. I am going 
to meet with the Special Prosecutor to explain this is very unfair and let the Special 
Prosecutor move forward with investigating election meddling for future elections so that 
nothing can happen in future elections.610 

"°4 Kelly 8/2/18 302, at 7; Dearborn 6/20/18 302, at l (describing Lewandowski as a "comfort to 
the President" whose loyalty was appreciated). Kelly said that when he was Chief of Staff and the President 
had meetings with friends like Lewandowski, Kelly tried not to be there and to push the meetings to the 
residence to create distance from the West Wing. Kelly 8/2118 302, at 7. 

605 Lewandowski 4/6/18 302, at 2. 

606 Lewandowski 4/6118 302, at 2. 

607 Lewandowski 4/6/18 302, at 2. 

608 Lewandowski 4/6/18 302, at 3. 
609 Lewandowski 4/6/18 302, at 2-3; Lewandowski 6/19117 Notes, at 1-2. 

610 Lewandowski 416/18 302, at 3; Lewandowski 6/19117 Notes, at 3. 
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The President said that if Sessions delivered that statement he would be the "most popular guy in 
the country.''611 Lewandowski told the President he understood what the President wanted Sessions 
to do.612 

Lewandowski wanted to pass the message to Sessions in person rather than over the 
phone.613 He did not want to meet at the Department of Justice because he did not want a public 
log of his visit and did not want Sessions to have an advantage over him by meeting on what 
Lewandowski descn"bed as Sessions's turf.614 Lewandowski called Sessions and arranged a 
meeting for the following evening at Lewandowski's office, but Sessions had to cancel due to a 
last minute conflict.615 Shortly thereafter, Lewandowski left Washington, D.C., without having 
had an opportunity to meet with Sessions to convey the President's message.616 Lewandowski 
stored the notes in a safe at his home, which he stated was his standard procedure with sensitive 
items.617 

2. The President Follows Up with Lewandowski 

Following his June meeting with the President, Lewandowski contacted Rick Dearborn, 
then a senior White House official, and asked if Dearborn could pass a message to Sessions.618 

Dearborn agreed without knowing what the message was, and Lewandowski later confirmed that 
Dearborn would meet with Sessions for dinner in late July and could deliver the message then.619 

Lewandowski recalled thinking that the President had asked him to pass the message because the 
President knew Lewandowski could be trusted, but Lewandowski believed Dearborn would be a 
better messenger because he had a longstanding relationship with' Sessions

1 
and because Dearborn 

was in the government while Lewandowski was not. 620 

On July 19, 2017, the President again met with Lewandowski alone in the Oval Office.621 

In the preceding days, as described in Volume II, Section II.G, infra, emails and other; information 
about the June 9, 2016 meeting between several Russians and Donald Trump Jr., Jared Kushner, 
and Paul Manafort had been publicly disclosed. In the July 19 meeting with Lewandowski, the 

611 Lewandowski 4/6/18 302, at 3; Lewandowski 6/19/17 Notes, at 4. 
612 Lewandowski 4/6/18 302, at 3. 
613 Lewandowski 4/6/18 302, at 3-4. 
614 Lewandowski 4/6/18 302, at 4. 
615 Lewandowski 4/6/18 302, at 4. 
616 Lewandowski 4/6/18 302, at 4. 
617 Lewandowski 4/6/18 302, at 4. 
618 Lewandowski 4/6/18 302, at 4; see Dearborn 6/20/18 302, at 3. 
619 Lewandowski 4/6/18 302, at 4-5. 
620 Lewandowski 4/6/18 302, at 4, 6. 
621 Lewandowski 4/6/18 302, at 5; SCRP29b_000002-03 (6/5/18 Additional Response to Special 

Counsel Request for Certain Visitor Log Information). 
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President raised his previous request and asked if Lewandowski had talked to Sessions.622 

Lewandowski told the President that the message would be delivered soon. 623 Lewandowski 
recalled that the President told him that if Sessions did not meet with him, Lewandowski should 
tell Sessions he was fired.624 

Immediately following the meeting with the President, Lewandowski saw Dearborn in the 
anteroom outside the Oval Office and gave him a typewritten version of the message the President 
had dictated to be delivered to Sessions.625 Lewandowski told Dearborn that the notes were the 
message they had discussed, but Dearborn did not recall whether Lewandowski said the message 
was from the President.626 The message "definitely raised an eyebrow" for Dearborn, and he 
recalled not wanting to ask where it came from or think further about doing anything with it.627 

Dearborn also said that being asked to serve as a messenger to Sessions made him 
uncomfortable. 628 He recalled later telling Lewandowski that he had handled the situation, but he 
did not actually follow through with delivering the message to Sessions, and he did not keep a 
copy of the typewritten notes Lewandowski had given him.629 

3. The President Publicly Criticizes Sessions in a New York Times Interview 

Within hours of the President's meeting with Lewandowski on July 19, 2017, the President 
gave an unplanned interview to the New York Times in which he criticized Sessions' s decision to 
recuse from the Russia investigation. 630 The President said that "Sessions should have never 
recused himself, and if he was going to recuse himself, he should have told me before he took the 
job, and I would have picked somebody else."631 Sessions's recusal, the President said, was "very 
unfair to the president. How do you take a job and then recuse yourself? Ifhe would have recused 
himself before the job, I would have said, 'Thanks, Jeff, but I can't, you know, I'm not going to 

622 Lewandowski 4/6/18 302, at 5. 
623 Lewandowski 4/6/18 302, at 5. 
624 Lewandowski 4/6/18,302, at 6. Priebus vaguely recalled Lewandowski telling him that in 

approximately May or June 2017 the President had asked Lewandowski to get Sessions's resignation. 
Priebus recalled that Lewandowski described his reaction as something like, "What can I do? I'm not an 
employee of the administration. I'm a nobody." Priebus 4/3/18 302, at 6. , 

625 Lewandowski 4/6/18 302, at 5. Lewandowski said he asked Hope Hicks to type the notes when 
he went in to the Oval Office, and he then retrieved the notes from her partway through his meeting with 
the President. Lewandowski 4/6/18 302, at 5. 

626 Lewandowski 4/6/18 302, at 5; Dearborn 6/20/18 302, at 3. 
627 Dearborn 6/20/18 302, at 3. 
628 Dearborn 6/20/18 302, at 3. 
629 Dearborn 6/20/18 302, at 3-4. 
630 Peter Baker et al., Excerpts From The Times's Interview With Trump, New York Times (July 

19, 2017), 
631 Peter Baker et al., Excerpts From The Times's Interview With Trump, New York Times (July 

19,2017). 
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take you.' It's extremely unfair, and that's a mild word, to the president."632 Hicks, who was 
present for the interview, recalled trying to "throw [herself] between the reporters and [the 
President]" to stop parts of the intervie'w, but the President "loved the interview."633 

Later that day, Lewandowski met with Hicks and they discussed the President's New York 
. Times interview. 634 Lewandowski recalled telling Hicks about the President's request that he meet 
with Sessions and joking with her about the idea of firing Sessions as a private citizen if Sessions 
would not meet with him.635 As Hicks remembered the conversation,Lewandowski told her the 
President had recently asked him to meet with Sessions and deliver a message that he needed to 
do the "right thing" and resign. 636 While Hicks and Lewandowski were together, the President 

' called Hicks and told her he was happy with how coverage of his New York Times interview 
criticizing Sessions was playing out.637 

4. The President Orders Priebus to Demand Sessions's Resignatfon 

Three days later, on July 21, 2017, the Washington Post reported that U,S. intelligence 
intercepts showed that Sessions had discussed campaign-related matters with the Russian 
ambassador, contrary to what Sessions had said publicly.638 That evening, Priebus called Hunt to 
talk about whether Sessions might be fired or might resign.639 Priebus had previously talked to 
Hunt when the media had reported on tensions .):>etween Sessions and the President, and, after 
speaking to Sessions, Hunt had told Priebus that the President would have to fire Sessions if he 
wanted to remove Sessions because Sessions was not going to quit.640 According to Hunt, who 
took contemporaneous notes of the July 21 call, Hunt told Priebus that, as they had previously 
discussed, Sessions had no intention ofresigning.641 Hunt asked Priebus what the President would 

632 Peter Baker et al., Excerpts From The Times 's]nterview With Trump, New York Times (July · 
19, 2017). . 

633 Hicks 12/8/17 302, at 23; 
634 Hicks 3/13/18 302, at 10; Lewandowski 4/6/18 302, at 6. 
635 Lewandowski 4/6/18 302, at 6. 
636 Hicks 3/13/18 302, at. 10. Hicks thought that the President might be able to make a recess 

appointment of a new Attorney General because the Senate was about to go on recess. Hicks 3/13/18 302, 
at 10. Lewandowski recalled that in the afternoon of July 19, 2017, following his meeting with the 
President, he conducted research on recess appointments but did not share his research with the President. 
Lewandowski 4/6/18 302, at 7. ' 

637 Lewandowski 4/6/18 302, at 6. 
63

& Adam Entous et al., Sessions discussei Trurµp campaign-related matters with ~ussian 
ambassador, U.S; intelligence intercepts show, Washington Post (July 21, 2017). The underlying events 
concerning the Sessions-Kisiyak contacts are discussed in Volume I, Section IV.A.4.c, supra. ' 

639 Hunt2/1/18 302, at 23. 

f0 Hunt 2/1/18 302, at 23. 
641 Hunt 2/1/18 302, at 23-24; Hunt 7/21/17 Notes, at i. 
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accomplish by firing Sessions, pointing out there was an investigation before and there would be 
an investigation after. 642 

Early the following morning, July 22, 2017, the President tweeted, "A new 
INTELLIGENCE LEAK from the.Amazon Washington Post, this time against AG.Jeff Sessions. 
These illegal leaks, like Corney's, must stop!"643 Approximately .one hour later, the President 
tweeted, "So many people are asking why isn't the A.G. or Special Council looking at the many 
Hillary Clinton or Corney crimes. 33,000 e-mails deleted?"644 ,Later that morning, while aboard 
Marine One on the way to Norfolk, Virginia, the President told Priebus that he had to get Sessions 
to resign innnediately.645 The President said that the country had lost confidence in Sessions and 
the negative publicity was not tolerable.646 According to contemporaneous notes taken by Priebus;. 
the President told Priebus to say that he "need[ ed] a letter of resignation on [his] desk immediately" 
and that Sessions had "no choice" but "must immediately resign."647 Priebus replied that if they 
fired Sessions, they would never get a new Attorney General confrrmed and that the Department 
of Justice and Congress would tum their backs on the President, but the President suggested he 
could make a recess appointment to replace Sessions. 648 

· · 

.Priebus believed that the President's request was a problem, so he called McGalul arid 
asked for advice, explaining that he did not want to pull the trigger on something that was "all 
wrong."649 Although the President tied his desire for Sessions to resign to Sessions's negative 
press and poor performance in congressional testimony, Priebus believed that the President's 
desire to replace Sessions was driven by the President's hatred of Sessions's recusal from the 
Russia investigation.650. McGahn told Pnebus noi: to follow the President's order and said they 
should consult their personal c9unsel; with whom they had attorney-client privilege.651 McGahn 

~
2 Hunt2/1/18 302, at 23-24; Hunt 7/21/17 Notes, at 1-2. 

643 @realDonaldTrump 7/22/17 (6:33 a.m. ET) Tweet. 
644 @realDonaldTrump 7 /22/17 (7:44 a.m. ET) Tweet. Three minutes later, the Presid~nt tweeted, 

"What about all of the Clinton ties to Russia, including Podesta Company, Uranium deal, Russian Reset, 
big dollar speeches etc." @realDonaldTrump 7/22/17 (7:47 a.m. ET) Tweet. 

645 Priebus 1/18/18 302, at 13-14. 
646 Priebus 1/18/18 302, at 14; Priebus·4/3/18 302, at 4-5; see RP_ 000073 (Priebus 7 /22/17 Notes). 
647 RP_ 000073 (Priebus 7 /22/17 Notes). 
648 Priebus 4/3/18 302, at 5. 
649 Priebus 1/18/18 302, at 14; Priebus 4/3/18 302, at 4-5 .. 
650 Priebus 4/3/18 302, at 5. 
651 RP _000074 (Priebus 7/22/17 Notes); McGahn 12/14/17 302, at 11; Priebus 1/18/18 302, at 14. 

Priebus followed McGahn's advice and called his personal attorney to discuss the President's request 
because he thought it was the type of thing about which one would need to ponsult ari attorney. Priebus 
1/18/18 302, at 14. 
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and Priebus discussed the possibility that they would both have to resign rather than carry out the 
President's order to fire Sessions. 652 

That afternoon, the President followed up with Priebus about demanding Sessions's 
resignation, using words to the effect of, ''Did you get it? Are you working on it?"653 Priebus said 
that he believed that his job depended on whether he .followed the order to remove Sessions, 
although the President did not directly say so.654 Even though Priebus did not intend to carry out · 
the President's directive, he told the President he would get Sessions to resign.655 Later in the day, 
Priebus called the President and explained that it would be a calamity if Sessions resigned because 
Priebus expected that Rosenstein and Associate Attorney General Rachel Brand would also resign 
and the President would be unable to get anyone else confirmed.656 The President agreed to hold 
off on demanding Sessions' s resignation until after the Sunday shows the next day, to prevent the 
shows i'rom focusing on the firing.657 · 

By the end of that weekend, Priebus recalled that the President relented and agreed not to 
ask Sessions to resign.658 Over the next several days, the President tweeted about Sessions. On 
the morning of Monday, July 24, 2017, the President criticized Sessions for neglecting to 
investigate Clinton and called him "beleaguered."659 On July 25, the President tweeted, "Attorney · 
General Jeff Session$ has taken a VERY weak position on Hillary Clinton crimes (where are E­
mails & DNC server) & Intel leakers!"660 The following day, July 26, the President tweeted, "Why 
didn't A.G. Sessions replace Acting FBI Director Andrew McCabe, a Corney friend who was in 
charge of Clinton investigation."661 According to Hunt, in light ofthe President's frequent public 
attacks, Sessions prepared another resignation letter and for the rest pf the year carried it with him 
. in his pocket every time he went to the White House. 662 ' 

652 McGahn 12/14/17 302, at II; RP_000074 (Priebus 7/22/17 Notes) ("discuss resigning 
together"). 

653 Priebus Iii 8/18 302, at 14; Priebus 4/3/18 302, at 4. 
654 Priebus 4/3/18 302, at 4. 
655 Priebus 1/18/18 302, at 15. 
656 Priebus 1/18/18 302, at 15. 
657 Priebus 1/18/18 302, at 15. · 

m Priebus 1/18/18 302, at 15. 
659 @realDonaldTrump 7/24/17 (8:49 a.m. ET) Tweet (''So why <aren't the Committees and 

investigators, and of course our beleaguered A.G., looking into Crooked Hillarys crimes & Russia 
relations?"). 

660 @realDonaldTrump 7/25/17 (6:12 a.m. ET) Tweet. Th.e President sent another tweet shortly 
b~fore this.one asking "where is the investigation A.G." @realDonaldTrump 7/25/17 (6:03 a.m. ET) Tweet. 

661 @realDonaldTrump 7 /26/17 (9:48 a.m. ET) Tweet. 
662 Hunt2/1/18 302, at 24-25. 
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Analysis 

In analyzing the President's efforts to have Lewandowski deliver a message directing 
Sessions to publicly announce that the Special Counsel investigation would be confined to future 
election interference, the following evidence is relevant to the elements of obstruction of justice: 

a. Obstructive act. The President's effort to send Sessions a message through 
Lewandowski would qualify as an obstructive act if it would naturally obstruct the investigation 
and any grand jury proceedings that might flow from the inquiry. 

The President sought to have Sessions announce that the President "shouldn't have a 
Special Prosecutor/Counsel" and that Sessions was going to "meet with the Special Prosecutor to 
explain this is very unfair and let the Special Prosecutor move forward with investigating election 
meddling for future elections so that nothing can happen in future elections." The President wanted 
Sessions to disregard his recusal from the investigation, which had followed from a formal DOJ 
ethics review, and have Sessions declare that he knew "for a fact" that "there were no Russians 
involved with the campaign" because he "was there." The President further directed that Sessions 
should explain that the President should not be subject to an investigation "because he hasn't done 
anything wrong." Taken together, the President's directives indicate that Sessions was being 
instructed to tell the Special Counsel to end the existing investigation into the President and his 
campaign, with the Special Counsel being permitted to "move forward with investigating election 
meddling for future elections." 

b. Nexus to an official proceeding. As described above, by the time of the President's 
initial one-on-one meeting with Lewandowski on June 19, 2017, the existence of a grand jury 
investigation supervised by the Special Counsel was knowle the time of the 

with Lewando 

nexus requirement, 
it necessary to show that limiting the Special Counsel's investigation would have the 
natural and probable effect of impeding that grand jury proceeding. 

c. Intent Substantial evidence indicates that the President's effort to have Sessions 
limit the scope of the Special Counsel's investigation to foture election interference was intended 
to prevent further investigative scrutiny of the President's and his campaign's conduct. 

As previously described, see Volume II, Section ILB, supra, the President knew that the 
Russia investigation was focused in part on his campaign, and he perceived allegations of Russian 
interference to cast doubt on the legitimacy of his election. The President further knew that the 
investigation had broadened to include his own conduct and whether he had obstructed justice. 
Those investigations would not proceed if the Special Counsel's jurisdiction were limited to future 
election interference only. 

The timing and circumstances of the President's actions support the conclusion that he 
sought that result. The President's initial direction that Sessions should limit the Special Counsel's 
investigation came just two days after the President had ordered McGahn to have the Special 
Counsel removed, which itself followed public reports that the President was personally under 
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investigation for obstruction of justice. The sequence of those events raises an inference that after 
seeking to tenninate the Special Counsel, the President sought to exclude his and his campaign's 
conduct from the investigation's scope. The President raised the matter with Lewandowski again 
· on July 19, 20f7, just days after emails and information about the June 9, 2016 meeting between 
Russians and senior campaign officials had been publicly disclosed, generatihg substantial media 
coverage and investigative interest. 

The manner in which the President acted provides additional evidence ofhis intent Rather 
than rely on •official channels, the President met with Lewandowski alone in the Oval Office. The 
President selected a loyal "devotee" outside the W11ite House to deliver the message, supporting · 
an inference that he was working outside White House channels, including McGahn, who had 
previously resisted contacting the Department of Justice about the Special Counsel. The President 
also did not contact the Acting Attorney General, who had just testified publicly that there was no 
cause to remove the Special Counsel. Instead, the President tried to use Sessions to restrict and 
redirect the Special Counsel's investigation when Sessions was recused and could not properly 
take any action on it. · · 

The July 19, 2017 events provide further evide~~ of the President's intent., The President . 
followed up with Lewandowski in a separate one-on-one meeting one. month after he first dictated 
the message for Sessions, demonstrating he still sought to pursue the request. And just hours after 
Lewandowski assured the President that the message would soon be delivered to Sessions, the 
President gave an unplanned interview to the New York Times in· which he publicly attacked · 
Sessions and raised questions about his job security. Four days later; on July 22, 2017, the 
President directed Priebus to obtain Sessions' s resignation. That evidence could raise an inference 
that the President wanted Sessions to realize that his job might be on the. line as he evaluated 
whether to comply with the · President's direction that Sessions publicly announce that, 
notwithstanding his recusal, he was going to confine the Special Counsel's investigation to future 
election interference. · 

G. The President's Efforts to Prevent Disclosure of Emails About the June 9, 2016 
Meeting Between Russians and Senior Campaign Officials 

Overview 

By June 2017, tlie President became aware of emails setting up the June 9, 2016 meeting· 
between senior campaign officials and Russians who.offered derogatory information on Hillary 
Clinton as ''part of Russia and its government's supportfor Mr. Trump." On multiple occasions 
in late June and early July 2017, the President directed aides not to publicly disclose the emails, • 
and he then dictated a statement about the meeting to be issued by Donald Trump Jr. describing 
the meeting as about adoption. 

Evidence 

1. The President Learns About the Existence of Emails Concerning the June 9, 
2016 Trump Tower Meeting · 

In mid-June 2017-the same week that the President first asked Lewandowski to pass ~ 
message to Sessions-senior Administration officials became aware of emails exchanged during 
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the campaign arranging a meeting between Donald Trump Jr., Paul Manafori:, Jared Kushner, ~nd 
aRussian attorney.663 As described in Volume I, Section IV.A.5,supra, the emails stated that the 
"Crown [P]rosecutor of Russia" had offered "to provide the Trump campaign with some official 
documents and 1nformation that would incriminate Hillary and her dealings with Russia" as part 
of"Russia and its government's support for Mr. Trump.'"'64 Trump Jr. responded, "[I]f it's what 
you say I love it,"665 and he, Kushner, and Manafort met with the Russian· attorney and several 
other Russian individuals at Trump Tower on June 9; 2016.666 At the meeting, the Russian attorney 
claimed that funds derived from illegal activities in Russia were provided to Hillary Clinton: and 
other Democrats, and the Russian attorney theri spoke about the Magnitsky Act, a 2012 U.S. statute 
that imposed financial and travel sanctions on Rllssian officials and that had resulted in a retaliatory 
ban in Russia on U.S. adoptions of Russian children;667 

According to written answers submitted by the President in response to que~tions from this 
Office, the President had no recollection oflearning of the meeting or the emails setting it up at the 
time the meeting occurred or at any other time before the election.668 , 

The Trump Campaign had previously received a document request from SSC! that called, 
for the production of various information, including, "[a] list and a description of all meetings" 
between any "individual affiliated with the Trump campaign" and "any individual formally or 
informally affiliated with the Russian government or Russian business interests which took place 
between June 16, 2015, and 12 pm on January 20, 2017," and .associated records.669 Trump 
Organization attorneys became aware of the June 9 meeting no later than the first week of June, 
2017, when they began interviewing the meeting participants, and the Trump Organization 
attorneys provided the emails setting up the meeting to the President's personal counsel.670 Mark 
Corallo, who had been hired as a spokesman for the President's personal legal team, recalled that 
he learned about theJune 9 meeting around June 21 or 22, 2017 .671 Priebus recalled learning about 
the June 9 meeting from Fox. News host Sean Hannity in late June 2017.672 ]:>riebus notified one 

663 Hicks 3/13/18 302, at 1; Raffol 2/8/18 302, at 2. 
664 RG000061 (6/3/16 Email, Goldstone to Trump Jr.); @DonaldITrumpJR 7/11/17 (11:01 a.m. 

ET)Tweet. . , . 
665 RG~061 (6/3/16 Email, Trump Jr. to Goldstone); @DonaldITrumpJR 7/11/17 (11:01 a.m., 

ET)Tweet. 
666 Samochomov 7112/17 3()2, at 4. 
667 See Volume I, Section IV.A.5, supra (describing meeting in detail). 
668 Written Responses of Donald J. Trump (Nov. 20, 2018), at 8 (Response to Question I, Parts(a) 

through (c)). The President declined to answer questions about his knowledge of the June 9 meeting or 
other events .after the election. 

669 DITFP _ SCO _pop_ 00000001-02 (5/17 /17 Letter, SSCI to Donald J. Trump for President, Inc.). 
670 Goldstone 2/8/18 302, at 12; 6/2/17 and 6/5/17 Emails, Goldstone & Garten; Raffel 2/8/18 302, 

at 3; Hicks 3/13/18 302, at 2. 
671 Corallo 2/15/18,302, at 3. 
672 Priebus 4/3/18 302, at 7. 
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of the President's personal attorneys, :who told Priebus he was already working on it.673 By late 
June, several advisors recalled receiving media inquiries that could relate to the June 9 meeting. 674

· 

2. The President Directs Communications Staff Not to Publicly Disclose 
Information About the June 9 Meeting 

. Communications advisors Hope Hicks and Josh Raffel recalled discussing with Jared 
Kushner .and lvanka Trump that the emails were damaging and would inevitably be leaked.675 

Hicks and Raffel advised that the best strategy was to proactively release the emails to the press.676 

On or about June 22, 2017, Hicks attended a meeting in the White House residence with the 
President, Kushner, and Ivanka Trump. 677 According to Hicks, Kushner said that he wanted to fill 
the President in on something that had been discovered in the documents he was to provide to the 
congressional committees involving a meeting with him, Manafort, and Trump Jr.678 Kushner 
brought a folder of documents to the meeting and tried to show them to the President, but the 
President stopped Kushner and said he did not want to.know about it, shutting the conversation 
down.679 

On June 28, 2017, Hicks viewed the emails at Kushner's attorney's office.680 She recalled 
being shocked by the emails because they looked "really bad."681 The next day, Hicks spoke 
privately with the President to mention her concern about the emails, which she understood were 
·soon going to be shared with Congress.682 The President seemed upset because too many people 
knew about the emails and he told Hicks that just one lawyer should deal with the matter. 683 The 
President indicated that he did not think the emails would leak; but saidthey would leak if everyone 
had access to them.684 

673 Priebus 4/3/18 302, at 7. 

674 Corallo 2/15/18 302, at 3; Hicks 12/7/1'7 302, at 8; Raffel 2/8/18 302, at 3. 
675 Raffel 2/8/18 302, at 2-3; Hicks 3/13/18 302, at 2. 
676 Raffel 2/8/18 302, at 2~3, 5; Hicks 3/13/18 302, at 2; Hicks 12/7/17 302, at 8. 
677 Hicks 12/7/17 302, at 6-7; Hicks 3/13/18 302, at l. 
678 Hi.cks 1217/17 302, at 7; Hicks 3/13/18 302, at 1. 

679 Hicks 12ntl 7 302, at 7; Hicks 3/13/18 302, at 1. Counsel for Ivanka T~p provided an attorney 
proffer that is consistent with Hicks's account and with the other events involving Ivanka Trump set forth 
in this section of the report. Kushner said that he did not recall talking to the President at this time about 
the June 9 meeting or the underlying emails. Kushner 4/11/18 302, at 30. 

680 Hicks 3/13/18 302, at 1-2. 
681 Hicks 3/13/18 302, at 2. 
682 Hicks 1217/17 302, at 8. 
683 Hicks 3/13/18 302, at 2-3; Hicks 1217/17 302, at 8. 
684 Hicks 1217/17 302, at 8. 
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Later that day, Hicks, Kushner, and Ivanka Trump went together to talk to the President. 685 

Hicks recalled that Kushner told the President the June 9 meeting was not a big deal and was about 
Russian adoption, but that emails existed setting up the meeting.686 Hicks said she wanted to get 
in front of the story and have Trump Jr. release the emails as part of an interview with "so~ball 
questions."687 The President said he did not want to know about it and they should not go to the 
press.688 Hicks warned the President that the emails were "really bad'.' and the story would be 
"massive" when it broke, but the President was insistent that he did not want to talk about it and 
said he did not want details.689 Hicks recalled that the President asked Kushner when his document 
production was due.69° Kushner responded that it would be a couple of weeks and the President 
said, "then leave it alone."691 Hicks also recalled that the President said Kushner's attorney should 
give the emails to whomever he needed to give them to, but the President did not think they would 
be leaked to the press.692 Raffel later heard from Hicks that the President had directed the group 
not to be proactive in disclosing the emails because the President believed they would not leak.693 

3. The President Directs Trump Jr.'s Response to Press Inquiries About the 
June 9 Meeting i 

The following week, the President departed on an overseas trip for the G20 summit in 
Hamburg, Germany, accompanied by Hicks, Raffel, Kushner, and Ivanka Trump, among others.694 

On July 7, 2017, while the President was overseas, Hicks and Raffel learncd that the New York 
Times was working on a story aboutthe June 9 meeting.695 The next day, Hicks told the President 
about the story and he directed her not to comment.696 Hicks thought the President's reaction was 
odd because he usually considered not responding to the press to be the ultimate sin.697 Later, that 
day, Hicks and the President again spoke about the story.698 Hicks recalled·that the President asked 

685 Hicks 12/7/17 302, at 8; Hicks 3/13/18 302, at 2. 

686 Hicks 3/13/18 302, at 2; Hicks 12/7/17 302, at 9. 

687 Hicks 3/13/18 302, at 2-3. 
688 Hicks 3/13/18 302, at 2-3; Hicks 12/7/17 302, at 9. 

689 Hicks 3/13/18 302, at 3; Hicks 12/7/17 302, at 9. 
690 Hicks 3/13/18 302, at 3. 
691 Hicks 3/13/18 302, at 3. 
692 Hicks 12/7/17 302, at 9. 
693 Raffel 2/8/18 302, at 5. 

694 Raffel 2/8/18 302, at 6. 

695 Raffel 2/8/18 302, at 6-7; Hicks 3/13/18 302, at 3 . 

. 
696 Hicks 12/7/17 302, at 10; Hicks 3/13/18 302, at 3. 

697 Hicks 12/7/17 302, at 10. 
698 Hicks 3/13/18 302, at 3. 
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her what the meeting had been about, and she said that she had been told the meeting was about 
Russian adoption.699 The President responded, ''then just say that."700 

On the flight home from the G20 on July 8, 2017, Hicks obtained a draft statement about 
the meeting to be released by Trump Jr. and brought it to the President.701 The draft statement 
began with a reference to the information that was offered by the Russians in setting up the 
meeting: "I was asked to have a meeting by an acquaintance I knew from the 2013 Miss Universe 
pageant with an individual who I was told might have information helpful to the campaign."702 

Hicks again wanted to disclose the entire story, but the President directed that the statement not be 
issued because it said too much. 703 The President told Hicks to say only that Trump Jr. took a brief 
meeting and it was about Russian adoption.704 After speaking with the President, Hicks texted 
Trump Jr. a revised statement on the June 9 meeting that read: 

It was a short meeting. I asked Jared and Paul to stop by. ·we discussed a program about 
the adoption of Russian children that was active and popular with American families years 
ago and was since ended by the Russian government, but it was not a campaign issue at 
that time and there was no follow up.705 · 

Hicks's text concluded; "Are you ok with this? Attribut.ed to you."706 Trump Jr. responded by 
text message that he wanted to add the word "primarily" before "discussed" so that the statement 
would read, "We primarily discussed a program about the adoption of Russian children."707 Trump 
Jr. texted that he wanted the change because "[t]hey started with some Hillary thing which was bs 
and some other nonsense which we shot down fast."708 Hicks texted back, "I think that's right too. 
but boss man worried it invites a lot of questions[.] [U]ltimately [ d]efer to you and [your attorney] 
on that word Be I know it's important and I think the mention of a 1campaign issue adds something 
to it in case we have to go further.''709 Trump Jr. responded, "Ifl don't have it in there it appears 
as though I'm lying later when they inevitably leak something.''710 Trump Jr.' s statement-adding 

699 Hicks 3/13/18 302, at 3; Hicks 12/7/17 302, at 10. 
700 Hicks 3/13/18 302, at 3; see Hicks 12/7/17 302, at 10. 
701 Hicks 3/13/18 302, at 4. 

; 
702 Hicks 7/8/17 Notes. 
703 Hicks 3/13/18 302, at 4-5; Hicks 12n/17 302, atl I. 
704 Hicks 12/7/17 302, at 11. 
705 ~CR01 la_000004 (7/8/17 Text Message, Hicks to Trump Jr.). 
706 SCR01 la_000004 (7/8/17 Text Message, Hick's to Trump Jr.). 
707 SCROl la_ooooos (7/8/17 Text Message, Trump Jr. to Hicks). 

) 
708 SCR01 la_000005 (7/8/1 iText Message, Trump Jr. to Hicks}. 
709 SCRO Ila_ 000005 (7 /8/17 Text Message, Hicks to Trump Jr.). 
710 SCROlla_ 000006 (7/8/17 Text Message, Trump Jr. to Hicks}. 
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the word "primarily" and making other minor additions-was then provided to the New York 
Times.711 The full statement provided to the Times stated: 

It was a short introductory meeting. I asked Jared and Paul to stop by. We primarily 
discussed a program about the adoption of Russian children that was active and popular 
with 'American families years ago and was since ended by the Russian government, but it · 
was not a campaign issue at the time and there was no follow up. I was asked to attend the 
meeting by an acquaintance, but was not told the name of the person I would be meeting 
with beforehand.712 

The statement did not mention the offer of derogatory information aboutClinton or any discussion 
of the Magnitsky Act or U.S. sanctions, which were the principal subjects of the meeting, as 
described in Volume I, Section IV.A.5, supra. 

A short while later, ~hile still on Air Force One, Bicks learned that Priebus knew about 
the emails, which further convinced her that additional

1
information about the June 9 meeting would 

leak and the White House should be proactive and get in front of the story. 713 Hicks recalled again 
going to the President to urge him that they .should be fully transparent about the June 9 meeting, 
but he again said no, telling Hicks, "You've given a statement. We'redone."714 

Later on the flight home, Hicks went to the President's cabin, where the President was on 
the phone with one of his personal attorneys.715 At one point.the President handed the phone to 
Hicks, and the attorney told Hicks that he had been working with Circa News on a separate story, 
and that she should not talk to the Nllw York Times.716 

4. The Media Reports on the June 9, 2016 Meeting 

Before the President's flight home from the G20 landed, the New York Times published. 
its story about the June 9, 2016 meeting. 717 In addition to the statement from Trump Jr., the Times 
story also quoted a statement from Corallo on behalf of the President's legal team suggesting that. 
the meeting might have been a setup by individuals working with the firm that produced the Steele 
reporting.718 Corallo also worked with Circa New~ on a story published an hour later that 

711 Hicks 3/13/18 302, at 6; see Jo Becker et al., Trump Team Met With Lawyer Linked to Kremlin 
-During Campaign, New York Times (July 8, 2017). 

112 See Jo Becker et al., Trump Team Met With Lawyer Linked to Kremlin During Campaign, New 
York Times (July'8, 2017). 

713 Hicks 3/13/18 302, at 6; Raffel 2/8/18 302, at 9-10. 
714 Hicks 12n/17 302, at 12; Raffel 2/8/18302, at 10. 
715 Hicks 3/13/18 302, at 7. 
716 Hicks 3/13/18 302, at 7. 
717 See Jo Becker et al., Trump Team Met With Lawyer Linked to Kremlin During <;ampaign, New 

York Times (July 8, 2017); Raffel 2/8/18 302, at 10. 
118 See Jo Becker et al.,. Trump Team Met With Lawyer Linked to Kremlin During Campaign, Ne~ 

York Times (July 8, 2017). 
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. . . 

. q~estioned whether Democratic operatives· had arranged the June . 9 meeting. to create the 
appearance of improper connections between Russia and Trump family members. 719 Hicks was 
upset.about Corallo's public statement and called him that evenirig to say the President had not 
approved the statement. 720 

The next day, July 9, 2017, Hicks and the President called Corailo together and the 
· President criticized Corallo for the statement he had released.721 Corallo told the President the 
statement had been authorized and further observed that Trump Jr..'s statement was inaccurate and 
that a document existed that would contradict it.722 Corallo said that he purposely used the term 
"document" to refer to the emails setting up the June 9 meeting because he did not know what the 
President knew about the emails; 723 Corallo recalled that when he referred to the "document" on 
the call with the President; Hicks responded that only a few people had access to it and said "it 
will never get out."724 Corallo took contemporaneous notes -of the call that say: "Also mention 
existence of doc. Hope. says 'only a few people have it. It will never get out. ,,,ns Hicks later told 
investigators that she had no memory of making that comment an.d had always believed the email;: 
would eventually be leaked, but she might have been channeling the President on i:he phone 9all 
because it was clear to her throughout her conversations with the President that he did not think 
the emails would leak.726 

On July 11, 2017, Trump Jr. posted redacted images of the emails setting up the June 9 
· meeting on Twitter; the New York Times reported that he did so "[ a ]fter being told that The Times 

was about to publish the content of the eniails."727 Later that day, the media reported that tlie 
President had been personally involved in, preparing Trump Jr.' s initial statement to the New York 
Times that had claimed the. meeting "primarily" concerned "a program about the adoption pf 
Russian children."728 Over the next several days, the President's personal counsel repeatedly and 

719 See Donald Trump Jr. gathered members of campai!l'lfor meeting with Russian lawyer before 
election, Circa News (July 8, 2017). · 

720 Hicks 3/I3/18 302; at 8; Corallo 2/15/18 302, at 6-7. 
721 Corallo 2/15/18 302, at 7. 
722 Corallo 2/15/18 302, at7. 
723 Corallo 2/15/18 302, at 7-9. 
724 Corallo 2/15/18 302, at 8. . . . 
725 Corallo 2/15/18 302, at 8; Corallo 7 /9/17 Notes ("Sunday 9'L Hope calls w/ POTUS on line"). 

Corallo said he is "100% confident" that Hfoks said "It will never get out" on the call. Corallo 2/15/18 302; 
at 9. 

726 Hicks 3/13/18 302, at 9. 
727 @DonaldJTrump.iR '7111/17 (11:0 l a.m. ET) Tweet; Jo Becker et al., Russian Dirt on Clinton? 

1 Love It, 'Donald Trump Jr. Said, New York 'I'imes (July 11, 2017). · 
728 See, e.g., Peter Balcer & Maggie Haberman, Rancor at White House as Russia Story Refases to · 

Let the Page Tum, New York Times (July 11, 2017) (reporting that the President'.'signed oft" on Trump · 
Jr.'s statement). 
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inaccurately denied that the President played any role in drafting Trump Jr.' s statement. 729 After 
consulting with the President on the issue, White House Press Secretary Sarah Sanders told the 
media that the President "certainly didn't dictate" the statement, but that "he weighed in, offered 
suggestions like any father would do."730 Several months later, the President's personal counsel 
stated in a private communication to the Special Counsel's Office that "the President dictated a 
short but accurate response to the New York Times article on behalf of his son, Donald Tnimp, 
Jr."731 The President later told the press that it was "irrelevant" whether he dictated the statement 
and said, "It's a statement to the New York Times .... That's not a statement to a high tribunal of 
judges . .,732 

On July 19, 2017, the President had his follow-up meeting with Lewandowski and then 
met with reporters for the New York Times. In addition to criticizing Sessions in his Times 
interview, the President addressed the June 9, 2016 meeting and said he "didn't know anything 
about the meeting" at the time.734 The President added, "As I've said--most other people, you 
know, when they call up and say, 'By the way, we have information on your opponent,' I think 
most politicians - I was just with a lot of people, they said ... , 'Who wouldn't have taken a 
meeting like that?"'735 

Ana{vsis 

In analyzing the President's actions regarding the disclosure of information about the June 
9 meeting, the following evidence is relevant to the elements of obstruction of justice: 

a. Obstructive act. On at least three occasions between June 29, 2017, and July 9, 
2017, the President directed Hicks and others not to publicly disclose information about the June 

729 See. e.g., David Wright, Tromp lawyer: President was aware of "nothing", CNN (July 12, 2017) 
(quoting the President's personal attorney as saying, "I wasn't involved in the statement drafting at all nor 
was the President."); see also Good Morning America, ABC (July 12, 2017) ("The President didn't sign 
off on anything ... , The President wasn't involved in that."); Meet the Press, NBC (July 16, 2017) ("I do 
want to be clear-the President was not involved in the drafting of the statement."). 

130 Sarah Sanders, White House Dai(v Briefing, C-SPAN (Aug. l, 2017); Sanders 7 /3/18 302, at 9 
(the President told Sanders he "weighed in, as any filther would" and knew she intended to tell the press 
what he said). 

131 l/29/18 Letter, President's Personal Counsel to Special Counsel's Office, at 18. 
732 Remarks by President Trump in Press Gaggle (JUlle 15, 2018). 
733 

734 Peter Baker et at, Excerpts From The Times 's Interview Wilk Trump, New York Times (July 
19, 2017). 

735 Peter Baker et al., Excerpts From The Times's Interview With Trump, New York Times (July 
19, 2017). . 
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9, 2016 meeting between senior campaign officials and a Russian attorney. On June 29, Hicks 
warned the President that the emails setting up the June 9 meeting were "really bad" and the story 
would be "massive" when it broke; but the President told her and Kushner to "leave it alone." 
Early on July 8, after Hicks told the President the New York Times was working on a story about 

. the June 9 meeting, the President directed her not to comment, even though,Hicks said that the 
President usually considered not responding to the press to be the ultimate sin. Later that day, the 
President rejected Trump Jr. 's draft statement that would have acknowledged that the meeting was 
with "an individual who I was told might have information helpful to the campaign." The 
President then dictated a statement to Hicks that said the meeting was about Russian adoption 
(which the President had twice been told was discussed at the meeting). The statement dictat()d 
by the President did not mention the offer of derogatory information about Clinton. 

Each of these efforts by the President involved his communications team and was directed 
at the press. They would amount to obstructive acts only if the President, by taking these actions, 
sought to withhold information from or mislead congressional investigators or the Special Counsel. 
On May 17, 2017, the President's campaign received a document request from SSC! that clearly 
covered the June 9 meeting and underlying emails, and those documents also plainly would have 
been relevant to the Special Counsel's investigation. 

But the evidence does not establish that the President took steps to prevent the emaHs or 
other information about the June 9 meeting,from being provided to Congress or the Special 
Counsel. The series of discussions in which the President sought to limit access to the emails and 
prevent their public release occurred in the context of developing a press strategy: The only 
evidence we have of the President discussing the production of documents to Congress or the 
Special Counsel is the conversation oil June 29, 2017, when Hicks recalled the President 
acknowledging that Kushner's attorney should provide emails related to the June 9 meeting to 
whomever he needed to give them to. We do not have evidence of what the President discussed 
with his own lawyers at that time .. 

b. Nexus to an official proceeding. As described above, by the time of the President's 
attempts to prevent the public release of the emails regarding the June 9 meeting, the existence of 
a grand jury investigation supervised by the Special Counsel was public knowledge, and the 
Presiden:t had been told that the emails were responsive to congressional inquiries, To satisfy the 
nexus requirement, however, it would be necessary to show that preventing the release of the 
emails to the public would have the natural and probable effect of impeding the grand jury 
proceeding or congressional inquiries. As noted above, the evidence does not establish that the 
President sought to prevent disclosure of the emails in those official proceedings. 

c. Intent. The evidence establishes the President's substantial involvement in the 
communications strategy related to information about his campaign's connections to Russia and 
his desire to minimize public disclosures about those connections. The President became aware 
of the emails no later than June 29, 2017, when he discussed them with Hicks and Kushner, and 
he could have been aware of them as early as June 2, 2017, when lawyers for the Trump 
Organization began interviewing witnesses who participated in the June 9 meeting. The President 
thereafter repeatedly rejected the advice of Hicks and other staffers to publicly release information 
about the June 9 meeting. The President expressed concern that multiple people had access to the 
emails and instructed Hicks that only one lawyer should deal with the matter. Arid the President 
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dictated a statement to be released by Trump Jr. in response to the first press accounts of the June 
9 meeting that said the meeting was about adoption. 

But as described above, the evidence does not establish that the President intended to 
prevent the Special Counsel's Office or Congress from obtaining the emails setting up the June 9 
meeting or other information about that meeting. The statement recorded by Corallo-that the 
emails "will never get out"-can be explained as reflecting a belief that the emails woulfi not be 
made public if the President's press strategy were followed, even if the emails were provided to 
Congress and the Special Counsel. 

H. The President's Further Efforts to Have the Attorney General Take Ove.r the 
Investigation · · 

Overview 

Froin summer 2017 through 2018, the President attempted to have Attorney General 
Sessions reverse his recusal, take control of the Special Counsel's investigation, and order an 
investigation of Hillary Clinton. 

Evidence 

1; The President Again Seeks to Have Sessions Reverse his Recusal 

After returning Sessions's resignation letter at the end of May 2017, but before the 
President's July 19, 2017 New York Times interview in which he publicly criticized Sessions for 
recusing from the Russia investigation, the President took additional steps to have Sessions reverse 
his recusal. In particular, at some point after the May 17, 2017 appointment of the Special Counsel, 
Sessions recalled, the President called . him at home and asked if Sessions would "unrecuse" · 
himself.736 According to Sessions, the President asked him to reverse his recusal so that Sessions 
could direct the Department of Justice to investigate and prosecute Hillary Clinton, and the "gist" 
of the conversation was that the President wanted Sessions to unrecilse from "all of it," including 
the Special Counsel's Russia investigation.737 Sessions listened but did not respond, and ~e did 
not reverse his recusal or order an investigation ofClinton.738 

. 

In early July 2017, th~ President asked Staff Secretary Rob Porter what he thought of 
Associate Attorney General Rachel Brand. 739 Porter recalled that the President 11sked him if Brand 
was good, tough, and "on the team."740 The President also asked if Porter thought Brand was 
interested in being responsible for the Special Counsel's investigation and :Whether she would want 

736 Sessions l/17/18 302, at 15. That was the second tirrte that the President asked Sessions to 
reverse his.recusal from campaign-related investigations. See Volume II, Section II.C.1, supra ( describing 
President's March 2017 request at Mar-a~Lago for Sessions to unrecuse). 

737 Sessions 1/17/18 302, at 15. 

738 Sessions.1/17/18 302, at 15. 
739 Porter 4/13/18 302, at 11; Porter 5/8/18 302, at 6. 

740 Porter4/13/18 302, at 11; Porter.5/8/18 302, at 6. 
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to be Attorney General one day. 741 Because Porter knew Brand, the President asked him to sound 
her out about taking responsibility for the investigation and 'being Attorney Gerieral. 742 

Contemporaneous notes taken by Porter show that the President told Porter to "Keep in touch with 
your friend," in reference to Brand.743 tater, the President.asked Porter a few times in passing 
whether he had spoken to Brand, but Porter did not reach out to her because he was uncomfortable · 
with the task.744 In asking him to reach out to Brand; Porter understood the President to want to 
find someone to end the Russia investigation or fire the Special Counsel, although the President 
never said so explicitly.745 Porter did not contact Brand because he was sensitive to the 
implications of that action and did not want to be involved in a chain of events associated with an 
effort to end the investigation or fire the Special Counsel.746 

McGahn recalled that during the summer of 2017, he and the President discussed the fact 
that if Sessions were no longer in his position the Special Counsel would report directly to a non°· 
recused Attorney General.747 McGahn told the President that things might not change much under 
a new Attorney General.748 Mc~Iin also recalled that in or around July 2017, the President 
frequently brought up his displeasure with Sessions.749 Hicks recalled that the Preside.nt viewed 
Sessions's recusal from the Russia investigation as an act olidisloyalty.750 In addition to criticizing 
Sessions's recusal, the President raised other concerns about Sessions and his job performance' 
with McGahn and Hicks.751 · 

741 Porter 4/13/18 302, at 11; Porter 5/8/18 302, at 6. Because ofSessions'~tecusal, if Rosenstein 
were no longer in his position, Brand would, by default, become the DOJ official in charge.of supervising 
the Special Counsel's investigation, and if both Sessions and Rosenstein were removed, Brand would be 
next in line to become ActingAttomey General for all DOJ matters. See 28 U.S.C. § 508, 

742 Porter 4/13/18 302, at 11; Porter 5/8/18 302; at 6. 
743 SC_ RRP000020 (Porter 7 /10/17 Notes). 
744 Porter 4/13/18 302, at 11-12. 
745 Porter 4/13/18 302, at 11-12. 
746 Porter 4/13/18 302, at 11-12. Brand confirmed thai: no orie ever raised with her the prospect of 

taking over the Russia investigatio!l or becoming Attorney General. Brand l/29/19 302, at 2. 
747 McGahn 12/14/17 302, at 1 L 
748 McGahn 12/14/17 302, at 11. 
749 McGahn 12/14/17 302, at 9. 
750 Hicks 3/13/18 302, at 10. 
751 McGahn 12/14/17 302, at 9; Hicks 3/13/1~ 302, at 10. 
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2. Additional Efforts to Have Sessions Unrecuse or Direct Investigations Covered 
by his Recusal 

Later in 2017, the President continued to urge Sessions to. reverse his recusal from 
campaign-related investigations and considered replacing Sessions with an Attorney General who 
would not be recused. 

On October 16, 2017, the President met privately with Sessions and said that the 
Department of Justice was not investigating individuals and events that the President thought the 
Department should be investigating. 752 According to contemporaneous notes taken by Porter, who 
was at the meeting, the President mentioned Clinton's emails and said, "Don't have to tell us, just 
take [a] look."7

~ Sessions did not offer any assurances or promises to the President that the 
Department of Justice would comply with that request.754 Two days later, on October 18, 2017, 
the. President tweeted; "Wow, FBI corifirms report thatJames Corney drafted letter exonerating 
Crooked Hillary Clinton long before investigation was complete. Many people not interviewed, 
including Clinton herself. Corney stated under oath that he didn't do this-obviously a fix? Where 
is Justice Dept?"755 On October 29, 2017; the President tweeted that there was "ANGER & 
UNITY'' over a "lack of investigation" of Clinton and "the Corney fix," and concluded: "DO 
SOMETHING!"756 

On December 6, 2017, five days after Flynn pleaded gnilty to lying about his .contacts with 
the Russian government, the President asked to speak with Sessions in the Oval Office at the end 
of a cabinet meeting.757 During that Oval Office meeting, which Porter attended, the President 
again suggested that Sessions could "unrecuse," which Porter linked to taking back supervision of 
the Russia investigation and directing an inyestigation of Hillary Clinton.758 According to 
contemporaneous notes taken by Porter, the President said, "I don't know if you could un-recuse 
yourself. You'd be a hero. Not telling you to do anything. Dershowitz says POTUS can get 
involved. Can order AG to investigate. I don't want to get involved. I'm not.going to get involved . 

. I'm not going to do anything or direct you to do anything. I just want to be treated fairly."759 

According to Porter's notes, Sessions respon\ied, "We are taking steps; whole new leadership 

752 Porter 5/8/18 302, at 10. 
753 SC_RRP000024 (Porter 10/16/17 Notes); see Porter 5/8/18 302, at 10. 
754 Porter 5/8/18 302, at 10. 
755 @rea!DonaldTmmp 10/18/17 (6:21 a.rn. ET) Tweet; @rea!DonaldTrurnp 10/18/17 (6:27 a.m. 

ET)Tweet. \ 
756 @rea!Dona1dTrump 10/29/17 (9:53 a.m. ET) Tweet; @rea!DonaldTrump 10/29/17 (10:02 a.m. 

ET) Tweet;@rea!DonaldTrump 10/29/17 (I0:17 a.rn. ET) Tweet. 
757 Porter 4/13/18 302, at 5-6; see SC _RRP00003 l (Porter 12/6/17 Notes) ("12:45pm With the 

President, Gen. Kelly, and Sessions (who I pulled in after tlie Cabinet.meeting)"); SC_RRP000033 (Porter 
12/6/17 Notes) ("Post-cabinet meeting- POTUS asked me to get AG Sessions. Asked me to stay. Also 
COS Kelly."). . 

758 Porter 5/8/18 302, at 12; Porter 4/13/18 302, at 5-6. 
759 SC_RRP000033 (Porter 12/6/17 Notes); see Porter 4/13/18 302, at 6; Porter 5_/8/18 302, at 12. 
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team. Professionals; will operate according to the law."760 Sessions also said, "I never saw 
anything that was improper," which Porter thought was noteworthy because it did not fit with the 
previous discussion about Clinton.761 Porter understood Sessions to be reassuring the President 
that he was on the Pre.sident's teatn.762 

At the. end of December, the President told the New York Times it was "too bad" that 
Sessions had recused himself from the Russia investigation.763 When a~ked whether Holder had 
been a more loyal Attorney General to President Obama than Sessions was to him, the President 
said, "I don't want to get into loyalty, but I will tell you that, I will say this: Holder protected 
President Obama. Totally protected him. When you look at the things that they did, and Holder 
protected the president. And I have great respect for that, I'll be honest."764 Later in January, the 
President brought up the.idea of replacing Sessions and told Porter that he wanted to "clean house" 
at the Department of Justice.765 In a meeting in the White House residence that Porter.attended on 
January 27, 2018, Porter recalled that the President talked about the great attorneys he had in the 
past with successful win records, such as Roy Cohn and Jay Goldberg, and said that one of his 
biggest failings as President was that he ha~ not surrounded himself with good attorneys, citing. 
Sessions as an example.766 The President raised Sessions's recusal and brought up and criticized 
the Special Counsel's investigation. 767 

Over the next several months, the President continued to criticize Sessions in tweets and 
media interviews and .on several occasions appeared to publicly encourage him to .take action in 
the Russia investigation despite his recusal.768 On June 5, 2018, for example, the President 

760 SC_RRP000033 (Porter 12/6/l 7Notes); see Porter 4/13/18 302, at 6. 
761 SC_ RRP000033 (Porter 12/6/17 Notes); Porter 4/13/18 302, at 6. 
762 Porter 4/13/18 302, at 6-7. / 
763 Michael S. Schmidt & Michael D. Shear, Tru~1p Says Russia Inquiry Makes U.S. "Look Very 

Bad", New York Times (Dec. 28,2017). 
764 Michael S: Schmidt & Michael D. Shear, Trump Says Russia Inquiry Makes U.S. "Looi. Very 

Bad", NewYork Times (Dec. 28, 2017). · 
765 Porter 4/13/18 302, at 14. 
766 Porter 5/8/18 302, at 15. Contemporaneous notes Porter took of the conversation state, "Roy 

Cohn (14-0) / Jay Goldberg (12-0)." SC_RRP000047 (Porter 1/27/18 Notes). 
767 Porter 5/8/18 302, at 15-16. 
768 See, e.g., @rea!DonaldTrump 2/28/18 (9:34 a.m. ET) Tweet ("Why is A.G. Jeff Sessions asking 

the Inspector General to investigate potentially massive FISA abuse. Will take forever, has no prosecutorial 
power and already late with reports on Corney etc. Isn't the LG. an Obama guy? Why not use Justice 
Department lawyers? DISGRACEFUL!"); @realDonaldTrump 4/7/18 (4:52 p.m. ET) Tweet ("Lawmakers 
of the House Judiciary Committee are angrily accusing the Department of Justice of missing the Thursday 
Deadljne for turning over llNllEDACTED Documents relating to FISA abuse, FBI, Corney, Lynch, 
McCabe, Clinton Emails and much more. Slow walking- what is going on? BAD!"); @realDortaldTnunp 
4/22/18 (8:22 a.m. ·ET) Tweet ("'GOP Lawmakers asking Sessions to Investigate Corney and Hillary 
Clinton.' @FoxNews Good luck with that request!"); @rea!DonaldTrump 12/16/18 (3:37 p.m. ET) Tweet 
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tweeted, "The Russian Witch Hunt Hoax continues, all because Jeff Sessions didn't tell me he was 
going to recuse himself: .. ·. I would have quickly picked someone else. So much time and money 
wasted, so many lives ruined . · .. and Sessions knew better than most that there was No 
Collusion!"769 On August 1, 2018, the President tweeteo that "Attorney·General Jeff Sessions 
should stop this Rigged Witch Hunt right now."770 On August 23, 2018, the President publicly 
criticized Sessions in a press interview and suggested that prosecutions at the Department of 
J_ustice were politically motivated because Paul Manafort had been prosecuted but Democrats had 
not.771 The President said, "I put in an Attorney General that never took control of the Justice 
Department, Jeff Sessions.''772 That day, Sessions issued a press 'statement that said, "I took control 
of the Department of Justice the day I was sworn in . . . . While I am Attorney General, the actions 
of the Department of Justice will not be improperly influenced by political considerations."773

· The 
next day, the President tweeted a response: "'Department of Justice will not be improperly 
influenced by political considerations.' Jeff, this is GREAT, what everyone wants, so look into 
all of the corruption on the 'other side' i,ncluding deleted Emails, Corney lies & leaks, Mueller 
conflicts, McCabe, Strzok, Page, Ohr, FISA abuse, Christopher Steele & his phony and corrupt 
Dossier, the Clinton Foundation, illegal surveillance of Trump campaign, Russian collusion by 
Dems and so much more. Open up the papers & documents without redaction? Come on Jeff, 
you can do it, the country is waiting!"774 

On November 7, 2018, the day after the rnidtepn elections, the President replaced Sessions 
with Sessions's chief of staff as Acting Attorney General.775 

Analysis 

In. analyzing the President's efforts to have Sessions unrecuse himself and regain control 
· of the Russia investigation, the following considerations and evidence are relevant to the elements . 
of obstruction of justice: 

a. Obstructive act. To determine if the President's efforts to have the Attorney General 
uru'ecuse.could qualify as an obstructive act, it would be necessary to assess evidence on whether 
those actions would naturally impede the Russia investigation. That inquiry would take into 
account the supervisory role that the Attorney General, if unrecused, would play in the Russia 
investigation. It also would have· to take into account that the Attorney General's recusal covered 

("Jeff Sessions should be ashamed· of himself for allowing this total HOAX to get started in· the first 
place!"). 

769 @rea1DonaldTrump 6/5/18 (7:31 a.m. ET)Tweet. 
770 @realDonaldTrump 8/1/18 (9:24 a.m. ET) Tweet. 
771 Fox & Friends Interview offresident Trump, Fox News (Aug. 23, 2018). 
772 Fox & Friends Interview of PreSident Trump,.Fox News (Aug. 23, 2018). 
773 Sessions 8/23/18 Press Statement. 
774 @realDonaldTrump 8/24/18 (6:17 a.m. ET) Tweet;@realDonaldTrump 8/24/18 (6:28a.m. En 

Tweet. 
775 @realDonaldTrump 11/7/18 (2:44 p.m. ET) Tweet. 

Ill 



19523

322 

. u.,:,. ucparummt Ul JUSllCC 

l<floffle, '/,loflc Prodttet // Ml¼) Cofttliin Materittl Protected Uneer Fed. R. Crill'l. P. 6Ee~ 

other campaign-related matters. The inquiry would not turn on what Attorney General Sessions 
would actually do if unrecused, but on whether the efforts to reverse his recusal would n:;iturally 
have had the effect of impeding the Russia investigation. r 

On multiple occasions in 2017, the President spoke with Sessions about reversing his 
recusal so that he could take over the Russia investigation and begin an investigation and 
prosecution of Hillary Clinton. For example, in early summer 2017, Sessions recalled the 
President asking him to unrecuse, but Sessions did not take it as a directive. When the President 
raised the issue again in December 2017, the President said, as recorded by Porter, "Not telling 
you to do anything .... I'm not going to get involved. I'm not going to do anything or direct you 
to do anything. I just want to be treated fairly." The duration of the President's efforts-which 
spanned from March 2017 to August 2018-and the fact that the President repeatedly criticized 
Sessions in public and in private for failing to tell the President that he would have to recuse is 
relevant to assessing whether the President's efforts to have Sessions unrecuse could qualify as 
obstructive acts. · 

b. Nexus to an official proceeding. As described above, by mid-June 2017, the existence 
of a grand jury investigation supervised by the Special Counsel was public knowledge. In addition, 
in July 2017, a different grand jury supervised by the Special Counsel was empaneled in the 
District of Columbia, and the press reported on the existence of this grand jury in early August 
2017.776 Whether the conduct towards the Attorney General.would have a foreseeable impact on 
those proceedings turns on much of the same evidence discussed above with respect to the 
obstructive-act element. 

c. Intent. There is evidence that at least one purpose of the President's conduct toward 
Sessions was to have Sessions assume control over the Russia investigation and supervise it in a. 
way that would restrict its scope. By the summer of 2017, the President was aware that the Special · 
Counsel was investigating him.personally for obstruction of justice. And in the wake of the 
disclosures of emails about the June 9 meeting between Russians and senior members of the 
campaign, see Volume II, Section II.G, supra, it was evident that the investigation into the 
campaign now included the President's son, son-in-law,. and former campaign manager .. The 
President had previously and unsuccessfully sought to have Sessions publicly announce that the 
Special Counsel investigation would be confined to future election interference. . Yet Sessions 
remained reCused. In December 2017, shortly aft~r Flynn pleaded guilty, the President spoke to 
Sessions in the Oval Office with only Porter present and told Sl:ssions that he would be a hero if 
he unrecused. Porter linked that request to the President's desire that Sessions take back 
supervision of the Russia investigation and direct an investigation of Hillary Clinton. The 
President said in that meeting that he ''just want[ed]to be treated fairly," which could reflect his 
perception that it was unfair that he was being investigated while Hillary Clinton was not. But a 
principal' effect of that act would be to restore supervision of the Russia,investigation to the 
Attorney General-a. position that the President frequently suggested should be occupied by 
someone like Eric Holder and Bobby Kennedy, who the President described as protecting their 

176 E.g., Del Quentin Wilbur & Byron Tau, Special Counsel Robert Mueller Impanels Washington 
Grand Jury in Russia Probe, Wall Street Journal (Aug. 3, 2017); Carol D. Leonnig et al., Special Counsel 
Mueller using grand jury in federal court in Washington as part of Russia investigation, Washington Post 
(Aug. 3, 2017). 
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presidents. A reasonable inference from those statements and the President's actions is that the 
President believed that an unrecused Attorney General would play a protective role and could 
shield the President from the !mgoing Russia investigation. 

I. The President Orders McGahn to Deny that the President Tried to Fire the 
Special Counsel 

Overview. 

In late January 2018, the media reported that in June 2017 the President had ordered 
McGahn to have the Special Counsel. fired based on purported conflicts of interest but McGahn 
had refused, saying he would quit instead. After the . story broke, the President, 'through bis 
personal counsel and two aides, sought to have McGahn deny that he had been directed to remove 
the Special Counsel. Each time he was approached, McGahn responded that he would not refute 
the press accounts because they were accurate in reporting on the President's effort to have the 
Special Counsel removed. The President later personally met with McGahn in the Oval Office 
with only the Chief of Staff present and tried to get McGahn to say that the President never ordered 
him to fire the Special Counsel. McGahn refused and insisted his memory of the President's 
direction to remove the Special Counsel. was accurate. In that same meeting, the President 
challenged McGahn for taking notes of his discussions with the President and asked why he had 
told Special Counsel investigators that he had been directed to have J:he Special Counsel removed. • 

Evidence 

1. The Press Reports that_the President Tried to Fire. the Special Counsel 

On January 25, 2018, the New York Times reported that in June 2017, the President had 
ordered McGahn to have the Department of Justice fire the Special Counsel. 777 According to the 
article, ''[ a ]mid the first wave of news media, reports that Mr. Mueller was examining a possible 
obstruction case, the president began to argue that Mr. Mueller had three conflicts of interest that 
disqualified him from overseeing the investigation."778 The article further reported that "[a]fter 

1 receiving the president's order to fire Mt. Mueller, the White House counsel ... refused to ask the 
Justice Department to dismiss the special counsel, saying he would quit instead;"779 The article. 
stated that the president "ultimately backed down after the White House counsel threatened to 
resign rather than carry _out the directive."780 After the article was published, the President 

. . 

777 Michael S. Schmidt & Maggie Habennan, Trump Ordered Mueller Fired, but Backed O.ff When 
White House Counsel Threatened to Quit, New York Times (Jan.25.2018). · 

778 Michael S. Schmidt & Maggie Habennan, Trump Ordered Mueller Fired, but Backed Off When 
White House Counsel Threatened to Quit, New York Times (Jan. 25. 2018). 

779 Michael S. Schmidt & Maggie Habennan, Trump Ordered Mueller Fired, but Backed Off When 
White House Counsel Threatened to Quit, New York Times (Jan. 25. 2018). 

780 Michael S. Schmidt & Maggie Habennan, Trump Ordered Mueller Fired, but Backed Off When 
White House Counsel Threatened to Quit, New York Times (Jan. 25. 2018). 
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dismissed the story when asked about it by reporters, saying, "Fake news, folks. Fake news. A 
typical New York Times fake story."781 

The next day, the Washington Post reported on the same event but added that McGahn had 
not told the President directly that he intended to resign rather than carry out the directive to have 
the Special Counsel terminated.782 In that respect, the Post story clarified the Times story, which 
could be read to suggest that McGahn had told the President of his intention to quit, causing the 
President to back down from the order to have the Special Counsel fired.783 

2. The President Seeks to Have McGahn Dispute the Press Reports 

On January 26, 2018, the President's personal counsel called McGahn's attorney and said 
that the President wanted McGahn to pµt out a statement denying that he had been asked to fire 
the Special Co1.1nsel and that he had threatened to quit in protest. 784 McGahn's attorney spoke with 
McGahn about that request and then called the President's personal counsel to relay that McGahn 
would not make a staternent.785 McGahn's attorney informed the President's personal collllsel that 
the Times story was accmate in reporting that the President wanted the Special Counsel 
removed.786 Accordingly, McGahn's attorney said, althoughrthe article was inaccmate in some 
other respects, McGahn. could not comply with the President's request to dispute the story.787 

Hicks recalled relaying to the President that dne of his attorneys had spoken to McGahn's attorney 
about the issue. 788 

781 Sophie Tatum & Kara Scannell, Trump· denies he called for Mueller's firing, CNN (Jan. 26, 
2018); Michael S. Schmidt & Maggie Haberman, Trump Ordered.Mueller Fired, but Backed Off When 
White House Counsel Threatened to Quit, New York Times (Jan. 25, 2018). 

782 The Post article stated, "Despite intemai objections, Trump decided to assert that Mueller had 
unacceptable conflicts of interest and mpved tQ remove him from his position. . . . In response, McGahn 
said he would not remain at the White House if Trump went through with the move... . . McGahn did not 
deliver his resignation threat directly to Trump but was serious about his threat to leave."· Rosalind S. 
Helderman & Josh Dawsey, Trump moved to fire MueUer in June, bringing White House counsel to the 
brink of leaving, Washington Post (Jan. 26, 2018). 

783 Rosalind S. Helderman & iosh Dawsey, Trump moved to fire Mueller in June, bringing White 
House counsel to the brink of leaving, Washington Post (Jan. 26, 2018); see McGahn 3/8/17 302, at 3-4. 

784 McGahn 3/8/18 302, at 3 (agent note). 
785 McGahn 3/8/18 302, at 3 (agent note). 
786 McGahn 3/8/18 302, at 3-4 (agent note). 
787 McGahn 3/8/18 302, at 4 (agent note). _ . 
788 Hicks 3/13/18 302, at 11. Hicks also recalled that the President spoke on the phone that day 

with Chief of Staff John Kelly and that the President said Kelly told him that McGahn had totally refuted 
the story and was going to put out a statement. Hicks 3/13/18 302, at 11. But Kelly said that he did not 
speak to McGahn when the article came out and did not tell anyone he had done so. Kelly 8/2/18 302, at 
1:2. 
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Also on January 26, 2017, Hicks recalled that the President asked Sanders to contact 
McGahn about the stoty. 789 McGahn told Sanders there was no need to respond and indicated that 
some of the article was accurate.79° Consistent with that position, McGahn did n<it correct the 
Times story. 

On February 4, 2018, Pr-iebus appeared on Meet the Press and said he had not heard the 
President say that he wanted the Special Counsel fired.791 After Priebus's appearance,. the 
President called Priebus and said he did a great job on Meet the Press. 792 The President also told 
Priebus that the President had "never said any of those things about'' the Special Counsel.793 

The next day, on February 5, 2018, the President compfained at?out the Times article to 
Porter.794 The President told Porter that.the article was "bullshit" and he had not sought to 
terminate the Special Counsel. 795 The President said that McGahn leaked to the media to· make 
himself look good. 796 The President then directed Porter to tell McGahn to create a record to make 
clear that the President never directed McGahn to fire the Special Counsel.797 Porter thought the 
matter should be handled by the White House communications office, but the President said he 
wanted McGahn to write a letter to the file "for our records" and wanted something beyond a press 
statement to demonstrate that the reporting was inaccurate.798 The President referred to McGahn 
as a "lying bastard" and said that he wanted a record from him.799 Porter recalled the President 

789 Hicks 3/13/18 302, at t l. Sanders did not recall whether the President asked her to speak to 
McGahnor if she did it on her own. Sanders 7/23/18 302, at 2. 

790 Sanders 7/23/18 302, at 1-2. 
791 Meet the Press Interview with Reince Priebus, NBC(Feb. 4, 2018). 
792 Priebus 4/3/18 302, at 10. ' 
793 Priebus 4/3/18 302, at 10. 

. 
794 Porter 4/13/18 302, at 16-17. Porter did not recall the timing of this discussion with the 

President. Porter4/13/18 302, at 17. Evidence indicates it was February 5, 2018. On the back of a pocket 
card dated February 5, 2018, Porter took notes that are consistent with his description of the discussion: 
"COS: (!) Letter from DM - Never threatened to quit- DJT never told him to fire M." SC_RRP000053 
(Poiter Undated Notes). Porter said it was possible he took the notes on a day other than February 5. Porter 
4/13/18 302, at 17. But Porter also said that "COS" referred to matters he wanted to discuss with Chiefof 
Staff Kelly, Porter4/13/18 302, at 17, and Kelly took notes dated February 5, 2018, that state "POTUS­
Don McGahn letter-Mueller+ resigning." WH000017684 (Kelly 2/5/18 Notes). Kelly said he did not 
recall what the notes meant, but thought the President may have "mused" about having McGahn write a 
letter. Kelly 8/2/18 302, at 3. McGahn recalled that Porter spoke with him about the President's request 
about two weeks after the New York Times ·story was published, which is consistent with the discussion 
taking place on or about February 5. McGahn 3/8/18 302, at 4. · 

795.Porter 4/13/18 302, at 17. 
796 Porter 4/13/18 302, at 17. 
797 Porter 4/13/18 302, at 17. 
798 Porter4/13/l8 3p2, at 17; Porter 5/8/18 302, at 18 .. 
799 Porter 4/13/18 302, atl7; Porter 5/8/18 302, at 18. 
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saying something to the effect of, "Ifhe doesn't write a letter, then maybe I'll have to get rid of 
him."800 

Later that day, Porter spoke to McGahn to. deliver the.President's message. 801 Porter told 
McGahn that he had to write a letter to dispute that he was ever ordered to terminate the Special 
Counsel. 802 McGahn shrugged· off the request, explaining that the media reports were. true. 803 

McGahn told Porter that the President had been insistent on firing the Special Counsel and that 
McGahn had planned to resign rather than carry out the order, although he had not personally told 
the President he intended to quit. 804 Porter told McGahn that the President suggested that McGahn 
would be fired ifhe did not write the letter.805 McGahn dismissed the threat, saying that the optics 
would be terrible if the President followed through with firing him on that basis. 806 McGahn said 
he would not write the letter the President had requested. 807 Porter said that to his knowledge the 
issue ofMcGahn's letter never came up with the President again, but Porter did recall telling Kelly 
about his conversation with McGahn. 808 

The next day, on February 6, 2018, Kelly scheduled.time for McGahn to meet with him 
and the President in the Oval Office to discuss the Times article.809 The morning of the meeting, 
the President's personal counsel called McGahn's attorney and said that the President was going 
to be speaking with McGahn and McGahn could not resign no matter what happened in the 
meeting. 810 

The President began the Oval Office meeting by telling McGahn that the New York Times 
story did not "look good" and McGahn needed to correct it.8II McGahnrecalled the•President 
said, "l n~ver said to fire Mueller. I never said 'fire.' This story doesn't look good. You need to 
correct this. You're the White House counsel."812 

800 Porter 4/13/18 302, at 17. 
801 Porter4/13/18 302, at 17; McGahn 3/8/18 302, at 4. 

· 
802 Porter 4/13/18 302, at 17; McGahn 3/8/l 8J02, at 4. 

. . 
803 Porter4/13/18 302, at 17; McGahn 3/8/18 302, at 4. 
804 Porter 4/13/18 302, at 17; McGahn 3/8/18 302, at 4. 
805 Porter 4/13/18 302, at 17; McGahn 3/8/18 302, at 4. 
806 Porter 4/13/18 302, at 17-18; McGahn 3/8/18 302, at 4. 
807 McGahn 3/8/18 302, at 4. 
808 Porter 4/13/18 302, at 18. 
809 McGahn 3/8/18 302, at 4; WH0000l 7685 (Kelly 2/6/18 Notes): McGahn recalled that, before 

the Oval Office meeting, he told Kelly that he was not inclined to fix the article. McGahn 3/8/18 302, at 4. 
810 McGahn 3/8/18 302, at 5 (agent note); 2/26/19 Email, Counsel for Don McGahn to Special 

Counsel's Office (confirming February 6, 2018 date of call from the President's personafcounsel). 

8Jl McGahn 3/8/18 302, at 4; Kelly 8/2/18 302, at 2. 
812 McGahn 3/8/18 302, at 4; Kelly 8/2/18 302, at 2. 
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In response, McGahn acknowledged that he had not told the President directly that he 
planned to resign, but said that the story was otherwise accurate. 813 The President asked McGahn, 
"Did fsay the word 'fire'?',s14 McGahn'responded, "What you said is, 'Call Rod [Rosenstein], 

· tell Rod that Mueller has conflicts and can't be the Special Counsel:"'815 The President responded, 
"I never said that."816 The President said he merely wanted McGahn to raise the conflicts issue 
with Rosenstein and leave it to him to decide what to do.817 McGahn told the President he did not 
understand the conversation that way and instead had heard, "Call Rod. There are conflicts. 
Muell1:1r has to go."818 The President asked McGahn whether he would "do a correction;" and. 
McGahn said no. 819 McGahn thought the President was testing his mettle to see how committed 
McGahn was to what happened. 82° Kelly described the meeting' as "a little tense."821 , 

, The President also asked McGahn in the meeting why he had told Special Counsel's Office 
investigators that the President had told him to have the Special Counsel removed.822' McGahn 
responded that he had to and that his conversations with the President were not protected ~y 
attorney-client privilege.823 The President then asked, "What about these.notes? Why do you take 
notes? Lawyers don't take not1:1s. I never had a lawyer who took notes."824 McGahn responded, 
that he keeps notes because he is a "real lawyer" and explained that notes create a record and are 
not a bad thing. 825 The ·President said, "I've had a lot of great lawyers, like Roy Cohn. He did not 
take notes."826 , 

After the Oval Office meeting concluded,. Kelly recalled McGahn t~lling him that McGahn 
and the President "did have that conversation" about removing the Special Counsel.827 McGahn 
recalled that Kelly said that he had pointed outto the President after the Oval Office that McGahn 

813 McGahn 3/8/18 302, at 4. 
814 McGahn 3/8/18 302, at 4; Kelly 8/2/18 302, at 2. 
815 McGahn 3/8/18 302, at 5. 
816 McGahn 3/8/18 302, at 5. 
817 McGahn 3/8/18 302, at 5. 
818 McGahn 3/8/18 302, at 5. 
819 McGahn 3/8/18 302, at 5; Kelly 8i2/l 8 302, at 2. 
820 McGahn 3/8/18 302, at 5,. 
821 Kelly 8/2/18 302, at 2. 
822 McGahn 3/8/18302, at 5. 
823 McGahn 3/8/18 302, at 5. 
824 M~Gahn 3/8/18 302, at 5. McGahn said the President was referring to Donaldson's notes, which 

the President thought of as McGahn's,notes. McGahn 3/8/.18 302, at 5. 
825 McGahn 3/8/18 302, at 5. 
826 McGahn 3/8/18 302, at 5. 
827 Kelly 8/~/18 302, at 2. 
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had not backed down and would not budge. 828 Following the Oval Office meeting, the President's 
personal counsel called McGahn's counsel and relayed that the President was "fine'' with 
McGahn.~29 

AnalJ;sis 

In analyzing the President's efforts to have McGahn deny that he had been ordered to have 
the Special Counsel removed, the following evidence is relevant to the elements of obstruction of 
justice: 

a. Obstructive act. The President's repeated efforts to get McGahn to create a record 
denying that the President had directed him to remove .the Special Counsel would qualify as an 
obstructive act if it had the natural tendency to constrain McGahn from testifying truthfully or to ~ 
undermine his credibility as a potential witness ifhe testified consistently with his memory, rather 
than with what the record said. 

There is some evidence that at the time the New York Tiqies and Washington Post stories 
were published in late January 2018, the President believed the stories were wrong and that he had 
never told McGahn to have Rosenstein remove the Special Counsel. · The President correctly 
understood that McGahn had not told the President directly that he planned to resign: In addition, 
the President told triebus and Porter that he had not sought to terminate the Special Counsel, and 
iJ1 the Oval Office meeting with McGahn, the President said, "I never said to fire Mueller. I never 
said 'fire."' That evidence could indicate that the President was not attempting to persuade 
McGahn to change his story but was instead offering his own-but different----crecollection,ofthe 
substance ofhis June 2017 conversations with McGahn and McGahn's reaction to them. 

Other evidence cuts against that understanding of the President's conduct. As previously 
described, see Volume II, Section ILE, supra, substantial'evidence supports McGahn's account 
that the President had directed him to have the Special Counsel removed, including the timing and 
context of the President's directive; the manner in which McGahn reacted; and the fact that the 
President had been told the conflicts were insubstantial, were being considered by the Department 
of Justice, and should be raised with the President's personal counsel rather than brought to 
McGahn. In addition, the President's subsequent denials fuat he had told McGahn to have the 
Special Counsel removed were carefully worded When first asked about fue New York Tiines 
story, the President said, "Fake news; folks. Fake news. ·Atypical New York Times fake story." 
And when the President spoke with McGahn in the Oval Office, he focused on whether he had 
used the word "fire," saying, "I never said to fire Mueller. I never said 'fire"' and "Did I say the 
word 'fire'?" The President's assertion in the Oval Office meeting that he had never directed 
McGahn to have the Special Counsel removed thus runs counter to fue evidence. 

In addition, even if the President sincerely disagreed with McGahn's memory of the June 
17, 2017 events, the evidence indicates that the.President knew by the time offu~ Oval Office 

828 Mc Gahn 3/8/18 302, at 5 ., Kelly did not recall discussing the Oval Office meeting with the 
President after the fact, Kelly 8/2/18 302, at 2. Handwritten notes taken by Kelly state, "Don[:] Mueller 

discussion in June. - Bannon Priebus - came out okay." WHOOOOl 7685 (Kelly 2/6/18 Notes). 

829 McGahn 3/8/18 302, at 5 (agent note) . 
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meeting that McGahn 's account differed and that McGahn was firm in his views. Shortly after the 
story broke, the President's counsel told McGahn's counsel that the President wanted McGahn to 
make a statement denying he had been asked to fire the Special Counsel, but McGahn responded 
through his counsel that that aspect of the story was accurate and he therefore could not comply 
with the President's request. The President then directed Sanders to tell McGahn to correct the 
story, but McGahn told her he would not do so because the story was accurate in reporting on the 
President's ordet. Consistent with that position, McGahn never issued a correction. More than a 
week later,'the President brought up the issue again with Porter, made comments indicating the 
President thought McGahn had leaked the story, and directed Porter to have McGahn create a 
record denying that the President had tried to fire the Special Counsel. At that point; the President 
said he might "have to get rid of' McGahn ifMcGahn did not comply. McGahn again refused and 
told Porter, as he had told Sanders and as his counsel had told the President's· counsel, that the 
President had infact ordered him to have Rosenstein remove the Special Counsel. That evidence 
indicates that by the time of the Oval Office meeting the President was aware that McGahn did not 
think the story was false and did not want to issue a statement or create a written record denying 
facts that McGahn believed to be true. The President nevertheless persisted and asked McGabn to 
repudiate facts that McGahn had repeatedly said were accurate. 

b. Nexus to an official proceeding. By January 2018, th9 Special Counsel's use of a 
grand jury had been furthei: confirmed by the return of several indictments. The President also 
was.aware that the Special Counsel was investigating obstruction-related events because, among 
other reasons, on January 8, 2018, the Special Counsel's_.Dffice provided his counsel with a. 
detailed list of topics for a possible interview with the President.830 The President knew that 
McGahn had personal knowledge of many of the events the Special Counsel was investigating and 
that McGahn had already been interviewee! by Special Counsel investigators: And in the Oval 
Office meeting, the President indicated he knew ¢at McGahn had told the Spec~ Counsel's 
Office about the President's effort to remove the Special Counsel. The President challenged 
McGahn for disclosing that information and for taking notes that he viewed as creating 
unnecessary legal exposure. That'evidence indicates the President's awareness thatthe June 17, 
2017 events were relevant to the_ Special Counsel's investigation and any grand jury investigation 
that might grow out of it. 

To establish a nexus, it would be necessary to show that the President's actions would have 
the natural tendency to affect such a proceeding or that they would hinder, delay, or prevent the 
communication of information to investigators. Because McGahn had spoken to Special Counsel 
investigators before January 2018, the President could not have been seeking to influence his prior 
statements in those interviews. But because McGahn bad repeatedly spoken to investigators and 
the obstruction inquiry was not complete, it was foreseeable that he would be interviewed again 
on obstruction-related topics. If the President were focused solely on a press strategy in seeking 
to have McGahn refute the New York Times article, a nexus to a proceeding or to further 
investigative interviews would not be shown. But the-President's efforts to have McGahn write a 
letter "for our records" approximately ten days after the stories had come out-well past the typical 

830 1/29/18 Letter, President's Personal Counsel to Special Counsel's Office, at 1-2 ("In our 
conversation of January 8, your office identified the following topics as areas you desired to address with 
the President in order to complete your investigation on the subjects of alleged collusion and obstruction of 
justice"; listing Hi topics). i 
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time to issu~ a correction for a news story~indicates the President was no~ focused solely on a 
press strategy, but instead likely contemplated the ongoing investigation and any proceedings 
arising from it. 

c. Intent. Substantial evidence indicates that in repeatedly urging McGahn to dispute 
. that he was ordered to have the Special Counsel terminated, the President.acted for the purpose of 
influencing McGahn's ;lccount in order to deflect or prevent further scrutiny of the President's 
conduct towards the investigation. 

Several facts support that conclusion. The President made repeated attempts to get 
McGahn to change his story. As described above, by the time of the last attempt, the evidence 
suggests that the Presidenthad been told on multiple occasions that McGahn believed the President 
had ordered him to have th.e Special Counsel terminated. McGahn interpreted his encounter with 
the President in the Oval Office as an attempt to test his mettle and see how committed he was to 
his memory of what had occurred. The President had already laid the groundwork for pressing 
McGahn to alter his account by telling Porter that it might be necessary to fire McGahn if he did 
not deny the story, and Porter relayed· that statement to McGahn. Additional evidence of the 
President's intent may be gleaned from the fact that his counsel was sufficiently alarmed by the 
prospect of the President's meeting with McGahn that he called McGahn's counsel and said that 
McGahn could not resign no matter what happened in the Oval Office that day. The President's 
counsel was well aware ofMcGahn's resolve not to issue what he believed to be a false account 
of events despite the President's request. Finaily, as .noted above, the President brought up the 
Special Counsel investigation in his Oval Office meeting with McGahn and criticized him for 
telling this Office about the June 17, 2017 events, The President's statements reflect his 
understanding-and his displeasure-that those events would be part of an obstruction-of-justice 
inquiry. 

J. The President's Conduct Towar~s Flynn, Manafort,ili'IIII 

Overview 

In addition to the interactions with McGahn described above, the.President has taken other 
actions directed at possible witnesses in the Special Counsel's investigation, including Flynn, 
Manafort, liltlland as described in the next section, Cohen. When Flynn withdrew from a joint 
defense agreement with the President, the President's personal counsel stated that Flynn's a,cp.ons 
would be viewed as reflecting "hostility" towards the President. During Manafort's prosecution 
amLwhile the jury was deliberating, the President repeatedly stated that Manafort was bein treated 
unfair! and made it known that Manafort could receive a ardon. 

Evidence 

1. Conduct Directed at Michael Flynn 

As previously noted, see Volume II, Section II,B, supra,, the President asked for Flynn's 
resignation on February 13, 2017. Following Flynn's resignation, the President made positive 
public comments about Flynn, describing him as a "wonderful mail," ."a fine person," and a "very 
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good person."831 The President als~ privately asked advisors to pass messages to Flynn conveying 
that the President still cared about him and encouraging him to stay strong. 832 

In late November 2017, Flynn began to cooperate with this Office. On November 22, 2017, 
Flynn withdrew from a joint defense agreement he had with the President.833 Flynn's counsel told 
the President's personal counsel and counsel for the White House that Flynn could no longer have 
confidential communications with the White House or the President.834 Later that night, the 
President's personal counsel left a voicemaii for Flynn's counsel that said: 

I understand your situation, but let me see if I can't state it. in starker terms. . . . [I]t 
wouldn't surprise me if you've gone on to make a deal with .. , the government. ... [I]f 
... there's information that implicates the President, then we've got a national security 
issue, . . . so, you know, . . . we rn;ied some kind of heads up. Um, just for the sake of 
protecting all our interests ifwe can .... [R]emember what we've always said about the 
President and his feelings toward Flynn and, that still remains . , .. 835 

On November 23, 2017, Flynn's attorneys returned the call from the President's personal 
·counsel to acknowledge receipt ofthe voicemail.836 Flynn's attorneys reiterated that they were no 
longer in a position to share information under any sort of privilege.837 According to Flynn's 
attorneys, the President's personal counsel was indignant and vocal in his disagreement.838 The 
President's personal counsel said that he interpreted what they said to him as a reflection of Flynn's 

831 See, e.g., Remarks by ·President Trump in Press Conference, White House (Feb. 16, 2018) 
(stating that "Flynn is a ftne person" and "I don't think· [Flynn] did anything wrong. If anything, he did 
something right . . . You know, he was just doing his job"); Interview of Donald J. Trump, NBC (May 11, 
2017) (stating that Flynn is a"very good person"). 

832 See Priebus 1/18/17 302, at 9-10 (the President asked Priebus to contact Flynn the week he was 
terminated to convey that the President still cared about him and felt.bad about what happened to him; 

Priebus thought the President did not want Flynn to have a problem with him); McFarland 12/22/17 302, 
at 18 ( about a month or two after Flynn was terminated, the President asked McFarlantl'to get in touch with 
Flynn and tell him that he was a good guy, he should stay strong, and the President felt bad for him); Flynn 
1/19/18 302, at 9 (recalling the call from Priebus and an additional call from Hicks who said she wanted to 
relay on behalf of the President that the President hoped Flynn was okay); Christie 2/13/19 302, at 3 
(describing a phone conversation between Kushner and Flynn the day after Flynn was fired where Kushner 
said, "You know the President respects you. The President cares about you. I'll get the President to send 
out a positive tweet about you later," and the President nodded his assent tokushner's comment promising 
a tweet). ' · · · 

833 Co~el for Flynn 3/Vl 8 302, at 1. 

834 Counsel for Flynn 3/1/18 302, at 1. 

835 11/22/17.Voicemail Transcript, President's Person~! Counsel to Counsel for Michael Flynn. 

· 836 Counsel for Flynn 3/1/18 302, at 1. 
837 Counsel for Flynn 3/1/18 302, at 1. 

· 838 Counsel for Flynn 3/1/18 302, at 1. 
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hostility towards the President and that he planned to infonn his client of that interpretation. 839 

·Flynn's attorneys understood that statement to be an attempt to make them reconsider their position 
because the President's personal counsel believed that Flynn would be disturbed to know that such 
a message would be conveyed to the President.840 

On December 1, 2017, Flynn pleaded guilty to making false statements pursuant to a 
cooperation agreement.841 The next day, the President told the press that he was not concerned 
about what Flynn might tell the Special Counsel.842 In response to a question about whether the 
President still stood behind Flynn, the President responded, "We'll see what happens."843 Over 
the next several days, the President made public statements expressing sympathy for Flynn and 
indicating he.had not been treated fairly. 844 On December 15, 2017, the President respollded to a . 
press inquiry about whether he was considering a pardon for Flynn by saying, "I don't want to talk 
about pardons for Michael Flynn yet. We'll see what happens. Let's see. I can say this: When 
you look at what's gone on with the FBI and with the Justice Department, people are very, very 
angry. ,,g45 . 

2. Conduct Directed at Paul Manafort 

On October 27, 2017, a grand jury in the District of Columbia indicted Manafort and fonner 
deputy campaign manager Richard Gates on multiple felony counts, and on February 22, 2018, a 
grand jury in the Eastern District of Virginia indicted Manafort and Gates on additional felony 

839 Counsel for Fiynn 3/1/18 302, at 2. Because. of attorney-client privilege issues, we did not seek 
to interview the President's personal counsel about the extent to which he discussed his statements to 
Flynn's attorneys with the President. 

84° Counsel for Flynn 3/1/18 302; at 2. 
841 I:ilformation, United States v. Michael T. Flynn, l:17-cr-232 (D.D.C. Dec. 1, 2017), Doc. 1; Plea 

Agreement, United States v. Michael T. Flynn, t:17-cr-232 (D,D.C. Dec. 1, 2017), Doc. 3. 
842 President Trump Remarks on Tax Reform and Michael Flynn's Guilty Plea, C-SPAN (Dec: 2, .. 

2017). 
843 President Trump Remarks on Tax Reform and Michael Flynn's Guilty Plea, C-SPAN (Dec. 2, 

2017). 
844 See @rea1Dona1dTrump 12/2/17 (9:06 p.m. ET) Tweet ("So General Flynn lies to the FBI and 

his life is destroyed, while Crooked Hillary Clinton, on that now famous FBI holiday 'interrogation' with 
no swearing in a.nd no recording, lies many times .... and nothing happens to her? Rigged system, or just 
a double.standard?"); President Trump Departure Remarks, C-SPAN (Dec. 4, 2017) ("Well, I feel badly 
for General Flynn. I feel very badly. He's led a very strong life. And I feel very badly."). 

845 President Trump White House Departure, C-SP AN (Dec. 15, 2017). 
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counts. 846 Toe charges in both cases alleged criminal conduct by Manafort that began as early as 
2005 and continued through 2018.847 · 

In January 2018, Manafort told Gates that he had talked to the'President's personal counsel 
and they were "going to take care ofus. "848 Manafort told Gates it was stupid to plead, saying that 
he had been in touch with the President's personal counsel and repeating that they should "sit tight" 
and "we'll be taken care of."849 Gates asked Manafort outright if anyone mentioned pardons and 
Manafort said no one used that word.850 • ~ 

As the proceedings against Manafort progressed in court, the President told Porter that he. 
never liked Manafort and that Mart\lfort did not know what he was doing on the· campaign. 851 The 
President discussed with aides whether and in what way Manafort might be cooperating with the 
Special Counsel's investigation,, and whether Manafort knew any 'information that would be 
harmfulto the President 852 

In public, the President made statements criticizing the prosecution and suggesting that 
Manafort was being treated unfairly. On June 15, 2018, before a scheduled court hearing that day 
on whether Manafort's bail should be revoked. basecl on new charges that Manafort had tampered 
with witnesses while out on_ bail, the President told the press, "I feel badly aQout a lot of them. 

84
·
6 Indictment, United States v. PaulJ. Manafort,Jr. and Richard W. Gates III, 1: 17~cr-201 (D.D.C. 

Oct, 27, 2017), Doc. 13 ("Manafort and Gates D.D.C. Indictment"); Indictment, United States v. Paul J. 
Manafort, Jr. and Richard W. Gates III, 1:18scr-83 (E.D. Va. Feb. 22, 2018), Doc. 9 ("Manafort and Gates 
E.D; Va. Indictment") 

847 Manefort and Gates D.D;C. Indictment; Manefort and Gates E.D. Va: Indictment: 

848 Gates 4/18/18 302, at 4, In February 2018, Gates pleaded guilty, pursuant to a cooperation plea 
agreement, io a superseding criminal information charging him with conspiring to defraud and_ commit 
multiple offenses (i.e., tax fraud, failure to report foreign bank accounts, and acting as an unregistered agent 

· of a foreign principal) against the United States, as well as making false statements to our 
Office. Superseding Crimina!Infonnation, United States v. Richard W. Gates/II, l:17-cr-201 (D.D.C. Feb. 
23, 2018), Doc. 195; Plea Agreement, United States v. Richard W. Gates/II, I: 17-cr-201 (D,D.C. Feb. 23, 
2018), Doc. WS. Gates has provided information and in-court testimony that the Office has deemed to be 

reliable. 
849 Gates 4/18/18 302, at 4. 
850 Gates 4/18/18 302, at 4. Manafort told this Office that he ~ever told Gates that he had talkelto 

the President's personal counsel or suggested that they would be taken care of. Manafort also said he hoped 
for a pardon but never discussed one with. the President, although he noticed the President's public 
comments about pardons. Manafort 10/1/18 302, at 11. As explained in Volume I, Section IV.A.8, supra, 
Manafort entered into a plea agreement with our Office. The U.S. District Court for the District of 
Columbia determined_.that he breached the agreement by being untruthful in proffer sessions and before the 

grand jury .. Order, United States v. Manefm:t, l:17~cr-201 (D.D.C. Feb. 13, 2019), Doc: 503. 

851 Porter 5/8/18 302, at 11. Priebus recalled that the President never really liked Mari:afort. See 
Priebus 4/3/18 302, at 11. Hicks said that candidate Trump trusted Manafort's judgment while he worked 
on the Campaign, but she also once heard Trump tell Gates to keep an eye on Manafort. Hicks 3/13/18 --~ ' ' 

852 .Porter 5/8/1_8 302, at 11; McGahn 12/14/17 302, at 14. 
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because I thin!/ a lot of it is very unfair. I mean, I look at some of them where they go back 12 
years. Like Manafort has nothing to do with our campaign. But I feel so-I tell you, I feel a little 
badly about it. They went back 12 years to get things that he did 12 years ago? ... I feel badly 
for, some people, because they've gone back 12 years to find things about somebody, and I don't 
think it's right.',s53 In response to a question about whether he was considering a pardon for 
Manafort or µther indivi.duals involved in the Special Counsel's investigation, the President said, 
"!don't want to talk about that. No, I don't want to talk about that. ... But look, I do want to see 
people treated fairly. That's what it's all about.'' 854 Hows later, Manafort's bail was revoked and 
the President tweeted, "Wow, what a tough sentence for Paul Manafort, who has represented 
Ronald Reagan, Bob Dole and many other top political people and campaigns. Didu't know 
Manafort was the head of the Mob. What about Corney and Crooked Hillary and all the others? 
Very unfair!"8i5 · 

. Immediately following the revocation ofManafort's bail, the President's personal lawyer, • 
Rudolph Giuliani, gave a series of interviews in which he raised the possibility of a pardon for 
Manafort. Giuliani told the New York Daily News that "[w]hen the whole thing is over, things 
might get cleaned up with some presidential pardons."856 Giuliani also said in an interview that, 
although the President should not pardon anyone while the Special Counsel's investigation was 
ongoing, "when the investigation is concluded, he's kind of on his own, right?"857 In a CNN 
interview two days later, Giuliani said, "I gness I should clarify this once and for all. . . . The 
president has issued no pardons in this investigation. The president is not going to issue pardons' 
in this investigation .... When it's over, hey, he's the president of the United States. He retains 
his pardon power. Nobody is taking that away from him."858 Giuliani rejected the suggestion that 
his and the President's comments could signal to defendants that they should not cooperate in a 
criminal prosecution because a pardon might follow, saying the comments were "certainly not 
intended that way. "859 Giuliani said the comments only acknowledged that an individual involved 
in the investigation would not be "excluded from[ a pardon], ifin fact the president and his advisors 
... come to the conclusion that you have been treated unfairly."860 Giuliani observed that pardons 
were not unusual in political investigations but said, "That doesn't mean they're going to happen 

853 Remarks by President Trump in Press Gaggle, White House (June 15, 2018). 
854 Remarks by President Trump in Press Gaggle, White House (June 15, 2018). 

855 @realDonaldTrump 6/15/18 (1:41 p.m. ET) Tweet. 
856 Chris Sommerfeldt, Rudy Giuliani says Mueller probe 'might get cleaned up' with 'presidential 

pardons' in light of Paul Manafortgoingtojail, NewYorkDaily News (June 15, 2018). 

S57 Sharon LaFraniere, Judge Orders Paul Manafort Jailed Before Trial, Citing New Obstruction 
Charges, New York Times (June 1-5, 2018) (quoting Giuliani). · 

858 State of the Union with Jake Tapper Transcript, CNN (June 17, 2018); see Karoun Demirjian, 
Giuliani suggests Trump may pardon Manafort after Mueller's probe, Washington Post (June 17, 2018). 

859 State of the Union with Jake Tapper Transcript, CNN (June 17, 2018). 

860 State of the Union with Jake Tapper Transcript, CNN (June 17, 2018). · 
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here. Doesn't mean that anybody should rely on it. ... Big signal is, nobody has been pardoned 
yet."861 

OnJuly 31, 2018, Manafort's criminal trial began in the Eastern District of Virginia, 
generating substantial news coverage.862 The next day, the President tweeted, ·"This is a terrible 
situation and Attorney General Jeff Sessions should stop this Rigged Witch Hunt right now, before 
it continues to stain our couritry any :further. Bob Mueller is totally conflicted, anq his 17 Angry 
Democrats that are doing his dirty work are a disgrace to USA!"863 Minutes later, the President 
tweeted, "Paul Manafort worked for Ronald Reagan, Bob Dole and many other highly prominent 
and respected political leaders. He worked for me for a very short time. Why didn't government 
tell me that he was under investigation. These old charges have nothing to do with Collusion-a 
Hoax!"864 Later .in the day, the President tweeted, "Looking back on history, who was treated 
worse, Alfonse Capone, legendary mob boss, killer and 'Public Enemy Number One,.' or Paul 
Manafort, political operative & Reagan/Dole darling, now serving solitary confinement-although 
convicted of nothing? Where is the Russian Collusion?"865 The President's tweets about the 
Manafort trial were widely covered by the press.866 When asked about the President's tweets, 
Sanders told the press, "Certainly, the President's been clear. He thinks Paul Manafort's been· 
treated unfairly."867 

On August 16, 2018, the Manafort case was submitted to th5' jury and deliberations began. 
At that time, Giuliani had recently suggested to reporters that the Special Counsel investigation 
needed to be "done in the next two or three weeks,"868 and media stories reported that a Manafort 
acquittal would add to criticism that the Special Counsel investigation was not worth the time and 
expense, whereas a conviction could show tliat ending the investigation would be premature.869 

861 State of the Union with Jake Tapper Transcript, CNN (June 17, 2018). 

862 See, e.g., Katelyn Polantz, Takeaways from day one of the Paul Manafort trial, CNN (July 31, 
2018); Frank Bruni, Paul Manafort's Trial Is Donald Trump's, Too, New York Times Opinion (July 31, 

· 2018); Rachel Weiner et al., Paul Manafort trial Day 2: Witnesses describe extravagant clothing purchases, 
home remodels, lavish cars paid with wire transfers, Washington Post (Aug. l, 2018). 

863 @realDonaldTrump 8/1/18 (9:24 a.m. ET) Tweet. Later that day, when Sanders was asked 
about the President's tweet, she told reporters, "It's not an order. It's the Presid.ent's opinion." Sarah. 
Sanders, White House Daily Briefing, C-SPAN (Aug. 1, 2018). 

864 @realDonaldTrump 8/l/18 (9:34 a.m. ET) Tweet. 
865 @rea1DonaldTrump 8/1/18 (11:35 ~in. ET) Tweet. 
866 See, e.g., Carol D. Leonnig et al.,· Trump calls Manafort prosecuti011 "a hoax, " says Sessions 

should stop Mueller investigation '•'right now", Washington Post (Aug. !, 2018); Louis Nelson, Trump 
claims Manafdrt case has ''nothing to do with collusion", Politico (Aug. l. 2018). 

867 Sarah Sanders, White House Daily Briefing, C-SPAN (Aug. 1, 2018). 

868 Chris Strohm & Shannon Pettypiece, Mueller Probe Doesn't Need to Shut Down Before 
Midterms, Officials Say, Bloomberg (Aug. 15, 2018). 

869 See, e.g., Katelyn Polantz et al.; Manafort jury ends first day of deliberations without a verdict, 
CNN (Aug. 16, 2018); David Voreacos, What Mueller's Manafort Case Means for the Trump Battle to 
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On August 17, 2018, as jury deliberations continued, the President commented on the trial from 
the South Lawn of the White House. In an impromptu exchange with reporters that. lasted 
approximately five minutes, the President twice called the Special Counsel's investigation a 
"rigged witch hunt. "870 When asked whether he would pardon Manafort if he was convicted, the 
President said, "I don't talk about that now. I don't talk about that."871 The President then added, 
without being asked a further question, "I think the whole Manafort trial is very sad when you look 
at what's going on there. I think it's a very sad day for our country. He worked for me for a very 
short period of time. But you know what, he happens to be a very good person. And I think it's 
very sad what they've done to Paul Manafort."872 The President did not take further questions.873 

In response to the President's statements, Manafort's attorney said,. "Mr. Manafort really 
appreciates the support of President Trump."874 

On August '21, 2018, the jury found Manafort guilty on eight felony counts. Also on 
August 21, Michael Cohen pleaded guilty to eight offenses, including a campaign-finance 
violation that he said had occurred "in coordination with; and at the direction of, a candidate for 
federal office."875 The President reacted to Manafort's convictions that day by telling reporters, 
"Paul Manafort's a good man" and "it's a very sad thing that happened."876 The President 
described the Special Counsel's investigation as "a witch hurit that ends in disgrace."877 The next 
day, the President tweeted, "I feel very badly for Paul Manafort and his wonder(ul family. 'Justice' 
took a 12 year old tax case, among other things, applied tremendous pressure on him and, unlike 
Michael Cohen, he refused to 'break'-make up stories in order to get a 'deal.' Such respect for 
a brave man!"878 · 

In a Fox News interview on August 22, 2018, the President said: "[Cohen} makes a better 
deal when he uses me, like everybody else. And one of the reasons I respect Paul Manafort so 
much is he went through that trial-you know they make up stories. People make up stories. This 

Come, Bloomberg (Aug. 2, 2018); Gabby Morrongiello, What a guilty verdict for Manafort would mean 
for Trump and Mueller, Washington Examiner (Aug. 18,12018). 

870 President Trump Remarks on John Brennan and Mueller Probe, C-SPAN (Aug. 17, 2018). 
871 President Trump Remarks on John.Brennan and Mueller Probe, C-SPAN (Aug. 17, 2018f 
872 President Trump Remarks on John Brennan and Mueller Probe; C-SP AN (Aug. 17, 2018). 
873 President Truinp Remarks on John Brennan and Mueller Probe, C~SP AN (Aug. 17, 2018). 
874 Trump calls Manafort "very good person," All In with Chris Hayes (Aug. 17, 2018) (transcript); 

Manafort lawyer: We appreciate Trump's support, CNN (Aug. 17, 2018} 
(https:/ /www.cnn.com/videos/politics/2018/08/17 /paul-manafort-attorney-trump-jury-deliberations­
schneider-lead-vpx.cnn ). 

875 Transcript at 23, United States v. Michael Cohen, 1 :18-cr~602 (S.D.N.Y. Aug.21, 2018), Doc. 
7 (Cohen 8/21/18 Transcript). . 

876 President Trump Remarks onManafort Trial, C-SPAN (Aug. 21,2018). 
877 President Trump Remarks on Manafort Trial, C-SPAN (Aug. 21, 2018). 
878 @realDonaldTn:imp 8/22/18 (9:21 a.m. ET) Tweet.. 
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whole thing about flipping~ they call it, I know all about flipping."879 The President said that 
flipping was "not fair'' and "almost ought to be outlawed.';880 In response to a question about 
whether he was considering a pardon for Manafort, the President said, "I have great respect for 
what he's done, in terms of what he's gone through .... He worked for many; many people many, 
many years, and I would say what he did, some of the charges they threw against him, every 
consultant, every lobbyist in Washington probably does."881 Giuliani told journalists that the• L 

President ''really thinks.Manafort has been horribly treated" and that he and the President had 
discussed the political fallout if the President pardoned Manafort. 882 The next day, Giuliani told . 
the Washington Post that the President had asked his lawyers for advice on the possibility of a 
pardon for Manafort and other aides, and had been counseled against considering a pardon until 
the investigation concluded. 88> 

On September 14, 2018, Manafort pleaded guilty to charges in the District of Columbia 
and signed a plea agreement that required him to cooperate with investigators.884 Giuliani was 
reported to have publicly said that Manafort remained in a joint defense agreement with the 
President following Manafort's guilty plea and agreement to cooperate, and that Manafort's 
attorneys regularly briefed the President's lawyers on the topics discussed and the information 
Manafort had provided in interviews with the Special Counsel's Office. 885 On November 26, 2018, 
the Special Counsel's Office disclosed in a public court filing that Manafort had breached his plea 
agreement by lying about multiple subjects.886 The next day, Giuliani said that the President had 
been "upset for weeks" about what he considered to be·"the un-American; horrible treatment of 

819 Fox & Friends Exclusive Interview with President Trump, Fox News (Aug. 23, 2018) {recorded 
the previous day). 

880 Fox & Fn'ends Exclusive Interview with President Trump, Fox News (Aug. 23, 2018) (recorded 
the previous day). 

881 Fox & Friends Exclusive Interview with President Trump, Fox News (Aug. 23, 2018) (recorded 
the previous day). · · 

882 Maggie Haberman & Katie Rogers, "How Did We End Up Here?" Trump Wonders as the White 
House Soldiers On, New York Times (Aug. 22, 2018). 

883 Carol D. Leonnig & Josh Dawsey., Trump recently sought his lawyers' advice on possibility of 
pardoning Manafort, Giuliani says, Washington Post (Aug. 23, 2018). 

884 Plea Agreement, United States v. Paul J. Manafort, Jr., l:17-cr-201 (D.D.C; Sept.· 14, 2018), 
Doc:422. . 

885 K~en Freifeld & Nathan Layne, Trump lawyer: Manafort said nothing damaging in Mueller 
interviews, Reuters (Oct. 22, 2018); Michael S. Schmidt et ai., Manafort's Lawyer Said to Brief Trump 
Attorneys on What He Told Mueller, New York Times (Nov. 27, 2018); Dana Bash,Manafort team briefed 
Giuli~_ni on Mueller · meetings, CNN, Posted 11/28/18, available at 
https:/ /www .cnn.com/videos/politics/2018/l l/28/manafort~lawyers-keeping-trump-lawyers0giuliani­
updatcd-mueller-probe-bash-sot-nr-vpx.cnn; see Sean Hannify, Interview with Rudy Giuliani, Fox News 
{Sept. 14, 2018) (Giuliani: "[T]here was a.quote put out by a source close to Manafort that the plea 
agreement has, and cooperation agreement has, nothing to do with the Trump campaign. . • . Now,'I know 
that because I've been privy to a lot of facts I can't repeat."). 

886 Joint Status Report, United States v. Paul J. Manafort, Jr., q:>.D.C Nov. 26, 2018), Doc. 455.• 
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Manafort."887 In an interview on November 28, 20i8, the President suggested that it was "very 
brave" that Manafort did not "flip": 

If you told the truth, you go to jail. You know this flipping stuff is terrible. You flip and 
you lie and you get--the prosecutors will teU you 99 percent of the time they can get people 

"to flip. It's rare that they can't. But I had three people: Manafort, Corsi-I don't know 
Corsi, but he refuses. to say what they demanded. 888 Manafort, Corsi-. It's 
actually very brave. 889 

. . 

In response to a question about a potential pardon for Manafort, the President said, "It was.never 
discussed, but I wouldn't take it off the table. Why would I take it offthetable?"890 · 

3. Harm to Ongoing Matter 

Harm to Ongoing Matter 

Harm to Ongoing Matter 

,. Harm to Ongoing Matter 

-Harm to Ongoing Matter 
l!iilHarm to Ongoing Matter 

887 Stephen Collinson, Trump appears c~nsumed by Mueller investigation as details emerge, CNN 
(Nov. 29, 2018). 

d
~
88 
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to coor mate w1 e s an ssange, an w o state pu 1c y at at time t at e a re e a p ea 
offer from. the Special Counsel's. Office because he was "not going to sign a lie." .Sara Murray & Eli 
Watkin• iiJ•lr/ l says he won't agree to plea deal, CNN (Nov. 26, 2018). . 

889 Marisa Schultz & Nikki Sch~ab, Oval Office Interview with President Trump: Trump says 
pardon for Paul Manafortstill a possibility, New York J>ost (Nov . .28, 2018). That same day, the President 
tweeted: "While the disgusting Fake News is doing everything within their power not to report it that way, 
at least 3 major players are intimating that the Angry Mueller Gang of Dems is viciously telling witnesses 
to lie about facts & they will get relief. This is our Joseph McCarthy Era!" @realDonaldTrump 11/28/18 
(8:39 a.m. ET) Tweet. 

890 Marisa Schultz & Nikki Schwab, New York Post Oval Office Interview with President Trump: 
Trump says pardon for Paul Manafort stiUa possibility, New York Post (Nov. 28; 2018). · 
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Analysis 

In analyzing the President's conduct towards Flynn, Manafort IH·m- •he following 
evidence is relevant to the elements of obstruction of justice: 

a. Obstructive act. The President's actions towards ,vitnesses in the Special Counsel's 
investigation would qualify as obstructive if they had the natural tendency to prevent particular 
witnesses from testifying ti;uthfully, or otherwise would have the probable effect of influencing, 
delaying, or preventing their testimony to law enforcement. 

With regard to Flynn, the President sent private and public messages to Flynn encouraging 
him to stay strong and conveying that the President still cared about him before he began to 
cooperate with the government. When Flynn's attorneys withdrew him from a joint defense 
agreement with the President, signaling that Flynn was potentially cooperating with the 
government, the President's personal counsel initially reminded Flynn's counsel of the.President's 
warm feelings towards Flynn and said "that still remains." But when Flynn's counsel reiterated 
that Flynn could no longer share information under a joint defense agreement, the President's 
personal counsel stated that the decision would be interpreted as reflecting Flynn's hostility 
towards the President. That sequence of events could have had the potential to affect Flynn's 
decision to cooperate, as well as the extent of that cooperation. Because of privilege issues, 
however, we could not determine whether the President was personally involved in or knew about 
the specific message his counsel delivered to Flynn's counsel. · 

With respect to Manafort, there is evidence that the President's actions had the potential to 
influence Manafort's decision whether to cooperate with the government. The President and his 
personal counsel made repeated statements suggesting that a pardon was a possibility for Manafort, 
while also making it clear that the President did not want Manafort to "flip" and cooperate with 
the government. On June 15, 2018, the day the judge presiding over Manafort's D.C. case was 
considering whether to revoke his bail, the President said that h.e "felt badly" for Manafort and 
stated, "I think a lot of it is very unfair." And when asked about a pardon for Manafort, the 
President said, "I do want to see people treated fairly. That's what it's all about." Later that day, 
after Manafort's bail was revoked, the President called it a "tough sentence" that was "Very 
unfair!" Two days later, the President's personal counsel stated that individuals involved in the . 

. Special Counsel's investigation could receive a pardon "if in fact the [PJresident and his advisors 
... come to the conclusion that you have been treated unfairly"-using language that paralleled· 
how the President had already described the treatment ofManafort. Those statements, combined 
with the President's commendation ofManafort for being a "brave man" who "refused to 'break'," 
suggested that a pardon was a more likely possibility ifManafort continued not to cooperate with 
the government. And while Manafort eventually pleaded guilty pursuant to a cooperation 
agreement, he was found to have violated the agreement by lying to investigators. 

The President's public statements during the Manafort trial, including during jury 
deliberations, also had the potential to influence the trial jury. On the second day of trial, for 
example, the President called the prosecution a "terrible situation" and a "hoax" that "continues to 
stain our country" and referred to Manafort as a "Reagan/Dole darling" who was "serving solitary 
confinement" even though he was "convicted of nothing." Those statements were widely picked 
up by the press. While jurors were instructed not to watch or read news stqries about the case and 

\ 
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are presumed to follow those instructions, the President's statements during the trial generated 
substantial media coverage that could have reached jurors if they happened to see the statements 
or learned. about them from others. And the President's statements during jury deliberations that 
Manafort "happens to be a very good person" and that "it's very sad what they've done to Paul 
Manafort" had the potential to influence jurors who learned of the statements, which the President 
made just as jurors were considering whether to convict or acquit Manafort. • 

b. Nexus to an official proceeding. The President's actions towards Flynn, Manafort, 
llelli appear to have been connected to pending or wrll,;d official proceedings involving 
~idual. The President's conduct towards Flynn • principally occurred when both 
were under criminal investigation by the Special Counsel's Office and press reports speculated 
about whether they would cooperate with the Special Counsel's investigation. And the President's 
conduct towards Manafort was directly connected to the official proceedings involving him. The 
President made statements about Manafort and the charges against him during Manafort' s criminal 
trial. And the President's comments about the prospect ofManafort "flipping" occurred when it 
was clear the Special Counsel continued to oversee grand jury proceedings. 

. . 
c. Intent. Evidence concerning the President's intent related to Flynn as a potential 

witness is inconclusive. As previm1sly noted, because of privilege issues we do not have evidence 
establishing whether the President knew about or was involved in his counsel's communications 
with Flynn's counsel stating that Flynn's decision to withdraw from the joint defense agreement 
and cooperate with the government would be viewed as reflecting "hostility" towards the. 
President. And regardless of what the President's personal counsel communicated, the President 
continued to express sympathy for Flynn after he pleaded guilty pursuant to a cooperation 
agreement, stating that Flynn had "led a very strong life" and .the President "fe[lt] very badly" 
about what had happened to him. , 

Evidence concerning the President's conduct towards Manafort indicates that the President 
intended to encourage ,Manafort to not cooperate with the government. Before Manafort was 
convicted, the President repeatedly stated that Manafort had been treated unfairly. One day after 
Manafort was convicted on eight felony charges and potentially faced a lengthy prison term, the 
President said that Manafort was "a brave man" for refusing to "break" and that "flipping" "almost 
ought to be outlawed." At the same time, although the President had privately told aides he did 
not like Manafort, he publicly called Manafort "a good man" and said he had a "wonderful family." 
And when the President was asked whether he was considering a pardon for Manafort, the 
President did not respond directly and instead said he had "great respect for what [Manafort]'s 
done, in terms of what he's gone through." The President ;tdded that "some of the charges they 
threw against him, every consultant, every lobbyist in Washington probably does." In light of the 
President's counsel's previous statements that the investigations "might get cleaned up with some 
presidential pardons" and that a pardon would be possible if the President "come[s] to the 
conclusion that you have been treated un~airly," the evidence supports the inference that the 

132 



19544

343 

u . .:,. ut:pan1m:m 01 Jusucc 
ldteffley Wene Preattet // May CeMttifl. Mftl:Ofiel Pfeteeted Utttler Fed. R. Crim. P. 6(e) 

President intended Manafort to believe that he could receive a pardon, which would make 
cooperation with the government as a means of obtaining a lesser sentence unnecessary. 

We also examined the evidence of the President's intent in making public statements about 
Manafort at the beginning of his trial and when the jury was deliberating. Some evidence supports 
a conclusion that the President intended, at least in part, to influence the jury. The trial generated 
widespread publicity, and as the jury began to deliberate, commentators suggested that an acquittal 
, would add to pressure to end the Special Counsel's.investigation .. By p11blicly stating on the second 
· day of deliberations that Manafort "happens to be a very good person" and,that "it; s very sad what 
they've done to Paul Manafort" right after calling the Special Counsel's investigation a "rigged 
witch hunt," the President's statements could, ifthey reached jurors, have the natural tendency to 

· engender sympathy for Manafort among jurors, and a factfinder could infer that the President 
intended that result. But there are alternative explanations for the President's comments, including 
that he genuinely felt sorry for Manafort or that his goal was not to influence the jury but to\ 
influence public opinion. The President's comments also could have been intended to continue 
sending a message to Manafort that a pardon was possible. As described above, the President 
made his comments aboutManafort being "a very good person" immediately after declining fo 
answer a question about whether he would pardon Manafort. 
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K. The President's Conduct Involving Michael Cohen · · 

Overview 

The President's conduct involving Michael Cohen spans the full · period of our 
investigation. During the campaign, Cohen pursued the Trump Tower Moscow project on behalf 
of the Trump Organization. Cohen briefed candidate Trump on the project numerous times, 
including discussing whether Trump should travel to Russia to advance the deal. After the media 
began questioning Trump's connections to Russia, Cohen promoted a "party line" that publicly 
distanced Trump from Russia and asserted he bad no business there. Cohen continued to adhere 
to that party line in 2017, when Congress asked him to provide documents and testimony in its 
Russia investigation .. In an attempt to minimize the President's connections to Russia, Cohen 
submitted. a letter.to Congress falsely stating that he only briefed Trump on the Trump Tower 
Moscow project three times, that be did not consider asking Trump to travel to Russia, that Cohen 
had not received a response to an outreach be made to the Russian government, and that the project 
ended in January 2016, before the first. Republican caucus or primary. While working on the 

. congressional statement, Cohen had extensive discussions with the Presidenfs personal counsel, 
who, according to Cohen, said that Cohen should not contradict the President and should keep the 
statement short and "tight." After the FBI searched Cohen's home and office in April 2018, the 
President publicly asserted that Cohen would not "flip" and privately passed messages of support 
to him. Cohen also discussed pardons with the President's persona,! counsel and believed that if · 
he stayed on message, he would get a pardon or the President would do "something else" to make 
the investigation end. But after Cohen began cooperating with the government in July 2018, the 
President publicly criticized him, called him a "rat," and suggested his family members had . 
committed crimes. . . 

Evidence 

I. Candidate Trump's Awareness of and Involvement in the Trump Tower 
Moscow Project · 

. . 

The President's interactions with Cohen am witness took place against the background of 
the President's involvement in the Trump Tower Moscow project. 

As described in detail inVolume 1; Section IV.A.I, supra, from September 2015 untilat 
least June 2016, the Trump Organization pursued a Trump Tower Moscow project in Russia, with• 
negotiations conducted by Cohen, then-executive vice president of the Trump Organization and 
special counsel to Donaid J. Trump. 909 The Trump Organization had previously. and_ 

909 In August 2018 and November 2018, Cohen pleaded guilty to multiple crimes of deception, 
including making false statements to Congress about the Trump Tower Moscow project, as described later 
in this section. When Cohen first met with investigators from this Office, he repeated the same lies he told. 
Congress about the Trump Tower Moscow project. Cohen 8/7/18 302, at 12-17 .. But after Cohen pleaded 
guilty to offenses in the Southern District ofNew York on August 21, 2018, he met with investigators again 
and corrected the record. The Office found Cohen's testimony in these subsequent proffer sessions to be 
consistent with and corroborated by other infonnation obtained in the course of the Office's investigation. 
The Office's sentencing submission in Cohen's criminal case stated: "Starting with his second meeting with 
the [Special Counsel's Office] in September 2018, the defendant has accepted responsibility not only for "' 
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unsuccessfully pursued a building project in Moscow.910 According to Cohen, in approximately 
September 2015 he obtained internal approval from Trump to negotiate .ori behalfof the Trump 
Organization to have a Russian corporation build a tower in Moscow that licensed the Trump name 
and brand.911 Cohen thereafter had numerous brief conversations with Trump about the project.912 

Cohen recalled that Trump wanted to be updated on any developments with Trump Tower Moscow 
and on several occasions brought the project up with Cohen: to ask what was happening on it.913 

Cohen also discussed the project on multiple occasions with Donald Trµmp Jr. and Ivan:ka 
Trump.914 , , 

lnthe fall of 2015, Trunip signed a Letter of Intent for the project that specified highly 
lucrative terms for the Trump Organization.915 In December 2015, Felix Sater, who was handling 
negotiations between Cohen 'and the Russian corporation, asked Cohen for a copy of his and. 
Trump's passports to facilitate travel to Russia to meet with government officials and possible 
financing partners.916 Cohen recalled discussing the trip with Trump and requesting a copy of· 

· Trump's passportfrom Trump's personal secretary, Rhona Graff.917 

By January 2016, Cohen had become frustrated that Sater had not set up a meeting with 
Russian government officials, so Cohen reached out directly by email to the office of Dmitry · 

• his false statements concerning the [Tromp Tower] Moscow Project, but also his bro~der efforts through 
public statements and testimony before Congress to minimize his role in, and what he knew about, contacts 
between the [Trump Organization] and Russian interests during the course of the campaign .... The. 
information provided by Cohen about the [Trump Tower] Moscow Project in these proffer sessions is 
consistent with and corroborated by other information· obtained in the course of the [Special Counsel's 
Office's] investigation .... The defendant, without prompting by the [Special Counsel's Office], also 
corrected other false and misleading· statements that he had made concerning his outreach to and contacts 
with Russian officials during the course of the campaign:" Gov't Sentencing Submission at 4, United States 
v. Michael Cohen, 1:l8-cr-850(S.D.N.Y. Dec. 7,2018), Doc. 14. At Cohen's sentencing, our Office further 
explained that Cohen had "provk\ed valuable information ... while taking care and. being careful to note 
what he knows and what he doesn't know." Transcript at 19, United States v. Michael Cohen, I:18-cr-850 
(S.D.N.Y. Dec. 12, 2018), Doc. 17 (Coheti 12/12/18 Transcript). 

. 
910 See Volume I, Section IV :A.1, supra (noting that starting in at least 2013, several employees o{' 

the Tromp Organization, including then-president of the organization Donald J. Trump, pursued a Trump' 
Tower Moscow deal with several Russian counterparties). · 

. 911 Cohen 9/12/18 302, at 1-4; Cohen sn/18 302, at 15. 
912 Cohen 9/12/18 302, at 2, 4. 
913 Cohen 9/12/18 302, at 4. 

914 Cohen 9/12/18 302, at 4, 10. 
915 MDC-H-000618-25 (l 0/28/15 Letter ofintent, signed by Donald J. Trump, Trump Acquisition, 

LLC and Andrey.Rozov, LC. Expert Investment Company); Cohen 9/12/18 302, at 3; Written Responses 
of Donald J. Trump (Nov. 20, 2018), at 15 (Response to Question III, Parts (a) through (g)). · 

916 MDC~H-000600 (f 2/19/15 Email, Sater to Cohen). 

917 Cohen 9/12/18 302, at 5. 
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Peskov, who was Putin's deputy chiefofstaffand press secretary.918 On January 20, 2016, Cohen 
received an email response from Elena Poliakova, Peskov's personal assistant, and phone records 

· confirm that they then spoke for approximately twenty minutes, during which Cohen described the 
Trump Tower Moscow project and requested assistance in moving the project forward.919 Cohen 
recalled briefmg candidate Trump about the call soon afterwards.92° Cohen told Trump he spoke 
with a woman he identified as "someone from the Kremlin," and Cohen reported that slie was very 
professional and asked detailed questions about the project.921 Cohen recalled. telling Trump he 
wished the Trump Organization had assistants who were as competent as the woman from the 
Kremlin.922 

Cohen thought his phone call renewed interest in the project.923 The day after Cohen's call 
with Poliakova, Sater texted Cohen, asking'him to "[ c ]all me when you have a few minutes to chat 
... It's about Putin they called today."924 Sater told Cohen that the Russian government liked the 
project and on January 25, 2016, sent an invitation for Cohen to visit Moscow "for a working 
visit."925 After the outreach from Sater, Cohen recalled telling Trump that he was waiting to hear 
back on moving the project forward. 926 

After January 2016, Cohen continued to have conversations with Sater about Trump Tower 
Moscow and continued to keep candidate Trump updated about those discussions. and the status 
of the project.927 Cohen recalled that he and Trump.wanted Trump Tower Moscow to succeed and 
that Trump never discouraged him from working on the project because of the campaign.928 In 
March or April 2016, Trump asked Cohen if anything was happening in Russia.929 Cohen also 

918 See FS00004 (12/30/15 Text Message, Cohen to Sater); TRUMPORG_MC_000233 (1/11/16 
Email, Cohen to pr_peskova@prpress.gof.ru); MDOH-000690 (1/14/16 Email, Cohen to 
info@prpress.gov.ru); TRUMPORG_MC_ 000235 (1/16/16 Email, Cohen to pr_peskova@prpress.gov.ru). 

919 1/20/16 Email, Poliakova to Cohen; Call Records of Michael Cohen. (Showing a 22-minute call 
on January 20, 2016, between Cohen and the number Poliakova provided in her email); Cohen 9/12/18 302, 
at 2-3. After the call, Cohen saved Poliakova's contadinformation in his Trump Organization Outlook 
contact list. 1/20/16 Cohen Microsoft Outlook Entry (6:22 im.). 

920 Cohen11/20/18 302, at 5. 
921 Cohen 11/20/18 302, at 5-6; Cohen 11/12/18 302, at 4. 
922 Cohen 11/20/18 302, itt 5. 
923 Cohen 9/12/18 302, at s; 
924 FS000l l (1/21/16 Text Messages, Sater & Cohen). 
925 Cohen 9/12/18 302, at 5; 1/25/16 Email, Sater to Cohen (attachm!lnt) .. 
926 Cohen 11/20/18 302, at 5. 
927 Cohen 9/12/18 302, at 6. In later congressional testimony, Cohen stated that he briefed Trump 

on the project approximately six times after January 2016. Hearing on Issues Related to Trump 
Organization Before the House Oversight and Reform Committee, I 16th Cong. (Feb. 27, 2019) (CQ Cong. 
Transcripts, at 24) (testimony of Michael Cohen). · 

928 Cohen 9/12/18 302, at 6. 
929 Cohen 9/18/18 302, at 4. 
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.recalled briefing Donald Trump Jr. in the. spring-a conversation that Cohen said was not"idle 
chit chat" because Trump Tower Moscow was potentially a $1 billion deaL930 

Cohen recalled that around May 2016, he again raised with candidate Trump the possibility 
of a trip to Russia to advance the Trump Tower Moscow project.931 At that time, Cohen had 
received several texts from Sater seeking toarrange dates for such a trip. 932 On May 4, 2016, Sater 
wrote to Cohen, ''I had a chat with Moscow. ASSUMING the trip does happen the question is 
before or after the convention ..... Obviously the premeeting trip (you only) can happen anytime 
you want but the 2 big guys [is] the question. I said I would confirm and revert."933 Cohen 
responded; "My trip before Cleveland. Trump once he becomes the nominee after the 
convention."934 · On May S, 2016, Sater followed up with a text that Cohen thought he probably 
read to Trump: 

Peskov would like to invite you as his guest .to the St. Petersburg Forum .yhich is 
Russia's Davos it's June 16-19. He wants to meet there with you and possibly 
introduce you to either Putin or Medvedev .... This is perfect. The entire business 
class ofRussia will be there as well. He said anything you want to discuss including 
dates and subjects are on the table to discuss.935 

Cohen recalled discussing the invitation to the St. Petersburg. Economic Forum with 
candidate Trump and saying that Putin or Russian Prime Minister Dmitry Medvedev might be 
there.936 Cohen remembered that Trump said that he would be willing to travel to Russia if Cohen 
could "lock and load" on the deal.937 In June 2016, Cohen decided not to attend the St. Petersburg 
Economic Forum because Sater had not obtained a formal invitation for Cohen from Peskov.938 

. Cohen said he had a quick conversation with Trump at that time but did not tell him that the project 
was over because he did not want Trump to complain that the. deal was on~again-off-again ifit 
were revived.939 · 

During the summer of 2016, Cohen recalled that candidate Trump publicly claimed that lie 
had nothing to do with Russia and then shortly afterwards privately checked with Cohen about the 
status of the Trump Tower Moscow project, which Cohen found "interesting."940 At some 'point 

93° Cohen 9/12/18 302, at 10. 
931 Cohen 9/12/18 302, at 7. 
932 Cohen 9/12/18 302, at 7. 
933 FS00015 (5/4/16 Text Message, Sater to Cohen). 
934 FS0OOl 5 (5/4/16 Text Message, Cohen to Sater). 
935 FS000l 6-17 (5/5/16 Text Messages, Sater & Cohen). 
936 Cohen 9/12/18 302, at 7. 
937 Cohen 9/12/18 302, at 7. 
938 Cohen 9/12/18 302, at 7-8. 

, 939 Cohen 9/12/18 302, at 8. 
94° Cohen 3/19/19 302, at 2. 
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that summer, Cohen recalled having a brief conversation with Trump in which Cohen said the 
Trump Tower Moscow project was going nowhere- because the Russian development company 
had not secured a piece of property for the project.941 Trump said that was "too bad," and Cohen 
did not recall talking with Trump about the project after that. 9:42 Cohen said that at no time during 
the campaign did Trump tell him not to pursue the project or that the project should be 
abandoned.943 · 

2. Cohen Detennines to· Adhere to a "Party Line" Distancing Candidate Trump 
From Russia 

As previously discussed, se~ Volume II, Section II.A, supra, when questions about possible 
Russian support for candidate Trump emerged during the 2016 presidential campaign, Trump 
denied having any personal, financial, or business connection to Russia, which Cohen described 
as the "party line" or "message" t~ follow for Trump and his senior advisors.944 

, , 

After the election, the Trump Organization sought to fonnally close out certain deals in 
advance of the inauguration.945 Cohen recalled that Trump Tower Moscow was on the list of deals 
to be closed out.946 In approximately January 2017, Cohen began receiving inquiries from the 
media about Trump Tower Moscow, and he recalled speaking.to the President-Elect when those 
inquiries came in. 947 Cohen was concerned that truthful answers about the Trump Tower Moscow 
project might not be consistent with the "message" that the President-Elect had no relationship 
with Russia.948 

In an effort to "stay on message," Cohen told a New York Times reporter that the Trump 
Tower Moscow deal was not feasible and had ended in January 2016.949 Cohen recalled that this 
was_ part of a "script'' or talking points he had developed with President-Elect Trump and others to 

941 Cohen 3/19/19 302, at 2. Cohen could not recall the precise timing of this conversation, but said 
he thought it occurred in June or July 2016. Cohen recalled that the conversation happened at some point 
after candidate Trump was publicly stating that he had nothing to do with Russia. Cohen 3/19/19 302, at 
2. , 

942 Cohen 3/19/19 302, at 2. 
943 Cohen 3/19/19 302, at 2. 
944 Cohen 11i20/18,302, at 1; Cohen.9/18/18 302, at 3, 5; Cohen 9112/18 302, at 9. 
945 Cohen 9/18/18 302, at 1-2; see also Rtskhiladze 4/4/18 302; at 8-9. 
946 Cohen 9/18/18 302, at 1-2. 
947 Cohen 9/18/18 302; at 3. 
948 Cohen 1 l /20/18 302, at 4. 
949 Cohen 9/18/18 302, at 5. The article was published on February 19, 2017, and reported that 

Sater and Cohen had been working on plan for a Trump Tower Moscow "as recently as the full of2015" 
l?ut had come to a halt because of the presidential campaign. ·Consistent with Cohen's intended party line 
message, the article stated, "Cohen said the Trump Organization had received a letter of intent for a project 
in Moscow from a Russian real. estate developer at that time but determined that the project was not 
feasible." Megan Twohey & Scott Shane, A Back-Channel Plan for Ukraine and Russia, Courtesy of Trump 
Associates, New York Times (Feb. 19, 2017). 
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dismiss the idea of a substantial connection between Trump and Russia.95° Cohen said that he 
discussed the talking points with Trump but that he did not explicitly tell Trump he thought they 
were untrue because Trump already knew they were untrue.951 Cohen thought it was important to 
say the deal was done in January 2016, rather than acknowledge that talks continued in May and 
June 2016, because it limited the period when candidate Trump could be alleged to have a 
relationship with Russia to an early point in the campaign, before Trump had become the party's 
presumptive nominee.952 · 

3. Cohen Submits False Statements to Congress Minimizing the Trump Tower 
Moscow Project in Accordance with the Party Line 

Ili early May 2017, Cohen received requests from Congress to provide testimony and 
documents in connection with congressional· investigations of Russian interference.in the 2016 
election.953 At that time, Coli.en understood Congress's interest in him to be focused on the 
allegations in the Steele reporting concerning a meeting Cohen allegedlyhad with Russian officials 
in Prague during the campaign. 954 Cohen had never traveled to Prague and was not concerned 
about those allegations, which he believed were provably false.955 On May 18, 2017, Cohen met 
with the President to discuss the request from Congress, and the President instructed Cohen that 
he should cooperate because there was nothing there.956 

Cohen eventually entered into a Joint defense agreement (JDA) with the President and other 
individuals who were part of the Russia investigation.957 In the months leading up to his 
congressional testimony; Cohen frequently spoke with the President's personal counsel.958 Cohen 

95° Cohen 9/18/18 302, at 5-6. 
951 Cohen 9/18/18 302, at 6. 
952 Cohen 9/12/18 302, at 10 .. 
953 P-SC0-000000328 (5/9/17 Letter, HPSCI to Cohen); P-SCO-000000331 (5/12/17 Letter; SSCI 

to Cohen). 
954 Cohen 11/20/18 302, at 2-3. 
955 Cohen ll/20/18 302, at 2-3 .. 
956 Cohen 11/12/18 302, at 2; Cohen 11/20/19 302, at 3. 
957 Cohen 11/12/18 302, at 2. 
958 Cohen 11/12/18 302, at 2-3; Cohen 11/20/18, at 2-6. Cohen told investigators about his 

conversations with the President's personal counsel after waiving any privilege of his own and after this 
Office advised his counsel not to provide any communications that would be covered by any other privilege, 
including communications protected by a joint defense or common interest privilege. As a result, most of 
what Cohen told U8 about his conversations with the President's personal counsel concerned what Cohen 
had conununkated to the President's personal counsel, and not what was said in response. Cohen described 
certain statements made by the President's personal counsel, however, that are set forth in this section. 
Cohen and his counsel were better positioned than this Office to evaluate whether any privilege protected 
those statements because they had knowledge ofthe scope of their joint defense agreement and access to· 
privileged communications that may have provided context for evaluating the statements they shared. After 
interviewing Cohen about these matters, we asked the President's personal counserifhe wished to provide 
infonnation to us about.his conversations with Cohen related to Cohen's congressional testimony about 
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said that in those conversations the President's personal counsel would sometimes say that he had 
just been with the President.959 Cohen recalled that the President's personal counsel told him the 
IDA was working well together and assured him that there was nothing there and if they stayed on 
message the investigations would come to an end soon.960 At that time, Cohen's legal bills were 
being paid by the Trump·· Organization,961 and Cohen was told not to worry because the 
investigations would be over by summer or fall of 2017.962 Cohen said that the President's 
personal counsel also conveyed that, as part of the JDA, Cohen was protected, which he would not 
be if he "went rogue."963 Cohen recalled that the President's personal counsel reminded him that 
"the President loves you" and told him that ifhe stayed on message, the President had his back964 

In August 2017, Cohen began drafting a statement about Trump Tower Moscow to submit, 
fo Congress along with his document production.965 · The final version of the statement contained 
several false statements about the project.966 First, although the Trump Organization continued to 
pursue the project until at least June 2016, the statement said, "The proposal was under 
consideration at the Trump Organization from September 2015 until the end ofJanuary 2016. By 
the end of January 2016, I determined that the proposal was not feasible for a variety of business 
reasons. and should not be pursued further. Based on my busines.s determinations, the Trump 
Organization abandoned the proposal."967 Second, although Cohen and candidate Trump had 
discussed possible travel to Russia by Trump to pursue the venture, the statement said; "Despite 
overtures by Mr. Sater; I never considered asking Mr. Trump to travel to Russia in connection with 
this proposal. I told Mr. Sater that Mr. Trump would not travel to Russia unless there was a 
definitive agreement in place."%8 Third, although Cohen had regularly briefed Trump on the status 

' ' 

Trump Tower Moscow. The President's personal counseldeclined and, through his own counsel; indicated 
that he could not disaggregate information he had obtained from Cohen from information he had obtained 
from other parties in the IDA. In view of the admonition this Office gave to Cohen's counsel to withhold. 
communications that could be covered by privilege, the President's personal counsel's uncertainty about 
the provenance of his own knowledge, the' burden on a privilege holder to establish the elements to support 
a daim of privilege, and the substance of the statements themselves, we have ,included relevant statements 
Cohen provided in this report. If the statements were to be used in a context beyond this report, further · 
analysis could be warranted. 

959 Cohen 11/20/18 302, at 6. 
96° Cohen 11/20/18 302, at 2, 4. 
961 Cohen 11/20/18 302, at 4. •. . . · 
962 Cohen 9/18/18 302, at 8; Cohen 11/20/18 302, at 3~4 .. 
963 Cohen 11/20/18 302, at 4. 

. ' 

964 Cohen 9/18118 302, at 11; Cohen 11/20/18 302, at 2. · 
965 P-SCO-000003680 and P-SCO-0000003687 (8/16/17 Email and Attachment, Michael Cohen's 

Counsel to Cohen). Cohen ~aid it was not his idea to write a letter to Congress about Trump Tower Moscow.• 
Cohen 9/18118'302, at 7: 

966.P-SCO-00009478 (Statement of Michael D. Cohen, Esq. (Aug. 28, 2017))·. 
967 P-SCO-00009478 (Statement of Michael D. Cohen, Esq. (Aug. 28, 2011)). 
968 P-SC0-00009478 (Statement of Michael D. Cohen, Esq. (Aug. 28, 2017)). 
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ofthe project and had numerous" conversations about it, the statement said, "Mr. Trump was never 
in contact with anyone about this proposal other than me on three occasions, including signing.a 
non-binding Jetter of intent in:2015."969 Fourth, although Cohen's outreach to Peskov in January 
2016 had resulted in a lengthy phone call with a representative from the Kremlin, the statement· 
said that Cohen did "not recall any response to my email [to PeskovJ, nor any other contacts by 
me with Mr. Peskov ot other Russian government officials ·about the proposal."970 

Cohen's statement was circulated in advance to, and edited by, members of the JDA.971 

Before the statement was finalized, early drafts contained a sentence stating, "The building project 
led me to make limited contacts with Russian government officials."972 In the final version of the 
statemen:t, that line was deleted.973 Cohen thought he was told that it was a decision of the IDA to 
take out that sentence,. and he did not push back on the deletion.974

• Cohen recalled that he told the 
President's personal counsel that he would no~ contest a decision of the JDA.975 

Cohen · also recalled that in drafting. his statement for Congress, he spoke with the 
President's personal counsel about a different issue that connected candidate Trump to Russia: 
Cohen's efforts to set up a meeting betWeen Trump and Putin in New York during the 2015 United 
Nations General Assernbly.976 In September 2015, Cohen had suggested the meeting to Trump, 
who told Cohen to reach out to Putin's office about it.977 Cohen spoke and emailed with a Russian 
official about a possible meeting, and recalled that Trump asked him multiple times for updates on 
the proposed meeting with Putin.978 When Cohen called the Russian official a second time, she 
told h.im it would not follow proper protocol for Putin to meet with Trump; and Cohen relayed that· 

969 P-SCO-00009478 (Statement of Michael D. Cohen,Esq. (:Aug. 28, 2017)). 
970 P-SC0-00009478 (Statement ofMlchael D. Cohen, Esq. (Aug. 28, 2017)). 
971 Cohen 9112/18 302, at 8"9. Cohen also testified in Congress that the Presjde~t's counsel 

reviewed and edited the statement. Hearing on Issues Related to Trump Organization Before the House 
Oversight and Reform Committee, 116th Cong. (Feb. 27, 2019) (CQ Cong. Transcripts, at 24-25) (testimony 
by Michael Cohen). Because of concerns abounhe common interest privilege, we did not obtain or review 
all drafts of Cohen's statement. Based on the drafts that were released through this Office's filter process, 
it appears that the substance of the four principal false statements described above were contained in an 
early draft prepared by Cohen and his counsel. P-SCO-0000003680 and P-SCO-0000003687 (8/16/17 
Email and-(\ttachment, Cohen's counsel to Cohen). 

972 P-SCO-0000003687. (8/16/17 Draft Statement of Michael Cohen); Cohen} 1/20/18 302, at 4. 
973 Cohen 11/20/18 302, at 4. A different line stating that Cohen did "not recall any response to my 

email· [to Peskov in January 2016), nor any other contacts by tne with Mr. ·Peskov or other Russian 
government officials about the proposal'; remained in the 'araft. See P-SCO-0000009478 (Statement of 
Michael D. Cohen, Esq. (Aug. 28, 2017)). 

974 Cohen 1 l/20/18 302, at 4. 
975 Cohen i 1/20/18 302, at 5. 
976 Cohen 9/18/18 302, at 10-11. 
977 Cohen 9/18/18 302, at 11; Cohen l l/12/18 302, at 4. 
978 Cohen 9/18/18 302, at I I; Cohen l 1/12/18 302, at 5. 
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message to Trump. 979 Cohen anticipated he might be asked question~ about the proposed Trump-
,, Putin meeting when he testified before Congress because he had talked about the potential meeting 

on Sean Hannity's radio show.98° Cohen recalled explaining to the President's personal counsel 
the "whole story" of the attempt to $Ct up a meeting between Trump and Putin and Trump's role 
in it. 981 Cohen recalled that he and the President's personal counsel talked about keeping Trump 
out of the narrative, and the President's personal counsel told Cohen the story was not relevant and 
should not be included in his statement to Congress.982 

Cohen said that his "agenda" in submitting the statement to Congress with false 
representations about the Trump To"(er Moscow project was to minimize links between the project 
and the President, give the false impression that the project had ended before the first presidential 
primaries, and shut down further inquiry into Trump Tower Moscow, with the aim of limiting the 
ongoing Russia investigations.983 Cohen said he wanted to protect the President and be loyal to 
him by not contradicting anything the President had said.984 Cohen recalled he was concerned that 
ifhe told the truth about getting a response from the Kremlin or speaking to candidate Trump about 
travel to Russia to pursue the project, he would contradict the message that no connection existed 
between Trump and Russia, and he rationalized his decision to provide false testimony because 
the deal never happened.985 He was not concerned that the story would be contradicted by 
individuals who knew it was false because he was sticking to the party line adhered to by the whole 
group.986 Cohen wanted the support of the President and the White House, and he believed that 
following the party line would help put an end to the Special Counsel· and congressional 
investigations.987 

Between August 18, 2017, when the statement was in an initial draft stage, and August 28; 
2017, when the statement was submitted to Congress, phone records reflect that Cohen spoke with 
the President's personal counsel almost daily .988 On August 27, 2017, the day before Co-tien · 

979 Cohen 11/12/18 302, at 5. 
98° Cohen 9/18/18 302, at 11. 
981 Cohen 3/19/19 302, at 2. 
982 Cohen 3/19/19 302, at 2; see Cohen 9/18/18 302,. at 11 (recalling that he was told' that if he 

stayed on message and kept the President out of the narrative, the President would have his back). , 
983 Cohen 9/12/18 302, at 8; Information at 4-5, United States v. Michael Cohen, 1: l 8-cr-850 

(S.D.N.Y. Nov. 29, 2018), Doc. 2 (Cohen Information). · 

· 
984 Cohen 11/20/18 302, at 4. 
985 Cohen 11/10/18 302, at 4; Cohen 11/12/18 302, at 2-3, 4, 6. 

986 Cohen 9/12/18 302, at 9: 
987 Cohen 9/12/18 302, at 8-9. 
988 Cohen 11/12/18 302, at 2-3; Cohen 11/20/18 302, at 5; Cail Re~rds QfMichael Cohen 

(Reflecting three contacts on August I 8, 2017 (24 seconds; 5 minutes 25 seconds; and 10 minutes 58 
seconds); two contacts on August 19 (23 seconds and 24 minutes 26 seconds); three contacts on August 23 
(8 seconds; 20 minutes 33 seco6ds; and 5 minutes 8 seconds); one contact on August 24 (11 minutes 59 
seconds); 14 contacts on August 27 (28 seconds; 4 minutes 37 seconds; 1 minute 16 seconds; 1 minutes 35 
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submitted the statement to Congress, Cohen and the President's personal. counsel had numerous 
contacts by phone, including calls lasting three, four, six, eleven, and eighteen minutes.989 Cohen 
recalled telling the President's personal counsel, who did not have first-hand knowledge of the 
project, that there was more detail on Trump Tower Moscow that was not in the statement, 
including that there were more communications with Russia and more communications with 
candidate Trump than the statement reflected.99° Cohen 'stated that the President's personal 
counsel responded that it was not necessary to elaborate or include those details because the project 
did not progress and that Cohen should keep his statement short and "tight" and the matter would 
soon come to an end.991 Cohen recalled that the President's personal counsel said "his client" 
app~ciated Cohen, that Cohen should stay on message and not contradict the President, that there · 
was no need to muddy the water, and that it was time to move on. 992 Cohen said he agreed because­
it was what he was expected to do. 993 ,After Cohen later pleaded guilty to making false statements 
to Congress about the Trump Tower Moscow project, this Office sought to speak with the 
Presipent's personal counsel about these conversations with Cohen, but counsel declined, citing 
potential privilege concerns.994 

At the same time that Cohen finalized his written submission to Congress, he served as a 
source for a Washington Post story published on August 27, 2017, that reported in depth for the 

· first time that the Trump Organization was "pursuing a plan to develop a massive Trump Tower 
in Moscow" at the same time as candidate Trump was "runuing for president in late 2015 and early 
2016."995 The article reported that "the project was abandoned at the end of January 2016, just 
before the presidential primaries began, several people familiar with the proposal said."996 Cohen 
recalled that in speaking to the Post, he held to the false story that negotiations for the deal ceased 
in January 2016.997 

seconds; 6 minutes 16 seconds; 1 minutes 10 seconds; 3 minutes 5 seconds; 18 minutes 55 seconds; 4 
minutes 56 seconds; 11 minutes 6 seconds; 8 seconds; 3 seconds; 2 seconds; 2 seconds). 

989 Cohen 11/20/18 302, at 5; Call Records of Michael Cohen. (Reflecting 14 contacts on Au~st 
27, 2017 (28 seconds; 4 minutes 37 seconds; 1 minute 16 seconds; l minutes 35 se.:onds; 6 minutes 16 
seconds; 1 minutes 10 seconds; 3 minutes 5 seconds; 18 minutes 55 seconds; 4 minutes 56 seconds; 11 
minutes 6 seconds; 8 seconds; 3 seconds; 2 seconds; 2 seconds)~. 

99° Co.hen 11/20/18 302, at 5. 
991 Cohen 11/20/18 302, at 5. Cohen also vaguely recalled telling the President's personal counsel 

that he spoke with a woman from the Kremlin and that the President's personal counsel responded to the 
effect of "so what?" because the deal never happened. Cohen 11/20/18 302, at 5. 

992 Cohen 11/20/18 302, at 5. 
993 Cohen 11/20/18 302, at 5. 
994 2/8/19 email, Counsel for personal counsel to the President to Special Counsel's Office. 
995 Cohen 9/18/18 302, at 7; Carol 0. Leonnig et al., Trump's business sought deal on a Trump 

Tower in Moscow while he ran for president, Washington Post (Aug. 27, 2017). 
996 Carol D. Leonnig et al., Trump's business sought deal on a Trump Tower in Moscow while he 

ranforpresident, Washington Post (Aug. 27, 2017). 
997 Cohen 9/18/18 302, at 7. 
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On August 28, 2017, Cohen submitted his statement about the Trump Tower Moscow 
project to Congress.998 Cohen did not recall tallcing to the President about the specifics of what 
the statement said or what Cohen would later testify to about Trump Tower Moscow.999 He 
recalled speaking to the President more generally about how he planned to stay on message in his 
testimony.1000 On September 19, 2017, in anticipation of his impending testimony, Cohen 
orchestrated the public release of his openingremarks to Congress, which criticized the allegations 
in the Steele material and claimed that the Trump Tower Moscow project "was terminated in 
January of 2016; which occurred before the Iowa caucus and months before the very first 
primary."1001 Cohen said the release of his opening remarks was intended to shape the narrative 
and let other people who might be witnesses know what Cohen was saying so they could follow 
the same message. 1002 Cohen said his decision was meant to mirror Jared Kushner's decision to 
release a statement in advance of Kushner's congressional testimony, which the President's 
personal counsel had told Cohen the President liked. 1003 Cohen recalled that on September 20, 
2017, after Cohen's opening remarks had been printed by the media, the President's personal 
counsel told him that the President was pleased with the Trump Tower Moscow statement that had 
gone out. 1004 

On October 24 and 25, 2017, Cohen testified before Congress and repeated the false 
statements he had included in his written statement about Trump Tower Moscow.1005 Phone 
records show that Coheµ spoke with the Presidenfs personal counsel immediately after his 
testimony on both days.1006 

4. The President Sends Messages of Support to Cohen 

In January 2018, the media reported that Cohen had arranged a $130,000 payment during 
the campaign to prevent a woman from publicly discussing an alleged sexual encounter she had 

99f P-SCO-000009477 - 9478 (8/28/17 Letter and Attachment, Cohen to SSCI). 
999 Cohen 11/12/18 302, at 2; Cohen 9/12/f8 302, at 9. 
100° Cohen 9/12/18 302, at 9. 
1001 Cohen 9/18/1.8 302, at 7; see, e.g., READ: Michael Cohen's statement to the Senate intelligence 

committee, CNN (Sept. 19, 2017). 
1002 Cohen 9/18/18 302, at 7. 
1003 Cohen 9/18/18 302, at 7; Cohen 11/20/18 302, at 6. 
1004 Cohen 1,1/20/18 302, at 6.' Phone records show that the President's personal counsel called 

Cohen on tlie morning of September 20, 2017, and tliey spoke for approximately 11 minutes, and that tliey 
had two more contacts that day, one of which lasted approximately 18 minutes. Call Records.of Michael 
Cohen. (Reflecting three contacts on September 20, 2017, with calls lasting for 11 minutes 3 seconds; 2 
seconds; and 18 minutes 38 seconds). · 

1005 Cohen Information, at 4; Executive Session, Permanent Select'Committee on intelligence, U.S. 
House of Representatives, Interview ofMichael Cohen (Oct. 24, 2017), at 10-11, l.17-119. 

1006 Call Records of Michael Cohen. (Reflecting two contacts on October 24, 2017 (12 minutes 8 
seconds and 8 minutes 27 seconds) and three contacts on October 25, 2017 (1 second; 4 minutes 6 seconds; 
and 6 minutes 6 seconds)). 

,, 144 



19556

355 

u.;,. uc.;parum:m 01 Jusuc.;c.; 
· f.:ltemey Weric Pffiooet / / Ml!Y Cefttftift Mftteft&l PR>teeteEI: QltEl:ef FeEI:. R;. Crim. P. 6te) 

with the President before he ran for office.1007 This Office did not investigate Cohen's campaign­
period payments to women. 1008 However, those events, as described here; are potentially relevant 
to .the President's and his personal counsel's interactions with Cohen as a witness who later began 
to cooperate with the government. 

On February 13, 2018,.Cohen released a statement to news organizations that stated, "In a 
private transaction in 201~, I used my own personal funds to fac;ilitate a payment of$130,000 to 
[the woman]. Neither the Trump Organization nor the Trump campaign was a party to the 
transaction with [the woman], and neither reimbursed me for the payment, either directly or 
indirectly."1009 In congressional testimony on February 27, 2019, Cohen testified that he had. 
discussed what to say abou,t the payment with the President and that the President had directed 
Cohen to say that the President "was not knowledgeable ... of[Cohen's} actions" in maldng the 
payment.1010 On February 19, 2018, the day after the New York Times wrote a detailed story 
attributing the payment to Cohen and describing Cohen as the President's "fixer," Cohen received 
a text message from the President's personal counsel that stated, "Client says than.ks for what you 
do."toll 

On April 9, 2018, FBI agents working with the U.S. Attorney's Office for the Southern 
District ofNew York execu.ted search warrants on Cohen's home, hotel room, and office.1012 That 
day, the President spoke to reporters and said that he had ''just heard that they broke into the office 
of one of my personal attorneys-a good man."1013 The President called the searches "a real 
disgrace" and said, "It's an attack on our country, in a true sense. It's an attack on what we all 

. 1007 See, e.g., Michael Rothfeld & Joe Palazzolo, Trump Lawyer An·anged $130,000 Payment for 
Adu/tcFilm Star's Silence, Wall Street Journal (Jan. 12, 2018). · 

1008 The ,Office was authorized to investigate Cohen's establishment .and use of Essential 
Consultants LLC, which Cohen created to facilitate the $130,000 payment during the campaign, based on 
evidence that the entity received funds from Russian-backed entities. Cohen's use of Essential Consultants 
to facilitate the $130,000 payment to the wo)llan during the campaign was part of the Office's referral of 
certain Cohen-related matters to the U.S. Attorney's Office for the Southern District of New York. 

1009 See, e.g., Mark Berman, Longtime Trump attorney says he made $130,000 paymenfto Stormy 
Daniels with his money, Washington Post (Feb. 14, 2018). 

1010 Hearing on Issues Related to Trump Organization Before the House Oversight and Reform 
Committee, I 16th Cong. (Feb. 27, 2019) (CQ Cong: Transcripts, at 147-148) (testimony of Michael Cohen): 
Toll records show that Cohen was connected to a White House phone number for approximately five 
minutes on January 19, 2018, and for approximately seven minutes on January 30, 2018, and that Cohen 
called Melania Trump's cell phone several times between January 26, 2018, and January 30, 2018. Call 
Records of Michael Cohen. 

ion 2/19/18 Text Message, President's personal counsel to Cohen; see Jim Rutenberg et al., Tools 
of Trump's Fixer: Payouts, Intimidation and the Tabloids, New York Times (Feb. 18., 2018). 

1012
. Gov't Opp. to Def. Mot. for Temp. Restraining Order, In the Matter of Search Warrants 

Executed on April 9, 2018, 18-mj-3161 (S.D.N.Y. Apr. 13, 2018), Doc. 1 ("On April 9, 2018, agents from 
the New York field office of the Federal Bureau ofinvestigation .. , executed search warrants for Michael 
Cohen's residence, hotel room, office, safety deposit box, and electronic devfoes."). 

1013 Remarks by President Trump Before Meeting with Senior Military Leadership, White House 
'(Apr. 9, 2018). 
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stand for."1014 Cohen said that after the searches he was concerned that he was "an open book," 
that he did not want issues arising from the payments to women to "come out," and that his false 
statements to Congress were "a big concem."1015 

A few days after the searches, the President called Cohen. 1016 According to Cohen, the 
President said he wanted to "check in" and asked if Cohen was okay, and the President encouraged 
Cohen to "hang in there" and "stay strong."1017 Cohen also recalled that following the searches he 
heard from individuals who were in touch with the President and relayed to Cohen the President's 
support for him. 1018 Cohen recall nd of the President's, reached out 
to say that he was with "the Boss said "he loves you" and 
not to worry.1019 Cohen rec2tlled ti for the Trump 
Organization, told him, "the boss loves you , a friend 
of the President's, told him, "everyone knows the boss has your 

On or about April 17, 2018, Cohen began speaking with an attorney, Robert Costello, who 
had a close relationship with Rudolph Giuliani, one of the President's personal lawyers. io22 

Costello told Cohen that he had a "back channel of communication" to Giuliani, and that Giuliani 
had said the "channel" was "crucial" and "must be maintained."io23 On April 20, 2018, the New 
York Times published an article about the President's relationship with and treatment of Cohen.1024 

The President responded with a series of tweets predicting that Cohen would not "flip": 

The New York Times and a third rate reporter ... are going out of their way to destroy 
Michael Cohen and his relationship with me in the hope that he will 'flip.' They use non­
existent 'sources' and a drunk/drugged up loser who hates Michael, a fine person with a 
wonderful fiunily. Michael is a businessman for his own account/lawyer who I have always 
liked & respected. Most people will flip if the Government lets them out of trouble, even 

1014 Remarks by President Trump Before Meeting with Senior Military Leadership, White House 
(Apr. 9, 2018). 

1015 Cohen, !0/17/18 302, at 11. 
1016 Cohen 3/19/19 302, at 4. 
1017 Cohen 3/19/19 302, at 4. 
1018 Cohen 9/12/!8 302, at 1 L 
1019 Cohen 9/12/18 302, at IL 
102° Cohen 9/12/18 302, at 1 L 
1021 Cohen 9/12/18 302, at 11. 
1022 4/17/18 Email, Citron to Cohen; 4/19/18 Email, Costello to Cohen; MC-SCO-001 (7/7/18 

redacted billing statement from Davidoff, Hutcher & Citron to Cohen). 
1023 4/21118 Email, Costello to Coheri. 
1024 See Maggie Habennan et al., Michael Cohen Has Said He Would Take a Bullet for Trump. 

Maybe Not Anymore., New York Times (Apr. 20, 2018). 
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if it means lying or making up stories. Sorry, I don't see Michael doing that despite the 
horrible Witch Hunt and the dishonest media! 1025 

l. 

In an email that day to Cohen, Costello wrote that he had spoken 'with Giuliani.1026 Costello told 
Cohen the conversation was "Very Very Positive[.] You are 'loved' ... they are in our comer .... 
Sleep well tonight[], you have friends in high pl~ces."1027 · 

Cohen said that following these messages he believed he had the support of the White 
House if he continued to toe the party line, and he detenriined to stay on m~ssage and be part of 
the team.102

& At the time, Cohen's understood th.at his legal fees were still being paid by the Trump 
Organization, which he said was important to hitn. 1029 Cohen believed he needed the power of the 
President to take care of him, so he needed to defend the President and. stay on message.1030 

Cohen also recalled speaking with the President's personal cmmsel about pardons after the 
searches of his home and office had occurred, at a time when the media had reported that pardon 
discussions were occurring at the White House.1031 Cohen told the President's personal counsel 
he had been a loyal lawyer and. servant, and he said that after the searches • he was in an 
uncomfortable position and wantedto know what was in it for him. 1032 According to Cohen, the 
President's personal counsel responded that Cohen should stay on n:iessage, that the investigation 
was a witch hunt, and that everything would be fine: 1033 Cohen understood based on this 
conversation and previous conversations about pardons with the President's personal counsel that 
as long as he stayed on message, he would be taken care of by the President, either through a 
pardon or through the investigation being shut down.1034 

1025 @realDqn~ldTmmp 4/21/18 (9:10 a.m. ET)•Tweets. 
1026 4/21/18 Email, Costello to Cohen. 

1027 4/21/18 Email Costello tc1Cohen. 

1028 Cohen 9/12/18 302, at 11. 
1029 Cohen 9/12/18 302, at 10. 
103° Cohen 9/12/18 302, at 10. 
1031 Cohen 11/20/18 302, at 7. At a White House press briefing on April 23, 2018, in response toa 

question about whether th.e White E:ouse had "close[ d] the door one way or the other on the President 
pardoning Michael Cohen," Sanders said, "It's hard to close the door on something tl:).at hasn't taken place. 
I don't like to discuss or comment on hypothetical situations that may or may not ever happen. I would 
refer you to personal attorneys to comment on anything specific regarding that case, but we don't have 
anything at this point!' Sarah Sanders, White House Daily Briefing, C-SPAN (Apr. 23, 2018). 

1032 Cohen 11/20/18 302, at 7; Cohen 3/19/19 302, at 3. 

1033 Cohen 3/19/19 302, at 3. 
1034 Cohen 3/19/19 302, at 3-4. 
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On April 24, 2018, the President responded to a reporter's inquiry whether he would 
consider a pardon for Cohen with, "Stupid que~on."1035 On June 8, 2018, the President said he 
"hadn't even thought about" pardons for Manafort or Cohen, and continued, "It's fat too early to 
be thinking about that. They haven't been convicted of anything. There's nothing to pardon."1036 

And on June 15, 2018, the President expressed sympathy for Cohen, Manafort, and Flynn in a 
press interview and said, "I feel badly about a lot of them, because I think a lot of it is very 
unfair."1031 

5. The President's Conduct After Cohen Began Cooperating with the Government 

On July 2, 2018, ABC News reported based on an "exclusive" interview with Cohen that 
Cohen "strongly signaled his willingness to cooperate with special counsel Robert Mueller and 
federal prosecutors-in the Southern District of New York-even ifthat puts President Trump in 
jeopardy."1038 That week, the media reported that Cohen had added an attorney to his legal team 
who previously had worked as a legal advisor to President BiH Clinton.1039 

Beginning on July 20, 2018, the media reported on the existence of a recording Cohen had· 
made of a conversation he had with candidate Trump about a payment made to a second woman 
who said she had had an affair with Trump. 1040 On July 21, 2018, the President responded: 
"Inconceivable that the government would break into a lawyer's office ( early in the moming)­
almost unheard of. Even more inconceivable that a lawyer would tape a client-totally unheard 
of & perhaps illegal. The good news is that your favorite President did nothing wrong!"1041 On 
July 27, 2018, after the media reported that Cohen was willing to inform investigators that Donald 
Trump Jr. told his father about the June 9, 2016 meeting to get "dirt" on Hillary Clinton,1042 the 
President tweeted: "[S]o the Fake News doesn't waste mx time with dumb questions, NO, I did 
NOT know of the meeting with my son, 'Don jr. Sounds td me like someone is trying to make up 

to35 Remarks by President Trump and President Macron of Fram;e Before Restricted Bilateral 
Mt1eting, The White House (Api: 24, 2018). 

1036 President Donald Trump Holds MediatAvailability Before Departing for the G-7 Summit, CQ 
Newsmaker Transcripts (June 8, 2018). · 

1037 Remarks by President Trump~ Press Gaggle, The White House (June 15, 2018). 
1038 EXCLUSIVE: Michael Cohen says family and country, not President Trump, is his 'first 

loyalty', ABC (July 2, 2018). Cohen said in the interview, "To be crystal clear, my wife, my daughter and· 
_ my son, and this country have my first loyalty."· 

1039 See e.g., Darren Samuelsohn, Michael Cohen hires Clinton scandal veteran Lanny Davis, -
Politico (July 5, 2018). · 

1040 See, e.g., Matt Apuzzo et al., Michael Cohen Secretly Taped Trump Discussing Payment to 
Playboy Model, New York Times (July 20, 2018). 

1041 @realDonaldTrump 7/21/18 (8:10 a.~. ET) Tweet. 

.1042 See, e.g., Jim Sciutto, Cuomo Prime Time Transcript, CNN (July 26, 2018). 
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stories in order to get himself out of an unrelated jam (Taxi cabs maybe?). He even retained Bill 
and Crooked Hillary's lawyer. Gee, I wonder if they helped him make the choice!"1043 

On August 21, 2018, Cohen pleaded guilty in the Southern District of New York to eight 
· felony charges, including two counts of campaign-finance violations based on the payments he 

had made during the final weeks of the campaign to women who said they had affairs·with.the 
President. 1044 During the plea hearing, Cohen stated that he had worked "at the direction of' the 
candidate in making those payments.1045 The next day, the President contrasted Cohen's 
cooper<;¼tion with Manafort's refusal to cooperate, tweeting, "I feel very badly for Paul Manafort 
and his wonderful family.' 'Justice' took a 12 year old tax case, among other things, applied 
tremendous pressure on him and, unlike Michael Cohen; he refused to 'break' -make up stories 
in order to get a 'deal.' Such respect for a brave man!"1046 

On September 17, 2018, this Office submitted written questions to the President that 
included questions about the Trump Tower Moscow project and attached Cohen's written 
statement to Congress and the Letter ofintent signed by the President.1047 Among other issues, 
the questions asked the President to describe the timing and substance of discussions he had with 
Cohen about the project, whether they discussed a potential trip to Russia, and whether the 
·President "at any time direct[ed] or suggest[ed],that discussions about the Trump Moscow project 
should cease," or whether the/ President was "informed at any time that the project had been 
abandoned. "1048 

On November 20, 2018, the President submitted written responses that did not answer those 
questions about Trump Tower Moscow directly and did not provide any information about the 
timing of the candidate's discussions with Cohen about the project or whether he participated in 
any discussions about the project bemg abandoned or no longer pursued. 1049 ' Instead, the 
President's answers stated in relevant part:· 

I had few conversations with Mr. Cohen on this subject. As I recall, they were brief, and 
they were not memorable. I was not enthused about the proposal, and I do not recall any 
discussion of travel to Russia in connection with it. l do not remember discussing it with 

1043 @rea!DonaldTrump 7 /27 /18 (7:26 am. ET) Tweet; @rea!DonaldTrump.7 /27 /l 8 (7:38 a.m. ET) 
Tweet; @rea!DonaldTrump 7/27/18 (7:56 a.m. ET) Tweet. At the time of these tweets, the press had 
reported that Cohen's financial interests in taxi cab medallions were being scrutinized by investigators. 
See, e.g., Matt Apuzzo et al., Michael Cohen Secretly Taped Trump Discussing Payment to Playboy Model, 
New York Times (July 20, 2018). 

1044 Cohen Infonnation. 
1045 Cohen 8/21/18 Transcript, at 23. 
10

.
46 @realDonaldTrump 8/22/18 (9:21 a.ni. ET) Tweet. 

1047 9/17/18 Letter, Special Counsel's Office to President's Personal Counsel (attaching written 
questions for the President, with attachments). . 

1048 9/17/18 Letter, Special Counsel's Office to President's Personal Counsel (attaching written 
questions for the President), Question III, Parts (a) through (g). 

1049 Written Responses of Donald J. Trump (Nov. 20, 2018). 
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. . 

anyone else at the Trump Organization, although it is possible, I do not recall being aware 
at the time of any communications between Mr. Cohen and Felix Sater and any Russian 
government official regarding the Letter of Intent. 105

.
0 

On November 29, 2018, ,Cohen pleaded guilty to making false statements to Congress 
based on his statements about the Trump Tower Moscow project. 1051 In a plea agreement with this 
Office; Cohen agreed to "provide truthful information regarding any and all matters as to which 
this Office deems relevant."1052 Later on November 29, after Cohen's guilty plea had become 
public, the President spoke to reporters about the Trump Tower Moscow project, saying: 

I decided not to do the project. . . . I decided ultimately not to do it. There would have 
been nothing wrong ifl did do it. Ifl did do it, there would have been nothing wrong. That 
was my business. . . . It was an option that I decided not to do.. . . . I decided not to do it. 
The primary reason . . . I "'as focused on running for President. . . . I was running my 
business while I was campaigning. There was a good chance that I wouldn't have won, in 
which case I would've gone back into the business. And why should I lose lots of 
opportunities?1053 

The President also said that Cohen was "a weak person. And by being weak, unlike other people 
that you watch-he is a weak person. And what he's trying to do is get a reduced sentence. So 
he's lying about a project that everybody knew about."1054 The President also brought up Cohen's 
written su!,mission to Congress regarding the Trump Tower Moscow project: "So here's the story: 
Go back and look at the paper that Michael Cohen wrote before he testified in the House and/or 
Senate. It talked about his position."1055 The President added, "Even if [Cohen] was right, it 
doesn't matter because I was allowed to do whatever I waµted during the campaign."1056 

In light ofthe President's public statements following Cohen's guilty plea that he "decided 
not to do the project," this Office again sought information from the President about whether he 
participated in any discussions about the project being abandoned or no longer pursued, including 
when he "decided not to do the project," who he spoke to aboutthat decision, and what motivated 

1050 Written Responses of Donald J; Trump (Nov. 20, 2018); at 15 (Response to Question III, Parts · 
(a) through (g)). . · 

1051 Cohen Information; Cohen 8/21/18 Transcript. 
1052 Plea Agreement at 4, United States v. Michael Cohen, l:18-cr-850 (S.D.N.Y. Nov. 29, Wl8). 
1053 President Trump Departure Remarks, C-SPAN (Nov. 29, 2018). In contrast to the President's 

remarks following Cohen's guilty plea, Cohen's August 28, 2017 statement to Congress stated that Cohen, 
not the President, "decided to abandon the proposal" in late January 2016; that Cohen "did not ask or brief 
Mr. Trump ... before I made the decision to terminate further work on the proposal"; and that the decision ~ 
to abandon the proposal was "unrelated" to the Campaign. P-SCO-000009477 (Statement of Michael D. · 
Cohen, Esq. (Aug. 28, 2017)). . . ' ' 

1054 President Trump Departure Remarks, C-SPAN (Nov. 29, 2018). 
1055 President Trump Departure Remarks; C-SPAN (Nov. 29, 2018). 
1056 President Trump Departure Remarks, C-SPAN (Nov. 29, 2018). 
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the decision. 1057 The Office also agaitrasked for the tuning of the President's discussions with 
Cohen about Trump Tower Moscow and asked him to specify "what period of the campaign" he 
was involved in discussions concerning the project.1058 In response, the President's personal 
counsel declined to provide additional information from the President and stated that "the President 
has fully answered the questions at issue."1059 

In the weeks following Cohen's plea and agreement to provide assistance to this Office, 
the President repeatedly implied that Cohen's family members were gnilty of crimes. On 
December 3, 2018, after Cohen had filed his sentencing memorandum,hhe President tweeted, 
"'Michael Cohen asks judge for no Prison Time.' You mean he can do all of the TERRIBLE, 
unrelated to Trump, things having to do with fraud, big loans, Taxis, etc., and not serve a long 
prison term? He makes up stories to get a GREAT & ALREADY reduced deal for himself, and 
get his wife and father-in-law (who has the money?) off Scott Free. He lied for this outcome and 

, Harm to Ongoing Matter 

.. 
On December 12, 2018, Cohen was sentenced to three years ofimprisonment.1062 The next 

day, the President sent a series of tweets that said: .. 

I never directed Michael Cohen to break the law. . . . Those charges were just agreed to by 
him in order to embarrass the president and get a much reduced prison sentence, which he 
did-including the fact that his family was temporarily let off the hook. As a lawyer,­
Michael has great liability to me! 1063 

On December 16, 2018, the President tweeted; "Remember, Michael Cohen only became a 'Rat' 
after the FBI did something which was absolutely unthinkable & unheard ofuntil the Witch Hunt 
was illegally started. They BROKE INTO ,(\N ATTORNEY'S OFFICE! Why didn't they break 
into the DNC to get the Server, or Crooked's office?"1064 

In January 2019, after the media reported that Cohen would provide public testimony in a 
congressional hearing, the President made additional public comments ·suggesting that Cohen's 

1057 1/23/19 Letter, Special Counsel's Office to President's Personal Counsel. 
1058 1/23/19 Letter, Special Counsel's Office to President's Personal Counsel. 
1059 2/6/19 Letter, President's Personal Co1;1nsel to Special Counsel's Office. 

· 1°
60 @realDonaldTrump 12/3/18 (10:24 a.m. ET and 10:29 a.m. ET) Tweets (emphasis adde.d).· 

1061 @realDonaldTrump 12/3/18 (10:48 a.m. ET) Tweet. 
1062 Coh~n 12/12/18 Transcript. 
1063 @realDona!dTrump 12/13/18 (8: 17 a.m. ET, 8:25 a.m. ET, and 8:39 a.m. ET) Tweets ( emphasis 

added). 

to64 @rea!DonaldTrutilp 12/16/18 (9:39-a.m. ET) Tweet. 
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family members had committed crimes. In an interview on Fox on January 12, 2019, the President 
was asked whether he was worried about Cohen's testimony and. :esponded: 

[I]n order to get his sentence reduced, [Cohen] says "I have an idea, I'll ah, tell-I'll giv~ 
you some information on the president." Well, there is no information. But he should give 
information maybe on his father-in-law because that's the one that people want to look at 
because where does that money-that's the money in the family. An.d I guess he didn't 
want to talk about his father-in-law, he's trying to get his sentence reduced. So it's ah, · 
pretty sad. You know, it's weak and it's very sad to watch a thing like that.1065 

On January 18, 2019, the President tweeted, "Kevin Corke, @FoxNews 'Don't forget, 
Michael Cohen has already been convicted of perjury and fraud, and as recently as· this week, the 
Wall Street Journal has suggested that he may have stolen tens of thousands of dollars .... ' Lying 
to reduce his jail time! Watchfather-in-law/"1066 ' 

On January 23, 2019, Cohen postponed his congressional testimony, citing threats against 
his family. 1067 The next day, the President tweeted, "So interesting that bad laWYer Michael Cohen, 
who sadly will not be testifying before Congress, is using the iaWYer of Crooked Hillary Clinton 
to represent him-Gee, how did that happen?"1068 ' 

Also in January 2019, Giuliani gave press interviews that appeared to confirm Cohen's 
account that the Trump Organization pursued the Trump Tower Moscow project well past January 
2016 .. Giuliani stated that "it's our understanding that [discussions about the Trump Moscow 
project] went on throughout 2016. Weren't a lot ofthein, but there wJre conversations. Can't be 
sure of the exact date. But the president can remember having conversations with him about it. 
. . . The president also remembers-yeah, probably up-could be up to as far as October, 
November."1069 In an interview with the New York Times, Giuliani quoted the President as saying 
that the discussions regarding . the Trump. Moscow projbct were "going on from the day I 
announced to the day! won."1070 Ou January 21, 2019, Giuliani issued a statement that said: "My 
recent statements about discussions during the 2016 campaign between Michael Cohen and 
candidate Donald Trump about a potential Trump Moscow 'project' were hypothetical and not . 

· based on conversations I had with the presidimt."1071 . 

1065 Jeanine Pirrolnterview with President Trnmp;Fox News (Jan; 12, 2019) (emphasis added). 

1066 @rea!DonaldTrump 1/18/19 (10:02 a.m. ET) Tweet ( emphasis added). 
1667 Statement by Lanny Davis, Cohen's personal counsel (Jan. 23, 2019). 

1068 @rea!DonaldTrump 1/24/19 (7:48 a.m. ET) Tweet 

.1669 Meet the Press Interview with Rudy Giuliani, NBC (Jan. 20, 2019). 

1076 Mark Mazzetti et al., Moscow Skyscraper Talks Continued Through "the Day I Won, " Trump 
ls Said to Acknowledge, New York Times (Jan. 20, 2019). 

1671 Maggie Haberman, Giuliani Says His Moscow Trump -Tower Comments Were "Hypothetical", 
New York Times (Jan. 21; 2019). In a letter to this Office, the President's counsel stated that Giuliani's 
public comments "were not intended to suggest nor did they reflect knowledge of the existence or timing 

152 



19564

363 

v . .::,. u;:parum:m u1 .1usu1;1: 
l'.:~ey Wffl'k Pfedttet // May Comei:ll: Mtti:erial: Pfeteeted Under Fed. R. Crim. P. 6(e) 

Analysis 
. . 

. In analyzing the President's conduct related to Cohen, the following evidence is relevant 
to the elements of obstruction of justice. 

a. Obstructive act. We gathered eviderice of the President's conduct related to Cohen 
on two issues: (i) whether the President or others aided or participated in Cohen's false statements 
to Congress, and (ii) whether the President tool< actions that would have the natural tendency to 
prevent Cohen from providing truthful information to the government. 

i. · First, with regard to Cohen's false statements to Congress, while there is 
evidence, described below, that the President knew Cohen provided false testimony to Congress 
about the Trump Tower Moscow project, the evidence available to us does not establish that the· 

. President directed or aided Cohen's false testimony. 

Coheri said that his statements to Congress followed a "party line" that developed within 
the campaign to align with the President's public statements distancing the President from Russi;i. 
Cohen also recalled that, in speaking with the President in advance of testifying, he made it clear 
that he would stay on message-which Cohen believed they both understood would require false · 
testimony. But Cohen said"that he and the President did not explicitly discuss whether Cohen's 
testimony about the Trump Tower Moscow project.would be or was false, and the President did 
not direct him to provide false testimony. Cohen also said he did not. tell the President about the · 
specifics of his planned testimony, During the time when his statement to Congress was being 
drafted and circulated to members of the IDA, Cohen.did not speak directly to the President about 
the statement, but rather communicated with the President's personal counsel-as corroborated by 
phone records showing extensive communications between Cohen and the President's personal 
counsel before Cohen ·submitted his statement and when he testified before Congress. 

Cohen recalled that in his discussions with the President's personal counsel on August 27, 
2017-the day before Cohen's statement was submitted to Congress-Cohen said that there were 
more communications with Russia and more communications with candidate Trump than the 
statement reflected. Cohen recalled expressing some concc::m at that time. According to Cohen, 
the President's personal counsel-who did not have \first-hand knowledge of the project­
responded by saying that there was no need to muddy the water, that it was unnecessary to include · 
those details because the project did not take place, and that Cohen should keep his statement short 
and tight, not elaborate, stay on message, and not contradict the President. Cohen's recollection 
of the content of those conversations is consistent with direction about the substance of Cohen's 
draft statement that appeared to come from members of the IDA. For example, Cohen omitted 
any reference to his outreach to Russian government officials to set up a meeting between Trump 
and Putin during the United Nations General Assembly, and Cohen believed it was a decision of 

of conversations beyond that contained in the President's [written responses to the Special Counsel's 
Office]." 2/6/19 Letter; President's Personal Counsel to Special Counsel's Office. 
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the JDA to delete the sentence, "The building project led me to make limited contacts with Russian 
government officials." 

\ 

The President's personal counsel declined to provide us with his account of his 
conversations with Cohen, and there is no evidence available to us that indicates that the President 
was aware of the information Cohen provided to the President's personal counsel. The President's 
conversations with his personal counsel were presumptively protected by attorney-client privilege, 
and we did not seek to obtain the contents of any such communications. The absence of evidence 
about .the President and his counsel's conversations about the drafting of Cohen's statement 
precludes us from assessing what, if any, role the President played. 

ii. Second, we considered whether the President took actions that would have 
the natural tendency to prevent Cohen from providing truthful information to criminal 
investigators or to Congress, 

Before Cohen began to cooperate with the government, the President pubiicly and privately 
urged Cohen to stay on message and not "flip." Cohen recalled the President's personal counsel 
telling him that he would be protected so long as he did not go "rogue." In the days and weeks 
that followed the April 2018 searches of Cohen's home and office, the President told reporters that 
Cohen was a "good man" and said he was "a fine person with a wonderful family ... who I have 
always liked & respected." Privately, the President told Cohen to "hang in there" and "stay 
strong." People who were close to both Cohen and the President passed messages\to Cohen that 
"the President loves you," "the boss loves you," and "everyone knows the boss has your back." 
Through the President's personal counsel, the President also had previously told Cohen "thanks 
for what you do" after Cohen provided information to the media about payments to women that, 
according to Cohen, both Cohen and the President knew was false. At that time, the Trump 
Organization continued to pay Cohen's legal fees, which was important to Cohen. Cohen also 
recalled discussing the possibility of a pardon with the President's personal counsel, who told him 
to stay on message and everything would be fine. The President indicated in his public statements 
that a pardon had not been ruled out, and also stated publicly that "[ m Jost people will flip if the 
Government lets them out of trouble" but that he "d[idn't] see Michael doing that." 

After it was reported that Cohen intended to cooperate with the government, however, the 
President accused Cohen of "mak[ing] up stories in order to get himself out .of an unrelated jam · 
(Taxi cabs maybe?)," called ,Cohen a "rat," and ori multiple occasions publicly suggested that 

. Cohen's family members had committed crimes. The evidence concerning this sequence of events 
could support an inference that the President used inducements in the form of positive messages 
in an effort to get Cohen not to cooperate, and then turned to attacks and intimidation to deter, the 
provision of information or undermine Cohen's credibility once Cohen began cooperating. 

' b. Nexus to an official proceeding. The President's relevant conduct towards Cohen: 
occurred when the President knew the Special Counsel's Office, Congress, and the U.S. Attorney's 

, Office for the Southern District of New York were investigating Cohen's conduct. The President 
acknowledged through his public statements and tweets that Cohen potentially could cooperate 
with the government investigations. 
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c. Intent. In analyzing the President's intent in his actions towards Cohen as a 
potential witness, there is evidence that could support the inference that the President intended to 
discourage Cohen from cooperating with the government because Cohen's information would shed. 
adverse light on the President's campaign-period conduct and statements. · 

i. Cohen's false congressional testimony about the Trump Tower Moscow 
project was designed to minimize connections between the President and Russia and to help limit 
the congressional and DOJ Russia investigations-a goal that was in the President's interest, as 
reflected by the President's own statements. During and after the campaign, the President made 
repeated statements that he had "no business" in Russia and said that there were "no deals that 
could happen in Russia, because we've stayed away." As Cohen knew, and as he recalled 
comi.nunicating to the President during the campaign, Cohen's pursuit of the Trump Tower 
Moscow project cast doubt on tli.e accuracy or completeness of these statements. 

In connection with his guilty plea, Cohen admitted that he had multiple conversations with 
candidate Trump to give him status updates about the Trump Tower Moscow project, that the 
conversations continued through at least June 2016, and that he discussed with Trump possible 
travel to Russia to pursue the project. The conversations were not off-hand, according to Cohen, 
because the project had the potential to be so lucrative. In addition, text messages to and from 
Cohen and other records further establish that Cohen's efforts to advance the project did not end 
in January 2016 and that in May and June 2016, Cohen was considering the timing for possible 
trips to Russia by him and Trump in connection with the project. 

The evidence could support an inference that the President was aware of these facts at the. 
time of Cohen's false statements to Congress. Cohen discussed the project with the President in 
early 2017 following media inquiries. Cohen recalled that on September 20, 2017, the day after 
he released to the public his opening remarks to Congress-which said the project "was terminated 
in January of 2016"-the President's personal counsel told him the President was pleased with 
what Cohen had said about Trump Tower Moscow. And after Cohen's guilty plea, the President 
told reporters that he had ultimately decided not to do the project, which supports the inference 

. that he remained aware of his own involvement in the project and the period.during the Campaign' 
in which the project was being pursued. 

ii. The President's public remarks following Cohen's guilty plea also suggest 
that the President may have been concerned about what Cohen told investigators about the Trump 
Tower Moscow project. At the time the President submitted written answers to questions from 
this Office about the project and other subjects, the media had reported that Cohen was cooperating 
with the government but Cohen had not yet pleaded guilty to making false statements to Congress. 
Accordingly, it was not publicly known what information about the project Cohen had.provided 
to the government. In his written answers, the President did not provide details about the timing 
and substance of his discussions with Cohen about the project and gave no indi<?ation that he had 
decided to no longer pursue the project. Yet after Cohen pleaded guilty, the President publicly 
stated that he had personally made the decision to abandon the project. The President then declined 
to clarify the seeming discrepancy to our Office or answer additional questions. The content and 
timing of the President's provision ofinfonnation about his knowledge and actions regarding the 
Trump Tower Moscow project is evidence that the President may have been concerned about the 
information that Cohen could provide as a witness. 
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111. The President's concern about Cohen cooperating may have been directed 
at the Southern District of New York investigation into other aspects of the President's dealings 
with Cohen rather than an investigation of Trump Tower Moscow. There also is some evidence 
that the President's concern about Cohen cooperating was based on the President's stated belief 
that Cohen would provide false testimony against the President in an attempt to obtain a lesser 
sentence for his unrelated criminal conduct The President tweeted that Manafort, unlike Cohen, 
refused to "break" and "make up stories in order to get a 'deal."' And after Cohen pleaded guilty 
to making false statements to Congress, the President said, ''what [Cohen J's trying to do is get a 
reduced sentence. So he's lying about a project that everybody knew about." But the President 
also appeared to defend the underlying conduct, saying, "Even if [Cohen] was right, it doesn't 
matter because I was allowed to do whatever I wanted during the campaign." As described above, 
there is evidence that the President knew that Cohen had made false statements about the Trump 
Tower Moscow project and that Cohen did so to protect the President and minimize the President's 
connections to Russia during the campaign. 

iv. Finally, the President's statements insinuating that members of Cohen's 
family committed crimes after Cohen began cooperating with the government could be viewed as 
an effort to retaliate against Cohen and chill further testimony adverse to the President by Cohen' 
or others. It is possible that the President believes, as reflected in his tweets, that Cohen "ma( d]e□ 
up stories" in order to get a deal for himself and "get his wife and father-in-law ... off Scott Free." 
It also is possible that the President's mention of Cohen's wife and father-in-law were nQt intended 
to affect Cohen as a witness but rather were part of a public-relations strategy aimed at discrediting 
Coh1;1n and deflecting attention away from the President on Cohen~related matters. But the 
President's suggestion that Cohen's family members committed crimes happened more than once, 
including just before Cohen was sentenced (at the same time as the President stated that Cohen· 
"should, in my opinion, serve a full and complete sentence"f and again just before Cohen was 
scheduled to testify before Congress. The timing of the statements supports an inference that they 
were intended at least in part to discourage Cohen from further cooperation. 

L. Overarching Factual Issues 

Although this report does not contain a traditional prosecution decision or declination. 
decision, the evidence supports several general coriclusions relevant to analysis of the facts 
concerning the President's course of conduct. 

L · Three features of this case render it atypicaJ compared to the heartland obstruction-of-
justice prosecutions brought by the Department of Justice. · 

First, the conduct involved actions by the President. Some of the conduct did not implicate 
the President's constitutional authority and raises garden-variety obstruction-of-justice issues. 
Other events we investigated, however, drew upon the President's Article II authority, which 
raised constitutional issues that we address in Volume II, Section III.B, infra. A factual analysis 
ofthat conduct would have to take into account both that the President's acts were facially lawful 
and that his position as head of the Executive Branch provides him with unique and powerful 
means of influencing official proceedings, subordinate officers, and potential witnesses. ' 
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Second, many obstruction cases involve the attempted or actual c;over-up of an underlying 
crime. Personal criminal conduct can furnish strong evidence that the individual had an improper 
obstructive purpose, see, e.g., United States v. Willoughby, 860 F.2d 15, 24 (2d Cir. 1988), or that 
he contemplated an effect on an official proceeding, see, e.g., United States v. Binday, 804 F.3d 
558, 591 (2d Cir. 2015). But proof of such a crime is not an element of an obstruction offense. 
See United States v. Greer, 872 F.3d 790, 798 (6th Cir. 2017) (stating, in applying the obstruction 
sentencing guideline, that "obstruction of a criminal investigation· is punishable even if the 
prosecution is ultimately unsuccessful or even if the investigation ultimately reveals no underlying 
crime"). Obstruction of justice can be motivated by a desire to protect non-criminal personal 
interests, to protect against investigations where underlying criminal liability falls into a gray area, 
or to avoid personal embarrassment. The injury to the integrity of the justice system is the same 
regllfdless of whether a person committed an underlying wrong. 

In this investigation, the evidence does not establish that the President was involved in an 
underlying crime related to Russian election interference. But the evidence does point to a range 
of other possible personaLmotives animating the President's conduct. These include concerns that 
continued investigation would call irito question the legitimacy of his election and potential · 
uncertainty about whether· certain events-such as advance notice of WikiLeaks's release of 
hacked information or the June 9, 2016 meeting between senior campaign officials and Russians:_ 
could be seen as criminal activity by the President, his campaign, or his family. 

Third, many of the President's acts direbted at witnesses, including discouragement of 
cooperation with the government and suggestions of possible future pardons, occurred in public 
view. While it may be more difficult to establish that public-facing acts were motivated by a 

. corrupt intent, the President's power to influence actions, persons, and events is enhanced by his 
unique ability to attract attention 'through use of mass communications. And no principle oflaw 
excludes public acts from the scope of obstruction statutes. If Jhe likely effect of the acts is to 
intimidate witnesses or alter their testimony, the justice system's integrity is equally threatened. 

2, Although the. events we investigated involved discrete acts--e.g., the President's 
statement to Comey about the Flynn investigation, his termination of Corney, and his efforts to 
remove the Special Counsel-it is important to view the President's pattern of conduct as a whole. 
'That pattern sheds light on the nature of the President's acts and the.inferences that can be drawn 
about his intent. 

a. Our investigation found multiple acts by the President that were capable of exerting 
undue influence av.er law enforcement investigations, including the Russian-interference and 
obstruction investigations. The incidents' were often carried out through one-on-one meetings in 
which the President sought' to use his. official power outside of usual channels. These actions 
ranged from efforts to; remove the Special Counsel and to reverse the effect of the Attorney 
General's recusal; to the attempted use ofofficial power to limit the scope of the investigation; to 
direct and indirect contacts with witnesses with the potential to influence their testimony. Viewing 
the acts collectively can help to illuminate their significance. For example, the_ President's 
direction to McGahn to have the Special Counsel removed was followed ahnost immediately by 
his direction to Lewandowski to tell the Attorney General to limit the scope of the Russia 
investigation to prospective election-interference only-a temporal connection that suggests that 
both acts were taken with a related purpose with respect to the investigation. 
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The President's efforts to influence the investigation were mostly unsuccessful, hut thatis 
· largely because the persons who surrounded the President declined to carry out orders or accede 
to his requests. Corney did not end the investigation ofFlynn, which ultimately resulted in Flynn's 
prosecution and conviction for lying to the FBI. McGahn did not tell the Acting Attorney General 
that the Special Counsel must be removed, but was instead prepared to resign over the President's 
order. Lewandowski and Dearborn did not deliver the President's message to Sessions that he 
should confine the R11ssia investigation to future election meddling only. And McGahn refused to 
recede from his recollections about events surrounding tlie President's direction to have the Special 
Counsel removed, despite the President's multiple demands that he do so. Consistent with that 
pattern, the evidence we obtained would not support potential obstruction charges against the 
President's aides and associates beyond those already file~. 

. I 

b. In considering the full scope of the conduct we investigated, the President's actions can 
be divided into two distinct phases reflecting a possible shift in the President's motives. In the 
first phase, before the President fired Corney, the President had been assured that the FBI had not 
opened an investigation of him personally. · The President deemed it critically important to make 
public that he was not under investigation, and he included that information in his termination 
letter to Corney after other efforts to have that information disclosed were unsuccessful.· 

Soon after he fired Corney, however, the President became aware that investigators were 
conducting an obstruction-of-justice inquiry into his own conduct. That awareness marked a 
significant change in the President's conduct and the start of a second phase of action. The 
President launched public attacks on theinvestigation and individuals involved in it who could 
possess evidence adverse to the President, whiie in private, the President engaged in. a series of 
targeted efforts to control the investigation. For instance, the President attempted to remove the 
Special Counsel; he sought to have Attorney General Sessions unrecuse himself and limit the 
investigation; he sought to prevent public disclosure.ofinformation about the June 9, 2016 meeting 
between Russians and campaign officials; and he used public forums to attack potential witnesses 
who might offer adverse information and to praise witnesses who declined to cooperate with the 
government. Judgments about the nature of the President's motives during each phase would be 
informed by the totality of the evidence. · 
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m. LEGAL DEFENSES To THE APPLICATION OF OBSTRUCTION-OF..JUSTICE STATUTES To 
THE PRESIDENT 

The President's personal counsel has written to this• Office to advance statutory and 
constitutional defenses to the potential application of the obstruction-of-justice stat_utes to the 
President's conduct.1072 As a statutory matter, the President's counsel has argued that a core 
obstruction-of-justice statute, 18 U.S.C. § 1512(c)(2), does not cover the President's actions.1073 

As a constitutional matter, the President's counsel argued that the President cannot obstruct justice 
by exercising his constitutional authority to close Department of Justice investigations or terminate 
the FBI Director.1074 Under that view, any statute that restricts .the President's exercise of those 
powers would impermissibly in):rude on the President's constitutional role. The President's· 
counsel has conceded that the President may be subject to criminal laws that do not directly involve 
exercises of his Article II authority, such as laws prohibiting bribing witnesses or suborning 
perjury. 1075 But counsel has made a categorical argument that "the President's exercise ofhis 
constitutionai authority here to terminate an .FBI Director and to close investigations cannot 

. constitutionally constitute obstruction of justice."1076 · . 

In analyzing counsel's. statutory arguments, we concluded that the President's proposed 
interpretation of Section 1512(c)(2) is contrary to the litigating position of the Department of 
Justice and is not supported by principles of statutory construction. 

As for the constitutional arguments, we recognized that the Department of Justice and the 
courts have not definitively resolved these constitutional issues. We therefore analyzed the 
President's position through the framework of Supreme Court precedent addressing the separation 
of powers. .Under that framework, we. concluded, Article II of the Constitution does riot 
categorically and permanently immunize the President from potential liability for the conduct that 
we investigated. Rather, our analysis led us to conclude that the obstruction-of-justice statutes can 

1072 6/23/17 Letter, President's Personal Counsel to Special. Counsel's Office; see also .1/29/18 
Letter, President's Personal Counsel to Special Cmmsel's Office; .2/6/18 Letter, President's Personal. 
Counsel to Special Counsel's Office; 8/8/18 Letter, President's .Personal Counsel to Special Counsel's 
Office, at 4. '. 

1073 2/6/18 Letter, President's Personal Counsel to Special Counsel's Office, at 2-9, Counsel has. 
also noted that other potentially applicable obstruction statutes, such as 18 U.S.C. § -1505, prote~t only 
pending proceedings. 6/23/17 Letter, President's Personal Counsel to Special Counsel's Office, at 7-8.·. 
Section 1512(c)(2) is not limited to pending proceedings, but also applies to future proceedings that the 
person contemplated. See Volume II, Section III.A, supra. · 

1074 6/23/17 Letter, President's Personal Counselto Special Counsel's Office, at 1 ("[T]he President 
. cannot obstruct ... by simply exercising these in_herent Constitutional powers."). . 

1075 6/23/17 Letter, President's Personal Counsel to Special Counsel's Office, at 2 n. l. 
1076 6/23/17 Letter, President's Personal Counsel to Special Counsel's Office, at 2 n.l (dashes 

omitted); see also 8/8/18 Letter, President's Personal Counsel to Special Counsel's Office; at 4 ("[T]he 
obstruction-of-justice statutes cannot be read so expansively as to create potential liability ba.sed on facially 
lawful acts undertaken by the President in furtherance of his core Article II discretionary authority to 
remove principal officers or carry out the prosecution function."). 
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validly prohibit a President's corrupt efforts to use his official powers to curtail, end, or interfere 
with an investigation. 

A. Statutory Defenses to the Application of Obstruction-Of-Justice· Provisions to 
the Conduct Under Investigation 

The obstruction-of-justice statute most readily applicable to our investigation is 18 U.S.C. 
§ 1512(c)(2). Section 1512(c) provides: 

( c) Whoever corruptly-

(!) alters, destroys, mutilates, or conceals a record, document, or other object, or 
attempts to do so, with the intent to impair the object's integrity or availability for 
use in an official proceeding; or 

(2) otherwise obstructs, influences, or impedes any·official proceeding, or attempts 
to do so, 

shall be fined under this title or imprisoned not more than 20 years, or both. 

The Department of Justice has taken the position that Section 1512(c)(2) states a broad, 
independent, and 'unqualified prohibition on obstruction of justice. 1077 While defendants have 
argued that subsection ( c )(2) should be read to cover only acts that would tmpair the availability 
or integrity of evidence because that is subsection ( c )(1 f s focus, strong arguments weigh against 
that proposed limitation. The text of Section 1512( c )(2) confinns that its sweep is not tethered to 
Section 1512(c)(l); courts have so interpreted it; its history does not counsel otherwise; and no 
principle of statutory construction dictates. a contrary view. · On its face, therefore, Section 
1512(c)(2) applies to all corrupt means of obstructing a proceeding, pending or contemplated­
including by improper exercises of official power. In addition, other statutory provisions that are 
potentially applicable to certain conduct we investigated broadly prohibit obstruction of 
proceedings that are pending before courts, grand juries, and Congress. See 18 U.S.C. §§ 1503, 
1505. Congress has also specifically prohibited witness tampering. See 18 U.S.C. § 1512(b). 

1. The Text of Section 15 l2{c)<Z) Prohibits a Broad Range of Obstructive Acts 

Several textual features of Section 1512(c)(2) support the conclusion that the .provision 
· broadly prohibits corrupt means of obstructing justice and is not limited by the more specific 
prohibitions in Section 1512(c)(l), which focus on evidence impainnent. 

First, the text of Section 1512(c)(2) is unqualified: it reaches acts that "obstruct[), 
influence[], or impede[] any officrnl proceeding" when committed "corruptly." Nothing in Section 
1512(c)(2)'s text limits the provision to acts that would impair the integrity or availability of 
evidence for use in an official proceeding. In contrast, Section 1512(c)(l) explicitly includes the 
requirement that the defendant act "wi~ the·intent to impair the object's integrity or availability· 

1077 See U.S. Br., United States v. Kumar, Nos. 06--5482--cr(L), 06--5654-cr(CON) (2d Cir'. filed 
Oct. 26, 2007), at pp. 15-28; United States v. Singleton, Nos. H-04-CR:5148$, H-06-cr-80 (S.D. Tex. filed 
June 5, 2006). · " 
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for use in an official proceeding," a requirement that Congress also included in two other sections 
of Section 1512. See 18 U.S.C. §§ 1512(a)(2)(B)(ii) (use of physical force with intent to cause a 
person to destroy an object "with intent to impair the integrity or availability of the object for use 
in an official proceeding"); 1512(b)(2)(B) (use of intimidation, threats, corrupt persuasion, or 
misleading conduct with intent to cause a pers()ri. to destroy an object "with intent to impair the 
integrity or availability of the object for use in an official proceeding"). But no comparable intent 
or conduct element focused on evidence impairment appears in Section 1512(c)(2). The intent 
element in Section 1512(c)(2) comes from the word "corruptly." See, e.g., United States v. 
McKibbins, 656 F.3d 707, 711 (7th Cir. 2011) ("The intent element is important because the word 
'corruptly' is what serves to separate criminal and innocent acts of obstruction.") (internal 
quotation marks omitted). And the conduct element in Section 1512(c)(2) is "obstruct(ing], 
influenc[ing], or imped[ing]" a proceeding. Congress is presumed to have acted intentionally in 
the disparate inclusion and exclusion of evidence-impairment language. See Loughrin v. United . 
States;513 U.S. 351,358 (2014) ("[W]hen 'Congress includes particular language in one section 
of a statute but omits it in another' -let alone in the very next provision-this Court 'presume[ s )' 
that Congress intended a difference in meaning") (quoting Russello v. United States, 464 U.S. 16, 
23 (1983)); accord Digital Rea,lty Trust, Inc. v. Somers, 138 S. Ct. 767, 777 (2018). 

Second, the structure of Section 1512 supports the conclusion that Section 1512(c)(2) 
defines an independent offense. Section 1512( c )(2) delineates a complete crime with different 
elements from Section 1512(c)(l)--and each subsection of Section 1512(c) contains its own 
"attempt" prohibition, underscoring that they are independent prohibitions. The two subsections 
of Section 1512(c) are connected by the conjunction "or," indicating that each provides an 
alternative basis for criminal liability. See Loughrin; 573 U.S. at 357 (''ordinary use [of 'or'] is 
almost always disjunctive, that is, the words it connects are to be given separate meanings") 
(internal quotation marks omitted). In Loughrin, for example, the Supreme Court relied on the use 
of the word "or" to hold that adjacent and overlapping subsections of the bank fraud statute, 18 
U.S.C. § 1344, state distinct offenses and that subsection 1344(2) therefore should not be 
interpreted to contain an additional element specified only in subsection 1344(1). Id.; see also 
Shaw v. United States, 137 S. Ct. 462, 465-469 (2016) (recognizing that the subsections of the 

· bank fraud statute "overlap substantially" but· identifying distinct circumstances covered by 
each).1078 And here, as in Loughrin, Section 1512( c )'s "two clauses have separate numbers, line 
breaks before, between, and. after them, and equivalent indentation-thus placing the clauses 
visually on an equal 'footing and indicating that they have separate meanings." 573 U.S. at 359. 

Third, the introductory word "otherwise" in Section 1512(c)(2) signals that th.e provision 
covers obstructive acts that are different from those listed in Section 1512( c )(I). See Black's Law 
Dictionary 1101 (6th ed. 1990) ("otherwise" means "in a different manner; in another way, or in 
other ways"); see also, e.g., American Heritage College Dictionary Online ("I. In another way; 

1078 The Office of Legal Counsel recently relied ·on several of the same interpretive principles in 
concluding that language that appeared in the first clause of the Wire Act, 18U.S.C. § 1084, restricting its 
prohibition against certain betting or wagering activities to "any sporting event or contest," did not apply 
to the second clause of the same statute, which reaches other betting or wagering activities; See 
Reconsidering Whether the Wire Act Applies to Non-Sports Gambling (Nov, 2, 2018), slip op. 7 (relying 
on plain ·language);. id. at 11 (finding it not "tenable to read into the second clause the qualifier 'on any 
sporting event or contest' that appears in the first clause"); id. at 12 (relying on Digital Realty). 
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differently; 2. Under other circumstances"); see also Gooch v. United States, 297 U.S. 124, 128 
(1936) (characterizing "otherwise" as a "broad tenn" and holding that a statutory prohibition on 
kidnapping "for ransom or reward or otherwise" is not limited by _the words "ransom" and 
"reward" to kidnappings for pecuniary benefits); Collazo:; v. United States, 368 F .3d 190, 200 (2d 
Cir. 2004} (construing "otherwise" in 28 U.S.C. § 2466(l)(C) to reach beyond the "specific 
examples" listed in prior subsections, thereby covering the "myriad means that human ingenuity 
might devise to pennit a person to avoid the jurisdiction of a court"); cf Begay v. United States, 
553 U.S.137, 144 (2006) (recognizing that "otherwise" is defmed to mean "in a different way or 
manner," and holding that the word "otherwise" introducing the residual clause in the Armed 
Career Criminal Act, 18 U.S.C. § 924(e)(2)(B)(ii), can, but need not necessarily, "refer to a crime . 
that is similar to the listed examples in some respects but different in others"). 1079 The purpose of 
the word "otherwise" in Section 1512(c)(2) is therefore to clarify that the provision covers 
obstructive. acts other than the destruction of physical evidence with the intent to impair its 
integrity or availability, which is the conduct addressed in Section 1512(c)(l). The word 
"otherwise" does not signal that Section 1512(c)(2) has less breadth in covering obstructive 
conduct than the language of the provision implies. 

2. · Judicial Decisions Support a Broad Reading of Section 1512(c)(2) 

Courts have not limited Section 1512(c)(2) to conduct that impairs evidence, but instead 
have read it to covei; obstructive acts in any fonn. 

As one court explained, "[t]his expansive subsection operates as a catch-all to cover 
'otherwise' obstructive behavior that might not constitute a more specific offense like dpcument 
destruction, which is listed in (c)(l).-'' United States v. Volpendesto, 746 F.3d 273,286 (7th Cir. 
2014) (some quotation marks omitted). For example, in United States v. Ring, 62.8 F. Supp. 2d · 
195 (D.D.C. 2009), the court rejected the argument that"§ l512(c)(2)'s reference to conduct that 
'otherwise obstructs, influences, or impedes any official proceeding' is limited to conduct that is 
similar to the type of conduct proscribed by subsection (c)(l)--namely, conduct that impairs the 
integrity or availability of 'record[ s ], documents[ s }, or other object[s) for use in an official 
proceeding." Id. at 224; The court explained that "the meaning of§ 1512(c)(2) is plain on its 
face." Id. (alternations in original). And courts have upheld convictions under Section 1512(c)(2) 
that did not involve evidence impairment, but instead resulted from·conduct that more broadly 
thwarted arrests or investigations. See, e:g., United States v. Marjinez, 862 F .3d 223; 238 (2d Cir. 
2017) (police officer tipped off suspects about issuance of arrest warrants l:1efore "outstanding 
warrants could be ·executed, thereby potentially interfering with an ongoing grand jury 
proceeding"); United.States v. Ahrensfield, 698 F.3cl 1310, 1324-1326 (10th Cir. 2012) (officer 
disclosed existence of an undercover investigation to its target); United States v. Phillips, 583 F.3d 
1261, 1265 (10th Cir. 2009) ( defendant disclosed identity of an undercover officer thus preventing 
him from making controlled purchases from methamphetamine dealers). Those cases illustrate 
that Section 1512(c)(2) applies to corrupt acts-including by public officials-that frustrate the 

1079 In Sykes v. United States, 564 U.S. I, 15 (20ll), the Supreme Court substantially abandoned 
Begay's reading of the residual clause, and in Johnson v. United States, 135 S. Ct. 2551 (2015),the Court 
invalidated the residual clause as unconstitutionally vague. Begay's analysis of the word "otherwise" is 
thus of limited value. 
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commencement or conduct of a proceeding, .and not just to acts that make evid~ce unavailable or 
impair its integrity. · 

Section 1512(c)(2)'$ breadth is reinforced by the similarity ofits language to the omnibus 
clause of 18 U.S.C. § 1503, which covers. !lllyone who "corruptly ... obstructs, or impedes, or 
endeavors to influence, obstruct, or impede, the due administration of justice." That dause of 
Section 1503 follows two more specific clauses that protect jurors, judges, and court officers. The 
omnibus clause has nevertheless been construed to be "far more general in scope than the earlier 
clauses of the statute." United States v. Aguilar, 5.15 U.S. 593, 599 (1995). "The omnibus clause 
is essentially a catch-all provision which generally prohibits conduct that interferes with the due 
administration of justice." United States v. Brenson, 104 F .3d 1267, 1275 (11th Cir. 1997). Courts 
have accordingly given it a "non-restrictive reading." United States v. Kumar, 617 F.3d 612,620 
(2d Cir. 201 O); id. at 620 n .. 7 ( collecting cases from the Third, Fourth, Sixth, Seventh, and Eleventh 
Circuits). As one court has explained, the omnibus.clause "prohibits acts that are similar in result, 
rather than manner, to the conduct described in the first part of the statute." United States v. 
Howard, 569 F.2d 1331, 1333 (5th Cir. 1978). While the specific clauses "forbid certain means 
of obstructing justice ... the omnibus clause aims at obstruction of justice itself, regardless of the 
mel!_ns used to reach that result." Id. ( collecting cases). Given the similarity of Section 1512( c )(2) 
to Section 1503 's omnibus clause, Congress Would have expected Section 1512( c )(2) to cover acts 
that produced a similar result to the evidence-impairment provisions-i.e., the result of obstrncting 
justice-rather than covering only acts that were similar in manner. Read this way, Section 
1512(c)(2) serves a distinct function in the federal obstruction-of-justice statutes: it captures 
corrupt conquct, other than document destruction, that has the natural tendency to . obstruct 
contemplated as well as pending proceedings. 

Section 1512(c)(2) overlaps with other obstruction statutes, but it does not render them 
superfluous. Section 1503, for example, which covers . pending · grand jury and judicial 
proceedings, and. Section 1505, which covers pending administrative and congressional 
proceedings, reach "endeavors to influence, obstruct, or. impede" the proceedings-a broader test 
for inchoate violations than Section 1512(c)(2)'s "attempt" standard, which requires a substantial 
step towards a completed offense. See United States v. Sampson, 898 F.3d 287,302 (2d Cir. 2018) 
("[EJfforts to witness tamper that rise to the level of an 'endeavor' yet faU short of an 'attempt' 
cannot be prosecuted under§ 1512."); United States v. Leisure, 844 F.2d 1347, 1366-1367 (8th 
Cir. 1988) (collecting cases recognizing the difference between the "endeavor" and "attempt'' 
standards). And 18 U.S.C. § 1519, which prohibits destru9tion of documents or records in 
contemplation of an investigation or proceeding, does not require the "nexus" showing under 
Aguilar, which Section 1512(c)(2) demands. See, e.g., United States v. Yielding, 657 F.3d 688, 
. 712 (8th Cir. 2011) ("The.requisite knowledge and intent [under Section 1519] can be present even • 
if the accused lacks knowledge that he is likely to succeed in obstructing the matter."); United 
States v. Gray, 642 F.3d 371, 376-377 (2d Cir. 2011) ("[I]n enacting§ 1519, Congress rejected 
any requirement that the government prove a link between a defendant's conduct and an imminent . 
or pending official proceeding."). The existence of even "substantial" overlap is not ''uncommon" 
in criminal statutes. Loughrin, 573 U.S. at 359 n.4; see Shaw, 137 S. Ct. at 458-469; Aguilar, 515 
U.S. at 616 (Scalia, J., dissenting) ("The fact that there is now some overlap between§ 1503 and 
§ 1512 is no more intolerable than the fact that there is some overlap between the omnibus clause 

·of§ 1503 and the other provisions of§ 1503 itself."). But givert that Sections 1503, 1505, and 
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1519 each reach conduct that Section 1512(c)(2) does not, the overlap provides no reason to give 
Section 1512( c )(2) an artificially limited construction. See Shaw, 137 S. Ct. at 469. 1080 

3. The Legislative History of Section 1512(c)(2) Does Not Justify Narrowing Its 
Text 

"Given the straightforward statutory command'; in Section 1512(c)(2), "there is no reason 
to resort to legislative history." United States v. Gonzales, 520 U.S. 1, 6 (1997). In any event, the 
legislative history of Section 1512(c)(2) is not a reason to impose extratextual limitations on its 
reach. 

Congress enacted Section 1512( c )(2) as part the Sarbanes-Oxley Act of 2002, Pub. L. No. 
107-204, Tit. XI, § 1102, .116 Stat. 807. The relevant section of the statute was entitled 
"Tampering with a Record. or Otherwise Impeding an Official Proceeding." l 16 Stat.· 807 
( emphasis added). That title indicates that Congress intended the two clauses to have independent 
effect. Section 1512(c) was added as a floor amendment in the Senate and explained as closing a 
certain "loophole" with respect to "document shredding." See 148 Cong. Rec. S6545 (July lO, 
2002) (Sen. Lott); id. at S6549-S6550 (Sen. Hatch). But those explanations do not limit the enacted 
text See.Pittston Coal Group v, Sebben, 488·U.S. 105, 115 (1988) ("[I]t is not the law that a 
statute cim have no effects which are not explicitly mentioned in its legislative history."); see also 
Encino Motorcars, LLC v. Navarro, 138 S. Ct. 1134, 1143 (2018) ("Even if Congress did not. 
foresee all of the applications of the statute, that is no reason not to give the statutory text a fair 
reading."). The floor statements thus cannot detract from the meanfog of the enacted text. See. · 
Barnhart v. Sigmon Coal Co., 534 U.S. 438, 457 (2002) ("Floor statements from two Senators 
cannot amend the clear and unambiguous language of/\ statute. We see no reason to give greater 
weight to the views of two Senators than to the collective votes of both Houses, which are 
memorialized in the unambiguous statutory text."). That principle has particular force where one 
of the proponents of the amendment to Section 1512 introduced his remarks as only "briefly 
elaborat[ing] on some of the spedfic provisions contained in this. bill.'' 148 Cong. Rec. S6550 
(Sen. Hatch). 

Indeed, the language Congress used in Section 1512(c)(2}'-prohibiting "corruptly ... · 
obstruct[ing], influenc[ing], or imped[ing] any official proceeding" or attempting .to do so­
parallels a provision that Congress considered years earlier in a bill· designed to strengthen 
protections against witness tampering and obstruction of justice. While the earlier prov1sion is not 
a direct antecedent of Section 1512(c)(2), Congress's understanding of the broad scope of the 

1080 The Supreme Court's decision in Marinello v. United States, 138 S. Ct .. 1101 (2018), does not 
support imposing a non-textual limitation on Section 1512(c)(2}. Marinello interpreted the tax obstruction 
statute, 26 U.S.C. § 7212(a), to require "a 1nexus' between the. defendant's conduct and a particular 
administrative proceeding." Id, at 1109. The Court adopted that construction in light of the similar 

. interpretation given to "other obstruction provisions," id. (citing Aguilar and Arthur Andersen), as well as 
considerations ofcontext, legislative history, structure of the criminal tax laws, fair warning, and lenity. Id. 
at 1106-1 l 08: The type of "nexus" element the Court adopted in Marinello already applies under Section 
1512( c )(2), and the remaining considerations the Court cited do not justify reading into Section 1512( c )(2) 
language that is not there. See Bates v. United States, 522 U.S. 23, 29 (1997) (the Court "ordinarily resist[s] 
reading words or elements into a statute that do not appear on its face."). 
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earlier provision is instructive: Recognizing that "the proper admmistratioh of justice may be 
impeded or thwarted" by a "variety of corrupt methods ... limited only by the imagination of the 
criminally inclined," S. Rep. No. 532, 97th Cong., 2d. Sess. 17-18 (1982), Congress considered a 
bill that would have amended. Section 1512 by making.it a crime, inter alia, when a person 
"corruptly , .. influences, obstructs, or impedes ... [tJhe enforcement and prosecution of federal 

. law," "administration of a law under which an official proceeding is being or may be conducted," 
or the "exercise of a Federal legislative power of inquiry." Id. at 17-19 (quoting S. 2420). 

\ . 

The Senate Committee explained that: 

[T]he purpose of preventing an obstruction of or miscarriage of justice cannot be fully 
carried out by a shnple enumeration of the commonly prosecuted.obstruction offenses. 
There must also be protection against the· rare type of conduct that is the product of the 
inventive criminal mind and which also thwarts justice·. 

Id. at 18. The report gave,examples of conducf "actually prosecuted under the current residual 
clause [in 18 U.S.C. § 1503], which would probably not be covered in this series [of provisions] 
without a residual clause." Id One prominent example was "[a] conspiracy to cover up the. 
Watergate burglary and its aftermath by having the Central Intelligence.Agency seek to interfere 
with an ongoing FBI investigation of the burglary." Id. (citing United States v. Haldeman, 559 
F.2d 31 (D.C. Cir. 1976)). The report therefore indicates a congressional awareness not only that 
residual0clause language "resembling Section l512(c)(2). broadly covers a wide variety of 
obstructive conduct, but also that such language reaches the improper use of governmental 
processes to obstruct justice-specifically, the Watergate cover-up orchestrated by White House 
officials including the President himself. See Haldeman; 559 F.3d at 51, 86-87, 120-129, 162.1081 

4. General Principles of Statutory Construction Do Not Suggest That Section 
. 1512{c)(2) is Inapplicable to the Conduct in this Investigation 

The requirement of fair warning in criminal law, the interest in avoiding due process 
concerns in potentially vague statutes, and the rule of lenity do not justify narrowing the reach of 
Section 1512(c)(2)'s text.1082 

a. As with other criminal laws, the S~preme Court has "exercised restraint" in interpreting · 
obstruction-of-justice provisions, both out ofrespect for Congress's role in defining crimes and in 
the interest of providing individuals with "fair warning" of what a criminal statute prohibits. 
Marinello v. United States, 138 S. Ct. 1101, ll06 (2018); Arthur Andersen, 544 .U.S. at 703; 

1
~

81 The Senate ultimately accepted the House version of the bill, which excluded an omnibus · 
clause. See United States v. Poindexter, 951 F.2d 369, 382-383 (D.C. Cir, 1991) (tracing history of the 
proposed omnibus provision: in the witness-protection legislation) .. During the floor debate on the bill, 
Senator Heinz, one of the initiators and primary backers of the legislation, explained that the omnibus clause 
was . beyond the scope of the witness-protection measure at issue and likely "duplicative" of other 
obstruction laws, 128 Cong. Rec. 26,810 (1982) (Sen. Heinz), presumably referring to Sections 1503 and 
1505. 

1082 In a separate section addressing considerations unique to the presidency, we consider principles 
of statutory construction relevant in that context. See Volume II, Section III.B. l, il!fra. 
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Aguilar, 515 U.S. at 599-602. In several obstruction cases, the Court has imp'Osed a nexus test that 
requires that the wrongful conduct targeted by the provision be sufficiently connected to an official 
proceeding to ensure the requisite culpability. Marinello, 138 S. Ct. at 1109; Arthur Andersen, 
544 U.S. at 707-708; Aguilar, 515 U.S. at 600-602. Section 1512(c)(2) has been interpreted to 
require a similar nexus. See; e.g., United States v. Young, 916, F.3d 368; 386 (4th Cir. 2019); 
United States v. Petruk, 781 F.3d 438, 445 (8th Cir. 2015); United Sfates v. Phillips, 583 F.3d 
1261, 1264 (10th Cir. 2009); United States v. Reich, 479 F.3cl 179; 186 (2d Cir. 2007). To satisfy 
the nexus requirement, the government must show as an objective matter that a defendant acted 
"in a manner that is likely to obstruct justice," such that the statute "excludes defendants who have 

.an evil purpose but use means that would only. unnaturally and improbably be successful." 
Aguilar, 515 U.S. at 601-602 (internal quotation marks omitted); see id. at 599 ("the endeavor 
must have the natural and probable effect of interfering with the due administration of justice") 
(internal quotation marks omitted).· The government must also show as a subjective matter that 
the actor "contemplated a particular, foreseeable proceeding." Petruk, 781 F.3d at 445.. Those 
requirements alleviate fair-warning concerns by ensuring that obstructive conduct has a close 
enough connection to existing or future proceedings .to implicate the dangers targeted by the · 
obstruction laws and that the individual actually haf the obstructive result in mind. 

b. Courts also seek to construe statutes to avoid due process vagueness concerns. See, e.g., 
McDonnell v. United States, 136 S. Ct. 2355, 2373 (2016); Skilli~g v. United States, 561 U.S. 358, 
368, 402-404 (2010). Vagueness doctrine requires that a statute define a crime "with sufficient 
definiteness that ordinary people can understand what conduct is prohibited" and "in a manner that 
does not encourage arbitrary and discriminatory enforcement." Id. at 402-403 (internal quotation· 
marks omitted). The obstruction statutes' requirement of acting "corruptly" satisfies that test. 

"Acting 'corruptly' within the meaning of§ 1512(c)(2) means acting with an improper 
'purpose and to engage in conduct knowingly and dishortestly with the specific intent to subvert, 
. impede or obstruct" the relevant proceeding. United States v. Gordon, 710 F.3d 1124, 1151 (10th 
Cir. 2013) (some quotation marks omitted). The majority opinion in Agl,lilar did not address the 
defendant's vagueness challenge to the word "corruptly," 515 U.S. at 600 n. l, but Justice Scalia's 
separate opinion did reach that issue and would have rejected the challenge, id. at 616-617 (Scalia, 
J., joined by Kennedy and Thomas, JJ., concurring in part and dissenting in part). "Statutory 
language need not be colloquial," Justice Scalia explained, and "the term 'corruptly' iii criminal 
laws has a longstanding and well-accepted meaning .. It denotes an act done with an intent to give 
some advantage inconsistent with official duty and the rights of others."• Id. at 616 (internal 
quotation marks omitted; citing lower court authority and legal dictionaries). Justice Scalia added 
that "in the context of obstructing jury proceedings, any claim of ignorance of wrongdoing is 
incredible." Id. at 617. Lower courts have also rejected vagueness challenges to the word 
"corruptly." See, e.g., United States v. Edwards, 869 F.3d 490, 501-502 (7th Cir. 2017); United 
States v. Brenson, 104 F.3d 1267, }280-1281 (11th Cir. 1997); United States v. Howard, 569 F.2d· 
1331, 1336 n.9 (5th Cir. 1978). This well-established intent standard precludes the need to limit 
the obstruction statutes to only certain kinds of inherently wrongful conduct. 1083 

' 

' 
. 

1083 In .United States v. Poindexter, 951 F.2d 369 (D.C. Cir. 1991), the court of appeals foundithe_ 
term "corruptly" in 18 U.S.C. § 1505 vague as applied to a person who provided false information to 
Congress. After.suggesting that the word "corruptly" was vague on its face, 951 F.2d at 378, the court 
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C. Finally, the rule oflenity does not justify treating Section 1512( c )(2) as a prohibition on 
evidence impairment, as opposed to an omnibus clause. · The rule of lenity is an interpretive 
principle that resolves ambiguity in criminal laws in favor of the less-severe construction. 
Cleveland v. United States, 531 U.S. 12, 25 (2000). "[A]s [the Court has] repeatedly emphasized," 
however, the rule oflenity applies only if, "after considering text, structure, history and purpose, 
there remains a grievous ambiguity or uncertainty in .the statute such that the Court must simply 
guess as to what Congress intended." Abramski v. United States, 573 U.s: 169, 188 n.10 (2014) 
(internal quotation marks omitted). The rule has been cited, for example, in adopting a narrow 
meaning of"tangible object" in an obstruction statute when the prohibition's title, history, and list 
of prohibited acts indicated a focus on destruction of records. See Yates v. United States, 135 S. 
Ct. 1074, 1088 (2015) (plurality opinion) (interpreting "tangible object" in the phrase "record, 
document, or tangible object" in 18 U.S.C. § 1519 to mean an item capable of recording or 
preserving information). Here, as discussed above, the text; structure, and 'history of Section 
1512(c)(2) leaves no "grievous ambiguity" about the statute's meaning. Section 1512(c)(2) 
defines a structurally independent general prohibition on obstruction of official proceedings. 

5. Other Obstruction Statutes Might Apply to the Conduct in this Investigation 

Regardless whether Section 1512( c )(2) covers all corrupt acts that obstruct, influence, or 
impede pending or contemplated proceedings, other statutes would apply to such conduct in 

,pending proceedings, provided that the remaining statutory elements are satisfied. As discussed 
above, the omnibus clause in 18 U.S.C. § 1503(a) applies generally to obstruction of pending 

,judicial and grand proceedings.1084 See Aguilar, 515 U.S. at 598 (noting that the clause is "far 
more g~neral in scope" than preceding provisions). Section 1503(a)'s protections extend to 
witness tampering and to other obstructive conduct that has a nexus to pencling proceedings. See 
Sampson, 898 F.3d at 298-303 & n.6 (collecting cases from eight circuits holding that Section 
1503 covers witness-related obstructive conduct, and cabining prior circuit authority). And 
Section 1505 broadly criminalizes obstructive conductaimed at pending agency and congressional 
proceedings.1085 See, e.g., United States v. Rainey, 757 F.3d 234, 241-247 (5th Cir. 2014). 

concluded that the statute did not clearly apply to corrupt conduct by the person himself and the "core" 
conduct to which Section 1505 could constitutionally be applied was one persoq influencing another person 
to violate a legal duty. Id. at 379-386. Congress later enacted a provision overturning that result by 
providing that "[a]s used in [S]ection 1505, the term 'corruptly' means acting with an improper purpose, 
personally or by influencing another, including by making a false or misleading statement, or withholding, 
concealing, altering, or destroying a document or other information." 18 U.S.C. § 1515(b). Other courts , 
have declined to follow Poindexter either by limiting it to Section 1505 and the specific conduct at issue in 
that case, see Brenson, 104 F.3d at 1280-1281; reading it as narrowly limited to certain types of conduct,. 

· see United States v. Morrison, 98 F.3d 619; 629-630 {D.C. Cir. 1996); o.r by noting.that it predated Arthur 
Andersen's interpretation of the term "corruptly," see Eilwards, 869 F.3d at 501-502. 

1084 Section 1503(a) provides for criminal punisliment of; 

Whoever .. ·. corruptly or by threats or force, or by any threatening letter or 
communication, influences, obstructs, or impedes, or endeavors to influence, obstruct, or 
impede, the due administration of justice:' 

1085 Section 1505 provides for criminal punishment of: 
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Finally, 18 U.S.C. § 1512(b)(3) criminalizes tampering with witnesses to prevent the 
· communication of information about a crime to law enforcement. The nexus inquiry articulated 
in Aguilar-that an individual has "knowledge that his actions are likely to affect the judicial 
proceeding," 515 U.S. at 599-does not apply to Section 1512(b)(3). See United States v. Byrne, 
435 F .3<l l 6, 24-25 {1st Cir. 2006). The nexus inquiry turns instead on the actor's intent to prevent 
communications to a federal law enforcement official. See Fowler v. United States, 563 U.S. 668, 
673-678 (2011 ). 

* * * 
In sum, in light of the breadth of Section 1512(c)(2) and the other obstruction statutes, an 

arguinent that the conduct at issue in this investigation falls outside the scope of the obstruction 
laws lacks merit 

B. Constitutional Defenses to Applying Obstruction-Of-Justice Statutes to 
Presidential Conduct · 

The President has broad discretion to direct criminal investigations. The Constitution v,ests 
the "executive Power" in the President and enjoins him to "take Care that the Laws be faithfully 
executed." U.S. CONST. ART II, §§ 1, 3. Those powers and duties form the foundation of 
prosecutorial discretion. See United States v. Annstrong, 517 U.S. 456, 464 (1996) (Attorney 
General and United States Attorneys "have this latitude because they are·designated by statute as 
the President's delegates to help him discharge his constitutional responsibility to 'take Care that 
the Laws be faithfully executed."'). The President. also has authority to appoint officers of the 
United States and to remove those whom he has appointed. U.S. CONST. ART II,§ 2, cl. 2 (granting 
authority to the President to appoint all officers with the advice and•consent ofthe Senate, but 
providing that Congress may vest the appointment of inferior officers in the President alone, the 
heads of departments, or the courts of law); see also Free Enterprise Fund v. Public Company 
Accounting Oversight Board, 561 U.S. 477, 492-493, 509 (2010) (describing removal authority as 
flowing from the President's "responsibility to take care that the laws be faithfully executed"). 

Although the President has broad authority under Article II, that authority coexists with · 
Congress's Article ·1 power to enact laws that protect congressional proceedings, federal 
investigations, the courts, and gtand juries against corrupt efforts to undermine their functions. 
Usually, those constitutional powers ~ction in harmony, with the President enforcing the 
criminal laws under Article II to protect against corrupt obstructive acts. But when the President's 
official actions come into conflict with the prohibitions in the obstruction statutes; any 
constitutional tension is reconciled through separation-of-powers analysis. 

Whoever corruptly ... influences, obstructs, or impedes or endeli.vors to influence, 
obstruct, or impede the due and proper administration of the law under which any pending 
proceeding is being had before any department or agency of the United States, or the due 
and proper exercise of the power of inquiry under which any inquiry or investigation is 
being had by either House, or any committee of either House or any joint colll111ittee of the 
Congress. ' 
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The President's counsel has argued that "the President's exercise of his constitutional 
authority ... to terminate an FBI Director and to close investigations ... cannot constitutionally 
constitute obstruction of justice."1086 As noted.above, no Department of Justice position or 
Supreme Court precedent directly resolved this issue. We did not find counsel's contention, 
however, to accord with our reading of the Supreme· Court authority addressing separation-of. 
powers issues. Applying the Court's framework for analysis, we concluded that Congress can 
validly regulate the President's exercise of official duties to prohibit actions motivated by a corrupt 
intent to obstruct justice. The limited effect on presidential power that results from that restriction 
would not impermissibly un.dermine the President's ability to perform his Article II functions. 

1. The Requirement of a Clear Statement to Apply Statutes to Presidential 
Conduct Does Not Limit the Obstruction Statutes 

Before addressing Article II issues directly, we consider one threshold statutory­
construction principle that is unique to the presidency: "The principle that general statutes must 
be read as not applying to the President if they do not expressly apply where application would. 
arguably limif the President's constitutional role." OLC, Application of 28 U.S.C. § 458 to 
Presidential Appointments of Federal Judges, 19 Op. O.L.C. 350, 352 (1995). This "clear 
statement rule," id., has its source in two principles: statutes should be construed to avoid serious 
constitutional questions, and Congress should not be assumed to have altered the constitutional 
separation of powers without clear assurance that it intended that result. OLC, The Constitutional 
Separation of Powers Between the President and Congress, 20 Op. O.L.C. 124, 178 (1996). 

The Supreme Court has applied that clear-statement rule in several cases. In one leading 
case, the Court construed the Administrative Procedrire Act, 5 U.S.C. § 701 et seq., not to apply 
to judicial review of presidential action. Franklin v. Massachusetts, 505 U.S. 788, 800-801 (1992) . 

. The Court explained that it "would require an express statement by Congress before assuming it 
intended the President's performance of his statutory duties to be reviewed for abuse of discretion." 
Id. at 801. In.another case, the Court interpreted the word "utilized'.' in the Federal Advisory 
Committee Act (FACA), 5 U.S.C. App., to apply only to the use of advisory committees 
established directly· or indirectly by the government, thereby excluding the American Bar 
Association's advice to the Department of Justice ab~ut federal judicial candidates. Public Citizen 
v, United States Department of Justice, 491 U.S. 440~ 455, :462-467 (1989). The Court explained 
that a broader interpretation of the term "utilized"in F ACA would raise serious questions whether 
the statute "infringed unduly on the President's Article II power to nominate federal judges and 
violateJ the doctrine of separation of powers." Id. at 466-467. Another case found that an 
established canon of statutory construction applied with "special force" to provisions that would 
impinge on the President's foreigu-affairs powers if construed broadly. 'Sale v. Haitian Centers 
Council, 509 U.S. 155, 188 (1993) (applying the presumption against extraterritorial application .. 
to construe the Refugee Act of 1980 as not governing in an overseas context where it could affect · 
"foreign and military affairs for which the President has unique responsibilit;y"). See Application 

1086.6/23/17 Letter, President's Personal Counsel to Special Counsel's Office, at 2 n. 1. . 
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of 28 U.S.C. § 458 to Presidential Appointments of Federal Judges, 19 Op. O.L.C. at 353-354 
( discussing Franklin, Public Citizen, and Sale). 

The Department of Justice, has relied on this clear-statement principle to interpret certain 
statutes as not applying to the President at all, similar to the approach taken in Franklin. See, e.g;, 
Memorandum for Richard T. Burress, Office of the President, from Laurence. H. Silberman, 
Deputy Attorney General, Re: Conflict of Interest Problems Arising out of the President's 
Nomination of Nelson A, Rockefeller to be Vice President under the Twenty-Fifth Amendment to 
the Constitution, at 2, 5 (Aug. 28, 1974) (criminal conflict0of-interest statute, 18 U.S.C. § 208, 
does not apply to the President). Other OLC opinions interpret statutory text not to apply to certain 
presidential or executive. actions because of constitutional concerns. See Application of 28 U.S. C. 
§ 458 to Presidential Appointments of Federal Judges-, 19 Op. O.L.C. at 350-357 (consanguinity 
limitations on court appointments, 28 U.~.C. § 458, found inapplicable to "presidential 
appointments of judges to the federal judiciary"); Constraints Imposed by 18 U.S.C. § 1913 on 
Lobbying Efforts, 13 Op. O.L.C. 300, 304-306 (1989) (limitation on the use of appropriated funds 

. for certain lobbying programs found inapplicable to certain communications by the President and 
executive officials). · · 

But OLC has also recognized that this clear-statement rule "does not apply with respect to 
a statute that raises no separation of powers questions were it to be applied to the President," such 
as the federal bribery statute, 18 U.S.C. § 201. Application of 28 U.S.C. § 458 to Presidential 
Appointments of Federal Judges, 19 Op. O.L.C.at 357 n.11. OLC explained that "[a]pplication 
of § 201 raises no separation of powers question, le.t ii.Jone a serious one," because [t]he · 
Constitution confers no power in the President to receive bribes." Id. In support of that conclusion, 
OLC noted constitutional provisions that forbid increases in the President's compensation while 
in office, ''which is what a bribe would function to do," id. (citing U.S; CONST. ART. II,§ 1, cl. 7), 
and the express constitutional power of"Congress to impeach [and convict] a President for, inter 
alia, bribery/' id. ( citing U.S. CONST. ART II, § 4). 

Under OLC's analysis, Congress can permissibly criminalize certain obstructive conduct 
by the President, such as suborning perjury, intimidating witnesses, or fabricating evidence, 
because those prohibitions raise no separation-of-powers questions. See Application of 28 U.S. C. 
§ 458 to Presidential Appointments of Federal Judges, 19 Op. O.L.C at 357 n.11. The 
Constitution does not authorize the President to engage in such conduct, and those actions would 
transgress the President's duty to "take Care that the Laws be faithfully executed." U.S. CONST. 
ART II, §§ 3. In view of those clearly permissible applications of the obstruction statutes to the . 
President, Franklin's holding that the President is entirely excluded from a statute absent a clear 
statement would not apply in this context 

A more limited application ofa clear-statement rule to exclude from the obstruction statutes 
only certain acts by the President-,-for example, removing prosecutors or ending investigations 
for corrupt reasons-would be difficult to implement as a matter of statutory interpretation. It is 
not. obvious how a clear-statement rule would apply to an · omnibus provision like Section 
l 512(c)(2)to exclude corruptly motivated obstructive acts only when carried out in the President's 
conduct of office. No statutory term could easily bear that specialized meaning. For :example, the 
word "corruptly" has a well-\':stablished meaning that does not exclude exercises of official power 
for corrupt ends. Indeed, an established.defit;iition states that "corruptly" means action with an 
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intent to secure an improper advantage "inconsistent with official duty and the rights of others;" 
BALLENTINE'S LAW DICTIONARY 276 (3d ed. 1969) (emphasis added). And it would be contrary 
to ordinary rules of statutory construction fo adopt an unconventional meaning of a statutory term 
only when applied to the President. See United States v. Santos, 553 U.S. 507~ 522 (2008) 
(plurality opinion of Scalia, J.) (rejecting proposal to "giv[ e J the same word, in the same statutory 
provision, different meanings in different factual contexts"); cf Public Citizen, 491 U.S. at 462-
467 (giving the term "utilize<!" in the F ACA a uniform meaning to avoid constitutional questions). 
Nor could. such an exclusion draw on a separat'e and established background interpretive 
presumption, such as the presumption against extraterritoriality applied in Sale. The principle that 

. courts will construe a statµte to avoid serious constitutionalquestions "is not a license for thtl 
judiciary to rewrite language enacted by the legislature." Salinas v. United States, 522 U.S. 52, 
59-60 (1997). "It is one thing to 'acknowledge and accept ... well defined (or even newly 
enunciated), generally applicable, background principles of assumed legislative intent. It is quite 
another to espouse the broad proposition that criminal statutes do not have to be read as broadly· 
as they are written, but.are subject to case-by-case exceptions." Brogan v. United States, 522 U.S. 
398, 406 (1998). . . . 

When a proposed construction "would thus function as an extra-textual limit on [ a statute's J · 
compass;" thereby preventing the statute "from applying to a host of cases falling within its clear 
terms," Loughrin, 573 U.S. at 357,.it is doubtful that the construction would reflect Congress's. 
intent. That is particularJy so with respect to obstruction statutes, which "have been given a broad 
and all-inclusive meaning." Rainey, 757 F.3d at 245 ( discussing Sections 1503 and 1505) (internal • 
quotation marks omitted). Accordingly, since. no established principle of interpretation would 
exclude the presidential conduct we have investigated from statutes such as Sections 1503, 1505, 
1512(b), and 1512(c)(2), we proceed to examine the separation-of-powers issues that could be 
raised as an Article II defense to the application of those statutes. -

2.' Separation-of-Powers Principles Support the Conclusion that Congress May 
Validly Prohibit Corrupt Obstructive Acts Carried Out Through the President's 
Official Powers 

When Congress imposes a lil1lltation onthe exercise.of Article II powers, the limitation's 
validity depends on whether the measure "disrupts the balance between the coordinate branches." 
Nixon v. Administrator of General Services, 433 U.S. 425,443 (1977). "Even when a branch does 
not arrogate power to itself, ... the separation-of-powers doctrine requires that a bra:q_ch not impair 
another in the performance of its constitutional duties." Loving v., United States, 5-17 U.S. 748, 
757 (1996). The "separation ofpowers does not mean," however; "that the. branches 'ought to 
have no partial agency in, or no controul over the acts of each other."' Clinton v. Jones, 520 U.S. 
681, 703 (1997) (quoting James Madison, The Federalist No. 47, pp. 325-326 (J. Cooke ed. 1961) 
( emphasis omitted)). In this context, a balancing test applies to assess separation-of-powers issues. 
Applying that test here, we concluded that Congress can validly make obstruction-of-justice 
statutes applicable to corruptly motivated official acts of the President without impermissibly 
undermining his Article II functions. 
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a. The Supreme Court's Separation-'Of-Powers Balancing Test Applies 
In This Context 

A congressionally imposed limitation on presidential action is assessed to determine "the 
extent to which it prevents the Executive Branch from accomplishing its constitutionally assigned 
:functions," and, if the "potential for disruption is present[,] ... whether that impact is justified by 
an overriding need to promote objectives within the constitutional authority of Congress." 
Administrator o.f General Services, 433 U.S. at 443; see Nixon v. Fitzgerald, 457 U.s: 731,753-
754 (1982); United States v. Nixon, 418 U.S. 683, 706-707 (1974). That balancing test applies to 
a congressional regulation of presidential power through the obstruction-of-justice laws. 1087 

i 

When an Article II power has not been "explicitly assigned by the text of the Constitution 
to be within the sole province of the President, but rather was thought to be encompassed within 
the general grant to the President of the 'executive Power,"' the Court has balanced competing 
constitutional considerations. Public Citizen, 491 U.S. at 484 (Kennedy, J., concurring in·the 
judgment,joined by.Rehnquist, C.J., and O'Connor, J.). As Justice Kennedy _noted in Public 
Citizen, the Court has applied a balancing test to restrictions on "the President's power to remove 
Executive officers, a power [that] ... is not conferred by any explicit provision in the text of the 
Constitution (as is the appointment power), but rather is inferred to be a necessary part of the grant 
of the 'executive Power."' Id. ( citing Morrison v. Olson, 487 U.S. 654; 694 (1988), and Myers v. 
United States, 272 U.S. 52, 115-116 (1926)). Consistent with that statement, Morrison sustained 
a good-cause limitation on the removal of an inferior officer with defined prosecutorial · 
responsibilities after determining that the limitation did not irnpermissibly undermine the 
President's abilit); .. to perform his Article II functions. 487 U.S. at 691-693, 695-696. The Court 
has also evaluated other general executive-power claims through a balancing test. For example, 
the Court evaluated the President's claim of an absolute privilege for presidential communications 
about his official act,; by balancing that interest against the Judicial Branch's need for.evidence in 
a criminal case. United States v. Nixon, supra (recognizing a qualified constitutional privilege for 
presidential communications on official matters). The Court has also upheld a law that provided 
for archival access to presidential records despite a claim, of absolute presidential privilege over 
the records. Administrator of General Services, 433 U.S. at 443-445, 451-455. The analysis in 
those cases supports applying a balancing test to assess the constitutionality of applying the 
obstruction-of-justice statutes to presidential exe_rcises of executive power. 

Only in a few instances has the Court applie4 a different framework.' When the President's 
power is "both 'exclusive' and 'conclusive' on the issue," Congress is precluded from regulating 
its exercise. Zivotofsky v. Kerry, 135 S. Ct. 2076, 2084 (2015). In Zivotofeky, for example, the 
Coutj: followed "Justice Jackson's familiar tripartite framework;' in Youngstown Sheet & Tube Co. 
v. Sawyer, 343 U.S. 579, 635~638 (1952) (Jackson, J., concurring), and held that.the President's 

. ' 
1087 OLC applied such a balancing test in concluding that the President is not subject to criminal 

prosecution while in office, relying on many of the same precedents discussed in this section. See A Sitting 
President's Amenability to Indictment and Criminal Prosecution, 24 Op. O.L.c:·222, 237-238; 244-245 
(2000) (relying on, inter alia, United States v. Nixon, Nixon v. Fitzgerald, and Clinton v. Jones, and quoting 
the legal standard from Administrator of Geneml Services v. Nixon that is applied in theJext). OLC 
recognized that "[t]he balancing analysis" it had initially relied. on in finding that a sitting President is 
immune from prosecution had "been adopted as the appropriate mode of analysis by the Court." Id. at 244. 
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authority to recognize foreign nations is exclusive. Id. at 2083, 2094. See also Public·Citizen 491 
U.S. at 485-486 (Kennedy, J., cohcuning in the judgment) ( citing the power to grant pardons under 
U.S. CONST., ART. II, § 2, cl. 1, and the Presentment Clauses for legislation, U.S. CONST., ART. I, 
§ 7, Cls. 2, 3, as examples of exclusive presidential powers by virtue of constitutional text). 

But even when a power is exclusive, "Congress' powers, and its central role in making 
laws, give it substantial authority regarding many of the policy determinations that precede and 
follow" the President's act. Zivotoftky, 135.S. Ct. at 2087. For example, although the President's 
power to grant pardons is exclusive and not subject to congressional regnlation, see United States 
v. Klein, 80 U.S. (13 Wall.) 128, 147-148 (1872), Congress has the authoritytoprohibitthecorrupt 
use of"anytWng of value" to influence the testimony of another person in a judicial, congressional, 
or agency proceeding, 18 U.S.C. § 201(b)(3)-which would include the offer or promise of a 
pardon to induce a person to testify falsely or not to testify at all. The offer of a pardon would 
precede the act of pardoning and thus be within Congress's power to regulate even if the pardon 
itselfis not. Just asthe Speech or Debate Clause, U.S. CONST. ART.I, § 6, cl.1, absolutely protects 
legislative acts, but not a legislator's "taking or agreeing to take money for a promise to act in a 
certain way ... for it is taking the bribe, not performance of the illicit compact, that is a criminal 
act," United States v. Brewster, 408 U.S. 501, 526 (1972) (emphasis omitted), the promise of a 
pardon to corruptly influence testimony would not be a constitutionally immunized act. The 
application of obstruction statutes to such promises therefore would raise no serious separation- · · 
of-powers issue. ' 

b. The Effect of Obstn1ction-of..J11stice Stat11tes on the President's 
Capacity to Perform Jr,s Article II Responsibilities is Limited 

Under the Supreme Court's balancing test for analyzing separation-of-powers issues, the 
first task is to assess the degree to which applying obstruction-of-justice statutes to presidential 
actions affects the President's ability to carry out his Article II responsibilities. Administrator of 
General Services, 433 U.S. at 443. As discussed above, applying obstruction-of-justice statutes 
to presidential conduct that does not involve the President's conduct of office-such as influencing 
the testimony of witnesses--is constitutionally unproblematic. The President has no more right 
than other citizens to impede official proc~edings by corruptly influencing witness testimony. The 
conduct would be equally improper whether effectuated through direct efforts to produce false 
testimony. or suppress, the truth, or through. the actual, threatened, or promised use of official 
powers to achieve the same result. · 

The President's action in curtaili~g criminal investigations or prosecutions, or discharging 
Jaw enforcement oJficials, raises different questions. Each type of action involves the exercise of 
executive discretion in furtherance of the President's duty to "take Care that the Laws be faithfully 
,executed." U.S. CONST., ART. II, § 3. Congress may not supplant the President's exercise of 
executive power tor'supervise·,prosecutions or to remove officers who occupy law enforcement 
positions. See Bowsher v. Synar, 478 U.S. 714, 726-727 (1986) ("Congress cannot reserve for 
itself the power of removal of an officer charged with the execution of the laws except by 
impeachment. ... [Because t]he structure of the Constitution does not permit Congress to execute . 
the laws, . . . [t]Ws kind of congressional control over the execution of the laws . . . is 
constitutionally impermissible."). Yet the obstruction-of-justice statutes do not aggrandize power 
in Congress or usurp executive authority. Instead, they impose a discrete limitation on conduct 
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only when it is taken with the "corrupt" intent to obstruct justice. The'obstruction statutes thus 
would restrict presidential action only by prohibiting the President from acting to obstruct official 
proceedings for the improper purpose of protecting his own interests. See Volume II, Section 
III.A.3, supra. · 

The direct effect on the President's•freedom of action would correspondingly be a limited 
one. A preclusion of "corrupt" official action is not a major intrusion on Article II powers. For 
example, the proper supervision of criminal law does not demand freedom for the President to act 
with the intention of shielding himself from criminal punishment, avoiding financial liability, or 
preventing personal embarrassment. To the contrary, a statute that prohibits official action 
undertaken for such personal purposes furthers, rather than hinders, the impartial and evenhanded· 
administration of the law. And the Constitution does not·mandate that the President have 
unfettered authority to direct investigations or prosecutions, with no limits whatsoe\'er, in order to 
carry out his Article H functions. See Heckler v. Chaney, 470 U.S: 821, 833 (1985) ("Congress 
may limit an agency's exercise of enforcement power if it wishes, either by setting substantive 
priorities, or by otherwise circumscribit;ig an agency's power to discriminate among issues or cases 
it will pursue."); United States v. Nixon, 418 U.S. at 707 ("[t]o read the Art. II powers of the 
President as providing an absolute privilege [to withhold confidential communications from a 
criminal trial] ... would upset the constitutional balance of'a workable government' and gravely 
impair the role of the courts under Art. III"). 

Nor must the Presidenfhave unfettered authority to remove all Executive Branch officials. 
involved in the execution of the laws. The Constitution establishes that .Congress has legislative 
authority to structure the Executive Branch by authorizing Congress to create executive 
departments and officer positions and to specify how inferior officers are appointed. E.g., U.S. 
CONST., ART. I,§ 8, cl. 18 (Necessary and Proper Clause); ART. II,§ 2, cl. 1 (Opinions Clause); 
ART. II, § 2, cl. 2 (Appointments Clause); see Free Enterprise Fund, 561 U.S. at 499. While the 
President's removal power is an important means of ensuring that officers faithfully execute the 
law, Congress has a recognized authority to place certain limits on removal. Id. at 493-495. 

The President's removal powers are at their zenith with respect to principal officers:.......thaf 
is, officers who must be appointed by the President and who report to him directly. See Free 
Enterprise Fund, 561 U.S. at 493, 500. The President's "exclusive and illimital:>le power of 
removal" of those principal officers furt®rs "the President's ability to ensure that the laws are 
faithfully executed." Id. at 493, 498 (internal quotation marks omitted); Myers, 272 U.S. at 627. 
Thus, ."there are some 'purely executive' officials who must be removable by the President at will 
ifhe is able to accomplish his constitutional role." Morrison, 487 U.S. at 690; Myers, 272 U.S. at 
134 (the President's "cabinet officers must do his will," and "[t]he.moment that he loses confidence 
in the intelligence, ability, judgment, or-loyalty of any one of them, he must have the power to 
remove _him _without delay"); cf Humphrey's Executor v. United States, 295 D.S. 602 (1935) 
(Congress has the power to create independent agencies headed by principal officers removable 
only for good cause). In light of those constitutional precedents, it may be that the obstruction 
statutes could not be constitutionally applied to litnit the removal of a cabinet officer such as the 
Attorney General. See 5 U.S.C. § 101; 28 U.S.C. § 503. In that context, at least·absent 
circumstances showing that the President was clearly attempting to thwart accountability for 
personal conduct while evading ordinary\ political checks and balances, even the highly limited 

174 



19586

385 

u . ..,. u1:parumm1 u1 Ju~uc1: 

,i\t-tefflcry 'i'lerk Pftlthie~ // ~le:} Cefflftift_ Mtttetial Pfef_eet:edl.Jftder f' et!. R.-. Criffl._ }le 6~e) 

regulation imposed by \:he obstruction statutes could possibly intrude too deeply on the President's 
freedom to select and supervise the members of his cabinet 

The removal of inferior officers, in contrast, need not necessarily be at will for the President 
to fulfill his constitutionally assigued role in managing the Executive Branch. "(I]nferior officers 
are officers whose work is directed and supervised at some level by other officers appointed by 
the President with the Senate's consent." Free Enterprise Fund; 561 U.S. at 510 ( quoting Edmond 
v. United States, 520 U.S. 651, 663 (1997)) (internal quotation marks omitted). The Supreme 
Court has long recognized Congress's authority to place for~cause limitations on the President's 
removal of"inferior Officers" whose appointment may be vested in the head of a department. U.S. 
CONST. ART. II, § 2, cl. 2. See United States v. Perkins, 116 U.S.'483,.485 (1886) ("The 
constitutional authority in Congress to thus vest the appointment [ of inferior officers in the heads 
of departments] implies authority to limit, restrict, and regulate the removal by such laws as 
Congress may enact in relation to the officers so appointed") (quoting lower court decision); 
Morrison, 487 U.S. at (i89 n. 27 ( citing Perkins); accord id. at 723-724 & n.4 (Scalia, J., dissenting) 
(recognizing that Perkins is "established" law); see also Free Enterprise Fund, 561 U.S. at 493-
495 ( citing Perkins and Morrison). The category ofinferior officers includes both the FBI Director 
and the Special Counsel, t:ach of whom reports to the Attorney General. See 28 U.S.C. §§ 509, 
515(a), 531; 28 C.F.R. Part 600. Their work is thus "directed and supervised" by a presidentially­
appointed, Senate-confirmed officer. See In re: Grand Jury investigation,_ F.3d _, 2019 WL 
921692, at *3-*4 (D.C. Cir. Feb. 26, 2019) (holding that the Special Counsel is an "inferior officer" 
for constitutional purposes). 

Where the Constitution pennits Congress to impose a good-cause limitation on the removal 
of an Executive Branch officer, the Constitution should equally permit Congress to bar removal 
for the corrupt purpose of obstructing justice. Limiting the range of permissible reasons for 
removal to exclude a "corrupt" purpose imposes a ,lesser restraint ori the President .than requiring 
an affirmative showing of good cause. It follows that for such inferior officers, Congress may 
constitutionally restrict the President's removal authority if that authority was exercised for the 
corrupt purpose of obstructing justice. And even ifa particular inferior officer's position might be 

· of such importance to the execution of the laws .that the President must have at-will removal 
authority, the obstruction-of-justice statutes could still be 1 constitutionally applied to forbid 
removal for a corrupt reason.1088 A narrow and discrete limitation on removal that precluded ' 
corrupt action would leave ample room for an other considerations, including disagreement over 

. policy or loss of confidence in the officer's judgment or commitment. A corrupt-purpose 
prohibition therefore would not .undermine the President's ability to perform his Article II 
functions. Accordingly, because the separation-of-powers question is ''whether the removal 
restrictions are of such a nature. that they impede the President's ability to. perform his 
constitutional duty," Morrison, 487 U.S. at 691, a restriction on removing an inferior officer for a 

1088 Although the FBI director is an inferior officer, he is appointed by the President and removable 
by him at will, see 28 U.S.C. § 532 note, and it is not clear that Congress could constitutionally provide the 
FBI director with good-cause tenure protection. See OLC, Constitutionality of Legislation Extending the 
Term of the FBI Director, 201 i WL 2566125, at *3 (O.L.C. June 20,201 l) ("tenure protection for an officer 
with the FBI Director's broad investigative, administrative, and policymaking responsibilities would raise 
a serious constitutional question whether Congress had 'impede[d] the President's ability to perform his 
constitutional duty' to take care that the laws be faithfully executed") ( quoting Morriso1!, 487 U.S. at 691 ). 

175 



19587

386 

. u,.:,; ueparum:m 01 JUJSUl,;IJ 

l..tte~ey Werk Pftlffl:let_ //~!tt, Ct'lffltttft ¥atefi11l PreteetedJ.J_tta_er Fed_. R. Qrifll. P_. 6t<i~ _ 

corrupt reason-a reason grounded in achieving personal rather than_ official endi;-does not 
seriously hinder the President's performance cifhis duties. The President retains broad latitude to 
supervise investigations and remove officials, circumscribed_ in this context only by the 
requirement that he not act for corrupt personal purposes. 1089 

c. Congress Has Power to Protect Congressionql, Grand Jury; and 
Judicial Proceedings Against Corrupt Acts from Any Source 

Where a law imposes a burden. on the President's performance of Artic:le II functions, 
separation-of-powers analysis considers whether the statutory measure "is justified by an 
overriding need to promote objectives within the constitutional authority of Congress." 
Administrator of General Services, 433 U.S. at 443. Here, Congress enacted the obstruction-of. 
justice statutes to protect, among other things, the integrity of its own proceedings, grand jury 
investigations, and federal criminal trials. Those objectives are within Congress's authority and 
serve strong governmental interests. 

i. Congress has Article I authority to define generally applicable criminatiaw and apply it 
to all persons-including the President, Congress clearly has authority .to protect its own 
legislative functions against corrupt efforts designed to impede legitimate fact-gathering and 
lawmaking efforts. See Watkins v. United States, 354 U.S. 178, 187, 206-207 (1957); Chapman 
v. United States, 5 App. D.C. 122, 130 (1895). Congress also has authority to establish a system 
of federal courts, which includes. the power to protect the judiciary against obstructive acts. See 
U.S; CONST. ART. I, § 8, els. 9, 18 ("The Congress shall have Power ... To constitute Tribunals 
inferior to. the supreme Court" and "To make all Laws which shall be necessary and proper for 
carrying into Execution the foregoing powers"). The long lineage of the obstruction-of-justice 
statutes, which can be traced to at least 1831, attests to the necessity for that protection. See An 
Act Declaratory of the Law Concerning Contempts o.fCourt, 4 Stat. 487-488 § 2 (1831) (making 
it a crime if "any person or persons shall corruptly ... endeavor to influence, intimidate, or impede 
any juror, witness, or officer, in any court of the United States, in the discharge of his duty, or· 
shall, corruptly ... obstruct, or impede, or endeavor to obstruct or impede, the due administration 
of justice there1n"). 

ii. The Article ·m courts have an equally strong interest in being protected against 
obstructive acts, whatever their source. As the Supreme Court explained in United States v. Nixon, · 
a "primary constitutional duty of the Judicial Branch" is "to do justice in criminal prosecutions." 
418 U.S. at 707; accord Cheney v. United.States District Court for the District of Columbia, 542 
U.S. 367, 384 (2004). In Nixon, the Court rejected the President's claim of absolute executive 
privilege because "the allowance of the privilege to withhold evidence that is demonstrably 

1089 The obstruction statutes do not disqualify the .President froin acting in a.case simply because 
he has a personal interest in it or because his own conduct may be at issue. As the Department of Justice 
has made clear, a claim of a conflict of interest, standing aione, cannot deprive the President of the ability 
to fulfill his constitutional function. See, e.g., ·oLC, Application.of 28 U.S.C. § 458 to Presidential 
Appointments of FederalJudges, I 9 O.L.C. Op. at 356 (citing Memorandum for Richard T. Burress, Office· 
of the President, from Laurence H. Silbennan, Deputy Attorney General; Re: Conflict of Interest Problems 
Arising out of the Pres(dent's Nomination of Nelson A. Rockefeller to be Vice President under the Twenty-· 
Fifth Amendment to the Constitution, at 2, 5 (Aug. 28, 1974)). 
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relevant in a criminal trial would cut deeply into the guarantee of due process of law and gravely 
impair the basic: function of the courts." 407 U.S. at.712. As Nixon illustrates, the need to 
safeguard judicial integrity is a compelling constitutional interest. See id. at 709 (noting that the. 
denial of full disclosure of the facts surrounding relevant presidential communications threatens 
"[t]he very integrity of the judicial system and public confidence in the system"). 

iii. Finally, the grand jury cannot achieve its constitutional purpose absent protection from 
corrupt acts. Serious federal criminal charges generally reach the Article III courts based on an 
indictment issued by a grand jury. Cobbledick v. United States,309 U.S. 323, 327 (1940) ("The 
Constiu.ition itself makes the grand jury a part of the judicial process."). And the grand jury's 
function is enshrined in the Fifth Amendment. U :s. CONST. AMEND. V. ("[ n Jo person shall be held 
to answer" for a ·serious crime ''unless on a presentment or indictment of a Grand. Jury"). "[T]he 
whole theory of [the grand jury's] function is that it ~longs to no branch of the institutional 
government, serving as a kind of buffer or referee between the Government and the people," 
United States v. Williams, 504 U.S. 36, 47(1992), "pledged to indict no one because of prejudice 
and to free no one because of special favor." Costello v. United States, 350 U.S. 359, 362 (1956). 
If the grand jury were not protected against corrupt interference from aHpersons, its function as 
an independent charging body would be thwarted. And an impartial grand jury investigation to 
determine whether probable cause exists to indict is vital to the criminaljustice process. 

* * 
The final step in the constitutional balancing process is to assess whether the separation­

of-powers doctrine permits Congress to take· action within its constitutional authority 
notwithstanding the potential impact on Article II functions. See_ Administrator of General 
Services, 433 U.S. at 443; see also Morrison, 487 U.S. at 691-693, 695-696; United States v. Nixon, 
418 U.S. at 711-712. In the case of the obstruction-of0justice statutes, our assessment of the 
weighing of interests leads us to conclude that Congress has the authority to impose the limited 
restrictions contained in those statutes on the President's official conduct to protect the integrity 
of important functions of other branches of government. 

A general ban on. corrupt action does not unduly intrude on the President's responsibility 
to "take Care that the Laws be faithfully executedY u:s. CONST. ART II,§§ 3.1090 To the contrary, 
the concept of "faithful execution" connotes the use of power in the interest of the public, not in 
the office holder's personal interests. See 1 Samuel Johnson, A Dictionary of the English 
Language 763 (1755) ("faithfully" def. 3: "[w]ith strict adherence to duty and allegiance"). And 
inlmurtizing the President from the generally applicable criminal prohibition against · corrupt 
obstruction of official proceedings would seriously impair Congress's power to enact laws "to 
promote objectives within [its] constitutional authority," Administrator of General Services, 433 
U.S. at 425---i.e., protecting the integrity of its own proceedings and the proceedings of Article III 
courts and grand juries. 

! f • " -
1090 As noted above, the President's selection and removal of principal e;,cecutive officers may have 

a unique constitutiona,I status. 
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Accordingly, based on the analysis above, we were not persuaded by the argument that the 
President has blanket constitutional immunity to engage in acts that would corruptly obstruct 

, justice through the exercise of otherwise-valid Article II powers. 1091 · 

3. Ascertaining Whether the President Violated the Obstruction Statutes Would 
Not Chill his Perfonnance of his Article II Duties 

Applying the obstruction statutes to the President's official conduct would involve 
determining as a factual matter whether he engaged in an obstructive act, whether the act had a 
nexus to official proceedings, and whether he was motivated by corrupt intent. But applying those 
standards to the President's official conduct should not hinder his ability to perfonn his Article II 
duties. Cf. Nixo'(I- v. Fitzgerald, 457 U.S. at 752-753 & n.32 (taking into account chilling effect on 
the President in adopting a con~titutional rule of presidential immunity from private civil damages 
action based on official duties). Several safeguards would prevent a chilling effect: the existence 
of settled legal standards, the presumption of regularity in prosecutorial actions, and the existence 
of evidentiary limitations on probing the President's motives. And historical experience confinns 
that no impermissible chill should exist. 

a. As an initial matter, the term "corruptly" sets a demanding standard. It requires a 
concrete showing that a person acted with an intent to obtain an "improper advantage for [him ]self 
or someone else, inconsistent with official duty and the rights of others.", BALLENTINE's LAW 
DICTIONARY 276 (3d ed. 1969); see United States v. Pasha, 797 F.3d 1122, 1132 (D.C. Cir. 2015); 
Aguilar, 515 U.S. at 616 (Scalia, J., concurring in part and dissenting.in part). That standard 
parallels the President's constitutional obligation to ensure the faithful execution of the laws. And 
virtually everything that the President does in the routine conduct of office will have a ,clear 
governmental purpose and will not b,e contrary to his official duty. Accordingly, the President has 
no reason to be ,chilled in those actions because, in virtually all instances, there will be no credible 
basis for suspecting a corrupt personal motive. 

That point is illustrated by examples of conduct that would and would not satisfy the 
stringent corrupt-motive standard. Direct or indirect action by the President to end a criminal 
investigation into his own or his family members' conduct to protect against personal 
embarrassment or legal liability would constitute a cote example of corruptly motivated conduct. 
So too would action to halt an enforcement proceeding that directly ,and adversely affected the 
President's financial interests for the purpose of protecting those interests. In those examples, 

1091 A possible remedy through impeachment for abuses of power would not substitute for potential 
criminal liability after a President leaves office. Impeachment would remove a President from office, but 
would not address the underlying culpability of the conduct or serve the usual purposes of the criminal law. 
Indeed, the Impeachment Judgment Clause recognizes that criminal law plays an independent role in 
addressing an official's conduct, distinct from the political remedy of impeachment. See U.S. CONST. ART. 
I, § 3, ct 7. Impeachment is also a drastic and rarely invoked remedy, and Congress is not restricted to 
relying only on impeachment, rather than making criminal law applicable to a former President, as OLC 
has recognized. A Sitting President's Amenability to Indictment and Criminal Prosecution, 24 Op. O.L.C. 
at 255 ("Recognizing an immunity from prosecution for a sitting President would not preclude such · 
prosecution once the President's term is over or he is otherwise removed froin office by resignation or 
impeachment."). 
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official power is being used for the purpos·e of protecting the President's personal i;;terests. In· 
contrast, the President's actions to serve political or policy interests would not qualify as corrupt. 
The President's role as head of the government necessarily requires him to take 'into account 
political factors in making policy decisions that affect law-enforcement actions and proceedings. 
For instance, the President's decision to curtail a law-enforcement investigation to avoid 
international friction would not implicate the obstruction-of-justice stat:utes. The criminal law 
does not seek to regulate the consideration of such political or policy factors in the conduct of 
government. And when legitimate interests animate the President's conduct, those interests will 
almost invariably be readily identifiable based on objective factors. Because the President's 
eonduct in those instances will obviously fall outside the zone of obstruction law, no chilling 
concern should arise. 

b. There is also no reason to believe that investigations, let alone prosecutions, would 
occur except in highly unusual circumstances when a credible factual basis exists to believe that 
obstruction occurred. Prosecutorial action enjoys. a presumption of regularity: absent "clear 
evidence to the contrary, courts presume that [prosecutors] have properly discharged their official 
duties." Armstrong, 517 U.S. at 464 (quoting United States v. Chemical Foundation, Inc., 272 
U.S. 1, 14-15 (1926)). The presumption ofprosecutorial regularity would provide even greater· 
protection to the President than exists in routine cases given the prominence and sensitivity of any 
matter involving the President and the likelihood that such matters will be subject to thorough and 
careful review at the most senior levels of the Department of Justice. Under OLC' s opinion that a 
sitting President is entitled to immunity from indictment, only a successor Administration would 
be able to prosecute a former President. But that consideration does not suggest that a .President 
would have any basis for fearing abusive investigations or prosecutions after leaving office. There 
are "obvious political checks'' against initiating a baseless investigation or prosecution of a former 
President. See Administrator of General Services, 433 U.S. at 448 (considering political checks 
in separation-of-powers analysis). And the Attorney General holds "the power to conduct the 
criminal litigation of the United States Government," United States v. Nixon, 418 U.S. at 694 
(citing 28 U.S.C. § 516), which provides a strong institutional safeguard against politicized 
investigations or prosecutions. 1092 

1092 Similar institutional safeguards protect Department of Justice officers and line prosecutors 
against unfounded investigations into ptosecutorial acts. Prosecutors are generally barred from 
participating in matters implicating their personal interests, see 28 C.F.R. § 45.2, and are instructed not to 
be influenced by their "own professional or personal

1
circumstances," Justice Manual § 9-27.260, so 

prosecutors would not frequently be in a position to take action that could be perceived as corrupt and 
personally motivated. And if such cases arise, criminal investigation would be conducted by responsible 
officials at the Department of Justice, who can be presumed to refrain from pursuing an investigation absent 
a· credible factual basis. Those facts distinguish the criminal context from the common-law rule of ' 
prosecutorial immunity, which protects against the threat of suit by "a defendant [who J often will transform 
his resentment at being prosecuted into the ascription of improper and malicious actions:" Imbler v. 
Pachtman, 424 U.S. 409,425 (1976). As the Supreme Court has noted, the existence of civil immunity 
does not justify 6riminal immunity. See O'Shea v. Littleton, 414 U.S. 488,503 (! 974) ("Whatever may be 
the case with respect to civil liability generally, •.. we have never held that the performance of the duties 
of judicial, legislative, or executive officers, requires or contemplates the immunization of otherwise 
criminaldeprivation of constitutional rights.") (citations omitted). 
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These considerations distinguish the Supreme Court's holding in Nixon v. Fitzgerald that, 
in part because inquiries into the President's motives would g_e "highly intrusive," the President is 
absolutely immune from private civil damages actions based on his official.conduct. 457 U.S. at 
756-757. As Fitzgerald recognized, "there is a lesser public interest in actions for civtl damages 
than, for example, in criminal prosecutions." Fitzgerald, 457 U.S. at 754 n.37; see Cheney, 542 

0 U.S. at 384. And private actions are not subject to the institutional protections of an action under 
the supervision of the Attorney General and subject to a presumption of regularity. Armstrong, · 
517U.S. at 464. 

c .. In the rare cases in which a substantial and credible basis justifies conducting an 
investigation of the President, the process of examining his motivations to detennine whether he 
acted for a corrupt purpose need not have a chilling effect. Ascertaining the President's 
motivations would tum on any explanation he provided to justify his actions, the advice he 
received, the circumstances surrounding the actions, and the regularity or irregularity of the 
process he employed to make decisions. But grand juries and courts would not have automatic 
access to confidential presidential communications on those matters; rather, they could be 
presented in official proceedings only on a showing of sufficient need, Nixon, 418 U.S. at 712; In 
re Sealed Case, 121 F.3d 729, 754, 756-757 (D.C. Cir. 1997); see also Administrator of General 
Services, 433 U.S. at 448-449 (fonner President can invoke presidential communications privilege, 
although successor's failure to support the claim "detracts from [its] weight"). · 

In any event, probing the President's intent in a criminal matter is unquestionably 
constitutional in at least one context: the offense of bribery turns on the corrupt intent to receive 
a thing of value in return for being influenced in official action. 18 U.S.C. § 201(b)(2). There can 
be no serious argument against the President's potential criminal liability for bribery offenses, 
notwithstanding the need to a~certain his purpose and intent. See U.S. CONST. ART. I, § 3; ART. II, 
§ 4; see also Application of 28 U.S.C. § 458 to Presidential Appointments of Federal Judges, 19 
Op. O.L.C. at 357 n.11 ("Application of§ 201[to the President] raises no separation of powers 
issue, let alone a serious one."). 

d. Finally, history provides no reason to believe that any asserted chilling effect justifies 
exempting the President from the obstruction laws. As a historical matter, Presidents have very 
seldom been the subjects of grand jury investigations. And it is rarer still for circumstances to 
raise even the possibility of a corrupt personal motive for arguably obstructive action through the 
President's use of official power. Accordingly, the President's conduct of office should not be 
chilled based on hypothetical concerns about the possible application of a corrupt-motive standard 
in this context. 

'. * 

In sum, contrary to the position taken by the President's counsel, we concluded that, in 
light of the Supreme Court precedent governing separation-of-powers 1ssues, we had a valid basis 
for investigating the conduct at issue in this report. In our view, the application of the obstruction 
statutes would not impermissibly burden the President's performance of his Article II function to 
supervise prosecutorial conduct or to remove inferior law-enforcement officers. And the 
protection of the criminal justice system from corrupt acts by any person-including tlie 
President-accords with .the fundamental principle of our government that "[n]o [person] in this 
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country is so high that he is above the law." . United States v. Lee, 106 U.S. 196, 220 (1882); see 
also Clinton v. Jones, 520U.S. at 697; United States v. Nixon, supra. 

181 



19593

392 

u.;:,. ui:parum:m 01 Jusu..:i: 
Mteme, Wem Prettt:1et _!j M!t}_ Ceffiaffl Material Preteetee Utttler Fee, R. Qfffll . .P, 6Je~. 

IV. CONCLUSION 

Because we determined not to make a traditional prosecutor/al judgment, we did not draw 
ultimate conclusions about the President's conduct. The evidence we obtained about the 
President's actions and intent presents difficult issues that would·need to be resolved ifwe were 
making a traditional· prosecutorial judgment. At the same time, if we had confidence after a 
thorough investigation of the facts that the President clearly did not commit obstruction of justice, · 
we would so state. Based on the facts and the applicable legal standards, v(,e are unable to reach 
that judgment. · Accordingly, while this report does not conclude that the President committed a 
crime, it also does not exonerate him. 
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@ffice of t~.e ~.eputy J\ftonrei <li>enerul 
;llia~l1i11glnll, .Jll.lll. 20530 

ORDER.NO. 3915-2017 

Al'POrNTMENT OF SPECIAL COUNSEL 
TO lNVBSTrGATE RUSSIAN INTERFERENCE WlTH THE 

2016 PRESIDENTIAL ELECTION AND RELATED MATTERS 

By virtue of the authority vested in me as Acting Attorney General, including 28 U.S.C. 

§§ 509, 510, and 515, in order to discharge my responsibility to provide supervision and 

1nanagement of the Department of Justice, and to ensure a full and thorough investigation of the 

·Russian government's efforts to interfere in the 2016 presidentiafelection, I hereby order as 

follows: 

(a) Robert S. Mueller Ill is appointed to s_erve as Special Counsel for the United Stat~ 

Department of Justice. 

{b) The Special Counsel is authorized to conduct the investigation confinned by then-FBI 

Director James B. Comey in testimony before the House Permanent Select Committee on 

Intelligence on March 20, 2017, including: 

(i} any links aru:iior coordi~ation between tbe Russian goverrunent and individuals 

associated with the campaign of President Donald Trump; and 

{ii) any matters that arose or may arise directly from the investigation; and 

(iii) any other matters within the scope of23 C.F.R. § 600.4(a). 

(c) If the Special Counsel believes it is necessary and appropriate, the Special Counsel is 

authorized to prosecute federal crimes arising from the investigation of these matters. 

(d} Sections 600.4 through 600. IO of Title 28 .of the Code of Federal Regulations are 

applicable to the Special Counsel. 

~ 
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APPENDIX B: GLOSSARY 

The following glossary contains names and brief descriptions of individuals and entities 
referenced in the two volumes of this report. It is not intended to be comprehensive and is intended 
only to assist a reader in the reading the rest of the report. 

Agalarov, Aras 

Agalarov, ·Emin 

Akhmetov, Rinat 

Akhmetshin, Rinat 

Aslanov, 
Dzheykhun (J~y) 

, Assange, Julian 

Aven,Petr 

Bannon, Stephen 
(Steve) 

Baranov, Andrey 

Berkowitz, Avi 

Boente, Dana 

Bogacheva, Anna 

Bossert, Thomas 
(Tom) 

Referenced Persons 

Russian real-estate developer ( owner of the Crocus Group); niet Donald 
Trump in connection with the Miss Universe pageant and helped arrange 
the June 9, 2016 meeting at Trump Tower between Natalia Veselnitskaya 
and Trump Campaign officials. 

Performer, executive vice president of Crocus Group, and son of Aras 
Agalarov; helped arrange the June 9, 2016 meeting at Trump Tower 
between Natalia Veselnitskayaand Trump Campaign officials. 

Former member in the Ukrainian parliament who hired Paul Manafort to 
conduct work for Ukrainian political party, the P\111Y of Regions. 

U.S. lobbyist and associate of.Natalia Veselnitskaya who attended the 
June 9, 2016 meeting at Trump Tower between Veselnitskaya and Trump 
Campaign officials, 

Head of U.S. department of the Internet Research Agency, which 
engaged in an "uctive measures" social media campaign to interfere 1n 
the 2016 U.S. presidential election. 

Founder ofWikiLeaks, which in 2016 posted on the internet documents 
stolen from entities and individuals affiliated with the Democratic Party. 

Chairman of the board of Alfa-Bank who attempted outreach to the 
Presidential Transition Team in connection with anticipated post-election 
sanctions. 

White House chief strategist and senior counselor to President Trump 
(Jan. 2017-Aug. 2017); chief executive of the Trump Campaign. 

Director of investor relations at Russian state-owned oil company, 
Rosneft, anp. associate of Carter Page. 

Assistant to Jared Kushner .. 

Acting Attorney General (Jan. 2017 - Feb. 2017); Acting Deputy 
Attorney General (Feb. 2017. Apr. 2017). 

Internet Research Agency employee who worked on "active measures" 
social media campaign to interfere in in the 2016 U.S. presidential 
election; traveled to the United States under false pretenses in 2014. 

Former homeland security advisor to the President who also served as a 
· senior official on the Presidential Transition Team. 
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·. Boyarkin, Viktor 

Boyd, Charles 

Boyko, Yuriy 

Brand, Rachel 

Browder, William 
(Bill) 

· Bulatov, Alexander 

Burchik, Mikhail 

Burck, William · 

Burnham, James 

Burt, Richard 

Bystrov, Mikhail 

" Calamari, Matt 

Caputo, Michael 

Chaika, Yuri 

Christie, Chris 

Clapper, James 

Clovis, Samuel Jr. 

Coats,Dan 

Cobb,Ty 

Cohen, Michael 

Corney, James Jr. 

Employee of Russian oligarch Oleg Deripaska. 

Chairman of the board of directors at the Center for the National Interest, 
a U.S.-based think tank with operations in and connections to Russia. 

Member of the Ukrainian political party Opposition Bloc and member of 
the Ukrainian parliament. 

Assodate Attorney General (May 2017 - Feb. 2018). 

Founder of Hermitage Capital Management who lobbied in favor of the 
Magnitsky Act, which imposed financial and travel sanctions on Russian 
officials. 

Russian intelligence official who associated with Carter Page in 2008. 

Executive director of the Internet Research Agency, which engaged in an_· 
"active measures" social media campaign to interfere in the 2016 U.S. 
presidential electign. 

Personal attomeyto Don McGahn, White House Counsel. 

Attorney in the White House Counsel's Office who attended January 
2017 meetings between Sally Yates and Donald McGahn. 

Former U.S. ambassador who had done work Alfa-Bank and was a board 
member of the Center for the National Interest. 

General director of. the Internet Research Agency, which engaged in an 
"active measures" social media campaign to interfere in the 2016 U.S. 
presidential election. 

Chief operating officer for the Trump Organization. 

Trump Campaign advisor. 

Prosecutor general of the Russian Federation who also maintained a 
relationship with Aras Agalarov. 

F'ormer Governor ofNew Jersey. 

Director of National Intelligence (Aug. 2010-Jan. 2017). 

Chief policy advisor and national co-chair of the Trump Campaign. 

DirectornfNational Intelligence. 

Special Counsel to the President (July 2017 - May 2018). 

Former vice president to the Trump Organization and special counsel to 
Donald Trump who spearheaded an effort to build a Trump-branded 
property in Moscow. He admitted to lying to Congress about the project. 

Director of the Federal Bureau of Investigation (Sept. 4, 2013- May 9, 
201~ . 
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Conway, Kellyanne 

Corallo, Mark 

Corsi, Jerome 

Costello, Robert. 

Credico, Randolph 
(Randy) 

Davis, Richard 
(Rick) Jr. 

Dearborn, Rick 

Dempsey, Michael 

Denman, Diana . 

Deripaska, Oleg 

Dhillon, Uttam 

Dmitriev, Kirill 

Donaldson, Annie 

Counselor to President Trump and manager of the Trump Campaign. 

Spokesman for President Trump's personal legal team (June 2017 - July 
2017). 

Author and political commentator. who formerly worked for 

WorldNetlailyandlnfoWars.~ 

Attorney who represented he had a close relationship with Rudolph 
Giuliani; the President's personal counsel. · 

Partner with Pegasus Sustainable Century Merchant Bank, business 
partner of Paul Manafort, and co-founder of the Davis Manafort lobbying 
firm. 

Former White House deputy chief of staff for policy who previously 
served as chief of staff to Senator Jeff S!'lSsions. 

Office of Director of National Intelligence official who recalled 
discussions with Dan Coats after Coats's meeting with President Trump 
on March 22, 2017. 

Delegate to 2016 .Republican National Convention who proposed a 
platform plank amendment that included armed support for Ukraine. 

Russian businessman with ties to Vladimir Putin who hired Paul 
Manafort for consulting work between 2005 and 2009. 

Attorney in the White House Counsel's Office (Jan. 2017-,June 2018). 

Head of the. Russian Direct' Investment Fund (RDIF); met with Erik 
Prince in the Seychelles in January 2017 and, separately, drafted a U.S.-
Russia reconciliation plan with Rick Gerson. 

Chiefofstaffto White House Counsel Donald McGahn (Jan. 2017-Dec. 
2018). 

Dvorkovich, Arkady Deputy prime minister of the Russian Federation and chairman of the 
. board of directors of the New Economic School iri Moscow. He met with 
Carter Page twice in 2016. 

Dvoskin, Evgeney 

Eisenberg, John 

Erchova, Lana 
(a/k/aLana 
Alexander) 

Executive ofGenbank in Crimea and associate of Felix Sater. 

Attorney in the White House Counsel's Office and legal counsel for the 
National Security Council. 

Ex-wife of Dmitry Klokov who emailed Ivarika Trump to introduce 
Klokov to the Trump Campaign in the fall of201.5. 
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Fabrizio, Anthony 
(Tony) 

Fishbein, Jason 

Flynn, Michael G. ' 
(a/k/a Michael 
Flynn Jr.) 

Flynn, Michael T. 

Foresman, Robert 
(Bob) 

Fnterfas, Alan 

Garten, Alan, 

Gates, Richard 
(Rick)III 

Gerson, Richard , 
(Rick) 

Gistaro, Edward 

Glassner, Michael 

Goldstone, Robert 

Gordon, Jeffrey 
(J.D.) 

Gorkov, Sergey 

Graff, Rhona 

Partner at the research and consulting firm Fabrizio, Lee & Associates. 
He was a pollster for the Trump Campaign and worked with Paul 
Manafort on Ukraine-related polling after the election. · 

Attorney who performed worked for Julian Assange and also sent 
WikiLeaks a password for an unlaui\.ched website PutinTrump.org on 
September 20, 2016. 

Son of Michael T. Flynn, National Security Advisor (Jan. 20, 2017 - Feb. 
13, 2017). 

. National Security Advisor (Jan. 20, 2017 - Feb. 13, 2017), Director of 
the Defense Intelligence Agency (July 2012.,.. Aug. 7, 2014); and Trump 
Campaign advisor. He pleaded guilty to lying to the FBI about 
communications with Ambassador Sergey Kislyak in December 2016. 

Investment banker who sought meetings with the Trump Campaign in 
spring 2016 to discuss Russian foreign policy, and after the election met 
with Michael Flynn. 

Outside counsel for the Trump Organization and subsequently personal 
counsel for Donald Trump Jr. 

General counsel of the Trump Organization. 

Deputy campaign manager for Trump Campaign, Trump · Inaugnral 
Committee deputy chairman, and longtime employee of Paul Manafort. 
He pleaded guilty to conspiring to defraud the United States and violate 
U.S. laws, as well as making false statements to the FBI. 

New York hedge fund manager and associate of Jared Kushner. During 
the transition period, he worked with Kirill Dmitriev on a proposal for 
reconciliation between the United States and Russia. 

Deputy Director ofNational Intelligence for Intelligence Integration. 

Political director of the Trump Campaign who helped introduce George , 
Papadopoulos to others in the Trump Campaign. 

Pµblicist for Emin Agalarov who contacted Donald Trump Jr. to arrange 
the June 9, 2016 meeting at Trump Tower between Natalia Veselnitskaya 
and Trump Campaign officials. 

National security advisor to the Trump Campaign involved in changes to 
the Republican party platform and who communicated with Russian 
Ambassador Sergey Kislyak at the Republican National Convention. · 

Chairman of Vneshecoliombank (VEB), a Russian state-owned bank, 
who met with Jared Kushner during the transition period. 

Senior vice-president and executive assistant to Donald J. Trump at the 
Trump Organization. 
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Hawker, Jonathan 

Heilbrunn, Jacob 

Hicks,Hope 

Holt, Lester 

Hunt,Jody 

Ivanov,Igor 

Ivanov, ~ergei 

Kasowitz, Marc 

Katsyv, Denis 

Katsyv, Peter -Kaveladze, Irakli 
(Ike) 

Kaverzina, Irina 

Kelly,John 

Khalilzad, Zalmay 

Kilimnik, 
Konstantin 

Kislyak, Sergey 

Klimentov, Denis 

Harm to Ongoing Matter 

Public relations consultant at FT! Consulting; worked with Davis 
Manafort International LLC on public relations campaign in Ukraine. 

Editor of the National Interest, the periodical that officially hosted 
candidate Trump's April 2016 foreign policy speech. 

White House communications director (Aug. 2017 - Mar. 2018) and 
press secretary for the Trump Campaign. 

NBC News anchor who interviewed President Trump on May 11, 2017. 
( . 

Chief of staff to Attorney GeneralJeff Sessions (Feb. 2017 - Oct. 2017). 

President of the Russian International Affairs Council and former 
Russian foreign minister. Ivan Timofeev told George Papadopoulos that 
Ivanov advised on arranging a "Moscow visit" for the Trump Campaign. 

Special representative of Vladimir Putin, former Russian deputy prime 
minister, and former FSB deputy director. In January 2016, Michael 
Cohen emailed the Kremlin requesting to speak to Ivanov. 

President Trump's personal counsel (May 2017-July 2017). 

Son of Peter Katsyv; owner of Russian company Prevezon Holdings Ltd. 
and associate ofNatalia Veselnitskaya. 

Russian businessman and father of Denis Katsyv. 

Harm to Ongoing Matter 

Vice president at Crocus Group and Aras Agalarov's deputy in the United 
States. He participated in the June 9, 2016 meeting at Trump Tower 
between Natalia Veselnitskaya and Trump Campaign officials. 

Employee of the Internet Research Agency, which engaged in an "active 
measures" social media campaign to interfere in the .2016 U.S. 
presidential election. · ' . · · . 

White House chief ofstaff(July 2017 -Jan. 2019). 

U.S. special representative to Afghanistan and former U.S .. ambassador. 
He met with Senator Jeff Sessions during foreign policy dinners put 
together through the Center for the National Interest. 

Russian-Ukrainian political consultant and long-time employee of Paul 
Manafort assessed by the FBI to have ties to Russian intelligence. 

Former Russian ambassador to, the United States and current Russian 
senator from Mordovia. 

Employee of the New Economic School who informed high-ranking 
Russian government officials of Carter Page's July 2016 visit to Moscow. 

( . . 
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Klimentov, Dmitri 

Klokov, Dmitry 

Kobyakov, Anton 

Krickovic, Andrej 

Krylova, 
Aleksandra 

Kushner, Jared 

Kuznetsov, Sergey 

Landrum, Pete 

Lavrov, Sergey 

Ledeen, Barbara 

Ledeen, Michael 

Ledgett, Richard 

Lewandowski, 
Corey 

Luff, Sandra 

Lyovochkin, Serhiy 

Magnitsky, Sergei 

Brother of Denis Klimentov who contacted Kremlin press secretary 
Dmitri Peskov about Carter Page's July 2016 visit to Moscow. 

Executive for PJSC Federal Grid Company of Unified Energy System 
and former aide to Russia's minister of energy. He communicated with 
Michael Cohen about a possible meeting between Vladimir Putin and · 
candidate Trump. 

Advisor to Vladimir Putin and member of the Roscongress Foundation 
who invited. candidate Trump to the St. Petersburg International 
Economic Forum. · 

Professor at the Higher School of Economics who recommended that 
Carter Page give a July 2016 commencement address in Moscow._ 

Internet Research Agency employee who worked on "active measures" 
social media campaign to interfere in the 2016 U.S. presidential election; 
traveled to the United States under false pretenses in 2014. 

President Trump's son-in-law and senior advisor to the President. 

Russian government official at the Russian Embassy to the United States 
who transmitted Vladimir Putin's congratulations to President-Elect· 
Trump for his electoral victory on.November 9, 2016. 

Advisor to Senator Jeff Sessions who attended the September 2016 
meeting between Sessions and Russian Ambassador Sergey Kislyak. 

Russian minister of foreign affairs and formerpermanent representative 
of Russia to the United Nations. 

Senate staffer and· associate of Michael Flynn who sought to obtain 
Hillary . Clinton emails during the 2016 U.S. presidential campaign 
period. 

Member of the Presidential Transition Team who advised on foreign 
policy and national security matters. 

Deputy director i>fthe National Security Agency (Jan. 2014-Apr. 2017); 
present when President Trump called Michael Rogers on March 26, 2017. · 

Canipaignmanagerforthe Trump Campaign (Jan. 2015-Junt12016). 

Legislative director for Senator Jeff Sessions; attended a September 2016 
meeting between Sessions and Russian Ambassador Sergey .Kislyak. 

Member of Ukrainian parliament and member of Ukrainian politic,al 
party; Opposition Bloc Party. 

Russian tax specialist who alleged Russian government corruption and· 
died in Russian police custody in 2009. 'ms death prompted passage of 
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Malloch, Theodore 
(Ted) 

Manafort, Paul Jr. 

Mashburn, John 

McCabe, Andrew 

McCord, Mary 

McFarland, 
Kathleen (K.T.) 

McGahn, Donald 
(Don) 

Medvedev, Dmitry 

Melnik, Yuriy 

Mifsud, Joseph 

Miller,Matt 

Miller, Stephen 

Millian, Sergei 

Mnuchin, Steven 

IU•!m 
Milller-Maguhn, 
Andrew 

Nader, George 

Netyksho, Viktor 

the Magnitsky Act, which imposed financial and travel sanctions on 
Russian officials. 

Chief executive of/i.cer of Global Fiduciary Governance and the 
Roosevelt Group. He was a London-based associate of Jerome Corsi. 

Trump campaign member (March 2016-Aug. 2016) and chairman and 
chief strategist (May 2016 -Aug. 2016). 

Trump administration official and fomier policy director to the Trump 
Campaign. 

Acting director of the FBI (May 2017 -Ang. 2017); deputy director of 
the FBI (Feb. 2016- Jan. 2018). . 

Acting Assistant Attorney General (Oct. 2016- May 2017). 

Deputy White House National Security Advisor (Jan. 2017 - May 2017). 

White House Counsel (Jan. 2017 - Oct. 2018). 

Prime Minister of Russia. 

Spokesperson for the Russian Embassy in Washington, D.C., who 
connected with George Papadopoulos on social media. · 

Maltese national and former London-bas.ed professor who, immediately 
after.returning from Moscow in April 2016, told George Papadopoulos 
that the Russians had "dirt" in the form of thousands of Clinton emails. 

Trump Campaign staff member who was present' at the meeting of the 
National Security and Defense Platform Subcommittee in July 2016. 

Senior advisor to the President. 

Founder of the Russian American Chamber of Commerce wlio met ·with 
George Papadopoulos during the campaign. 

Secretary of the Treasury. 

Harm to Ongoing Matter 

Member of hacker association Chaos Computer Club and associate of 
Julian Assange, founder of WikiLeaks. 

Advisor to the United Arab Emirates's Crown Prince who arranged a 
meeting between Kirill Dmitriev and Erik Prince during the transition 
period. 

Russian military officer in command of a unit involved in Russian hack­
and-release operations to interfere in the 2016 U.S. presidential election. 
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Oganov, Georgiy 

Oknyansky, Henry 
(a/k/a Henry 
Greenberg) 

Page, Carter 

Papadopoulos, 
George 

Parscale, Bradley 

Patten, William 
(Sam)Jr. 

Peskov, Dmitry 

Phares, Walid 

Pinedo, Richard 

Podesta, John Jr. 

Podobnyy, Victor 

Poliakova, Elena · 

Polonskaya, Olga 

Pompeo, Michael 

Porter, Robert· 

Priebus, Reince 

Prigozhin, Yevgen1y. 

Advisor to Oleg Deripaska and a board member of investment company 
Basic Element. He met with Paul Manafort in Spain in early 2017. 

Florida-based Russian individual who claimed to have derogatory 
information pertaining to Hillary Clinton. He met with Roger Stone in 
May 2016. . 

Foreign policy advisor to the Trump Campaign who advocated pro­
Russian views and made July 2016 and December 2016 visits to Moscow. 

Foreign policy advisor to the Trump Campaign who received information 
from Joseph Mifsud that Russians had "dirt" in the form of thousands of 
Clinton emails. He pleaded guilty to lying to the FBI about his contact 
with Mifsud. 

Digital media director for the 2016 Trump Campaign. 

Lobbyist and business partner of Konstantin Kilimnik. 

Deputy chief of staff of and press secretary for the Russian presidential 
administration. 

Foreign policy advisor to the Trump Campaign and co-secretary general 
of the T.ransatlantic Parliamentary Group on Counterterrorism (TAG). 

U.S. person who pleaded guilty to a single-count information of identity 
fraud. 

Clinton campaign chairman whose email account was hacked by . the 
GRU. WikiLeaks released his stolen emails during the 2016 campaign. 

Russian intelligence officer who interacted with Carter Page while 
operatinginside the United States; later charged in 2015 with conspiring 
to act as an unregistered agent of Russia. 

Personal assistant to Dmitry Peskov who responded to Michael Cohen's. 
outreach about the Trump Tower Moscow project in January 2016. 

Russian national introduced to George Papadopoulos by Joseph Mifsud 
as an individual with connections to Vladimir Putin. 

U.S. Secretary of State; director of the Central Intelligence Agency (Jan. 
2017-Apr. 2018). 

White House staff secretary (Jan. 2017 - Feb. 2018). 

White House chief of staff (Jan, 2017 - July 2017); chair of the 
Republican National Committee (Jan. 2011 Jan. 2017). 

Head of Russian companies Concord Catering and Concord Management 
and Consulting; supported and financed the Internet Research Agency, 
which. engaged in an "active measures" social- media campaign to 
interfere in the 2016 U.S. presidential election. 
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Prikhodko, Sergei 

Prince, Erik 

Raffel, Josh 

Rasin, Alexei . 

Rogers, Michael 

Rosenstein, Rod \, 

Rozov, Andrei 

Rtskhiladze, Giorgi 

Rnddy, Christopher 

Rybicki, James 

Samochornov, 
Anatoli 

Sanders, Sarah 
Huckabee 

Sater, Felix 

Saunders, Paul J. 

Sechin, Igor 

Sessions, Jefferson 
III (Jeff) 

Shoygu, Sergey 

Simes, Dimitri 

First deputy head of the Russian Government Office and former Russian 
deputy prime minister. In January 2016, he invited candidate Trump to 
the St. Petersburg lnternational Economic Forum. 

Businessman and Trump Campaign supporter who met with Presidential 
Transition Team officials after the election and traveled to the Seychelles 
to meet with Kirill Dmitriev in January 2017. 

White House communications advisor (Apr. 2017-Feb. 2018). 

Ukrainian associate of Henry Oknyansky who claimed to possess 
derogatory information regarding Hillary Clinton. 

Director of the National Security Agency (Apr. 2014-May 2018). 

. Deputy Attomey General (Apr. 2017 - present); Acting Attorney General 
for the Russian election interference investigation (May 2017 Nov. 
2018). 

Chairman of LC .. Expert Investment Company, a Russian real-estate 
development corporation that signed a letter of intent for the Trump 
Tower Moscow project in 2015. 

Executive of the Silk Road Transatlantic Alliance, LLC who 
communicated with Cohen about a Trump Tower Moscow proposal. 

Chief executive ofNewsmax Media and associate of President Trump. 

FBI chiefofstaff(May 2015-Feb. 2018). 

Translator who worked with Natalia Veselnitskaya and attended a June 
9, 2016 meeting at Trump Tower between Veselnitskaya and Trump 
Campaign officials. 

White,House press secretary (July 2017 - present). 

Real-estate advisor who worked with Michael Cohen to pursue a Trump 
Tower Moscow project. 

Executive with the Center for the National Interest who worked on 
outlines and logistics of candidate Trump's April 2016 foreign policy 
speech. 

Executive chairman of Rosneft, a Russian-stated owned oil company: 

Attorney General (Feb. 2017 ~ Nov. 2018); U.S. Senator (Jan. 1997 -
Feb. 2017); head of the Trump Campaign's foreign policy advisory team. 

Russian Minister of Defense. 

President and chief executive officer of the Center for the National 
lnterest. 
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Smith, Peter 

Spicer, Sean 

Stone, Roger 

Tillerson, Rex 

Timofeev, Ivan 

Trump, Donald Jr. 

Trump,Eric 

Trump, Ivanka 

Ushakov, Yuri 
Viktorovich 

Vaino, Anton 

Van der Zwaan, 
Alexander 

Vargas, Catherine 

Vasilchenko, Gleb 

Veselnitskaya, 
Natalia 

Weber, Shlomo 

Investment banker active in Republican politics who sought to obtain 
Hillary Clinton emails during the 2016 U.S. presidential campaign 
period. · 

White House press secretary and communications director (Jan. 2017 -
July2017). 

U.S. Secretary of State (Feb. 2017 ~Mar. 2018). 

Director of programs at the Russian International Affairs Council and 
program director of the Valdai Discussion Club who communicated in 
2016 with George Papadopoulos, attempting to arrange a meeting 
between the Russian government and the Trump Campaign. 

President Trump's son; trustee and executive vice president oftlie Trump 
Organization; helped arrange and attended the June 9, 2016 meeting at 
Trump Tower between Natalia Veselnitskaya and Trump Campaign 
officials. 

President Trump's son; trustee and executive vice president of the Trump 
Organization. 

President Trump's daughter; advisor to the President and former 
executive vice president oftht; Trump Organization. 

Aide to' Vladimir Putin and former Russian ambassador to the United 
States; identified to the Presidential Transition Team as the proposed 
channel to the Russian government. 

Chief of staff to Russian president Vladimir Putin. 

Fdrmer attorney at Skadden, Arps, Slate, Meagher & Floni, LLP; worked 
with Paul Manafort and Rick Gates. 

Executive assistant to Jared Kushner. 

Internet Research Agency employee who engaged in an "active 
measures" social media campaign to interfere in the 2016 U.S. 
presidential election. 

Russian attorney who advocated for the repeal of the Magnitsky Act and 
was the principal speaker at the June 9, 2016 meeting at Trump Tower 
with Trump Campaig11 officials. 

Rector of the New Economic School (NES) in Moscow who invited 
Carter Page to speak at NES commencement in July 2016. 

Yanukovych, Viktor Former president of Ukraine who had worked with Paul Manafort. 
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Yates, Sally 

Yatsenko, Sergey 

Zakharova, Maria 

Zayed al Nahyan, 
Mohammed bin 

Alfa-Bank 

Acting Attorney General (Jan. 20; 2017- Jan'. 30, 2017); Deputy 
Attorney General (Jan. 10, 2015-Jan.30, 2017}. 

Deputy chief financial officer of Gazprom, a Russian state-owned· energy. 
company, and associate of Carter Page. 

Director of the Russian Ministry of Foreign Affair's Information and· 
Press Department who received notification of Carter Page's speech in 
July 2016 from Denis Klimentov. 

Crown Prince of Abu Dhabi and deputy supreme commander of the 
United Arab Emirates (UAE) armed forces. 

Entities and Organizations 

Center for the National 
Interest (CNI) 

Russia's largest commercial bank, which is headed by Petr Aven; 

U.S.-based think tank with expertise in and connections to Russia. 
CNI's publication, the National Interest, hosted candidate Trump's 
foreign policy speech in April 2016. 

Concord 

Crocus Group _or 
Crocus International 

DCLeaks · 

Democratic 
Congressional 
Campaign Committee 

Democratic National 
·committee 

Duma 

Gazprom 

Global Energy Capital, 
LLC 

Global Partners in 
Diplomacy 

Umbrella term for Concord Management and ·consulting, LLC and 
Concord Catering, which are Russian companies controlled by 
Y evgeniy Prigozhin. 

A Russian real-estate and property development company that, in 
2013, hosted the Miss Universe Pageant, and from 2013 through 2014, 
worked with the Trump Organization on a Trump Moscow project. 

Fictitious online persona operated by the GRU that released stolen 
documents during the 2016 U.S. presidential campaign p~riod. 

Political committee working to elect Democrats to the House of 
Representatives; hacked by the GRU in April 2016. 

Formal governing body for the Democratic Party; hacked by the GRU 
in April 2016. 

Lower Hous1;1 of the national legislature of the Russian Federation. 

Russian oil and gas company majority-owned by the Russian 
government. 

Investme.nt and management firm founded by Carter Page. 

Event hosted in partnership with the U.S. Department of State ahd the 
Republican National Convention. In 2016, Jeff Sessions and J.D. 
Gordon delivered speeches at the event and interacted with Russian 
Ambassador Sergey Kislyak. 
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Guccifer 2.0 

I.C. Expert Investment · 
Company 

Internet Research 
Agency (IRA) 

KLS Research LLC 

Kremlin_ 

LetterOne 

Link Campus. 
University 

London Centre of 
International Law 
Practice (LCILP) 

Main Intelligence 
Directorate of the 
General Staff (GRU) 

New Economic School 
in Moscow (NES) 

Opposition Bloc 

Party of Regions 

Pericles Emerging 
Market Partners LLP 

Prevezon Holdings Ltd. 

Ros congress 
, Foundation. 

Rosneft 

Russian Direct 
Investment Fund 

Fictitious oriline persona operated by the GRU that released stolen 
documents during the 2016 U.S. presidential campaign period. 

Russian real-estate and development corporation that signed a letter of. 
intent with a Trump Organization subsidiary to develop a Trump 
Moscow property. 

Russian entity based in Saint Petersburg and funded by Concord that 
engaged in an "active measures" social media campaign to interfere in 
the 2016 U.S. presidential election. 

Business established by an associate of and at the direction of Peter 
Smith to further Smith's search for Hillary Clinton emails. 

Official residence of the president of the Russian Federation; it is used 
colloquially to refer to the office of the president or the Russian 
government. ' · 

Company that includes Petr Aven and Richard Burt as board members. 
During a board meeting in December 2016, Aven asked for Burt's help 
to make contact with the Presidential Transition Team. 

University in Rome, Italy, where George Papadopoulos was. 
introduced to Joseph Mifsud. · 

International law advisory organization in London that employed 
Joseph Mifsud and George Papadopoulos. 1 

Russian Federation's military intelligence agency. 

Mosco~-based school that invited Carter Page to speak at its July 2016 
commencement ceremony. 

Ukrainian political party that . incorporated members of the· defunct 
Party of Regions. ' 

Ukrainian political p!llfy of former President Yanukovych. It was 
generally understood to align with Russian policies. 

Company registered in the Cayman Islands by Paul Manafort and his 
business partner Rick Davis. Oleg Deripaska invested in the fund. 

Russian company that was a defendant in a U.S. civil action alleging · 
the laundering of proceeds from fraud exposed by Sergei Magnitsk:y. 

Russian entity that organized· the St. Petersburg International 
Economic Forum. 

Russian state-owned oil and energy company. 

Sovereign wealth fund established by the Russian Government in 2011 
and headed by Kirill Dmitriev. 
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Russian International 
Affairs Council 

Silk Road Group . 

St. Petersburg 
International Economic 
Forum 

Tatneft 

Transatlantic 
Parliamentary Group 
on Counterterrorism 

Unit 26165 (GRU) 

Unit 74455 (GRU) 

Valdai Discussion Club 

WikiLeaks 

Russia-based nonprofit established by Russian government decree. It 
is associated with the Ministry of Foreign Affairs, and its members 
include Ivan Timofeev, Dmitry Peskov, and Petr Aven. 

Privately held investment . company that entered into a licensing 
agreement to build a Trump-branded hotel in Georgia. 

Annual event held in Russia and attended by prominent Russian 
politicians and businessmen. 

Russian energy company. 

European group . that sponsored a summit between · European 
Parliament lawmakers and U;S. persons. George Papadopoulos, Sam 
Clovis, and Walid Phares attended the TAG summit in July 2016. 

GRU military cyber unit dedicated to targeting military, political, 
governmental, and non-governmental organizations outside of Russia. 
It engaged in computer intrusions of U.S. persons and organizations, 
as well as the subsequent release of the stolen data, in order to interfere 
in the 2016 U.S. presidential election. · 

GRU military unit with multiple departments that engaged in cyber 
operations. It engaged in computer intrusions of U.S. persons and 
organizations, as well as the subsequent release of the stolen data, in 
order to interfere in the 2016 U.S. presidential election. 

Group that holds a conference attended by Russian government 
officials, including President Putin. 

Organization founded by Julian Assange that posts information online, 
including data stolen from private, corporate, and U.S. Government 
entities. Released data stolen by the GRU during the 2016 U.S. 
presidential election. · 
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CNI 

DCCC 

DNC 

FBI 

FSB 

GEC 

GRU 

HPSCI 

HRC 

IRA 
LCILP 

NATO 

NES 

NSA 

ODNI 

PTT 

RDIF 
RIAC 

SBOE 

sco 
SJC 

SSCI 

TAG 
'VEB 

· Index of Acronyms 

Center for the National Interest 

Democratic. Congressional Campaign Committee 

Democratic National Committee 

Federal Bureau ofinvestigation 

Russian Federal Security Service 

Global Energy Capital, LLC 

\ 

Russian Federation's Main Intelligence Directorate of the General Staff 

U.S. House of Representatives Permanent Select Committee on Intelligence 

Hillary Rodbam.Clinton 

Internet Research Agency 

London Centre of International Law Practice 

North Atlantic Treaty Organization 

New Economic School 

National Security Agency 

Office of the Director of National Intelligence 

Presidential Transition ,Team 

Russian Direct Investment 'Fund 

Russian Int~rnatfonal Affairs Council 

State boards of elections 

Special Counsel's Office 

U.S. Senate Judiciary Committee 

U.S. Senate Selec(Committee on Intelligence 

Transatlantic Parliamentary Group on Counterterrorism 

Vnesheconombank 
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APPENDIXC 

INTRODUCTORY NoTE· 

The President provided written responses through his personal counsel to questions 
submitted to him by the Special Counsel's Office. We first explain the process that led to the 
submission of written questions and then attach the President's responses. 

Beginning in December 2017, this Office sought for more than a year to interview the 
President on topics relevant to both Russian-election interference and obstruction-of-justice. We 
advised counsel that the President was a "subject" of the investigation under the definition of the 
Justice Manual-"a person whose. conduct is within the scope of the grand jury's investigation." 
Justice Manual § 9-11.151 (2018). We also advised counsel that"[ a ]n interview with the.President 
is vital to our investigation" and that this Oftice had "carefully considered the constitutional and 
other arguments raised by . . . counsel, and they d[idJ not provide us with reason to forgo seeking 
an interview."1 We additionally stated that "it is in the interest of the Presidency and the public 
for an interview to take place" and offered "numerous accommodations to aid the President's 
preparation and avoid surprise. " 2 After exterlsive discussions with the Department of Justice about 
the Special Counsel's objective of securing the President's testimony, these accommodations 
included the submissions of written questions to the President on certain Russia-related topics. 3 

We received the President's written responses in late November 2018. 4 In December 2018, 
we informed counsel of the insufficiency of those responses in several respects. 5 We noted, among 
other things, that the President stated on more than 30 occasions that he "does not 'recall' or 
'remember' or have an 'independent recollection'" of information called for by the questions:6 

Other answers were "incomplete or imprecise."7 The written responses, we informed counsel, 
"demonstrate the inadequacy of the written format, as we have had no opportunity to ask follow­
up questions that would ensure complete answers and potentially refresh your client's recollection 
or clarify the extent or nature of his lack ofrecollection."8 We ag~in requested an in-person 
interview, limited to certain topics, advising the President's counsel that "[t]his is the President's 

1 5/16/18 Letter, Special Counsel to the President's Personal Counsel, at 1. 

2 5/16/18 Letter, Special Counsels's Office to the President's Personal Counsel, at 1; see 7/30/18 
Letter, Special Counsel's Office to the President's Personal Counsel, at 1 (describing accommodations). 

3 9/17/18 Letter,.Special Counsel's Office to the President's Personal Counsel, at 1 (submitting 
written questions). 

4 11/20/18 Letter, President's Personal Counsel to the Special Counsel's Office (transmitting 
written responses of Donald J. Trump). 

5 12/3/18 Letter, Spec\al Counsel's Office to the President's Personal Counsel, at 3. 

6 12/3/18 Letter, Special Counsel's Office to the President's Personal Counsel; at 3 .. 
7 12/3/18 Letter, Special Co1msel's Office to the President's Personal Counsel, at 3; see (noting, 

"for example," that the President "did not answer whether he had at any time directed or suggested that 
discussions about the Trump Moscow Project should cease ... but he has since made public comments 
about that topic"). 

8 12/3/18 Letter, Special Counsel's Office to the President's Personal Counsel, at 3. 
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opportunity to voluntarily provide us with information for us to evaluate in the context of all of 
the evidence we have gathered."9 The President declined. lO 

Recognizing that the President would not be interviewed voluntarily, we considered 
whether to issue a subpoena for his testimony. We viewed the written answers to be inadequate. 
But at that point, our investigation had made significant progress and had produced substantial 
evidence for our report We thus weighed the costs of potentially lengthy constitutional. litigation, 
with resulting delay in finishing our investigation, against the anticipated benefits for our 
investigation and report. As explained in Volume II, Section II.R, we determined that the 
substantial quantity of information we had obtained from other sources allowed us to draw relevant 
factual conclusions on intent and credibility, which are often inferred from circumstantial evidence 
and assessed without direct testimony from the subject of the investigation. 

* * * 

9 12/3/18 Letter, Special Counsel to the President's Personal Coun:;cl. 
10 12/12/18 Letter, Presideut's Personal Counsel to the Special Counsel's Office, at 2. 
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WRITTEN QUESTIONS TO BE ANSWERED UNDER OATH BY PRESIDENT DONALD J. TRUMP 

I. June 9, 2016 Meeting at Trump Tower 

a. When did you first learn that Donald Trump; Jr., Paul Manafort, or Jared Kushner 
was considering participating in a meeting in June 2016 .concerning potentially 
negative information about Hillary Clinton? Describe who you learned the 
information from and the substance of the discussion. 

b. Attached to this document as Exhibit A is a series of emails from June 2016 
between, among oth~rs, Donald Trump, Jr. and Rob Goldstone. In addition to the 
emails reflected in Exhibit A, Donald Trump, Jr. had other communications with 
Rob Goldstone and Emin Agalarov betweenJune 3, 2016, and June 9, 2016. 

i. Did Mr. Trump, Jr, or anyone else tell you about or show you any of these 
communications? If yes, describe who discussed ttie communications with 
you, when, and the substance of the discussion(s). 

ii. When did you first see or.lear_n about all or any part of the emai_ls reflected 
in Exhibit A? 

iii. When did you first learn that the proposed meeting involved or was 
described as being part of Russia and its government's support for your 
candidacy? 

iv. Did you suggest to or direct anyone not to discuss or release publicly all or 
any portion of the emails reflected in Exhibit.A?. If yes, describe who you 
communicated with, when, the substance of the communication(s), and. 
why you took that. action. 

c. On June 9, 2016, Donald Trump, Jr., Paul Manafort, and Jared Kushner attended a 
meeting at Trump Tower with several individuals, including a Russian lawyer, 
Natalia Veselnitskaya (the "June 9 meeting"). 

i. Other than as set forth in yo~r answers to I.a and l.b, what, if anything, 
were you told about the possibility of this meeting taking place, or the 
scheduling of such a meeting? Describe. who you discussed this with; 
when, and what you were informed about the meeting. 

ii. When did you learn that some of the individuals attending the June 9 
meeting were Russian or had any affiliation with a'ny part of the Russian 
government? .Describe who you learned this Information from and the 
substance of the discussion{s). 

iii. What were y_ou told about what was discussed at the June 9 meeting? 
Describe each conversation in which you were told about what was · 
discussed at the meeting, who . the conversation was with, when it 
occurred, and the substance of the statements they made about the 
meeting. 
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iv. Were you told that the June 9 meetfng was about, in whole or in part, 
adoption and/or the Magnitsky Act? If yes, describe who you had that 
discussion with, when, and the substance of the discussion. 

d.. For the period June 6, 2016 through June 9, 2016, for what portion of each day 
were you in Trump Tower? 

i. Did you speak or meet with Donald Trum,p, Jr., PaulManafort, or Jared 
Kushner on June 9, 2016? If yes, did any portion of any of those 
.conversations or meetings include any reference to any aspect of the June 
9 meeting? If yes, describe who you spoke with and the substance of the 
conversation. 

( 

e. Did you communicate directly or indirectly with any member or representative of 
theAgalarov family after June 3, 2016? If yes, describe who you spoke with, when, 
and the substance of the communication . 

. f. Did you learri of any communications between Donald Trump, Jr., Paul Manafort, 
or Jared Kushner ·and any member or representative of the Agalarov family; 
Natalia Veselnitskaya, Rob Goldstone, or any Russian official or contact that took 
place after June 9, 2016 and concerned the June 9 meeting or efforts by Russia to 
assist the campaign? If yes, describe who you learned this information from, 
when, and the substance of what you learned. 

g. On June 7, 2016, you gave a speech in which you said, in part, "I am going to give 
a major speech on probably Monday of next week and we're going to be discussing 
all of the things that have taken place with the Clintons." 

i. Why did you make tliat statement? · 
ii. What information did you plan to share. with respect to the Clintons? 
iii. What did you believe the source(s) of that information would be? 
iv. Did you expect any of the information to have come from the June 9 

meeting? · 
v. Did anyone help draft the speech that you·were referring to? tfso, who? 
vi. Why did you ultimately not give the speech you referenced on June 7, 

2016? 

h. Did any person or entity inform you during the campaign that Vladimir Putin or 
the Russian government supported your candidacy or opposed the candidacy of 
Hillary Clinton? If yes, describe the source(s) of the information, when you were 
informed, and the content of such discussion(s). 

i. Did any person or ehtity inform you during the campaign that any foreign 
government or foreign leader, other than Russia or Vladimir Putin, had provided, 
wished to provide, or offered to provide tangible support to your campaign, 
including by way of offering to provide negative information on Hillary Clinton? If 
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II. 

yes, describe the source(s) of the information, when you were informed, and the 
content of such discussion(s). 

Russian Hacking /Russian Efforts Using Social Media/ WikiLeaks 

a. On June 14, 2016, it was publicly reported that computer hackers had penetrated 
the computer nefwork of the Democratic National Committee (DNC) and that 
Russian intelligence was behind the unauthorized access, or hack. Prior to June 

· 14, 2016, were you provided any information about any potential or actual 
hacking of the computer systems or email accounts of the DNC, the Democratic 
Congressional Campaign Committee (DCCC), the Clinton Campaign, Hillary Clinton, 
or individuals associated with the Clinton campaign? If yes, describe who provided 
this information, when, and the substance of the information. 

b. On July 22, 2016, Wikileaks released. nearly 20,000 emails sent or received by 
Democratic party officials. 

i. 1Prior to the July 22, 2016 release, were_ you aware from any source that 
Wikileaks, Guccifer 2.0, ·ocLeal<s, or Russians had or potentially had 
possession of or planned to release emails or information that could help 
your campaign or hurt the Clinton campaign? If yes, describe who you 
discussed this issue with, when, and the substance of the discussion(s). 

ii. After the- release of emails by Wikileaks on July 22, 2016, were you told 
that Wikileaks po'ssessed or might possess additional information that 
could be released during the campaign? If yes, describe who provided this 
information, when, and what you were told. · 

c. Are you aware of any communications during the campaign, directly or indirectly, 
between Roger Stone, Donald Trump, Jr., Paul Manafort, or Rick Gates and (a) 
Wikileaks, (b) Julian Assange, (c) other representatives of Wikileaks, (d) Guccifer 
2.0, (e) representatives of Guccifer 2.0, or (f) representatives of DCLeaks? If yes, 
describe who provided you with this information, when you learned of the 
communications, and what you know about those communications. 

d. On July 27, 2016, you stated at a press conference: "Russia, if you're listening, I 
hope you're able to find the 30,000 emails that are missing. I think you will 
probably be rewarded mightily by our press." 

i: Why did you make that request of Russia, as opposed to any other country, 
entity, or individual? 

ii. In advance of making that statement, what discussions, if any, did you have 
with anyone else about the substan,ce of the statement? 

iii. Were you told at any time before or after you made that statement that 
Russia was attempting to infiltrate or hack computer systems or email 
accounts of Hillary Clinton or her campaign? If yes, describe who provided 
this inform_ation, when, and what you wer~ told. 
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e. On October 7, 2016, · emails hacked from the account of- Johri Podesta were 
released by Wikileaks. 

i. Where were you on October 7, 2016? 
ii. Were you told at any time in advance of, or on the day of, the October 7 

release that WikiLeaks possessed or might possess emails related to John 
Podesta? If yes, describe who told you this, when, and what you were 
told. 

iii. Are you aware of anyone associated with you or your campaign, including 
Roger Stone, reaching_ out to Wikileaks, either directly or through an 
intermediary, on or about October 7, 2016? If yes, identify the person and 
describe the substance of the conversations or contacts. 

f. Were you told of anyone associated with you or your campaign, including Roger 
Stone, having any discussions, directly or indirectly, with Wikileaks, Guccifer 2.0, 
or DGLeaks regarding the content or timing of release of hacked emails? If yes, 
describe who had such contacts, how you became aware of the contacts, when 
you became aware of the contacts, and the substance of the contacts. 

g. From June 1, 2016 through the end of the campaign, how frequently did you 
communicate with Roger Stone? Describe the nature of your communicatii:m(s) 
with Mr. Stone. 

i. During that time period, what efforts did Mr. Stone tell you he was making 
to assist your campaign, and what requests, if any, did you make of Mr. 
Stone? 

ii. Did Mr. Stone ever discuss Wikileakswith you or,_ as far as you were aware, 
with anyone else associated with the campaign? lfyes, describe what you 
were told, from whom, and when. 

iii. Did Mr. Stone at anytime inform you aboutcontacts he had withWikileaks 
or any intermediary of Wikileaks, or about forthcoming releases of 
information?. If yes, describe what Stone told you and when. 

h. Did you have any discussions prior to January 20, 2017, regarding a potential 
pardon or other action to benefit Julian Assange? If yes, describe who you had 
the discussion(s) with, ~hen, and the content of the discussion(s). 

i. Were you aware of any efforts by foreign individuals or companies, including those 
in Russia, to assist your campaign through the use of social media postings or the 
organization of rallies? If yes, identify who you discussed such assistance with, 
when, and the content of the discussion(s). 
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Ill. The Trump Organization Moscow Project 

a. In October 2015, a "Letter of Intent," a copy of which is attached as Exhibit B, was 
signed for a proposed Trump Organization project in Moscow (the "Trump 
Moscow project"). 

i. When were you first informed of discussions about the Trump Moscow 
project? By whom? What were you told about the project? 

ii. Did you sign the letter of intent? 

b. In a statement provided to Congress, attached as Exhibit C, Michael Cohen stated: 
"To the best.of my knowledge, Mr. Trump was never in contact with anyone about 
this proposal other than me on three occasions, including signing a non-binding 
letter of intent in 2015." Describe all discussions you had with Mr. Cohen, or 
anyone else associated with the Trump Organization, about the Trump Moscow 
project, including who you spoke with, when, and the substance of the 
discussion(s). 

c. Did you learn of any communications between Michael Cohen or Felix Sater and 
any Russian government officials, including officials in the office of Dmitry Peskov, 
regarding the Trump Moscow project? lf so, identify who provided this 
information to you, when, and the substance of what you learned. 

d. Did you have any discussions between June 2015 and June 2016 regarding a 
potential trip to Russia by you and/or Michael Cohen for reasons related to the 
Trump Moscow project? If yes, describe who you spoke with, when, and the 
substance of the discussion(s). 

e. Did you at any time direct or suggest that discussions about the Trump Moscow 
project should cease, or were you informed at any time that the project had been 
abandoned? If yes, describe who you spoke with, when, the substance of the 
discussion{s), and why that decision was made. 

f. Did you have any discussions regarding whaf information would be provided 
publicly or in response to investigative inquiries about potential or actual 
investments or business deals the Trump Organization had in Russia, including the 
Trump Mosco1111 project? If yes, describe who you spoke with, when, and the 
substance of the discussion(s). 

g. Aside from the Trump Moscow project, did you or the Trump Organization have 
any other prospective or actual business interests, investments, or arrangements 
with Russia or any Russian interest or Russian individual during the campaign? If 
yes, describe the business interests, investments, or arrangements. 
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IV. Contacts with Russia and Russia-Related Issues During the Campaign 

a. Prior to mid-August 2016, did you become aware that Paul Manafort had ties to 
the Ukrainian government? If yes, describe who you learned this .information 
from, when, and the substance of what you were told. Did Mr. Manafort's 
connections to the Ukrainian or Russian governments play any role in your 
deci~ion to have him join your campaign? If yes, describe that role. 

b. Were. you aware that Paul Manafort offered briefings on the progress of your 
campaign to Oleg Deripaska? If yes, describe who you learned this information 
from, when, the substance of what you were told, what you understood the 
purpose was· of sharing such information with Mr. Deripaska, and how you 
responded to learning this information. 

c. Were you aware of whether Paul IVianafort. or anyone else associated with your 
. campaign sent or directed others to send internal Trump campaign information to 
any person located in Ukraine or Russia or associated with the Ukrainian or 
Russian governments? If yes, identify who proyided you with this information, 
when, the substance of the discussion(s), what yo4 ,understood the purpose was · 
of sharing the internal campaign information, and how you responded to learning 
this information. 

d. Did Paul · Manafort communicate to you, directly or indirectly, any positions 
Ukraine or Russia would want the U.S. to support? If yes, describe when he 
communicated those positions to you and the substan<;e of those 
communications. 

e. During the campaign, were you told about efforts by Russian officials to meet with 
you or senior members of your campaign? 1 If yes, describe who you had 
conversations with on this topic, when, and what you were told. 

f. What role, if any, did you have in changing the Republican Party platform 
regarding arming Ukraine during the Republican National Convention? Prior to 
the convention, what information did you have about this platform provision? 
After the platform provision was changed, who.told you about the change, when 
did they tell you, what, were you told about why it was change<;I, and who was 
involved? 

g. On July 27, 2016, in response to a question about whether you would recognize 
Crimea as Russian territory and lift sanctions on Russia, you said: "We'll be looking 
at that. Yeah, we'll be looking/' Did you intend to communicate by that statement 
or at any other.time during the campaign a willingness to lift sanctions and/or 
recognize Russia's annexation of Crimea if you were elected? 
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v. 

I. What consideration did you give to lifting sanctions and/or recognizing. 
Russia's annexation of Crimea if you were elected? Describe who you 
spoke with about this topic, when, the substance of the discussion(s). 

Contacts with Russia and Russia-Related Issues During the Transition , 

a. Were you asked to attend. the World Chess Championship gala on November 10, 
2016? If ,yes, who asked you to attend, when were you asked, and what were you 
told about about why your presence was requested? 

i. Did you attend any part of the event? If yes,. describe any interactions you 
had with any Russians or representatives of the Russian governmentat the 
event. 

b. Following the Obama Administration's imposition of sanctions on· Russia in 
December 2016 ("Russia sanctions"),.did you discuss.with Lieutenant <5eneral 
(LTG) Michael Flynn, K.T. McFarland, Steve Bannon, ReincePriebus, Jared Kushner, 
Erik Prince, or anyone else associated with the transition what should be 
communicated to the Russian government regarding the sanctions? If yes, 
describe who you spoke with about-this issue, when, and the substance of the 
discussion(s). · 

c, On December 29 and December 31, 2016, LTG Flynn had conversations with 
Russian Ambassador Sergey Kisiyak about the Russia sanctions and Russia's 
response to the Russia sanctions. 

i. Did you direct or suggest that L TG Flynn have discussions with anyone from 
the Russian governmi;?nt about the Russia sanctions? 

ii. Were you told in advance of LTG Flynn's December 29, 2016 conversation 
that he was going to be speaking with Ambassador Kislyak? lfyes, d_escribe 
who told you this information, when, and what you were told. If no, when 
and from whom did you learn of LTG Flynn's December 29, 2016 
conversation with Ambassador Kislyak? . 

iii. When did you learn of LTG Flynn and Ambassador Kislyak's call .on 
December 31, 2016? Who told you and what were you told? 

iv. When did you learn that sanctions were discussed in the December 29 and 
December 31, 2016 calls between LTG Flynn and Ambassador Kislyak? 
Who told.you and what were you told? " 

d, At any time between December 31, 2016, and January 20, 2017, did anyone tell 
you or suggestto you that Russia's decision nono impose reciprocal sanctions 
was attributable in any way to LTG Flynn's communications with Ambassador 
Kislyak? If yes; identify who provided you with this information, when, and the 
substance of what you were told. 
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e. On January 12, 2017, the Washington Post published a column that stated that 
LTG Flynn phoned Ambassador Kislyak several times on December 29, 2016. After 
learning of the column, did you direct or suggest to anyone that LTG Flynn should 
deny that he discussed sanctions with Ambassador Kislyak? If yes, who did you 
make this suggestion or direction to, when, what did you say, and why did you / 
take this step? 

i. After learning of the column, di~ you have,any conversations with LTG 
Flynn about his conversations with Ambassador Kislyak in o,ecember 2016? l 
If yes, describe when those discussions occurred and the content of the 
discussions. 

f. Were you told about a meeting between Jared Kushner and Sergei Gorkov that 
took place in December 2016? 

i. If· yes, describe who you spoke with, when, the substance of the 
discussion(s), and what you understood was the purpose of the meeting. 

g. Were you told about a meeting or meetings between Erik Prince and Kirill Dmitriev 
or any other representative from the Russian government that took place in 
January 2017? 

i. If yes, describe who you spoke with, when, the substance of the· 
discussion(s), and whatyou understood was the purpose of the meeting(s). 

· h .. Prior to January 20, 2017, did you talk to Steve Bannon, Jared Kushner, or any 
other individual associated with the transition regarding establishing an unofficial 
line of communication with Russia? If yes, describe who you spoke with, when, 
the substance oithe discussion(s), and what you understood was the purpose of 
such an unofficial line of communication. 
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I. 

a. 

b. 

RESPONSES OF PRESIDENT DONALD J. TRUMP 

June 9, 2016 Meeting at Trump Tower 

When did you first learn that Donald Trump, Jr., Paul Manilfort, or Jared Kushner was 
considering participating in a meeting in June 2016 concerning potentially negative 
information about Hillary Clinton? Describe who you learned the information from and the 
substance of the discussion. 

Attached to this document as Exhibit A is a series of emails from June 2016 between, 
among others, Donald Trump, Jr. and Rob Goldstone. In addition to th.e ema.ils reflected in 
Exhibit A, Donald Trump, Jr. had other communications with Rob Goldstone and Emin 
Agalarov between June 3, 2016, and June 9, 2016. 

i. Did Mr. Trump, Jr. or anyone else tell you about or show you any of these 
communications? If yes, describe who discussed the communications with you, 
when, and t.he substance of the discussion(s). 

ii. When did you first see or learn about all or any part of the emails reflected in 
Exhibit A? 

iii: When did you first learn that the proposed meeting involved or was described as 
being part of Russia and its government's support for your candidacy? 

iv. Did you suggest to or direct anyone not to discuss or release pul51icly all or any 
portion of the emails reflected in Exhibit A? If yes, describe who you 
communicated with, when, the substance of the communication(s), and \YhY you 
·took that action. · 

c. On June 9, 2016, Donald Trump, Jr., Paul Manafort, and Jared Kushner attended a meeting 
at· Trump Tower with several individuals, including a Russian lawyer, Natalia 
Veselnitskaya (the "June 9 meeting"). 

i. Other than as set forth in your answers to I.a and Lb, what, if anything, were you 
told about the possibility of this meeting taking place, or the scheduling of such a 
meeting? Describe who you discussed this with, when, and what you were informed 
about the meeting. 

ii. When did you learn that some of the individuals attending the June 9 meeting were 
Russian or had any affiliation with any part of the Russian government? Describe 
who you learned this information from and the substance of the discussion(s). 
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iii. What were you told about what was discussed at the June 9 :meeting? Describe each 
conversation in which you were told about what was discussed at the meeting, who 
the conversation was with, when it occurred, and the substance of the statements 
they made about the meeting. 

iv. Were you told that the June 9 meeting was about, in whole or in part, adoption 
and/or the Magnitsky Act? lfyes, describe who you had that discussion with, when, 
and the substance of the discussion. 

d. For the period June 6, 2016 through June 9, 2016, for what portion of each day were you 
in Trump Tower? 

i. Did you speak or meet with Donald Trump, Jr., Paul Manafort,. or Jared Kushner 
on June 9, 2016? If yes, did any portion of any of those conversations or meetings 
include any reference to any aspect of the June 9 meeting? If yes, describe who 'you 
spoke with and .the substance of the conversation. 

e. .Did you communicate directly or indirectly with. any member or representative of the 
Agalarov family after June 3, 2016? If yes, describe who you spoke with, when, and the 
substance of the communication. 

f. Did you learn of any communications between Donald Trump, Jr., Paul Manafort, or Jared 
Kushner and any member or representative oftheAgalarov family, Natalia Veselnitskaya, 
Rob Goldstone, or any Russian official or contact that took place after June 9, 2016 and 
concerned the June 9 meeting or efforts by Russia to assist the campaign? If yes, describe 

· who you learned this information from, when, and the substance of what you learned. 

g. On June 7, 2016, you gave aspeech in which you said, in part, "I am going to give a major 
speech on probably Monday of next week and we're going to be discussing all of the things 
that have taken place with the Clinton~." 

i. Why did you make that statement? 

ii. What information did you plan to share with respect to the Clintons? 

· iiL What did you believe the source(s) of that information would be? 

iv. Did you expect any of the information to have come from the June 9 meeting? 

v. Did anyone help draft the speech that you were referring to? Ifso, who? 

vi. Why did you ultimately not give the spe
1
ech you referenced on June 7, 2016? 

h: · Did any person or entity inform you during the campaign that Vladimir Putin or the Russian 
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government supported your candidacy or opposed the candidacy of Hillary Clinton? Ifyes, 
, describe the source( s) of the information, when you were informed, and the content of such 
discussion(s). 

i. Did any person or entity inform you during the campaign that any foreign government or 
foreign leader, other than Russia or Vladimir Putin, had provided, wished to provide, or 
offered to provide tangible support to your campaign, including by way of offering to 
provide negative information on Hillary Clinton? If yes, describe the source(s) of the 
information, when you were informed, and the content of such discussion(s). 

Response to Question I, Parts (a) through (c) 

I have no recollection of learning at the time that Donald Trump, Jr., Paul Manafort, or Jared 
Kushner was considering participating in a meeting in June 2016 concerning potentially negative 
information about Hillary Clinton. Nor do I recall learning during the campaign that the June 9, 
20 l 6 meeting had taken place, that the referenced emails existed, or that Donald J. Trump, Jr., had 
other communications with Emin Agalarov or Robert Goldstone between June 3, 2016 and June 
9,2016. 

Response to Question I, Part (d) 

I have no independent recollection of what portion of these four days in June of 2016 I spent in 
Trump Tower. This was one of many busy months during a fast-paced campaign, as the primary 
season was ending and we were preparing for the general election campaign. 

I am now aware that my Campaign's calendar indicates that I was in New York City from June 6 
-9, 2016. Calendars kept in my Trump Tower office reflect that I had various calls and meetings 
scheduled for each of these. days. While those calls and meetings may or may not actually have 
taken place, they do indicate that I was in Trump Tower.during a portion of each of these working 
days, and I have·no reason to doubt that I was. When I was in New York City, l stayed at my 
Trump Tower apartment.· 

My Trump Organization desk· calendar also reflects that I was outside Trump Tower during 
portions of these days. The June 7, 2016calendar indicates I was scheduled to leave Trump Tower 
in the early evening for Westchester where I gave remarks after winning the California, New 
Jersey, New Mexico, Montana, and South Dakota Republican primaries held that day. The June 8, 
2016 calendar indicates a scheduled departure in late afternoon to attend a ceremony at my son's 
school. The June 9, 2016 calendar indicates I was scheduled to attend midday meetings and a 
fundraising luncheon at the Four Seasons Hotel. At this point, I do not remember on what dates 
these. events occurred, but l do not currently have a reason to doubt that they took place as 
scheduled on my calendar. 

Widely available media reports, including television footage, also shed light on my activities 
during these days. For example, I am aware that my June 7, 2016 victory remarks at the Trump 

8 

C-13 



19629

428 

U.i>. 1.11::panmt::m Ul JUStll;t:: 

t'dteffie; Wefk Pfedttet ,' / M!I) Cefflttin Mttterittl Pfetee•ed Under Fed. R. Crim. P. 6te) 

National Golf Club in Briarcliff Manor, New York, were recorded and published by the media. I 
remember winning those primaries and generally recall delivering remarks that evening. 

At this point in time, I do not remember whether I spoke or met with Donald Trump, Jr., Paul 
Manafort, or Jared Kushner on June 9, 2016. My desk calendar indicates I was scheduled to meet 
with Paul Manafort on the morning of June 9, but I do not recall if that meeting took place. It was 
more than two years ago, at a time when I had many calls and.interactions daily. 

Response to Question I, Part (e) 

I have no independent recollection of any communications I had with the Agalarov family or 
anyone I understood to be a representative of the Agalarov family after June 3, 2016. and before 
the end of the campaign. While preparing to respond to these questions, l have become aware of 
written communications with the Agalarovs during the campaign that were sent, received, and 
largely authored by my staff and which I understand have already been produced to you. 

In general, the documents include congratulatory letters on my campaign victories, emails about a 
painting Emin and Aras Agalarov arranged to have delivered to Trump Tower as a birthday 
present, and emails regarding delivery of a book written by Aras Agalarov. The documents reflect 
that the d~liveries were screened by the Secret Service. 

Response to Question I, Part (t) 

I do not recall being aware during the campaign of communications between Donald Trump; Jr:, 
· Paul Manafort, or Jared Kushner and any member or representative of the Agalarov family, Robert 
Goldstone, Natalia Veselnitskaya (whose name I was not familiar with), or anyone I understood 
to be a Russian official. 

Response to Question I, Part (g) 

In remarks I delivered the night I won the California, New Jersey, New Mexico, Montana, and 
South Dakota Republican primaries, I said, "I am going to give a major speech on probably 
Monday of next week and we're going to be discussing all of the things that have taken place with 
the Clintons." In general, I expected to give a speech referencing the publicly available, negative 
information about the Clintons, including, for example, Mrs. Clinton's failed policies, the 
Clintons' use of the State Department to further their interests and the interests of the Clinton 
Foundation, Mrs. Clinton's improper use of a private server for State Department business, the. 
destruction of 33,000 emails on that server, and Mrs. Clinton's temperamental .unsuitability for the 
office of President. · 

In the course of preparing to respond to your questions, I have become aware that the Campaign 
documents already produced to you reflect the drafting, evolution, and sources of information for 
the speech I expected to give "probably" on the Monday following my.June 7, 2016 comments. 
These documents generally show that the text of the speech was initially drafted by Campaign staff 
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with input from various outside advisors and was based on publicly available material, including, 
in particular, information from the book Clinton Cash by Peter Schweizer. 

The Pulse Nightclub terrorist attack took place in the early morning hours of Sunday, June 12, 
2016. In light of that tragedy, I gave a speech directed. more specifically to national security and 
terrorism than to the Clintons. That speech was delivered at the Saint Anselm College Institute of 
Politics in Manchester, New Hampshire, and, as reported, opened with the following: 

This was going to be a speech on Hillary Clinton and how bad a President, 
especially in these times of Radical Islamic Terrorism, she would be. Even her 
former Secret Service Agent, who has seen her under pressure and in times of stress, 
has stated that she lacks the temperament and integrity to be president. There will 
be plenty· of opportµnity to discuss these important issues at a later time, and I will · 
deliver that speech soon. But today there is only one thing to discuss: the growing 
threat of terrorism inside of our borders. 

I continued to speak about Mrs. Clinton's failings throughout the campaign, using the information 
prepared for inclusion in the speech to which f referred on June 7, 2016. 

Response to Question I, Part (h) 

I have no recollection of being .told during the. campaign that Vladimir Putin or the Russian 
government "supported" my candidacy or "opposed" the candidacy of Hillary Clinton. However, 
r was aware of some reports indicating that President Putin had made complimentary statements 
about me. 

Response to Question I, Part (i) 

I have no recollection of being told during the campaign that any: foreign government or foreigri 
leader had provided, wished to provide, or offered to provide tangible support to my campaign . 

. II. Russian Hacking / Russian Efforts Using Social Media / WikiLeaks 

a. On June 14, 2016, it was publicly reported that computer hackers had penetrated the 
computer network of the Democratic National Committee (DNC) and that Russian 
intelligence was behind the unauthorized access, or hack. Prior to June 14, 2016, were you 
provided any information about any potential or actual hacking -of the computer systems or 
emailaccounts of the DNC, the Democratic Congressional Campaign Committee (DCCC), 
the Cliriton Campaign, Hillary Clinton; or individuals associatt,d with the Clinton 
campaign? If yes, descrfbe who provided this information, when, and the substance of the 
information. 
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b. On July 22, ·2016, WikiLeaks released nearly 20,000 emails sent or received by Democratic 
party officials. 

i. Prior to the July 22, 2016 release, were you aware from any source that WikiLeaks, 
Guccifer 2.0, DCLeaks, or Russians had or potentially had possession of or planned 
to release emails or information that could help your campaign or hurt the Clinton 
campaign? If yes, describe who you discussed this issue with, when, and the 
substance of the discussion(s). 

ii.. . After the release of emails by WikiLeaks on July 22, 2016, were you told that 
_WikiLeaks possessed or might possess additional information that cm:;ld be 
released during the campaign? If yes, describe who provided this .information, 
when, and what you were told. 

c. Are you aware of any communications during the campaign, directly orindirectly, between 
Roger Stone, Donald Trump, Jr., Paul Manafort, or Rick Gates and (a) WikiLeaks, (b) 
Julian Assange, ( c) other representatives of WikiLeaks, ( d) Gucci fer 2.0, ( e) representatives 

. of Guccifer 2.0, or (f) representatives ofDCLeaks? If yes, describe wbo provided you with 
this information, when you learned of the communications, and what you know about those 
communications. 

d. On July 27; 2016, you stated at a press conference: "Russia, if you're listening, I hope 
you're able to find the 30,000 emails that are missing. I think you wH! probably be rewarded 
mightily by our press." 

i. Why did you make that request of Russia, as opposed to any other country, entity, 
or individual? 

ii. In advance of making that statement, what discussions, if any, did you have with 
anyone else about the substance of the statement? 

iii. Were you told at any time before or after you made that statement that Russia was 
attempting to infiltrate or hack computer systems or email accounts of Hillary 
Clinton or her campaign? If yes, describe who provided this information, when, and 
what you were told. 

e, On October 7, 2016, emails hacked from the account of John Podesta were released by 
WikiLeaks. 

i. Where were you on October 7, 2016? 

ii. Were you told at any time in advance of, or on the day of, the October 7 release that 
WikiLeaks possessed or might ,possess emails related to John Podesta? If yes, 
describe who told you this,whe~, and what you were told. 
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iii. Are you aware of anyone associated with you or your campaign, including Roger 
Stone, reaching out to WikiLeaks, either directly or through an intermediary, on or 
about October 7, 2016? If yes, identify the person and describe the substance of the 
conversations or contacts. 

f. Were you told of anyone associated with you or your campaign, including Roger Stone, 
having any discussions, directly or indirectly, with WikiLeaks, Guccifer 2.0, or DCLeaks 
regarding the content or timing of release of hacked emails? If yes, describe who had such 
contacts, how you became aware of the contacts, when you became aware of the contacts, 
and the substance of the contacts. 

g. 1From June I, 2016 through the end of the campaign, how frequently did you communicate 
with Roger Stone? Describe the nature of your communication(s) with Mr. Stone. 

i. During that time period, what efforts did Mr. Stone tell you he was making to assist 
your campaign, and what requests, if any, did you make of Mr. Stone? 

ii. · Did Mr. Stone ever discuss WikiLeaks with you or, as far as you were aware, with 
anyone else associated with the campaign? lfyes, describe what you were told, from. 
whom, and when. 

iii. Did Mr. Stone at anytime inform you about contacts he had with WikiLeaks or any 
intermediary of WikiLeaks,. or about forthcoming releases of information? If yes, 
describe what Stone told you and when. 

h. Did you have any discussions prior to January 20, 2017, r1rgarding a potential pardon or 
other action to benefit Julian Assange? If yes, describe who you had the discussion(s) with, 
when, and. the content of the discussion(s). 

i. Were you aware of any efforts by foreign individuals i:lr companies, including those in 
Russia, to assist your campaign through the use of social media postings or the organization 
of rallies? If yes, identify who you discussed such assistance with, when, and the content 
of the discussion(s). · 

Response to Question II, Part (a) 

I do not _remember the date on which it was publicly reported that the DNC had been hacked, but 
my best recollection is that I learned of the hacking at or shortly after the time it became the subject 
of media reporting. I do not recall being provided any information during the campaign about the 
hacking of any of the named ei:itities or individuals. before it became the subject of media reporting. 
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Response to Question II, Part (b) 

I recall that in the months leading up to the election there was considerable media reporting about 
the possible hacking and release of campaign-related information and there was a lot of talk about 
this matter. At the time, I was generally aware of these media reports and may have discussed these 
issues with my campaign staff or others, but at this point in time - mote than two years later - I 
have no recollection of any particular conversation, when it occurred, or who the participants were. 

Response to Question II, Part (c) 

I do not recall being aware duri~g the campaign of any communications between the individuals 
named in Question II (c) and anyone I understood to be a representative of WikiLeaks or any of 
the other individuals.or entities referred to in the question. 

Response to Question II, Part (d) 

I made the statement quoted in Question II (d) in jest and sarcastically, as was apparent to any 
objective observer. The context of the statement is evident in the full reading or viewing ofthe 
July 27, 2016 press conference, and I refer you to the publicly available transcript and video of 
that press conference. l do not recall having any discussion about the substance of the statement in 
advance of the press conference. I do not recall being told during the campaign of any efforts by 
Russia to infiltrate or hack the computer systems or email accounts of Hillary Clinton or her 
campaign prior to them becoming the subject of media reporting and I have no recollection of any 
particular conversation in that regard. 

Response to Question II, Part (e) 

I was in Trump Tower in New York City on October,7, 2016. I have no recollection of being told 
that WikiLeaks possessed or might possess emails retated to John Podesta before the release of 
Mr. Podesta' s emails was reported. by the media. Likewise, I have no recollection of being told 
that Roger Stone, anyone acting as an intermediary for Roger Stone, or anyone associated with my 
campaign had communicated with WikiLeaks on October 7, 2016. 

Response to Question II, Part (t) 

I do not recall being told during the campaign that Roger Stone or anyone associated with my 
campaign had discussions with any of the entities named in the question regarding the content or 
timing of release of hacked emails. 

Response to Question II, Part (g) . 

I spoke by telephone with Roger Stone from time to time during the campaign. I have no 
recollection of the specifics of any conversations I had with Mr. Stone between June I, 2016 and 
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November 8, 2016. I do not recall discussing WikiLeaks with him, nor do I recall being aware of 
Mr. Stone having discussed WikiLeaks with individuals associated with my campaign, although I 
was aware that WikiLeaks was the subject of media reporting and campaign-related discussion at 
the time. · 

Response to Question Il, Part (h) 

l do not recall having had any discussion during the campaign regarding a pardon or action to 
benefit Julian. Assange. 

Response to Question II, Part (i) 

I do not recall. being aware during the campaign of specific efforts by foreign individuals or 
companies to assist my campaign through the. use of social media postings or the organization of 
rallies. 

III. The Trump Organization Moscow Project 

a. In October 2015, a "Letter oflntent," a copy of which is attached as Exhibit B, was signed 
for a proposed Trump Organization project in Moscow (the(<Trump Moscow project"). 

i. When were you first informed of discussions about the Trump Moscow project? 
By ~horn? What were you told about the project? 

ii. Did you sign the letter of intentZ 

b. In a statement provided to Congress, attached as Exhibit C, Michael Cohen stated: "To the• 
best of my knowledge, Mr. Trump was never in contact with anyone about this proposal 
other than me on three occasions, including signing a non-binding letter ofintent in 2015." 
Describe all discussions you had with Mr. Cohen, or,anyone else associated with the Trump 
Organization, about the Trump Moscow project, including who you spoke with, when, and 
the substance of the discussion(s). 

c. Did you learn of any communications between Michael Cohen or Felix Sater and any 
Russian government officials, including officials in the office of Dmitry Peskov, regarding 
the Trump Moscow project? If so, identify who provided this information to you, when, 
and the substance of what you learned. 

d. Did you have any discussions between June 2015 and June 2016 regarding a potential trip 
to Russia by you and/or Michael Cohen for reasons related to the Trump Moscow project? 
If yes, describe who you spoke with, when, and the substance of the discussion(s). 

e. Did you at any time direct or suggest that discussions about the Trump Moscow project 
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should cease, or were you informed at any time that the project had been abandoned?: If 
yes, describe who you spoke with, when, the substance of the discussion(s), and why that 
decision was made . 

. f. Did you have any discussions regarding what information would be provided publicly or 
in response to investigative inquiries about potential or actual investments or business deals 
the Trump Organization had in. Russia, including the Trump Moscow project? If yes, 
describe who you spoke with, when, and the. substance of the discussion(s). 

g. Aside from the Trump Moscow project, did you or the Trump Organization have any other 
prospective or actual business. interests, investments, or arrangements with Russia or any 
Russian interest or Russian individual during the campaign? If yes, describe the business 
interests, investments, or arrangements. 

Response to Question III, Parts (a) through (g) 

Sometime in 2015, Michael Cohen suggested to me the possibility of a Trump Organization project 
in Moscow. As I recall, Mr. Cohen described this as a proposed project of a gerieral type we have · 
done in the past in a variety of locations. I signed the non-binding Letter oflntent attached to your 
questions as Exhibit B which required no equity or expenditure on our end and was consistent with 
our ongoing efforts to expand into significant markets around the world. 

I had few conversations with Mr. Cohen on this subject. As I recall, they were brief, and they were 
not memorable. I was not enthused about the proposal, and I do not recall any discussion of travel 
to Russia in connection with it. I do not remember discussing it With anyone else at the Trump 
Organization, although it is possible. I do not recall being aware at the time of any communications 
between Mr. Cohen or Felix Sater and any Russian government official regarding the Letter of 
Intent. In the course of preparing to respond to your questions, I have become aware that Mr .. 
Cohen sent an email regarding the Letter of Intent to "Mr. Peskov" at a general, public email 
account, which should show there was no meaningful relationship with people in power in Russia. 
I understand those documents already have been provided to you. 

I vaguely remember press inquiries and media reporting during the campaign about whether ~he 
Trump Organization had business dealings in Ru,ssia. I may have spoken with campaign staff or 
Trump Organization employees regarding responses to requests for information, but I have no 
current recollection of any particular conversation, with whom I may have spoken, when, or the· 
substance of any conversation. As I recall, neither I nor the Trump Organization had any projects , 
or proposed ·projects in Russia during the campaign other than the Letter of Intent. 

IV. Contacts with Russia and Russia-Related Issues During the Campaign 

a. Prior to mid-August 2016, did you become aware that Paul Manafort hi!d ties to the 
Ukrainian government? If yes, describe who you learned this information from, when; and 
the substance of what you were told. Did Mr. Manafort's connections to the Ukrainian or . 
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RusJ;ian governments piay ariy role in your decision to have him join your campaign? If 
yes, describe that role. 

b. Were you aware that Paul Manafort offered briefings on· the progress of your campaign to 
Oleg Deripaska? If yes, describe who you learned this information from, when, the 
substance of what you were told, what you understood the purpose was of sharing such 
information with Mr. Deripaska, and how you responded to learning this informatio\J. 

· c. Were you aware of whether Paul Manafort or anyone else associated with your campaign 
sent or directed others to send internal Trump campaign information to any person located 
in Ukraine or Russia or associated with the Ukrainian or Russian governments? If yes, 
identify who provided you with this information; when, the substance of the discussion(s ), 
what you understood the purpose was of sharing the internal campaign information, and 
how you responded to learning this information. 

d. Did Paul Manafort communicate to you, directly or indirectly, any positions Ukraine or 
Russia would want the U.S. to support? If yes, describe when he communicated those 
positions to you and the substance of those communications. 

e. During the campaign, were you told about efforts by Russian officials to meet with you or 
senior members of your campaign? If yes, describe who you had conversations with on this 
topic, when, and what you were told. 

f. What role, if any, .did you have in changing the Republican Party platform regarding 
arming Ukraine during the Republican National Convention? Prior to the c:onvention, what 
information did you have about this platform provision? After the platform provision was 
changed, who told you about the change, when did they tell you, what were you told about 
why it was changed, and who was involved? 

g. On July 27, 2016, in response to a question about whether you would recognize Crimea as 
Russian territory and lift sanctions on Russia, you said: "We'll be looking at that. Yeah, 
we'll be looking." Did you intend to communicate by that statement or at any other time 
during the campaign a willingness to lift sanctions and/or recognize Russia's annexation 
of Crimea if you were elected? 

i. What consideration did you give to lifting sanctions and/or recognizing Russia's 
annexation ofCrimea if you were elected? Describe who you spoke with about this 

. topic, when, the substance of the discussion(s). 

Response to Question IV, Parts (a) through (d) 

Mr. Manafort was hired primarily because of his delegate work for prior presidential candidates, 
including Gerald Ford, Ronald Reagan, George H.W. Bush, and Bob Dole. I knew that Mr. 
Manafort had done international consulting work and, at some time before Mr. Manafort left the 
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campaign, I learned that he was somehow involved with individuals concerning Ukraine, but I do 
not remember the specifics of what I knew at the time. 

I had no knowledge of Mr. Manafort offering briefings on the progress of my campaign to an 
individual named Oleg Deripaska, npr do I remember being aware of Mr. Manafort or anyone else 
associated with my campaign sending. or directing others to send intern.al Trump .Campaign 
information to anyone I knew to be in Ukraine or Russia at the time,or to anyone I understood to 
be a Ul9'ainian or Russian government employee or official. I do not remember Mr. Manafort 
communicating to me any particular positions Ukraine or Russia would want the United States to 
support. 

Response to Question IV, Part (e) 

I do not recall being told during the campaign of efforts by Russian officials to meet with me or 
with senior members of my campaign. in the process of preparing to respond to these questions, I 
became aware that on March 17, 2016, my assistant at the Trump Organization, .Rhona Graff, 
received an email from a Sergei Prikhodko, who identified himself as Deputy Prime Minister of 
the Russian Federation, Foundation Roscongress, inviting me to participate in the St. Petersburg 
International Economic Forum to be held in ·June 2016. The documents show that Ms. Graff 
prepared for my signature a briefresponse declining the invitation. I understand these documents 
already have been prod1,1ced to you. 

Response to Question IV, Part (t) 
( 

I have no recollection of the details of what, when, or from what source I first learned about the 
change to the platform amendm.ent regarding arming Ukraine, but I generally recall lea~ning of the 
issue as part of media reporting. I do not recall being involved in changing the language to the 
amendment. 

1 
Response to Question IV, .Part (g) 

My statement did not communicate any position,. 

v. 

a. 

Contacts with Russia and Russia-Related Issues During the Transition 

' Were you asked to attend the World Chess Championship gala on November 10, 2016? If 
yes, who asked you to attend, when were you asked, and what were you told about about 
[sic] why your presence was requested? 

i. Did you attend any part of the event? If yes, describe any interactions you had with 
any Rµssians or representatives of the Russian government at the event. 
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Response to Question V, Part (a) 

I do not remember having been asked to attend the World Chess Championship gala, and I did not 
attend the event. During the course of preparing to respond to these questions, I have become. 
aware of documents indicating that i.n March of 2016, the president of the World Chess Federation 
invited the Trump Organization to host, at Trump Towe~, the 2016 World Chess Championship 
Match to be held in New York in November 2016. Ihave also become aware that in November 
2016, there were press inquiries to my staff regarding whether I had plans to attend the tournament, 
which was not being held at Trump Tower. I understand these documents have already been 
provided to you. 

Execut don No,,w1,r,.:),.0,201s 
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APPENDIXD 

SPECIAL COUNSEL'S OFFICE TRANSFERRED, REFERRED, AND COMPLETED CASES 

This appendix identifies matters transferred or referred by the Special Counsel's Office, as 
well as cases prosecuted by the Office that are now completed. 

A. Transfers 

The Special Counsel's Office has concluded its investigation into links and coordination 
between the Russian government and individuals associated with the Trump Campaign. Certain 
matters assigned to the Office by the Acting Attorney General have not fully concluded as of the 
date of this report. After consultation with the Office of the Deputy Attorney General, the Offic¢ 
has transferred responsibility for those matters to other components of the Department of Justice 
and the FBI. Those transfers include: 

1. United States v. Bijan Rafiekian and Kamil Ekim Alptekin 

U.S. Attorney's Office for the Eastern District of Virginia 
(Awaiting trial) · 

I • 

The Acting Attorney General authorized the Special Counsel to investigate, among other 
things, possible criminal conduct. by Michael Flynn in acting as an unregistered agent for the 
Government of Turkey. See August 2, 2017 Memorandum from Rod J. Rosenstein to Robert S. 
Mueller, III. The Acting Attorney General later confirmed the Special Counsel's authority to 
investigate Rafiekian and Alptekin because they "may have been jointly involved" with Flynn in 
FARA-related crimes. See October 20, 2017 Memorandum from Associate Deputy Attorney 
General Scott Schools to Deputy Attorney General Rod J. Rosenstein. 

On December 1, 2017, Flynn pleaded guilty to an Information chargingpim with making 
false statements to the FBI about his contacts with the Russian ambassador to the United States. 
As part of that plea, Flynn agreed to a Statement of the Offense in which he acknowledged that 
the Foreign Agents Registration Act (FARA) documents he filed on March 7, 2017 "contained 
materially false statements and omissions." Flynn's plea occurred before the Special Counsel had 
made a final decision on whether to charge Rafiekian or Alptekin. On March 27, 2018, after 
consultation with the Office of the Deputy Attorney General, the Special Counsel's Office referred 
the investigation ofRafiekian and Alptekin to the National Security Division (NSD) for any action 
it deemed appropriate. The Special Counsel's Office determined the referral Was appropriate 
because the investigation of Flynn had been completed; and that investigation had provided the 
rationale for the Office's investigation ofRafiekian and Alptekin. At NSD's request, the Eastern 
District of Virginia continued the investigation ofRafiekian and Alptekin. 

2. United States v. Michael Flynn 

U.S. Attorney's Office for the District of Columbia 
(Awaiting sentencing) 
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3; United States v. Richard Gates 

U.S. Attorney's Office for the District of Columbia 
(Awaiting sentencing) 

4. United States v. Internet Research Agency, et al. (Russian Social Media' Campaign) 

U.S. Attorney's Office for the District of Columbia 
National Security Division 
(Post-indictment, pre-arrest & pre-trial1

) 

5., United States v. Konstantin Kilimnik 

U.S. Attorney's Office for the District of Columbia 
(Post-indictment, pre-arrest) 

6. United States v. Paul Manafort 

U.S. Attorney's Office for the District of Columbia 
U.S. Attorney's Office for the Eastern District of Virginia 
(Post-conviction) 

7. United States v, Viktor Netyksho, et al. {Russian Hacking Operations) 

U.S. Attorney's Office for the Western District of Pennsylvania 
National Secu~ity Division 
(Post-indictment, pre-arrest) 

8. United States v. William Samuel Patten 

U.S. AttQ_rney's Office for the District of Columbia 
(Awaiting sentencing) 

The Acting Attorney General authorized the Special Counsel to investigate aspects of 
Patten's cond11ct that related to another matter that was under inyestigation by the Office. The 
investigation uncovered evidence of a crime; the U.S. Attorney's Office for the District of 
Columbia handled the prosecution of Patten. 

9. Harm to Ongoing Matter 

(Investigation ongoing) 

The Acting Attorney General authorized the Special Counsel to. investigate, among other 
things, crime or crimes arising out of payments Paul Manafort received from · the Ukrainian 
government before and during the tenure of President Viktor Y anukovych. See August 2, 2017 
Memorandum from Rod J. Rosenstein to Robert S. Mueller, III. The Acting Attorney General 

1 One defendant, Concord Management & Consulting LLC, appeared through counsel and is in pre­
trial litigation. 
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I 

, • Harm to Ongoing 
Matter 

On October 27, 2017, Paul Manafort and Richard Gates were charged in the District of 
Columbia with various crimes (including FARA) in connection with work they performed for 
Russia-backed political entities in Ukraine. On February 22, 2018, Manafort and Gates were 
charged in the Eastern District of Virginia with various other crimes in connection with the 
payments they received for work performed for Russia-backed political entities in Ukraine. 
During the course of its !if •I❖ ■■■, the Special Counsel's Office develo ed substantial 
evidence with res ect to individuals and entities that wer 1 

.2 On February 23, 2018, Gates pleaded guilty in the District of Columbia to a multi­
object conspiracy and to making false statements; the remaining charges against Gates were 
dismissed.3 Thereafter, in consultation with the Office of the Deputy Attorney General, the Special 
Counsel's Office closed the and referred them ml for further 
investigation as it deemed appropriate. The Office based its decision to close those matters on its 
mandate, the indictments ofManafort, Gates' s plea, and its determination as to how best to allocate 
its resources, among other reasons; 

At Harm to Ongoing Matter 

the investigation of those closed matters. 

10. United States v. Roger Stone 

U.S. Attorney's Office for the District of Columbia 
(Awaiting trial) 

11. Harm to Ongoing Matter 

(Investigation ongoing) 

B. Referrals 

During the course of the investigation, the Office periodically identified 'evidence of · 
potential criminal activity that was outside the scope of the Special Counsel's jurisdiction. 
established by the Acting Attorney General. After consultation with the Office of the Deputy 
Attorney General, the Office referred that evidence to appropriate law enforcement authorities, 
principally other components of the Department of Justice and the FBI. Those referrals, listed 

Harm to Ongoing Matter 

3 Ma:nafort was uliimately convicted at trial in the Eastern District of Virginia and pleaded guilty 
in the District of Columbia. See Vol. I, Section IV.A.8. The trial and plea happened after the transfer 
decision described here. 
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alphabetically by subject, are summarized below. 

1. 

Harm to Ongoing Matter 

2. Michael Cohen 

During the course of the investigation, the Special Counsel's Office uncovered evidence 
of potential wire fraud and FECA violations pertaining to Michael Cohen. That evidence was 
referred to the U.S. Attorney's Office for the Southern District of New York and the FBI's New 
York Field Office. 

3 .. -
Harm to Ongoing Matter 

4.-
Harm to Ongoing Matter 

5. Gregory Crrigli(•ll'I - Skadden, Arps, Slate, Meagher & Flom LLP 

During the course of the FARA investigation of Paul Manafort and Rick G~ 
Counsel's Office uncovered evidence of potential FARA violations pertaining to~ 
Gregory Craig, Skadden, Arps, Slate, Meagher & Flom LLP (Skadden), and their work on behalf 
of the government of Ukraine. ' ., 

After consultation with the NSD, the evidence regarding Craig- was 
referred to NSD, and NSD elected to partner with the U.S. Attorney's Office for the Southern 
District of New York and the FBI's New York Field Office. NSD later elected to partner on tjie 
Craig matter with the U.S. Attorney's Office for the District of Columbia. NSD retained and 
handled issues relating to Skadden itself. 6.-

Harm to Ongoing Matter 
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Harm to Ongoing Matter 

Harm to Ongoing Matter 

Harm to Ongoing Matter 

Harm to Ongoing Matter 
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C. Completed Prosecutions 

In three cases prosecuted by the. Special Counsel's Office, the defendants have completed 
or are about to complete their terms of imprisonment. Because no further proceedings are likely 
in any case, responsibility for them has not been transferred to any other office or component. 

1. United States v. George Papadopoulos 

Post-conviction, Completed term of imprisonment (December 7, 2018) 

2. United States v. Alex van der Zwaan 

Post-conviction, Completed term of imprisonment (June 4, 2018) 

3. United States v. Richard Pinedo 

Post-conviction, Currently in Residential Reentry Center (release date May 13, 2019) 
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Rrmi1111 Efforts Agai11st Election /11.frastr11ct1tre 

I. (U) INTRODUCTION 

(U) From 2017 to 2019, the Committee held hearmgs, conducted mterv1ews, and 
reviewed mtelhgence related to Russian attempts m 2016 to access election mfrastructure. The 
Committee sought to determme the extent of Russian act1v1t1es, 1dent1fy the response of the US 
Government at the state, local, and federal level to the threat, and make recommendation~ on 
how to hener prepare for such threats 111 the future 'I he Committee received testimony from 
state e!ect10n officials, Obama admm1strat1on officials, and those m the Intelligence Community 
and elsewhere m the U S. Government responsible for evaluating threats to elections. 

II. (U) FINDINGS 

1. 1111 The Russian government directed extensive act1v1ty, begmnmg m at least 2014 
and carr in° mto at least 20 l 7, a amst U.S. election infrastructure1 at the state and local 

2. 

level. 

The Committee has seen no evidence that any votes were 
changed or that any votmg machmes were mampulated. 2 

'(U) The Department of Homeland Security (OHS) defines elec11011 mj1astn1c111re as "storage factlmes, polling 
places, and centralized vote tabulauon locatmns used to support the election process. and mformatmn and 
commumcauons technology to mclude voter reg1strauon databases, votmg machines, and other systems to manage 
the electmn process and report and display results on behalf of state and local governments. ·• accord mg to the 
January 6, 2017 statement issued by Secretary of Homeland Security Jeh Johnson on the Des1gnat1on of Elecuon 
Infrastructure as a f'nllcal Infrastructure Subsector, available at https //\\WW dhs gov/news/2017 I I 0/06/statement­
secretary-Johnson-des1gnat10n-el.:-ct1on-mfrastructure-cnt1c<1I Similarly, the Help America Vote Act (HAVA), Pub 
L No 107-252, Section 30l(b)( I) refers to a funct1onal!y s1m1lar set of eqmpment as "votmg systems," although the 
definition excludes phy;,ical polhng places themselves, among other differences, 52 USC 92108l(b) This report 
uses the term election 11,ji as1r11cture broadly, to refer to the equipment, processes, and systems related to voting, 
tabulatm , re ortmg, and reg1stratton 'llilfliiilll The Commmee has reviewed the mtelhgence re orting underl m 

ecnnt ( DH assessment from earl 2017 

T e Committee m s ,t credi le 
(U) The names o t e states t e Committee spoke to have been replaced with numbers DHS and some states 

asked the Commltlee to protect state names before prov1dmg the Committee with mformatlon. The Comm1tree's 
goal was to get the most mformauon possible, so state names are anonym1zed throughout this report Where the 
report refers to pubhc tesl!mony by llhno1s state election officials, that state is 1dent1fied 
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3. (U) Wh1k the Committee does not know with confidence what Moscow's intentions 
were, Russia may have been probing vulnerabilities m votmg systems to exploit later. 
Alternatively, Moscow may have sought to undermine confidence in the 2016 US 
elections simply through the discovery of their activity 

4. (U) Russian efforts exploited the seams between federal authorities and eapab1ltties, and 
protections for the states The U.S. intelhgence apparatus 1s, by design, foreign-facing, 
with limited domestic cybcrsccurity authun11es except where the Federal Bureau of 
Investigation (FBI) and the Department of Homeland Secunty (OHS) can work with state 
and local partners. State election officials, who have primacy in runmng elections, were 
not sufficiently warned or prepared to handle an attack from a hostile nation-state actor 

5. (U) DHS and FBI alerted states to the threat of cyber attacks in the late summer and fall 
of 20 l 6, but the warnings did not provide enough information or go to the right people. 
Alerts were actmnable, m that they provided malicious Internet Protocol (JP) addresses to 
mformatlon technology (IT) professtonals, but they provided no clear reason for states to 
take this threat more sermusly than any other alert received. 

6. (U) In 2016, officials at all levels of government debated whether publicly 
acknowledging thts foreign activity was the nght course Some were deeply concerned 
that public warnings might promote the very 1mpress10n they were trying to dispel-that 
the voting systems were msecure. 

7. (U) Russian act1v1t1es demand renewed attentmn to vulnerab1htics in U.S. voting 
infrastructure In 2016, cybersccunty for electoral mfrastructure at the state and local 
level was sorely lacking, for example, voter reg1strat1on databases were not as secure as 
they could have been Aging votmg equipment, particularly votmg machines that had no 
paper record of votes, were vulnerable to expl01tatlon by a committed adversary. Despite 
the focus on this issue since 2016, some of these vulnerab1lit1es remain. 

8. (U) In the face ofth1s threat and these security gaps, DHS has redoubled its efforts to 
bmld trust with states and deploy resources to assist in securing elections. Since 2016, 
OHS has made great strides in learning how election procedures vary across states and 
how federal entities can be of most help to states. The U.S. Election Assistance 
Comm1ss1on (EAC), the National Assoc1at1on of Secretaries of State {NASS), the 
National As~oc1at1on of State Electmn Dtrectors (NASED). and other groups have helped 
DHS m this effort DHS's work to bolster states' cybersecunty has likely been effective, 
in particular for thn,e ,tatei that have lovorngcd DI IS'$ i.:yber~ei:unty a~sessments tor 
election infrastructure, but much more needs to be done to coordinate state, local, and 
federal knowledge and efforts in order to harden states' electoral infrastructure against 
foreign meddling. 

9. (U) To assist m addressing these vulnerabihttes, Congress in 20 I 8 appropriated $380 
mtlhon in grant money for the states to bolster eybersecunty and replace vulnerable 
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votmg machines. 4 When tho~e funds are spent, Congress should evaluate the re~ults and 
consider an add1t1onal appropnatwn to address remammg m~ecure votmg machines and 
systems 

10. (U} DI-IS and other federal government entities remain respectful of the hm1ts offederal 
involvement in state election systems States should be firmly in the lead for runnmg 
elections. The country's decentralized elect10n system can be a strength from a 
cybersecunty perspective, but each operator should be keenly aware of the hm1tat1ons of 
their cybersccunty capab11tncs and know how to quickly and properly obtain assistance. 

III. (U) THE ARC OF RUSSIAN ACTIVITIES 

- In tts review of the 2016 electmns, the Committee found no evidence that vote 
tallies were altered or that voter registry files were deleted or modified, though the Committee 
and !C's msight mto this is lnmted Russian government-affihated cyber actors conducted an 
unprecedented level of act1vit a0 ainst state electmn infrastructure in the run-u to the 2016 U S 
elections 

the Committee found ample evidence to suggest 
that the Russian government was developing and nnplementing capab1hties to interfere m the 
2016 elections, including underm1111ng confidence m U S. democratic mstttutions and votmg 
processes. 5 

• 

• (U) Con;ohdated Appropriations Act, 2018, Pub L No 115-14 l, 132 Stat 348, 561-562 
5 (U) The Committee has limlled mfonnat1on on the extent to which state and local election authorities carried out 
forensic evaluatmn ofreg1strat10n databases These acuv1t1es are routinely earned out m the context of private sector 
breaches 

FBILHM, 
FBI LHM, 

DHS 
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• 

• 

- Evidence of scanning of state election systems first appeared m the summer 
prior to the 2016 elecuon. In mid-July 2016, Illinois discovered anomalous network activity, 
specifically a large increase in outbound data, on a lllinms Board of Elections' voter reoistry 
webs1te. i2 Workin with Illinois, the FBI commenced an mvestt at,on. 13 

(U) On Au ust 18, 2016, FBI issued an unclassified FLASH 17 to state technical-level 
ex erts on a set of · 

10 .illllllll FBI Electromc Commumcation. 
11 ~ILHM, 
11 (U) OHS briefing for SSC! staff, March 5, 2018. 
13 (U) SSCl Transcript of the Open Hearing on Russian Interference m the 2016 lJ S Electmns, held on Wednesday, 
June 21, 2017, p I 13. 

,. ('-) According to the Umted States Computer Emergency Readiness Team (US-CERT), an SQL tnJectton 
is' ~echmque !fiat attempts to subvert the relal!onsh1fbetween a webpage and its supporting database, 
typically m order to trick the database into executing mahc1ous code" 
15 (U) OHS UR 4 0050006 17, A11 If' Add1ess Targeted Mult1ple US State Gove111ment'> to /11c/ude Elec/,on System October4,2016 
16 ( ) OHS bnefing for SSC! staff, March 5, 2018 
17 tu) FBI FLASH alerts are nottficatmns of potential cyber threats sent to local law enforcement and pnvate 
industry so that adm1mstrators are able to guard their systems agamst the described threat FLASHs marked TLP 
AMBER are considered sharable wtth members of the recipients own orgamzauon and those with direct need to 
know 
l8 

20 (ll) Ibid 
21 

umberT-LDI004-TT, TLP•AMBER. 
• (ll) lbtd 

6 
COMMITTEE SENSlTIVE - RUSSIA INVESTIGATION ONLY 



19654

453 

(UIIIIII) Aftei the ,~~uance of the August FLASH, the Department of Homeland 
Security (DHS) and the Multt-State-lnformatton Shanng & Analysis Center (MS-lSACf1 asked 
states to review thetr log files to detennme if the IP addresses described m the FLASH had 
touched their infrastructure Tl11S request for voluntary self-reportmg, in conJunct10n wtth DHS 
analysis ofNetFlow activity on MS-ISAC internet sensors. identified another 20 states whose 
networks had made connections to at least one IP address hsted on the FLASH. 23 DHS was 
almost entirely reliant on states to self-report scannmg act1v1ty 

Former Special Assistant to 
the President and Cybersecunty Coordinator Michael Dame! said, "eventually we get enough of 
a picture that we become confident over the course of August of20l6 that we're seeing the 
Russians probe a whole bunch of d1 fferent state election mfrastructure, voter reg1strat10n 
databases, and other related mfrastructure on a regular basis."15 Dr. Samuel Liles, Acting 
Director of the Cyber Analysts D1v1s1on w1thm DHS's Office of lntelhgence and Analysis 
(l&A), tesufied to the Committee on June 21, 2017, that "by late September, we determined that 
internet-connected election-related networks m 21 states were potentially targeted by Russian 
government cyber actors. "26 

-- (U) The MS-ISAC 1s a HS-supporte group d1cated to sharing mformallon between state, local, tnbal, and 
territorial (SL TT) government entities It serves as the central cybersecurity resource for SLTT governments 
EntttlesJom to receive cybersecurity advisories and alerts. vulnerab1hty assessments, mc,dent rt!!>ponse assistance. 
and other services 
"(U-) DHS llR 4 005 0006. An IP Add, eB Targeted M11/11p/e US State Go,emments to Include Elect1011 
Sy:,tems, October 4, 2016, DHS briefing forSSCl staff. March 5. 2018 
~• (U) SSC! Transcript of the Interview with John Brennan, Former Director. CIA, held on Friday. June 23, 2017. p 
41 
2< (U) SSCl Transcript of the Interview with Michael Dame I, Former Special Assistant to the President and 
Cybersecunty Coordmator, National Security Council, held on August 31, 2017. p 3Q 
06 (U) SSC! Transcript of the Open Hearmg on Russian Interference m the 2016 U S Elec11ons, held on Wednesday, 
June21.2017,p 12 
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~Bf i~~ued a •;c•c-omi Fl ASH and a Jomt Analysrn Report m October that 
flagged ..... suspect IP addresses, many unrelated to Russia 27 OHS bnefers told the 
Committee that they were mtentronally over-reportmg out of an abundance of caution, given 
their concern about the seriousness of the threat DHS representatives told the Committee, "We 
were very much at that pomt ma sort of duty-to-warn type of attitude where maybe a specific 
mc1dent like this, which was unattributed at the time, wouldn't have necessarily nsen to that 
level But .. we were see mg concurrent targeting of other electron-related and political figures 
and political msutut1ons. [which] led to what would probably be more sharmg than we would 
normally think to do •·28 

DHS assessed that the searches, done alphabet1cally, probably 
mcluded all 50 states, and consisted of research on "general election-related web pages, voter ID 
mformat1on, election system software, and election service companies."3i 

Bl FLASH. AlertNumberT-LDI005-TT. TLP-AMBER, 
, OHS/FBI JAR-16-20223. Threa1, 10 Federal. 

• • Gow:,rnmenl Systems, October 14, 2016, 
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Russian Embassy placed a fonnal request to observe the elections with the Department of State, 
but also reached outside d1plomauc channels m an attempt to secure permission directly from 
state and local election officials 37 In obJectmg to these tactics, then-Assistant Secretary of State 
for European and Eurasian Affairs Victoria Nuland remmded the Russian Ambassador that 
Ru~~ia had refused mvitat1ons to partJc1pate m tht: official OSCE mission that was to observe 
the U S elections 38 

35 (U) FBI UR , FBI llR 
36 (U) !bu/ 
:J,(U) DTS 2018-2152, SSC'l lnterv1cw with Andrew McCabe, Fonner Deputy Director of the FBI, February 14, 
2018,pp 221-222 
'" Email, sent November 4, 2016, from 

43 
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(U) The Committee found no evidence ofRn~wm Artnr- attemptmg to manipulate ,otc 
tallies on Electwn Day, though agam the Cotmmttee and IC'<; 111s1ght mto this 1s hm1led. 

(UIIIIII) In the year~ smce the 2016 electwn, awareness of the threat, activity by OHS. and 
measures at the state and local level to better secure electwn mfrastructure have all shown 
considerable unprovement The threat. however, remams imperfectly understood In a bneting 
before Senators on August 22,2018, DNI Darnel Coats. FBI Director Chnstopher Wray, then­
OHS Secretary Kirsqen Nteben, and then-OHS Undersecretary for the National Protection and 
Programs Div1s1on Christopher Krebs told Senators that there were no known threats to election 
mfrastructure However, Mr Krebs also said that top election vu!nerab1ht1es remam, mcludmg 
the admm1strat1on of the voter databases and the tabulation of the data, with the latter bemg a 
much more difficult target to attack.44 Relatedly, several weeks prior to the 2018 mid-term 
election, OHS assessed that "numerou, actor- arc regularly targetmg election mfrastructure. 
hkely for different purposes, mcludmg to cause disruptive effects, steal sens1t1ve data, and 
undermme confidence m the elecuon."45 

IV. (U) ELEMENTS OF RUSSIAN ACTIVITIES 

A. (U) Targeting Activity 

- Scannmg of election-related state infrastructure by Moscow was the most 
widespread activity the IC and OHS elements observed m the run up to the 20 I 6 eiecllon 48 

• - In an mterview with the Committee, Mr. Dame! stated. "What 1t mostly looked 
ltke to us was reconnaissance I would have characterized it at the time as sort of 
conducting the reconnaissance to do the network mappmg, to do the topology mappmg so 

44 (ll) DTS 2018-3275. Summary of8/22/20!8 All Senators Election Security Briefing, August 28. 2018 
"(ll-) Homeland Security lntclhgence Assessment (')ber Actors Contmue to Engage m Influence 
Ac1tv1t1es and Targeting ofE!ectton Infrastructure, October 11. 2018 
•• (U) DTS 2019-1368, NI(' 2019-01. lntelhgence Community Assessment A Summary of the lntelhgence 
Commumty Report on Foreign Interference as Directed by Executive Order 13848. March 29.2019 p 2-3 
'
7 (ll) Ibid 

' 8 (ll) SSC! mterv1ew ofrepresentattves from DHS and C'TIIC. February 27, 2018, p 12 
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that you could actually understand the network. e,;tahh,;h a presence so you could com1: 
back later and actually execute an uperation." 19 

• (U) Test1fy111g before the Committee, Dr Liles characterized the activity a~ ·•~1mple 
scanning for vulncrab1hues, analogous to somebody wa!kmg down the street and lookmg 
to see if you are home. A small number of systems were unsuccessfully exploited, as 
though somebody had rattled the doorknob but was unable to get 111 .. [however] a small 
number of the networks were successfully exploited. They made 1t through the door.''50 

- DHS and FBI assessments on the number of affected states evolved smce 
2016 In aJomt FBI/DHS mtelhgence product published 111 March 2018, and coordinated with 
the Central lntc!hgence Agency {CJA), the Defense Intelligence Agency (DIA}, the Department 
of State, the Natmnal Intelligence Council, the Natmnal Securit A ency (NSA), and the 
Department of Treasury, DHS and FBI assessed that Russian mtel!Joence 
services conducted act1vlt 5 

• - DHS arnved at their 111itial assessment by evaluatmg whether the tactics, 
techniques, and procedures {TTPs) observed were consistent with previously observed 
Russian TTPs, whether the actors used known Russian-affiliated mahc1ous mfrastructure. 
and whether a state or local election system was the target 53 

• (U) The majonty of mformatlon exam med by DHS was provided by the states 
themselves The MS-ISAC gathered mformatton from states that noticed the suspect IPs 
pmgmg their systems. In add1t1on, FBI was working with some states in local field 
offices and reporting back FBl's findmgs 

• (U) lfsome states evaluated their logs 111completely or maccurately, then DHS might 
have no mdicatton of whether they were scanned or attacked. As former-Homeland 
Secunty Adviser Lisa Monaco told the Commtttee, "Of course, the law enforcement and 
the mtelhgence commumty is gomg to be significantly reliant on what the holders and 

•• (U) SSC! Transcript of the Interview ofM1chael Daniel. Former As~1stant to the President nnd Cybersecur1ty 
Coordinator, National Security Council, August 31, 2017, p 44 
50 (U) SSC! Transcript of the Open Hearmg on Russian Interference m the 2016 US Elect1ons, held on Wednesday. 
June 21, 2017, 13 
51 OHS/FBI Homeland lntelh ence Brief, 

• (U) See chart, 111 ra, or mfonnatmn on successful breaches 
53 (U) OHS dtd not count attacks on pohucal parties, pohl!cal orgamzat1ons, or NGOs For example, the compromise 
of an email affiliated with a partisan State 13 voter reg1strat1011 orgamzauon was not included m DHS"s count 
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owners and operators of the infrastructure see~ on I1~ ~y~tf'rn [i.1c] :ind doo1dcs to 1aI:.<­
their hand "'4 

- However, both the IC and the Committee m its own review were unable to 
discern a pattern m the affected states, 

(U) Mr. Daniel told the Committee that by late August 20 l 6, he had already personally 
concluded that the Russians had attempted to intrude mall 50 ~tates, based on the extent of the 
acuv1ty and the apparent randomness of the attempts "My professional Judgment was we have 
to work under the assumption that they've tned to go everywhere, because they're thorough, 
they're competent, they're good."55 

- lntelltgencedevelo ed later m 2018 bolstered Mr Daniel's assessment 
that all 50 states were tar0 eted 

54 (U) SSC! Transcript of the Interview with ofLtsa Monaco. Former Homeland Security Advisor. August 10, 2017, 
p 38 
55 (U) SSC! Transcript of the Interview wtth Michael Daniel. Fonner Assistant to the President and Cybersecunty 
Coordinator, National Security Council. August 3 l, 20 l7, 40 
56 DHS/fBl Homeland lntelh •ence Bulletm 

,, (U) / " 
'"(U) DHS briefing for SSC! staff. March S, 2018 
59 (U) SSC! mterv1ew ofrepresentat1ves from OHS and CTIIC, February 27, 2018, pp l l-12 
• 0 (U) DHS briefing for SSCl staff. March S, 2018 
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• 

(U) However. IP addresses associated with the August 18, 20 l 6 FLASH provided some 
mdicattons the acttvJty might be attnbutable to the Russian government, parucu!arly the GRU 

• 

• 

• (UIIIIII) One of the Netherlands-based 
"exhibited the same behavior from the same node over a period oft1me. 
behavmg like the same user or group of users was usmg this to direct activity agamst 
the same type of targets," accord mg to DHS staff 69 

(U) Cyber Threat Intel igence lntegral!on Center (CT!!C) Cyber Threat fnte!hgence Summary, October 7, 2016 
68 (U) Ibid 
6'' (U) SSC! mterv1ew of representatives from DHS and CTlfC. February 27, 2018, p 13 
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- The Committee reached out to the 21 states that OHS first 1dent1fied as targets of 
scanning activity to learn about their experiences Election officials provided the Comm!tlee 

DHS Intel 1gcnce Assessment, Howle Ruman C;be1 Targetmg ofElewon /11jiaw11a111e 111 2016 
Pro a e No11-S1ate Aao,, Attempt D1S11tpllon, May 3, 2017 
74 (U) !bu/ 
75 (U) SSC! mterv1ew of representatives from OHS and CTl!C, February 27, 2018, p 13 
76 OHS arnved at their mmal assessment of 21 states affected by add mg the eleven plus se~en states. plus 
the three where scanning acuv1ty appeared directed at less spec1fically elecuon-focused infrastructure 
17 (U) SSC! conference call with DHS and rm, March 29.2018 
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details <1bout the aeuvny they saw on their network~, and the Committee cumpa11:<l that 
a1.wuntmg to LlrlS ·s reporting of event!> 78 Whete those accounts differed 1s noted below The 
scanning actlV!ty took place from approximately June through September 2016 

STATE OBSERVED ACTIVITY79 

lllmo1s (U) See 111.fra, "Russian Access to Elect10n-Rclatcd Infrastructure" for a 
detailed description. 

State 2 (U) See mjra, "Russian Access to Elecuon-Rclated Infrastructure" for a 
deta1!t:t! t!c5cnot10n 
(U) Accordmg to State 3 o11icials, cybcr actors usmg mfrastructure identified m 
the August FLASH conducted scannmg activity 80 State 3 officials noticed 

State 3 
"abnormal behav10r" and took action to block the related IP addressc~ 81 

- DI-IS reported GRU scanning attempts agamst two separate domams 
related to election infrastructure. 82 

State 4 (U) See mfra. "Two Unexplained Events" for a detailed descnptwn. 
(U) Cyber actors usmg infrastructure 1dent1fied in the August FLASH :,canned 
"an old website and non-relevant archives," accordmg to the State 5 Secretary 
of State's office.~3 The following day, State 5 took action to block the IP 
address 84 

State 5 
- DIIS, however, reported GRU scanning acuv1ty on two separate S!ate 
5 Secretary of State websites, plus targeting of a District Attorney's office8' ma 
particular city 86 Both the websites appear to be current addresses for the State 
5 Secretary of State's office 
(U) According to State 6 officials, cyber actors using mfrastructure identified m 

State 6 the August FLASH scanned87 the entire state IT infrastructure, mcludmg by 
usmg the Acunet1x tool, but the "affected systems" were the Secretary of State's 

78 {U) DHS bnefed Commrttee staff three times on the attacks, and staff reviewed hundreds of pages of mtelhgence 
assessments 
'
9 (U) Slight vanalton bet\\een \\hat states and DHS reported to the Comnnttee 1s an md1cat1on ofone of the 

challenges m elccuon cybersecunty The system owners-in this case, state and local administrators-are m the 
best position to carry out comprehensive cyber rev1ey,,s, but they often lack the expertise or resources to do so The 
federal government has resources and expertise. but !he I(' can see only lm11tcd mforma11on about mbound attacks 
because of legal restnct10ns on operatmns mside the Umted States 
80 (U) Memorandum forthe Record, SSC! Staff. Conference Call wl!h [State 3], December 8, 2017 
81 (U) lbul 
82 (U) DHS briefing for Committee staff on March 5, 2018 
83 (U) Memorandum for the Record, SSC! Staff, Conference Call \vtth [State 5], December l, 2017 
"'(U) /bu/ 
85 (U-) Br1efers suggested the ··most wanted" hst housed on the Dtstrtct Attorney's website may have m 
some ~en connected to voter reg1strat10n The exact nature ofthts connection, mcludmg \,hether tt \\as a 
technical net\\ork connecuon or \\hether databases of md1v1duals \\tth felony conv1cl!ons held by the D1strtct 
Attorney's office had votmg reg1stra1ton 1mphcat1ons, 1s unclear 
80 (U) DHS briefing for Committee staff on March 5, 2018 
87 (U) State 6 officials did not specify, but m hghl of the DHS assessment, they hke!y meant SQL mJect1on 
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weh apphcatton and the election results \\Cbs1tc xx If th1. pc111.t1 .it1u11 ha<l been 
successful, actors could have manipulated the unofficial display of the elccuon 
talhes.89 State officials believed they would have caught any mconsistency 
quickly 90 State 6 became aware of this malicious acuv1ty and alerted 
partners 91 

- OHS reported that GRU actors scanned State 6, then unsuccessfully 
attempted many SQL tnJectton attacks State 6 saw the highest number ofSQL 
attem b ufan ~tale 
(U) Aeeordmg to State 7 officials, cyber actors usmg mfrastructure 1dent1fied m 
the August FLASH scanned publtc-facmg websites. mcludmg the "stauc" 
clect1on site 92 It seemed the actors were "catalogmg holes to come back later," 
accord mg to state elect ton officials 93 State 7 became aware or this malicious 
acuvity after rece1vmg an FBI alert 94 

- OHS reported GRU scannmg attempts against two separate domams 
related to elecuon mfrastructure 95 

(U) Accordmg to State 8 otlic1als, cyber actors usmg infrastructure 1denufied m 
the August FLASH scanned a State 8 public election website on one day 96 

State 8 officials described the act1v1ty as heightened but not particularly out of 
the ordmary.97 State 8 became aware ofth1s malicious act1v1ty after rece1vmg 
an alert 98 

(U) According to State 9 officials, cyber actors using mfrastructure identified in 
an October MS-ISAC adviso IOI scanned the statewide voter re 1strat1on 

88 (U) Memorandum for the Record. SSC! Staff, Conference Call with [State 6]. November 17, 2017 
'"(U) /bu/ 
'" {U) Ibid 
91 (U) I/ml 
9

' {U) Memorandum for the Record. SSC! Staff. Conference Call with [Staie 71, January 25, 2018 
91 (U) Ibid 
94 (U) lbul 
• 5 (U) OHS briefing for Committee staff on March 5, 2018 
""(U) Memorandum for the Record, SSC! Staff, Conference Call \\1th [State SJ. February 2, 2018 
•n (U) lbtd 
'" (U) !bid 
"'' (U) OHS briefing for Commmee staff on March 5. 2018 
'°" (U) !hid 
101 {U) While the Comnuttee \\as unable to review the specific md1cators shared with State 9 by the MS-ISAC m 
October, the Comnmtee believes at least one of the relevant IPs Y.as ongmally named m the August FLASH because 
of techmcal data held by OHS which was briefed to the Committee 
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~ -
~y~tern. IOl Officmb u~ed the analogy of a tl11eTcasmg a parking lot they said 
the car th1ef "dtdn 't go in, but we don't know why." 103 State 9 became aware of 
this maltc1ous activity after rece1vmg an alert 104 

- DHS reported GRU scannmg activity on the Secretary of State 
domam 105 

(U) Accord mg to State l 0 officials, cyber actors usmg mfrastructure identified 
m the August FLASH conducted act1v1ly that wa~ "very low.I," with a three-
pronged attack a Netherlands-based IP address attempted SQL mJect10n on all 
fields l ,500 times, a U.S -based IP address attempted SQL mjecuon on several 
fields, and a Poland-based IP address attempted SQL 1111ectton on one field 6-7 
tunes. 106 State IO received relevant cybersecunty md1ctors from MS-ISAC m 
early August, around the same time that the attacks occurred. w7 State I O's IT 
contractor attributed the attack to Russia and suggested that the act1v1ty was 
rernm1sccnt of other attacks where attackers distract with lots of noise and then 

State 10 •·sneak m the back." 1118 

(U) State 10, through its firewall, blocked attempted rnahc1ous activity agamst 
the onlme voter registration system and provided logs to the Nat10nal 
Cybersecurity and Cornmumcations lntegrat10n Center (NCCIC)109 and the U.S. 
Computer Emergency Readmess Team (US-CERT). 110 State IO also brought m 
an outside contractor to assist. 111 

1111 DHS confirmed GRU SQL 1t1Ject10n attempts agamst State l O's voter 
services website on August 5 and said that the attack was blocked after one day 
by State !O's firewall 112 

(U) Accord mg to State 11 officials, they have seen no evidence of scanning or 
attack attempts related to elect10n infrastructure m 2016 113 While State 11 

State 11 
officials noted an IP address "probing" state systems, activity which was 
"broader than state election systems," State 11 election officials did not provide 
specifics on which systems 114 

101 (U) Memorandum forthe Record. SSC! Staff, Conference Call with [State 9J. November 17, 2017 
!VI (U) lbtd 
104 (U) lbul 
,o; (U) DHS brtefing for Committee staff on March 5, 2018 
tu• (U) Memorandum for the Record, SSC! Staff, Conference Call w!lh [State !OJ, November 29, 2017 
'"

7 (U) Ibid 
10• (U) Ibid 
109 (U) NCC!C 1s DHS's cyber watch center 
no (U) Ibid 
'" (U) Ibid 
112 (U) DHS briefing for Committee staff on March 5, 2018 
" 1 (U) Memorandum for the Record, SSCI Staff. Conference Call with [State 11 ], December 8, 20! 7 
11 ' (U) Ibid 
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State 12 

State 13 

State 14 

464 

DHS reported GRU ~cannmg activity on the Secretary of State 
omam 115 

(U) C'yber actors usmg mfrastructure 1dent1fied m the Augu~t FLAS! I 
conducted scannmg activity that "'lasted less than a second and no security 
breach occurred," accordmg to State 12 officials 116 State 12 became aware of 
th1~ mahc1ous activity after bemg alerted to 11 117 

- DHS reported tha1 because of a la\-k of sensor data related to this 
~t. they relied on NctFlow data, which provided less granular 
mformatlon 118 DHS's only clear md1cat1on ofGRU scannmg on State l 2's 
Secretary of State website came from State 12 self-reportmg mformat1on 10 MS­
ISAC after the issuance of the Au ust FLASH nottficahon 119 

(U) Accordmg to State 13 officials, they have seen no evidence ofscannmg or 
attack attempts related to slate-wide eleetton mfrastructure m 2016. 120 

MS-ISAC passed OHS reports ofeommumcauons between a suspect 
IP a dress used by the GRU at the time and the State 14 election commission 
webpage, but no md1cat1on of a compromise m In add1t10n, OHS was 
mformed ofact1v1t relatm to se arate (P addresses m the Au 1ust FLASH, 

"' (U) DHS briefing for Committee staff on March 5, 2018 
'"' (U) Memorandum for the Record. SSC! Staff, Conference Call with {State 12]. December I, 2017 
117 (U) !bu! 
na (U) DHS briefing for Committee staff on March 5, 2018 
119 (U) lh1d 
100 (U) Memorandum for the Record, SSC! Staff. Conference Call wtth [State 13], December!, 2017 
121 U FBI HR DHS bnefin for Committee staff on March 5, 2018 

states, ;e , , , o ogy or en Actors" 
~lntelhgence Bnef. 

------• DHSbnefing fo 
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mciuJwg allempred llomam Name System (DNS) i'ookups and potenually 
malic10us ema1 Is, some dating back to January 20 I 6 114 

(U) State 15 officials were not aware that the state was among those targeted 
until they were notified. 125 State I S's current lead election official was not in 
place during the 2016 election so they had little insight into any scanmng or 
attempted mtruston on their systems State 15 officials said that generally they 

State 15 viewed 2016 as a success story because the attempted inliltrat10n never got past 
the state's four layers ofsecunty 

!!!I OHS reported broad GRU scannmg act1v1ty on State 15 government 
a s i::1, 

(U) According to State i 6 officials, cyber actors using mfra~tructurc identified 
m the October FLASl-l conducted scannmg activity agamst a state government 

State 16 network 127 

~OHS reported 111format1on on GRU scannmg activity based on a self-
om State 16 after the issuance of the October FLASH. I'& 

(U) State 17 oflicials reported nothmg "irregular, mconststent. or ~usp1c10us" 
leadmg up to the election 129 While State 17 IT staff received an MS-ISAC 

State 17 not1fical!on, that not1ficat1on was not shared w1thm the state government Do 

JIii. DI IS reported GRU scanning act1v1ty on an clcctmn-rclated domam " 1 

(U) State 18 election officials satd they observed no connection from the IP 
addresses listed m the elect1on-related notifications m 

State 18 
- DI-IS reported md1cat1ons ofGRU scanning act1v1ty on a State 18 
government domam 133 

(U) According to State 19 officials, cyber actors usmg mfrastructure 1dcnt1ficd 

State 19 
m October by MS-ISAC conducted scanning activity State 19 claimed this 
activity was "blocked," but did not elaborate on why or how 1t was blocked. 134 

'" (U/-) DHS IIR 4 019 0012 17, ()•her A<IIHI) Tmgelmg [State 14} Gorernme/11 Ne1work.1 from lmernet 
P1010,i;;r;r;;;!,-e,se> 4swcmred uwh Tm get mg Stale Elec/1011; System<. October 21, 2016 
m (U) Memorandum for the Record, SSC'! Staff. Conference Call \\Ith [State 15], March 12, 2018 
i:,, (U) DHS briefing for Committee staff on March 5, 2018 
127 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 16], December I, 2017 
128 (U) DHS briefing for Comm11tce staff on March 5, 2018 
'" (U) Memorandum for the Record, SSCI Staff. Conference Call \\Ith [State 17], January 25. 2018 
11" (U) lbul 
'" (U) DHS briefing for Committee staff on March 5, 2018 
"' (U) Memorandum for the Record, SSC! Staff, Conference Call \I.1th [State I 8], December 8, 2017 
113 (U) DHS briefing for Committee staff on March 5. 2018 
114 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 19], December l, 2017 
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State 20 

State 21 

466 

DI IS rep01t1:<l mdlcations ofORU scannmg activity on two separate 
State 19 overnment domains 135 

(U) Accordmg to State 20 officials, cyber actors usmg infrastructure identified 
in October by MS-I SAC were "knocking" on the state's network, but no 
successful mtrusmn occurred 136 

.. OHS reported GRU scanning activity on the Secretary of State 
domam. 137 

(U) State 21 officials received mdrcators from MS-ISAC in October 2016. 
They said they were not aware the state was among those targeted until 
notified 138 

- OHS reported GRU scannmg activity on an election-related domam as 
well as at least one other government system connected to the voter registration 
s stem. 139 

- Neither DHS nor the Committee can ascertam a pattern to the states targeted, 
lending credence to DHS's later assessment that all 50 states probably were scanned. OHS 
representatives told the Committee that "there wasn't a clear red state-blue state-purple state, 
more electoral votes, less electoral votes" pattern to the attacks. DHS acknowledged that the 
U .S Government does not have perfect insight, and it 1s possible the IC missed some act1v1t 
that states did not nottce intrusion attem ts or re ort them. 140 

m (U) OHS briefing for Committee staff on March 5, 2018 
,,. (U) Memorandum for the Record, SSC! Staff, Conference Call wtth [State 20), November 17, 2017 
137 (U) OHS bnefing forCommmee staff on March 5, 2018 
118 {U) Memorandum for the Record, SSC! Staff. Conference Call with [State 21], November 17, 2017 
""(U) OHS brtefing for Committee staff on March 5, 2018 
1•• U SSC! mterv1ew with OHS and CTIIC. Februa 27, 2018, 25 

(U} SSC! mterv1ew wit OHS and CT!IC, February 27, 2018, p 21 
20 
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(U A~ ufOctubi.:12018 the IC and DHS were looking for evidence ot threats to 
election systems, . An October 11, 2018 DHS 
Intelligence Assessment reported the following. 

We judge that numerous actors are regularly targeting electwn mfrastructure, 
ltkely for different purposes, mcluding to cause dzsruphve effects, steal sensitive 
data, and undermine confidence m the election We are aware of a growing 
volume of mahcious actlVlty targeting electwn infrastr11ch1re in 2018, although 
we do not have a complete base/me of pnor years to determine relahve scale of 
the acl/vzty. Much of our understanding of cyber threats to election mjraMn1cture 
1s due to proactive sharing by state and local elecflon officials, as well as more 
robu:,t intelligence and information sharmg relationships amongst the electwn 
community and within the Department The observed act/Vlty has leveraged 
common tactic~-the types of tactics that are available to natwn-state and non­
state cyber actors, alike-with limited success in compronusmg networks and 
accounts We have not attributed the activity to any foreign adversaries, and we 
continue to work to identify the actors behind these operatwns At this time, all 
these activ1hes were either prevented or have been mtflgated 

(U/1111) Specifically. 

Umdent,fled cyber actors since at least Apnl 2018 and as recently as early 
October contznue to engage ma range of potenttal elections-related cyber 
mc1dent~ targeting elect10n infrastructure usmg spear-ph1shmg, database 
explottalton techniques, and denial of service attacks, possibly md1catmg 
continued interest in compromising the availability, confidentiality, and integrity 
of these systems For example, on 24 August 2018, iybersecurity ojfictals 
detected mulllple attempts to 1/legally access the State of Vermont's On/me Voter 
Registration Application (OLVR), which serves as the state's resident voter 
reg1stratt0n database, accardmg to DHS reporhng The malic10us achv1ty 
mcluded one Cross Site Scripting attempt, seven Structured Query Language 
(SQL) m1ecflan attempts, and one attempted Denial of Service (DoS) attack All 
attempts were unsuccessjill 143 

(U/1111) In summarizing the ongoing threat to U.S. election systems, OHS further 
said m the same product, "We contmue to assess multiple elements of U.S. elect10n 
mfrastructure are potentially vulnerable to cyber mtrus1ons "144 

B. (U) Russian Access to Election Infrastructure 

143 (U/-) OHS, Homeland Security lntelhgence Assessment, Cyber Actors Commue to Engage m hifluence 
Ac11w1;:::;;JTargetmg oJE/ectwn Infras1ruc1t1re, October 1 t, 2018 
1-14 (U)/b,d 
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(U) The January 6, 2017 lntelhgence C'ommumty Asse;;.Mm-:nt (IL'A), "J\sses!>mg 
Rll',S1an ,l\ct1,1ti~!> and Intentions in Recent US Elections," states 

Russ tan mtelbgenw obtumed and mumtamed access to elements of mulllple US 
state or local electoral board:, DHS as.,esses that the type~ of sy\tem:, Rm.;iw1 
actors targeted or compromised were not mvolved 111 vote tal{vmg 14

' 

- Based on the Committee's review of the !CA, the Committee concur<; 
with this assessment The Committee found that Ru~!>ian-affihated cyber actors gained 
ncces:. to election infrastructure systems across two states, includmg successful extractton 
of voter data. However, none of these systems were involved in vote tallying. 

1. (U) Russian Access to Election Infrastructure: Illinois 

(U) In June 2016, Illinois experienced the first known breach by Russian actors of state 
election infrastructure during the 2016 election 146 As of the end of 2018, the Russian cyber 
actors had successfully penetrated lllmo1s's voter reg1!>trat1on database, viewed multiple database 
table!>, and accessed up to 200,000 voter registration records 147 The compromise resulted in the 
exfiltrat1on ofan unknown quantity of voter registration data. 14

K Russian cyber actors were ma 
po:,1!ton to delete or change voter data, but the Committee 1s not aware of any evidence that they 
did so 149 

• - DHS assesses with high confidence that the penetratwn was earned out by 
Russian actors. 1 ;o 

• (UIIIIII) The compromised voter re 1strat1on database held records relatm to 14 
million registered voters, . The 
records exfiltrated included mformallon on each voter's name, address, partial social 
secunty number, date of birth, and either a driver's license number or state 1denttficat1on 
number 151 

141 (U) lntclhgence C'ommumty Assessment, Asse:,:,mg Russian Ac11v1t1es and fment10111 m Rewnt US E/eawns, 
Januaz 6! 2012 p Ill 146 (U ) DHS HR 4 005 0006, An IP Addw.;., Tmgeted Mulup/e US State Go,ernment '• to h1<l11de E/ea,011 
Sy,tem.,, cto r 4. 2016, DHS bncfing for SSCI staff. March S. 2018 
147 (U) "llhnots election officials say hack yielded mformauon on 200,000 voters," [Local Nevvspaper], August 29, 
2016 
148 U DHSIIR 

(' Open Hearing on June-I. 01 , p 110 
(U) State Board of Elections, !llmms Voter Reg1Mra1w11 System Records Breached, August 31, 2016 As reflected 

else1vhere m this report. the Committee did not undertake its ovm forensic analysis of the lllm01s server logs to 
corroborate this statement, SSC! interview with DHS and CTUC, February 27, 2018, p 24 
''" (U) See mjra, "Russian Scanmng and Attempted Access to Elecuon-Related Infrastructure" for a complete 
d1scuss1on on attnbul!on related to the set of c ber act1v1t hnked to the mfrastructure used m the lllmo1s breach 
1' 1 U/ FBI llR 

DHS lntelhgence Assessment, May 3, 2017, 0144-17, 
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• ..... DRS staff further recounted to the Committee that "Russia would have 
~ to potentially manipulate some of that data, but we didn't see that." 152 

Further, DHS staff noted that "the level of access that they gained, they almost certamly 
could have done more. Why they didn't ... is sort of an open-ended question. I think it 
fits under the larger umbrella of undennining confidence in the election by tipping their 
hand that they had this level of access or shovving that they were capable of getting it." 153 

• (U) According to a Cyber Threat Intelligence Integration Center (CTIIC) product, 
Illinois officials "disclosed that the database has been targeted frequently by hackers, but 
this was the first instance known to state officials of success in accessing it."154 

(U) In June 2017, the Executive Director of the Illinois State Board of Elections (SBE), 
Steve Sandvoss, testified before the Comnnttee about Illinois's experience in the 2016 
elections. 155 He laid out the following timeline: 

• (U) On June 23, 2016, a foreign actor successfully penetrated Illinois's databases 
through an SQL attack on the on!ine votet registration website. "Because of the imtial 
low-volume nature of the attack, the State Board of Election staff did not become aware 
of1t at first." 156 

• (U) Three weeks later, on July 12, 2016, the IT staff discovered spikes in data flow 
across the voter registration database server. "Analysis of the server Jogs revealed that 
the heavy load was a result of rapidly repeated database queries on the application status 
page of our paperless online voter application website." 157 

• (U) On July 13, 2016, IT staff took the website and database oftline, but continued to see 
activity from the malicious IP address. 158 

• (U) ''Firewall monitoring indicated that the attackers were hitting SBE IP addresses five 
times per second, 24 hours a day. These attacks continued until August 12th [2016], when 
they abruptly ceased."159 • 

152 (U) SSCI interview with DHS and CTIIC, February 27, 2018, p 14 
153 (U)lb1d 
154 (U) CTIIC Cyber Threat Intelhgence Summary, August 18, 2016. 
155 (U) SSCl Open Hearing on June 21, 2017. The Committee notes that, in his testimony, Mr Sandvoss said Illino1s 
still had not been definitively told that Russia perpetrated the attack, despite DHS's high confidence. The Committee 
also notes that DHS eventually provided a briefing to states during which DHS provided further information on this 
topic, including the DHS high-confidence attnbution to Russia. 
156 (0)/bzd,p 110 
is1 (U)Jbid 
158 (U) Ibid., p. 111 
159 {U) Ibid. 
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• (U) On July 19, 2016, the election staff notified the llhno1,; Genorol Asseml.Jly autl the 
Aunrney lieneral's office. 

• (U) Approximately a week later, the PB! contacted llhnots 160 

• (U) On July 28, 2016, both the registration system and the onlme voter reg1strat10n 
became fully functional agam 161 

2. (U) Russian Access to Election Infrastructure: State 2 

160 (U) !bu/, p 113 
161 (U lbul, 112 
16' U FBI Electromc Commumcatton, 

165 (U) FBI Brie mg on [State E ectton Systems, June 25, 2018 
'"" (U) OHS briefing for SSC! staff, March 5, 2018 
167 (U) /bu/ 
168 (U) !bu/ 

••~ (U) !bu/ 
17 DTS 2018-2416, FBI Briefing on [State 2] Election Systems, June 25, 2018, p 16 
rn (U) SSC'! mterv1ew with DHS and C'TllC, February 27, 2018, compartmented session 
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August 18, 2016 

August 24, 2016 

August 26, 2016 

m (U) !b,d 
173 (U)/b,d 

471 

(U) FBI FLASH notification identified IP addresses targetmg 
election offices. 180 

(U) State 2 Department of State received the FLASH from 
National Association of Secretaries of State 181 

(U) State 2 Department of State forwarded FLASH to counties and 
advised them to block the IP addresses 182 

- Separately, 
addresses scanned its system. subsequently 
discovered sus ected intrusion acuv1t an contacted the FBI. 184 

114

(U)lr m DTS 2018-2416; FBI Briefing on [State 2] Electron Systems, June 25, 20 l 8, pp 7 

177 Ibid See also EB·0004893•LED 
"".lid 

178 ~p mtervrew with DHS and CTIIC, February 27, 2018, p 42 m- DTS 2018-2416; FBI Briefing on [State 2] Election Systems, June 25. 2018, pp 7 
180 U FBI FLASH, Alert Number T-LDI004•TT, TLP-AMBER, 

DTS 2018•24l6, FBl Briefing on {State 2] Electton Systems, June 25, 2018, p 4 
182 ( ) ,a, pp 4.5 
183 (U) Ibid, p 5 
184 (U) Ibid 
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August 31, 2016 

September 30, 2016 

October 4, 2016 

October 14, 2016 

December 29, 2016 

June20l7 

472 

FBI opened its investigation on the and 
ted outreach to State 2 county election o 1c1a s to discuss 
al security postures and any suspicious acttvity." 185 FBI 
reveals that one State 2 county-County A-was 
186 

FBI held a conference call with county election officials to 
a vise of the attempt to probe County A. 187 FBI also notified state 
and local officials of available OHS services 188 

County B's IT administrator contacted FBI regarding a 
potential mtrusion. 189 Accordmg to the FBI, "Of particular 
concern, the activity mcluded a connection to a county voting, 
testing, and mamtenance server used for poll worker classes " 190 

(U) FBI shared County B indicators by issuing a FLASH. 191 

(U) OHS and FBI released a Joint Analysis Report (JAR) on the 
"GRIZZLY STEPPE" intrusion set, report represents the first IC 
attribution of state electwn-reiated systems to the Russians. 192 

(U) OHS notified State 2 counties of a possible intrusion "as part 
ofa broader not1ficat1on to 122 entities 1dent1fied as spearph1shing 
victims in an intelligence report." 194 

m- OTS 2018-2416, FBI Briefing on {State 2] Election Systems, June25,20l8, p 5 
is• (U)lbld 
187 (U) lbul, pp 5-6 
188 (U) lbtd, p 6 
'"" (U)/bu/ 
1"° (U) lbul 
191 VI FBI FLASH, Alert Number T-LD1005-TT, TLP-AMBER, 

• (U) OHS Bl, Jomt Ana ys1s Report, JAR-16-20296A, GRJZZL Y STEPPE - Russian Mahcmus Cyber Act1v1ty, 
December 29, 2016 m- OTS 2018-2416, FBI Briefing on [State 2] Election Systems, June 25, 2018, p 7 
'"'(U)lbld 

26 
COMMITTEE SENSITIVE- RUSSIA INVESTIGATION ONLY 



19674

473 

July 2017 (U) FBI pubhsherl a FLASH roport warnmg ufross1ble 
spea1ph1shmg 195 

November 2017 (U) FBI and OHS partic1pated m the first meeting of the State 2 
elecllons task force 196 

February 2018 (U) FBI requested dtrect engagement wnh Counties B, C, and D, 
mcludmg a remmder of available DHS services 197 

Mmch 2018 (U) FBI reports that "our office engaged" the affected counties 
through the local FBI field office 198 The FBI could not provide 
any further detail on the substance of these engagements to the 
Commlltee. 

May 29, 2018 FBI provided a SECRET Letterhead Memo to DHS 
"formally advismg of our mvesngation into the intrusion-
_, the reported mtrusion at County B, and suspected 
compromises of Counties C and D " 199 

June 11, 2018 (U) FBI reports that as of June 11, 2018, Counties A, B, C, and D 
had not accepted OHS services.100 

1'
1
' U fBI FLASH, Alert Number EB-000083-LD, TLP-AMBER, 

SeeDTS201 -3174 
DTS 2018·2 16, FBI Briefing on [State 2] Elecuon Systems, June 25, 2018, p 7 

m (U) I ul,p 6 
198 (U) lhtd, p 34 
199 (U) Ibid, pp 8·9 
,oo U Ibid, p 20 
,o, DTS 2018-2416, FBl Briefing on [State 2 J Electton Systems, June 25, 2018, pp 20-21 
,o1 ••••••• DHS briefing for SSCl staff, March 5, 20! 8 
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• (U) State 2's Secretary of State and Election Director told the Comm11tcc m December 
20 l 7 that there was "never an attack on our systems." "We did not sec any unusual 
acllv1t1es. I would have known about 1t personally ''203 State 2 did not want to share 
wtth the Committee its cybersecunty posture, but state ollic1als communicated that they 
are highly confident m the security of their systems :io-1 

• (U} State 2's election apparatus is highly decentralized, with each county makmg its own 
dec1s1ons about acqumng, configurmg, nnd opcratmg elccllon systems 205 

• (U} As of August 9, 2018, DHS was complnncntary of the steps State 2 had taken to 
secure its votmg systems, mcludmg puttmg nearly all counties on the ALBERT sensor 
systcm,Jommg the Electtons Infrastructure Information Sharmg and Analy~1s Center (El­
lSAC), and usmg congressionally appropriated funds plus add1t1onal state funds to hire 
cybersecunty advisors 206 

C. (U) Ru~~ian Efforts to Research U.S. Voting Systems, Processes, and Other 
Elements of Voting Infrastructure 

"" (U) Memorandum for the Record, SSC! Staff, Conference Call \~Ith [State 2]. December l.2017 
Oil-I (U) Ibid 
'°' (U) Ibid '"" (U) bTS 2018-2581. Memorandum for the Record, Telephone call with OHS. August 9, 2018 
"'' FBI LHM, 
:o•~/.p 5 
"'''- Note "FISA" refers to electronic surveillance collected on a foreign power or an agent of a foreign 
pov.,er pursuant to the Foreign lntelhgence Surveillance Act of 1978 This collectmn could have come from 
landlmes, electronic mail accounts, or mobtle phones used by personnel at a foreign embassy (1 e. an 
"establishment" F!SA) or u;ed b) personnel associated with a foreign po"er (1 e, "agents ofa foreign power") This 
FISA collcctmn \\ould have been approved b1 the Foreign lntelhgence Surve1llance Court ("FlSC'"), effectuated by 
fBI, and then could also have been shared with NSA or CIA. or both, depending on the foreign target 
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• 

• 

• 

• 

D. (U) Russian Activity Directed at Voting Machine Companies 

2'°. FBI LHM, 
' 11 FHI LHM, 
m( )/ 1d 
rn (U) Ibid. p 3 
'

1
' (U) Ibid. p 4 

m (U)/b1d 
216 U Ibid. 
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• 

• 

E. (U) Russian Efforts to Observe Polling Places 

s 
1dely-used vendor 

- - Department of State were aware that Russia was attcmptmg to 
send election observers to polling places m 2016 The true mtentton of these efforts 1s 
unknown 

• 

--
-- (IJ) I ul 
,n (U) Ibid 

''' (IJ) NSA 
114 (IJ) lbul, pp 1-3. 
m(IJ} FBI IIR 
''

6 (U} lb1d 

Bl E ectromc Commumcat1on, 

D!RNSA May 5, 2017, p 3 
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• - The Russian Fmha,,y pl.iced u formal rcqu1.~L lu ubi.ervc the electtons 
with the Department of State, but also reached outside diplomatic channels in an attempt 
to secure permissmn directly from state and local election officials 227 For example, m 
September 2016, the State 5 Secretary of State demed a request by the Russian Consul 
General to allow a Russian government offic1al ms1de a polling statton on Electmn Da 
to stud the U.S election rocess, accordm to State 5 officmls.228 

12' (U) DTS 2018-2152, SSC! Transcript of the Interview of Andrew McCabe, Former Deputy D1rector of the 
Federal Bureau oflnvest1gat10n. February 14, 2018, pp 221-222 
m(V)lbtd 
209 (U) lbtd 
no U lbtd 

visas/travel 
m (U) lbtd 

Email, sent November 4, 2016, from 
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- Russian Activity Possibly Related to a Misinformation Campaign on Voter 

136- DTS 2018-3952, MFR of Interview with Randy Coleman, December 5, 20 l 8 
m (U) NSA····· DIRNSA, May 5, 2017 n, (U) Ibid 
239 U SSC! Interview with OHS and CTIIC, Februa 27,2018, 47-48 

FBI !IR 

• U/ )FBI LHM, ______________________ _ 

.. (II}/ It 
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(U) The declassified, January 6,2017, Intelligence Community Assessment also 
highlighted preparations related to voter fraud, noting that Russian diplomats "were prepared to 
publicly call mto question the valtd1ty of the results" and that "pro-Kremlm hloggers had 
prepared a Twitter campaign, #DcmociacyRIP, on election mght m ant1c1pat1on of Secretary 
Clinton's v1ctory,Judgmg from their social media act1v1ty "245 

(U) Durmg a 2017 election, State 17 saw bot activity on social media, mcludmg 
allegations of voter fraud, m particular on Redd1t Stall:: 17 had to try to prove later that there 
was no fraud :4o 

H. (U) Two Unexplained Events 

1. (U) Cyber Activity in State 22 

""(U) lnte 1gence Community Assessment. AMeosmg Ru,sw11 Allll•1/les and !11te1111on, 111 Recent U <; Elecrwm, 
January 6. 2017, p 2 
046 (U) See Memorandum for the Record, SSCI Staff, Confet ente Call with State 17, January 25, 2018 The 
Committee notes 11 ,s conductmg a related mvest1gat1on into the use of social media by Russtan-govemment 
affiliated enlllle; 
' 41 (U) The Fusion Center model 1s a partnership bet\\een DHS and state, local, tribal, and territorial entitles They 
serve as a focal pomt for "the receipt, analysis. gathenng. and shanng of threat-related mformatlon" 
,,, (U) CTIIC Cyber Threat Intelligence Summary/Cyber Threats m Focus, Mahc1ous C'yber Acuvity on Elecuon­
Related Computer Net.,.orks Last Spnng Pos;1bly Lmled to Russia. October 7, 2016, DHS, IIR 4 0190147 16, 
September 28, 2016 
209 (U) !bu/ 
"

0 (U) !bu/ 
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2. (U) Cyber Activity in State 4 

{~) State 4 officials, OHS, and FBI m the sprmg and summer of2016, struggled 
to understand who was responsible for two rounds of cyber activity related to election 
infrastructure Eventually. one set of cyher act1v1ty was attributed to Ru~~ta and one was not 

(~) First, in Apnl of 2016, a cybcr actor successfully targeted State 4 with a 
ph1shing scam After a county employee opened an infected email attachment, the cyber actor 
stole credenttals. which were later posted onlme 151 Those stolen credentials were used in June 
20 l 6 to penetrate State 4 's voter reg1strat10n database. 252 A CTIIC product reported the incident 
as follows "An unknown actor viewed a statewide voter reg1strat10n database after obtaining a 
state employee's credentials through ph,shing and keystroke logging malware, according to a 
private-sector OHS partner claiming secondhand access The actor u~cd the credentials to access 
the database and was in a pos1t10n to modify county, but not statewide, data "253 

(...-) OHS analysis of forensic data provided by a pnvate sector partner 
d1scovere~re on the system, and State 4 shut down the voter registration system for about 
eight days to contain the attack 254 State 4 officials later told the Committee that that while the 
cyber actor was able to successfully log m to a workstation connected to electmn related 
infrastructure, add1t10nal credentials would have been needed for the eyber actor to access the 
voter reg1strat10n database on that system 255 

(U) At first, FBI told State 4 officials that the attack may have originated from Russia, 
but the ues to the Russian government were unclear. "The Bureau described the threat as 
'credible' and s1gni ficant. a spokesman for State 4 Secretary of State said. "2% State 4 officials 
also told press that the hacker had used a server 111 Russia, but that the FBI could not confim1 the 

''' (U) rCI mtervrcw with DHS and CTIIC, February 27, 2018, p. 38 
''3 Cyber 1 hreat lntelhgence lntegranon Center (CTl!C), Compromised State Elecuon Net\vorks. 
No~em er2.2016.p I 
254 (tllllll) DHS l!R 4 005 0829 16, A ■■■■ US State Governmem, Eleaum SyMem Targeted by 
l1ai1C1011s Actmty, September 9. 2016, Memorandum for the Record, SSCI Staff, Conference Call with [State 4], 
December I, 20 I 7 ,s, (U) Memorandum for the Record, SSC! Staff. Conference Call with State4 , December I, 2017. 
m, U 
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-
attack was tied to the Russian government 257 DHS and FBI later assessed it to be criminal 
activity, with no definitive tie to the Russian government 258 

- Subsequently, Russian actors engaged in the same scanning activity as 
seen in other states, but directed at a domain affiliated with a public library. 259 Officials saw no 
effective penetration of the system. DHS has low confidence that this cyber activity is 
attributable to the Russian intelli ence services because the tar et was unusual and not direct! 
involved m elections.260 

V. (U) RUSSIAN INTENTIONS' 

(U) Russian intentmns regarding U.S. election mfrastructure remain unclear. Russia 
might have intended to exploit vulnerabilities in e!ectmn mfrastructure durmg the 2016 elections 
and, for unknown reasons, decided not to execute those options. Alternatively, Russia might 
have sought to gather information in the conduct of traditional espionage activities. Lastly, 
Russia might have used its activity in 2016 to catalog options or clandestine actions, holdmg 
them for use at a later date. Based on what the IC knows about Russia's operating procedures 
and intentions more broadly, the IC assesses that Russia's activities against U.S. election 
mfrastructure likely sought to further their overarching goal: undermining the integrity of 
elections and American confidence in democracy. 

• (U) Former-Homeland Security Adviser Lisa Monaco told the Committee that "[t]here 
was agreement [in the IC] that one of the motives that Russia was trying to do with this 
active measures camprugn was to sow distrust and discord and lack of confidence in the 
voting process and the democratic process."262 

• 1111 DHS representatives told the Committee that "[ w]e see •. Russians in 
particular obv1ously, gain access, learn about the environment, learn about what systems 
are interconnected, probing, the type of intelligence preparation of the environment that 
you would expect from an actor like the Russians. So certainly the context going forward 

(U) i 
262 (U) SSC! Transcnpt of the Interview with ofL1sa Monaco, Former Homeland Secunty Advisor, August 10, 
2017,p. 30. 
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is a concern of what they might have learnt>d and how much mot.: tln:y know about the 
<:ystems. "203 

• - Mr. McCabe told the Committee that it seemed to him hke "classic 
Russian cyber espionage. . [They will] scrape up all the information and the experience 
they possibly can," and "they might not be effective the first ume or the fifth time, but 
they are going to keep at 11 until they can come back and do 1t man effective way."264 

• - Mr name! told the Comm1ttt:e 

While any one voting machme 1:, fairly vulnerable, as has been 
demonstrated over and over agam pubhczv. the ab1hty to actually 
do an opera/um to change the outcome of an electwn on the scale 
you would need to, and do 1t .111rrept1t1011:,ly. 1:, mcred1hly difficult 
A much more acluevable goal would be to undermme confidence m 
the re;ults of the electoral process, and that could be done much 
more elfec//vely and ea:,ify A logical thmg would be, !I your 
goal 1s to 1111derm111e C<m/idence m the US electoral svstem­
wl11ch the Rmswn:, haw; a long goal of wantmg to putthem.1elve1 
on the :,ame moral plane as the Umted States . one way would 
be to c,m.1e chaos 011 electwn day How could you start to do that? 
Me;s with the voter reg1strat1011 databases 165 

• - Ms Monaco further echoed that concern: 

Well, one of the thmgi I was worried about-and I wa.,n 't alone 111 

t/11;-1s kmd of wor,t-case :.cenano.,, winch would be thmgs l,ke 
the voter regtslratwn databmes So ifyou 're a state and local 
enllty and your voter reg1stratum databave 1s hou.1ed 111 the 
:.ecretary of .\fate's office and 111s not encrypted and 11 'v not 
backed up, and 1t vays L1:,a Monaco hves at S1mth Street and I 
:.how up at my [pollmg place] and they :.ay 'Well we don't have 
Ms Monaco at Smith Street. we have her at Green Street, 'now 
there's difficulty m my votmg And 1/ that were lo happen on a 
large scale, I was warned about conji1swn at pol/mg places, lack 
of confidence m the votmg ;ystem, anger at a large scale m some 
area.,, con/11s1on. distrust. So there was a whole shdmg scale of 

'"'(U) SSC! interview with DHSand CTIIC, february 27. 2018, p 15 
' 64 (U) DTS 2018-2152, SSC! Transcript of the Interview with Andrew McCabe, Fonner Deputy Director of the 
FBI. February 14, 2018, pp 224-225 
"65 (U) SSC! Transcnpt of the Interview with Michael Dame!, Fonner Assistant to the President and Cybersecurlty 
Coordinator. Nallonal '-ecunty Council, August 31, 2017, pp 27, 34 
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horribles just when you 're talking about voter registration 
databases. 266 

(U) Chaos on Election Day: Three Scenarios 

- Mr. Daniel said that in the early fall of 2016, a policy working group was looking at 
three scenarios: 

One was, could the Russians do something to the voter registration databases that 
could cause problems on Election Day? An example of that would be, could you go in 
and flip the digits in everybody's address, so that when they show up with their photo 
ID zt doesn't match what's in the poll book? It doesn't actually prevent people from 
voting In most cases you'll still get a provisional ballot, but if this is happening in a 
whole bunch of precincts for just about everybody showing up, it gives the impression 
that there's chaos 268 

A second one was to do a vanant of the penetrating voting machines, except this time 
what you do is you do a nice video of somebody conducting a hack on a voting machine 
and showing how you could do that hack and showing them changing a voting 
outcome, and then you post that on You Tube and you claim you've done this 100,000 
flmes across the United States, even though you haven't actually do'ne it at all 269 

Then the third scenario that we looked at was conducting a denial of service attack on 
the Associated Press on Election Day, because pretty much everybody, all those nice 
maps that everybody puts up on all the different news services, is in fact actually based 
on Associated Press stringers at all the different precincts and locations. . It doesn't 
actually change anything, but it gives the impression that there's chaos 270 

\. 

266 (U) SSCI Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, August 10, ·2017, 
p 28 
267 

268 ( ) SSCI Transcnpt o the Interview WI M1c Dame!, Former Assis~ to the President an Cybersecur1ty 
Coordmator, National Security Counctl, August 31, 2017, p 33 
269 (U) Ibid., pp. 34-35. 
270 (U) ibid, p. 35. 
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VI. (U) NO EVIDENCE OF CHANGED VOTES OR MANIPULATl<.:D VOTE TALLIES 

(U) In its review, the Committee has seen no indications that votes were changed, vote­
tallying systems were manipulated, or that any voter reg1strat10n data was altered or deleted, 
although the Committee and IC's insight ts hm1ted. Poll workers and voting momtors did not, 
report widespread susp1c10m, activity surrounding the 2016 election. DHS Assistant Secretary 
Jeanette Manfra said in the Committee's open hearmg in June 2017 that "I want to reiterate that 
we do have confidence m the overall integrity of our electoral system because our voting 
mfrastructure is fundamentally resilient" f-urther, all three witnesses in that hearing-Ms. 
Manfra, Dr Liles, and FBI Assistant Director for Counterintelligence 8111 Pnestap--agreed that 
they had no evidence that votes themselves were changed in any way in the 2016 election. 271 

• (U) Dr. Liles said that OHS "assessed that multiple checks and redundancies in U.S. 
election infrastructure, including diversity of systems, non-internet connected votmg 
machines, pre-election testing and processes for media, campaign and election officials to 
check, audit, and validate the results-all these made 1t likely that cyber mampulat1on of 
the U.S. election systems intended to change the outcome of the national election would 
be detected "271 He later said "the level of effort and scale reqmred to change the 
outcome ofa natwnal election would make it nearly impossible to avmd detection."273 

• 

• (U) States did not report either an uptick in voters showmg up at the polls and bemg 
unable to vote or a larger than normal quantity of prov1s1onal ballots 

(U) The Committee notes that nationwide elections are often won or lost ma small 
number ofprecmcts. A sophisticated actor could target efforts at districts where margms are 
already small, and d1senfranch1smg only a small percentage of voters could have a 
disproportionate impact on an electmn's outcome. 

(U) Many state election officials emphasized their concern that press coverage of, and 
increased attention to, election security could create the very impression the Russians were 
seeking to foster, namely underminmg voters' confidence in electmn integrity. Several msisted 
that whenever any official speaks pubhcly on this issue, they should state clearly the difference 
between a "scan" and a "hack," and a few even went as far as to suggest that U.S. otficials stop 

271 (U) SSC! Transcript of the Open Hearing on Russian Interference in the 20 l 6 U S Elecuons. held on 
Wednesday. June 2 l, 2017 
272 (U) SSC! Transcript of the Open Hearmg on Russian Interference m the 2016 U S. Elcct1ons. held on 
\Vednesday,Junc21,2017,p 13 
m (U) Ibid., p 47 
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talking about the issue altogether One state official said, "We need Lu walk a fine line between 
bdng forthcommg to the public and protecting voter confidence. ""74 

(U) Mr. Brennan described a surnlar concern m IC and policy d1scuss1ons: 

We know that the Russwns had already touched some oj the electoral .1yMem~. 
and we know that they have capable lyber capab1hfles So there was a real 
d,lemma. even a conundrum, 111 term1 oj what do you do that's go111g to try to 
Mave off worse actmn on the part of the RuHwns, and what do you do that 1s 
gomg to [give] the Rurnans what they were seekmg, which wa~ to really raise 
the speller that the election was not gomg to be fair and unaffected r, 

(U) Most state reprcsentauves mterv,ewed by the Committee were confident that they 
met the threat effectively m 2016 and believed that they would continue to defeat threats m 2018 
and 2020 Many had interpreted the events of2016 as a success story. firewalls deflected the 
hosttle act1v1ly, as they were supposed to, so the threat was not an issue One state official told 
the Committee, "I'm quite confident our state secunty systems are pretty sound " 276 Another 
state official stated. "We felt good [m 2016J," and !hat due to add1t1onal security upgrades, "we 
feel even better today. " 277 

(U) However, as of:Wl 8, some states were still grapplmg with the seventy of the threat 
One official highlighted the stark contrast they experienced, when, at one moment, they thought 
electJOns were secure, but then suddenly were hearing about the threat 178 The official went on 
to conclude, "I don't thmk any of us expected to be hacked by a foreign government "179 

Another official, paraphrasing a former governor. said, "If a nation-state 1s on the other side, it's 
not a fair fight You have to phone a fnend.'' 180 

(U) In the month before Election Day, DHS and other policymakers were plannmg for 
the worst-case scenario of efforts to disrupt the vote itself. Federal, state, and local governments 
created mc1dent response plans to react to possible confusion at the poll mg places. Mr Darnel 
said of the effort "We're most concerned about the Russians, but obviously we are also 
concerned about the poss1b1hty for JUSt plam old hackt!Vlsm on Election Day. The mc1dent 
response plan 1s actually designed .. to help us [plan for] what 1s the federal government gomg 
to do if bad thmgs start to happen on Election Day?" 

- Mr. Daniel added that this was the first opportumty to exercise the process 
estabhs~er Pres1dent1al Polley D1rect1ve-4 I "We asked the various agencies with lead 

274 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2, 2018 
m (U) SSCI Transcript of the Interview w11h John Brennan, Former Director. CIA. held on Friday, June 23, 2017, p 
54 
276 (U) Memorandum for the Record, SSCI Staff, Conference Call wnh [State 6J, November 17, 2017 
"'(U) Memorandum for the Record, SSC! Staff. Conference Cail with [State SJ, February 2, 2018 
""(U) Memorandum for the Record, SSC! Staff, Conference Call w11h [State 20], November 17, 2017 
27

'' (U) Ibid 
280 (U) Memorandum for !he Record. SSCI Staff. Conference Call with [State 9], November 17, 2017 
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respons1bihty, all right, give us your Election Day plan" That led to the creation of an Election 
Day playbook; steps mcluded enhanced watch floor procedures, connectivity between FBI field 
offices and FBI and DBS, and an "escalation path" if''we needed to get to Lisa [Monaco] or 
Susan [Rice) ma hurry" on Election Day. m 

Vil. (U) SECURITY OF VOTING MACHINES 

(U) The Cornrmtter review of Russian act1v1ty m 2016 h1ghhghtcd potential 
vulnerab1httes m many votmg machines, with prcv10us studies by security researchers takmg on 
new urgency and receiving new scrutiny Although researchers have repeatedly demonstrated 1t 
1s possible to exploit vulnerab1ht1es m clectromc votmg machines to alter votes, 182 some election 
officials dispute whether ~uch attacks would be feasible m the context of an actual election. 

• (U) Dr Alex Halderman, Professor of Computer Science at the Umverstty ofM1ch1gan, 
testified before the Committee in June 2017 that "our highly computerized election 
infrastructure 1s vulnerable to sabotage and ewn to cybcr attacks that could change 
votes " 283 Dr. Halderman concluded, "Votmg machines are not as distant from the 
internet as they may seem "284 

• (U) When State 7 deeomm1ss10ned its Direct-Recordmg Electronic (DRE) votmg 
machines in 2017, the IT director led an exercise in attemptmg to break into a few of the 
machines usmg the access a "nonnal" voter would have in usmg the machmes 285 The 
results were alarm mg: the programmed password on some of the machmes was ABC 123. 
and the testers were able to f11p the machmes to supervisor mode, disable them, and "do 
enough damage to call the results mto questmn."286 The IT director shared the results 
with State 21 and State 24, which were usmg s1m1ltar rnachme~ 287 

• (U) In 2017, DEFCON 288 researchers were able to find and explott vulnerab1ht1es m five 
different electronic votmg machmes 289 The Wm Vote machmes, those recently 
decertified by State 7, were most easily manipulated. One attendee said, "It JUSt took us a 
couple of hours on Google to find passwords that let us unlock the adm1mstrat1ve 

zs, (U) lbul, p 82 
zso (U) See a/,o mf,a .. Direct-Recording Electronic (DRE) Votmg Machine Vulnerab1ltt1es" 
'"' (U) SSCI Transcript of the Open Hearing on Russian Interference m the 2016 US Elections. held on 
Wednesday,June21,20!7,p I 17 
"

84 (U) lb"l. p l !0 
' 85 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 7], January 25, 2018 
,,. (U) fb"l The machines used \\ere Wm Vote votmg machines 
m(U)lhtd 
" 8 (U) DEFCON 1s an annual hacker conference held m Las Vegas, Nevada. In July 2017, at DEFCON 25, the 
conference featured a Votmg Machine Hacking Village ("Voting Village") which acquired and made available to 
conference part1c1pants over 25 pieces of election equipment, mcludmg votmg machines and electronic poll books, 
for generally unrestricted exammat1on for vulnerab1ht1es 
1•• (U) Matt Blaze, et al, DEFCON 25 Jlotmg Machme Hacking Village Report Oil Cyhe1 Jl11/11erabil111el 111 l, S 
Elect toll Eqmpme/11, Databases. and hifras/J uc1111 e, September 2017, https //www defcon org/lmages/defcon-
25/DEF%20CON%2025%20votmg%20report pdf, pp. 8-13. 
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functions on this machine."290 A researcher was able to hack mto the Wm Vote over 
W1F1 within minutes using a vulnerability from 2003. 291 Once he had admtmstrator-level 
access, he could change votes in the database. Researchers also discovered available 
USB ports in the machine that would allow a hacker to run software on the machine 292 

One satd "with physical access to back [sic] of the machine for 15 seconds, an attacker 
can do anythmg "293 Hackers were less successful with other types of machines, 
although each had recorded vulnerab1lit1es 294 

• (U) The 2018 DEFCON report found similar vulncrnb1htics, in particular when hackers 
had physical access to the machines For example, hackers ex plotted an old vulnerab1hty 
on one machine, using either a removable device purchasable on eBay or remote access, 
to modify vote counts.295 

• (U,111111) DHS briefed the Committee in August 2018 that these results were in part 
because the hackers had extended physical access to the machines, which 1s not realistic 
for a true election system. Undersecretary Krebs also disagreed with reportmg that a 17-
year-old hacker had accessed voter tallies. 296 Some election experts have called into 
question the DEFCON results for similar reasons and pomted out that any fraud requiring 
physical access would be, by necessity, small scale, unless a government were to deploy 
agents across thousands of localities 

• (U) ES&S Voting Systems disclosed that some of its equipment had a key secunty 
vulnerability. ES&S installed remote access software on machines it sold m the mid-
2000s, which allowed the company to provide IT support more easily, but also created 
potential remote access mto the machines When pressed by Senator Ron Wyden of 
Oregon, the company admitted that around JOO votingJunsdtctwns had the software. 
ES&S says the software was not installed after 2007, and it was only installed on 
election-management systems, not voting machmes. 197 More than 50 percent of voters 
vote on ES&S equipment, and 41 states use its products 

290 {U) Elizabeth Wise, "Hackers at DefCon Conrerence fap!ott Vu!nerab1httes m Voling Machmes," USA Today, 
July 30. 2017, hnps Jlv.•wv, usatoday com/story/tech/2017/07 /30/hackers-defcon-conference-explo1t-vulnerabtlmes• 
voting-machines/52363900 l I 
291 (U) Matt Blaze, et al , DEFCON 25 Votmg Maehme Hackmg Village Repon on Cyber Vulnerabthttes m US 
Elect,011 Eqwpment. Database.,. and /njias/1 uctm e, September 2017, https 1/www def con orgflmagesldefcon-
25/DEF%20C'ON%2025%20votmg%20report pdf, p 4 
292 (U) lbul, p. 9 
291 (U)/h1d 
294 (U) lh,d, pp 8-13 
295 (U} Robert McMilhan and Dustm Volz, "Voting Machine Used m Half ofU S ls Vulnerable to Attack, Report 
Fmds," Wall Street Journal, September 27, 2018. The machme referenced 1s the ES&S Model 650, which ES&S 
stopped makmg m 2008 but ts still available for sale 
296 (U) DTS 2018-3275, Summary ofS/2212018 All Senators Electton Security Briefing, August 28, 2018 
207 {U} Hacks, Security Gaps And Oligarchs The Busmess of Votmg Comes Under Scrutmy Miles Parks, NPR, 
September 21, 2018 
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(U) Advocates of electronic voting point out the flaw<; m paper ballots, like the poh.11llal 
for the introduction of fraudulent ballot!> or invahdated vote~ due to stains or extra marks The 
Committee beheves that any election !tystem should be protected end-to-end, including against 
fraud. 

(U) Direct-Recording Electronic (DRE) Voting Machine Vulnerabilities 

(U) While best practices dictate that electronic voting machines not be connected to the 
internet, some machine-: are internet-enabled. In addition, each machine has to be 
programmed before Elect10n Day, a procedure often done either by connecting the machine to 
a local network to download software or by using removable media, such as a thumb drive. 
These functions are often earned out by local officials or contractors If the computers 
responsible for writing and distributing the program are compromised, so too could all voting 
machines receiving a compromised update Further, machines can be programmed to show 
one result to the voter while recording a different result in the tabulation Without a paper 
backup, a "recount" would use the same faulty software to re-tabulate the same results, 
because the primary records of the vote are stored in computer ml.!mory. 298 

(U) Dr Halderman said m his June 2017 testimony before SSC!: 

I know America's votmg machines are vulnerable because my colleagues and I have 
hacked them repeatedly as part of a decade of revearch Mudymg the technology that 
operates elections and learning how to make 11 sll·onger We've created attacks that 
can :,pre ad fi·om machine to machme, !Ike a computer virus, and .11lently chan1;e 
elecllon outcome,1 We've studied touchscreen and optical .1can syMem:,, and in eve1y 
.1mgle case we found way.1 for attackers 10 sabotage machines and to .1teal votes These 
capabilitte:, are certamly within reach for America's enemies. 

Ten years a1;0, I was part of the first academic team to conduct a comprehen.11ve 
security analysis of a DRE voting machme We examined i~hat was at the hme the 
mo.it wuiely med touch-:,creen DRE m the country and :,pent sc'Veral months probin1; It 
for vul11erab1llfles What we found was d1sturbmg we could reprogram lhe machine to 
111v1s1bly cause any candulate to wm 299 

1•• (U) •·some DREs also produce a printed record of the vote and show 1t briefly to the voter, usmg a mechaim,m 
called a voter-verifiable paper audn trail, or VVPA T W!nle VVPA T records provide a physical record of the vote 
that 1s a valuable safeguard agamst c~berattacks, research has shown that VVPA T records are difficult to accurately 
audit and that voters often fall to nouce 1fthe pnnted record doesn't match their votes For these reasons, most 
election security experts favor optical scan paper ballots" Written Statement by J Alex Haldennan. June 21, 2017. 
c1tmg S. Goggm and M Byrne, "An Exammauon of the Aud1tab1hty of Voter Verified Paper Audit Trail (VVPAT) 
Ballots," Proceedings of the 211117 USENIX1ACCURATE Electronic Voting Teclmologr W01kshop August 2007, B 
Campbell and M Byrne. "Now do Voters Notice Review Screen Anomalies?" Proceedmgl of the 21109 
USENJX1ACCURATEIJAVoSS Elec1ro111c Votmg Techno/og)' Wo,kshop. August 2009 
m (U) The machine was the Diebold AccuVote TS, which was std! used statewide mat least one state as of20l7 
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l)1bersecurity experts have sh1d1"'ed (I Wide range of US votmg machines-mcludmg 
both DREs and opllca/ ~canners-and m every single case, they 'vefound severe 
vulnerab1/rtce;, thal would allow attackers to sabotage machmes and to alter votes 
That's why there 1s overwhelm mg consensus m the cybersecunty and electwn integrity 
research comm11mt1es that our electwm are at risk 300 

(U) In speakmg with the Committee, federal government officials revealed concerns 
about the security ofvotmg machines and related infrastructure. Former Assistant Attorney 
General for National Security John Carlin told the Committee: 

"I'm very concerned about our actual votmg apparatus, and the attendant 
structures around 1t, and the cooperation between ,\ome states and the federal 
government "301 Mr Carlinfiirther stated, "We've bterally seen If already, w 
shame on us !f we can't fix it heading mto the next elechon cycles And 1f 's the 
a:,sessment of every key mtel profeJ.sionaf, wluch I share, that Russia's going to 
do 1t agam because they t/11nk tlus was successfitl So we 'rem a bit of a race 
agamst tlme headmg up to the two-year electwn Some of the elec/1011 maclunery 
that '.v 111 place should not be "3112 

(U) Mr McCabe echoed these concerns, and noted that, in the last months before the 
election, FBI identified holes in the security of election machmes, saying "there's some potential 
there " 303 

(U) As of November 2016, five states were usmg exclusively DRE votmg machmes with 
no paper trail, according to open source mformation.304 An additional mne states used at least 
some DRE votmg machines with no paper trail 305 

• (U) State 20 has 21-year-old DRE machines While the state 1s m the process of 
replacing its entire volmg system, mcludmg these machmes, State 20 1s aiming to have 
the updates ready for the 2020 elections. 

• (U) In State 21, 50 of 67 counties as of November 2017 used DRE voting machines. 306 

"'° (U) SSC! Transcnpt ofthe Open Hearmgon Ru,sian Interference m the 2016 US Elections, held on 
Wednesday,June21,20l7,pp 116-117 
,o, (U) SSC[ Transcript of the Interview with John Carhn, Fonner Assistant Attorney General for Natmnal Security. 
held on Monday, September 25, 2017, p 86. 
302 (U) /bu/, pp 86-87 
io, (U} DTS 2018-2 l 52, SSC! Interview with Andrew McCabe, Fonner Deputy Director of the FBI. February l 4, 
2018,p 221 
304 (U) BallotPedta, Votmg Methodi and Eqmpme1lf By State, 
https·/lballotped1a org/Votmg_ methods_ and_ equipment_ by _state 
305 (ll) !hid 
106 (ll) Memorandum for the Record, SSC! Staff, Conference Call with [State 21 J, November 17, 2017 
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• (U) State 5 used paper-hacked voting in only abuul half its machmes and ORE voting 
much mes without paper backup m the other half. 307 

• (U) Some states are movmg to a hybrid model--an electromc voting machine with a 
paper backup, often in the form of a receipt that prmts after the voter submits their vote. 
For example, State 12 uses some DREs, but all equipment is required to have a paper 
trail, and the paper ballot ts the ballot of record. 308 State J 2 also conducts a mandatory 
state-wide audit. 309 Similarly, State 13 uses some paper-based and some electronic 
machines, but all are required to have a papertraii.310 

(U) The number of vendors selling voting machmes 1s shrmking, raising concerns about 
a vulnerable supply cham. A hostile actor could compromise one or two manufacturers of 
components and have an outs1zed effect on the security of the overall system. 

• 1111 "My Job," said Ms. Monaco when asked whether she was worried about voting 
machines themselves getting hacked, "was to worry about every parade of horribles. So I 
cannot tell you that that did not cross my mind. We were worried about who, how many 
makers. We were worried about the supply cham for the voting machines, who were the 
makers? ... Tums out I think 1t'sjust Dtebold--and have we given them a defensive 
briefing? So to answer your question, we were womed about it all."311 

• 1111 Mr. McCabe pomted out that a small number of compames have "90%" of the 
market for votm machines m the U.S. Before the 2016 election,_ 

briefed a few of the companies 
on vulnerab1ht1es,, - but a more com pre ens1ve campaign to educate vendors and their 
customers is warranted. 

(U) Vohmtary Voting System Guideline~ 

(U) Part of the voting reform implemented under The Help America Vote Act of2002 was a 
requirement that the Elect10n Assistance Commission create a set of specifications and 
requirements against which votmg systems can be tested, called the Voluntary Voting System 
Gmdelines (VVSG). The EAC adopted the first VVSG in December 2005. The EAC then 
tasked the Technical Gmdelines Development Committee, chaired by the National Institute of 
Standards and Technology (NIST) and including members from NASED, with updating the 
gu1delmes. In March 2015, the EAC approved VVSG I. I; m January 2016, the EAC adopted 

307 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 5], December I, 2017 
308 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 12], December I, 2017 
109 (U) Ibid 
31" (U) Memorandum forthe Record, SSC! Staff, Conference Call with [State 13}, December I, 2017 
311 (U) SSC! Transcript of the Interview with Lisa Monaco, Fonner Homeland Security Advisor, held on Thursday, 
August 10, 2017, p 31 
m (U) SSC! Transcript of the Interview with Andy McCabe, Deputy Director of the FBI, held on Wednesday, 
February 14, 2018, pp 220-221 
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an 1mplementat1on plan requmng that all n<"w voting i.ylitems bo tested agaubl the VVSG I 
beginning m July 2017 VVSG l l has smce been succeeded by version 2.0, which was 
released for a 90-day public comment period on February 15, 2019 The EAC will compile 
the feedback for Comm1ss1oners to review shortly thereafter 313 VVSG 2.0 includes the 
followmg mm1mum security guidelines. 

• (U) An error or fault m the votmg system software or hardware cannot cause an 
undetectable change in election results. (9 I) 

• (U) The votmg system produces readily available records that provide the ab1hty to 
check whether the election outcome 1s correct and, to the extent possible, identify the 
root cause of any 1rregulant1es (9.2) 

• (U) Voting system records are resilient m the presence of intentional forms of 
tampermg and accidental errors (9 3) 

• (U) The votmg system supports strong, configurable authent1cat10n mechanisms to 
verify the identities of authorized users and includes multi-factor authenttcatton 
mechanisms for critical operations ( 11 3) 

• (U) The votmg system prevents unauthorized access to or manipulation of 
configurat10n data, cast vote records, transmitted data, or audit records. ( 13. J) 

• (U) The votmg system limits its attack surface by reducmg unnecessary code, data 
paths, physical ports, and by using other technical controls. ( 14.2) 

• (U) The votmg system employs mechanisms to protect agamst malware. { 15.3) 

• (U) A voting system with networking capabilities employs appropriate, well-vetted 
modem defenses agamst network-based attacks, commensurate with current best 
practice. ( 15.4) 

(U) As of March 2018, 35 states required that their machines be certified by EAC, but 
compliance with the VVSG standards ts not mandatory Secretary Nielsen testified before the 
Committee that the Umted States should "seek for all states" to use the VVSG standards. 314 

111 (U) EAC Com1111ss1oners Unanunoml)' Vote to P11bbsh VVSG 2 0 Prmctples and Gmdelme,fer Publtc Commem 
https 1/www eac gov/news/20!9/02/15/eac-comm1ss10ners-unammously-vote-to-pubhsh-vvsg-20-prmc1ples-and­
gu1delmes-for-pubhL•comment/; February 15, 2019 
114 (U) SSC! Transcript of the Open Hearmg on Election Secunty, held on March 21, 2018, p 47 
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VIII. (U) THE ROLE OF DHS ANU INTERACTIONS WITH THE STATES 

(U) The federal government's actions to address election security threats evolved 
s1gmficantly from the summer of 2016 through the summer of 2018 Contemporaneous with the 
Russian attacks, OHS and FBI were m1t1ally treatmg the s1tuat1on as they would a typical 
not1ficat1on of a cyber incident to a non-governmental victim. By the fall of 2016, however, 
OHS was attempting to do more extensive outreach to the states. Then m the fall of 2017, OHS 
undertook an effort to provide a menu of cyber support option~ to the states. 

A. (U) DHS's Evolution 

- For OHS and other agencies and departments tasked with intelligence collectmn 
or formulating policy option;, through the mteragency process, the full scope of the threat began 
to emerge m the summer of 2016. Secretary Johnson told the Commmee that "I know I had 
significant concerns by [ summer of2016] about doing all we could to ensure the cybersecunty of 
our election systems. ,,m Mr. Dame! said in his mterv1ew that by the end of July, the mteragency 
was focused on better protectmg electoral infrastructure as part of a "OHS and FBI-led domestic 
effort."316 

1111 Policymakers quickly realized, however, that OHS was poorly pos1t1oned to 
provide the kmd of support states needed. Mr Dame( said that interagency discussions about the 
threat "start[ed] a process ofus actually realizing that. frankly, we don't actually have very much 
in the way ofcapabihty that we can directly offer the states"-a fact that the states themselves 
would later echo 317 

• - Ms. Monaco said that OHS m1ttally found a "pretty alarming vanance m the 
number of voting registration databases and lack of encryption and lack of backup for all 
of these things."318 Ms. Monaco added that "[1Jn light of what we were seeing, m hght of 
the intelligence we were gettmg briefed on, this was a very specific direction and 
dec1ston to say we need to really accelerate this, put a significant push on resources and 
engagement at the senior-most levels."319 

• 11111 Mr. Daniel and the workmg group identified DHS's cyber teams as possible 
assistance to the states "OHS had teams that could go and provide that support to the 
private sector. We've been domg that That's a program that existed for years for critical 

"'(U) SSC! Transcnpl of the Interview with Jeh Johnson, Fonner Secretary of Homeland Security, held on 
Monday, June 12, 2017, p 10 
116 (U) SSC! Transcript of the Interview with Michael Dame!, Fonner Special Assistant to the President and 
Cybersecunty Coordinator, National Security Counc,t, held on Wednesday. August 3 I, 2017, p 28 
m (U) Ibid, p 38 
118 (U) SSC! Transcript of the Interview with Lisa Monaco, Fonner Homeland Security Advisor, held on Thursday. 
August 10,2017,SSCl mterv1ewofL1saMonaco,August 10,2017,p 19 
" 9 (U) Ibid, p 21 
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infi,bhu-.tu1~ companies And we realized that we could repurpose [some of those 
teams], but we don't have that many of them.. four or five. It was not very many." 320 

(U) DHS attempted a nuanced outreach to the states on the threat. Ms. Monaco 
h1ghhghted a delicate balancmg act with the interactions with states. 

I know we tried very hard to Mrrke a balance between engagmg state and local 
officials and federal ojficw!s m the importance of m1smg cyber defenses and 
ra1smg qbersecurity and not sow mg distrust m the system, both because, one, 
we believed Jt to be true that the system 1s mfact q111te res1bent because of what I 
mentwned earlier, which 1s the diffi1se nature, and became we did not want to, a.1 
we described 1t, do the Russians' work for them by sowmg pamc about the 
vulnerabi/1ty of the elechon J2l 

(U) In an August 15, 2016, conference call with state election officials, then-Secretary 
Johnson told states, "we're in a sort of a heightened state of alertness; it behooves everyom: to do 
everything you can for your own cybersecurity leading up to the election." He also said that 
there was "no specific or credible threat known around the election system itself I do not 
recall-I don't think, but I do not recall, that we knew about [State 4] and Illinois at that 
pomt "322 The Committee notes that this call was two months after State 4's system was 
breached, and more than a month after ll!ino1s was breached and the state shut down its systems 
to contain the problem. During this call, Secretary Johnson also broached the idea of designating 
election systems as cnt1cal infrastructure. 

(U) A number of state officials reacted negatively to the call Secretary Johnson said he 
was "surpnsed/disappointed that there was a certain level ofpushback from at least those who 
spoke up. . . The pushback was This is our-I'm paraphrasmg here: This is our respons1biltty 
and there should not be a federal takeover of the election system.''313 

• (U) The call "does not go mcred1bly well," said Mr. Darnel. "I was not on the call, no, 
but all of the reporting back and then all of the subsequent media reporting that 1s leaked 
about the call shows that it did not go well." Mr. Darnel contmued: "I was actually quite 
surprised . m my head, there is this: yes, we have thts extremely partisan election gomg 
on in the background; but the Russians are trying to mess with our election. To me, 
that's a national security issue that's not dependent on party or anything else.''324 

310 (U) SSC! Transcript of the Intervtew with Michael Dame!, Former Special Assistant to the President and 
Cybersecunty Coordmator, National Security Council, held on Wednesday, August 31, 2017, p 41 
311 (U) SSC! Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, held on Thursday. 
August 10, 2017, p 29 
122 (U) SSCI Transcript of the Interview with Jeh Johnson, Former Secretary of Homeland Security, held on 
Monday.June 12,2017,p 13 
m(U)/b1d,pp. 13-14 
m(U)/b1d,p 48 
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• (U) Ms. Monaco also related how DI IS 1c'-dwd signlflcant push back from the states 
and decided to "focus our efforts on really pushing states to voluntarily accept the 
assistance that OHS was trying to provide."325 

• (U) States also reported that the call did not go well Several states told the Committee 
that the idea of a critical infrastructure designation surpnsed them and came without 
context of a particular threat. Some state officials also did not understand what a critical 
infrastructure designation meant. in practical terms, and whether it would give the federal 
government the power to run electwns. OHS also did not anticipate a certain level of 
suspicion from the states toward the federal government. As a State 17 official told the 
Committee, "when someone says 'we're from the government and we're here to help,' 
it's generally not a good thing."326 

(U) Critical Infrastructure Designation 

(U) One of the most controversial elements of the relat1onsh1p between DHS and the states 
was the decision to designate election systems as cntlcal infrastructure. Mo~t state officials 
relayed that they were surprised by the designal!On and did not understand what 1t meant; 
many also felt OHS was not open to input from the states on whether such a designation was 
beneficial 

(U) Secretary Johnson remembers the first time he aired the poss1b1hty of a des1gnat1on was 
on August 3, 20 I 6 He went to a reporters' breakfast sponsored by the Chnst1an Science 
Mom tor and publicly "floated the idea of destgnatmg election infrastructure as critical 
mfrastructurc "327 Then, on August 15, 2016, Secretary Johnson had a conference call with 
election officials from all 50 states. "I explained the nature of what 1t means to be designated 
cnllcal infrastructure It's not a mandatory set of [regulauons], it's not a federal takeover, it's 
not binding operational dtrecttves. And here are the advantages: pnonty in terms of our 
services and the benefit of the protection of the internattonal cyber norm "328 Secretary 
Johnson contmued: "I stressed at the time that this 1s all voluntary and it prioritizes assistance 
1fthey seek 1t "329 

(U) Some states were vocal in obJectrng to the idea. In evaluating the states' response, OHS 
came to the conclusion that 1t should put the designation on hold, deciding it would earn more 
state trust and cooperatmn if 1t held off on the des1gna11on as critical infrastructure and perhaps 
sought more buy-in from the states at a later date. 330 

115 (U) SSC! Transcript of the Jnterv1e\\ with Lisa Monaco, Former Homeland Security Advisor. held on Thursday, 
August 10, 2017, SSC! mterv1ewofL1sa Monaco, August 10. 2017, p 25 
''" (U) Memorandum for the Record, SSCI Staff, Conference Call with State I 7, January 25, 2018 
117 (U) SSCI Transcript of the Interview with Jeh Johnson, Former Secretary of Homeland Security. held on 
Monday, June 12, 2017, p 10 
"" (U) /bul, p l 4 For add1tmnal mformatlon on the defimtmn of cnt1cal infrastructure ma cybersecunty context, 
:,ee Executive Order 13636, lmp,ovmg Crmcal lnfras1n1<111re l)'bersecur//y, February 12, 20 I 3 
" 9 (U) SSC! Transcript of the Open Hearing on Election Security, March 21, 2018, p 34 
330 (U) !bu/, p 115 
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(U) After the election, Secretary Johnson decided the time had come to make the designation. 
He held a follow-up call with NASS on the critical infrastructure designation in January 2017: 
"I didn't tell them I'm domg this the next day, but I told them I was close to making a 
dec1s1on. I didn't hear anything further [along the Imes ofadd1tional, articulated obJections], 
so the same day we went public with the [unclassified] version of the report, 331 I also made the 
designation " 332 

(U) Mr. !Jamel summed up the rationale for proceeding this way· "I do believe that we should 
think of the electoral infrastructure as cnttcal mfrastructure, and to me it's JUSt as cnttcal for 
democracy as communications, electnc1ty, water. If that doesn't function, then your 
democracy doesn't function ... To me that is the definition of'crillcal "'333 

(U) In interviews with the Committee m late 2017 and early 2018, several states were 
supportive of the designation and saw the benefits of, for example, the creation of the 
Government Coordmatmg Council. Others were lukewarm, saying they had seen limited 
benefits for all the consternation officials said 1t had caused. Sl!I! others remamed suspicious 
that the designation 1s a first step toward a federal takeover of elections 

B. (U) The View From the States 

(U) For most states, the story of Russian attempts to hack state mfrastructure was one of 
confusion and a lack of informatmn It began with what states inte reted as an insi nificant 
event an FBI FLASH notification on Au ust 18, 20! 6, 

334 Then, m mid-October, the MS-ISAC reached 
out to state IT directors with an add1t1onal alert about specific IP addresses scanning websites. 335 

At no time dtd MS-ISAC or OHS identify the IP addresses as associated with a nation-state 
actor. Given the lack of context, state staff who received the notification did not ascribe any 
add1t1onal urgency to the wammg; to them, it was a few more suspect IP addresses among the 
thousands that were constantly pingmg state systems Very few state lT directors informed state 
election officials about the alert. 

m (U) Seuetary Johnson was referring to the declassified version of the Intelligence Community Assessment, 
Asses~mg Russw11 Acllvl/les and lntenllons 111 Rece/11 US £/ec1w11s, January 6, 2017. 
312 (U) lbtd, p 46 
m (U) SSC! Transcript of the Interview with Michael Dame!, Former Special Assistant to the President and 
Cybersecur1ty Coordinator, National Secunty Council, held on Wednesday, August 31, 2017, p 98 
334 U FBI FLASH, AlertNumberT-LD1004-TT, TLP-AMBER, ■ ■ ■ 

s , ert NumberT-LDlOOS-TT, TLP-AMBER, j 
; DHSIFBI JAR-16-20223, Threats to Federa. 

State, and loca Government Systems, October 14, 2016 
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• (IJ) State 11 had n meeting with DHS officials, mcluding the regional DHS cyber 
advisor, m August 2016, but accord mg to State I I officials, DHS did not mention any 
specific threat against election systems from a nation-state actor. 336 

• (U) State 13 reported that DHS contacted an affected county at one pomt, but never 
contacted the state-level officials 337 

• (U) When they saw an IP address identified in the alert~ had scanned their system~, State 
6 and State 16 sent their logs to the MS-ISAC for analysis.338 State 16 said 1t never 
received a response 339 

(U) OHS, conversely, saw its efforts as far more extensive and effective. Ms Manfra 
testified to SSCI that OHS "held a conference call where all 50 secretaries of state or an election 
director if the secretary of state didn't have that responsibility [participated], in August, m 
September, and agam m October [of2016], both high-level engagement and network defense 
products [sic]."340 Mr. Daniel reported that "by the time Election Day rolls around, all but one 
state has taken us up on the offer to at least do scanning[,] so I want to give people credit for not 
necessarily sticking to imtial partisan reactions and ... takmg steps to protect their electoral 
mfrastructure." 341 

(U) States reported to the Committee that Election Day went off smoothly. For most 
state election officials, concerns about a possible threat agamst election systems dropped off the 
radar until the summer or fall of 2017. Many state election officials reported hearmg for the first 
time that Russian actors were responsible for scanning election infrastructure m an estimated 21 
states from the press or from the Committee's open hearmg on June 21, 2017. During that 
hearmg, m response to a question from Vice Chairman Warner mqumng whether all affected 
states were aware they were attacked, Ms Manfra responded that "[a]ll of the system owners 
w1thm those states are aware of the targetmg, yes, sir."342 However, when pressed as to whether 
electmn oftictals in each state were aware, the answer was less clear.343 

• (U) In that hearmg, Dr Liles said DHS had "worked hand-in-hand wtth the state and 
local partners to share threat mformatlon related to their networks "344 

336 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State l I J, December 8, 2017 
m (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 13], December l. 2017 
m (U) Memorandum for the Record. SSC! Staff, Conference Call with [State 6], November 17, 2017, Memorandum 
for the Record, SSC'I Staff, Conference Call with [State 16], December I, 2017 
m (U) Jb,d State 6 did not indicate whether they received feedback from DHS 
140 (U) SSC! Transcript of the Open Hearing on Russian Interference m the 2016 US ElectJons, June 21, 2017, p 
74 
141 (U) SSC! Transcript of the Interview with Michael Dame!, Former Special Assistant to the President and 
Cybersecunty Coordinator, National Security Council, held on Wednesday, August 3 I, 2017, p. 49. 
m (U) SSC! Transcript of the Open Hearing on Russian Interference m the 2016 US Elections, held on 
Wednesday,June21,2017,p 28 
141 (U) Ibid, pp 62-63. 
' 44 (U) lbtd, p 12 

50 
COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 



19698

497 

• (0) Ms. Manfra said, "The owners of the systems within those 21 states have been 
notified." Senator King then asked, "How about the election officials in those states?" 
Ms. Manfra responded, "We are working to ensure that election officials as well 
understand. I'll have to get back to you on whether all 21 states .... [crosstalk]."345 

• (0) Given Ms. Man:fra's testimony and the fact that some election officials did not get a 
notification directly to their offices, election officials in many states assumed they were 
not one of the 21; some even issued press releases to that effect. 346 

(0) The disconnect between DRS and state election officials became clear during 
Committee interactmns with the states throughout 2017. In many cases, DRS had notified state 
officials responsible for network security, but not election officials, of the threat. Further, the IT 
professionals contacted did not have the context to know that this threat was any different.than 
any other scanning or hacking attempt, and they had not thought it necessary to elevate the 
warning to election officials. 

(0) After the hearing, and in part to respond to confusion in the states, DHS held a 
conference call with representatives from 50 states in September 2017. In that call, DHS said 
they would contact affected states directly. State 8 state election officials noted that the call 
became "somewhat antagonistic."347 State 17 officials reported that the phone call ''just showed 
how little DHS knew about elections."348 Several officials argued that all 50 states should be 
notified of who had been hacked. DHS followed up with one-to-one phone calls to states over 
the next several days. 

• (0) Officials from some states reported being shocked that they were in fact-one of the 
states, and further surprised that their states had supposedly been notified. 

• (0) Most state officials found the conference calls lacking in information and were left 
wondering exactly what the threat might be. Several states said the DHS representatives 
could not answer any specific questions effectively. 

(U) Following this series of difficult engagements, DRS set about trying to build 
relationships with the states, but 1t faced a significant trust deficit. Early follow-up interactions 
between state election officials and DHS were rocky. States reported that DHS seemed to have 
little to no familiarity with elections. For example, State 6 said that the DHS representatives they 
were assigned seemed to know nothmg about State 6, and, when pressed, they admitted they 
were 'just reading the spreadsheet in front of [them ]."349 State 8 reported that "we are spending 

345 (U) Ibid, pp. 62-63. 
346 (U) State 8 said they put out a press release because DHS had said pubhcly that they had notified the 21 states, 
and "if you were one of the 21, you would know." 
347 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8J, February 2, 2018 
348 (U) Memorandum for the Record, SSCI Staff, Conference Call with fState 17], January 25, 2018 
349 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 6], November 17, 2017. 
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a ton of time educating outside groups on how elections are run."350 State 3 officials said, "DHS 
didn't recognize that securing an election process 1s not the same as securmg a power grid."351 

(U) By early 2018, State officials gave DHS credit for making significant progress over 
the next six months. States began to sign up for many of the resources that DHS had to offer, 
and DHS hosted the first meeting of the Government Coordinating CouncII reqmred under the 
critical infrastructure designation. Those interactions often increased trust and communication 
between the federal and state entities. For example, DHS has identified a list of contacts to 
notify if they see a threat; that hst includes both IT officials and election officials. State 9 
described it as "quite a turnaround for DHS," and further stated that the Secretaries of State had 
been disappointed with how slowly DHS got up to speed on election admmistratton and how 
slowly the notifications happened, but DHS was "quick with the mea culpas and are getting 
much better." 352 

/ 

(U) Not all of the engagements were positive, however. State 13 in early December 
20 I 7 still reported continued frustration with DHS, indicating to the Committee that it had not 
seen much change in terms of outreach and constructive engagement. As of summer 2017, 
according to State 13, ''the lack of urgency [at DHS] was beyond ftustrating."353 

C. (U) Taking Advantage of DHS Resources 

(U) As DHS has pursued outreach to the states, more and more have opened their doors 
to DHS assistance. DHS told the Committee that its goal has been relationship building and: 

In the partnerships with the states and secretaries of states, state election 
directors, and at the local level, we 're trying to shift them to a culture of more 
information security management, where they can now account for the integrity of 
their system, or, if something did happen . . they know the fall extent of what 
happened on their system. We 're providing vulnerability assessments and 
trend analysis, in addition to connecting them to the threat intelligence that we 
can, in order to evolve their .. cyber culture 354 

(U) DHS's assistance can be highly tailored to need, and falls into roughly two buckets: 
remote cyber hygiene scans, which provide up to weekly reports, and on-site risk and 
vulnerability assessments. DHS also offers a suite of other services, including phishing 
campaign assessments. All these effo1ts seek to provide the states with actionable tnformation to 
improve cyber hygiene, but DHS has been keen to avoid what could be perceived by the states as 

350 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2, 2018 
351 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 3], December 8, 2017 
352 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 9J, November 17, 2017. 
353 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 13], December!, 2017. 
354 (U) SSCI interviewwithDHS and CTIIC, February 27, 2018, pp 54-55. 
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unfunded mandate, 355 Some states re4uesting more intensive service!> have also experienced 
significant delays before OHS could send a team to assist. 

• (U) By October 2018, DI-IS said 35 states, 91 localjunsd1ctions, and eight election 
system vendors had signed up for remote persistent scans 356 All the requests for these 
scans have been fulfilled "They can be turned on basically within the week," according 
to DI-IS 357 

• (U) OHS said that as of October 2018, 11 had completed 35 in-depth, on the ground 
vulnerab1Iity assessments: 21 states, 13 locaht1es, and one election system vendor. These 
assessments are one week off-site remote scans followed by a second week on site. 358 

• (U) Two states who completed the in-depth assessments reported in late 20 l 7 they had 
had a good experience. State 12 officials said the team was "extremely helpful and 
professional."359 State l O said the review was a good experience, although OHS was 
somewhat limited m what it could do 36° For example, DHS did a plrn,hing email test that 
~howed the training for employees had worked. 361 DHS gave "good and actionable 
recommendations." Although OHS "didn't really understand election systems when they 
came," they learned a lot 361 

• (U) As of November 2017, State 6 and State 9 requested an on-site scan, but those scans 
were on track to be delayed past the August 2018 pnmanes.363 State 7 was expectmg a 
four-to-six month delay. 364 State 8 signed up for a checkup m October 2017 and was due 
to get service the followmg February.365 As of January 2018, State 17 also had requested 
an on-site scan 366 

(U) In a sign of 1mprovmg relations between the states and DI-IS, two states that had 
elecbons m 2017 attempted to mclude DHS in the process more extensively than m the past. In 
State 17, a two-person DI-IS team sat with election officials during the 2017 special election and 
monitored the networks. Even though "their presence was comfortmg," they "really didn't do 
much'' State 17 signed DHS's normal MOU, but also added its own clause to underscore the 
state's mdependence. a formal sunset on DHS's access to state systems, one week after the 

155 (U) !hul. p 60 
" 6 (U)/b1d, p 57 
157 (U) OHS phone call wuh SSC!, October 16, 2018 
,5a(U)/bu/ 
'" (U) Memorandum for the Record, SSCI Staff, Conference Call with lState 12], December I, 2017 
360 (U) lbul 
lb! (U) !bid 
302 (U) lbul 
363 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 6], November 17, 2017, Memorandum 
for the Record, SSC! Staff, Conference Call with [State 9], November 17, 2017 
364 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 7], January 25, 2018 
' 65 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 8], February 2, 2018 
""' (U) Memorandum for the Record. SSC! Staff. Conference Call wtth [State 17], January 25, 2018 
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ekcllon. State 7 reported thcu cxpe11ence with IJHS durmg the 2017 statewide ekctmn was 
quite good. OHS sat with election officials all day, which meant State 7 could pass messages 
quickly to NCCIC. 

(U) In March 2018, Congress appropriated $380 million m fundmg for elect10n security 
improvements The funding was distributed under the formula !aid out in the Help Amen can 
Vole Act (HA VA) and was intended to aid in replacmg vulnerable voting machines and 
1mprovmg cybersecunty. As of July 2018, 13 stales said they intended to u~e the funds to buy 
new vutmg machines, and 22 said they have "no plans to replace their machmes before the 
elect1on-includmg all five states that rely solely on paperless electromc votmg devices," 
according to a survey by Politico. 367 

IX. (U) RECOMMENDATIONS 

1. (U) Reinforce States• Primacy in Running Elections* 

(U) States should remain firmly in the lead on running elections, and the federal 
government should ensure they receive the necessary resources and information. 

2. (U) Build a Stronger Defense, Part I: Create Effective Deterrence 

(U) The United States should communicate to adversaries that it will view an attack 
on Its election infrastructure as a hostile act, and we will respond accordingly. The U.S. 
Government should not limit its response to cyber activity; rather, it should create a menu 
of potential responses that will send a clear message and create significant costs for the 
perpetrator. 

- Ideally, this principle of deterrence should be included in an overarching 
cyber ~ for the U.S. Government. That doctrme should clearly delineate 
cyberesp1onage, cybercrime, and cyber attacks. Further, a classified portion of the doctrme 
should establish what the U.S. Government believes to be its escalation ladder m the cyber 
realm-what tools does 1t have, what tools should it pursue, and what should the limits of cyber 
war be. The U.S. strategic approach tends to overmatch adversaries with supenor technology, 
and policymakers should consider what steps the U S. will need to take to outstnp the 
capabilities of Russia, China, Iran, North Korea, and other emerging hostile actors in the cyber 
domain. 

(U) U.S. cyber doctrine should serve as the basis for a discussion with U.S. allies 
and others about new cyber normi. Just as the mtemauonal community has established norms 
and treaties about the use of technologies and weapons systems, the U.S should lead a 
conversatton about cyber nonns and the limits of cyber activity with a!hes and others. 

•The Commntcc'o:;. recommc-ndatron to "remforcc states· p-nmacy m runnmg dcctmns" should he un<lentood m rcfcre,.:c to :,tates• rcsponMbthly for 
election secunty, and not ai. penaming to hroa<lcr ckctton 1s1oucs. such as campmgn finance law::. orvotmg nghts law._ 
367 (U) States Slow to Prepare for Hackmg Threats, Enc Geller. Pohttco, July I 8, 20 I& 
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:t (U) Build 11 Shuuger Defense, Part II: Improve Information Gathering and 

Sharing on Threats 

- The U.S. government needs to build the cyber expertise and capacity of its 
domestic agencies, such as DHS and FBI, and reevaluate the current authorities that 
govern efforts to defend against forei n c ber threats. NSA and CIA collection is, by law, 
directed outside the Umted States. 

However, the IC needs to improve its ab1hty to 
provide umely and actionable warnmg Tunely and accurate attribution 1s not only important to 
defensive mformatton sharmg, but will also underpin a credible deterrence and response strategy 

(U) The federal government and state governments need to create clear channels of 
communication two ways-down from the federal government to the state and local level, 
and up from tbe state and local officials on the front lines to federal entities. In 20 l 6, DHS 
and FBI did not provide enough information or context to election officials about the threat they 
were facmg, but states and DHS have made s1gmficant progress m this area m the last two years 
For example, Secretary of Homeland Security Nielsen testified to the Committee in March 2018 
that "today I can say with confidence that we know whom to contact in every state to share threat 
mformauon. That capability did not exist m 2016."369 

(U) A key component ofinformation sharing about elections is security clearances 
for appropriate officials at the state and local level. DHS and its partners can effecuvely stnp 
classified mformat1on off of cyber indicators, which can then be passed to technical staff at the 
state level, but m order for those mdtcators to not get lost m the multitude of cyber threats those 
professionals sec on a daily basis, semor officials at the state and local levels need to know the 

(U) SSCI Transcnpt of the Open Hearmg on Election Security, held on March 21. 2018, p 16 
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contrxt liurroundmg the indicators. State officials need to know why a particular threat 1s of 
s1gmficant concern, and should be prioritized That context could come from classified 
information, or states could come to understand that threat mformation OHS passes them 1s more 
serious than that received through other sources. DHS's goal 1s to obtain clearances for up to 
three officials per state.370 As of August 2018, OHS had provided a clearance to 92 officta1s371 ; 

as oflate 20 I 7 all state election officials had received mterim secret clearances or one-day read• 
ms for secret-level briefings 372 OHS, along with ODNI and FBI, also hosted state and loCJ! 
electt0n officials for a SECRET-level briefing on the s1delmes of the biannual NASS and NASS­
ED conferences m Washmgton, DC m February 2018. In March, Amy Cohen, Executive 
Director of NASS-ED tesufied m front of the Committee that, "It would be naive to say that we 
received answers to all our quesl!Ons, but the briefing was mcred1bly valuable and demonstrated 
how seriously DHS and others take their commitment to the elections community as well as to 
our concerns "373 The Committee recommends DHS continue providing such briefings and 
improve the quality ofmformatton shared. 

(U) Fundamental to meamngful mformat1on sharmg, however, is that state officials 
understand what they are getting New inductees to the world of classified mformation are often 
disappomted-they expected to see everything laid out m black and white, when mtelhgence 1s 
often very gray, with a pattern d1scernable only to those who know where to look and what 
conclusions to draw. Those sharmg the mtelhgence should manage expectatwns-at the 
SECRET level, officials are likely to see hm1ted context about conclusions, but not much more. 

(U) Federal officials should work to declassify information, for the purpose of 
providing warning to appropriate state and local officials, to the greatest extent possible. If 
key pieces of context could be provided at a lower class1fica11on level while still protecting 
classified mformatton, DHS and its partners should strive to do so. 

4. (U) Build a Stronger Defense, Part III: Secure Election-Related Cyber Systems 

(U) Despite the expense, cybersecurity needs to become a higher priority for 
election-related infrastructure. The Committee found a wide range of cybersecunty practices 
across the states. Some states were highly focused on building a culture of cybersecunty; others 
were severely under-resourced and relying on part-time help 

(U) The Committee recommends State officials work with DHS to evaluate the 
security of their election systems end-to-end and prioritize implementing the following 
steps to secure voter registration systems, state records, and other pre-election activities. 
The Committee additionally recommends that State officials: 

no (U) SSC! Transcript of the Open Hearing on Electton Security, held on March 21, 2018, p 15 
371 (U) OTS 2018-3275. Summary of8/22/20l8 All Senators Election Secunty Briefing. August 28, 2018 
nz (U) SSC! Transcript of the Open Hearing on Electton Security, held on March 2 I. 20 I 8, p 15, 26 
m (U) SSC! Transcript of the Open Hearmgon Election Secunty, held on March 21. 2018, pl 13 
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• (U) Identify the weak pomts in their networks, hke undeMesourced localities. State 7 
said they are not worried about locations like larger counties when it comes to network 
security, but they are worried about "the part-time registrar who 1s also the town attorney 
and the town accountant and is workmg out of a 17th century Jail " 374 

• (U) Undertake securtty audits of state and local voter registration systems, ideally 
utihzmg private sector entities capable of providing such assistance State and local 
officials should pay particular attention to the presence of high seventy vulnerab1hties m 
relevant web apphcatmns, as well as highly expl01table vulnerabilities such as cross-site 
scnptmg and SQL m3ect1on. 

• (U) Institute two-factor authent1cat1on for user access to state databases. 

• (U) Install momtormg sensors on state systems. As ofmid-2018, DHS's ALBERT 
sensors covered up to 98% ofvotmg infrastructure nationwide, accordmg to 
Undersecretary Krebs. 375 

• (U) Include voter registration database recovery in state contmutty of operations plans. 

• (U) Update software m voter registration systems. One state mentioned that its voter 
registration system 1s more than ten years old, and its employees will "start to look for 
shortcuts" as 1t gets older and slower, further imperiling cybersccurity 

• (U) Create backups, mcludmg paper copies, of state voter registration databases. 

• (U) Consider a voter education program to ensure voters check registration mformatlon 
well pnor to an election. 

(U) DHS m the past year has stepped up its ability to assist the states with some of these 
act1v111es, but DHS needs to contmue its focus on electmn infrastructure and pushmg resources to 
the states. 

(U) The Committee recommends DHS take the following steps· 

• (U) Create an advisory panel to give OHS expert-level advice on how states and 
locaht1cs run electmns The Government Coordinating Council, created as part of the 
critical infrastructure designatton, could serve as a venue for educatmg OHS on what 
states do and what they need 

174 (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 7J, January 25.2018. 
m (U) DTS 2018-3275. Summary of8122/2018 All Senators Electton Secunty Briefing, August 28,2018 
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• (U) Create gui<lcllnes on cybcrsecurity best practices for electtons and a pubhc 
awareness campaign to promote election secunty awareness, working through EAC, 
NASS, and NASED, and with the advisory panel. 

• (U) Develop procedures and processes to evaluate and routmely provide gmdance on 
relevant vulnerabilities associated with voting systems in co11Junct1on with election 
experts 

• (U) UHS has already created a catalog of services they can provide to states to help 
secure states' systems. DHS should maintain the catalog and continue to update tt as It 
refines Its understanding of what states need 

• (U) Expand capacity so watt times for services, ltke voluntary vulnerability assessments, 
are manageable and so that DHS can maintain coverage on other critical infrastructure 
sectors Robbing resources from other cnt1cal infrastructure sectors will eventually 
create unacceptable new vulnerabiht1es. 

• (U) Work with GSA to estabhsh a list of approved private-sector vendors who can 
provide services similar to those DHS provides States report being concerned about 
''vultures" --companies who show up sell mg dubious cyber solutions. That being said, 
some states will be more comfortable having a private sector entity evaluate their state 
systems than a federal agency. 

• (U) Continue to bwld the resources of the newly established EI-ISAC. States have 
already found this information sharmg service useful, and 1t could serve as a 
clearinghouse for urgent threat information. As of August 2018, the El-ISAC had over 
1,000 members with participants m all 50 states. 376 

• (U) Continue trainmg for state and local officials, ltke the table-top exercise conducted 
in August of 2018 that brought together representatives from 44 states, localittes, and the 
federal government to work through an election security crisis.377 The complexity of the 
scenario encouraged state and local officials to identify serious gaps m their preparations 
for Electton Day. 

5. (U) Build a Stronger Defense, Part IV: Take Steps to Secure the Vote Itself 

(U) Given Russian intentions to undermine the credibility of the election process, 
states should take urgent steps to replace outdated and vulnerable voting systems. When 
safeguarding the mtegnty of U.S. elections, all relevant elements of the govemment-includmg 
at the federal, state, and local level-need to be forward looking and work to address 
vulnerab1littes before they are exploited. 

376 (U) DTS 2018-3275, Summary ofS/22/2018 All Senators 1,lection Security Briefing. August 28. 2018 
171 (U) DHS. Press release OHS Hosts Nattonal Exercise on Elecuon Security, August 15, 2018 
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• (U) As states look to replace HA VA-era machines that are now out of date, they should 
purchase more secure voting machines. Paper ballots and optical scanners are the least 
vulnerable to cyber attack; at minimum, any machine purchased going forward should 
have a voter-verified paper trail and remove {or render inert) any wireless networking 
capability. 

• (U) States should require that machines purchased from this point forward are either 
BAC certified or comply with the VVSG standards. State purchasers should write 
contracts with vendors to ensure adherence to the lughest security standards and to 
demand guarantees the supply chains for machines are secure. 

• (U) In concert with the need for paper ballots comes the need to secure the chain of 
custody for those ballots. States should reexamine their safeguards against insertion of 
fraudulent paper ballots at the local level, for example time stamping when ballots are 
scanned. 

• (U) Statistically sound audits may be the simplest and most direct way to ensure 
confidence in the integrity of the vote. 378 States should begin to implement audits of 
election results. Logic and accuracy tests of machines are a common step, but do not 
speak to the integrity of the actual vote counting. Risk-limiting audits, or some similarly 
rigorous alternative, are the future of ensuring that votes cast are votes counted. State 8, 
State 12, State 21, State 9, State 2, State 16, and others already audit their results, and 
others are exploring additional pilot programs.379 However, as of August 2018, five 
states conducted no post-election audit and 14 states do not do a complete post-election 
audit. 380 The Committee recognizes states' concern about the potential cost of such 
audits and the necessary changes to state laws and procedures; however, the Committee 
believes the benefit of having a provably accurate vote_ is worth the cost. 

• (U) States should resist pushes for online voting. One main argument for voting online 
is to allow members of the military easier access to their fundamental right to vote while 
deployed. Whlle the Committee agrees states should take great pains to ensure members 

378 (ll) Election ex_perts point out, however, that audits could create a new vector for election-related lawsuits. 
Complainants coufd allege that tlie audit was done improperly, or that the audit process reflected bias 
379 ({J) State 8_passed a l~w to audit startm_g Ill 2018, with random P,recinct samplin2 State 12 does state-wide 
audits. State 21 audits 2Vo of ballots, randomly selected, State 9 picks 210 of 4100 precincts at random for an audit. 
State 2 hand-counts ballots m randomly selected precincts and uses automated software to test A States law on 
ballot storage can't accommodate risk-ltm1ting audits. Instead, they use ClearBallot software They upload nnages 
of ballots to an external hard dnve and send 1t to ClearBallot. ClearBallot is blind to who won and independently 
evaluates the results In addition, the company can identify problems with scanners, for example, when a fold m 
absentee ballots recorded as a vote Cybersecurity experts still doubt, however, that thlS type of procedure is secure 
380 (U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018. 
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of the mtlital')' g~t lo vote tor their elected officials, no system of online votmg has yet 
established itself as secure.381 

• (U) DHS should work with vendors of election equipment to educate them about the 
vulnerabilities m both the machines and the supply chams for the components of their 
machmes Idaho National Lab is already doing some independent work on the security of 
a select set of voting machines, developing a repeatable methodology for independently 
testing the security of such systems 

• (U) The Department of State should work with FBI and DHS to warn states about 
foreign efforts to access polling places outside normal channels m the future and remain 
vigilant about reJecting aberrant attempts. 

• (U) The Associated Press 1s responsible for reporting unofficial, initial electmn results on 
election mght and 1s a cnt1cal part of public confidence in the voting tally. States and 
DHS should work with the AP and other reporting entities to ensure they are both secure 
and reporting accurate results 

• (U) The Committee found that, often, electmn experts, national security experts, and 
cybersecurity experts are speaking different languages. Election officials focus on 
transparent processes and open access and are concerned about introducmg uncertainty 
into the system, national security profess10nals tend to see the threat first. Both sides 
need to hsten to each other better and to use more precise language 

6. (U) Assistance for the States 

(U) State officials told the Committee the mam obstacle to 1mprovmg cybersecurity and 
purchasmg more secure votmg machines is cost State budgets are stretched thm by priorities 
that seem more urgent on a daily basts and are far more visible to constituents. 

(U) In March 20 l 8, Congress appropriated $380 m1lhon m funds under the HA VA 
formula for the states As of August 20 I 8, states had begun to allocate and spend that money for 
items such as cybersecunty improvements. 

(U) The Committee recommends the EAC, which administers the grants, regularly 
report to Congress on how the states are using those funds, whether more funds are 
needed, and whether states have both replaced outdated voting equipment and improved 

381 (U) Dr Halderman m his testimony before the Committee said, "I thmk that onlme voting, unfortunately, \\ould 
be painting a bullseye on our electmn system Today's technology Just does not provide the !eve! of security 
assurance for an onlme elecuon that you would need m order for voters to have high confidence And I say that 
havmg myself . hacked an onhne votmg system that was about to be used m real elections. havmg found 
vulnerabllmes m onhne votmg systems that are used m other countnes The technology Just 1sn 't ready for use" See 
SSC! Transcript of the Open Hearing on Russian Interference m the 2016 U S Elections. held on Wednesday, June 
21,2017,p 152 
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cyhi-necurity. More funds may be needed, as the allocation under the HA VA formula did 
not prioritize replacing vulnerable electronic-only machines. 

• (U) States should be able to use grant funds to improve cybersecur1ty m a variety of 
ways, mcludmg htrtng additional IT staff, updating software, and contractmg with 
vendors to provide cybersecur1ty services. "Security trammg funded and provided by a 
federal enttty such as the EAC or OHS would also be beneficial in our view,"382 an 
official from Illinois testified 

• {U} Funds should also be available to defray the cost of mst1tutmg audits. 

• (U) States with vulnerable DRE machines with no paper backup should receive urgent 
acces:, to fundmg Dr. Halderman testified that replacing insecure paperless votmg 
machines nationwide would cost $130 to $400 mil hon dollars. R1sk-ltm1tmg audits 
would cost less than $20 millton a year. 383 

' 81 (U) SSC! Transcript of the Open Hearing on Russian Interference m the 2016 US Elecuons. held on 
Wednesday, June 21. 2017. p I !4 
"' (U) lbtd, p II 9 
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MINORITY VIEWS OF SENATOR WYDEN 

(U) The role of the federal government 

(U) The Committee report describes Russian attacks on U.S. election infrastructure in 2016 and 
lays out many of the serious vulnerabilities that exist to this day. These vulnerabilities pose a 
direct and urgent threat to American democracy which demands immediate congressional action. 
The defense of U.S. national security against a highly sophisticated foreign government cannot 
be left to state and county officials. For that reason, I cannot support a report whose top 
recommendation is to "reinforce[] state's primacy in running elections." 

(U) Congress's constitutional role in regulating federal elections is well-established. In response 
to an inquiry from the bipartisan leadership of the U.S. Senate, the General Accounting Office 
(GAO) wrote that "[w]ith regard to the administration offederal elections, Congress has 
constitutional authority over both congressional and presidential elections."1 Indeed, pursuant to 
the Elections Clause of the U.S. Constitution,2 Congress's authority over congressional elections 
is "paramount to that of the states." As the GAO report details, Congress has repeatedly passed 
legislation related to the administration of elections on topics such as the timing of federal 
elections, voter registration, absentee voting requirements, disability acces~, and voting rights. 

(U) If there was ever a moment when Congress needed to exercise its clear constitutional 
authorities to regulate elections, this is it. America is facing a direct assault on the heart of our 
democracy by a determined adversary. We would not ask a local sheriff to go to war against the 
missiles, planes and tanks of the Russian Army. We shouldn't ask a county election IT 
employee to fight a war against the full capabilities and vast resources of Russia's cyber army. 
That approach failed in 2016 and it will fail again. The federal government's response to this 
ongoing crisis cannot be limited offers to provide resources and information, the acceptance of 
which is voluntary. If the country's elections are to be defended, Congress must also establish 
mandatory, nation-wide cybersecurity requirements. 

(U) Security of voting machines 

(U) Experts are clear about the measures necessary to protect U.S. elections from cyber 
manipulation.3 Absent an accessibility need, most voters should hand-mark paper ballots. For 
voters with some kind of need, ballot marking devices that print paper ballots should be 
available. Risk-limiting audits must be also be required. Currently, however, only Virginia, 
Colorado and Rhode Island meet these requirements. 4 These critical reforms must be adopted 

1 ''Elections. The Scope of Congressional Authority in Election Admi.nis1ration," General Accounting Office, March 
2001, prepared in response to a joint inquiry from Senator Trent Lott, Republican Leader; Senator Tom Daschle, 
Democratic Leader; Senator Mitch McConnell, Chairman, and Senator Christopher Dodd, Ranking Member, of the 
Senate Committee on Rules and Admmistration. · 
2 Article I, Section 4, Clause 1 
3 Securing the Vote; Protecting American Democracy; National Academy of Sciences, Engmeering and Medicine, 
September 2018 
4 National Conference of State Legislatures, Post-Election Audits, January 3, 2019. Veri:fiedvoter.org. The Verifier -
Polling Place Eq111pment-November 2018. Oregon requires paper ballots and the Oregon State Senate has passed a 
bill requiring risk-limiting audits. 
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throughout the country, which is why, on June 27, 2019, the Houst> ofReproscntutive::. passed 
H.R 2722, the Securing America's Federal Elections (SAFE) Act. The security of the country's 
voting machines depends on this legislation being signed into law. 

(U) The Committee, in recommending basic security measures like paper ballots and audits, 
notes that there is currently "a wide range of cybersecurity practices across the states." Indeed, 
the data is deeply concerning and highlights the need for mandatory, nation-wide standards. For 
example, the Committee rightly highlights the vulnerabilities of Direct-Recording Electronic 
(DRE) Voting Machines, noting that, without a paper trail, there would be no way to conduct a 
meaningful "recount" and compromises would remain undetected. As of November 2018, 
however, there were still four states in which every single county relied on DREs without voter 
verified paper audit trail printers (VVP AT) and, in an additional eight states, there were multiple 
counties that relied on DREs without a VVPAT 5 Gaps in the deployment of VVP A Ts, which 
are far less secure than hand-marked paper ballots, demonstrate that even bare minimum secunty 
best practices are not being met in many parts of the country. 

(U) In addition, 16 states have no post-election audits of any kind, while many others have 
insufficient or perfunctory audits. Only four states have a statutory requirement for risk-limiting 
audits, while two states provide options for counties to run different kinds of audits, one of which 
is a risk-limiting audit 6 Next year, a third state will provide that option. In other words, the vast 
majority of states have made no moves whatsoever toward implementing minimum standards 
that experts agree are necessary to guarantee the integrity of elections. 

(U) The Committee rightly identifies problems with vendors of voting machines, noting 
vulnerabilities in both the machines and the supply chains for machine components. Currently, 
however, the federal government has no regulatory authority that would require these vendors to 
adhere to basic security practices.7 Only general federal requirements that states and localities 
use paper ballots and conduct audits will ensure that the risk posed by voting machines provided 
by private vendors to states and localities can be contained. The stakes could not be more clear. 
As Homeland Secretary Kirstjen Nielsen testified to the Committee, "If there is no way to audit 
the election, that is absolutely a national security concern." 8 

(U) Registration databases and election night reporting websites 

(U) Two additional components of the U.S. election mfrastructure reqmre immediate, 
mandatory cybersecurity fixes. The first are voter registration databases. The Committee 
received testimony about successful Russian exfiltration of databases of tens of thousands of 
voters.9 Expert witnesses also described the chaos that manipulated voter registration data could 
cause should voters arrive at the polls and find that their names had been removed from the rolls. 

5 Verifiedvoter org The Verifier- Polling Place Equipment - November 2018. 
6 The four states are Colorado, Nevada, Rhode Island, and V1rgima Natmnal Conference of State Legislatures, 
Post-Election Audits, January 3, 2019 
7 Testunony of Homeland Security Secretary KirstJen Nielsen, March 21, 2018. 
8 Testimony of Homeland Security Secretary KirstJen Nielsen, March 21, 2018 
9 Tesumony of Connie Lawson, President-elect, National Association of Secretanes of State, and Secretary of State, 
State of Indiana; testimony of Steve Sandvoss, Executive Director of Illinois State Board of Elections, June 21, 
2017; lllmo1s Voter Reg1strat1on System Database Breach Report. 
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As one expert testified, this form of interference "could be used to ,;;abotage the election process 
on Election Day." 10 

(U) The Committee report describes a range of cybersecurity measures needed to protect voter 
registration databases, yet there are currently no mandatory rules that require states to implement 
even minimum cybersecurity measures. There are not even any voluntary federal standards. 

(U) An additional component of the U.S. election infrastructure that requires immediate, 
mandatory cybersecurity measures are the election night reporting websites run by the states. 
The Committee heard testimony about a Russian attack on Ukraine's web page for announcmg 
results. That attacked allowed the Russians to use misinformation that left Ukraine in chaos for 
days after the election. As the Committee's expert witness warned, "[w]e need to look at that 
playbook. They will do 1t to us."11 Like voter registration databases, election results websites 
are not subject to any mandatory standards. Both of these critical vulnerabilities, as well as 
vulnerabilities of voting machines, must be addressed by the U.S. Congress through the passage 
of S. 2238, the Senate version of the SAFE Act. 

(U) Given the inconsistent, and at times non-existent adherence to basic cybersecurity among 
states and localities, I cannot agree with the Committee's conclusion that "the country's 
decentrahzed election system can be a strength from a cybersecurity perspective " Until election 
security measures are required of every state and locality, there will be vulnerabilities to be 
exploited by our adversaries. The persistence of those vulnerabilities has national consequences. 
The manipulation of votes or voter registration databases in any county in the country can 
change the result of a national election. The security of the U.S. election system thus hinges on 
its weakest links - the least capable, least resourced local election offices in the country, many of 
which do not have a single full-time employee focused on cybersecurity. 

(U) Every American has a direct stake in the cybersecurity of elections throughout the country. 
Congress has an obligation to protect the country's election system everywhere. If there were 
gaps m the defense of our coastline or air space, members would ensure that the federal 
government close them. Vulnerabilities in the country's election cybersecurity require the same 
level of national commitment. 

(U) Cybersecurity vulnerabilities and influence campaigns 

(U) The cybersecunty vulnerabilities of the U.S election system cannot be separated from 
Russia's efforts to influence American voters. As the January 2017 Intelligence Community 
Assessment (ICA) concluded, and as the Committee report notes, the Russians were "prepared to 
publicly call into question the validity of the results" and "pro-Kremlin bloggers had prepared a 
Twitter campaign, #DemocracyRJP, on election night in anticipation of Secretary Clinton's 
victory." This plan highlights an additional reason why nation-wide election cybersecurity 
standards are so critical. If Russia's preferred candidate does not prevail in the 2020 election, the 

IQ Testimony of Alex J. Haldennan, Professor of Computer Science and Engmeering, University of Michigan, June 
21,2017. 
11 Testunony of Enc Rosenbach, Co-Director of the Belfer Center for Science and International Affairs, Harvard 
Kennedy School, March 21, 2018. 
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Russians may seek to delegitimize the election. The absence of any succesdhl cybcr intru~ions, 
exfiltrations or manipulations would greatly benefit the U.S. public in resisting such a campaign. 

(U) While not formally part of the U.S. election infrastructure, the devices and accounts of 
candidates and political parties represent an alarming vulnerability in the country's overall 
election system. Russia's campaign of hacking the emails of prominent political figures and 
releasing them through Wikileaks, Gucifer 2.0, and DCLeaks was probably its most effective 
means of influencing the 2016 election. The Committee has received extensive testimony about 
these operations, the vulnerabilities that allowed them to occur, and the threat those 
vulnerabilities pose to the integrity of American democracy. 12 Yet little has been done to prevent 
it from happening all over again. S. 1569, the Federal Campaign Cybersecurity Assistance Act 
of 2019, addresses these vulnerabilities head on by authorizing political committees to provide 
cybersecurity assistance to candidates, campaigns and state parties. 

(U) These vulnerabilities extend to the U.S. Senate, most of whose members are or will be 
candidates for reelection or for other positions. As a November 2018 Senate report noted, there 
is "mounting evidence that Senators are being targeted for hacking, which could mclude 
exposure of personal data."13 Private communications and information reside on personal 
accounts and devices. Passage ofS. 890, the Senate Cybersecurity Protection Act, will authorize 
the Senate Sergeant at Arms to protect the personal devices and accounts of Senators and their 
staff and help prevent the weaponization of their data in campaigns to influence elections. 

(U) Assessments related to the 2016 election 

(U) I have also submitted these Minority Views to address assessments related to Russian 
activities during the 2016 election. According to the January 2017 ICA, DHS assessed that "the 
types of systems we observed Russian actors targeting or compromising are not mvolved in vote 
tallying." An assessment based on observations 1s only as good as those observations and this 
assessment, in which DHS had only moderate confidence, 14 suffered from a Jack of observable 
data. As Acting Deputy Undersecretary of Homeland Security for National Protection and 
Programs Directorate, Jeannette Manfra, testified at the Committee's June 21, 2017, hearing, 
DHS did not conduct any forensic analysis of voting machines. 

(U) DHS's prepared testimony at that hearing included the statement that it is "likely that cyber 
manipulation of U S. election systems intended to change the outcome of a national election 
would be detected." The language of this assessment raises questions, however, about DHS's 
ability to identify cyber manipulation that could have affected a very close national election, 
particularly given DHS's acknowledgment of the "possibility that individual or isolated cyber 

12 See, for example, Committee heanng, March 30, 2017 
13 Senators' Personal Cybersecunty Workmg Group Report, submitted by the Senators' Personal Cybersecunty 
Workmg Group, November 2018. 
14 Responses to Questions for the Record from Dr Samuel Liles, Actmg Director of Cyber D1v1sion, Office of 
Intelhgence and Analysis; and Jeanette Manfra, Actmg Deputy Undersecretary, National Protection and Programs 
Drrectorate, followmg Committee hearmg, June 21, 2017 
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intrusions into U.S. election infrastructure could go undetected, especially at local levels."15 

Moreover, DHS has acknowledied that its assessment with regard to the detection of outcome­
changing cyber manipulation did not apply to state-wide or local elections. 16 

(U) Assessments about manipulations of voter registration databases are equally hampered by 
the absence of data. As the Committee acknowledges, it "has limited information on the extent 
to which state and local election authorities carried out forensic evaluation of registration 
databases." Assessments about Russian attacks on the administration of elections are also 
complicated by newly public information about the infiltration of an election technology 
company. Moreover, as the Special Counsel reported, the GRU sent spear phishing emails to 
"Florida county officials responsible for administering the 2016 election" which "enabled the 
GRU to gain access to the network of at least one Florida county government."17 

(U) The Committee, in stating that it had found no evidence that vote tallies were altered or that 
voter registry files were deleted or modified, rightly noted that the Committee's and the !C's 
insight into this aspect of the 2016 election was limited. I believe that the lack ofrelevant data 
precludes attributing any significant weight to the Committee's finding in this area. 

(U) The Committee's investigation into other aspects of Russia's interference in the 2016 
election will be included in subsequent chapters. I look forward to reviewing those chapters and 
hope that outstanding concerns about members' Committee staff access to investigative material, 
including non-compartmented and unclassified information, will be resolved. 

15 Responses to Questions for the Record from Dr. Samuel Liles, Acting Director of Cyber Dtvismn, Office of 
Intelhgence and Analysis, and Jeanette Manfra, Actmg Deputy Undersecretary, National Protection and Programs 
Directorate, following Committee heanng, June 21, 2017 
16 Responses to Questions for the Record from Dr Samuel Liles, Actmg Drrector of Cyber D1v1s1on, Office of 
Intelligence and Analysis; and Jeanette Manfra, Acting Deputy Undersecretary, National Protection and Programs 
Directorate, following.Committee hearing, June 21, 2017. 
17 Report on the Investigation Into Russtan Interference In The 2016 Pres1dent1al Election, Special Counsel Robert 
S Mueller III, March 2019 
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ADDITIONAL VIEWS OF SENATORS HARRIS, BENNET, AND HEINRICH 
-, 

(U) The Russian government's attack on the 2016 election was the product of a 
deliberate, sustained, and sophisticated campaign to undermine American democracy. Russian 
military intelligence carried out a hacking operation targeting American political figures and 
institutions. The Internet Research Agency-an entity with ties to Russian President Vladimir 
Putin-used social media to sow disinformation and discord among the American electorate, 
And, as this report makes clear, individuals affiliated with the Russian government launched 
cyber operations that attempted to access our nation's election infrastructure, in some cases 
succeeding. 

(U) The Russian objectives were clear: deepen distrust in our political leaders; exploit 
and widen divisions within American society; undermine confidence in the integrity of our 
elections; and, ultimately, weaken America's democratic institutions and damage our nation's 
standing in the world. The Committee did not discover evidence that Russia changed or 
manipulated vote tallies or voter registration informati~n, however Russian operatives 
undoubtedly gained familiarity with our election systems and voter registration i~tructure-
valuable intelligence that it may seek to exploit in the future. ' 

(U) The Committee's report does not merely document the wide reach of the Russian 
operation; the report reveal~ vulnerabilities in our election infrastructure that we must 
collectively address. We do not endorse every recommendation in the Committee's report, and 
we share some of our colleagues' concerns about the vulnerability that we face, particularly at 
the state level, where counties with limited resources must defend themselves against 
sophisticated nation-state adversaries. Nevertheless, the report as a whole makes an important 
contribution to the public's understanding of how Russia interfered in 2016, and underscores the 
importance of working together to defend against the threat going forward. 

(U) It is critical that state and local policymakers study the report's :findings and work to 
secure election systems by prioritizing cybersecurity, replacing outdated systems and machines, 
and implementing audits to identify and limit risk. The Intelligence Community and other federal 
agencies must improve efforts to detect cyberattacks, enhance coordination with state and local 
officials, and develop strategies to mitigate threats. And, critically, Congress must take up and 
pass legislation to secure our elections. We must provide states the funding necessary to 
modernize and maintain election infrastructure, and we must take commonsense steps to 
safeguard the integrity of the vote, such as requiring paper ballots in all federal elections. 

(U) Our adversaries will persist in their efforts to undermine our shared democratic 
values. In order to ensure that our democracy endures, it is imperative that we recognize the 
threat and make the investments necessary to withstand the next attack. 
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I. (U) INTRODUCTION 

In 2016, Russian operatives associated with the St. Petersburg-based 
Internet Research Agency (IRA) used social media to conduct an information warfare campaign 
designed to spread dtsmforrnation and societal division m the United States. 1 

Masqueradmg as Americans, these operatives used targeted advertisements, 
intentionally falsified news articles, self-generated content, and social media platform tools to 
mteract with and attempt to deceive tens of millions of social media users m the United States 
This campaign sought to polarize Americans on the basis of societal, 1deological, and racial 
differences, provoked real world events, and was part of a foreign government's covert support 
ofRussia's favored candidate m the U.S. presidential election 

(U) The Senate Select Committee on Intelligence undertook a study of these events, 
consistent with its congressional mandate to oversee and conduct oversight of the mtelligence 
activities and programs of the Umted States Government, to include the effectiveness of the 
Intelligence Commumty's countermtelhgence function In addition to the work of the 
professional staff of the Committee, the Committee's fmdmgs drew from the mput of 
cybersecurity professionals, social media compames, U S law enforcement and mtelligence 
agencies, and researchers and experts m social network analysis, poht1cal content, 
dismformation, hate speech, algontlnns, and automation, working under the auspices of the 
Committee's Technical Advisory Group (TAG).3 The efforts of these TAG researchers led to 
the release of two public reports on the IRA's information warfare campaign, based on data 
provtded to the Cormmttee by the social media compames.4 These reports provided the 

i (U) For purposes of this Volume, "mformanon warfare" refers to Russia's strategy for the use and management of 
mformatlon to pursue a compet1t1ve advantage See Congressional Research Service, Defense Primer lnformatzon 
Operatwns, December 18, 2018 
2 

3 (U) The TAG 1s an external gro~ of experts the Cornnuttee consults for substantlve techmcal advice on topics of 
importance to Colllll1lttee activitles and oversight In this case, the Committee requested the assistance of two 
mdependent work:mg groups, each with the tecbmcal capab1ht1es and expertise reqmred to analyze the data The 
two work:mg groups were led by three TAG members, with John Kelly, the founder and CEO of the social media 
analytics firm Graphtka, and Plnl Howard, an expert academic researcher at the Oxford Internet Institute, leadmg 
one workmg group, and Renee D!Resta, the Drrector of Research at New Knowledge, a cybersecunty company 
dedicated to protectmg the public sphere from d!smformat10n attacks, leadmg the other 
4 (U) Renee DJR.esut, Dr Kns Shaffer, Becky Ruppel, David Sulhvan, Robert Matney, Ryan Fox, Dr Jonathan 
Albnght, and Ben Johnson, "The Tactlcs and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https //www newknowledge com/articles/the-dismformat1on-reporti, Phil Howard, Bharath Ganesh, 
Dimitra L1ots1ou, John Kelly, and Canulle Francois, "The IRA, Social Media and Pohncal Polar!Zlltlon m the Uruted 
States, 2012-2018," Computational Propaganda Research ProJect, Oxford Internet Institute, December 2018, 
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Committee, social media companies, U.S law enforcement, international partners, fellow 
researchers and academics, and the American public with an enhanced understanding of how 
Russia-based actors, at the direction of the Russian government, effectuated a sustained 
campaign of infonnatJ.on warfare against the United States aimed at influencing how this 
nation's citizens think about themselves, their government, and their fellow Americans. The 
Committee supports the findings therein. 

(U) The Comnuttee also engaged directly with a number of social media companies m 
the course of this study. The willingness of these comparues to meet with Members and ~taff, 
share the results of intern.al investigations, and provide evidence of foreign influence activity 
collected from their platforms was indispensable to this study. Specifically, the Committee's 
ability to identify Russian activity on social media platforms was limited. As such, the 
Committee was largely reliant on social media companies to idenµfy Russian activity and share 
that information with the Committee or with the broader public. Thus, while the Committee 
findings describe a substantial amount of Russian activity on social media platforms, the full 
scope of this activity remains unknown to the Committee, the social media companies, and the 
broader U.S. Government. 

II. (U) FINDINGS 

1. (CJ), The Committee found that the IRA sought to influence the 2016 U.S. presidentiai 
election by harming Hillary Clinton's chances of success and supporting Donald Trump 
at the direction of the Kremlin. ' 

(U) The Comnuttee found that the IRA's information warfare campaign was broad m 
scope and entailed objectives beyond the result of the 2016 presidential election. Further, 
the Committee's analysis of the IRA's activities on social media supports the key 
judgments of the January 6, 2017 Intelligence Community Assessment, "Assessing 
Russian Activities and Intentions in Recent US Elections," that "Russia's. goals were to 
undermine public faith m the US democratic process, denigrate Secretary Clmton, and 
harm her electabtlity and potential presidency. "5 However, where the Intelligence 
Community assessed that the l;lussian government "aspired to help President-elect 
Trump's election chances when possible by discrediting Secretary Clinton and publicly 
contrasting her unfavorably to him," the Committee found that IRA social media act1V1ty 
was overtly and almost invariably supportive of then-candidate Trump, and to the 
detrinlent f)fSecretary Clinton's campaign.6 

https•//mt nyt.com/data/documenthelper/534-oxford-russia-mternet-research• 
agency/c6588b4a7b940c55 lc38/optinnzed/full pdf 
5 (U) Office of the Director of National Intelligence (ODNI), "Assessmg Russian Act1V1tles and Intentions in 
Recent US Elections," Intelligence Community Assessment (Unclassified Version), January 6, 2017, 
https:/lwww.dni gov/files/documents/I CA_ 2017_01 pdf. 
6 (U) Jbul 

4 ,, 
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(U) The Committee found that the Russian government tasked and supported the IRA' s 
mterference in the 2016 U S. electton This findmg is consistent with the Committee's 
understandmg of the relationship between IRA owner Yevgemy Prigozlnn and the 
Kremlin, the aim and scope of the mterference by the IRA, and the correlation between 
the IRA' s actions and electoral interference by the Russian government m other contexts 
and by other means.7 Despite Moscow's demals, the direction and financial involvement 
of Russian ohgarch Yevgemy Prigozlnn, as well as Ins close ties to high-level Russian 
government officials mcludmg President Vladunir Putin, pomt to sigmficant Kremlin 
support, authorization, and direction of the IRA's operatlons and goals. 

2. (U) The Committee found that Russia's targeting of the 2016 U.S presidential electton 
was part of a broader, sophtstlcated, and ongomg mformation warfare campaign designed 
to sow dIScord m American politics and society. Moreover, the IRA conducted a vastly 
more complex and strategic assault on the Umted States than was initially understood. 
The IRA's actions in 2016 represent only the latest mstallment in an increasmgly brazen 
interference by the Kremlin on the citizens and democratlc institutiollS of the United 
States. 

Russia's history of using social media as a lever for onlme 
influence operations predates the 2016 U.S presidenttal election and mvolves more than 
the IRA. The IRA's operattonal planning for the 2016 election goes back at least to 
2014, when two IRA operatives were sent to the Umted States to gather intelligence in 
furtherance of the IRA's objectives.9 

-
7 (D) Inchctment, United States v Internet Research Agency, et al , Case l'18-cr-00032-DLF (D DC. Feb 16, 
2018) 
8 

9 (D) Scott Shane and Mark Mazzetti, "The Plot to Subvert an Election - Unraveling the Russia Story So Far," The 
New York Times, September 20, 2018 
10 

11 

12 (U) Ibrd 
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(U) Analysis of the behavior of the JR.A-associated social media accounts makes clear 
that while the Russian mfonnation warfare campaign exploited the context of the election 
and elect10n-related issues in 2016, the preponderance of the operat10nal focus, as 
reflected repeatedly m content, account names, and audiences targeted, was on socia~ly 
divisive issues-such as race, immigration, and Second Amendment nghts-in an 
attempt to pit Americans against one another and against their government. The 
Committee found that lRA influence operatives consistently used hot-button, societal 
divisions m the United States as fodder for the content they pubhshed through social 
media in order to stoke anger, provoke outrage and protest, push Americans further away 
from one another, and foment distrust in government institutions. The divisive 2016 U.S. 
presidential elect10n was just an additional feature of a much more expansive, target-nch 
landscape of potential ideological and societal sensitivities. 

3. (U) The Committee found that the lRA targeted not only Hillary Chnton, but also 
Republican candidates during the presidential pnmanes. For example, Senators Ted 
Cruz and Marco Rubio were targeted and demgrated, as was Jeb Bush.14 As Clint Watts, 
a fonner FBI Agent and expert in social media weaponization, testified to the Committee, 
"Russia's oxert media outlets and covert trolls sought to sideline opponents on both sides 
of the ~ohtlcal spectrum with adversarial views towards the Kremlm." lRA operators 
sought to nnpact primaries for both major parties and "may have helped sink the hopes of 
candidates more hostile to Russian interests long before the field narrowed "15 

4. (U) The Committee found that no single group of Americans was targeted by lRA 
mfonnation operatives more than African-Americans. By far, race and related issues 
were the preferred target of the infonnat10n warfare campaign designed to divide the 
country in 2016. Evidence of the lRA' s overwhelming operational e.µiphasis on race is' 
evident m the lRA's Facebook advertisement content ( over 66 percent contained a term 
related to race ) and targeting (locational targeting was prmcipally aimed at African­
Amencans in key metropolitan areas with), its Facebook pages (one of the lRA's top­
performing pages, "Blackt1vist," generated I 1.2 Inillion engagements with Facebook 
users), its Instagram content (five of the top 10 Instagram accounts were focused on 
African-American issues and audiences), its Twitter content (heavily focused on hot­
button issues with racial undertones, such as the NFL kneeling protests), and its YouTube 

-14 (U) Indictment, Umted States v Internet Research Agency, et al, Case l:18-cr-00032-DLF (D DC Feb. 16, 
2018). Renee D!R.esta, Dr. Kns Shaffer, Becky Ruppel, David Sullivan, Robert Ma1ney, Ryan Fox, Dr Jonathan 
Albnght, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17,2018. 
15 (U) Clmt Watts, Heanng before the Senate Select Com1mttee on Intelhgence, March 30, 2017, available at 
https //www mtelligence senate gov/hearings/open ' 
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activity (96 percent of the IRA's YouTube content was targeted at racial issues and police 
brutality). 

5. (U) The Comnuttee found that paid advertisements were not key to the IRA's activity, , 
and moreover, are not alone an accurate measure of the IRA's operational scope, scale, or 
obJectives, despite this aspect of social media being a focus of early press reporting and 
pubhc awareness.16 An emphasis on the relatively small number of advertisements, and 
the cost of those advertisements, has detracted focus from the more prevalent use of 
onginal, free content via multiple social media platforms. According to Facebook, the 
IRA spent a total'tlf about $100,000 over two years on advertisements-a minor amount, 
given the operational costs of the IRA were approximately $1.25 m1Ilion dollars a 
month 17 The nearly 3,400 Facebook and Instagram advertisements the IRA purchased 
are comparably minor in relation to the over 61,500 Facebook posts, 116,000 Instagram 
posts, and 10.4 mlllion tweets that were the origmal creations of IRA mfluence 
operatives, disseminated under the guise of authentic user activity. 

6. (U) The Committee found that the IRA coopted unwittmg Amencans to engage m, 
offline activities in :furtherance of their objectives. The IRA's online influence operations 
were not constrained to the unilateral dissemination of content in the virtual realm', and 1ts 
operatives were not just focused on mciting anger and provoking division on the internet. 
fustead, the IRA also persuaded Americans to deepen their engagement with IRA 
operatives. For exiµnple, the IRA targeted African-Amencans over social media and 
attempted and succeeded in some cases to mfluence their targets to sign petitions, share 
personal information, and teach self-defense training courses 18 fu addition, posing as 
U.S. political activists, the IRA requested-and in some cases obtained-assistance from 
the Trump Campaign m procuring materials for rallies and in promoting and orgamzmg 
the ralhes. 19 

7. (U) The Committee found that the IRA was not Russia's only vector for attempting to 
influence the United States through social media in 2016. Publicly available information 
showmg additional mfluence operations emanating from Russia unrelated to IRA activity 
make clear the Kremlin was not reliant exclusively on the IRA m 20 l 6. Russia's 
intelhgence services, including the Main Directorate of the General Staff of the Armed 
Forces of the Russian Federation (GRU), also expl01ted U.S. social media platforms as a 

15 (U) Dan Keatmg, Kevm Schaul and Leshe Shapiro, ''The Facebook ads Russians targeted at different groups," 
Washmgton Post, November I, 2017. 
17 (U) Indic1ment, United States v Internet Research Agency, et al, Case l 18-cr-00032-DLF (D.D.C Feb 16, 
2018) 
18 (U) Shelby Holliday and Rob Ban-y, "Russllil1 Influence Campaign Extracted Amencans' Personal Data," Wall 
Street Journal, March 7, 2018. 
19 (U) Inchctment, United States v. Internet Research Agency, et al, Case l 18-cr-00032-DLF (D.D C. Feb 16, 
2018) ' 
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vehicle for influence operations.20 Information acquired by the Committee from 
intelligence oversight, social media companies, the Special Counsel's investigative 
fmdmgs, and research by commercial cybersecunty compames all reliect the Russian 
government's use of the GRU to carry out another core vector ofattack on the 2016 
election: the dissemination of hacked materials. 

8. (U) The Committee found that IRA activity on social media did not ce~e, but rather 
increased after Election Day 2016. The data reveal increases m IRA activity across 
multiple social media platfonns, post-Election Day 2016: fustagram activity increased 
238 percent, Facebook increased 59 percent, Twitter increased 52 percent, and YouTube 
citations went up by 84 percent. 21 As John Kelly noted: "After election day, the Russian 
government stepped on the gas. Accounts operated by the IRA troll farm became more 
active after the election, confirming again that the assault on our democratic process is 
much bigger than the attack on a single election."22 

(U) Though all of the known IRA-related accounts from the Committee's data set were 
suspended or taken down in the fall of 2017, outside researchers continue to uncover 
additional IRA social media acco1U1ts dedicated to spreading malicious content. 
According to an October 2018 smdy of more than 6.6 million tweets lmkmg to publishers 
ofmtentionally false news and conspu-acy stories, m the months before the 2016 U.S. 
election, "more than 80% of the dismfonnatton accounts in our election maps are still 
active ... [and] continue to publish more than a milhon tweets in a typical day."23 

ill. (U) THE REACH OF SOCIAL MEDIA 

(U) Social media and its widespread adoption ~ve changed the namre and practice of 
human interaction for much of the world. During the 2016 election campaign season, 
approximately 128 million Facebook users in the United States alone generated nearly rune 
b1ll1on interactions related to the 2016 U.S. presidential election.24 In just the last month of the 
campaign, more than 67 million Facebook users in the United States generated over 1.1 billion 
hkes, posts, comments, and shares related to Donald, Trump. Over 59 million Facebook users in 
the United States generated over 934 million likes, posts, comments and shares related to Hillary 
Clinton. On Election Day, 115.3 million Facebook users m the United States generated 716.3 

20 (U) Adam Entous, Ehzabeth Dwoskm, and Craig T1111berg, "Obama tried to give Zuckerberg a wake•up call over 
fake news onFacebook,'" WashmgtonPost, September 24, 2017 
21 (U) John Kelly, SSCI Transcnpt of the Closed Bnefing on Socllll Medta Marupulanon in 2016 and Beyond, July 
26,2018. 
22 (U) John Kelly, Hearmg before the Senate Select Commrttee on Intelligence, August 1, 2018, available at 
https //www intelligence senate gov/hearings/open 
23 (U) Matthew Hmdman and Vlad Barash, ''D1s1llfonnanon, 'Fake News' and Influence Campaigns on Twitter," 
Krught Foundation, Octobe~ 4, 2018, https /lkmghtfoundation org/articles/seven-ways-mtsrn:fonnation-spread­
during-the-20 J 6-elect10n. 
24 (U) Dana Feldman, "Election Day Doll!lllated Facebook With Over 716M Election-Related Interactions," Forbes, 
November 9, 2016 
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million interactions related to the election and viewed election-related videos over 640 million 
times.25 

(U) The Twitter platform also featured prominently across the arc of the 2016 campaign 
season. Americans sent roughly one billion tweets and retweets about the election between the 
first primary debates in August 2015 and Election Day 2016.26 The U.S. Election Day 2016 was 
the most-Tweeted Election Day ever, with worldwide users generating more than 75'milhon 
election-related tweets.27 -

,.,_ 

(U) Political campaigns, in the ambition of harvesting this connectivity and speaking 
"directly'' with as many voters as possible, have adapted and attempted to exploit this new media 
environment,1 Total digital advertisement spending related to the 2016 election cycle on social 
media reached $1.4 billion-a 789 percent increase over 2012.28 

(U) Social media has created new virrual venues for Amencan participation in the 
national political discourse, and offered a new channel for direct democratic engagement with 
elected officials, media representatives, and fellow citizens around the world. However, the 
same system of attributes that empowers these tools and their users to positively increase civic 
engagement and constructive dialogue lends itself to exploitation, which frequently materializes 
as the dissemmation of intentionally false, misleading, and deliberately polarizing content.29 

(U) According to one November 2016 analysis, in the final three months leadmg up to 
Election Day, calculated by total number of shares, reactions, and comments, the top-performing 
mtentionally false stortes on Facebook actually outperformed the top news stones from the 
nineteen major news outlets. 30 That analysis found that in terms of user engagement, the top two 
intentionally false election stories on Facebook included articles alleging Pope Francis' 
endorsement of Donald Trump for President (960,000 shares, reactions, and comments), and 
WikiLeajcs; confirmation of Hillary Clinton's sale of weapons to ISIS (789,000 shares, reactions, 
and comments).31 • 

' 25 (U) Ivana Kottasova, "Trump's Wm Smashes Social Media Records," CNN, November 9, 2016 
26 (U) Bridget Coyne, "How #Election2016 was Tweeted'so far," Twitter Blog, November 7, 2016 
2'r(U) Twitter, "6 8 Million Viewers Watch Twitter Live Stream ofBuzzFeed News' Election Night Special," 
November 10, 2016, httpsJ/www prnewswrre com/news-releases/68-milhon•VIewers-watch-twJ.tter-live-stream-of• 
buzzreed-news-electton-rugh.t-spec1al-300360415 hlml. ' 
28 (U) Kate Kaye, "Data-Dnven Targetmg Creates Huge 2016 Pohttcal Ad Slnft Broadcast TV Down 20%, Cable 
and Digital Way Up," AdAge, January 3, 2017. 
29 (U) The term "fake news" 1s not a useful construct for 1lllderstanding the compleX1ty of mJluence operat10ns on 
social media m today's on!me ecosystem The term's defirutton has evolved since the 2016 elect10n and today, has 
been, at times, lillsappropnated to fit certam pohttcal and social perspectives . , ' 
30 (U) Craig Silvennan, "This Analysis Shows How Viral Fake Election News Stones Outperformed Real News on 
Facebook," Buzefeed, November 16, 2016, (''Dnnng these cnttcal months of the campaign, 20 top-performing false 
election stones from hoax sites and hyper-partJsan biogs generated 8,7111,000 shares, reactions and comments on 
Facebook • Within the same time period, the 20 best performing election stones from 19 major news websites 
generated a total of7,367,000 shares, reactions and comments on Facebook.") 
,1 (U) Ibid 
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(U) A September 2017 Oxford Internet Institute study ofTlfit'ter users found that, "users 
got more misinformation; polarizmg, and conspiratorial content than professionally produced 
news."32 According to tbe study, in the "swing state" of Michigan, professionally produced 
news was, by proportion, "cons1step.tly smaller than the amount of extremis; sensationalist, 
conspiratorial, masked commentary, fake news and other forms of junk news," and the ratio was 
most disproportionate the day before the 2016 U.S. election.33•34 A National Bureau of.Economic 
Research paper from January 2017 assessed that intentionally false content accounted for 38 
million shares on Facebook-in the last 3 months leadmg up to the election, which translates into 
760 million clicks-or "about three stones read per American adult."35 

' I 

(U) In conducting a broader analysis of false inform'ation dissemination, in,what was 
described as ''the largest ever study ·or fake news," researchers at MIT tracked o.:ver 125,000 news 
stories on Twitter, which were shared by three million people over the course of 11 years. 36,37 

The research found that, "Falsehood diffused significantly farther, faster, deeper, and tnore 
broadly than the truth in all categories of information, and the effects were more pronounced for 
false political news than for false news about terrorism, natural disasters, science, urban legends, 
or financial information." The study also determined that false news stories were 70 percent 
more likely to be retweeted than accurate news, and that true stories take about six times as long 
to reach 1,500 people on Twitter as false stories do. According to the lead researcher m the 
study, Soroush Vosoughi, "It seems pretty clear that false information outperforms true 
information."38 

r 

, (U) The spread ofmtention'.ally false information on social media is often exacerbated by 
automated, or "bot" accounts. The 2016 U.S. election put on full display the impact that more 
sophisticated automation and the proliferation of bots have had on American political discourse 
Researchers at the Umversity of Southern California who evaluated nearly 20 million election­
related tweets assessed that about one-fifth of the political discourse around the 2016 election on 
Twitter may have been automated and the result of bot activity. This research, however, does 
noli make clear what country the bot activity origmated from, or whether the activity was 

32 (U) Pini Howard, et al., "Social Media, News and Pohncal Information dunng the U S. Electton. Was Polarizing 
Content Concentrate.d 1niSwmg States," Oxford Internet Institute, Project on Computational Propaganda, September 
29, 2017, https.//arxrv org/ftp/arx1v/papers/1802/1802 03573.pdf 
33 (U) A swmg state 1s a U.S state in wlnch Republican and Democratic candidates have swtlar levels of support 
and w!uch is hkely to play a key role m the outcome of presidential elections. 
34 (U) Pluhp Howard, Gillian Bolsover, et al, "Junk News and Bots Durmg the U S Election. What Were-¥ch1gan 
Voters Sharmg Over Twitter?" Oxford Internet Institute, Project on Computational Propaganda, March 26, 2017, 
http //comprop.oh ox ac.uk/wp-content/uploads/s1tes/89/20 l 7 /03/What-Were-M1clugan-Voters-Sharmg-Over­
Twitter-v2 P<lf. 
35 (U) Hunt Allcott and Matthew Gentzkow, "Social Medta and Falce News m the 2016 election," Journal of 
Economic Perspectives, Volume 31, Number 2, Spring 2017, 211-236, http //www.nber org/papers/w23089. 
36 (U) Soroush Vosought, et al, "The spread of true and ihlse news online," Science, Volume 359, Issue 6380, 
March 9, 2018, 
http //ide mit.edu/s1tes/default/flles/publtcat1ons/2017%201DE%20Research%20Brief"/420False~20News pdf. 
37 (U) Rob!llSon Meyer, "The Gnm Conclusions of the Largest Ever Study of Falce News," The Atlantic, March 8, 
2018: https://www theatlantic com/technology/archtve/2018/03/largest-study-ever-fake-n,ews~mit-twitter/555104/, 
,II (U) Ibui -
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.necessarily malicious in nature. These researchers also concluded that "bots [were] pervasively 
present and active in the onhne political discussion about the 2016 U.S. presidential election," 
adding that ''the presence of social media bots can indeed negatively affect democratic political 
discussion rath~r than improving it."39 Arriving at a similar conclusion, an Oxford Internet 
Institute study of 17 million tweets posted during the 2016 election found that bots "reached 
positions of measurable mfluence," and "did infiltrate the upper cores of mfluence and were thus 

;in a position to significantly influence digital communications during the 2016 U.S. election."40 

(0) In testimony to the Committee, social inedia researcher John Kelly suggested that 
automated accounts focused on fringe political positions are far more active than the voices of 
actual people holding politically centrist views: "In our estimate, today the automated accounts at 
the far left and far right extremes of the American political spectrum produce as many as 25 to 
30 times the number of messages per day on average as genuine political accounts across the 
mainstream." In other words, ''the extremes are screaming while the majority whispers."41 

Taken as a whole, the attributes of social media platforms render them vulnerable for foreign 
mtluence operations intent on sowing discord throughout Amencan society. 

IV. (0) RUSSIAN USE OF DISINFORMATION 

(0) Russia's attack on the 2016 election was a calculated and brazen assault on the 
United States and its democratic institutions, but this was not the Kremlin's first foray into 
asymmetric warfare against An'!_erica Russian interference in 2016 represents the latest and most 
sophisticated example of Russia's effort to undermine the nation's democracy through targeted 
operations. As the January 6, 2017, Intelligence Community Assessment states, Moscow's 
provocations "demonstrated a significant escalation in directness, level of activity, and scope of 
effort." However, the activities only "represent the most recent expression of Moscow's 
longstanding desire to undennine the U.S.-led hberal democratic order."42 

(0) Russia's intelligence services have been focused for decades on conducting foreign 
influence campaigns, or "active measures," and dismformat1ori.43

•
44 The Russian intelligence 

services ''pioneered dezinformatsiya [disinformation] in the early twentieth century," and by the 
mid-1960's, had sigruficantly invested in disinformation and active measures.45 According to 

39 (U) Alessandro Bess1 and Ellllho Ferrara, ''Social Bots Distort the 2016 US Pres1denttal Election Onlme 
DiscuSSion," First Monday, Volume 21, Number 11, 7 November 7, 2016, https //ssm com/abstract=2982233. 
•• (U) Samuel Woolley and Doug!as,Gwlbeault, "Computational Propaganda m the Umted States of Amenca. 
Manufactunng Consensus Onlme," Oxford Internet Institute Computational Propaganda Research ProJect, May 
2017, http 1/comprop.oii ox ac.uk/wp-cqntent/uploads/sites/89/20 l 7 /06/Comprop-USA.pdf. 
41 (U) John Kelly, Hearing before the Senate Select Committee on Inte!hgence, August I, 2018, available at 
https.f/www intel11gence.senate gov/heanngs/open . 
42 (U) ODNI, ''Background to' Assessing Russian Activities an<flntentions in Recent U.S Electtons': The Analytic 
Process and Cyber Incident Attn button," January 6, 2017, https.//www.dm.gov/files/documents/ICA _ 2017 _ 0 l pdf. 
43 (U) "Active measures" is a Soviet-era term now called "measures of support'' by the Russian government 
44 (U) D1smformatton is the mtentmnal spread of false mformat:ton to deceive. 
45 (U) "Dezmformatszya" is a Russian word, defined m the 1952 Great Soviet Encyclopedia as the "dissemination 
(m the press, on the rad10, etc ) of false reports intended to mislead pub be opmion " 
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testimony Roy Godson and Thomas Rid provided to the Committee, over l 0,000 individual 
disinformation operations were carried out during the Cold War involving approximately 15,000 
personnel at its peak.46•47 

' ' ' 

A. (U) Russian Active Measures 

(U) For decades, Soviet active measures pushed conspiratorial and disinformation 
narratives about the United States around the world. The KGB authored and published false 
stories and forged letters concerning the Kennedy assassination, includmg accounts suggesting 
CIA involvement in the killing. Martin Luther King, Jr was the target of manufactured KGB 
narratives, as was Ronald Reagan. Russian intelligence officers planted anti-Reagan articles in 
Denmark, France, and India during his unsuccessful 1976 bid for the Republican presidential 
nomination. A declassified U.S. State Department document from 1981 outlines a senes of 
realized Russian active measures operations, includmg the spread offalsehoods concerning U.S. 
complicity m the 1979 seizure of the Grand Mosque of Mecca and responsibility for the 1981 
death of Panamanian General Omar Torrijos, as well as an elaborate deception mvolving 
multiple forgeries and false stories designed to undermine tp.e Camp David peace process and to 
exacerbate tensions between the United States and Egypt 48 Among the most widely known and 
successful active measures operations conducted during the Cold War centered on a conspiracy 
that the AIDS virus was manufactured by the United States at a military facility at Fort Detrick 
in Maryland. This fictional account of the virus' origin received considerable news coverage, 
both in the United States and mover forty non-Cold War abgned countries around the world.49 

\ 

(U) In a 1998 CNN interview, retired KGB MaJor General Oleg Kalugin described 
active me!)Sures as "the heart and soul o[ Soviet tntelligence": 

Not intelligence collection, but subversion; active measures to weaken the West, 
to drive wedges in the Western community alliances of all sorts, particularly 

' NATO; to sow discord among allies, to weaken the United States m the eyes of the 
people of Europe, Asza, Africa, Lahn America, and thus to prepare ground m case 
the war really occurs so 

(U) While this history of discrediting the United States with spunous rumors and 
disinformation is well-chronicled, Russia has continued the practice today . 

.,; (U) Thomas Rtd, Hearing before the Senate Select Conumttee on Intelhgence, March 30, 2017, avllllable at 
https //www mtelligence senate gov/hearings/open · 
47 (U) Roy Godson, Hearing before the Seu ate Select Committee on Intelligence, March 30, 2017, available at 
https.//www intelligence senate gov/hearings/open 
48 (U) Department of State, "SoV1etActlve Measures: Forgery, Disinformation, Pohttcal Openmons," Special 
Report No 88, October 1981, https //www cia.gov/library/readingroom/docs/CIA-RDP84B00049R001303150031-
0.pdf 
59 (U) Chnstopher M Andrew and Vasili M1trokhin, The Sword and the Shield The Mitrokhm Archive & the Secret 
HIStory of the KGB, Basic Books, 1985, p. 244 
so (U) qieg Kalugm, ''Inside the KGB: An interview/with retired KGB Maj Gen Oleg Kalugin," CNN, January 
l998. ) , 
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(U) As Sergey Tretyakov, the former SVR (the foreign intelligence service of the 
Russian Federation, and a successor organization to the KGB) "rezident," or station cluef for 
Russian mtelhgence m New York, wrote m 2008, "Nothing has changed .•.. Russia is domg 
everything 1t can today to embarrass the U.S."51 

B. (U) Russia's Military and Information Warfare 

(U) While active measures have long been a tool of the Russian intelhgence services, a 
shift toward developing and horung the tools of mformation warfare represents a more recent 
devefopment for the Russian conventional nulitary and larger national securrty establishment. 

(U) The embrace of asynunetric information operations resulted from a number of 
factors, but chiefly from the Russian national security estabhshment's behefthat these operations 
are effective. Pavel Zolotarev, a retired ma.ior general m the Russian Army, explained, "We had 
come to the conclusion ... that manipulation in the information sphere is a very effecttve tool."52 

That conclusion was reinforced by the perception that these operations are extremely difficult to 
defend against, particularly with multinational m1htary alhances like NATO, which is built to 
deter and 1f necessary defeat a traditional, conventional military threat. Information warfare, in 
addition, 1s an extremely low-cost alternative to conventional military conflict. 

(U) A lack of alternatives also motivates Russia's reliance on asynunetric tactics. 
Russia's national security establtshment may have had no choice but to increase its asynunetric 
capabilities given its mabihty to c~mpete with the West on a more traditional, military hard 
power basis. Former National Intelligence Officer for Russia and Eurasia Eugene Rumer stated 
in 2017 testtmony to the Comnuttee that Russia's mformatioii warfare toolkit "performs the 
'function of the equaltzer that in the eyes of the Kremlm is mtended to make up for Russia's 
weakness vis-a-vis the West"53 

51 (U) See Evan Osnos, David Remntck, and Joshua Yaffil, "Trump, Pu!ln, and the new Cold War," New Yorker, 
March 6, 2017 
52 (U) Ibui 
53 (U) Eugene Rumer, Hearmg befure the Senate Select Colllllllttee on Intelligence, March 30, 2017, avru!able at 
https //www mtell!gence senate gov/heanngs/open 
54 
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C. (U) Russia's Weaponization of Social Media 

(U) Portending what was to come m 2016, General Philip Breedlove assessed in his 
September 2014 remarks to the NATO Wales Summit that, regardmg Ukrame, "Russia is wagmg 

55 (U) Ibul 
56 (U) Ibul 
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the most amazing mformation warfare blitzkrieg we have ever seen m the history of information 
warfare."57 Social media platforms enabled Russia's Ukraine campaign, and aided materially IIl 

the realization of its m11itary's adoption of information warfare doctnne. '-

(U) Compared to more traditional methods for mformation warfare used in the Cold 
War, Watts descnbed social media as prov1dmg Russia a "cheap, efficient, and highly effective 
access to foreign audiences with plausible demability of their influence. "58 

(U) Russia's aptitude for weaponizmg internet-based social media platforms agamst the 
United States resulted from Moscow's experience conducting onlme dismformation campaigns 
against its own citizens for over a decade. Russia's online d1smformation efforts are rooted m 
the early and mid-2000~, when the Kremlin sought to suppress opposition m the face of rapidly 
expanding internet-based comrnumcations. 59 

(U) Studying the technology used by its political opponents, the Kremlin h1Jacked the 
capabihties and weaporuzed their use agamst Russia's own people Russia perfected the use of 
these tools and methods of information warfare over time, pavmg the way for its decision to 
similarly target the citizens of other countries. Russia has also contmued 1ts domestic 
deployment of these tools . 

• 

• - . . - . - . . . - --- ,.. -· - - - -. . . 

~ . - - - . - - -- ' -
" -~ , •' J • • • • ' • ' • , • -

D. (U) Russian Social Media Tactics 
\ 

(U) The Kremlm has honed and refined 1ts social media disinformation tactics over the 
last decade. Lessons learned through mformatton warfare campaigns directed both internally 

57 (U) See John Vandiver, "SACEUR Alhes must prepare for Russia 'hybrid war,"' Stars and Stripes, September 4, 
2014. 
58 (U) Chnt Watts, Heanng before the Senate Select Connmttee on Intelligence, March 30, 2017, available at 
https•//www mtelligence senate gov/hearmgs/open 
59 (U) Michael Connell and Sarah Vogler, "Russia's Approach to Cyber Warfare," CNA Analysis and Solutions, 
Occas1onal Paper Series, March 2017 
60 

61 (U) Report On The lnvesttgatwn Into Russian Interference In The 2016 Presidential Election, Special Counsel 
Robert S Mueller, III, March 20 I 9 
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and at the populations ofregional neighboi:.s provided Moscow valuable insights into how 
information and social media could be most effectively used agamst the West. 

(U) Although the tactics employed by Russia vary from one campaign to the next, there 
are several consistent themes in the Russian disinformation playbook. 

(U) IDgh Volume and Multiple Channels. Russian dismfotmation efforts tend to be 
wide-ranging m nature, in that they utilize any available vector for messaging, and 'when they 
broadcast their messaging, they do so at an unremitting and constant tempo. Christopher Paul 
and Miriam Matthews from the RAND Corporation describe the Russian propaganda effort as a 
"firehose of falsehood," because of its "mcredibly large volumes," its "htgh numbers of channels 
and messages," and a "rapid, contmuous, and repetitive" pace of activity. Russia disseminates 
the disinfotmation calculated to achieve its objectives across a wide variety of online vehicles: 
"text, video, audio, and still imagery propagated via the internet, social media, satellite television 
and traditional radio and television broadcastmg."62 One expert, Laura Rosenberger of the 1 

Getman Marshall Fund, told the Committee that "[t]he Russian government and its proxies have 
infiltrated and utilized near,ly every social media and onltne mfotmation platform-including 
Instagram, Redd1t, YouTube, Tumblr, 4chan, 9GAG, and Pinterest."63 

(U) The desired effect behmd the high volume and repetition of messaging is a flooding 
of the information zone that leaves the target ·audience overwhelmed. Academic research 
suggests that an mdividual is more likely to recall and mtemalize the mznal information they are 
exposed to on a divisive topic. As RAND researchers have stated, "First impressions are very 
resilient."64 Because first impressions are so durable and resistant to replacement, being first to 
introduce narrative-shaping content into Vie information ecosystem 1s rewarded in the_ 
disinformation context 

(U) Merging Overt and Covert Operations. The' modem Russian dismformation 
playbook calls for illicitly obtamtng information that has been hacked or stolen, and then 
weaponizing 1t by disseminating 1t into the pubhc sphere. The most successful Russian 
operations blend covert hacking and disseminatton operations, social media operations, and fake 
personas with more overt influence platforms ltke state-funded online media, including RT and 
Sputnik. 

(U) Accordmg to FBI· 

62 (U) Christopher Paul and Mmam Matthews, "The RusslllI! 'Ftrehose of Falsehood,' Propaganda Model," RAND 
Corporation, 2016, https 1/www rand orglcontent/dam/rand/pubs/perspectives!PEl00IPEl98/RAND _PE198.pdf 
63 (U) Laura Rosenberger, Written Testllnony, Hearmg before the Senate Select Committee on Intelligence, August 
1, 2018, available at https·//www mtelligence senate gov/hearmgs/open 
64 (U) Christopher Paul and Mmam Matthews, "The Russian 'Ftrehose ofFalsehood,' Propaganda Model," RAND 
Corporation, 2016, https //www rand orglcontent/dam/rand/pubs/perspectives!PEI 00IPE198/RAND _PE198.pdf. 
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(U) Another notable example of Russia using social media platforms and news mecha to 
advance disinformation obJectives occurred m Germany in 2016. At the center of the operation 
was a report that falsely accused Arab migrants of sexually assaultmg a Russian-German girl 
The mcident onginates with Lisa, a 13-year-old girl from Berlm, who was reported missing by 
her parents after failmg to show up for school. Irutially claiming to have been attacked by men 
of Middle Eastern or North African appearance, Lisa eventually admitted to having fabricated 
the entire story. Despite Lisa's admission to the police that her story was made up, her origmal 
account of kidnapping and rape catapulted across social media. Wlnle German law enforcement 
officials formally debunked the initial report, Russian state-controlled news media, includmg 
Channel One and later RT, promoted the social media-inspired and ardently anti-migrant fervor 
among the Russian-German populat10ns, in particular on YouTube. 

(U) Far-right political parties, some of whom are supportetl by the Kremlin, reacted to . 
these false stories by protestmg in Berlm, protests which were covered by RT cameras Sputnik 
then claimed there )'l'a8 a potential police cover-up, citlng reporting of its own claun as its only 
evidence. A few days later, as protests spread, Russian Foreign Mmister Lavrov publicly 
disputed that Lisa's 30-hour disappearance was voluntary. Germany, he said, was "covermg up 
reality in a politically correct manner for the sake of domestic pohtics "66 The office of 
Chancellor Merkel was forced to respond, and the episode added to the confus10n and fear 
surrounding the politically r01lmg migrant crisis m Germany. 

(U) Speed. Speed is critical to Russia's use of dtsmformatlon. Onlme, themes and 
narratives can be adapted and tramed toward a target audience very qmckly. This allows Russia 

65 (U) FBI, Written response to SSCI mqmry of January 3, 2019, March I, 2019 
66 (U) Jl.D1 Rutenberg, "RT, Sputnik and Russia's New Theory of War," The New York Times Magazzne, September 
13,2017 
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to formulate and execute informat:ton operations with a velocity that far outpaces the responsivit) 
of a formal decision-making loop in NATO, the United States, or any other western democracy. 
For example, within hours of the downing of Malaysian Airlines Flight 17 over Ukrain~, Russian 
media had introduced a menu of conspiracy theories and false narratives to account for the 
plane's destruction, including an alleged assassination attempt against President Putin, a CIA 
plot, an onboard explosive, and the presence of a Ukrainian fighter jet in the area. 67,68 Dutch 
investigators with the Joint Investigation Team determined later the plane was shot down by a 
surface-to-air missile fired from a Russia-provided weapon system used in separatist-held 
territory in Ukrame. 

(l!) Use of Automated Accounts and Bots. The use of automated accounts on social 
media has allowed social media users to artificially amplify and increase the spread, or 
"virulence," of online content. Russia-backed operatives,exploited this automated accounts 
feature and worked to develop and refine their own bot capabilities for spreadmg disinformation 
faster and further across the social media landscape. In January 2018, Twitter disclosed its 
security personnel assess that over 50,000 automated accounts linked to Russia were tweeting 
election-related content during the U.S. presidential campaign. 69 

(U) Russian actors are prolific users of automated accounts and bots. Phil Howard, 
citing the findirWs of a study dpne by the Oxford Intemet'Insfitute, concluded that Russian 
Twitter networks "are almost completely bounded by highly automated accounts, with a high 
degree of overall automation." His study asses,ed that "some 45 percent of Twitter activity m 
Russia is managed by highly automated accounts," and that Ukraine remains "the frontline of 
experimentation in computational propaganda with active campaigns of engagement" between 
Russian and UkraiJ;tlan botnets. 70 Early automation was fairly primitive and easier to detect and 
disrupt, but malicious bot activity has continued to grow in sophistication. 

(U) Use of Paid Internet"Trolls'." The act of''trolling" online has been a feature of the 
internet eco-system since the development of onlme chat rooms, blogs, internet forums, and 
other early communications platfo:pns An internet "troll" is a real person sitting behind a 
keyboard who posts inflammatory, aggressive, harassing, or misleadmg messages online in an 
attempt to provoke a response from other users of social medla.71 Kremlin-backed ent:tties have 
spent years profess10nahzing a cadre of paid trolls, investing in large-scale, indu~tnalized ''troll 

67 (U) Joel Gunter and Olga Robmson, "Sergei Sknpal and the Russian d!smformat1on game," BBC News, 
September 9, 2018. 
68 (U) Margaret Hartmann, "Russia's 'Conspiracy Theory'. MHI 7 Sh~ Down by Ukrannan Fighter Jet or Missile," 
New York Magazme, July 22, 2014 
69 (U) Twitter Public Pohc}' Bl\lg, "Update on Twltter's review of the 2016 US elecllon," January 19, 2018 
70 (U) Samuel Woolley and Plul Howard, "Computational Propaganda Worldwide: Executive Summary," 
Computational Propaganda Research ProJect, Oxford Internet Institute, University of Oxford, November 2017, · 
http://comprop.oh.ox ac.uk/wp-content/uploads/sites/89/2017 /06/Casestudies-ExecutiveSummary pdf . 
71 (U) The concept of a "troll" onhne 1s subjectiv'e and can encompass a range of diffenng motJ.vatlons, tactlcs, and 
objectlves For the purposes of this paper, the Committee is focused on professional "trolls" who are paid to engage 
m dialogue online and provide commentary and content on variyus social 111ed1a and news channel~ 
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farms," in order to obscure Moscow's hand and advance the aims of Russia's information 
operations both domestically and abroad. 

(U) While Russia1s use of trolls has been more widely exposed in recent years, one of 
the first public exposures came through WtlciLeaks in early 2012 and subsequent reporting by 
The Guardian: Accordmg to data and documents proVIded to Wtl<lLeaks ,by a group operating 
under the momker "Anonymous," the Kremlin-backed youth_group NashI was paying a network 
ofbloggers and trolls to support President Putin and undermine his political opposition online. 
These Putin-supported cqmmentators were paid to comment on articles, ''dislike" anti-Putin 
YouTube videos, and support smear campaigns against opposition leaders. 72 

(U) In 2015, NATO's Strategic Communications Center ofExcellence commissioned 
research on the use oftrollmg m hybrid warfare, publishing its conclusions in the spring of 2016. 
The study, which was largely focused on discussions surrounding the Ukraine-Russia conflift, 
outlined a variety of influence techniques employed by trolls pnline, including the aggressive use 
of offensive slurs and attacks; utilization of irony and sarcasm; peddling conspiracy theories; 
employing profile pictures of young, attractive men and women; diverting discourse to other 
problems; posting misleading information on information sources like W'zkipedia; emphasizing 
social divisions; and presentmg md!gestible amounts of data without sources or verification.73 

(U) In addition to the aggressive and persistent pushing of Kremlin-narrated themes and 
content, a principal objective of the Russian internet troll appears to be stiflmg the democratic 
debate entirely. 

(U) As Journalist Adrian Chen of The New Yorker reported, the objectives for Russia's 
troll army are primarily "to overwhelm social media with a flood of fake content, seeding doubt 
and paranoia, and destroying the possibility of using the Internet as a democratic space."74 

Leonid Volkov, a Russian politician and supporter of opposition leader Alexei Navalny, told 
Chen, "The point [ of Russian disinformation] is to create the atmosphere of hate, to make it so 
stinky that normal people won't want to touch it." He stressed, "Russia's information war might 
be thought of as the biggest trolling operatiou in history, and its target is nothing less than the 
utility of the Internet as a democratic space."75 Exemplifying the assertion, a 2015 analysis by 
the Finnish public broadcasting company concluded that many Finns elect to simply disengage 
from online discussions due to trolling, as "they did not see the use of fighting with masses of 
aggressive comments or threatening messagd."76 

' 

12 (U) Minam Elder, "Hacked em;u!s allege Russian youth group Nashl paying bloggers,'' The Guard1an, February 
7, 2012. 
73 (U) Sanda Svetoka, et al., "Soc!ltl Med!a as a Tool ofHybnd Warfare," NATO Strategic Communications Centre 
of Excellence, May 2016, https.1/www stratcomcoe.org/social-media-tool-hybnd-warfare. 
74 (U) Adrian Chen, "The Real Paranoia-Inducing Purpose of Russian Hacks." The New Yorker, July 27, 2016. 
75 (U) Ibid , 
76 {U) Sanda Svetoka, et al, "Social Med!a as a Tool of Hybrid Warfare," NATO Strategic Commumcattons Centre 
ofExcellence,-May 2016, https.1/www stratcomcoe org/social-niedia-tool-hybrid-warfare 

19 

COMMITTEE SENSITIVE .>.RUSSIA INVESTIGATION ONLY 



19734

533 

COMMITTEE SENSITIVE-:Q.USSIA INVESTIGATION ONLY 

(U) Manipulating Real People and Events. Russian-backed trolls pushing 
disinformation have also sought to connect with and potentially coopt individuals to take action 
in the real world. From influencing unwitting Americans to retweet or spread propaganda, to 
convincing someone to host a real world protest, Russian dismformation agents employ online 
methods to attract and exploit a wide range of real people. 

(U) In testifying to the Committee m 2017, Clint Watts outlmed three different types of 
potential real-world targets for Russian mfluence operators. n A class of"useful idiots" refers to 
unwitting Americans who are exploited to further amplify Russian propaganda, unbeknownst to 
them; "fellow travelers" are individuals ideologically sympathetic to Russia's anti-western 
viewpoints w:ho take action on their own accord; and "agent provocateurs" are individuals who 
are actively manipulated to commit illegal or clandestine acts on behalf of the Russian 
government. As Watts explains, "Some people are paid f;r. Some are coerced. Some are 
influenced. Some agree. Some don't know what they're doing .... Where they fall on that ' 
spectrum may not matter ultimately." What matters most, he argues, 1s the message they are 
carrying and whether 1ts reach is growing. 78 

E. (U) Features of Russian Active Measures 

(U) Although information warfare can target an opposing government, its officials, or its 
combat forces, Russian inform~tion warfare on social media is often aimed squarely at attacking 
a society and its relationship to its own democratic institutions.. Modem Russian active 
measures on social media exhibit several notable features. 

(U) Attacking the Media. Information warfare, at its core, ts a struggle over 
information and truth. A free and open press-a defining attribute of democratic society-is a 
pnnc1pal strategic target for Russian disinformation. As Soviet-born author Peter Pomerantse~ 
notes, ''The Kremlin successfully erodes the integrity of investigative and political journalism, 
producing a lack of fuith m traditional media." He concludes, ''The aim of this new propaganda 
is not to convince or persuade, but to keep the viewer hooked and distracted, passive and 
paranoid, rather than agitated to action."79 

(U) Jaknb Kalensky, a former official with the European Union's rapid response team 
created to counter Russian disinformation, snnilarly argues, "It's not the purpose to persuade 
someone with one version of events. The goal for Russia is to achieve a state in which the 

) 

77 (U) Clmt Watts, Hearing before the Senate Armed Services Comnnttee, Apnl 27, 2017, avmlable at 
https·//www fpn.org/wp-content/uploads/20 l 7 /04/W atts-Testunony-Senate-Armed-Services-elllll!l-d1s!To-Fmal.pdf. 
78 (U) Demse Clifton, "A Murder Plot, a Twitter Mob and the Strange Unmaskmg of a Pro-Kremlin Troll," Mother 
Jones, June 5, 2018. '-' 
79 (U) Peter Pomerantsev and Michael We,iss, ''The Menace of Unreality: How the Kremlin Weapomzes 
Information, Culture and Money," Institute of Modern Russia, 2014, , 
https //imrussia.orglmedra/pdf/Research/Micbael_ Weiss_ and _peter _pomerantsev _The_ Menace_ of_ Unreahty.pdf. 
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average media consumer says, 'There are too many versions of events, and I'll never know the 
truth. m80 

{ 

(U) Fluid Ideology. Because the Kremlin's information warfare objectives are not 
necessarily focused on any particular, objective truth, Russian disinformation is unconstrained by 
support for any specific political viewpoint and continually shifts to serve its own self-interest. 
Provided the information space is rendered confused and clouded, Russia's information 
operatives are unencumbered and can support any and all perspectives. 

(U) An August 2018 report on information manipulation commissi9ned by the French 
government notes that the Kremlin "can simultaneously support far right and far left movements, 
so long as they are in competition with one another." As examples, the report cites the downing 
of.Malaysian Airlines Flight 17, the chemical attacks m the Syrian town of Douro~ and the 
poisoning of Sergei and Yuha Skripal in Salisbury, England, as instances in which Kremlin­
backed disinformation amplified far-fetched and mutually exclusive conspiracy theones on both 
sides of the political spectrum. 81 This key characteristic distinguishes modem day Russian 
operations from fonner Soviet Union-era active measures campaigns. Speaking to the resultant 
operational flexibility, Pomerantsev descnbes the transition. "Unlike m the Cold War, when 
Soviets largely supported leftist groups, a flwd approach to ideology now allows the Kremlin to 
simultaneously back far-left and far-right movements, greens, anti-globalists, and financial elites 
The aim is to exacerbate dlVldes and create an echo chamber ofKremlm support."82 

(U) In sum, the modem-day Russian information warfare campaign combines the 
advantages of social media information delivery and the operational freedom of being 
ideologically agnostic. · ' 

(U) Exploiting Existing Fissures. Successful Russian active measures attempt to 
exploit societal divis10ns that already exist, rather than attempt to create new ruptures. 
Alexander Sharavm, the head' of a military research institute and a member of the Academy of 
Military Sciences in Moscow, provides an illustrative example in relation to the Queen's popular 
appeal in the England: "If you go to Great Britain, for example, and tell them the Queen is bad, 
nothing will happen, there will be no revolution; because the necessary conditions are absent­
there 1s no existing background for this operation." As Thomas Rid noted m his 2017 testimony 
to the Committee, "The tried and tested way of active measures is to use an adversary's existing 
weaknesses against himself, to drive wedges mto pre-e~sting cracks: the more polarized a 

80 (U) See Joby Wamck and Anton Tro1anovsk1, "Agents of doubt," Washington Post, December 10, 2018 
81 (U) Jean-Baptiste Jeangene Vilmer, et al, "Infonnation Manipulation· A Challenge for our Democracies," Pohcy 
Plamung Staff (CAPS) of the Mm.istry fur Europe and Foreign Affairs and the Institute fur Strategic Research 
(IRSEM) of the Ministry for the Armed Forces, Paris, August 2018, 
https://www.d1plomat1e.gouv.fr/IMG/pdffinfunnat1on_ manipulation_ rvb _ cle838736.pdf. 
82 (U} Peter Pomerantsev and Michael Weiss, "The Menace of Unreality. How the Kremlm Weapomzes 
Information, Culture and Money," Institute of Modern Russia, 2014, 
httpsJ/nnrussia ol1Y'media/pdf7Research/Michael_ Weiss_and_Peter_Pomerantsev_The_Menace_of_Unrealitypdf. 

I 

21 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 



19736

535 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 

society, the more vulnerable it is."83 Institutions and norms that define western liberal 
democracies--open and competitive elections, free flow of information, vibrant press :freedoms, 
:freedom of speech, and diverse societies-are conducive to exploitation by anti-Western 
propagandists. 

(U) Indirect Objectives. As western governments grapple with addressmg an ~temet 
operating environment that at present favors Russia, democratic mstitutions and constitu~ncies 
must also weigh the potential indirect objectives of Russian active measures. As the August 
2018 French disinformation report points out, the desired objectives of disinformation on a 
population can be tw~fold. The direct objective, discussed earlier in this Volume, uses 
mfonnation manipulation to push the target audience in a preferred direction. The indirect 
objective entices overreach by the targeted country's government-in essence, baiting 
governments to respond in a heavy-handed or improper fashion that is 11Teconctlable with the 
nation's principles and civil liberties. The md1rect objective, is, according to the French report. 
"not so much to convince a population of this or that story as to lead governments to take 
measures that are contrary to their democratic, liberal values, which, in turn, will provoke a 
reaction "84 

(U) Similarly, even the fear of active measures bemg unleashed on a society risks 
societal damage, whether the foreign capabihty exists or not. Democratic governmetits and 
populations must balance the need for callmg out and shming hght on Russian activities with 
remaining realistic and sober about Moscow's actual capab1lit1es and their effectiveness. , 

(U) The pubhc needs to be made aware of the tactics being directed at them, but there 
also needs to be appreciation for the limitations of those tactics. As Massimo Calabresi reports 
in his 2017 Time article on Russia's social media war on America, ;'the fear of Russian rnfluence 
operations can be more damaging than the operations themselves. Eager to appear more 
powerful than they are, the Russians would consider it a success if you questioned the truth of 
yo\µ" news sources, knowing that Moscow might be lurkmg in your Facebook or Twitter feed."85 

V. (U) THE INTERNET RESEARCH AGENCY 

(U) The IR.A is an entity headquartered in St. Petersburg, Russia, whlch since at least 
2013 has undertaken a variety of Russian active measures campaigns at the behest of the 
Kremlm. The IR.A has conducted virtual and physical influence operations in Russia, the United 
States, and dozens of other countrie,s The IRA conducted a multi-m1llion dollar, coordinated 

83 (U) Thomas Ru!, Heanng before the Senate Select Committee on Intelllgence, March 30, 2017, available at 
https://www intelligence senate gov/hearmgs/open. 
84 (U) Jean-Bapttste Jeangene V1lmer, et al, "Information Mampulation: A Challenge for our Democracies," Polley 
Planning Staff (CAPS) of the Muilstry for Europe and Foreign Affairs and the Institute for Strategic Research 
(IRSEM) of the Mnnstry for the Armed Forces, Paris, August 2018, 
https·//www diplomatle gouv fr/IMG/pdffinformatton_ manipulation_ rvb_ cle838736 pdf 
85 (U) Massuno Calabresi, "Inside Russia's Social Media War on America," Tune, May 18, 2017 

22 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 



19737

536 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 

effort to influence the 2016 US. election as part ofa broader mformat10n campaign to harm the 
Uruted States and fracture its society.86 

A. (U) Yevgeniy Prigozhin and the Kremlin 

(U) The IRA is funded and drrected by Yevgemy f'.rigozhin, a Russia oligarch who 
works to conduct intelligence operations, military activities, and mfluence operat10ns globally on 
behalf of the Kremlin. The IRA is one of several companies Prigozhin owns. He has also been 
lmked to the financing and direction o:f?the Wagner Group, a contract secunty organization that 
provides unofficial paramilitary support for Russian mihtary operations. 

(U) Prigozhin 1s a businessman and restauranteur who acquired the mckname "Putin's 
Chef," in part for the numerous catermg contracts his company was awarded by the Russian 
government, mcluding one for President Putin's 2012 inauguratJ.on. Prigozhm's companies have 
branched into areas including online propaganda, harassment of oppositJ.on leaders, and 
contracting a pnvatized military force to fight m Ukrame and Syria. Fontanka, a leadmg St. 
Petersburg news website, has also reported that Prigozhin's companies have secured oil revenues 
from Syrian ml fields in exchange for providmg soldiers to protect those fields.88 

86 (U) Indictment, Umted States v Internet Research Agency, et al, Case l 18-cr-00032-DLF (D DC Feb 16, 
,2018) 
87 

88 (U) Nell MacFarquhar, "Meet Yevgeny Pngozlun, the Russian Oligarch Indicted m U S Electmn Interference," 
New York Times, February 16, 2018 
89 
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(U) Prigozhin was publicly exposed as the main financial supporter of the IRA as early 
as 2014,90 and his close relationship with Putm has been reported m numerous media sources, 
with the two appearing together m pubhc photographs "91 

(U) Pngozhin and companies he controlled, along with rune other employees, were 
mdicted in the District of Columbia for a number of cru:µinal violations, mcludmg actmg as 
unregistered foreign agents lllSide the Uruted States.92 Further, Prigozhin and his companies 
have been targeted by the U S. Department of Treasury with sanctions for "interfering with or 
underminmg election processes and mstttutions," with specific respect to the 2016 U.S. 
presidential election. 93 Demonstratmg that IRA operations were related to the broader scope of 
the Kremlin's objectives, these sanctions were announced alongside additional designations 
against the FSB and the Russian military mtelligence organization, the GRU. Both entitles were 
also designated for their onlme efforts to target the U.S. povernment and undermine the election. 

(U) Despite these public connect10ns to the Russian government, President Putm denies 
any knowledge of Prigozhin's trollmg operation. The Committee fmds this demal to be false 

B. (U) IRA Operations 

90 (U) Max Seddon, "Documents Show How Russia's Troll Army Hit America," BuzzFeed, June 2, 2014 
91 (U) Neil MacFarquhar, "Yevgeny Prigozhm, Russian Ohgarch Ind:tcted by US, Is Known as Putm's Cook," 
New York Tunes, February 16, 2018 
92 (U) Ind!ctment, United States v Internet Research Agency, et al, Case 1 18-cr-00032-DLF (D DC Feb 16, 
2018) 
93 (U) Department of Treasury, "Treasury Sancttons Russian Cyber Actors for Interference with the 2016 US 
Elections and Mahc10us Cyber-Attacks," March 15, 2018, https //home treasury gov/news/press-releases/sm0312 
94 

95 (U) lbul 
96 (0) lbul 
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(U) Accordmg to the Special Counsel's Office, the IRA was funded as part of a larger 
interfer~nce operation called "Project Lakhta," which was part of a global set of operations 
undertaken both w1thm Russia and abroad. The monthly budget for ProJect Lakhta "exceeded 73 
m!l!Jon Russian rubles (over 1,250,000 US dollars), mcluding approXImately one million rubles 
m bonus payments " 103 

C. (U) The Role of the mA Troll 

(U) A 2015 article by Adrian Chen m The New York Times Magazine provides a detruled 
open source account of the IRA's operations. Accordmg to that article, m 2015 the IRA had an 
estimated 400 employees who worked 12-hour slu:fts, divided between numerous departments, 
filling nearly 40 rooms. The trolls would create content on nearly every social media network­
mcludmg L1veJoumal, VK.ontakte (a Russia-based social media platform modeled after 
Facebook), Facebook, Twitter, and Instagram. Managers responsible for overseeing the trolls 
would momtor the workplace by CCTV and were "obsessed with statistics" !Ike page views, 

is (U) lbul 
99 (U) Ibid 
100 

101 (U) lbul 
102 (U) Jbul 
103 (U} Indictment, Umted States v Internet Research Agency, et al, Case 1 18-cr-00032-DLF (D DC Feb 16, 
2018) 
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posts, clicks, and traffic. One IRA employee, Ludm!la Savchuk, described work shifts during 
which she was required to meet a quota of five political posts, 10 nonpolitical posts, and 150 to 
200 comments on other trolls' postings.104 

(U) The first thing employees did upon amvmg at their desks was to switch on an 
Internet proxy service, which hid their LP. add,:esses from the places they posted, 
those digital addresses can sometimes be used to reveal the real identity of the 
poster Savchuk would be given a list of the opim~ns she was responsible for 
promulgating that day Workers received a constant stream of 'technical tasks' 
-point-by-point exegeses of the themes they were to address, all pegged to the 
latest news 105 • 

(U) Savchuk's description largely matches sinular depictions outlined in a series of· 
leaked documents from an unidentified ~ssian packer organization in June 2014. The leaked ' 
documents, purported to be attached to internal emails fi:pm within the IRA, describe the 
respons1b1lities of the IRA teams. As reported by BuzzFeed at the time: 

I 
On an average working day, the Russians are to post on news articles 50 times. 
Each blogger zs to maintain six Facebook accounts publishing at least three posts 
a day and discussing the news zn groups at least twice a day. By the end of the 
first month, they are expected to have won 500 subscribers and get at least five 
posts on each item a day. On Twitter, the bloggers are expected to manage 10 
accounts with up to 2,000 followers and tweet 50 times a day 106 

(U) As a member of the Special Projects dep~ent of the IRA, Savchuk was 
responsible for creating and maintammg believable, fake personas online that, would eventually 
seed pro-Kremlin narratives into their otherwise normal-looking onlme activities. One former 
employee said: "We had to write 'ordinary posts,' about making cakes or music tracks we liked, 
but then every now and then throw m a political post about how the Kiev government is fascist, 
or that sort ofthmg." Instructions for those political posts would come to the bloggers every 
morning as "technical tasks," which would have a "news line, some informat10n about it, and a 
'conclusion' that the commenters should reach."107 As described by Chen, "The point was to 
weave propaganda seamlessly mto what appeared to be the nonpolitical musings of an everyday 
person."10H 

- I 

(U) According to two former employees who spoke to The Guardian, trolls were paid 
based on their capabilities and the expertise required to maintain their particular fake personas. · 
One employee who, signed a non-disclosure agreement was paid around 45,000 rubles a month 
(roughly $700), while others could make up to 65,000 rubles (roughly $1,000) monthly if they 

:: ~ !~Ulll Chen,~ Agency," The New York T11nes Magazme_:_ June 2, 2015. 

io& (U) Max Seddon, "Documents Show How Russia's Troll Army Hit Amenca," BuzzFeed, June 2, 2014. 
107 (U) Shaun Walker, "Salutin' Putm Inside a Russian troll House," The Guardian, April 2, 2015 
108 (U) Adrian Chen, "The Agency," The New York Times Magazme, June 2, 2015. 
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were able to jom the most prestigious wing of the IRA, the English-language trolls. Penalties 
were mstituted for employees who faded to reach their quota or were caught copymg previous 
posts as opposed to creating new content. The trolls worked "round the clock to flood Russian 
internet forums, social networks and the comments sections of western publications with remarks 
praising the President, Vladimir Putin, and raging at the depravity and injustice of the west."109 

(U) One former employee's descriptwn ofh1s work at the IRA is notable: 

I arrwed there, and I 'immediately felt like a character in the book 'l 984' by 
George Orwell-a place where you have to write that white is black and black is 
white Your first feeling, when you ended up there, was that you were m some 
kmd of factory that turned lying, telling untruths, mto an industrial assembly !me 
The volumes were colossal-there were huge numbers of people, 300 to 400, and 
they were all writing absolute untruths It was like being m Orwell's world 110 

(U) The SpeCial Counsel's Office description of the IRA's activities 1s consistent with 
much of the reporting derived from mterv1ews of former employees As an example, the IRA , 
indictment alleges in detail how IRA employees, referred to as "specialists," were tasked with 
creating fake social media accounts that purported to be U.S. citizens engaged on social media. 

The specialists were divided into day-shift and mght-shift hours and instructed to 
make posts m accordance wlth the appropriate US. time zone The [IRA] also 
circulated hsts of US holldays so that specialzsts could develop and post 
appropriate account activity Specialists were instructed to write about topics 
germane to the United States such as US foreign policy and US. economic 
issues. Specialists were directed to create "political intensity through supporting 
radical groups, users dlSsatisfied with [the] social and economic situation and 
oppositional social movements "111 

(U) The indictment mdicates that IRA management made efforts to monitor and track the 
Impact of its online efforts, through measurables such as comments, likes, reposts, changes in 
audience size, and other metrics. 112 

109 (U) Shaun Walker, "Salutin' Putm: Inside a Russian troll House," The Guardian, Apnl 2, 2015 
no (U) Anton Troranovski, "A fonner RUSSJan troll speaks. 'It was hke bemg in Orwell's world,"' Washington Post, 
February 17, 2018 
m (U) Indictment, United States v Internet Research Agency, et al, Case 1 ·18-cr-00032-DLF (D D.C. Feb 16, 
2018) 
112 (0) Ibui 
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D. (CJ) Troll Narratives 

(U) The IR.A's trolls morutored societal div!Slons and were poised to pounce when new 
events provoked societal discord. For example, a former IRA troll interviewed by the Guardian 
m 2015 descnbed his focus on race-related issues: "When there were black people notmg m the 
U.S. we had to write that U.S. policy on the black commuruty had faded, Obama's 
administration couldn't cope with the problem, the situation 1s getting tenser. The negroes are 
rismg up."115 

, - -~-- - - - - - - - - - - - -
• • + ~ 
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(U) Leaked IRA documents from 2014 reveal a sophisticated approach to the var10us 
social media platforms aimed at ensurmg trolls could evade online monitors. IRA employees 
were taught how to comment on each of the different websites so as to av01d bemg blocked or 
removed As an example, one author outlmed how to write for the fringe site WorldNetDruly: 
"Direct offense of Amencalls as a race are not published ('Your nation 1s a nation of complete 
1d10ts').. nor are vulgar reactions to the pohtical work of Barack Obama " 117 

ll4 (U) Ibul 
115 (U) Shaun Walker, "Salutm' Putm Inside a Russian troll House," The Guardian, April 2, 2015 
116 
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(U) Developing and applying a famiharity with the American pohtical space was also a 
critical function of the IRA trolling operation. According to a fonner employee interviewed by 
the news outlet Dozhd, IRA personnel were required to study and monitor tens of thousands of 
·comments in order to better understand the language and trends of internet users in the United 
States. The ex-troll indicated that they were taught to avoid crude and offensive language that 
would be off-putting to the typical onbne reader.11& According to the former employee, the IRA 
office dedicated to mflaming sentiments in the United States was prohibited from promoting 
anything about Russia or President Putm-primarily because, in the IRA' s assessment, 
Americans do not normally talk about Russia. "Our goal wasn't to turn the Americans toward 
Russia .... Our task was to set Americans agamst their own government: to provoke unrest and 
discontent, and to lower Obama's support ratings."!19 IRA employees were tramed to 
understand and exploit the nuances of politically sensitive issues in America, including taxes, 
LGBT rights, and the Second Amendinent. Once IRA employees better understood the politic~ 
fault lines and how Americans naturally argued online, their job was to incite them further and 
try to "rock the boat."120 

(U) More recent open source reporting has provided fresh insight into the inner workings 
and goals of the IRA operation. Marat Mindiyarov, a former IRA troll, outlined for the 
Washmgton Post in 2018 how important Facebook became to the IRA. Mindiyarov described 
how workers in the Facebook Department of the IRA were paid twice as much and included a 
younger, more pop culturally literate crowd. In order to graduate to the Facebook Department, 
these trolls had to take a 'test to prove their English language skills, their ability to comment on 
American political nuance, and to confirm they had the necessary opposit10n to the Uruted 
States.121 

VI. (U) IRA ACTIVITIES AGAINST THE UNITED STATES IN 2016 

A. (U) Origins of IRA Activity in the United States 

(0) The IRA's foray into influence operations targeting the 2016 election began with a 
2014 intelligence-gathering mission to the United States undertaken by two female employees: 
Anna Bogacheva and Aleksandra Krylova. 

(U) Bogacheva worked for the IRA from the spring of2014 to the fall of2016.122 

Krylova, who began her employment in St Petersburg in the fall of 2013 at the latest, rose to 

n• (U) Meduza, "An ex-St. Petersburg 'troll' speaks out," October 15, 2017 {summanzmg an mterv1ew with 
"Maxun" by Dozhd) 
119 (U) lbzd 
120 (U) Ibzd 
121 (U) Anton Trolllitovski, "A former RusStan troll speaks 'It was hk:e being m Orwtill's world,"' Washington Post, 
February 17, 2018. , 
122 (U) Scott Shane and Mark Mazzetti, "The Plot to Subvert an Election - Unravelmg the Russia Story So Far,'' 
The New York Times, September 20, 2018: https·//www nytimes com/mteracnve/2018/09/20/us/pohticsfrussia­
interference-election-trump-clmton.html?rref=collection%2Fsectioncollection%2Fpo!itics. 
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become the IRA's third-highest ranking employee by the spring of 2014. Both secured visas to 
VlSlt the Umted States in June 2014, and the two made stops in "Nevada, California, New 
Mexico, Colorado, Illinois, Michigan, LoUJSiana, Texas, and New York," accordmg to the IRA 
indictment. 123 

Operating as a reconnaissance team for the IRA, 
the two were sent to collect intelligence to be used in the orgaruzat1on' s mformation warfare 
agamst the United States Prior to the tnp, they had worked with their colleagues to plan 
itineraries and purchase eqmpment, mcluding "cameras, SIM cards, and drop phones." They 
also worked on various "evacuation scenar10s" and other security measures for their tnp. 124 

Their visit likely helped the IRA refine tactics to be used on social media, but the trip represents 
only a small part of the wider operational effort to track and study Amencans' onlme activities, 
understand U.S. poht1cal and social divisions, impersonate US. citizens onlme, and ultimately 
engage in informat10n warfare against the United States. 

(U) According to the Special Counsel's Office, by April 2014, the IRA had formed a 
new department mside the larger organtzation that was focused solely on the U.S population 
Referred to as the "translator project," and alternately as'the "Translator Department," the 
Amencan department of the operat10n would grow to over ,?0 employees by July 2016.126 By the 
summer of 2016, at the height of the U.S. campaign season, the "translator pro3ect'' employees 
were posting more than 1,000 pieces of content per week, reaching between 20 and 30 milhon 
people in the month of September alone. 127 In addition, the IRA employees began contactmg 
unwittmg U.S. persons to better refine their tactics and targets. In one communication, an IRA 
operative posed as an Amencan and spoke with a Texas-based grassroots orgamzat10n, learning 
from the conversation that they should focus the1r activities on "purple states like Colorado, 
Virginia & Florida."128 

123 (U) Indictment, Unaed States v Internet Research Agency, et al, Case 1 18-cr-00032-DLF (D.D C. Feb 16, 
2018) 
124 (U)' Ibid 
125 

126 (U) Indictment, United States v Internet Research Agency, et al, Case l l 8-cr-00032-DLF (D D.C. Feb 16, 
2018), Special Counsel Robert S Mueller, Ill, Report On The Investzgat,on Into Russian Interference In The 2016 
Pres1dent1alElectzon,March20!9, VolumeI,p 26 
127 (U) See Hannah Levmtova, "Russian Journalists Just Published a Bombshell Investigation About a Kremhn­
Linked 'Troll Factory,"' Mother Jones, October 18, 2017 dngmal report m Russian available at 
https·//www rbc ru/magazme/2017/l l/59e0cl 7d9a79470e05a9e6cl 
128 (0) Indictment, UnitedStatesv Internet Research Agency, eta[, Case 118-cr-00032-DLF(D.DC Feb.16, 
2018) 
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(U) The IRA bmlt a wide-ranging mforrnation operation designed to complement these 
other Russian influence activities directed toward interfering with and undermming U.S 
democracy in 2016. The expanse and depth of this effort would only be understood in the 
aftermath of that campaign. 

B. (U) ~ Operations Explicitly Targeting the 2016 U.S. Election 

l 

(U) At the dire~tion of the Kremlin, the IRA sought to influence the 20) 6 U.S. 
presidential election by harming Hillary Clinton's chances of success and supporting Donald 
Trump.133 

(U) The overwhelming majority of the content disseminated by the IRA did not express 
clear support for one presidential candidate or another. Instead, and often within the context of 
the election or in reference to a candidate, most IRA content discreetly messaged narratives of 
disumty, discontent, hopelessness, and contempt of others, all aimed at sowing societal division. 
Nevertheless, a sigmficant body of IRA content dealt with the election, and specifically the 
Republican and Democrat candidates. The TAG study led by Renee DIR.esta concluded that for 
all data analyzed, which included data captured before and after the 2016 U S. election, roughly 
6 percent of tweets, 18 percent oflnstagram posts, and 7 percent ofFacebook posts from IRA 
accounts mentioned Donald Trump or Hillary Clinton by name. On Facebook, that percentage 
translated to l, 777 posts that specifically mention Hillary Clinton ( or a denvative moniker), 
which in turn generated over 1.7 million user interactions or engagements.134 

I , 

(U) Numbers of posts are an unperfect and potentially illlsleading evidentlary base for 
drawing conclusions about motivations and obJect1ves. The relatively low number of IRA 
Facebook and Twitter account posts that specifically mention either candidate is not dtspositive 
of the IRA's mtent to mfluence voters. In practice, the IRA's mfluence operatives dedicated the 
balance of their effort to estabhshing the credibihty oftherr online personas, such as by posting 
mnocuous content designed to appeal- to like-minded users. This innocuous content allowed IRA 
influence operatives to build character details for their fake personas, such as a conservative 
Southerner or a liberal activist, until the opportune moment arrived when the account was used to 
deliver tailored ''.Payload content" designed to influence the targeted user. By this concept of 
operations, the volume and content of posts can obscure the actual obJeCtlve behind the influence 
operation "If you're running a propaganda outfit, most of what you publish is factual so that 

( 

133 (U) ODNI, "Assessing Russian Actlv1ttes and Intentlons in Recent µs Electlons," Intelhgence Commumty 
Assessment (Declassdied Version), January 6, 2017, https //www.dm.gov/files/documents/ICA_2017 _ 01 pdf; 
Report On The Investigation Into Russian Interference In The 2016 Presidential Eleen on, Special Counsel Robert S 
Mueller, III, March 2019 ' 
134 (U) Renee DiResta, Dr Km Shaffer, Becky Ruppel, David Sullivan, Robert Matney, Ryan Fox, Dr. Jonathan 
Albright, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, littps· //www newknowl~ge.com/articles/the-d!smformatlon-report/ 

l 
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you're taken seriously," Graphtka CEO and TAG researcher John Kelly described to the 
Cornrnttee, "[T]hen you can slip in the wrong thmg at exactly the right time."135 

(U) The tactic ofusing select payload messages among a large volume of innocuous 
content to attract and cultivate an online following is reflected in the posts made to the IRA' s 
"Army ofJesus" Facebook page. The page, which had attracted over 216,000 followers by the 
time it was taken down by Facebook for violatmg the platform's terms of service, purported to 
be devoted to Christian themes and Bible passages. The page's content was largely consistent 
with tlus fayade. The followmg series of posts from the "Army of Jesus" page illustrates the use 
of this tactic, with the maJority of posts largely consistent with the page's theme, excepting the 
November I, 2016 post that represents the IR.A's payload content: 

• October 26, 2016. "There has never been a day when people did not need to walk with 
Jesus." 

• October 29, 2016: "I've got Jesus m my soul. It's the only way I know .... Watching 
• every move I make, gu1dmg every step I take!" 

• October 31, 2016: "Rise and shme-reahze His blessing'" 

• October 31, 2016: "Jesus will always be by your side. Just reach out to Him and you'll 
see!" 

• November 1,2016· "HILLARY APPROVESREMOVALOFGODFROMTHE 
PLEDGE OF ALLEGIANCE." 

• November 2, 2016: "Never hold on anything [sic J tighter than you holding unto God!" 

(U) This pattern of character development, followed by confidence buildmg and 
audience cultivation, punctuated by deployment of payload content is discemable throughout the 
IR.A's content history 

(U) The IR.A's ideologically left-leanmg and right-leaning social media accounts posted 
content that was political in nature and made reference to specific canchdates for President. 
Hillary Clinton, however, was the only canchdate for President whose IRA-posted content 
references were uniformly negative. Clinton's candidacy was targeted by both the IR.A's left and 
right personas, and both ideological representations were focused on demgrating her. As Renee 
DiResta notes, the political content of the IRA, "was unified on both sides in negativity towards 
Secretary Clinton."136 The IR.A's left-leanmg accounts focused therr efforts on demgrating 

135 (U) John Kelly, Heanng before the Senate Select Comnuttee on Intelhgence, August 1, 2018, available at 
https //www mtelligence.senate gov/heanngs/open 
136 (U) Renee DiResta, Written Statement, Hearmg before the Senate Select Comnnttee on Intelligence, August 1, 
20 l 8, available at https l!www.intelligence.senate gov/heanngs/open 

33 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 



19748

547 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 

Clinton and supporting the candidacy of either fellow Democrat candidate Bernie Sanders or 
Green Party candidate Jill Stem, at the expense of Hillary Clinton. Posts :from the IRA's right­
leaning accounts were unvarymgly opposed to Clinton's candidacy. 

(U) In contrast to the consistent denigration of Hillary Clinton, Donald Trump's 
candidacy received mostly positive attention from the IRA' s mfluence operatives, though it is 
important to note that this assessment specifically applies to pre-election content. The 
Committee's analysis indicates that post-election IRA activity shifted to emphasize and provoke 
anti-Trump sentiment on the left. DiResta's team assesses that m relation to pre-election 
content: "The majority of the political content was anti-Hillary Clinton; there appeared to be a 
consistent preference for then-candidate Donald Trump, beginning in the early pnmaries •... 
There was no pro-Clmton content."137 

(U) Evidence of an overarching pro-Trump and anti-Clinton bias leading up to Election 
Day 2016 is also found in information obtained by Special Counsel's Offic.e. For instance, IRA 
employees were directed to focus on U.S. politics and to "use any opportunity to criticize Hillary 
and the rest ( except Sanders and Trump--we supportthem)."138 Another IRA employee was 
criticized internally for having a "'low number of posts dedicated to criticizing Hillary Chnton' 
and was told 'it is imperative to intensify criticizing Hillary Clinton' m future posts."139 Content 
and hashtags produced by IRA employees included "#Trurnp2016," "#TrumpTrain," "#MAGA," 
"#IWorttProte<1111Iary," and ''#Hillary4Prison."140 

(U) One communication obtained by the Committee details an IRA employee's 
description of Election Day 2016, from the vantage of an information warfare operative: "On 
November 9, 2016, a sleepless night was ahead ofus. And when around 8 a.m. the most 
important result of our work arrived. we uncorked a tiny bottle of champagne ... took one gulp 
each and looked into each other's eyes .... We uttered almost m unison: 'We made America 
great. ml4l 

(U) Further, the IRA's attempts to engage political activists by using false U.S. personas 
to "commllilicate with unwitting members, volunteers, and supporters of the Trump Campaign 
involved in local commllility outreach, as well as grassroots groups that supported then-candidate 
Trump."142 1 

137 (U) Renee J?IR.esta, SSCI Tianscnpt of the Closed Bnefing on SoCial Media Mampulation m 2016 and Beyond, 
Ju}y 26, 20 I 8. 
138 (U) Indictinent, United States 11 Internet Research Agency, eta!, Case 1 18-cr-00032-DLF (D D.C. Feb 16, 
2018). 
139 (U) Ibul ' 
140 (U) Ibu:l. 1 

141 

142 (U) Indictinent, United States 11 Internet Research Agency, et al, Case 1 18-cr-00032-DLF (D.D.C Feb. 16, 
2018). ' 
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(U) In addition to denigrating Hillary Clinton, voter suppression among left-leaning 
audiences appears to have been another polincal goal of the lRA's influence operatives. Young 
Mie Kim, a digital advertisement research expert from the Umversity of Wisconsin, has closely 
analyzed the lRA's Facebook advertisements. On the basis of Kim's analysis, three types of 
voter suppression campaigns on Facebook and Instagram emerge, includmg: "a) turnout 
s1,1ppression/election boycott; b) third-candidate promotion; and c) candidate attack, all targeting 
noi:1wbites or hkely Clinton voters."143 Kim found no evidence of a comparable voter 
suppression effort that targeted U.S. voters on the ideological right. 

1 
(U) Renee DiResta found similar evidence: 

Voter suppression narratives were m [the data], bot'h, on Twitter (some of the text­
to-vote content) and wzthm F acebook, where it was specifically targeting the 
Black audiences So the groups that tfley made to reach out to Black people were 
specifically targeted with 'Don't Vote for Hillary Clinton,' 'Don't Vote At All,' 
'Why Would We Be Voting,' 'Our Votes Don't Matter,' [ and] 'A Vote for Jill 
Stem is Not a Wasted Vote. '144 

(U) TAG researcher Phil Howard's findings support DiResta's assessment. Howard 
found that while both the ideological right and left in America were targeted: 

The main diffe:renc:e is that where Conservative and right-wing voters were 
actively encouraged to get behind Trump's campaign, other voters were 
encouraged to boycott the election, vote for someone other than Clinton, and 
become cynical of the pplltical process in general. 145 

(U) Underscoring the insidiousness of the lRA's information warfare campaign, 
influence operations were conducted in cognizance of the U.S. political schedule and political 
events. Modifying their tactics and strategy to reflect real-life occurrences, the lRA 's operatives 
would increase their activity around events relevant to the campaign schedule. This included 
pre-election events, like "candidate debates, [the] Republican convention, [and] Trump crossmg 
the delegate threshold."146 For example, "significant bursts oflRA activity" comcided with the 
third Democratic primary debate in January 2016, the sixth Republican primary debate in 
January 2016, the presidential debates between Clinton and Trump in the fall of 2016, and on 

' 

143 (U) Young Mle Kim, "Uncover Strategies and Tact:Ics of Russian Interference m US Elections," ProJ_!lCt DATA, 
University ofW1sconsm, Madison, September 4, 2018, https //Joumahsm.wisc.edu/wp· 
content/blogs.drr/41/files/2018/09/Uncover Ktm_ v.5.0905181 pdf. 
144 (U} Renee DlR.esta, SSCI Transcript of the Closed Bnefing on Social Media Manipulation m 2016 and Beyond, 
July26,2018. • ' 
145 (U} Phtl Howard, SSCI Transcript of the Closed Bnefing on Social Media Mampulanon m 2016 and Beyond, 
July 26, 2018. 
146 (U) Renee DlR.esta, SSCI Transcript of the Closed Bnefing on Social Media MarupulatJon in 2016 and Beyond, 
July 26, 2018. 
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Election Day 2016. 147 More broadly, the volume of posts originating from IRA accounts on 
Facebook and Instagram increased over the period between the national political conventions in 
July 2016 and Election Day.148 , 

(U) The IRA's information warfare campaign also,responded to r,eal•wprld political 
events. For example, the IRA promoted multiple stories and narratives calling into question the 
state of Hillary Clinton's health after she fell ill at a September 11 memorial service in New 
York City in September 2016. IRA mfluence operatives posted phrased content on Twitter using 
hashtags that made the content easily discoverable to other Twitter users searching for content 
related to Clinton's health, including #HiliarySickAtGroundZero, #ClintonCollapse, 
#ZombieHillary, and #SickHillary. Accordmg to researchers at Clemson University, IRA 
accounts tweeted these hashtags hundreds of times. As one of those researchers; Darren Linvill, 
points out: 

You can see the peak times they tweet You can see that they shift from hour to 
hdur. One hour, they'll tweet their left-wing accounts, and the next hour they'll 
tweet their rzght-wmg accounts.'·. . . You can see very clearly that it is one 
organization, and it has applied human capital as 1s needed, depending on what's 
happening politically, what current events are. 149 

r 

A particular spike in IRA activity on O-.tober 6, 2016, stands out as 
an anomaly deserving further scrutiny. As reported by the Washington Post and noted by the 
Clemson research team, IRA influence operatives posted, at a pace of about a dozen tweets per 
mmute, nearly 18,000 messages from their Twitter accounts on October 6, 2016. This spike in 
acttvity came a day prior to WikiLeaks's publication of emails stolen by the Russian GRU from 
the account of Hillary Clinton's campaign chairman, John Podesta. According to the 
researchers, on October 6 and 7, IRA Twitter accounts-particularly those accounts emulating 
ideologically left-leaning personas-significantly mcreased the volume of their content posting, 
with 93 of the "Left Troll" accounts posting content that could have directly reached other 
Twitter accounts 20 million times on those two days.150 While no clear connection between the 
spike in IRA Twitter activity and WikiLeaks' release of the emails has been established, the 
Clemson researchers speculate that the timing was not coincidental: "We think that they [the 
IRA] w'ere trying to activate and energize the left wing of the Democratic Party, the Bernie wing 
basically, before the WikiLeaks release that implicated Hillary in stealmg the Democratic 
primary."151 

147 (U) Pini H~ward, Bharath Ganesh, Dllllltra L10ts1ou, John Kelly, and Camille Francois, "The IRA, Social Media 
and PohtJ.cal Polanzation m the Umted States, 2012-2018,'' Computational Propaganda Research Pro1ect, Oxford 
Internet Institute, December 2018, https·//mt nyt com/data/documenthelper/534-oxfurd-russ1a-internet-research­
agency/c6588b4a7b940c55!c38/optunized/ful! pdf. 
t4s (U) lbrd , ' 
149 (U) Jun Galloway, "Clemson researchers crack open a Russian troll factory," Associated Press, August 7, 2018. 
150 (U) Craig Timberg and Shane Harris, "Jlussian operatives blasted 18,000 tweets ahead of a huge news day· 
during the 2016 pres1dent1al camprugn Did they know what was coming?" Washmgton Post, July 20, 2018. 
:51 (U) Jb,d - ' 
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(U) As detailed by the Special Counsel's Office, IRA operations to support Trump also 
involved activities inside the UnitecfStates. For example, IRA operatives were able to organize 
and execute a series of coordinated political rallies titled, "Florida Goes Trump," usmg the 
Facebook group "Being Patriotic," the Twitter account @March_ for_ Trump, and other 
fabricated social media personas. Masqueradmg as Americans, IRA operatives communicated 
with Trump Campaign staff, ptn;chased advertisements promoting these rallies on Facebook and 
Instagram, contacted grassroots supporters of then-candidate Trump, solicited U.S. citizens to 
participate in these events, and even paid select participants to portray Hillary Clmton 
imprisoned in a cage that had been constructed on a flatbed truck for this purpose.153 

C. (U) Other IRA Operations Targeting U.S. Politicians and Society 
i 

(U) The IRA targeted not only Hillary Clinton, but also Republican candidates during 
the presidential primaries. For example, Senators Ted Cruz and Marco Rubio were targeted and 
denigrated, as was Jeb Bush.154 Even after the 2016 election, Mitt Romney---historically critical 
of Russia and who memorably characterized the country as the United States' "number one 
geopolitical foe" durmg a 2012 presidential debate-was targeted by IRA influence operatives 
while bemg considered for Secretary of State in the Trump administration. Content posted from 
IRA socihl media pages and accounts referred to Romney as a "two headed snake" and a 
"globalist puppet," and IRA operatives posted the hashtag "#NeverRomney," in an effort to 
undermine his potential nomination. 155 On November 28, 2016, over 216,000 followers of the 
IRA's "Being Patriotic" Facebook page received file following post in their News Feed· 
"Romney was one of the first men who started the NeverTrump movement. It will be a temble 
mistake if Trump sets him as the next secretary of state." 

(U) In addition, the IRA ''had a strategic goal to sow discord in the U.S. political 
system,'' which included-but was not hmited to-targeting the 2016 U.S. presidential 
election.156 John Kelly found that "[i]t's a far more sophisticated an attack than Just carmg about 
an election. And it's not just one election they care about. They care about the electoral 
system."157 Darren Linvill echoed this point, concluding "[I]n general, there's been too much 

!S2 

153 (0) Indictment, UmtedStatesv Internet Research Agency, eta/, Case 118-cr-00032-DLF(DD.C Feb.16, 
2018). . 
154 (U) Ibui, Renee DiResta, Dr. Kris Shaffer, Becky Ruppel, David Sullivan, Robert Matney, Ryan Fox, Dr. 
Jonathan Albright, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency," New Knowledge, 
December 17, 2018. https.//www.newknowledge.com/articles/the-dismfol'I!latlon-report/. 
155 (U) Rob Barry and Shelby Holliday, "Russian Trolls Tned to Torpedo Mitt Romney's Shot at Secretmy of 
State," Wall Street Journal, March 8, 2018. 
156 (U) Indictment, U1pted States v Internet Research Agency, et al, Case 1 18-cr-00032-DLF (D DC Feb. 16, 
2018) • 
157 (U) John Kelly, SSCI Transcript of 1he Closed Bnefing on Soctal Mecha Manipulatmn m 2016 and Beyond, July 
26,201_8. 
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focus on Russian rnterference rn the election. It's much more than that It's interference in our 
society, in our culture, rn our political conversation."158 

-
(U) No smgle group of Americans was targeted by IRA mformation operatives more 

than African-Amen cans By far, race and related issues were the preferred target of the 
mformat1on warfare campaign designed to divide the country in 2016 Evidence of the IRA 's 
overwhelmrng operational emphasis on race 1s evident in the IRA 's Facebook advertisement 
content ( over 66 percent contamed a term related to race ) and targetmg (locational targeting was 
principally aimed at "Afrtcan-Amencans m key metropolitan areas with well-established black 
commun1ttes and flashpomts rn the Black Lives Matter movement''), as well as its Facebook 
pages (one of the IRA's top-performing pages, "Blacktivist," generated 11 2 million 
engagements with Face book users), its Instagram content (five of the top IO Instagram accounts 
were focused on African-American issues and audiences), its Twitter content (heavily focused on 
hot-button issues with racial undertones such as the NFL kneeling protests), and 1ts You Tube 

158 (U) JID1 Galloway, "Clemson researchers crack open a Russian troll factory," Associated Press, August 7, 2018 
159 

160 (U) lbui 
161 (U) Ibid 
162 (U) Jbui 
163 (U) lbui 
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activity (96 percent of the IRA 's YouTube content was targeted at racial issues and police 
brutality). 

(U) The IRA's exploitation ofracial tensions in an attempt to sow societal discord in the 
United States is not a new tactic for Russian influence operations. Rather, it is the latest 
incarnation of a long-standing Russian focus. Historically, the KGB 's active measures program 
also made race a central feature of its operational targeting. As KGB archivist Vasili Mitroklun 
noted: "The attempt to stir up ractal tensions in the United States remained part of Service A's 
stock-in-trade for the remainder of the Cold War" For example, before the Los Angeles 
Olympics in 1984, KGB officers mailed falsified communications from the Ku Klux Klan to the 
Olympic committees of African and Asian countries. KGB officers also forged letters that were 
''sent to sixty black organizations giving fictitious details of atrocities committed by the [Jewish 
Defense] League against blacks."164 

(U) As the TAG study led by Renee DiResta concluded: 

The mo,st prolific IRA efforts on Facebook and Instagram specifically targeted 
Black American communities and appear to have been focused on developing 
Black audiences and recruztmg Black Americans as_ assets : While other 
distinct ethnic and religwus groups were the focus of one or two Facebook Pages 
or Instagram accounts, the Black community was targeted extensively with 
dozens, this is why we have elected to assess the messaging directed at Black 
Americans as a distinct and sign_ificant operation 165 

\ 

(U) In March 2018, the Wall Street Journal was among the first to report on a series of 
elaborate efforts by IRA operatives to target, coopt, and incite African-Americans to participate 
m real world activities the IRA promoted onlme. African-Americans targeted on social media 
were asked to deepen their engagement with IRA operatives-from signing petitions to teaching 
self-defense training courses. In one instance cited by the Wall Street Journal, operatives used 
the IijA Facebook page, "Black4Black," to solicit from African-American-led businesses in 
Cleveland, Ohio personal mformation in exchange for free promotions on social media.166 IRA 
operatives also spearheaded and funded a self-defense program that entailed African-American 
trainers being paid to teach courses in their communities. As part of this operation, an African­
American activist was paid roughly $700 to teac~ 12 self-defense classes in a local park under 
the auspices of the IRA-administered "Black:Fist" Facebook page.167 

' 164 (U) Chnstopher M Andrew and Vasili M1trokhm, The Sword and the Shield The Mltrokhm Archive & the 
Secret Hzstory of the KGB, Basic Books, 1985, p. 244 
165 (U) Renee DiResta, Dr. Kns Shaffer, Becky Ruppel, David Sullivan, Robert Matney, Ryan Fox, Dr Jonathan 
Albright, and Ben Johnson, "The Tactics and Tropes of the Internet Research AgElncy," New Knowledge, December 
17, 20 I 8, https //www.newknowledge com/arttcles/the-d1smformation-report/ 
166 (U) Shelby Holliday and Rob Barry, "Russian Influence CampaJgn Extracted Americans' Personal Data," Wall 
Street Journal, March 7, 2018 
167 (U) Ibid 

39 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 



19754

553 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 

, (U) Although the spectfic objectives behind the IRA's efforts to animate American 
soctal media users to organize around political and cultural identification is not entirely evident 
from the available data. the general mtent to foment and promote divisiveness and discord 
amongst the American populace IS strongly evidenced, as are the desire and capability of the IRA 
to effectively coopt unwitting Americans. 

D. (U) IRA Use of Paid Advertisements 

(U) Paid advertisements were not key to the IRA's activity, and moreover, are not alone 
an·accurate measure of the IRA's operational scope. scale, or objectives, despite this aspect of 
social.media being a focus of early press reporting and public awareness. According to 
Facebook, the IRA spent a total of about $100,000 over two years on advertisements--..a minor 
amount, given the operational costs of the IRA are estimated to have been around $1.25 million 
dollars a month. The nearly 3,400 Facebook and Instagram advertisemepts the IRA purchased 
are comparably minor in relation to the over 61,500 Facebook posts, 116,000 lnstagram posts, 
and 10.4 million tweets that were the original creations of IRA influence operatives, 
disseminated under the guise of authentic user activity. Further, numerous high-profile U.S 
persons,' such as Roger Stone, Michael McFaul, and Sean Hannity, unwittingly spread IRA 
content by liking IRA tweets or engaging with other IRA social media content, enhancing the 
potential audience for IRA content by millions of Americans. 

(U) An analysis of the audiences targeted for receipt of those advertis~ents on 
Facebook nonetheless indicates that the IRA's use of advertising was consistent with its overall 
approach to social media. In particular, the IRA targeted some election swing states with 
advertisements that leveraged socially incendiary and divisive subjects. Accqrdmg to the report 
produced by the TAG working group led by Phil Howard and John Kelly, Facebook users in 
swing states were targeted 543 times, out of 1,673 instances oflocation targeting by the IRA. 
Additionally, in 342 instances, areas with sigmficant African-American populations were 
targeted by the IRA with Facebook advertisements. TAG researchers believe that the targeting 
had more to do with nee than a state's role in the Electoral College or status as a swing state: 

' We found from the data that location targeting of ads was not used extensively by 
the IRA, with only 1,673 different instances of location targeting, by 760 ads. 
These ads were usually used to target African Americans in key metropolitan 
areas wzth well-established black commimihes and flashpoints in the Black Lives 
Matter movement. Some make reference,for example, to Ferguson, MO, and a 
smaller group of ads that marketed rallies and demonstrations to users living in 
particular places 168 

168 (U) Phil Howard, Bharath Ganesh, Dmn1ra Ltotslou, John Kelly, and Camille Francois, "The IRA. Socllll Media 
and Pobttcal Polanzatwn in the Umted Stat.es, 2012-2018," Co,nputailOnal Propaganda Research Pro;ect, Q,iford 
Internet/nstitule, December2018 https•//mtnyt.com/data/docwnenthelper/534-oxford-mternet-research­
agency/c6588b4a7b940cSSlc33:'optmuzed/full.pdf 
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(U) The parameters and key terms the IRA employed m targetmg its Facebook 
advertisements suggests a sophisticated understandmg of where the rawest social sensitivities he 
beneath the surface of the American political debate. Darren Linvill noted that the IRA had a 
"keen understandmg of American psychology," they knew "exactly what buttons to press," and 
operated with "mdustnal efficiency " 169 Even so, the IRA failed to take advantage of more 
sophisticated targetmg capabilities available to Facebook advertising customers. For example, 
IRA operatives did not utilize the "Custom Audiences" feature which would have allowed them 
to upload outside data and contact mformation, and permitted more advanced micro-targeting of 
their advertisements.170 

- - - . -· - - . ~ ~ -- - - - - - - . - - ..:-- .. -
. . 

r 

E. (U) The IRA Information Warfare Campaign 

169 (U) Scott Shane and Mark Mazzetti, "The Plot to Subvert an Election - Unravelmg the Russia Story So Far," 
New York Times, September 20, 2018 
170 (U) Colm Stretch, Responses by Facebook to SSCI Questions for the Record from heanng on November !, 
2017, sub nutted January 8, 2018, available at 
https 1/www mtelhgence senate gov/s1tes/default/files/documents/Facebook%20Response%20to%20Comrmttee%20 
QFRs pdf ("The targeting for the IRA ads that we have 1dent1fied and provided to the Committee was relatively 
rudimentary, targetmg broad locations and mterests, and did not use a tool known as Contact Llst Custom 
Audiences ") 
171 

172 (U) Jbui 
t73 

41 

COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 



19756

555 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 

(U) Disinfonnation experts agree with Pngozhin's assessment. Clint Watts, in March 
2017 testimony to the Committee: "Over the past three years, Russi~ has implemented and run 
the most effective and efficient influence campaign in world history."174 • 

(U) Eugene Rumer elaborated on Watts' pomt in offering this summary in March 2017 
testimony to the Committee: 

Russum meddling in the 2016 U,5, Presidential electzon is likely to be seen by th; 
Kremlin as a ma1or success regardless of whether its initial goal was to help 
advance the Trump candidacy. The payoff includes, but is not limited to a ma1or 
political disruption m the United States, which has been dlStractedfrom many 
strategic pursuits; the standing of the United States and its leadership in the 
world have been damaged, it has become a common theme in the narrative of 
many leading commentators that from the pillar of stability of the int~rnational 
liberal order the United States has been transformed into its biggest source of 
instability, U.8 commitments to key allies in Europe and Asia have been 
questzoned on both sides of the Atlantic and the Pacific And last, but not least, 
the Kremlin has demonstrated what it can do to the world's sole remaining global 
superpower. 175 ' 

(0) Thomas Rid echoed this conclusion before the Committee: "The great Active 
Measures campaign of2016 will be studied in mtelligence schools for decades to come, not just 
in Russia of course but in other countries as well."176 

I 

f · (0) Ongoing m.A Activities 

(U) IRA activity on social media did not cease, but rather increased after Election Day 
2016. Evidence from well-known IRA accounts conftnns that Russia-based operatives 
continued to be actively exploitmg divisive social issues in the United States well after the 2016 
election. After Election Day, Left-leaIIing IRA accounts were promoting hashtags such as 
"#Impeach45," ''#Resist;• and "#GllllReformNow." Complementary nght-leaning IRA accounts 
were focused on the NFL kneeling controversy, as well as hashtags critical of the FBI, such as 
the "#ReleaseTheMemo" meme. After the election, IRA operatives orchestrated disparate 
political rallies in the United States both supporting president-elect Trump, and protesting tb,e 
results of the election. A mid-November 2016 rally inNew York was organized aro~d the 
theme, "show your support for President-Elect Donald Trump," while a separate rally titled, 
"Trump is NOT my President," was also held in New York, m roughly the same timeframe.177 

174 (U) Clmt Watts, Hearing before the Senate Select Comnnttee on Intelligence, March 30, 2017, available at 
https·//www.intelhgence seoate.gov/heanngs/open. 
175 (U) Eugene Rumer, Hearing before thfl Senate Select Comrruttee on Intelligence, March 30, 2017, available at 
https //www intelhgence senate gov/hearings/open. • 
t16(U) Ibid 
177 (U) fudlctment, United States v Inter;net Research Agency, et al, Case I ·18-cr-00032-DLF (D DC Feb 16, 
2018). 
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(U) More recent social media activity attendant to the 2018 midterm elections indicates 
ongoing mfluence operations emanating from Russia. A September 2018 criminal complaint 
brought by the U.S. Attorney's Office for the Eastern District of Virginia agamst Elena 
Alekseevna Khusyaynova, an employee of the IRA who allegedly served as the cluef accountant 
for the IRA, alleges that Khusyaynova sought to "interfere with U.S. polittcal and electoral 
processes, including the 2018 U.S. elections."178 

VII. (U) IRA USE OF SOCIAL MEDIA BY PLATFORM 

(U) Facebook. Russia's influence operatives have found appeal m the cost-effectiveness 
ofFacebook pages as a targeted communicatmns medium. Data provided to the Committee by 
Facebook indicates that the IRA used to its advantage many ofFacebook's features, beyond 
purchased advertismg and pages, including the "events,'' messenger,'' and "stickers" features. 
The IRA also exploited Instagram-a photo- and video-sharmg social networking service owned 
by Facebook. 

(U) The first specific public warning about Russian activity on the Facebook platform 
came in September 2017, when Facebook announced the discovery of"approximately $100,000 
in ad spending from June of 2015 to May of 2017-associated with roughly 3,000 ads-that was 

178 (U) Ind1ctroent, UmtedStatesv ElenaAlekseevnaKhusya;ynava, Case 118-MJ-464(ED Va Sept28,2018) 
179 
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connected to about 470 inauthentic accounts and pages in violation of [Facebook's] policies."182 

Though not explicitly identified by Facebook at the time, the platform later attributed the subjeet 
accounts, pages, and advertisements to the IRA. Ongoing scrutiny of activity on its platform 
eventually led Facebook to a significantly larger body of non-advertisement content ("organic 
activity'') that onginated from these same IRA accounts. This content had been engmeered to 
appear American. Facebook's initial discovery of the IRA-purchased advertisements was an 
essential first step m uncovering the IRA's 2016 information warfare campaign. 

(U) Facebook Advertisements 

(U) The Committee's analysts of the IRA-purchased advertisements indicates that the 
vast maJority neither mention expressly the U.S. presidential election, nor explicitly advocate 
yoting for or against a particular presidential candidate. Roughly five percent of the 
advertisements viewed prior to the election (77 of 1,519) mcluded text referencing Hillary 
Clinton or Donald Trump. Forty of the post-election advertisements tied to the IRA referenced 
,one of these candidates. The Committee found the content of these advertisements to be 
substantially consistent with Facebook's public statements-that the advertisements 
overwhelmingly pertailied to divisive and inflammatory U.S. social issues. The subject ofth~e 
advertisements spanned the ideological and political spectrum, ranging from race, sexuality, and 
gender identity, to intmigration and Second Amendment rights. A number of the advertisements 
encouraged Facebook users to follow IRA-created pages dedicated to these issues, from whlch 
the IRA could manufacture and disseminate organic content on any number of politically 
charged subjects directly to their page followers. According to Committee analysis of materials 
provided by Facebook, almost all the advertisements were purchased wtth Russian rubles. 

I 
(U) Facebook estimates that 11.4 milhon people in the United States saw at least one of 

the 3,393 advertisements ultimately determined to have been purchased by the IRA. 183 

Modelling conducted by Facebook indicates that 44 percent of the total user views of these 
advertisements ("impressions") occurred before the election on November 8, 2016, with 56 
percent of the impressions taking place after the election. Roughly 25 percent of the ads were 
never seen by anyone.184 ' 

(U) The IRA used Facebook's geographlc t;u"geting feature to channel advertisements to 
intended audiences in specific U.S. locations. About 25 percent of the advertisements purchased 
by the IRA were targeted down to the state, city, or in some instances, university level. Specific 
content narratives emerge in connection with targeted locations. For instance, Michigan and 
Wisconsin (32 and 55 pre-electton advertisements, respecttvely) were targeted Wlth 

iaa (U) Alex Stamos, "An Update on Infonnatton Operattons on'Facebook," Facebook, September 6, 2017, 
https://newsroom fb.com/news/2017 /09/informa!Jon-operahons-update/. 
183 (U) Colin Stretch, Responses by Facebook to SSCI Questions for the Record from heanng on November I, 
2017, submitted January 8, 2018, avrulable at 
https·//www mtelligence Sllnate gov/s1tes/default/files/documents/Facebook%20Response%20to%20Comm1ttee%20 
QFRspdf. '- , 
184 (U) IbW: 
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advertisements overwhelmingly focused on the subject of police brutahty. Facebook indicates 
that the IRA did not leverage the platform's Custom Audiences tool, which would have entailed 
uploading or importing an extern.ally held list of advertisement targets or contact data, revealing 
the IR.A's efforts were not as sophisticated or potentially effective as they could have been.185 

(U) IRA-Generated Facebook Content 

(U) While ct!.rly media reporting on the IR.A's Facebook activity focused on purchased 
advertising, the organic content generated ~y IRA influence operatives on their Facebook pages 
far surpassed the volume of targeted advertisements. That IRA organic content reached a 
significantly larger U.S. audience. 

(U) Facebook's initial public disclosures about IRA activity identified 470 pages and 
accounts as originating with the IRA. The dataset furnished to the Comtmttee includes over 
60,000 unique organic posts from 81 of the pages Facebook associated with the IRA. An 
estimated 3 .3 nullion Facebook users followed ,IRA-backed pages, and these pages are the 
predicate for 76.5 million user interactions, or "engagements," including 30.4 million shares, 
37.6 million likes, 3.3 million comments, and 5.2 million reactions. Facebook estimates that as 
many as 126 million Americans on the social media platform came into contact with content 
manufactured and disseminated by the IRA, via its Facebook pages, at some point between 2015 
and 2017. Using contrived person~ and organizations, IRA page administrators masqueraded as 
proponents and advocates for positions on an array of sensitive social issues. The IR.A's 
Facebook effort countenanced the full spectrum of Amencan politics, and mcluded content and 
pages dtrected at politically nght-leamng perspectives on immigration policy, the Second 
Amendment, and Southern culture, as well ~, content and pages directed at left-leaning 
perspectives on police brutality, race, and sexual identity. 

' ' (U) Demonstrative of the range of themes the IRA targeted on its Facebook pages, the 10 
mostactive IRA-administered Facebook pages include: "Stop A.I." (an abbreviation for "Stop 
All Invaders," the page was focused on illegal imnugration); ''Being Patriotic" (right-leaning 
themes, including Second Amendment nghts); "Blacktivist'' (targeted at Afncan-Americans, and 
focused on Afncan-Amencan cultural issues and police brutality); "Heart ofTexas" (nght­
leaning themes and Texas secession); "United Muslims of America" (targeted at refugee rights 
and religious freedom); "Brown Power" (targeted at Latino heritage and immigrant rights); 
"South United" (focused on Southern culture, conservative issues); "BM'' (racial equality and 
police brutality); "LGBT Umteg" (sexlial'aud gender identity rights); and "Army of Jesus" 
(conservative, Christian themes). "BM" was a replacement page for the IR.A's "Black Matters 
US" page, whlch'Facebook took downJn 2016. The IRA used the BM Facebook page to direct 
users to the Black Matters US website.186 

l8S (U) Ibzd 
186 (U) Craig Tunberg and Tony Romm, "New report of Russian d!smfurmation prepared for the Senate, shows the 
operation's scale and sweep," Washington Post, December 17, 2018. 
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(U) The IRA influence operatives responsible for these pages created fake online 
yersonas with a specific, readily discernible social agendas in order to attract sirmlarly mmded 
Facebook users. The operatives then used divisive content to anger and enrage the curated 
audience. The findings of the TAG study lead by Phil Howard and John Kelly explain the 
strategy behind the IRA 's Facebook pages: 

The IRA messaging [had] two strategies. The first involved appealing to the 
narratives common within a specific group, such as supporting veterans and 
police, or pride in race and heritage, as a clickbait strategy to drwe traffic to the 
Facebook and Instagram pages the IRA. set up. . . . Then the pages posted content 
that intended to elicit outrage from these groups. 187 

(U) The IRA's development ofFacebook pages and cultivation of followers was 
painstakmg and delib,erate. This resulted m the IRA creating top-performing pages that enabled 
sustained, long-term interaction with Americans on the very issues that drive Americans apart. 
The "Stop A.I." page eventually attracted nearly 12.5 million engagements, while the 
"Blacktivist" page garnered almost 11.2 million. 

(U) The IRA's Facebook pages were not Just channels for disseminatmg content across 
the social media platform. The IRA also used its Facebook presence to provoke real world 
events, including protests, rallies, and spontaneous public gathenngs or "flashmobs." Facebook 
identified at least 130 events that were promoted on its platform as a result of IRA activity. 
These events were promoted by, and attributed to, 13 of the IRA's Facebook pages. 
Approxinlately 338,300 genuine Facebook user accounts engaged with content promoting these 
events. 62,500 Facebook users indicated their intention to attend the event, wh1le another 25,800 
users evinced interest in the event.188 

(U) An early example of the IRA's experimentation with social media and real world 
events occurred in the spring of 2015, when IRA operatives attempted to induce a mass gathering 
m New York City by offering free hot dogs. According to the findings of an investigation into 
the IRA by Russian media outlet RosBiznesKonsalting (RBC), the success in attracting 
unwitting Americans· to the IRA 's promotion of the "event'' on Facebook prompted the IRA's 
operatives to begin using the social media platform's "events" feature much more proactlvely. 
The RB'C report concluded, "From this day, almost a year and a half before the election of the 

187 (U) Phil Howard, Bharath Ganesh, Dlll1ltra Lmtsiou, John Kelly, and Camille Francois, "The IRA, Social Media 
and Political Polarization in the Umted States, 2012-2018," Computational Propaganda Research Pro1ect, Oxford 
Internet Instztute, December 2018, https //mt.nyt com/data/documenthelper/534-oxfurd-russia-internet-research­
agency/c6588b4a7b940c55Ic38/optumzed/full pdf 
188 (U) Colm Stretch, Responses by Facebook to SSCI Questions for the Record from hearmg on November 1, 
2017, submitted January 8, 2018, available at 
https•//www mtell1gence.senate gov/s1tes/default/files/documents/Facebook%20Response%20to%20Comrmttee%20 
QFRs.pdf 
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US President, the 'trolls' began full-fledged vyork in American society."189 The RBC . 
investigation assesses that the IRA eventually spent about $80,000 to support I 00 U.S activists, 
who organized 40' different protests across the United States.190 

(U) Over the course of 2016, IRA influence operatives trained particular focus on 
agitating political events and protests m the United States. One August 20, 2016, event 
promoted by the "Being Patr10tic" page ( over 216,000 followers) attempted to instigate 
flashmobs across Florida in support of Republican candidate for president, Donald Trump. 
Actual events promoted as "Florida Goes Trump" gatherings took place m Ft. Lauderdale and 
Coral Springs, Florida. 191 

I 
(U) A May 2016, real worldeventthattookplace in Texas.illustrates the IR.A's 

ideological flexibility, command of American politics, and willingness to expl01t the country's 
most divisive fault Imes. As publicly detailed by the Committee during a November 1, 2017 
hearing, IRA influence operatives used the Facebook page, "Heart of Texas" to promote a protest 
in opposition to Islam, to occur in front of the Islamic Da'wah Center m Houston, Texas. "Heart 
of Texas," which eventually attracted over 250,000 followers, used targeted advertisements to 
implore its supporters to attend a "Stop Islamizatlon of Texas" event, slated for noon, May 21, 
2016. Simultaneously, IRA operatives used the IR.A's "United Muslims for America'' Facebook 
page and its connection to over 325,000 followers to promote a second event, to be held at the 
same time, at exactly the same Islamic Da'wah Center in Houston. Again, using purchased 
advertisements, the IRA influence operatives b~d the "United Muslims for America" page 
beseeched its supporters to demonstrate in front of the Islamic Da'wah Center-this time, in . 
order to "Save Islamic Knowledge." In neither instance was the existence of a counter-protest 
mentioned in the content of the purchased advertisement. .1 

(U) The competing events were covered live by local news agencies, and according to 
the Texas Tribune, interactions between the two protests escalated into 9onfrontat1on and verbal 
attacks. The total cost for the IRA 's campaign to advertise and promote the concomitant events 
was $20~and the entire operation was conducted from the confines of the IR.A's headquarters in 
Saint Petersburg. Social media researcher John Kelly charactenzed the IRA 's operational intent 
as "kind of like anning two sides m a civil war so you can get them 'fo fight themselves before 
you go and have to worry about them."192 

(U) Analysis oftiie dataset made available to the Committee indicates that IRA 
operatives also took advantage of the Facebook recommendation algorithm, an ~essment 

189 (U) See Hannah Levmtova, "Russian Journalists Just Published a Bombslulll Investigation About a Kremlm- ' 
Linked 'Troll Factory,'" Mother Jones, October 18, 2017. Ongmal report m Russian available at 
https' //www rbc ru/magazme/2017/11/59e0c17d9a79470e0Sa9e6cl. 
190 (U) lbul . 
19' (U) Ben Collins, Gideon Resnick, et al., "Exclusive· Russians Appear to Use Facebook ~o Push Trump Rallies in 
17 US. Cities," The Daily Beast, September,20, 2017. _ ' 
192 (U) John Kelly, Hearing before the Senate Select CoilllIUttee qn Intelligence, August I, 2018, avatlable at 
https //www mtell!gence.senate.gov/hearmgs/open. · 
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Facebook officials have corroborated. When asked by Senator Susar:i. Collins whether 
Facebook's recommendation engine ever suggested content created by IRA operatives to 
Facebook users, Facebook_pfficials admitted that "This happened in some cases," adding that 
IRA content was "sometimes recommended when people followed similar pages."193 

(U) In order to maximize the speed and scale of Russia's mformation warfare campaign, 
IRA operatives utilized the Face book platform, and almost the entirety of its suite of features and 
capabilities, exactly as it was engineered to be used. 

(U) Instagram. The use of Instagram by the IRA, and Instagram 's centrality as a 
channel for disseminatmg disinformation and soetetally divisive content, has escaped much of 
the media and public attention that has focused on other social media platforms. 

(U) IRA influence opciratives m St. Petersburg; Russia, first posted on Instagram in 
January 2015-at the same time as therr first posts on Facebook. Ultimately, IRA activity and 
engagemeni with Amencans through Instagram accounts dramatically eclipsed the comparable 
interaction achi,7ved through Facebook pages:194 

(U) Data provided to the Committee indicates that the IRA used 133 Instagram accounts 
to publish over 116,000 posts. By comparison, the IRA used Facebook pages to publish over 
60,000 posts. Engagement with ·renow platform users was also significantly greater on 
Instagram, where IRA accounts accumulated 3.3 milhon followers and generated 187 million 
total engagements. By comparison, the IRA's Facebook page audience of3.3 million produced 
76 million virtual interactions .. As Renee DiResta assessed in testimony to the Committee, 
"Instagram dramatically outperformed Facebook in terms of reach and m terms oflikes and in 
terms of engagement, on a per-post [basisJ."195 

(U) The tactics IRA operatives used on the Jnstagram platform were consistent with 
those employed on the Facebook-platform. The IRA's Instagram accounts focused on both the 
political left and right in America, and exploited the social, political, and cultural issues most 
hkelyto mcite impassioned response across the ideological spectrum. Significantly, a 
discernible emphasis on targetmg African-Americans emerges from analysis of the IRA's 
Instagram activity.196 

' -
193 (U) Colin Stretch, Responses by Facebook to SSCI Questions fur the Rec<?rd ftom hearmg on November 1, 
2017,subnnttedJanuary8,2018,avatlableat 1 ; 

https://www.mtelhgence senate.gov/s1tes/default/files/documents/Facebook%20Response%20to%20Cormmttee%20 
QFRspM ' 
194 (U) Renee DIResta, Dr. Kns Shaffer, Becky Ruppel, DaVJd Sullivan, Robert Matney, Ryan Fox, Dr Jona~ 
Albright, and Ben Johnson, ''The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
I 7, 2018, https://www.newknowledge.com/artJcles/the-dtsmformat10n-report/. , 
195 (U) Renee' DiResta, SSCI Transcript of the Cl~sed Briefing on Social Media Mampul1jtlon.in 2016 and Beyond, 
July 26, 2018 
196 (U) Renee DiResta, Dr Kns Shaffer, Becky Ruppel, DaVld Sullivan, Robert Matney, Ryan Fox, Dr. Jonathan 
Albright, and Ben Johnson, ''The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https.l/www.newknowledge com/arl!cles/the-dismfunnation-report/ 
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(U) The size, scope, and intended U.S. audience of the IRA's Instagram activity is 
reflected in the account names of the top IO IRA Instagram accounts by follower numbers: 

• "@Black:stagram_" targeted Afncan-American cultural issues, amassed over 300,000 
followers, and generated over 28 million interactions on the Instagram platform. 

• "@american.veterans" was aimed at patriotic, conservative audiences, collected 215,680 
followers, and generated nearly 18.5 million engagements. 

• "@sincerely_black_" built a following ofl96,754 Jnstagram users. 

' • "@rainbow_ nation_ us" emphasized sexual and gender identity rights and built a 
following of l 56,465 users. 

• "@afrokingdom_" had 150,511 followers on Instagram. 

• "@_american.made" focused on conservative and politically right-leaning issues, 
inclu~ing Second Amendment freedoms, and built a following of 135,008. 

• "@pray4police" amassed 127,853 followers. 

• "@feminism_tag" had 126,605 followers. 

• "@_black_business" bruit a followmg of 121,861 Instagram users.-

• "@cop_block_us" was followed by 109,648 Instagram users. 

(U) In total, ov,er the course of more than two years spent as an instrument for foreign 
influence operations, 12 of the IR.A's Instagram accounts amassed over 100,000 followers, and 
nearly half of the IR.A's 133 Instagram accounts each had more than 10,000 followers. On the 
basis of engagement and audience following measures, the Instagram social media platform was 
the most effective tool used by the IRA to conduct its information operations campaign.197 

(U) Despite t!!e high Instagram engagement numbers reported to the Committee through 
the TAG social media research effort, in testimony to the Committee, Facebook representatives 
mdicated that Instagram content reac}:led just 20 million users. In relation to the Facebook 
estimate, the published findings of the working group led by TAG researcher Renee DiResta 
contest that "the Instagram number is likely lower than it should be" and advocate for additional 

197 (U) The IRA also purchased targeted adverllsements on Instagrlll11. The data associated with these purchases 
was included m the total Facebook advemsements productlon to the Committee m the fall of 2017. The 3,393 
advertisements purchased by the IRA mcluded both Facebook and Instagram buys Because the Facebook and 
Instagram buys were produced together, the Comnuttee's analysis has also grouped them together, and these 
advertisements are collectively,addressed m the above treatment of the IRA's J!Se ofFacebook advemsements. 
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research on Instagram content and activities 198 Addittonal data and analysis concerning IRA 
activity on Jnstagram are required to resolve this discrepancy. 

(U) Twitter. Though Twitter has ~ewer U.S. users than Facebook ( 68 milhon monthly 
active-users on Twitter in the United States compared to 214 million Facebook users), Twitter 1S 

an extremely attractive platform for mahcious influence operations like those carried out by the 
IRA due to its speed and reach. In 2017 testimony to the Committee, dismformation expert 
Thomas Rid identified Twitter as one of the more influential "unwitting agents" ofRuss1an 
active measures.199 Available data on the IRA 's activity on the Twitter platform reinforces this 
assessment. As of September 2018, Twitter had uncovered over 3,800 accounts tied to the 
IRA.200 According to qata provided to the Committee by Twitter; those accounts generated 
nearly 8.5 million tweets, resultmg in 72 million engageI,1.1ents on the basis of that original 
content.201,202 More than half(57 percent) of the IRA's posts on Twitter were m Russian, while 
over one-third (36 percent) were in ~nghsh.203 Twitter estimates that m total, 1.4 million users 
engaged with tweets originating with the IRA. 

, (U) The activity of IRA influence operatives on Twitter outpaced the JR.A's use of 
Facebook and Jnstagram. TAG members Phil Howard and John Kelly noted in their publicly 
released analysis of IRA activity: _, 

The volume of Twitter posts made available to us is much larger than the volume 
of Facebook ads, Facebook posts, and Instagram posts The average monthly 

198 (U) Renee D!Resta, Dr Kris Shaffer, Becky Ruppel, David Sulhvan, Robert Matney, Ryan Fox, Dr Jonathan 
Albnght, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https //www newknowledge.com/amcles/the-disinformatton-report/ 
199 (U) Thomas Rtd, Heanng before 1he Senate Select ColilI!llttee on Intelligence, March 30, 2017,, available at 
https //www inte!hgence senate gov/heanngs/open. 
200 (U) Twitter provided the Committee with a significant amount of data (includmg tweet content, handle names, 
engagement activity, and o1her metadata) for each of the over 3,800 accounts they identified as bemg linked to the 
IRA. That umque dataset was provided m mstallments that began In 1he fall of 2017 In October 2018, Twitter 
published a large archive of this infonnation for the public to examme, including all tweets from the IRA-linked 
accounts The Conuruttee commends. Twitter for its decision to publicize the data from these accounts and urges 
Twitter ieaderslnp to continue to make avatlable to the public any future influence operation acttv1ties. The 
Co,mnnttee urges other soctal media compames to talce comparable steps to increase transparency and allow the 
pub he, outside researchers, mvestlgators, and media to more fully examine 1he scope and scale of these types of 
mfluence operations as a matter of corporate respons1b1lity and public service 
201 (U) Plnl Howard, Bbarath Ganesh, Dinlltra L1ots10u, John Kelly, and Carmlle Francois, "The IRA, Soctal Media 
and Political Polarization m 1he Umted States, 2012-2018," Computatwnal Propaganda Research Pro1ect, Oxford 
Internet Institute, December 2018, https //mt nyt com/dataldocumenthelper/534-oxford-russia-mtemet-research­
agency/c6588b4a7b940c55 lc38/optmtlzed/full pdf 
202 (U) Renee DJResta, Dr Kns Shaffer, Becky Ruppel, David Sullivan, Robert Matney, Ryan Fox, Dr Jonathan 
Albright, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https://www newknowledge com/articles/the-disinformation-report/. , 
203 (U) Phil Howard, Bbarath Ganesh, Dimltra Liotsiou, John Kelly, and Cmmlle Francois, ''The IRA, Social Media 
and Political Polarization m the United States, 2012-2018," Computational Propaganda Research Pro1ect, Oxford 
Internet Institute, December 20 I 8, https l/mt.nyt.com/data/documenthelper/534-oxford-russra-mtemet-research­
agency/c6588b4a7b940c55 l c38/optimized/full.pdf. 
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Twitter post volume is over fifty thousand tweets per month, whzle the ctVerage 
monthly volume of Facebook ads, Facebook posts, and Instagram posts 1s in the 
hundreds to low thousands, never exceeding the six thousand mark 204 

(U) It appears from the data that the IRA, or a predecessor ofthe-0rganizatton, began 
posting on Twitter in 2009, mostly in the Russian language and with a focus on the domestic 
Russian auchence. These accounts continued to target Russia-internal issues and audiences until 
they were closed down in 2017.205 It wasn't until 2013 that accounts tied to the IRA began to 
target a U.S. audience, with !Inglish language tweets.206 

( 

(L') According to Phil,Howard and John Kelly, the activity on Twitter constitutes the 
IRA's fir.st use of a social media platfonn to conduct inforn;i.atton warfare against the United 
States. The IRA effort shortly thereafter mcorporated additional social media platforms 
incluchng YouTube, Instagram, and Facebook: 

It appears that the IRA mitzally targeted the US public using Twitter, which it had 
used domeshcally m Russia for several years But as the IRA ramped up US 
'operations toward the end of 2014, this dataset suggests that the IRA began 
leveraging other platforms in sequence· YouTube (here measured via Twitter 
citations o/YouTube content), Instagram, and lastly Facebook.207 

-, 
(U) Irutially, the IRA's Twitter activity targeting a U.S. audience was constramed to a 

relatively low operat10nal tempo, approximating an initial test phase. By 2014 and 2015, 
however, the IRA's U.S.-focused efforts had significantly intensified. The elevated level of 
activity was sustained all the way thrm'igh the 2016 presidential election campaign period, and 
spiked with an anomalous peak m activity immediately following the election, in November 
2016. By mid-2017, U.SAocused IRA activity on Twitter surpassed the IRA's domestic, 
Russia-focused information operations on the platform.208 All Twitter accounts known to be 
associated with the IRA were suspended by the company by late 20 I 7, and data associated with J 

these accounts was turned over to the Committee. · ~ 

(U) The data :furnished to the Committee suggests IRA tnfluence operatives probably 
used automated accounts to amplify payload content by tweeting and retweeting selected Twitter 
messaging. DiResta elaborated on the IRA 's use ·of automated bots: "In the course of a 
similarity analysls we discovered still-active bots that were likely part of a commercially 
acqurred or repurposed botnet"209 

2"4(U) Ib,d 
205 (U) Ibid 
206 (U) Ibid 
201 (U) Ibul 
2os (U) Ibui 
209 (U} Renee DiResta, Dr. Kris Shaffer, Becky Ruppel, DaVld Sullivan, Robert Matney, Ryan Fox, Dr. Jonathan 
Albnght, and Ben Johnson, ''The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https·//www newknowledge com/arttcles/the-dtsmfonnation-report/ 
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(U) In addition to the Twitter accounts identified by the company as tied to the IRA, 
Twitter uncovered 50,258 automated accounts that they believe to be tied to Russia. These bot 
accounts were ISsuing tweets containing election-related content during the 2016 U.S. 
presidential election campaign period.210 Although Twttter could not defirutively lmk these bot 
accounts directly to the IRA, they illustrate the vulnerability of U.S. democratic processes to 
automated influence attacks, and the scale of the effort emanating :from Russia to exploit that 
vulnerability. The coordinated activxty of multiple bot accounts on social media represents an 
additional element of the foreign influence threat. According to platfonn morutoring reports 
prepared for officials in the United Kingdom, an estimated 2,800 automated accounts believed 
linked to Russia posted content concerrung the 2018 poison attack on Sergei Skripal,and his 
daughter in Salisbury, England, in an effort to provoke uncertainty over culpability for the 
attack.21! , 

(U) The IR.A's influence operatives dedicated significant effort to repurposing exISting 
fake Twitter accounts, and creating new ones, that appeared to be owned by Americans. These 
accounts were used to build American audiences, accrue account followers, and amplify and 
spread content produced by the IRA. An analysis of the IR.A's Twitter accounts illuminates the 
strategy and objective&:behind its Twitter activity. Clemson researchers, led by Darren Linvill 
and Patrick Warren, collected all of the tweets from all the IRA-lmked accounts between June 
19, 2015, and December 31, 2017.212 After removing from the·sample all non-English accounts 
and those that did not tweet at all, the team was left with 1.875 ID1llion tweets associated with 
1,311 IRA usernames.' 

(U) After conducting an analysis of all the content that IRA influence operatives 
manufactured, the Clemson researchers separated the IRA-affiliated accounts into five categories 
of social media platform activity.' According to this analysis, "Withm each type, accounts were 
used consistently, but the behavior across types was radically different. >t q1aracterizmg the IRA 
Twitter effort as "industrial,'' the researchers described the campaign as "mass produced from a 
system otinterchangeable parts, where each class of part fulfilled a specialized functiont213 

The researchers named the account types: Right Troll, Left Troll, Newsfeed, HJhtag Gamer, 
and Fearmonger. 

• (U) Right Troll. This was the largest and most active group of IRA-affiliated accounts. 
The 611 Right Troll Twitter accounts tweeted 663,740 times and cultivated nearly a 
million total followers Clemson researchers characterized these accounts as focused on 
spreading "nativist and right-leaning populist messages." They strongly supported the 

21° (U) Jack Dorsey, Heanng before the Senate Select Committee on Intelligence, September 5,2018, avatlable at 
https //www mtelhgence senate gov/hearmgs/open 
211 (U) Deborah Haynes, "Sknpal attack. 2,800 Rus,stan bots 'sowed confusion after potson attacks,"' The Times 
UK,March24,20!8 1 , 
212 (U) Darren Linvtll and John Walker, "Troll Factories. The Internet Research Agency and State-Sponsored 
Agenda Building," Clemson University, https //www.rcmediafreedom.eu/Publications/ Academic-sources!I'roll­
Factories-Tfie-Intemet-Research-Agency-and-State-Sponsored-Agenda-Bmldmg 
213 (U)" Ibid 
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candidacy of Donald Trump, employed the #MAGA hashtag, and attacked Democrats. 
Although nominally "conservative," Clemson researchers found that the IRA accounts 
rarely promoted characteristically conservative positions on issues such as taxes, 
regulation, and abortion, and instead focused on messaging derisive ofRepuolicans 
deemed ''too moderate" (mcludmg at the time Senators John McCain and Lmdsey 
Graham).214 The accounts generally featured very little in the way of identifying 
information, but frequently used profile pictures of"attractive, young women." 

• (U) Left TroJL The second largest classification of IRA-affiliated Twitter accounts, 
·consisting of around 230 Twttter profiles that generated 405,549 tweets, was Left Troll. 
The focus of the Left Troll Twitter accounts was primarily issues relating to cultural 
identity, including gender, sexual, and religious identity. Left Troll accounts, however, 
were acutely focused on racial identity and targeting African-Americans with messaging 
and narratives that mimicked the substance of prominent U.S. activist movements like 

" Black Lives Matter. Left Troll accounts directed derisive content toward moderate 
Democrat politicians. These accounts targeted Hillary Clinton with content designed to 
undermine her presidential campaign and erode her support on the U.S. political left 

• (U) Ne"'Ws Feed. Designed to appear to be local news aggregators in the United States, 
News Feed Twitter accounts would post links to legitimate news sources and tweet about 
issues oflocal interest Examples of the IRA's news-oriented influence operative 
accounts on Twitter include @OnlineMemphls and @TodayPittsburgh. About 54 IRA 
accounts share the characteristics of this classification of Twitter profile, and they were 
responsible for 567,846 tweets. 

• (U) Hashtag Gamer. More than 100 of the IRA's Twitter accounts were focused almost 
exclusively on playing "hashtag games," a word game popular among Twitter users. At 
times, these games were overtly political and engmeered to incite reactions on divisive 
social issues from both the left and the right ends of the ideological spectrum. 

• (U) Fearmonger. Finally, the IRA's 122 Fearmonger Twitter accounts were specifically 
dedicated to furthering the spread of a hoax concerning poisoned turkeys during the 
Thanksgivmg holiday of 2014. The Fearmonger Twitter accounts tweeted over 10,000 
times. ' 

' (U) The IRA's influence operatives coordinated across these Twitter account 
classifications to attack and defend both sides of socially divisive issues, particularly with respect 
to race relations and cultural divisions. An example of the IRA's ability to capitalize on both 
sides of a public debate can be found in the issue o:fNFL players kneeling in protest of police 
brutality and racism. Twitter accounts tied to the IRA from both the left and right side of the 
ideological spectrum used the topic to channel inflammatory content toward targeted, and 
ideologically like-mmded, audiences. A Left Troll account, @wokeluisa, tweeted in support of 

214 (U) Jim Galloway, "Clemson researchers crack open a Russian troll factory," Associated Press, August 7, 2018 
~ ' I 
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Colin Kaepernick and~ NFL protests on March 13, 2018, prompting 37,000 forwarded 
retweets. Simultaneous to this, and in,the direction of the ideologically opposite audience, 
@BarbaraForTrump, a Right Troll account, was tweeting content hostile to the protests. 215 

(U) The Twitter data provided to the Committee shows that the IRA's influence 
operatives used multiple false personas to incite division and antipathy along a host of 
ideological fissures, simultaneously taking and attacking all sides of the arguments, all from the 
same mtemet protocol (IP) address. As TAG consultant John Kelly uncovered: 

C ' 

It was literally the same computer that was regrstering and operating the America 
accounts, pretending to be right and pretending to be left. So imagine it's the 
same guy, and the same people, and they got their two little marionette things 
with their puppets dancing on either end of a string And they are playing them 
together They are inhabitmg both sides and figuring out ways to play them off 
against each other 216 

(U) As was the case with IRA activity on Facebook and Instagram, influence operatives 
based in Russia spent months developmg fake Twitter personas and cultivatmg networks of 
supporters and followers among sympathj':tic and agreeable Americans. For example, 118 
accounts secured more than 10,000 followers, and six accounts bmlt followings of over I 00,000 
Twitter users. 

(U) One of the IRA 's most successful fake Twitter profiles was the @TEN_ GOP 
account. By the time Twitter shut down the @TEN_ GOP account in August 2017, it had 
amassed over 150,000 followers. By contrast, the legitimate Twitter account for the Tennessee 
Republican Party (@tngop) had 13,400 followers. Despite three separate requests by the actual 
Tennessee Republican Party orgaruzation to take down the account, @TEN_ GOP was successful 
in deceptively injecting its inflammatory content into the political mamstream throughout 2016 
and 2017. 217 Quotes and content from IRA influence operatives using the @TEN_ GOP Twitter 
account were widely cited in press articles and mainstream media, and retweeted by celebnties 
and politicians, including several Trump campaign affiliates, mcluding Donald Trump Jr., 
Kellyanne Conway, and Lieutenant General Michael Flynn (U.S. Army, retired).218 

(U) As Clint Watts has described, influence operations like the @TEN_ GOP effort can 
be extremely successful once the content :filters into the mainstream press: "If you can get 

215 (U) Laura Rosenberger, Written Statement, Hearmg before the Senate Select Committee onlntelhgence, August 
I, 2018, available at https //www.mtelhgence senate gov/hearings/open 
216 (U) John Kelly, SSCI Transcript of the Closed Bnefing on Social Media Manipulation m 2016 and Beyond, July 
26,2018. I 
211 (U) Kevm Collier, "Twltter Was Warned Repeatedly About Tins Fake Account Run By a Russian Troll Fann 
and Refused to Take1tDown," BuzzFeedNews, October 18,2017. 
21s (U) Philip Bump, "At least five people close to Trump engaged W1th Russian Twitter trolls from 2015 to 2017," 
WashmgtonPost, No'liember2,2017. -
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indigenous content, turn that into a conspiracy, and filter that into the mainstream media, that's a 
textbook:.,case ... As an information warfare missile, that was a direct hit."219 

(U) Another example of an effective IRA, influence operation carried out on Twitter was 
conducted using the @Jenn_Abrams account. The persona associated with@Jenn_Abrams had 
accounts on multiple platforms, but most notably amassed over 80,000 followers on Twitter. 
This persona would tweet about everything from segregation to the futility of political 
correctness, and she would eventually be cited by more than 40 U.S. journalists before being 
taken down by Twitter in late 2017. John Kelly was among those following @Jenn_ Abrams on 
Twitter. In testimony during a closed Committee hearing, Kelly._described the ability of IRA 
influence operat:Ives to infiltrate ent:Ire swaths of the poht1cal ecosystem on Twitter, of either 
ideological persuasion, usmg the persona: · 

Nuw .. we 're lightmg up Jenn Abrams' account and all of the people following 
her are lit up .. So she had almost the entirety of the actrvist nght, a good bit of 
the activist left, because remember the IRA has puppets on both sides - they are 
actually the same people runmng the machines - building her credibility. And 
then down below she's managed to make inroads and followers hip among the 
mainstream conservative part of that network, and she's even got a few of the 
mainstream liberal folks following her. 220 

(U) The IRA was also successful usmg Twitter accounts feigning left-leaning ideological 
sentnnent. An example cited by Laura Rosenberger in_te~timony to the Committee, @wokeluisa 
- w,hich was still active in 2018 and had over 50,000 followers - claimed to be an African­
American polit:Ical science major in New York. Content produced under the guise ofihis 
persona would eventually appear "m more than two dozen news stories from outlets such as 
BBC, USA Today, Time, Wired, Huffmgton Post, and BET."221 ' 

(U) While ongmal content creation was a preoccupation largely reserved for IRA 
operatives on Facebook and Instagram, the IRA's Twitter accounts were used to amplify events 
and promote the dissennnation of content already existing on social media. This distinction 
notwithstanding, the Twitter platform was an integral tool for IRA operatives. As Renee DiResta 
detailed in her team's report: 

Our impression of the IRA 's Twitter operation rs that it was largely opportunistic 
real-time chatter; a collection of accounts, for example, regularly played hashtag 
games. There was a substantial amount of retweeting By contrast, Facebook 
and Instagram were used to develop deeper relationships, to create a collection of 

219 (U) Brandy Zadrozny and Ben Collms, "How a nght-wing troll and a Russlll!l Twitter account ~ated 2016's 
biggest voter li:aud story," NBC News, October 30, 2018. 
220 (U) John Kelly, SSCI Transcnpt of the Closed Bnefing on Social Medta Manipulation in 2016 and Beyond, July 
26, 2018. 
221 (U) Laura,Rosenberger, Wntten Statement, Heanng before the Senate Select Committee on Intelligence, August 
1, 2018, avatlable at https://www.mtellxgence.senate gov/hearings/open. 
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substantive cultural media pages dedicated to continual reinforcement of in­
group and out-group ideals for targeted audiences. Twitter was, however, a part 
of the cross-platform brand buildmg tactic; several of the Facebook, Jnstagram, 
Tumblr, and Redd1t pages had associated Twitter accounts 222 

(U) In a similar conclusion outlining the importance of Twitter to the IRA 's effort to 
influence the thinking of Americans, Phil Howard and John Kelly found the following: 

... the IRA Twitter data shows a long and successful campaign that resulted in 
false accounts bemg effectively woven mto the fabric of onlme US political 
conversatzons right up untzl their suspension These embedded assets each 
targeted specific audiences they sought to manipulate and radicalize, wzth some 
gaming meaningful influence m online communities after months of behavior 
designed to blend their activities with those of authentzc and highly engaged US 
users.223 

(U) Google. To a lesser but st11J'cntically important extent, Google and its numerous 
subsidiary platforms were also utilized and exploited by the IRA to the same end, in distinct _ 
ways. According to data provided to the Committee by Google, and additional public ' 
disclosures, numerous Google-affiliated platforms were utilized by IRA operatives, including 
YouTube, Google+, Gmail, Google's various advertisement platforms, Search, and Google 
Voice. 

(U) There is little evidence that the IRA's operational efforts were as reliant on Google's 
products as they were on Facebook, Instagram, or Twitter to execute the most outwardly visible 
aspects of their mformation warfare campaign. The design, nature, and intended use of most 
Google products probably lies at the heart of this imbalance. Although Gmail accounts were 
used by IRA operatives to establish account profiles on other social media platforms, Google's 
products are generally not conducive to the rapid, expansive public dissemination of content that 
makes Facebook and Twitter attractive to influence operatives. Google's then-~enior Vice 
President and General Counsel, Kent Walker, testified to the Committee in November 2017, 
"Google's products didn't lend themselves to the kind oflnicro-targeting or viral dissemination 
that these [IRA] actors seemed to prefer."224 

222 (U) Renee DiResta, Dr. Kris Shaffer, Becky Ruppel, David Sullivan, Robert Matney, Ryan Fox, Dr. Jonathan 
Albnght, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency,'' New Knowledge, December 
17, 2018, https //www newknowledge com/amcles/the-d!sinfurmauon-report/. 
223 (U) Phtl Howard, Bharath Ganesh, Dinntra Lxotsiou, John Kelly, and Camille Franc01s, ''The IRA, Social Media 
and Pohtical Polanzation m the Umted States, 2012-2018," Computational Propaganda Research Pro1ect, Oxford 
Internet lnslltute, December 2018, https·//int nyt com/data/documenthelper/534-oxford-russ1a-mternet-research-
agency/c6588b4a7b940c55 lc38/optumzed/full pdf • ' 
224 (U) Kent Walker, Hearmg before the Senate Select Committee on Intelligence November 1, 2017, available at 
https://www.mtelltgence.senate.gov/heanngs/open 
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(U) IRA operatives were not, however, entirely absent from Google and its subsidiaries. 
Among the Google products that contributed to the wide-rangmg character of the IR.A's 
information warfare campaign, YouTube was by far the most utilized by operatives. In addition 
to IRA activity on YouTube, Google also uncovered evidence that Russian operatives utilized 
some of the company's advertisement products and services dunng the 2016 election campaign 
period. Using Gmail accounts connected to the IRA, influence operatives reportedly purchased 
$4,700 worth of search advertisements and more traditional display advertisements in relation to 
the 2016 presidential election.225 ' 

(U) Americans also engaged with a separate $53,000 worth of politically themed 
advertisements that either had a connection to a Russian internet or physical buildmg address, or 
had been purchased witli Russian rubles. It is unclear, however, whether these ads are tied to the 
Russian government. The content of these ads spans the political spectrum, and features 
'messages alternately disparaging and supporting candidates from both major political parties, as 
well as the then incumbent U.S. President. The total amount of advertisement spending related 
to the election on Google AdWords was about $270 million, making the Russia-linked purchases 
on the Google platform miniscule by comparison. Gmail addresses and other Google 
applications were also utilized to establish accounts on both Facebook and Twitter. According to 
Renee D!Resta, "YouTube, G+, and other properties were leveraged to either host content or to 
support pers(!nas."226 

(U) As a tool ofinformation,warfare, the Google "Search" application presents a distinct 
method for broadly disseminating disinformation. Google's search engine is by far the most 
utilized on the mtemet,'however Google has been cnticized for its failure to address issues with 
its PageRank algorithm. Penodically, particularly in the context of fast breakmg news, Google's 
algorithm can elevate extremist content or chsmformat1on to the top of certain searches. Days 
after the 2016 presidential election, a falsified media account of President-elect Donald Trump 
having won the popular vote bqefly ranked higher than stones that accurately reflected the U.S. 
popular vote result.227 

(U) Google was quick m responding to and addressing the misleading 2016 popular vote 
search results, but the example illustrates that the Google platform's search results feature is not 
impervious to manipulation designed to spread deceptive and misleading information. Public 
statements by Google representatives emphasize that the company realizes no busmess mterest or 
advantage in the selective promotion offals1fied news stories, extremist content, and conspiracy 
theories. 

(U) As Laura Rosenberger testified to the Committee, "Another way the Russian 
government distorts the information space is through marupulating search results. Just Google 

225 (U) Ibul 
226 (U) Renee D!Resta, Wntten Statement, Hearmg before the Senate Select Conumttee on Intelligence, August 1, 
2018, available at https //www intelligence senate gov/hearmgs/open. 
227 (U) Philip Bump, ''Google's top news link for 'final elect10n results' goes to a fake news Stte with false 
numbers," WashmgtonPost, l')!ovember 14, 2016. -

57 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 



19772

571 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY1 

~ 

any geopolitical issue of sigruficance to Moscow-MH-17, the Wlu.te Helmets, the Novichok 
poisonings in the UK-and you will be served up a set of top results consi~ting of outlandish 
conspiracy theoqes emanating from Russia."228 ' 

(U) private sector entities around the world dedicate sustained effort to manipulating the 
Google Search algorithm for commercial benefit. "Search-engine optimization," which entails 
maximizing the likelihood of favored content appearing among the highest ranked query results, 
is a standard marketing firm capability routinely used in the promotion ofbusmesses and 
products. The IRA's 2016 mformation warfare campaign featured some of the same capabilities. 
According to the Department of Justice indictment, the IRA devoted an entire department to 
search-engine optimization, the objective of which was the elevation of the IRA's content in the 
search results of Americans, in furtherance of the IRA 's 2016 information warfare campaign. 229 

' ' ., 

(U) YouTube. Distinct from Facebook and Twitter, the YouTube platform is not 
independently conducive to rapid and expansive content sharing. Achieving the ''vrral" spread of 
YouTube videos generally entails capitaj_rzing on the reach and magnitude ofFacebook and 
Twitter networks to spread links to the video hosted on YouTube. 

(U) Data provided to the Committee by YouTube concerning IRA-associated content 
and accounts indicates that IRA influence operatives began posting videos to YouTube as early 
as September 2015. More than 1,100 videos, or 43 hours of content, were eventually posted on 
17 You Tube channels the IRA established. Two of these channels were overtly political in 
character, and focused on the,2016 U.S. presidential election.230 

(U) The overwhelmmg preponderance of the video content posted to the IRA 's YouTube 
channels was aimed directly at the African-American population Most of the videos pertained 
to police brutality and the activist efforts of the Black Lives Matter organization. Posted to 10 of 
the IRA's YouTube channels, were 1,063 VIdeos-or roughly 96 percent of the IRA content­
dedicated to issues of race and police brutahty. The names of the IRA 's Y ouTube channels were 
consistent with the posted video content and included "Black Matters," "BlackToLive," "Cop 
Block US," "Don't Shoot," and "PoliceState." The content of the videos posted to those 
channels exploits issues of extraordinary sensitivity inside the African-American community. It 
is difficult to reconcile this fact with public testimony to tlie Committee by a Google 
representative that, "The videos were not targeted to any particular sector of the US population 
as that's not feasible on YouTube."231 

228 (U) Laura Rosenberger, Wntten Statement, Heanng before the Senate Select Col!lilllttee on Intelligence, August 
1, 2018, avatlable at httpsJ/www mtelltgence senate gov/heanngs/open. 
229 (U) Indictment, United States v Internet Research Agency, et al, Case l. l 8-cr-00032-DLF (D D.C. Feb 16, 
2018), I _, 
730 (U) Renee DiResta, Dr. Kris Shaffer, Becky Ruppel, David Sulhvan, Robert Matney, Ryan Fox, Dr. Jonatl!an 
Albright, and Ben Johnson, ''The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https //www newknowledge com/art1cles/the-dislnfonnation-report/. 
231 (U) Kent Walker, Hearing before the Senate Select Col!lilllttee on Intelligence November 1, 2017, available at 
https.l/www.intelhgence.senate gov/hearings/open. 
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(U) Only 25 videos posted to the IR.A's YouTube channels feat,ured electJ.on-related 
keywords in the title. All of the IR.A's politically-oriented videos were thematically opposed to 
the Democrat candidate for president, Hillary Clinton. Some of the videos featured expressly 
voter suppressive content intended to dissuade African-American voters from participating in the 
2016 presidential election, while others encouraged African-Americans to vote for Jill Stein. 

, (U) YouTube continues to be the propaganda vehicle of choice for Russia's state­
sponsored news organization, RT (formerly Russia Today). As of February 2019, RT had nearly 
3.3 million global subscnbers on its YouTube channel. In 2013, RT was the first self-descnbed 
''news channel" to break 1 billion views on YouTube, and in 2017, RT's YouTubechannel 
accumulated its five billionth view. RT's social media presence and activities·were outlined in 
the January 6, 2017 Intelligence Community Assessment, in an annex to the unclassified version 
of the report.232 

(U) Reddit. IRA influence operatives were active on the Reddit platform durmg the 
2016 presidential election campaign period, in part it appears, to test audience reaction to 
disinformation and influence campaign coµtent before its dissemination through other social 
media platform channels. 

(U) Motivated by the fall 2017 revelations of significant IRA activity on the Facebook 
and Twitter platforms, Reddit conducted an internal investigation into whether IRA activity had 
taken place on its platform. The results ofReddit' s internal investigation, which were shared · 
with the Committee, indicate that IRA influence operatives were active on the platform and , 1 

attempted to engage with American ~eddit, users. Internal investigators characterized 944 Reddit 
accounts as "suspicious," impartmg that mvestigators judged there was a "high probability" that 
the accounts were hoked to the IRA.233 Analysis of the accounts indicates that nearly three­
quarters (662 accounts) achieved zero karma points, indicative ofmmimal engagement by the 
broader Reddit user base. 

(U) According to ReddJ.t, the 944 evaluated accounts were responsible for around 14,000 
posts. Of those posts that contained socially or politically divisive content, most were 
thematically focused on police brutality, issues of race, and the disparagement of Htllary Clinton. 
A Redclit account with the username Rubmjer, the most popular of the accounts Reddit 
investigators assessed as probably linked to the IRA, posted a video that falsely claimed to depict 
Hillary Clinton engaged in a sex act. The video, which was ultimately posted on a separate 
website dedicated to pornographic content and viewed more tlian 250,000 times, was created by 
the IR.A's influence operatives.234 The same Redd1t account was used to promote a videogame 
titled Hilltendo, in which players maneuver an animated Hillary Clinton as the avatar deletes 
emails and evades FBI agents. IRA influence operatives attempted to achieve viral 

232 (U) ODNI, "Assessing Russian Activittes and Intenttons m Recent US Elccttons," Intellzgence Community 
Assessment (Unclassified Versum), January 6, 2017, https.//www dru gov/files/documents/ICA_2017 _ 0 I pdf. 
233 (U) Redd1t, Subnussion to SSCI, Apnl 10, 2018 
234 (U) Ben Collins, "Russia-Lmked Account Pushed Fake Hillary Clinton Sex Video/' NBC News, April 10, 2018. 
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dissemination of the video game across social media, weeks prior to the 2016 election.235 IRA 
influence operatives also used Reddit as a platform for Russia-friendly narratives. As Laura 
Rosenberger testified to the Committee: "On Reddit, multiple IRA-generated memes posted to 
the 'r/funny' sub-reddit were targeted at discouraging United States support for Montertegrin- ' 
accession to NATO, attempting to portray Montenegrins either as free riders or as protestors 
resisting this move."236 , 

(U) In Reddit's assessment, IRA information warfare activity on its platform was largely 
"unsuccessful in getting any traction." The company judges that most Russian-origin 

1 
dtsmformation and influence content was either filtered out by the platform's moderators, or met 
with indifference by the broader Reddit user base. In an April 2018 statement, Reddtt CEO, 
Steve Huffinan, stated that the investigations had "shown that the efforts of [Reddit's] Trust and 
Safety Team and Anti-Evil teams are working," and that the "work of [Reddit] moderators and 
the healthy skepticism of [Redd1t] communities'< made Reddit a "difficult platform to 
manipulate."237 Nevertheless, the largely anonymous and self-regulated narure of the Reddit 
platform makes It extremely difficult to diagnose and attribute foreign influence operations. This 
relative user autonomy and the dearth of information Reddit collects on its users make it 
probable that Redd1t remains a testbed for foreign disinformation and mfluence campaigns. 

(U) Tumblr. Following Facebook's September 2017 disclosures about IRA activity on 
the platform, Tumblr conducted an internal investigation to detennine whether Russia-based 
operatives had also been active on Tumblr.238 The ensuing investigation uncovered 84 accounts 
determined to be associated with the IRA. Most of the accounts were created in 2014 or 2015, 
'and did not exhibit indications of iiutomation. The IRA-associated Tumblr accounts generated 
about 100,000 posts, and were engaged significantly with authentic (non-IRA) user accounts on 
Tumblr. Tumblr estimates that IRA influence operatives used the platfonn to interact with 11. 7 
million umque U.S. users, and nearly 30 million unique users globally. Tumblr did not find any 
indication that IRA operatives purchased advertisements through the platform's advertising 
fearure. 239 ' 

(U) Tumblr's investigative findings indicate that content posted to the IRA's accounts 
was focused primarily on politics and divisive social issues A discernible effort to focus content 
delivery toward African-Americans is evident in the Tumblr account names the IRA chose, and 
the content those accounts posted. Among the IRA's Tumblr profile names were: 
( 

235 (U) Jose Pagl1ery and Dome O'Sulhvan, ''RusslllDS released antt-Clmton Video game weeks before election,'' 
CNN Business, March 8, 2018. 
236 (U) Laura Rosenberger, Wntten Statement, Hearing before the Senate Select Conmnttee on Intelligence, August 
l, 2018, available at https·//www mtelligence.senate gov/hearmgs/open 
237 (U) Steve Huffinan, "Reddit's 2017 transparency report and suspect account findings," Reddit, Apnl I 0, 2018, 
https //www reddlt com/r/announcements/comments/8bb85p/reddJts _2017 _ transparency _report_ and_suspect/ 
238 (U) Tumblr 1s a New York-based social networking and nucro-bloggmg site that was created in 2007, and 
eventually acqurred by Venzon and placed under the umbrella subsidiary, Oath, Inc. (later, renamed Verizon 
Media) 
239 (U)flSCI staffinterviewwrth Oath/I'umblr on Russian mfluence, April 20, 20l8. 
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"aaddictedtoblackk," ''black-to-the-bones,'' "blackness-by-your-side,'' "blacknproud," and 
"bleepthepolice."240 Jonathan Albright, a researcher at the Tow Center for Digital Journalism at 
Columbia University, is unequivocal in concluding that on Tumblr, the IRA's influence 
operatives deliberately focused on messagmg young African-American with narratives and 
payload content: "The evidence we've collected shows a highly engaged and far-reaching 
Tumblr propaganda-op targetmg mostly teenage and twenty-something African-Americans."241 

' (U) As was the case on other social media platfonns, IRA influence operatives used 
Tumblr accounts to build audiences of like-minded Amencans, mto which they would sow 
socially and politically divisive content. As repqrted in BuzzFeed, a Tumblr account named 
"4mysquad," which was later revealed by Tumblr to be operated by the IRA, dealt almost 
exclusively with issues of sensitivity to the African-American community. On occasion, 
political content promoting the presidential campaign of Benne Sanders, or criticizmg Hillary 
Clinton was posted to tlus account. As an example, "4mysquad" posted a video of Clinton 
callmg young black gang members "superpredators," which generated more 50,000 engagements 
with authentic Tumblr users.24z-. Over time, however, the IRA's influence operatives took the 
messaging broadcast via the "4mysquad" Tumblr account further than the creduhty of some 
users would allow. As one former follower of the account was quoted, after "4mysquad" began 
posting content promoting the presidential campaign of Donald Trump, "I unfollo'}'ed him and 
the thing that was a red flag was that it was supposedly a black liberal blog that at some point 
,started rootmg for Trump to win."243 

(U) Tumblr shared the results of the 2017 internal mvestigation with federal law 
enforcement In the fall of 2018, law enforcement reciprocally alerted T~blr to potential IRA 
operatjonal activity tied to the U.S. 2018 mid-tenn elections taking place on the platform. On 
the basis of this insight, Tumblr identified 112 accounts tied to what was identified as an 
lnfluence operation, indicating that Russia-based influence operatives continue to exploit the 
Tumblr platform targeting the United States. 244 

(U) In addition to the internal investigation into IRA activities on Tumblr, Oath's 
security team also searched the company's other digitally-based platforms, uncovermg 484 
Yahoo email accounts associated with other publicly identified IRA account mformation. Most 
of th~ ahoo email accounts were used to establish profiles and enable commenting on other 
social media platforms.245 Oath's internal security mvestigation also uncovered a small number 

0 
240 (U) Tumblr, "Pubhc record of usemames hnked to state-sponsored dtsmfonnatlon campa1gns," March -23, 20 I 8, 
https./ /staff tumblr com/post/180179385310/keeping-our-promise-to-be-transparent-about 
241 (U) 1 Craig Stlverman, ":[lusstan Trolls Ran Wild on Tumblr and the Company Refuses to Say Anytbmg About 
It," BuzzFeedNews, February 6, 2018. 
242 (0) Ibid 
243 (U) Jbul. 
244 (U) Tumblr Staff, "Keeping our promise to be transparent about state-sponsored disinformation campa1gns," 
Tumblr, November 16, 2018, https.//staff.tumblr comfpost/180179385310/keepmg-our-promise-to-be-transparent• 
about. . -
245 (U) SSCI staff interview with Oath/Tumblr on Russian influence, Apnl 20, 2018. 
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of accounts with some indications of association with the 1RA on Fhckr, a photo and video 
hosting service. Only four of the seven Flickr accounts investigators found associated with the 
1RA had posted images.246 

I 

(U) Linkedin. Linkedln discovered that JRA-linked activity occurred on the platform 
during the period of the 2016 presidential election. In the course of an internal mvestigation 
rnitiated after the fall 2017 Facebook disclosures, Linkedin uncovered 91 accounts and five fake 
company pages believ,ed to betted to the JRA. Most of the accounts were established in 2015. 
About 24 of the accounts never posted content to the platform. Eighty percent of the content 
posted from these accounts generated no engagement from any other Linkedin users. None of 
the accounts is known to have purchased ads or.any promoted content on the platform.247 

However a common 1RA approach involved establishing credibility by creating multiple social 
media a«;Counts across an array of platforms, under the same falsified American persona. 

J 

(U) Though foreign influence operational activity on Linkedin appears to be hmtted, the 
platform and its users are a significant target for foreign intelligence services. Linkedin users 
submit, \l-lld make publicly accessible, significant personal and professional data in the pursmt of 
netJorking opportunities and to attract potential employers. This renders the platform a valuable 
source of information on an arr

1
ay of sensitive mtelligence targets-including the identities of 

government employees, active duty military personnel, cleared defense contractors, and others.' 
As Director of the U.S. National Counterintelligence and Security Center Wilham Evanina has 
stated, Linkedin "makes for a greafvenue for foreign adversaries to target not only individuals m 
the government, formers, former CIA folks, but academics, scientists, engineers, anything they 
want. It's the ultimate playground for (mtelligence) collection."248 

(U) Other Platforms. Medium, a popular online publishing platform, and Pinterest, a 
photo- and image-focused social media platform with over 250 million active users, both 
publicly acknowledged the discovery of 1RA influence operative activity on their platforms. The 
Committee's TAG researchers also discovered 1RA activity on other popular internet sites, 
including Vine, Gab, Meetup, VKontakte, and LiveJournal. Even browser extensions, music 
applications, and games, like Pokemon Go were incorporated into the lRA's influence 
operation. 249 As Renee DIResta notes, the widespread use of numerous applications and 
platforms illustrates "the flmd, evolving, and innovative tactical approach the 1RA leveraged to 
interfere m US politics, and culture."250 

246 (U) lbui 
247 (U) Blake Lawit, Gen~I Counsel, Lmkedin, Letter to SSCI. December 21, 2018. 
248 (U) Jonathan Landay and Warren Strobel, "Exclusive U.S. Accuses Chlna of"Super Aggressive"-Spy 
Campaign on Lmkedin," Reuters, August 31, 2018. 
249 (U) Renee D!Resta, Dr Kns Shaffer, Becky Ruppel, David Sullivan, Robert Matney1 Ryan Fox, Dr. Jonathan 
Albnght, and Ben Johnson, "The Tactics and Tropes of the Internet Research Agency," New Knowledge, December 
17, 2018, https //www newk.nowledge.com/articles/the-d1Smformatlon-report/. 
zso (U) Ibul 
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VIlI. (U) OTHER RUSSIAN SOCIAL MEDIA INFORMATION WARFARE EFFORTS 

A. (U) Main Intelligence Directorate (GRU) 

(U) Other Russian government:funded and -directed entities, particularly the Russian 
intelhgence services, also conducted social media efforts directed at the 2016 U.S. election. The 
Russian GRU conducted a wide vanety of activities on social media In January 2018 written 
responses to Committee mqmries, Facebook confirmed the presence of activity attributed to the 
GRU (also known as Fancy Bear or APT28) on its platform: "We have also tracked activity from 
a cluster of accounts we have assessed to belong to a group, APT28, that the U.S. government 
has publicly linked to Russian rnihtary intelhgence services and the 'DCLeaks' organ1zat1on."251 

(U) Much of the act!Vlty related to APT28 found by Facebook m 20'16 appeared to 
Facebook security experts as consistent with more typical offensive cyber activities, generally 
attrtbuted to foreign intelligence services, includmg the targetmg and attempted hacking of 
"employees of maJor US. pohtical campaigns." However, Facebook later detected the APT28 
group's engagement in what they described as "a new kind of behavior" later m the summer of 
2016. Facebook uncovered GRU attempts to engage in mfluence activities, namely, ''the 
creation of fake personas that were then used to seed stolen information to journalists." As 
Facebook notes, "These fake personas were organized under the banner of an organization that 
called itself 'DCLeaks. "'252 

(U) The GRU's drrectrole in the 2016 mformation warfare campaign was publicly 
exposed in yet another mdictment obtamed in July 2018 by the Special Counsel's Office. This 
mdictrnent agamst the GRU ("the GRU indictinent") outlmed very specific detalls about the 
GRU's onlme mfluence operations. 

(U) The GRU indictment charged a number ofGRU operatives, mcluding Aleksandr 
Vladimirovich Osadchuk, a colonel in the Russian m1htary and the commanding officer of the 
GRU's urut 74455. The Special Counsel's Office described Umt 74455's role in the GRU's 
influence operation: "Unit 74455 assisted m the release of stolen documents through the 
DCLeaks and Guccifer 2.0 personas, the promotion of those releases, and the publication of anti­
Clinton content on social media accounts operated by the GRU." 

(U) The public accounting from the Special Counsel's Office also reveals the cross­
platfonn character of these infonnat10n operations, which involved several of the social media 
companies, includmg Facebook and Twitter.253 

251 (U) Cohn Stretch, Responses by Facebook to SSCI Quesl!ons for the Record from hearing on November I, 
2017, submitted January 8, 2018, available at 
https.//www.intelllgence senate gov/s1tes/default/files/documents/Facebook"/o20Response%20to%20Committee%20 
QFRspdf 
:m(U) Ibid 
253 (U) Indictment, UmtedStatesv VzktorBonsovichNetyksho, etal, Case 118-cr-00215-~J(DDC July 13, 
2018) 
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(lJ) On or about June 8, 2016, and at approximately the same time that the 
dcleaks com website was launched, the Conspirators created a DCLeaks 
F acebook page using a preexisting social media account under the fictitwus name 
"Alice Donovan "In additwn to the DCLeaks Facebook page, the Conspirators 
used other social media accounts in the names of fictitious U.S persons such as 
"Jason Scott" and "Richard Gingrey" to promote the DCLeaks website 254 

(lJ) On or about June 8, 2016, the Conspirators created the Twitter account 
@dcleaks _ The Conspirators operated the @dcleaks _ Twitter account from the 
same computer used/or other efforts to mterfere with the 2016 US presidential 
election For example, the Conspirators used the same computer to operate the 
Twitter account@BaltzmorelsWhr, through which they encouraged US 
audiences to "/j} om our flash mob" opposing Clinton and to post images with the 
hashtag #BlacksAgamstHzllary 255 

254 (U) Ibid 
255 (U) Ibid 

64 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 



19779

578 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 

• 

• 

• 

• 

• 

.. 
• 

• 

~ - - - - -- - - - - - -- - - - - -
~ . ~ 

• 

• 

256 

65 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 



19780

579 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 

• 

• 

• 

• 

• 

• 

• 

66 

COMMITTEE SENSITIVE -RUSSIA INVESTIGATION ONLY 



19781

580 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 

• 

(U) Accordmg to FBI. 

·- . - - . - ~ ' - ~ - - - ,. ' , , 
' ' . 

67 

COMMITTEE SENSITIVE-RUSSIA INVESTIGATION ONLY 



19782

581 

COMMITTEE SENSITIVE'-RUSSIA INVESTIGATION ONLY 

' I 

I 

(U) A 2017 analysis by cybersecurity company FireEye outlmed additional personas 
assessed to be associated with Kremlm-lmked organizations. From FireEye's report: "We 
assess, with varymg respective degrees of confidence, that Russian state-sponsored actors 
leveraged at least six false 'hacktiv1st' personas over the course of2016 to conduct a series of 
information operat10ns designed to further Russian pohtical interests. "258 Personas attributed to 
Russian state sponsors included Gucc1fer 2.0, DCLeaks, @anpoland (Anonymous Poland), 
Fancy Bears' Hack Team, @pravsector (Pravvy Sektor), and Bozkurt Hackers. 259 

) ' 
\ 

(U) Accordmg to the 2017 analysis by FireEye: "Personas engaged in highly organized, 
systematized, and m some cases seIDI-automated social media dissemination campaigns to 
promote leaks and associated political narratives to media outlets and other mfluencers, m order 
to generate mainstream coverage and public attention " The activities mcluded 'fcadres of 
Twitter accounts repetitively publishing ide~tical tweets promoting threat activity. [The 
accounts were J [ d]es1gned to further spread awareness of incidents and boost the credibility of 
the personas by creating a grassroots impress10n that more genuine Twitter users are talkmg 
about incidents than is accurate."260 

(U) Even as late as the fall of 2018, Facebook continueato fmd activity attributed to the 
GRU. In August 2018, Facebook announced additional actions agamst'"Pages, gr</ups and 
accounts, that can be Imked to sources the US government has previously identified as Russian 
military intelligence services."26

~ As detailed by this enforcement ofFapebook's terms of 
service, Russian-backed influence operatii;>ps did not stop after the 2016 U.S election. 

257 (U) FBI, Wntten response to SSCI inquiry of January 3, 2019, March I, 2019 
258 (U) FireEye, "Anatomy of Russia's 2016 Influence Operations Hacks, leaks, and the mampulation ofpohllcal 
op1ruon," FireEye, Inc, October 2017 
259 (U) Toe New York Tzmes reported m September 2017 about activity sponsored by Anonymous Poland Twitter 
accounts that were mvolved m spreadmg pohllcal d!smfonriation dunng the 2016 U S. election. Their article noted 
"last October [2016], hundreds of Anonymous Poland Twitter accounts posted a forged letter on the stationery of the 
conservative Bradley Foundation. purporting to show that 1t had donated $150 nnlhon to the Clmton campa1gn 
The foundation demed any such contr1but1on, which would have been illegal and h!gbly nnltkely." 
26° (U) FireEye, "Anatomy of Russia's 2016 Influence Operations. Hacks, leaks, and the manipulation of political 
opllllon," FireEye, Inc, October 2017.~ 
261 (U) Facebook Newsroom, ''Tak:mg Down More Coordinated Inauthentic Behavior," Facebook, August 2.1, 2018, 
https //newsroom ;fb com/news/2018/08/more-coordmated-mauthentlc-behavior/ 
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C. (U) Other Russian Government Activities 

(U) In fall 2016, an FBI contractor analyzed a pro-Russian network of 13 Twitter 
accounts The account @TeamTrumpRussia was the central node in this network. Accordmg to 
FBI· 

(U) @TeamTrumpRussia and the other 12 accounts had a total of 1,504,511 
followers at the tzme the contractor collected its data (17 to 19 October 2016) 
Four of the 13 accounts had a reciprocal relationship with Sergey Nalobin, an 
employee of Russia's Ministry of Foreign Affairs (MFA), whose Twitter profile 
states he is responsible for "digital diplomacy and social media" In August 2015, 
the United Kingdom refased to extend Nalobin 's visa because of his involvement 
with a UK political group called "Conservative Friends of Russia," according to 

, open source reporting 

(U) The FBI contractor found over 70 percent of the network's Tweets contained 
links to Websites "outside of the mainstream US press, and are known to be 

) 

272 (U)Ib1d 
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highly supportrve of the Trump campaign Of those sites, a number are also 
known to overtly draw content from Russian dismformatzon sites or are suspected 
of more covert connectzons to the Kremlm " 

-A second report produced by the contractor examined the network's 
efforts to promote allegations of voter fraud in advance of the election, -

- •• 

IX. (U) U.S. GOVERNMENT RESPONSE 

(U) Throughout the 2016 U S. presidential election campaign period, the IRA was a 
largely obscure entity operating far from America's borders inside a stand-alone build.mg m St 
Petersburg, Russia Despite the fact that the IRA began plannmg and lillplementmg its electoral 
mterference as early as 2014, its existence and activities were not well known to the wider 
American publ!c and the U S Government until well after the election had passed Even the 
January 6, 2017 Intelligence Commumty Assessment, authored as the Intelligence C01nnmnity's 
comprehensive account of Russia's attack on the US. elect10n, made no more than a passmg 
reference to the cadre of professional trolls housed m the IRA 275 In early September 2017, 
Facebook-under significant pressure from this Committee aI1d the broader United States 
Congress--d1sclosed a collection of accounts lmked to the IRAl'--begmning to brmg the scope of 

273 (U) FBI, Written response to SSCI mqmry of January 3, 2019, March I, 2019 
274 

275 
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the IRA's electoral activities into focus.276 The criminal nature of the IRA's interference 
crystallized with the Special Counsel's public indictment in February 2018.277 

{U) Some of the starkest early insights into IRA act1vit1es for western audiences were 
reported by The Guardian's Shaun Walker in his April 2015 report, "Salutm' Putin," and by 
Adrian Chen in The New York Times Magazine investigative report on the IRA, "The 
Agency. "278 These investigative reports take on new significance in light of the Committee's 
work. 

(U) The U.S. Intelligence Commumty's ability to identify and combat foreign influence 
operations carried out via social media channels has improved since the 2016 U.S. presidential 
election Communication and information sharing between government agencies and the social 
media companies has been a particular point of emphasis, and the Committee strongly supports 
these efforts. Characterizing the company's present relationship with Federal law enforcement, 
Twitter representatives have mformed the Committee, "We now have well-established 
relat1onsh1ps with law enforcement agencies active in this arena, including the Federal Bureau of 
Investigation Foreign Influence Task Force and the U.S Department of Homeland Security's 
Election Secunty Task Force."279 Facebook has made similar representations to the Committee: 

After the election, when the pubhc d1sc11ss10n of 1ake news• rapidly accelerated, 
we continued to investigate and learn more about the new threat of using fake 
accounts to amplify diws1ve matenal and deceptively influence c1v1c discourse. 
We shared what we learned with government officials and others m the tech 
industry Smee then, we also have been coordmatzng with the FBI 's 
Countermte/lzgence Div1s10n and the DOJ's National Secunty D1vmon. We are 
also actively engaged with the Department of Homeland Security, the FBJ's 
Foreign Influence Task Force, and Secretaries of State across the US on our 
efforts to detect and stop information operations, zncludmg those that target 
elections 280 

(U) This progress notwithstanding, it 1s important to memorialize the state ofmformat1on 
sharing between law enforcement and the social media companies in fall 2016. The FBI was 
examining social media content for its potential as a means of effectuating foreign influence 
operations in 2016, but mostly through contractors: 

~16 (U) Alex Stamos, Facebook, "An Update on lnformat1on Operations on Facebook," September 6,2017· 
https I/newsroom tb com/news/20 I 7/09hnformat1on-operattons-update/ 
171 (U) The first pubhcly available ms1ght mto the IRA, however, came several years prior as a result of the efforts 
of a small number of dthgent and prescient reporters. By 2015, Russian reporters, mcludmg Andre, Soshmkov who 
went undercover as a troll m the IRA m 2013, had begun to expose the mner workmgs of the IRA 
218 (U) Shaun Walker, "Salutm' Putm lns1dea Russian troll House." The Gumd1an, April 2,2015,_Adrian Chen, 
"The Agency," The New York Times Magazine. June 2, 2015 
279 (U) Sean Edgett, Letter to SSC! Chairman Richard Burr and Vice Chairman Mark Warner, January 25, 2019. 
iao (U) Facebook, Letter to SSCI Chairman Richard Burr and Vice Chairman Mark Warner. February 26, 2019 
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(U) In October 2016, the Counterintelligence D1V1s1on tasked a contractor to 
identify Russian uifluence actlVlty on Twitter The FBI contractor collected and 
analyzed a sample of Twitter activity conducted by an overtly pro-Russian 
network of 13 Twitter accounts and their followers, mcludmg automated 
accounts, whzch promoted US election-related news and leaked Democratic party 
emazls published by Wtkileaks 281 

(U) The apparently outsourced nature of tlus work is troublmg: 1t suggests FBI eitlter 
lacked resources or viewed work m this vein as not warranting more mstitutionalized 
consideration None of the resultmg analysis or even notice oftlte underlymg actmty appears to 
pave been commumcated to the social media company m question prior to the election 
'fwitter's General Counsel told the Committee m January 2019· "To tlte best of our knowledge, 
Twitter received no mformat10n from the US. government in advance of the 2016 election about 
state sponsored informat10n operations "282 

(U) Facebook, however, had more robust informat10n exchange with law enforcement m 
2016: "In several instances before the 2016 U.S. election, our threat mtel!igence team detected 
and mitigated threats from actors with ties to Russia and reported them to US law enforcement 
officials, and tltey subsequently shared useful feedback with us."283 Still, 1t was incumbent on 
Facebook to mitiate the dialogue with law enforcement, and tlte exchange of information was 
predicated on Facebook brmgmg foreign mfluence activity directed at Americans to tlte attention 
of the FBI. 

- Reflectmg on the US Government's handlmg of social media m,the context of 
Russia's mfluence operations, former Depug National Secung Advisor for Strategic 
Commun1tations Ben Rhodes commented 

281 (U) FBI, Written response to SSC! mqmry of January 3, 2019, March I, 2019 
282 (U) Sean Edgett, Letter to SSCI Chauman Richard Burr and Vice Chamnan Mark Warner, January 25, 2019 
283 (U) Facebook, Letter to SSCI Chauman Richard Burr and Vice Chamnan Mark Warner, February 26, 2019 
284 ~) Comnnttee transcript of September 15, 2017 mterv1ew o 

CIA 
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_ Commentmg on the 

Former Homeland 
Security Advisor Lisa Monaco offered a 

(U) Further mcreasmg this challenge, detectmg foreign influence operations on soCial 
media becomes more difficult as enabling technologies Improve. In addition to the growmg 
number of actors engaged m social media-fac1htated, online manipulation efforts, the technology 
that aids m developmg more reahstic and convmcmg propaganda matenal also contmues to 
advance 

~ (U) The ongomg development of art1fic1al mtelbgence and improvements to false video 
and Image "Deepfak:e" techniques are mak:mg it more difficult to spot fake content, manipulated 
videos, and forged recordings onlme. "Deepfak:es" entail usmg artificial mtelhgence-based 
technology to create or alter video content so that 1t appears to present somethmg that did not 
actually occur. Although these capabilities are relatively nascent, they are being perfected at a 
pace that eclipses the effort to create the technology for detecting and m1tigatmg :fraudulent 
media content 

(U) Advanced m1cro-targetmg in the commercial sector 1s also rapidly becoming more 
effective Propagandists will be able to continue to utilize mcreasmgly advanced off-the-shelf 
capabiht1es to target specific individuals with highly targeted messagmg campaigns. 

285 (U) SSCI Transcnpt of the Jnterv1ew WJth BenJamm J Rhodes, Fonner Deputy National Secunty Adviser for 
Strategic Cmnmumcat10ns, July 25, 2017 
286 (U) Ibul 
2• 1 (U) SSCI transcript of the Closed Heanng on White House Awdl'eness of and Response to Russian Active 
Measures,July 17,2018 
288 (U) SSCI Transcnpt of the Interview with John Carhn, For!ller Assistant Attorney General for National Secunty, 
September 25, 2017 
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(U) Automation 1s also getting better. Bots-already advanced m sophist:lcatlon relative 
to predecessor generations-are becoming harder and harder to detect. Researchers, mcludmg 
Emilio Ferrara and his team from the University of Southern California and the University of 
Indiana, have studied the Increasmg sophistication of automated accounts. Their research 
suggests a detection "arms race," between the purveyors of automated act1v1ty and those intent 
on its reliable identification, sinular to the fight agamst the ind!scnminate dissemmatton of 
commercial content to vast unsohciting audiences, or "spam," m the past.289 

(U) In addition, as the larger social media platforms begin to increase their detection 
capabihties, disinformation tactics have begun to shift to accommodate those changes Influence 
operatives have begun to move away from targeting Facebook and Twitter newsfeeds, 
trans1t10ning to messaging platforms hke WhatsApp, Telegram, and W eChat These direct 
interactions are much harder to detect and if these tactics are scaled, they could have a significant 
effect on target audiences. 

(U) The evolution and proliferation of the core influence techruques used by the IRA 
could Jeopardize facets of American society that have yet to be attacked by ,influence operatives 
The same bots, trolls, chck-farms, fake pages and groups, advertisements, and algorithm-gaming 
the IRA used to conduct an mformat:lon warfare campaign can be repurposed to execute financial 
fraud, stock-pumpmg schemes, d1g1tal advertising manipulation, industrialtzed marketing of 
counterfeit prescription drugs, and scaled deceptions that spread malware. 

Facebook CEO Sheryl 
Sandberg testified to the Committee in 2018 that, "Our focus is on mauthentic1ty, so if something 
is mauthent1c, whether 1t' s trymg to tnfluence domestically or trymg to influence on a foreign_ 
basis-and actually a lot more of the activity is domest:lc-we take it down."291 But as the IRA's 
approach suggests, the current constructs for removing tnfluence operation content from social 
media are being surpassed by foreign tnfluence operatives, who adapt their tactics to either make 
therr mauthenticity indiscerruble, their automated propagation too rapid to control, or their 
operations compliant with terms of semce. 

(U) An October 2018 report provided to the Committee by social media analytics fmn 
Graphika indicates that RuSSlan disinformation efforts may be focused on gathering mformatlon 
and data pomts m support of an active measures campaign targeted at the 2020 U.S. presidential 

289 (U) Ennho Ferrara, et al, "The Rise of Social Bots," Commumcations of the ACM, July 2016, Volume 59, 
Number 7, 96-104, https 1/cacm acm org/magazmes/2016/7/204021-the-rise-of-soc1al-bots/fulltext#R22. 
290 

291 (U) Sheryl Sandberg, Hearing before the Senate Select Co!Uilllttee on Intelligence, September 5, 2018, avai.lable 
at https 1/www intelligence senate gov/heru:mgs/open 
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election. The USA Really website and its affiliated social media channels, which have been 
linked to the IRA on the basis-of technical findings, have "engaged in a number of campaigns 
seemingly focused on gathering personal information ( emails, phone numbers, and bank details) 
of US-based audiences sympathetic to Russian disinformation topics."292 

X. (U) THE COMMITTEE'S REVIEW OF RUSSIA'S USE OF SOCIAL MEDIA 
I 

(U) Throughout 2017, 2018, and 2019, in addition to its review ofclassified infonnation 
on the topic, the Committee worked to elevate public awareness of the threat posed by Russia 
online, an effort that included applying pressure on social media companies to more fully 
examine their platforms for suspected Russian government activities. 

(U) On March 30, 20 I 7, the Committee held a public hearing for the purpose of 
discussing Russian malign influence efforts. The hearmg, entitled "Disinformation: A Primer m 
Russian Active Measures and Influence Campaigns," included testimony from a number of 
expert witnesses who provided insights into the mechanics of Russian influence operations and 
warned that Russian social media manipulation "has not stopped since the election m November 
and continues fomenting chaos amongst the Amencan populace."293 Committee Members Joined 
wimesses in calling on social media companies to do more to uncover the Russian active 
measures activities occurring on their platforms. In the wake of the hearing, the Committee 
publicly and privately pressed social media compames to release more information about the 
activity of Russian actors on social media in the lead-up to the 2016 election. 

(U) On April 27, 2017, Facebookreleased a white paper detailing an array of malicious 
information operations by organized actors on the Facebook social media platform.294 Though 
the paper implicitly attributed the operations to Russian intelligence actors, the company had yet 
to uncover the substantial operational activity of the IRA. 295 Fmally, in late summer 2017, 
Facebook notified the Committee of its findings from atf internal information security 
investigation which uncovered 470 accounts, groups, and pages linked to the IRA.2% 

292 (U) Oraphika Strategic Assessment, USA Really Shows a New Face of Russian_ Dmnformatlpn Efforts Against 
the US, October 10, 2018. 
293 (U) Chnt Watts, Written Testimony, Hearing before the Senate Select Committee on Intelligence, March 30, 
2017, available at l1ttps• l/www.intell1gence senate gov/hearings/open. 
294 (U) Jen Weedon, W1lllam'Nuland, and Alex Stamos, "InfonnatJ.on Operations and Facebook," Facebook 
Newsroom, Apnl 27, 2017, https //fbnewsroomus.files.wordpress com/2017/04/fucebook-and-m:furmat1on-
operatJ.ons-vl.pdf ' 
295 (U) Tbe Facebook White paper specdical!y stated that Facebook was not ma posrtmn to make "defininve 
at1nbut1on" to the actors sponsormg this activity However, rt was Wllhng to pubhcly say that the data it uncovered 
"does not contradict the attr1butlon provided by the US Director ofNatmnal Intelllgence m the report dated January 
6, 2017." Tlus is a clear reference to Russian-linked act1v1ty Alex Stamos, one of the authors of the white paper, 
also made clear to SSCI staff m a briefing around that time that indicators pomted to Russian-linked mtelligence 
activity. , 
296 (U) Facebook briefed Com1mttee staff on its findings on September 6, 2017, and publlcized those same findmgs 
later that day 
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(U) The subsequent September 2017 release of IRA-linked account information by 
Facebook publicly confirmed the existence of IRA-purchased advertisements. This precipitated 
audits at Twitter, Google, YouTube, Reddit, and other social media companies, which uncovered 
additional accounts and activity originating with the IRA. As more and more informatiOJl · 
became public, the wide-ranging and cross-platform nature of the attack emerged. The 
Committee made formal requests to multiple social media companies for any data associated 
with these operations, in order to better assess Russia's tactics and objectives. On the basis of 
negotiations with the Committee, several companies--including Facebook, Twitter, and 
Google-furnished varying quantities of data not pi:eviously released. 

. (U) Beginning with an initial delivery of metadata and content in late 2017, Facebook, 
Twitter, and Google provided the Committee with information telating to a number of IRA• 
affiliated social media accounts, including advertisements purchased in connection with those 
accounts, consistmg of: 

• "Metadata and content assoqiated with 81 FacebookPages, including approximately 
61,500 unique Facebook organic posts and 3,393 paid advertisements; ' 

• Similar information from nearly 116,000 Instagram posts across 133 Instagram accounts; 

• Metadata and content of approximately 10.4 million tweets across 3,841 Twitter 
accounts, as well as unique account information; and, 

• Approximately 1,100 YouTube videos (43 hours of video) across 17 account channels. 

(U) Each of these accounts and their associated activities wer~ determmed to be 
connected to the IRA by the social media companies themselves, based on the companies' 
internal investigat,ons.297 This cooperation by the social media companies secured for the 
Committee a significant and unique dataset on which to base further study into IRA activities. 
Much of the analysis in this report derives from that initial dataset.298 The datasets provided to 
the Committee demonstrate the IRA's tactics and capabilities, and add depth to the public's 
understanding of how the IRA conducted its information warfare campaign against the United 
States in 2016. ' 

(U) In order to thoroughly examine this sizeable aggregation of technical data, the 
Committee sought assistance from the TAG. At the Committee's request, the two TAG working 

m (U) The Committee has not attempted to make an independent determination as to the accuracy of the social medla 
companies' internal investigations or the true provenance of the accounts themselves, though the Committee does 
beheve that the data provided is almost certainly not the entirety of the IRA's activity on these platforms Subsequent 
reporting and additional research from outside analysts have corroborate'! much of the ongmal attnbut1on :from the 
companies. 
298 (U) Twitter has since published its entire dataset on IRA-linked activtty On October 17, 2018, Twitter pubhcly 
released all the accounts and related content 1t has identified so fur as associated with the actiVJtres of the IRA, 
dating back to 2009. 
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groups each conducted an independent, expert analysis of the social media company-provided 
dataset. Combining this dataset with the TAG's own internal research and data analytic 
capabilities, the TAG working groups studied U.S. social media platforms for indications of 
additional and undiscovered Russian foreign influence activity. Ultimately, the three TAG 
working group leads provided their findings and analysis to the Cominittee in a series of 
presentations that included staff briefings, a closed Member briefing, and a full Committee 
public hearing held on August 1, 2018. 

(U) The TAG working groups .each published their findings in two public reports that 
were released on December 17, 2018. The efforts ofthe'TAG working groups, and the team 
leads specifically, resulted in two valuable publications that have significantly informed the 
Committee's understanding of Russia's social media-predicated attack against our democracy. 
The Committee suppoqs the general findings of the TAG working groups, and notes that much 
of this· Volume's analysis is derived from their work. The two reports are attached as addendums 
to this Volume. 

XI. (U) RECOMMENDATIONS, 

(U) This challenge requires an integrated approach that brings together the public and 
private sectors. This approach must be rooted in protecting democratic values, including 
freedom of speech and the right to privacy. The Federal government, civil society, and the 
private sector, including social media and technology companies, each have an important role to 
play in deterring and defending against foreign influence operations that target the United States. 

A. (U) Industry Measures 

(U) The Committee recommends that social media companies work to facilitate greater 
information sharing between the public and private sector, and among the social companies 
themselves about malicious activity and platform vulnerabilities that are exploited to spread 
disinformation. Formalized mechanisms for collaboration that facilitate content sharing among 
the social media platforms in order to defend against foreign disinformation, as occurred with 
violent extremist content online, should be fostered. As researchers have concluded: "Many 
disinformation campaigns and cyber threats do not just manipulate one platform; the information 
moves across various platforms or a cyber-attack threatens multiple companies' network security 
and data integrity. There must be greater cooperation within the tech sector and between the tech 
sector and other stakeholders to address these issues."299 The Committee agrees. 

(U) This should not be a·difficult step. Models for cooperation already exist and can be 
developed further: 

299 (U) Harmful Come~/: The Role of Internet Platform Companies in Fighting Terrorist Incitement and Pollticolly 
Motivated Disinformation, Stern Center for Business and Human Rights, New York University, November 3, 2017, 
http://www.stern.nyu.edu/experience-stern/facu!ty-research/hannful-content-role-intemet-platform- companies­
fighting-terrorist-incitement-and-politically. 
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• (U) Google, Facebook. Twitter, and Microsoft already maintain a common database of 
digital fingerprints identifying violent extremist videos. These four companies also 
participate in a Cyberhate Problem-Solving Lab run by the Anti-Defamation League's 
Center for Technology and Society. 

• (U) Dozens of tech companies participate in the Global Network Initiative, a tech policy 
forum devoted to protecting digital rights globally. 

• (U) Other examples include the Global Internet Forum to Counter Terrorism, whose goal 
is to substantially disrupt terrorists' ability to disseminate violent extremist propaganda, 
and glorify real-world acts of violence; and the National Cyber Forensics and Training 
Alliance, a nonprofit partnership between industry, government, and academia that 
enables cooperation to disrupt cyber-crime. 

• (U) Two models from the world of financial intelligence are the UK's Joint Money 
Laundering Intelligence Taskforce .!llld the United States' Financial Crimes Enforcement 
Exchange. 

(U) At the urging of the Committee, social media companies have begun to share 
indicators, albeit on an ad hoc basis . 

. (U)/ The Committee further recommends that social media companies provide users with: 

• (U) Greater transparency about activity occurring on their platforms, including disclosure 
of automated accounts (i.e.,. bots); 

• (U) Greater context for users about why they see certain content; 

• (U) The locational origin of content; and, 

• (U) Complete and timely public exposure of malign information operations. 

(U) Social media platforms are not consistent in proactively, clearly, and conspicuously 
notifying users that they have been exposed to these efforts, leaving those who have been 
exposed to the false information or accounts without the knowledge they need to better evaluate 
future social media content that they encounter. Notifications to individual users should be . 
clearly stated, device neutral, and provide users all the information necessary to understanding 
the malicious nature of the social media content or accounts they were exposed to. 

(U) Finally, the analytic and computational capabilities of outside researchers should be 
put to greater use by the social media companies. Although social media companies have 
released some data about the manipulation :of their platforms by foreign actors, the Committee 
recommends that social media companies be more open to facilitating third-party research 
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designed to assist them in defending their platforms from disinformation campaigns. The results 
of collaboration with outside researchers should be shared with users who have been exposed to 
disinformation. 

B. (U) Congressional Measures 

(U) The Committee recommends that Congress' consider ways to facilitate productive 
coordination and coop~ration between U.S. social media companies and the pertinent 
government agencies and departments, with respect to curtailing foreign influence operations 
that target Americans-to include examining laws that may impede that coordination and 
cooperation. Information sharing between the' social media companies and law enforcement 
must improve, and in both directions. Data must be shared more quickly and in a more useful 
manner. This will improve the ability of social media companies to quickly identify and disclose 
malign foreign influence operations to th~ appropriate authorities, and it will improve the ability 
oflaw enforcement agencies to respond in a timely manner. 

(U) Informal channels of communication may not be sufficient to accomplish this goal. 
As part of its examination, Congress must assess whether formalized information sharing 
between law enforcement and social media companies is useful and appropriate. Certain 
statutory models already exist, such as U.S. Code, Title 18, Section 2258A (Reporting 
requirements of providers). That section requires social media companies to report any apparent 
violations of laws relating to child sexual exploitation to the National Center for Missing and 
Exploited Children (NCMEC). NCMEC is a private, non-profit entity that serves a statutorily 
authorized clearinghouse role: it receives the providers' reports, assesses the reports for 
criminality and threats to children, and refers them to the appropriate law enforcement authorities 
for action. Formalizing a relationship between social media companies and the government does 
present some legal considerations,300 but these should not be prohibitive. 

(U) Further, the Committee recommends that Congress examine legislative approaches 
to ensuring Americans know the sources of online political advertisements. The Federal Election 
Campaign Act of 1971 requires political advertisements on television, radio and satellite fo 
disclose the sponsor of the advertisement. The same requirements should apply online. This 
will also help to ensure that the IRA or any similarly situated actors cannot use paid 
advertisements for purposes of foreign interference. 

(U) Finally, Congress should continue to examine the full panoply of issues surrounding 
social media, particularly those items that may have some impact on the ability of users to 
masquerade as others and provide inauthentic content. Issues such as privacy rules, identity 

300 (U) For example, courts have considered whether NCMEC and providers should be considered state actors imd 
therefore subject to Constitutional requirements such as the Fourth Amendment when identjfying and sharing child 
exploitation material with law enforcement. See. e.g., United States v. Reildick, 900 F.3d 636 (5th Cir. 2018) 
(holding that provider acted in a private capacity when identifying and reporting child exploitation images to 
NCMEC); United States v. Ackerman, 831 F.3d 1292 (10th Cir. 2016)(holdingthatNCMEC was a state actor when 
reviewing and reporting child exploitation material to law enforcement). 
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validation, transparency in how data is collected ;md used, and monitoring for inauthentic or 
malign content, among others, deserve continued examination. In additio9, Congress should 
[llOnitor the extent to which social media companies provide users with the information laid out 
in section A and, if necessary, take remedial steps. 

C. (U) Executive Branch Measures 

(U) The Committee recommends that the Executive Branch should, in the run up to the 
2020 election, reinforce with the public the danger of attempted foreign interference in the 2020 
election. 

(U) Addressing the challenge of disinformation in the long-term will ultimately need to 
be tackled by an informed and discerning population of citizens who are both alert to the threat 
and armed with the critical thinking skills necessary to protect against malicious influence. A 
public initiative-propelled by federal funding but led in large part by state and local education 
institutions-focused on building media literacy from an early age would help build long-term 
resilience to foreign manipulation of our democracy. Such an effort could benefit from the 
resources and knowledge of private sector technology companies. 

(U) Additionally, and in concert with initiatives that heighten public awareness about 
disinformation, media organizations should establish guidelines for using social media accounts 
as sources, to guard against quoting falsified accounts or state-sponsored disinformation. 

(U) The Committee further recommends that the Executive Branch stand up an 
interagency task force to continually monitor and assess foreign country's use of social media 
platforms for democratic interference. The task force should periodically advise the public and 
Congress on it~ findings and issue annual reports providing recommendations to key actors, 
including executive branch departments and agencies, industry, and civil society. The task force 
should also develop a deterrence framework to inform U.S. Government responses to foreign 
influence efforts using social media. 

(U) The Committee further recommends that the Executive Branch develop a clear plan 
for notifying candidates, parties, or others associated with elections when those individuals or 
groups have been the victim of a foreign country's use of social media platforms to interfere in 
an election. The plan should provide standards for deciding who to notify and when, and should 
clearly delineate which agencies are responsible for making the notifications and to whom. 

D. (U) Other Measures 

(U) The Committee recomme11ds that candidates, campaigns, surrogates for. campaigns, 
and other public figures engaged in political discourse on social media be judicious in 
scrutinizing the sources of information that they choose to share or promote online. Such public 
figures, precisely because of the reach of their networks, are valuable targets for adversaries, and 
can quickly be co-opted into inadvertently promoting a foreign influence operation. 
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(U) Amplification of foreign content, intentional or otherwise, is celebrated by those like 
the IRA, who wish to enflame our differences in order to advance their own interests. The 
Committee recommends that all Americans, and particularly those with a public platform, take on 
the responsibility of doing due diligence in their use of social media, so as to not give greater 
reach to those who seek to do our country harm. 

(U) The Committee recommends the implementation of a Public Service Announcement 
(PSA) campaign, potentially by the. social media industry or by government actors, that promotes 
informed social media behavior and raises awareness about various types of foreign influence 
and interference activity that is targeting American citizens, businesses, and institutions. Foreign 
influence campaigns that target social media users in the United States should receive similar · 
attention to the dangers of smoking and the environmental risks of pollution. Broader exposure 
of specific foreign government linkages to social media content and influence activities would 
handicap the effectiveness of information operations. 
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XII. (U) Additional Views of Senator Wyden 

(U) If American democtacyjs.going:to withstand the: onslaught of foreign government 
influence campaigns targeting U.S'. elections,,our government must add'ress the problem of 
targeted ads arid' other content tailored:to consumers' demographic and political profiles; 
Targeted in:fiuence, campaigns•can weaponize personal information about Americans; not just to 
manipulate how; or whether they vote; buuo identify and use real individuals to amplify content 
and:influence like-minded follower&. Targeted influence campaigns are far m'ore effective and 
cost-efficient·than blanket dissemination of.propaganda. They are also more deceptive·and 
substantially harder to identify and expose . 

. (U) While the Committee's description ofRussia's•2016 influence campaign is deeply 
troubling, even more sophisticated' and effective options are available to ·adversaries who buy, 
steal; or otherwise obtain information about the.Americ"'ans·they are seeking to influence. This, 
threat isincreasM.<,lue to the.:availability of ad micro-targeting services offered by socialmedia 
and online advertising.companies, particularly those that deliver ads to specific Americans based 
on alist of'email addresses•orteleph'one ,nunibers provided by an advertiser, Such ad targeting 
systems are highly prone to abuse when coupled With.private information about Americans, 
Which is widely available because of weak ·corporate. data security, and privacy practii:es; the 
absence of strong privacy, laws, and the booming•market for ·commetcial data broket£, whose 
practices are largely: unregulated. Each of these:problems demands an effective response. 

(0) The, Committee report statesthat, in 2016, IRA operators did not take advantage of 
all of Facebook's targeting capabilities; including "<2ustom Audiences," which would have 
allowecf the Russians·to use· outsid,rdata and contact information to conduct "advanced micro• 
targeting.''1 The danger posed by these services.is magnified by,fue ease with which personal 
data can be purchased or stolen by a foreign adversary with advanced cyber capabilities. Indeed, 
as·the Department of Justice's indictment against the IRA revealed, the IRA used stolen 
identities,ofrea! Americans to create accounts and post content, purchase advertising on social' 

media sites and finance theii influence· activities through Pay Pal.2 

' ' 

(tr)' In the wake of the 2016 influence campaign by Russia, the social media companies 
announced transparency measures that allow the recipients of targeted' adsto understand how 
they were selected to see· the ads. However, these transparency measures. only apply when the 
tech companies are doing,the targeting:on behalf of the advertiser, for example when an 
advertiser asks Facebook to deliver ifs ads to a particular age and gender demographic. The 
comparues'' ad transparency systems do not apply to services, like Custom Audiences through 
which the platform merely serves as a messenger for ads directed aecording to a list of targets 
obtained by the malign influencer,fi'om a data·brokeror.a hacked' database. I have already 
publicly callecf: on the social media platforms to volunfarily suspend the use ofCustom 
Audiences and other rriicto4argeting services for political and issue ads, and !repeat that call 

' {Uj. Faceboolc has acknowledged th'at the IRA used custcim audiences based on user enga~n'ieiit-with certain IRA 
pages: See R:esponses by Facebook to Questions for the· Record fi'on\ Senator Wyden from hearing on September s; 
2018,.submitied Octob'er.26, 2-018,p': 45. . 
2 (U} Ind\ctment,. Unfte'dSiates of America v: Internet Reserirc(t Agency et al., ,Case 1 :1 Sccr-00032-DLF (D,D.C. 
February 16;20 l 8). . 
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here.3 Until Facebook, Google, and Twitter have developed effective. defenses to ensure that 
their ad micro-targeting systems. cannot be exploited by foreign governments to influence 
American elections, these companies must put the integrity of American democracy over their 
profits. 

(U) At the Committee's September 5, 2018; hearing, I asked Facebook's Chief Operating 
Officer Sheryl &andberg and Twitter's Chief Executive Officer Jack Dorsey whether increased 
ptotections and controls to·defend personal privacy should be a national security priority. Both 
witnesses answered in the affirmative. Weak data privacy policies increase the ability offoreign 
adversaries to micro-target Americans for purposes of election interference. Facebook's total . 
failure to prevent Cambridge Amilytica and Aleksan.dr Kogan from obtaining sensitive personal 
data about Facebook users, as well as Facebook's troubling data-sharing partnerships with ' 
Chinese smart phone manufacturers, demonstrate clear gaps in federal data privacy laws and 
highlight obvious weaknesses that could be exploited in future influence campaigns.4 

(U) Broad, effective data security and privacy policies, implemented across the platforms 
and enforced by a tough, competent government regulator, are necessary to prevent the .loss of 
consumers' data and the abuse of that data in election influence campaigns. Congress should 
pass legislation that addresses this concern in three respects. First, the Federal Trade, 
Commission must be given the power to set baseline data security and privacy rules for 
companies that store or share Americans' data, as well as the authority and resources to fine 
companies that violate those rules. Second, companies should be obligated to disclose how 
consumer information is collected and shared and provide consumers the names of every 
individual or institution with whom their data has been shared. Third, consumers must be given. 
the ability to easily opt out of commercial data sharing. 

(U) Companies that hold private information on Americans also must do far more to 
protect that information from hacking. That includes telecommunications companies that hold 
informatiou;about customers' coi:nmutiicatforis; web browsing, app usage and location. Too 
much of thisinfonnation is held for too long, increi!Sing the tjsk that it will be hacked. Besides 
strengthening their cyber security practices, companies can take steps;to delete consumer 
information as soon as it is not absolutely necessary for business purposes. 

(U) Increased transparency is another critical priority if the United States is to defend 
itself against foreigr, election influence campaign!,;. A clear lesson from 2016 is that the U ,S. 
public needs information about influence campaigns prior to the election itself. That includes 
information about U.S. adversaries' attempts to undermine some candidates while assisting 
others. In 2016, the specific intent of the Russians was not made public during the election, 
Intelligence related to Russian intent was not even made available to the full Committee until 
after the election, at which point I and other members called for its declassification. And it was 
not until the publication of the Intelligence Community Assessment in January 2017 that the 
public was finally provided this information. 

3 (U} Donie O'Sullivan, "Senator calls on Facebook and Google to ban political ad targeting," CNN, August 14, 
2019. . . . 
• (U) See Responses by Facebook to Questions for the Record from Senator Wyden from hearing on September 5, 
2018, submitted October 26, 2018, pp. 46-5,5. 
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Between now and the 2020' election, the Intelligence Commumty 
must find ways.to keep the U.S. public informed not only of individual influence operations, but 
the Community's assessment of the goals and intent of Russia and other foreign adversaries. 

5 - ,National lntelli!5,ence C()EflCH, Sense ofthe Community Memorandum, ' 
~'Septemberl3,2019. 
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Senate Select Committee on Intelligence 

July 3, 2018 

The Senate Select Committee on Intelligence (SSCI) is conducting a bipartisan 
investigation into a wide range of Russian activities relating to the 2016 U.S. 
presidential election. While elements of the investigation are ongoing, the 
Committee is releasing initial, unclassified findings on a rolling basis as distinct 
pieces of the investigation conclude. 

The Committee has concluded an in-depth review of the Intelligence Community 
Assessment (ICA) produced by CIA, NSA, and FBI in January of 2017 on 
Russian interference in the 2016 U.S. presidential election (,4ssessing Russian 
Activities and Intentions in Recent U.S. Elections; declassified version released 
January 6, 2017) and have initial findings to share with the American people. 

• The ICA was a seminal intelligence product with significant policy 
implications. In line with its historical role, the Committee had a 
responsibility to conduct an in-depth review of the document. 

• In conducting its examination, the Committee reviewed thousands of pages 
of source documents and conducted interviews with all the relevant parties -
including agency heads, managers, and line analysts - who were involved in 
developing the analysis and drafting the assessment. 

• The Committee is preparing a comprehensive, classified report detailing our 
conclusions regarding the ICA on Russian activities. That report, when 
complete, will be submitted for a classification review, and the unclassified 
version will be released to the public. 

1 



19801

600 

The Intelligence Community Assessment: Assessing Russian Activities and 
Intentions in Recent U.S. Elections 

Summary of Initial Findings 

The Intelligence Community Assessment (ICA) released in January 2017 assessed 
that Russian activities in the run-up to the 2016 presidential election represented a 
significant escalation in a long history of Russian attempts to interfere in U.S. 
domestic politics. This escalation was made possible by cyber-espionage and 
cyber-driven covert influence operations, conducted as part of a broader "active 
measures" campaign that included overt messaging through Russian-controlled 
propaganda platforms. The ICA revealed key elements of a comprehensive and 
multifaceted Russian campaign against the United States as it was understood by 
the U.S. Intelligence Community at the end of 2016. 

President Obama in early December 2016 tasked the Intelligence Community with 
writing an assessment that would capture the existing intelligence on Russian 
interference in U.S. elections. By early January, the CIA, NSA, and FBI produced 
a joint assessment under the auspices of the ODNI, titled Assessing Russian 
Activities and Intentions in Recent U.S. Elections, which included both classified 
and unclassified versions. Only three agencies were represented in the drafting 
process because of the extreme sensitivity of the sources and methods involved. 

Initial Findin~s 

Summary 

The Committee finds that the Intelligence Community met President Obama's 
tasking and that the ICA is a sound intelligence product. While the Committee had 
to rely on agencies that the sensitive information and accesses had been accurately 
reported, as part of our inquiry the Committee reviewed analytic procedures, 
interviewed senior intelligence officers well-versed with the information, and 
based our findings on the entire body of intelligence reporting included in the ICA. 

2 
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The Committee finds the difference in confidence levels between the NSA and the 
CIA and FBI on the assessment that ''Putin and the Russian Government aspired to 
help President-elect Trump's election chances" appropriately represents analytic 
differences and was reached in a professional and transparent manner. 

In all the interviews of those who drafted and prepared the ICA, the Committee 
heard consistently that analysts were under no politically motivated pressure to 

reach any conclusions. All analysts expressed that they were free to debate, object 
to content, and assess confidence levels, as is nonnal and proper for the analytic 
process. 

As the inquiry has progressed since January 2017, the Committee has seen 
additional examples of Russia's attempts to sow discord, undermine democratic 
institutions, and interfere in U.S. elections and those of our allies. 

Russian Efforts to Influence the 2016 Election 

The ICA states that: 

Russian efforts to influence the 2016 US.presidential election represent the most 

recent expression of Moscow~s longstanding desire to undermine the U.S.-led 

liberal democratic order, but these activities demonstrated a sign[ficant escalation 

in directness, level of activity, and scope of effort compared to previous 

operations1. 

• The Committee found that this judgment was supported by the evidence 
presented in the ICA. Since its publication, further details have come to light 
that bolster the assessment. 

• The ICA pointed to initial evidence of Russian activities against multiple 
U.S. state or local electoral boards. Since the ICA was published, the 
Committee has learned more about Russian attempts to infiltrate state 
election infrastructure, as outlined in the findings and recommendations the 
Committee issued in March 2018. 

• While the ICA briefly discussed the activities of the Internet Research 
Agency, the Committee's investigation has exposed a far more extensive 

1 
Intelligence Community Assessment: Assessing Russian Activities and Intentions in Recent U.S, Elections, 6January 2017, P.ii. (NOTE: 

all page numbers referenced are from the Unclassified ICA) 
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Russian effort to manipulate social media outlets to sow discord and to 
interfere in the 2016 election and American society. 

Russian Leadership Intentions 

The ICA states that: 

We assess Russian President Vladimir Putin ordered an influence campaign in 
2016 aimed at the U.S. presidential election. Russia's goals were to undermine 
public faith in the U.S. democratic process, denigrate Secretary Clinton, and harm 
her electability and potential presidency. We further assess Putin and the Russian 
Government developed a clear preference for President-elect Trump2. 

• The Committee found that the ICA provided a range of all-source reporting 
to support these assessments. 

• The Committee concurs with intelligence and open-source assessments that 
this influence campaign was approved by President Putin. 

• Further, a body of reporting, to include different intelligence disciplines, 
open source reporting on Russian leadership policy preferences, and Russian 

media content, showed that Moscow sought to denigrate Secretary Clinton. 

• The ICA relies on public Russian leadership commentary, Russian state 

media reports, public examples of where Russian interests would have 
aligned with candidates' policy statements, and a body of intelligence 
reporting to support the assessment that Putin and the Russian Government 
developed a clear preference for Trump. 

The ICA also states that: 

We also assess Putin and the Russian Government aspired to help President-elect 
Trump's election chances when possible by discrediting Secretary Clinton and 

publicly contrasting her unfavorably to him3 
• 

' .ca lntclligence Community Assessment: AssessingRus.sian Activities and Intentions in Recent U.S. Elections, 6January 

2017. P.ii. 
3 Intelligence Community Assessment: Assessing Russian Activities and Intentions !n Recent U.S. Elections, 6January 

2017.P.ii. 
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• The Committee found that the ICA provided intelligence and open source 
reporting to support this assessment, and information obtained subsequent to 
publication of the ICA provides further support. 

• This is the only assessment in the ICA that had different confidence levels 
between the participating agencies -the CIA and FBI assessed with "high 
confidence" and the NSA assessed with ''moderate confidence" -so the 
Committee gave this section additional attention. 

The Committee found that the analytical disagreement was reasonable, transparent, 
and openly debated among the agencies and analysts, with analysts, managers, and 
agency heads on both sides of the confidence level articulately justifying their 
positions. 

Russian Cyber Operations 

The ICA states that: 

Russia's intelligence services conducted cyber operations against targets 

associated with the 2016 U.S. presidential election, including targets 
associated with both major U.S. political parties. We assess Russian 

intelligence services collected against the U.S. primary campaigns, think 

tanks, and lobbying groups they viewed as likely to shapefuture US.policies. 
In Ju~y 2015, Russian intelligence gained access to Democratic National 
Committee (DNC) networks and maintained that access until at least June 

2016. 4 

• The Committee found this judgment supported by intelligence and further 
supported by our own investigation. Separate from the ICA, the Committee 
has conducted interviews of key individuals who have provided additional 
insights into these incidents. 

Russian Propa2anda 

The ICA states that: 

Russia's state-run propaganda machine-comprised of its domestic media 

apparatus, outlets targeting global audiences such as RT and Sputnik, and a 
4 

Intelligence Community Assessment:AssessingRussianActivities and Intentions in Recent U.S. Elections, 6January 2017. P.2, 
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network of quasi-governmental trolls-contributed to the influence campaign by 
serving as a plaiform for Krem fin messaging to Russian and international 

audiences. 5 

• The ICA provides a summary of Russian state media operations in 20 l 2 and 
notes that RT (formerly Russia Today) and Sputnik are coordinated Russian­

state platforms. The ICA fails to provide an updated assessment of this 
capability in 2016, which the Committee finds to be a shortcoming in the 
ICA, as this information was available in open source. 

• The Committee notes that the ICA does not comment on the potential 

effectiveness of this propaganda campaign, because the U.S. Intelligence 

Community makes no assessments on U.S. domestic political processes. 

Historical Context 

The ICA states that: 

During the Cold War, the Soviet Union used intelligence officers, influence agents, 

forgeries, and press placements to disparage candidates perceived as hostile to the 

Kremlin, according to a former KGB archivist ... For decades, Russian and Soviet 

intelligence services have sought to collect insider information from U.S. political 

parties that could help Russian leaders understand a new U.S. administration's 

plans and priorities6. 

• The Committee found the ICA's treatment of the historical context of 
Russian interference in U.S. domestic politics perfunctory. 

• The unclassified ICA cites efforts to collect on the 2008 election and the 

Soviet recruitment of an activist who reported on Jimmy Carter's campaign 
in the 1970s, demonstrating two examples of Russian interest in U.S. 
elections. The ICA failed entirely to summarize historic collection by U.S. 
agencies as well as extensive open-source reporting - significant elements of 
which arc derived from Russian intelligence archives - to present a more 

relevant historical context. 

; lntelligence Connnunity Assessment: Assessing Russian Activities and Intentions in Recent U.S. Elections, 6January 
2017. P.J. 
6 Intelligence Community Assessment: Assessing Russian Activities and Intentions in Recent U.S. Elections, 6January 
2017. P.S. 

6 



19806

605 

Counterintelligence Investigations 

The ICA did not attempt to address potential counterintelligence investigations­

for example, whether Russian intelligence services attempted to recruit sources 

with access to any campaign. The FBI had a collection ofreports a former foreign 

intelligence officer was hired to compile as opposition research for the U.S. 

election, referred to as the "dossier," when the ICA was drafted. However, those 

reports remained separate from the conclusions of the ICA. All individuals the 

Committee interviewed verified that the dossier did not in any way inform the 

analysis in the ICA- including the key findings - because it was unverified 

infonnation and had not been disseminated as serialized intelligence reporting. 

• The Committee will address the contents of the reports and their handling by 

the United States Government in a separate part of its report. 

Conclusion 

Finally, the Committee notes that, as is the case with all intelligence questions, 

information continues to be gathered and analyzed. The Committee believes the 

conclusions of the ICA are sound, and notes that collection and analysis 

subsequent to the ICA's publication continue to reinforce its assessments. The 

Committee will remain vigilant in its oversight of the ongoing challenges presented 

by foreign nations attempting to secretly influence U.S. affairs. 

7 
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Conflict in Ukraine enters Jts fourth year with no end in sight - UN report 

KYIV/GENEVA (13 June 2017) - Parties to the armed conflict in eastern Ukraine have repeatedly failed 
to lmp!Bment ceasefire agreernents 1 allowing hostilities to escalate and claim more nves as the conflict , 
moved into its fourth year, a UN report published today says. 

The report covers the period from 16 February to 15 May 2017, during which the UN Human Rights 
Monitoring Mission in Ukraine (HRMMU) recorded 36 conflict-related civilian deaths and 157 injuries 
a 48 per cent increase on the previous reporting period from 16 November 2016 to 15 February 2017. 

There were daily ceasefire violations and routine u,e of small arms and light and heavy weapons in the 
conflict zone. Such attacks and the resulting damage to critical infrastructure, including schools, 
hospitals and water fadllties, raise serious concerns for the protection of civilians, the report notes, 
The report warns thatr as summer approaches, there ls a risk of further escalation in hostil!Ues, as ln 
previous years. 

From the start of the conflict In mid-April 2014 up to 15 May 2017, at least 10,090 people, including 
2.,777 civilians, have been ki!!ed 1 and at least 23,966 injured. This is a conservative estimate based on 
available data, and the actual figures are likely to be higher. More than 1.6 million people fled their 
homes and became internally displaced, wh!le some three million remained in territory controlled by 
armed groups. Among these people, there is growing despair and uncertainty, 

Among the issues highlighted ln the report: 

The soclo-economic deprivation in the east of the country has been deepening. Among the causesr a 
curnbersome verification procedure lntroduced in 2016 deprived more than 400,000 dtlzens of Ukraif1e 
of their pensions. The report recommends abolishing the requirement that pensioners from armed­
group controHed territory should register as Internally displaced persons to receive their penslon. Th1s 
is key to ensure the equal treatment of .an Citizens of Ukraine wherever they reside as this wm 
contribute- to future reconcmation. 

The contact line -continues to divide families and communities, infringing daf!y the right to freedom of 
movement. Long queues at the checkpoints reached a record peak in March and Aprll, \-Vith over 
900,000 crossings each month, -compared with 5501000 in February. 

The Ukrainian Government's ban on transportation of cargo, including coal and metal products, across 
the contact Hnei as well as the seizure of some 54 enterprises by the am1ed groups in areas under 
their control, may have a significant impact on human rights. A number of enterprises,. including power 
thermal plants, halted or reduced operations, resulting in increased uncertainty for thousands of 
people regarding their employment, income, and livelihoods. In addition, armed groups forced -a major 

https://www.ohchcorg/EN/NewsEvents!PagesJDisplayNews,aspx?NewslQ--.:::21730&Lang1D"'E 113 
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private orgarnzat1on provrdmg humanitarian assistance to SUO,UUU people to halt operations m tne 

self-proclaimed 'Donetsk peop!e's repubHc', increasing the suffer!ng of the most vulnerable people with 

scarce economic means. 

Th~ report contains new cases of individuals unlawfully or arbitrarily deprived of their Hberty or 

subjected to enforced disappearances and abductlons, partlcular!y in the t-errltory controlled by armed 

groups. In a number of cases, the v!ctlms' fammes did not have access to those detained and had no 
information on their whereabouts. 

The practfce of torture has persisted, with-new Incidents recorded on both sides of the contact line. 

There are concerns that ineffective lnvestigations of torture are fti:elling a sense of impunity. 

Access to places of deprivation of liberty in territory controlled by armed groups by the UN Human 

Rights Monitoring Mission and other independent international monltors, is still sought to guarantee 
protection for detainees and ensure they can exercise their rights, In territory controlled by the 

Government of Ukraine, the Human Rights Monltorlng Mlsslon continued to have effective access to 

official places of detention. 

The report notes that 14 pre-conflict prisoners were transferred from territory controlled by the 

'Donetsk peop!e 1s republic' to Government-controlled territory during the period under review, bringing 
the total number transferred since 2015 to 147, With an estimated 9,500 pre-conflict prisoners still in 

detention beyond the contact line, the transfers that have taken place highlight how dialogue between 
the parties can produce concrete results, The report encourages the parties to continue to pursue the 
means for dialogue on a range of issues with a view to furthering human rights protection. 

For the first time since the annexation of Crimea, 12 pre-conflict prisoners were transferred to 

mainland Ukraine, following direct negotiations between the Ombudspersons of Ukraine and the 

Russian Federation. The UN Human Rights Monitoring Mission Interviewed all transferred individuals, 
documenting gross violations of the right to physical and mental integrity they suffered in prisons in 

Crimea as we!! as in the Russian Federation, where they had been transferred in violation of 

international humanitarian law. Jn addition, tl1e report highlights violations of fair trial guarantees for 
members of Crimean Tatar comrnunity1 decisions affecting property rights, and diminishing space for 
Ukrainian as a language of instruction in education, 

The UN Human Rights Monitoring Mission in Ukraine observed systemic violations of the rlg!it to a fair 
trial on conf!ictwrelated charges. In addition, there appears to be a selective approach to lnvestlgatlons 
and prosecutions in high~profile cases, such as the killings of protesters at Maidan and the 2 May 2014 
violence in Odesa. To date, three years on, none of the senior officials responsible for killings or violent 

deaths during those events has been brought to account. 

The report raises concern about continued development of parallel structures in armed~group 
controlled territory. The Human Rights Monitoring Mission documented instances when these 
structures did not comply with basic prlnciples and standards of fa1r trial and the rlght to liberty and 
security of person, and failed to provide effective remedy. 

The report also tracks the progress in the selection and appointment of the Ukrainian Parliament 
Commissioner for Human Rights (Ombudsperson), since the term of the lncumbent has expired. The 
UN Human Rights Office recalls that the existing procedure has to be revised, ensurlng transparent, 

merit based and participatory selection. This will guarantee the lnd-ependence of, and public confidence 

in, the national human rights lnst!tut!on. 

ENDS 

BACKGROUND:The report contains findings based on in-depth interviews with 252 victims and 

witnesses of human rights violations, as wefl as site visits to both sides of the contact line. In relation 
to the human rights situation in Crimea,, the monitoring was conducted in accordance with the two 

General Assembly Resolutions - Resolution 68/262 on the "Territorial integrity of Ukraine" of 27 March 

2014 and Resolution 71/205 on the "Situation of human rights in the Autonomous Republic of Crimea 

and the city of Sevastopol" of 19 December 2016. 

To read the fut! report in Enqlish, p!e.ase vislt: 
https:/fwww,ohchr,org!EN/NewsEventstPages/DisplayNews,aspx?News!0-::::21730&-Lang!O=E 213 
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http://www.ohchr:org/Documents/Countries/UA/UAReportl8th_EN.pdf 

In Ukrainian: 

http://www.ohchr.org/Documents/Countrles/UA/UAReport18th __ UKR.pdf 

In Russian: 

http://www.ohchi:org/Documents/Countries/UA/UAReport18th_RU.pdf 

For more lnformation or media enquiries, please contact Iryna Yakov!1eva at +380503868069 ore-mall 
iyakov!ieva@ohchr.org 

hftps:/lWVN1.ohchr.org/EN.lNewsEve.ntslPagesiDisplayNews . .aspx?NewsUP21730&langlD=E 3/3 
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Ukraine: Civilian casualties along the contact line, 16 August - 15 November 2017 
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I. Executive summary 

L This twentieth report on the situation of human rights in Ukraine by the Office of the 
United Nations High Commissioner for Human Rights (OHCHR) is based on the work of the 
United Nations Human Rights Monitoring Mission in Ukraine (HRMMUJ', and covers the 
period from I 6 August to 15 November 2017. 

2. The findings presented in this report arc grounded on data collected by HRMMU 
through 290 in-depth interviews with witnesses and victims of human rights violations and 
abuses, as well as site visits in both government-controlled and armed group-controlled territory. 
HRMMU also carried out 423 specific follow-up activities to facilitate the protection of human 
rights connected with the cases documented, including trial monitoring, detention visits, referrals 
to State institutions, humanitarian organizations and non-governmental organizations (NGOs ), 
and cooperation with United Nations human rights mechanisms.' 

3. While May through September saw a steady decline in hostilities, which levelled off in 
October, Novemb,)r commenced with a sudden surge in keeping with the unpredictable dynamics 
of the armed conflict in eastern Ukraine. Much of the character of the conflict, however, 
remained the same as previously repmted ••· with daily ceasefire violations and frequent use of 
heavy weapons, some with indiscriminate effects, threatening the lives and well-being of the 
civilian population while damaging property and critical infrastructure. As the iourth winter of 
the conflict approaches, fluctuations in the armed hostilities maintained a tense environment of 
general insc,,urity. The sitnation has been exacerbated since the beginning of the conflict by the 
presence of foreign fighters and the supply of ammunition and heavy weaponry reportedly from 
the Russian Vedcration. i 

4. OHCHR recorded 87 conflict-related civilian casualties in ea.~tem Ukraine (15 deaths 
and 72 injuries) between 16 August and 15 November 2017, a 48 per cent decrease compared to 
the previous report.ing period of I 6 May to 15 August. The leading causes of casualties were 
mines, explosive remnants of war (ERW), booby traps and improvised explosive devices (!EDs) 
which accounted for 59.8 per cent of aH civilian casualties recorded, while shelling was 
responsible for 23 per cem, and fire from small arms and light weapons for 17.2 per cent. 
Rocalling, however, that the conflict is still in an active phase, after three months of lower 
civilian fatalities and injuries, as of 15 November, hostilities appear to be on the rise, which 
could lead to a corresponding increase in civilian casualties. 

5. Shelling of critical civilian water infrastructure continned to endanger not only the staff 
but all persons in the vicinity of such facilities, in addition to disrupting puh!ic supply of water 
and posing serious risk to the environment Repeated shelling of the Donetsk Filtration Station4 

' HRMMU was deployed on 14 March 2014 lo monitor and report on the human rights situation throughout Ub,tlno and 
to proposo rccommcndationi to the Govenimont and other acto11 to address human right! tone-cm$. For murc detail:., see 
para~. 7-•8 of the report of the United N&.tions High Commis.,;,ion~r fix Human Rights on the situation nf l:mman rights in 
Ukraine of 19 Septemhcr J.014 (A/HRC.'27/75). 
1 United Nation!\ Human Rights CDun-::il Special Procedures maudate holders and Human Right• Tre.ty Bodie!. 
'OHCHR Report on ~,e human rights situ,tion in Ukminc, 16 February to 15 May 2015. pam. 2 and 6; Ol!CHR 
Rr.pon on the human right.i situation in Ukraine~ 16 May to i5 Augu:.t 2015, paras. 2, 58-59; OHCHR Report on the 
humi.n tights situ1\fam in Ukraine, 16 Auf;rast to 15 No'V1;mber 2015, p,iru. 2 and 22 (sec ttl10 th. 12:S)~ OHCHR 
Repott on the lnum1n rights situation in Ukraine, 16 F,ebmuy to 15 May "2016, p1ui.. 2. 
•
1 ·tne Donetsk. fih.nuion Staliou, located in ·•no man's land" appro::dmately 15 km. north ofDonet-;.k: dty, bttween 
govemment-contrnUed Avdiivk.• and &m1ed-group--contrQ!lcd Yasynuva.ta, processes wiuer fur approximately 345,{'J()) 
people on both sides of the contact Eue. 
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between 3 and 4 November damaged a backup chlorine pipeline, which could have led lo an 
environmental disaster if toxic chlorine gas had leaked. A direct hit to the main pipeline or any of 
the 900-kg bottles storing chlorine at the fitcility could have resulted in the deaths of any person 
within a 200-mctrc radius.' The following day, the Vcrklmoka!minska Filtration Station,' which 
stores l 00 tons of chlorine gas, was shelled and sustained multiple hits. 

6. OHCHR repeats its call for all parties to the conflict to immediately adhere to the 
ceasefire and to implement all other obligations committed to in the Minsk agreements, including 
the withdrawal of heavy weapons and disengagement of forces ,md haTdwarc,7 OHCHR recalls 
that during the last repmting period, a renewed ceasefire commitment (the "harvest ceasefire") 
resulted in a decrease in ceasefire violations, and a notable decrease in civilian casualties,' 

7. OHCHR continued to document cases of summary executions, enforced disappeanmces, 
arbitrmy detention., to,ture and ill-treatment, and conflict-related sexnal violence. While many 
cases recorded date back to prior years of the conflict, new incidents also occurred within tl1e 
reporting pcriocL 

8, In govcrnmcnt-co11trol!ed territory, OHCHR -· in general - continue io enjoy nnimpeded 
access to conflict-related detainees, with the exception of several individuals in Klmrkiv, Kyiv 
and Dnipro who are under investigation of the Security Service of Ukraine. Tn territmy controlled 
by armed groups, OHCHR was denied access places where people m·e deprived of tl1eir liberty 
and to hold confidential interviews. As enforced disappearances, tmture and conflict-related 
sexual violence often take place in the context of detention, this denial of access raises serious 
concerns that human rights abuses may be occuning. 

9. Accountability for grave human rights violations in conflict-related cases remained 
elusive. Legal proceedings were plai,>ued by ineffective investigations, politicization of cases 
with the involvement of high level officials and infringements on the independence of the 
judicim·y. OHCHR documented substantial pressure exerted on judges in numerous cases. 

10. No significant pmgress was achieved in criminal proceedings related to the killing of 
protestors in Maidan in 2014. Due to the length of proceedings, defendants have remained in 
detention for several years.' With regard to the 2 May 20t4 violence in Odesa, the trial of l 9 
persons accused of organizing and participating in the mass disturbances which led to six deaths 
concluded in an acquittal. To date, no one has been held responsible for the violence that day, or 
for any of the resulting 48 deaths. 

5 Presi release. Uk.mine: UN experts warn of chemical diiastor and water safety r+ik: a~ connict escalate,: in East. Unittd 
Natk•ns Special Rappoti:eur on the impticatioaA for human rights of the environmentally !lou.nd m•ungcmcnt .aud disposal 
ofha.zardoui sub~taoces ~nd waites and Spt--cial Rapporteur on the human rights to safe ddni.ing V11tc-r a::nd sanitation, l 0 
November 2017. 
'The Verkhnokalmiu:sk.a Filtrttion Station, locate:d in anned~group~c,antroikd territory approximu..tely l7 km 
nora,east of Donetsk. supplies wat« to 800.000 people. 
·: TIHt rack11.i;::e ofMe-tstir~ ibr the lmp!ementation ofth,e Mim.k. Agreements e1.IJ::;, tbr: an immc.,-'diatc and-con1pn::henslv-e 
oei.1.sefire; wiihdrawi.1.i of .tH heirry weapons from the contact line by both sides~ commencement of a ditlogue lin 
modalities of1<1cal election,; legi!latiori. mtablishi:ug pa.rd.on :\::td amnesty io connection with events in cettain areas of 
Donetsk and Lubansk region,; release and exchange of all houaies and unlawfully detaintd pcn1oos; safe. ac<.:ess, 
delivery, jh)nt~e, and &•tribution ofhumanitariau assistance on the b.a.1,is of an intt:ruatiooal mcchani~m; defining oi' 
modalitica for foll resumption of socioeconomic tic~; rci111tutcment of full control of d,c 1tate border by the G,.wcmrtle,nt 
of Ukraine throughout the conflict -1~; withdrawal of all foreign armed groups. militaty equipment, a.nd 111orcenarie1 
fixm1 Ui:ralnc; co-n1titu!.ional reforn,s providing for dcc.entrali1ation as i. key clement; and local elections in -certain are.is 
of Donet11.k end Luhansk region8, Unlted Nations Security Council R~olution 2202 (2015), available at 
http:i/wv.rw.un,org/pre,:s/en/2015/:1cl 1785.doc.ht:rn. See alm Pn)tocol ()n tho Results ofthcCon~uli..11.ion::i of die Trilateral 
Contact Gruup regarding Joint Mc.asures_Aimed at tbe Implementation of the Peace Pta:n uf lhe President of Ukraine P. 
Poroshcnko .and loitiaiive-s of the President of the Ru~1im Federation V Putin, available al 
http://WWW,()Sc.e.orgJhomell23257~ Memorandum on d1e lmplcmo:otation of the Protocol on the Results of the 
Coaiulta:tiom;. of the Trilttl:!n.l Contact Oroup regard:ins; Joint \4:ea3ures Ain1ed at dto Impl~mcntation of the Peace Plan of 
the President of Ukraine l\ Poroshenk.o and Initiative, of tl1e Prt--sident of the Rui:,illfl Federation V. P1.1tin. available at 
http://w,.rw.osce.,xa,.-11omell23806. 
8 lho ·'hn.rv~s.t uasefire·• ran from 24 fonc to the end of August, and while itnev'el· fully took hold, it contributed to an 
overall reduction in the numb~r of daily cet-'efirc violations, ,md, consettuently, the number of cl'r·ilian casualties. See 
OllCHR Report on the human right.1 :iiruation in Ukraino. 16 Me.y to 15 Augu!t 2017, paras. 22~23, 32-33, 
"'Two defonda.nts ha\"e remained .in detention for over three years while three have been detained for over two year~~ 
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l L Within structures in territory con!rol!ed by armed groups, arbitrary detentions and 
'prosecutions' wen~ compounded by the lack of recourse to effective remedy. This is of particular 
concern given the 'pronouncement' of a second 'death penalty' by the. 'supreme court' of 1he 
'Donetsk people's republic' in November. The practice of incommunicado detentions, which 
often amounted to enforced disappearance, also persisted. 

12. As in previous reporting periods, infringements on freedom of movement continued to 
isolate residents in villages located close to the contact line, cut off access to basic goods, 
services and humanitarian aid, and intensified gcncm! hardship for the population. The 
shortening of entry-exit checkpoint operational hours after summer, together with high numbers 
of persons traveling resulted in longer queues to cross the contact line. A total of l.2 million 
crossings were recorded at the five crossing routes in the month of August, and L l million each 
in September and October. 

13. Freedom of opinion and expression continued to face mounting challenges. OHCHR 
noted with concern the broad interpretation and application of ten·orism-related. provisions of the 
Criminal Code in cases where SBU initiated criminal investigations against Ukrainian media 
profossionals, journalists and bloggers. In territory controlled by armed groups, freedom of 
expression remained severely curtailed, with no room for critical publications or elements of 
dissent. 

l 4. Many of the human rights violations and abuses and infringements on fundamenml 
freed.oms described above persisted at similar or slightly heightened degrees as repmtcd by 
OHCHR in previous quarters. However, members of the confiict-affocted population expressed 
to HRMMU that the cumulative effoct of the resulting harms and hardship they have endured as 
the cont1ict continues in its fourth year is reaching an unbearable level. This was exacerbated by 
the worsening socio-economic situation, policies which deprive citizens of their pensions, and the 
lack of access to restitution of or compensation for property damaged or destroyed by the 
cont1ict. These conditions deepen the dividc,jeopardize social cohesion and complicate prospects 
and efforts for fotnre reconciliation. 

15. Along with an increasing sentiment of despair of people directly affected by the anned 
conflict in the cast, OHCHR noted increasing manifestatiom of intolerance, including threats of 
violence, by extreme right-wing groups, which served to stifle public expressions and events by 
individuals holding alternative, minority social or political opinions. Violent acts which (le.curred 
remained largely unsanctioned. 

16. Having no access to Crimea, HRMMU continued to aualyse the human rights situation 
on the peninsula from mainland Ukraine on the basis of United Nations General Assembly 
resolution 68/262 on the territorial integrity of Ukraine and resolution 711205 reforring to Crimea 
as under occupation by the Russian Federation. The Russian Federation continued to apply its 
laws, in violation of international humanitarian law applicable to an Occupying Power. Practices 
by the authorities which resulted in serious human rights violations, and which disproportionately 
affected Crimean Tatars, persisted this reporting period. Further, the exercise of freedoms of 
opinion and expression, religion or belief and peaceful assembly also continued to be curtailed 
through verdicts criminalizing criticism and dissent. 

l 7. Two developments during the Parliament's session within the reporting period arc of 
particular importance. Parliament began consideration and adoption of a new legal framework 
concerning territory not under the control of tbc Government, with the aim of restoring state 
sovereignty over ce1tain areas of Donetsk and Luhansk regions. It is viewed to be implemented in 
the context of an armed aggression and temporary occupation by the Russian Federation. 
OHCHR cautions that, at this stage, the dratl law lacks clarity as to the framework for the 
protection of rights and freedoms, thus failing to satisfy the legal certainty requirnmcnt. 

18. Parliament also adopted a new Law on Education which instates the Ukrainian language 
as the main language of instruction in secondary and higher education. OHCHR cautions that 
strengthening of the TJkrainian language should not come at the expense of minority languages, 
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and calls on the Government to ensure that the rights of minorities arc respected without 
discrimination among differem minority groups. 

19. OHCHR continued to engage in technical cooperation and capacity-building activities 
with the Government of Ukraine and civil society in order to strengthen the protection and 
promotion of human rights. OHCHR provided targeted trainings and advocacy to support 
implementation of the Istanbul Protocol,'° and continued to raise awareness of conflict-related 
sexual violence. OHCHR also supported the prcpm·ations for Ukraine's third Universal Periodic 
Review (UPR) which took place on 15 November 2017. Furthermore, the United Nations 
Partnership Framework with Uhaine defining the support of the United Nations to national 
development priorities has been signed. OHCHR will contribute to specifically support those 
relating to democratic governance, rule of law, civic participation, human security and social 
cohesion. 

n. Rights to life, libe1·ty, security, and physical integrity 

A. International humanitarian law in the conduct of hostilities 

20. During the reporting period, daily exchanges of fire across the contact line by all parties 
to the conflict continued, Some improvement in the security situation was observed since the 
beginning of the reporting period in mid-August until the end ofOctoher, which may be partially 
attributable to renewed ceasefire commitments. Following the end of the "harvest ceasefire" 
(agreed to allow local communities to bling in their crops safely), another renewed ceasefire 
commitment commenced on 25 August to allow children to start the new school year safoly. 
However, such recmnmitments to ceasefire by the sides to the conflict can only be a temporarily 
solution. The escalation that took place by the end of the reporting period, in the first two weeks 
of November, indicates that achieving a sustainable peace requires full compliance with the 
Minsk agreements. Meanwhile, sporadi,, and unpredictable spikes in the armed hostilities further 
exacerbated the situation of general insecurity for civilians living in cont1ict-affocted areas, and 
in particular, those close to the contact line. 

21. OHCHR remains concerned about the continued presence of heavy weapons near the 
contact line," in disregard of pledges made under the Minsk agreements to withdraw such 
weapons. The Spt·Jcial Monitoring tv1ission (S!\11\1) of the Organ-ization for Security and Co.,. 
operation in Europe (OSCE) documented the repeated use of weapons with a wide impact area 
(such as mtillery and mortars) or the capacity to deliver multiple munitions over a wide area 
(such as multiple launch rocket systems)." The use of such weapons in densdy populated areas 
can he considered incompatible with the principle of distinction and may amount to a violation of 

w United Nations MUnual on the Effective Iovc11tigation and D01.:umentation ofTorturo and Other Cruet, Inhuman or 
Degu.ding Trea:tmerit or Punishment, available at http://wwi;v.ohchr.org/Docmncnt1/Puhlications/tmining8R-ev I en.pdt: 
11 f,)r cx12mple. the OSCE SMM observed four multip.lt! launch roektt ;ysti:.nu beini tr,an~orted betwtc:n Shch~sfia and 
Voitove (govemment~controlted lerritory) on 15 September, four tn\lltiple launch rocket ~y,ncn11 lle2U" t-:ovoamvro!iivske 
and ten tanks ne<'\r Novoseliv.kt. (armed~g~mp~controlled territory) -011 12 October. SM OSCE SMM d1Hy rt:pot1s, 

RY(!.ilable at http://www.('l6Ce.org/ukraine-smm/reports. 
;~For-example. ~m 22 August, the OSCE SMM can1en1 in (,itwernment-<:ontrollcd) Shyrokync rccordi:d inur alia 8 
rocket-assi:i-tcd proj~ctil~ in flight and 20 .t::xplo1iong it5•et1scd as imp.tel!. OSCE SMM daily repa11: aw1.\lahle •t. 
http://www.osce,orglsr•ecial-monitoring--ni.is.sion~to-ukraindJ366J6. On 10 October. the OSCE SMlvl heard 3540 
explosioo5 asse!~ed a.s irnpacls, 0f multiple launch rocket !y:i:ttm near {government.-contro!I~) Lcbedyoske. OSCE SMM 
daily repm1, t1vailable at hHp:!/\11WW,O!Ce,,ol.'g/•pcc-i.oJ-monit()ri:ng-1niiJioo~to-ukniine/349206. 
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international humanitarian law due to the likelihood of indiscriminate effects. During the 
reporting period, HRMMlJ documented civilian casualties and damage to civilian property 
caused by heavy weapons. 13 

22. The risk to civilian lives has been further heightened by the contamination of highly­
frequented areas with mines and IEDs, as well as the presence of ERW. 14 The parties to the 
conflict continued the practice of placement of IEDs and anti-personnel mines in populated areas 
and near objects of civilian infrastructure. 15 OHCHR notes that placement of such victim­
activated explosive devices, which, by their nature, cannot differentiate between civilians and 
combatants, in densely populated areas and areas frequently attended by civilians may amount to 
an indiscriminate attack in violation of the principle of distinction enshrined in international 
humanitarian law. 16 Further, OHCHR recalls that parties to a conflict must take all precautionary 
measures to avoid or minimize incidental loss of civilian life, injury to civilians and damage to 
civilian objects. 17 

23. OHCHR continued to observe military presence in densely populated areas and military 
use of civilian property on both sides of the contact line, increasing the risk to civilian lives, 
property and critical infrastructure.'~ Locating military positions and equipment within or near 
residential areas and objects indispensable t"tir the survival of the civilian population fulls shmt of 
taking all foasible steps to separate military objectives from the civilian population, in 
contravention to international humanitarian law. 19 OHCHR notes that where such presence is 
justified due to military necessity, the parties must protect the resident civilian population, 
including by providing alternative accommodation. 21

' Some residents of (government-controlled) 
Opytne and in the "no man's land" part of Pivdcnne informed HRMMU they wished to relocate 

n See "-Civilian casualties'' below. In udditfon, HRMMU documented damage to civ11ian 11ouses in (a-m1ed~grm1p .. 
controlled) Perv<unai:sk caused by shciling on 23-24 August, and damages to civilian houses and infrastmcturc in (armed­
group-controlled) Kyi\·skyi district ofDo11~1:Jk city during an escalation in ho!tilitlcs on 5--6 Novonber 2017 . .._'),e also 
OSCE SMM documentfl.tion of civilian property damaged b-y shelling in (govemment-controlled) Marinka on 27 
September tnd (it1ned-groap-contz\)llcd) Ya~ynui,tata on 29 September, avallable at http://www,osce.org/ukraine­
sn:trn/reports/. 
14 "Ukraine h8, the hugest number of anii~vehicle mine-related incidents globally, and ranks fifth world\'vide for dvflian 
casutltic:;: as• rc!ult of landmines and unexploded ordna.nce (UXO)." '2018 Hurn&1itntian Needs Ova-view, Ukraine. 
November 2017, available athtt~:!/rcliefweb.int/reporu'ukraine/ukraine-hurnanitaria11-nee(b.--0vel'\-'icw-2()18-enul. On 6 
Septcember, a man in Dmytr:ivka was injured by ERW. On 4 October, an employee of the lo-cal power compuny was killed 
after tdppinj to 11.nti-per•onncl mine near a powerline on the outskirts ofBetmanove (formerly Kra..•myi Parti7.an). On 5 
November, one chil<l was killed and two injured by ERW near 11 school in (armed-group-controlled) Petrovskyi district of 
Donetsk. dtv. OHCHR civilian casualties records. 
15 HRMMti documented a case of a man in Zolote 4 (located in ·'no man's land'') who went deaf in one ear as result of an 
c.xplos.ion of a sQund grenade placed near his house. HRMMU inteniew. 29 September 2017. On 8 October, a tra<:tor 
driver we., injarcd by the explo,ion of a mine near Metafot in an area. which had been previoualy de-mined. 
http://www.oscc.org/!\:pecial-monitoring-mi5sion-to-uk1uine/3◄942t. On 31 October, HRMMU -documented the case of a 
woman who Wti injured in April 2017 by.&. trip-wired e~plosive device planted in her neighbour's. house. 
16 lCRC, Customary lnternation1! Humanit1.ri8Jl Law Database, Rules 1, 11 and 12, 
n ICRC. Customary lmernational Humanitarian Law Data.bMe, Rllle 7. 
:i Preaencc of military or armr:d groups and their u5e or occupation of civilian property was. documented by HRMMU h1 
govemment~controlled tcnitory in Dacha {l November), Kryms.ke (29 ,',_ugust). Luhamk:e (4 Octnbcr), Malynove (5 
October), Novborodskc (3 September), Novoluhanske (4 October), Novoto,hkiv.ke (6 October). Opytne (10 October), 
Shchasti• (5 October), Tonenke (10 October), Troittke (31 October), and Zolou: 4 (30 August), in anned-group­
contmlled tenitory in Adminplo~hadka (26 September), Donet.skyi (l 6 Angus.1 and 3 November), Donetsk city K.yiv~kyi 
district (9 November), Lukovc (8 September). Molodizlme (25 August), Pikuzy (fom1erly Kominternove) (26 October), 
and Zolote 5 (4 October). ,nd in ''no man's land" in the Chihari uca of Pivdenne (9 November), •• well as in both the 
govemmcnt-controll-ed tnd arrnod-group~cootrolled pArts of 21\it.scve ( I Nm1embor). 
i
9 See ICRC, Customary International Humanitarian Law Data.bMe, Rul-ci 22 and 23_ 

1° Customacy international huma.nitarian law sets out the fol!Qwing clements ofprottction of -civilians in such situation: 
(I) prohibition on use ofhoma.n shields (Rule 97), (2) requirement tow.am the civilian population of upcoming altad::5 
(Rule 20), a.nd (3) requirement 10 remove the civilian popule.llon aod objects under control ofthti bctlig_t!rent party from 
the Yiciaity of military objectives (Rule 24; Guiding Principles on lotema.l Di~placement, Principle 7(3)(b). Principle: 
1 S(a.)). In the CMe thal the 5ecurity of the civilian population or military imperative demand e'r'acoation, lnonano 
condition~ must be ensured and atfected civHians must be prmdded with adequate .altcmafr,•e accommodation (Rule I 3 l; 
Guiding Prindple.s on Internal Di-s-placement, Priaciple 7(2)). In a.ddition, civilian properties a.hould be protected and 
compensation paid for any use or damage of property (Rule 52, Rule 133). 
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to a safor place, however adequate alternative accommodation was never ofiercd by 1he 
autborities.71 

24. During the reporting period, l O incidents affecting water facilities were documented in 
conflict-affected areas.·" The First Lift Pumping Station" of the South Donbas water pipeline 
was shelled on three occasions, causing damage to the facility and vehicles, and came under 
small-arms fire on three occasions. The Donetsk Filtration Station"' was shelled repeatedly 
between 3 and 5 November 2017, causing damage to a backup chlorine pipeline, If the main 
pipeline in use or any of tl1e 900-kg bottles storing e hlodne in these facilities were to sustain a 
direct hit, it would endanger the lives of not only staff, but any person within a 200-metrc radius, 
disrupt the water supply to approximately 350,000 people on both sides of the contact line, and 
have devastating consequences for the environment." On 5 Novemher, the Verkhnokalmiuska 
Filtration Station, which supplies clean water to 800,000 people and stores l 00 tons of chlorine 
gas, was hit by nmltiplc shells. If toxic chlorine gas were to be released, it could have 
"devastating consequences" for the population in Donetsk city, Makiivka and A vdiivka. 2• This is 
not the first time that shelling of such infrastructure has threatened lives ,md the environment." 
OHCHR notes that crilical civilian infrastmcture such as water facilities require special 
proiection and calls on all parties involved in the hostilities to adhere to the agreement reached in 
Minsk on 19 July 2017 in which they expressed commitment to create "safoty wncs" around the 
Donetsk Filtration Station and the First Lift Pumping Station. 

25. Armed hostilities also continued to threaten industrial faciiitics containing hazardous 
materials which, if rdeased, may have severe const~quences for the environment a.nd civilians 
living in close proximity. For example, the 8ludgc colloctor of the phenol plant in (govemment­
controlled) Novhorodske requires regular bi-weekly maintenance. For the last year, however, no 
such maintenance or repair work could be done due to the lack of security guarantees for a 
"window ofsilencc". 21 lt should be noted that if the dam around the collector is damaged, it risks 
releasing liquid toxic waste into the Kryvyi Torets and Siverskyi Donets rivers which serve as 1hc 
main water sources for the Donbas region.,. On 9 November an agreement to provide security 
guaranties for a "window of silence" was reached by the Joint Centre for Control and 
Coordination and repair works started. OHCHR recalls that particular care must be taken to avoid 
attacks and damages of installations conlaining dangerous forces and substances and also to 
protect the natnral environment against widespread, long-term and severe damage, OHCHR calls 
on the parties involved in hostilities to negotiate adequate security arrangements which would 
allow regular maintenance as well as repairs lo be conducted on the phensll plant 

B. Civilian casualties 

26. Between 16 August and 15 November 2017, OHCHR recorded 87 contlkt-rclated civilian 
casualties in 44 locations of Ukraine: 15 deaths (14 men and 1 boy) and 72 irtju1ies (42 men, 19 

21 HRMMU interviews. 
n See WASH Cluster lncident Rcµonsnos.. 81-93, .available.at 
http~:i/WW'-1r·.hnma.nita.rianrcspon_,c.intoien/operation,/uk.raine/clocmnenLR/bundlci,,t,(6705. 
2

~ llic First Lift Pumping Stnlion is located between the ,mued gr1:iup-,contr-olle-d villages of VasyHvka and Kruta Ba1ktt, in 
immediate proximity to the cont.set line. 
14 The Donotali: Filtration Station\::; located in "no man'! l&nd'", ~pproximatcly 15 kilometres north ofDone~k city, 
b~twc.!n gov~mmeut-i:ontroll~d Avdii-.•k:i and anned gmup-c<mb·olkd Yas.ynovata. 
:s See "Ukraine: UN cxperu: warn of chemical dis.a.ster aod water sa.ttty rii.k as conflict escalates in Ea:!,i.". United Nations 
Spec isl Rapporteur on rlle implioatior~a for hun1a,n right<. of the envinmmcntuUy sound tnana_gcment •nd di'f!ose.l of 
bu,.11..rdom1 sub1tanccs and wat.tes tnd Special Rapporteur t)n the human rights ro safe drinking water a.nd unitntion, W 
November 2017. 
16 s~e ''Ukraine: UN expet1!' w,1m {)f chemical dfa:astor and water ,afety risk: as conflict es.calates in East'\ available at 
h11p:/JW\1o'W.ohcbr.(lrgfEN/NewgEvent~/rageli/Di1playNew~.3.:spx:?Nc:w,JD0·""22J82&Langl.l)=,;E_ 
11 Sci'. e.g,_ OHCHR Reponon the human lights iitu.ttion in U\-minc-. l6May to 15 August :!:017~ p1uH. 29<30; OHCHR 
Rcpon on lhe human rights situation in likra.ine, 16 February m 15 May 2017, para, l-S. 
11 A "wi.ndcrw of silence" is a localized agreement to Adhere to the: ceasefire for a. des.igna.ted time period. 
2

.:i HRMMU intcrvi-ew. 
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women, !O boys and l girlJ.'0 This is a 48 per cent decrease compared with the previous reporting 
period of 16 Mey to 15 August 2017, during which 168 civilian casualties (26 deaths and !42 i1tjuriesj 
were recorded. 

27. This reduction is mainly in the number of civilian casualties caused by shelling and 
SALW3

' fire, which has been steadily decreasing since May 2017. Between August and Octoher, 
it decreased four-fold as compared to May through July ( 11 and 42 on average per month, 
accordingly). OHCHR also observed an increasing disparity in regard to civili,m casualties 
caused by shelling and SALW fire occurring on territory controUed by armed groups and those 
occurring on territory controlled by the Government. From May through .July 2017, the ratio was 
2 to 1, while from 1\ugust through October, the ratio was 10 to l (29 in tcnitory controlled by 
anned groups versus 3 in govenunent-controlled tcrritory),J2 With regard to the 52 civilian 
casualties caused by mines, ERW, booby traps and lEDs, 20 occurred in mine-related incidents 
(38.5 per cent), while 32 (61.5 per cent) resulted from imprudent handling or dismantling of ERW 
or the detonation of hand grenades in interpersonal conflicts. 

19 I 

P.er cent 

28. Overall levels of civilian casualties in 2017 were comparable to 2016 levels. From 
1 January to 15 November 2017, OHCHR recorded 544 conflict-related civilian casualties: 98 killed 
and 446 injured. This is a 3.6 per cent increa~e compared to the same period in 2016, when 525 
civilian casualties (87 killed and 438 injured) were recorded. 

lO OHCHR i11.ve~tiga.i.ed reporti or d-,.iliMt cuualtles by el..'111&:lllting • broad ra,ig~ of sonrte:i1 and typt!! of info11111.ttion 
which were -evaluated for aedibiliiy-and reliability. Jn undetiaking documentation and analy,is of each incident, OHCHR 
exerci1c~ due diligence to corroborate infonnation an casualties from as wide a rnnge of soun:-.es as possible, i11cl11ding 
OSCE public rep.om~ accounts ofwit.nes-.e!~ Ykrims and t)lher dirtctly~affccted pcrs.onj, tnilitaty tctm,, cominuuity 
leaders, inedic11.l profosiional:., and other interlocutors. In some instances, investigations may t&ke-wecl::s or months 
before conclusions <s~n b-e dra\vTI, meaning that cooch.1:$.iom; on civilla.n ca.su•ltie• may be rcYi!!icd u morl! information 
become, ava.il.able, OHCHR doo:,. not claim that the ,tatistic! pre::,e11ttd ln this report &re complete. Civilian casualties: 
may be undet'rcported glven limitationil inherent in the operatina em,ironmcnt, including i•P• in coverage of certain 
geographic il'e!l.S und time paiodi, 
'

1 Small MTili .and light weapons. 
31 OHCHR is not in a po&ition to eitablish with certainty whic-h pa1ty lo the conflict is responsible for S.JJcdftc dvilian 
casu¥.ltiei callicd by !he:Hiug und SALW fire; i1 iA only able to ml'l.ke their attribation per tcrriiory of ,;ontrnL 
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Conflict-related civilian casualties in Ukraine 
1 January 2016 • lS November 2017 (source: OHCHR) 

29. During the entire conflict period, from 14 April 2014 to 15 November 2017, at least 
2,523 civilians were killed: 1,399 men, 837 women, 91 boys, 47 girls and 149 adults whose sex 
is unknown. An additional 298 civilians, including 80 children, were killed as a result of the 
MH17 plane crash on l 7 July 2014. The number of confiict-related civilian injuries is estimated 
between 7,000 and 9,000. 

Conflict~refared civitian deaths in Ukraine 
from 14 April 2014 to lS November 2017 (source: OHCHR) 
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30. In total, from 14 April 2014 to l5 November 2017, OHCHR recorded 35,081 conflict­
related casualties in Ukraine among Ukrainian anned forces, civilians and members of the anncd 
groups. This includes 10,303 people killed and 24,778 il,iured.33 

C. Missing persons and recovery of human remains 

31. With the outbreak of the armed cont1ict in April 2014, documentation of missing 
persons was considerably disrnpted in eastern Ukraine. Although efforts have subsequently 
resumed in both territory controlled by the Government and territory controlled by armed groups, 
there has been no effective exchange of forensic information (such as DNA samples and 
anthropometrical data) across the contact line for over three years. As of l 5 November 2017, 
draft legislation "On the legal status of missing persons" foreseeing the establishment of a 
commission for missing persons, which is crucial for fulfilment of Ukraine's obligations under 
international humanitarian law ,34 was still pending before Parliament." 

32, There is therefore no effective possibility to match figures on the missing reported by 
the Government (86536 to 1,476-17

) and those reported by armed groups (509 as of 10 November 
2017 according to the 'ombndsperson's office' of the 'Donetsk people's republic')." As of 22 
August 2017, the ICRC estimated the number of conflict-related missing persons to be from 
1,000 to 1,500.39 

33. OHCHR believes that many of those reported as missing persons may be dead, with 
their bodies either not yet found or identified. Further, OHCHR cannot exclude that some 
individuals reported missing may currently be held incommunicado either by the Government or 
by armed groups. Full and unimpeded access of independent international monitors to all places 
of detention, especially those in territory controlled by armed groups, is crucial for establishing 
the whereabouts of some of the missing. 

D. Summary executions, killings, deprivation of liberty, enforced 
disappearances, torture and ill-treatment, and conflict-related sexual 
violence 

I. Summary executions and killings 

34. OHCHR continued to receive and verify allegations of summmy executions and wilful 
killings of civilians, Ukrainian servicemen, and individuals associated with anned groups. These 
allegations mostly concern 2014, but also 2015 through 2017, indicating the prevailing impunity 
for grave violations and abuses of international human rights law and violations of international 
humanitarian law in the conflict zone, Victims' relatives and witnesses interviewed by HRMlvfU 
often do not give consent for public reporting on snch cases out of fear of retaliation or 
persecution, 

.n Th.if. i.s a. wn:K•rvativc eitimnte b~ed on available datn. 111e,e total! include: casualties an'W:lng Ukrainian fi_)rcc~ •~ reported 
by Ukrainian authoritie'>; 298 people from flight MB¥ 17; civiliin casua.ltici:1 on the teni1:01y controlled by tbe Govemmcnl as 
rcportod by local authoritie, and regional departmenta of intemal affairs.; mtd casualties. among ciYilians and memben of 
armed groups on. territory controlled by 'Donet!k people', republic~ and 'Luhansi p~)ple'a republic', as reportL-"<l by armed 
,gt'Ollp~, the !O--c~lled 'local autl1rn·ities• and local medie&l establishments. lb.ii data is incomplete due to gaps in coverage of 
catain geoi,va;phic at"CM a.nd time periods, and doe to overall underrepo1ting, esp,cciil.ly of military casualties. Injuries have 
been particularly und0l'l't:po1tcd. H1e incrau1c in the: numbt"r of ca5ualtie., between the dift'ercnt reporting dtiei doe,, not 

neCC$sarily mean that these casualties happ<..s'tlcd between the!e dates: they could have happened eadit-r, but were recorded by 
a certain n::po1ting dai:e, 
·
1

·• lCRC, Cu1tom&t)' International Humanitadan Law Database, Rule 117, 
·'-~ 'J11cre huvo been no dcvekipmenU on the two draft laws since 7 June 2017, when the Parliamentary Committee on 
human dghtis i&sued its conclusion regarding the texts. 
-'
6 As of 15 November, according to tho Main Department of tho National Police in Donetsk region. 

n As of 15 November, e.ccon:ling to the Nation•! Police of Ukraine, 
31 No figures h&ve been reported by lhe 'Luhamk people's republic'. 
19 https:!/www.ukrinfo11n.ro/111bric-societyi2290807-kra~nyj-k:.rest-razyskivaet-6-t0-p1·opavsih-bez-vesti-na-donbasse.htn1I. 
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35. For example, a civilian who participated in the May 2014 "referendum on !he status of 
the Donetsk ·peoples' republic" went missing after Ukrainian military, including the Aidar 
volunteer battalion, retook control of the area. ffa body was found in November 2014 with traces 
of gunshot wounds to the head. His family is not aware of any investigation conducted into his 
death.40 In another case, in July 2016, a man was found shot dead near his house in a village of 
Luhansk region controlled by aimed groups. Neighbours had heard three shots in the preceding 
evening. There was an armed groups' checkpoint nearby, manned by the 'Brianka-USSR' 
battalion, The vktim's family was notified that a suspect was 'arrested' hy 'police' at the 
beginning of November.'' 

2. Unlawful/arbitrary deprivation of liberty, enforced disappearances and abductions 

36. OHCHR continued documenting cases of unregistered detention, when a person is held 
incommunicado prior to being delivered to au official place of detention, a practice which 
increases the likelihood of torture and ill-treatment with a view I<} extracting a confession. 
Although these cases occmTed earlier, they were documented during the reporting period. 

37. For example, on 16 April 2015, a former member ofan armed group was detained in his 
home by armed men in balaclavas. Without introducing themselves or presenting a search 
wammt, they beat him, threatened him, and searched his house. They took the victim to a 
basement, which he bciicves was on the outskirts of Pokrovsk (formerly Krasnoarmiisk), where 
he was detained incommunicado, handcuffed to a metal safe which forced his body into a 
difficult position. He was interrogated and tortured by having water pomcd over his face, 
electrocutions, and beatings on his back and kidneys, The perpetrators made him sign documents 
and filmed a video confession. He was taken to the Kramatornk SHU on 21 April 2015, where he 
was given more documents to sign, In November 2015, he was convicted oftc,rnrism.'' 

38. On lO January 2015, a resident of Pokrovsk was stopped in his car and detained by four 
anncd men. They brought him to the Right Sector training camp near Vdykomykhailivka 
(Dnipropctrovsk region), where he was detained in a basement and beaten with a tnmcheon for 
two days, The victim was held incommunicado until 14 May 2015, during which time he was ill­
treated and witnessed the death of another detainee. The perpetrators are currently on trial:13 

39. OHCHR is concerned about the lack of progress in investigations of enforced 
disappearances which occurred in 2014. For example, there has been no progress in the 
iuvestigation into the disappearance of a truck driver who went missing on 25 July 2014 near 
Katcrynivka (fom1erly Yuvildne) in Luhansk region. HRMMU recently learned that his passport 
was found in March 2017 in possession of a UAF serviceman.44 On 30 August 2017, National 
Police of Ukraine in Bilokurakynsk district of Lubansk region launched a criminal investigation 
under article l 15 (murder). 

4
1:1 HRMMU interview. 

41 HRMMU inteniiew, 
-<t HRMMU imerView, His appeal is currently being heimt 
•.1 HRMMU inte.rview, 
~'

1 HRMMlJ interview, 
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Territory controlled by armed groups 

40. OHCHR documented the continued practice of 'administrative arrest', during which 
persons are held incommunicado and prohibited from contact with relatives or a defoncc counsel. 
The initial detention period of 30 days was often automatically prolonged beyond the initial 
period." OHCHR ls concerned about arbitrary application of 'administrative arrest' and 
h1communicado detention, and the lack of any procedural guarantees or recourse for persons who 
find themselves subjected to it. Further, OHCHR notes that such a practice - of detaining 
persons, denying them access to lawyers or relatives, and refusing to provide information to 
families on their whereabouts --- may amount to enforced disappearance. 

41. For example, on 29 April 2017, two men traveling to Dokuchaievsk were detained by 
'border guaxds' at au armed-group-controlled checkpoint and taken to the 'depmtmeni of 
combating {>rganized crime' ({JBOP) in Donetsk. Both men worked as State Fiscal Service 
inspectors in government-controlled territmy. They were detained for a few days in 'tJBOP' and 
then brought to a temporary detention facility administered by 'police' and held incommunicado 
under 'administrative arrest'. Their families were not notified of their 'atTests', and learned of 
their whereabouts from other sources. The lawyer hired by relatives was denied access to the 
detainee. Since April, the m<.'11 were released every 30 days, given a moment to talk to relatives, 
and then immediately 're-arrested' by 'UBOP' on difforent 'charges' and placed under an()thcr 
30-day 'administrative ruTesf. 46 

42. On 27 February 2017, a couple was detained at a checkpoint controlled by armed 
groups, They were questioned for approximately six hours, then separated and brought to the 
':tvlGB' building in Donetsk city. The woman was questioned again and told that they had 
discovered explosives in one of their bags and would charge her husband with 'espionage'. When 
she \Vas released, she saw her husband in another office; his pupils were unusually enlarged. Ten 
days later, she received a call from and 'MGB officer' who stated her husband was under 
'administrative arrest'. As of 15 November 2017, the victim was allegedly in Donetsk SIZO, 
however his wifo has never been ahle to see him during his detention.'17 

43. OHCHR continued documenting cases of individuals subjected to enforced 
disappearance. On 31 August 2017, a young man who made his living carrying luggage for 
people walking along the Stanytsia Luhanska crossing route went missing. He had crossed the 
government-controlled entry-exit checkpoint while carrying luggage, but was stopped by 
personnel at the checkpoint controlled by the armed groups of the 'Luhansk people's republic' 
and his passport was taken away. Despite relatives' inquiries, the whereabouts and fate of the 
victim remain unknown.48 On 2 September 2017, the National Police of Ukraine in Stanytsia 
Luhansk district of Luhansk region launched a criminal investigation under article 146 (Illegal 
confinement or abduction of a person). 

44. On 25 August 2017, a man was taken from his home to a 'police station' in Makiivka by 
the 'ministry of state security' ('MGB') officers, where he was held for at !east two days. The 
family's last contact with him occtmed by phone on 27 August They were infom1ed by 'police' 
that the man was under 'administrative arrest' and denied permission to speak or meet with him. 
It is believed that his 'arrest' is retaliation for his political opinion, as he openly expressed 'pro• 
unity' views mid criticism of the 'Donetsk people's republic' and the Russian Federation."' 

45. OHCHR is concerned that there has been no progress on cases that occurred in earlier 
stages of the conflict. For example, on 1 July 2015 an unconscious man with visible injuries on 
his head and torso was seen being llragged from his apartment by three armed men in camouflage 

,t~ See OHCHR Repott on the h·uman rights situation in Ukraine, 16 february tn 15 May 20 I 7, pnrJ.s, 43-45 . 
. u HRMMU interview. 
◄ 7 HRMMU interview. 
~~ HRMMU inter-.·ie\115; HRMMU meeting, 15 September, 
~, A.._pproximatcly 5evon month! ago, d-.e victim wa~ fired from his job at a local hospital in Maklivka due toll.ls ))to~ 
unity' views. 
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with 'Vostok' insignia. The victim was put in a car. As of 15 November 2017, his whereabouts 
ren1a1ncd unknown. 

46. OI!CHR notes that enforced disappearance not only constitutes a grave violation of the 
rights to life and to liberty and security of the person, but is "inseparably linked" to treatment that 
amounts to torture or to cruel, inhuman or degrading treatment or punishment. 

3. Torture and ill-treatment 

47. During the reporting period, OHCHR continued to receive allegatior1s which match the 
previously documented pattern of use of torture to extract confessions from persons suspected of 
being members of or otherwise affiliated with armed grnups.50 Also, in a few cases, Ukrainian 
servicemen detained on suspicion of committing criminal offences were subjected to torture until 
they provided self-incriminating testimonies. It is deeply concerning that investigations into 
allegations of torture are rarely opened and when so, have been ineffective. Defence lawyers also 
rarely raise allegations of torture, either due to intimidation or as a strategy to reduce the 
sentence. 

48. For example, in August 20 l 5, in two separate episodes, SBU a1Testcd two residents of 
Kharkiv region accused of being supporters of the 'Donetsk people's republic' and 'Luhansk 
people's repubiic' and planning to carry out subversive activities. Both victims were transported 
to the regional SBU department, where they were tortured (beaten, hands twisted behind the 
back, subjected to mock execution, and threats of violence against their families) until they 
signed self-incriminating statements. Although they were taken to hospital, SBU officers 
instructed doctors not to record any injuries. One of the victims begged a lmvyer not to raise 
allegations of torture in court, fearing reprisals. The victim told the doctors in the pre-trial 
detention facility (STZO) that he was injured falling from a tree. Both victims remain in 
detention, with trials ongoing. 51 

49. In another case, on 16 Juue 2016, a victim was physically attacked next to bis apartment 
building by two men wearing balaclavas. The victim ran out into the street, where two other 
individuals hit him on the head, strangled him, and kicked his head when he foll on the ground. 
Ile was handcuffed, dragged into a van, and driven 30-40 minutes away. When the van stopped, 
an SBU official of the Kharkiv regional department questioned him about his acquaintances who 
joined the armed groups of the 'Donetsk people's republic'. Unsatisfied with the victim's reply, 
SBU officers stnmgled, kicked and punched him while threatening his family. When the victim 
agreed to cooperate, the SBU officers explained that he would he taken to the Ukrainian-Russian 
border and detained for "smuggling weapons". At the border, one officer stabbed the victim's 
heel so he would not be able to escape. Afterwards, the victim was taken to the Kharkiv SBU 
building and forced to memorise a written statement. His "confession" was video recorded. The 
victim is currently on trial for "tctTorism" and "trespass against ten-itorial integrity of Ukraine". 
While the Military Prosecutor for Kharkiv Gan-ison is investigating the allegations of torture, no 
notifications of suspicions or indictments have been issued.'2 

50 Not an incidents documt"nted by OHCHR which occurred during tho reporting period are reflected In this report In 
order fo maintain the highest protoctioo of victims through strict e.dhercnco to Lhe principle~ of confidentiality and 
informed con~nt 
11 HRMMU tnterviews . 
. u HRMMU interviews; HRMMU trial monitoring~ 15 September and 30 October 2017;HRMivlU meeting; 5 St~ptem.her 
20! 7. 
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50, In another case, a man was detained in his home in Nyzhnioteplc in November 2016 by 
members of the U AF, They searched him at gun point, beat him causing lasting pain, and 
subjected him to suffocation and electroshocks, They forced him to make a video confession that 
he provided information on Ukrainian mi!itaiy positions to armed groups, Then he was taken to 
the Sievierodonetsk SBU building where he was interrogated without a lawyer and forced to sign 
papers in order to receive medical care, Afterwards, he was taken to the hospital but threatened 
by SBU officers not to complain of any ill-treatment, He is accused of being a spotter for armed 
groups and is currently on triaL" 

51, OHCHR ,tlso followed cases of Ukrainian servicemen who repo1ted being subjected to 
torture while detl¼incd on criminal charges." On 30 October 2014, a serviceman of the 
Kirovohrad volunteer battalion together with five fellow soldiers was detained by a group of 20 
armed men, The victim was held incommunicado in solitary confinement for three days in the 
basement of the SBU regional department building in Kramatorsk. He was tortured sew:ral times 
a night in order to extract infonnation about his commanders, The victim was beaten, including 
with truncheons, and hung from bars while being hit and snbjected to electroshocks, On the third 
night, the perpetrators cuffed the victim's hands behind his back, put duct tape tightly over bis 
eyes and mouth causing pain, pushed him to the floor and kicked him, The victim lost 
consciousness and choked on his own blood. The beating eontinned until the victim confim1cd 
that he was ready to "eonfesl', He was told what to say in court and forced to sign documents, 
The SBU officer,; who took him 10 the court threatened that if he asked for a lawyer or 
complained, his "therapy" in the basement would continne, In the presence of two masked, armed 
SBU officers, the judge ordered his pre-trial detention for 60 days, without announcing any 
chai·ges,55 The victim's injuries were later documented at hospital and in the S!ZO, Despite his 
written complaints about the incommunicado detention and torture, as well as two court orders· 
for the Otlice of the General Prosecutor to conduct a forensic expertise of his injuries and 
investigate the circmnstances of his arrest, there bas heen no progress in investigation, As of 15 
November 20 l 7, he remains in detention ai1d complains about not receiving necessary medical 
aid:" 

Territory controlled by armed groups 

52, Victims of torture residing in territory controlled by armed groups hesitate tn report 
tcrture and rarely give consent for public reporting for fear of retaliation and direct threats to 
their safoty. 57 When cases arc repmted, it is often much later after the incident occmTed, 

53. OHCflR documented the case ofa Russian b!ogger,18 who was detained with his wife at 
their home in Donetsk city on 2 7 September 201 7 by armed men dressed in camouflage, The 
blogger was physically assaulted by the perpetrators, resulting in a fractnred leg. One of the 
perpetrators also atiemµted to suffocate him. The victims were then taken to the 'llBOP' office, 
and interrogated separately for a fow hours, During this time, no medical aid wa,; provided, The 
woman was released that evening, while the man was forced to sign a 'notice' that he was 
detained under 'administrative arrest' upon charges of participating in a terrorist organisation, He 
was released on 2 November 20 l 7 50 

54, During the reporting period, OHCHR received and followed up on accounts of seven 
individuals (three women and four men) who had been detained incommunicado in an m111ed­
group-conrrolled place of detention called "Tzoliatsiia",60 Since at least 2016, the facility has beei1 
tllied by the 'MGB' and the 'UBOP' of the 'Donetsk people's repnblic' to detain men and women 

H HRMMU interviews. 
~.i. HRMMU intervicv.is. 
55 The vktlm was liter charged and on 28: April 20 !1, the Knstfantynivka City Court convl-ctcd him under attkks 187(2), 
l8Q(3), 263(1) and4l0(1 i of the Criminal Code ,nd ,entencc,l him tn lO years, He has app .. Jed thc,~rdict 

~(i HRMMU inten,iew, 
~' HRMMU inte1vi(:~. 
n &e also para. i 05 below. 
59 HRMMU interview!. 
o{) Izoliatsiia was an industrial facility that was rumed into cultural fii.cility in Donetsk city prior to the conflict. In MAy 
2014, it wts seized by arrned grnupi. and used as. an iHegal detention f~ility where individuals w~e tortured, OHCHR 
has prc,iuu»ly reported on the human rights v.iolallont. that occun·cd U1cre. 
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suspected of "treason", "subversive activities" or cooperation with SBlJ. Some members of the 
armed groups of the 'Donetsk people's republic' were also reportedly held in this facility. 
Detention period~ varied from a few hours to over a year. The facility has cells used for 
punishmcnt (e.g. one only for sitting, another only for standing) and a 'monitori11g room' from 
which the cells could be watched 24 hours vin video cameras. Guards wore camouflage without 
insignia and were armed with AK-4 7 assault rifles. To keep detainees in a state of exhaustion, the 
guards forced them to constantly perform physical work. 61 

4. Conflict-related sex1ml violence 

55. OHCHR continued doeumenting cases of conflict-related sexual violence, most of 
which occurred at the early stages of the conflict, in 2014-2015, hut were only rep011ed recently 
when the victims foll safe and were able to access some services. These cases fit into the 
previously-identified pattern of sexual violence used as a form of torture or to force victims to 
perform actions demw1dcd by the perpetrators.62 Some emblematic cases are described below. 

56. On 28 September 2017, a civilian man was taken off a bus at an internal checkpoint by 
armed men in eamoufiaged uniform and accused of affiliation with armed groups baaed on hiH 
social media pictures. He was transfen-ed to a police station in Kreminna, where he was forced to 
strip to his underwear and stand in a cold room for two hours, with people walking in and out. He 
was beaten, threatened with rape and of being handtcd over to Azov battalion, Without access to a 
lawyer, he was forced to sign a statement. typed by an investigator, that he was a member of 
armed groups. The next day he was released.'3 

57. In December 2014, seven masked rnen anned with assault rifles, including several 
members of a volunteer hattalion, broke into a private house in a town near the contact line. One 
perpetrator put a knife to the victim's neck, who was eight months pregnant, and threatened to 
cut her throat if she screamed. He tied her hands and legs with rope and gagged her with a ck>th 
wet with engine oil., causing her to suffocate. He also pointed a gun to her stomach threatening to 
shoot her baby. While one perpetrator demanded to know where the money and valuables were, 
anuther one sexually assaulted her by touching her breasts and genitals under her clothing, and a 
third man threatened her with gang rape. During this ordeal, the victim could hear her parents 
screaming in another room, causing additional suffering and reinforcing the threats. After seizing 
all the valuables and money, the men threatened to shoot the family if they reported the crime. 
The perpetrators are curTontly on trial.64 

Territory controlled by armed groups 

58. On 31 May 2014, near Luhansk, two civilian men were abducted and detained by five 
members of an armed group masked with balaclavas and armed with assault rifles. They were 
taken to a tent camp and separated. One victim, who was known for his pro-Ukrainian views, 
was brought inside a tent, where other members of armed groups beat him and subjected him to a 
mock execution before interrogating him. At one point, the interrogator kicked the victim in his 
testicles, which was extremely painful and resulted in residual injury. The victim was also beaten 
with a metal rod wrapped in a rag by different individuals, including a woman. The perpetrators 
forced the victi111 to open his social network accounts, which was followed hy more beatings on 
different parts of his body, including his kidneys and the back of his head. The perpetrators 

l\l HRMMU interviews, 
1ri S,e OHCHR report on eonfiict~t-el•ted sexuaf violence in tJkrainc, 14 March 2014 to 31 January 20I7, 
in HRM?\HJ imerviow, 
"' HRMi\f(J interview, 
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threatened the second victim that his younger sister "may not come back borne tonight''; they 
knew where she studied and what time she returned home, The victims also heard a man armed 
with a pistol ask the guards whether his friends could rnpc the 'detainees'." 

5. Access to places of detention 

59. ln government-controlled territory, OHCHR in general •- continued to enjoy 
unimpeded access to official places of detention. OHCHR conducted confidential interviews, in 
line with international standards, of detainees in SlZOs in Bakhmut, Kharkiv, Kherson, 
Mariupol, Mykolaiv, Odesa, Starobilsk, Vinnytsin and Zhytomyr, and in penal colonies in 
Kharkiv, Mykolaiv and Odcsa regions, At 1he same time, OHCHR faced unreasonable delays 
with access to a number of detainees held in Dnipro and Kyiv, In Kharkiv, OHCHR was denied 
permission for three months to hold a confidential interview with a detainee under SBU 
investigation, and also faced delays accessing other such detainees, 

60, In both 'Donetsk people's republic' and 'Luhansk people's republic', OHCHR 
continued to be denied access to detainees and places of deprivation of liberty, Coupled with 
first-hand information received by HRMMU, this denial of access continued to raise serious 
concerns regarding detention conditions, as well as possible forthcr human rights abuses such as 
torture and ill-trcanncnt. 

6. Condit.ions of detention 

61. ln government-controlled tetTitmy, HRMMU noted during its visits that the general 
conditions in some places of detention did not satisfy applicable international standards such as 
the Mandela Rules.66 The issue of access to medical care remains acute, particularly fur conflict• 
related detainees in SIZOs. Frequently raised eoncems included: refusal to provide medical 
care07

; failure or inability to provide opportunities for specialised medical care {e,g, consultations 
with a neurologist, endocrinologist, surgeon or gynaecologist) or for a specific medical 
examination despite repeated requests68

; failure to provide medical check-ups or needed X-rllys09
; 

and failure to provide medical assistance due to the absence of basic medication in SIZOs 70 or 
inability to ensure access to antiretrnviral treatment for detainees with HIV". While these 
findings arc based on HRM"'fU interviews with confiict-re!ated detainees, the United Nations 
Subcommittee on Prevention of Torture (SPT) also captured these violations as a result of 
systemic cha] lenges. n 

62, During interviews and court hearings, alleged victims and their lav.'Yers continue to raise 
concerns that bodily injuries of detainees as a result of torture arc not systematically documented 
when detainees arc admitt~d to a SIZO or temporary detention facility (!Tr), despite existing 
regulations." For example, a detainee was first rejected by the ITT in Kramatorsk due to visible 
signs of ill-treatment, but later admitted after the military police forced him to sign a statement 
that the injuries were sustained prior to his apprehension. The !TT administration did not attempt 

" HRMMU interview. 
ti'/ United Nation! Oenen,,I A!.Sernbly Resolution 70/175, "Uoiltd NAtion, Standnrd Minimmn Rule..~ thr the Tream.icot of 
Prisoners (the Nelson \\'1ande1a Rules)"', 17 December 2015. 
,:, HRMMU interview!>.. 
•• HRMMU interviews., 
"HRMMU interview. 
111 HRMMU interview. 
71 HRMMUtriat ntonitoting. 17 October 2017. 
n CA T/OP/UKR/3, Subcommittee on Prevention .of Torture and Other Cmel, Inhuman or IJiegi11din_g Treatment or 
Punishincnt Visit to Ukraine undertaken from 19 to 25 May a.nd from 5 to 9 September 20l6: ohservMion.11 "-nd 
rccomrncndations o.ddre1ued to the State piUty, patll~. 53"56. 
~, Fm example, the existing Ord~r of tho Ministry of Internal Affairs No. 6J8 datt,.J 2 December 200.8. rcai,rettd hl the 
Mini.$try of Justice on 12 Febru;a.ry 2009, rcquire:o. that 1U detainees pu, 11 rn<xfa::31 ex1;uninatioo in the medical institution 
under d10 Ministry of HeAlth, and if• detainee has toy health i:ompltllnt.1. lTT staff should caU an ambulance. ff there are 
my ,,..i~lble eign,~ ofinjuri~. the Prosecutor's Office should be immediate!y notified. Unfortunately, based on HRMMU 
monitoring, 1.hc-ie ~afeg1.iards do not o.lways work, ,Nhich leads to po{)r documentatfon of tonure: Q.t <lll stages. HRMMU 
thcrtt'Ore welcome., efforts of the National P.olice 1.nd other relei.'&nt \g_w~enforcement a.getKit5 to improve the :iil'llation 
through training of their staft: including on Istanbul Protocol, as well 11s n pilot pruje.ct io JTT or. 1 in Dnipropetrovsk 
region. 
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to verify the veracity of the written statement. 74 Often, detainees are only asked if they have any 
medical complaints and are not duly examined by a health practitioner. In some cases, although 
injuries were documented, SIZO staff foiled to provide a copy of the medical C<.'rtificatc to the 
detainee" despite the legal requirement to do so." As was highlighted by the SPT, delayed or 
superficial medical examination may thwart investigative efforts into allegations oftorturc. 77 

Situation ofpre-c011/lict prisoners in territory controlled by armed groups 

63. OHCHR welcomes the transfer on 14 September 2017 of 19 pre-conflict pri~oners from 
four penal colonies"' controlled by the 'Donetsk people's republic' to facilities in government­
controlled tenitory. The transforred prisoners did not report being subjected to wrture or ill­
trcatmcnt, however, in certain penal colonies, the conditions were poor, including substandard 
quality of food, insuflicient healthcare due to lack of medical staff and supplies, and lack of 
adequate heating, 79 

64. Prisoners reported that one of the primary reasons for requesting transfer was to he able 
to maintain contact with families, which had hecomc difficult once the armed conflict erupted. 
While prisoners arc sometimes able to make phone calls, there is no postal service between 
government-controlled territory and anned-groups-controlled territory, and relatives cannot 
easily cross the contact line. OHCHR is not informed about criteria osed for selecting detainees 
for transfer. lt is of concern that the 'Donetsk people's republic' denies transfer requests of pre, 
conflict prisoners with official registration in government-controlled rcnitory of Donetsk region. 

65. Even those prisoners who have served their complete sentence or were acquittod by a 
court in govemment-conn·olled territory after the start of the conflict have not been released. The 
armed groups do not acknowledge comt decisions taken in govemrnent-controllcd territory and 
do not recognize or apply the Savchcnko Law,10 resulting in the arbitrary detention of the 
concerned individuals." 

66. To date, no pre-conflict prisoners have been transferred from penal colonies controlled 
by the 'Luhansk people's republic' despite numerous appeals by prisoners and advocacy by 
HRMMU. This mises concern when paired with allegations received by HRMMU of ill­
treatment, particularly in penal colonies in Slovianoserbslr and Khrustalnyi (formerly KrMnyi 
Luch). In addition 10 poor conditions of detention/' prisoners alleged that tl1ey have been 
regularly beaten by masked men believed to be 'special forces' (''Rpetsna:C). The perpetrators 
wore camouflage with a chevron displaying a skull wearing a beret with a knife in its teeth. 8·' 

"!JRMMl! interview. 
r:'l HRMMU interviews. 
M Joint Decree of the Mini«ry of Jn.stice. lJkraine and th,e Miul,try ofHothh 1.1fU~raine oo. 239/$/l04 oft O February 
2012, e~plkitly rcquil'e;. SIZO tnedjcal sta.fftn issue a copy of a medical certificate attesting to dlx:urncritcd bodily 
iniuriei to the detainee, r~g8t'dles$ of the oo.b.11-e and ci1'l'.:um~tance:1 of such injmics 
~i'C.-\ T/OP/UKR/3, SubcQ11m1lt.tee on Prevention of Torture and ()ther C111el, Inhuman or Degrad:in:;l Trt1tment or 
Punishment Visit to Ukraine undertaken from I9 to 25 Mt1.y and from 5 to 9 September 20I6: obs.ervatioos and 
recomniend•tions addrcs>ed to the State patty, puas. 3.\-38. 
·• Penal colonie~ no, 32 and 97 in Makiivka, no. 28 in Torez, and no. 52 in Yenakiieve¼ 
•~ HRMMU interviews. 
JI.,, Law of Ukraine ·on amendments to the Crimina_l Code of Ukraine concerning the improvement ofruies of 
incmp~,ratlvn by the (.,'tiUft of the period of f)Te-trlal ddention into the peri()d of sentence• No.838-VJU of 26 November 
2015. 
,; Under the Sa"·chtN..o Law, whco Ci.kulntlng time served, one day in a pre--b·iul detention faciiity was counted a:-, two 
&.ys of dcteation in a. prison coJony. which could ~ub:1tantially reduce d1e oveni.U length of a prl1011 sentence. 
112 Prisouen ttporto:J intufficient i.l_Uilntit.y of food, insufficient of medical aid, !imieed decniciry and mooing waler 
{avaihtble only two hours per dty). no heating in the ba.rrtcks., nn.d insufficient opportunities for pcn;ona.1 hygiene 
(pri,oner$ arc allowed to ~ah only once a month). 
•3 HRMMU imcrv\ews. 
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HI. Accountability and administration of justice 

A. Accountability for human rights violations and abuses in the east 

67. The Government of Ukraine has a duty to ensure that victims of human rights violations 
and abuses have acccss to an cffoctive remedy, including reparations, and that such remedies arc 
enforced when granted.~• Yet accountability for most conflict-related cases has not been 
achieved. These indudc both human rights violations perpetrated by Government forces and 
human rights abuses perpetrated by armed groups. 

68. As of l November 2017, military prosecutor's offices reported carrying out 118 
investigations into crimes allegedly perpetrated by Ukrainian military forces and other military 
formations (including killings of civilians) as well as by the SBU (including abuse of power and 
physical abuse of dciainces to force confessions).81 They further reported that, under their 
procednra! guidance, the national police arc cariying out 119 investigations.'° At the same time, 
certain human rights violations allegedly perpetrated by Ukrainian military {in particular by 
members of special units formed on a voluntary basis) and SBU remain uninvestigatod.~1 

69. Similarly, police were hesitant to investigate lhe enforced disappearance of a Luhansk 
resident on 14 July 2014 allegedly pcrpeh·ated by members of the Ukrainian military due to 
"absence of clements of the crime". Only in May 2017, after the victim's mother had repeatedly 
filc<l a complaint with the police, was an investigation formally launched.ss ln another case, a 
Ukrainian soldier, accused of arbitrarily detaining a pcrnon, complained !hat the military 
prosecutor's office failed to investigate his own complaint of arbitrary detention and beatings 
over the course of three days at the Kramatorsk SBU. Despite repeated complaints since 2015, 
the investigation was closed and reopened twice, with no results to date.'" 

70. The effectiveness of investigations is also an issue. For example, the criminal 
investigation into unlawful detention of individuals at the Kharkiv SBU has been ongoing for a 
year without yielding any results, raising concern regarding the genuine intention to bring the 
perpetrators to accountability."'' Similarly, a contlict-rolated <letaincc's allegations of tmture and 
ill-treatment by SBU officers in Sievierodonetsk were not properly addressed by the military 
prosecution.91 Furthermore, the investigation into the enforced disappearance of a resident of 
Dobropillia (Donetsk region) on l October 2014 has not yielded any results. The victim's brother 
collected witness accounts suggesting that the crime had been committed by members of the 

"ICCPR, Art. 1(3); CERD ,ut. 6: CAT, art, 14. 
"·' According to the MiliJ;:ay Prn.,;eclJ.tor, in additkm, 13 investigations have been suspended, 124 have be.en closed and 83 
have been submitted to courts with indictments (52 of which resulted in judgments nf conviction), 
16 Accon.ting to the Mihtary Prosecutor, in addition, 6 investigatinns have been suspended, 142 have been dosed and 243 
have been submirted to coutt~ wid1 iodicnnents (ISO of which Rl~ulied in judgments of conviction). 
"

1 For instance, killing.:. of Roman Postoleni:o and Dmytro Sbabratskyi1 OH:CHR thematic repoti. on accountability for 
killings in Llkrnine, A111><x I. paras. 11-14 and 117-l 18 respe,:ti>ely. 
ti'. HRMMU ioterview. 
t-:~ HRMMU interview. 
')EJ OHCHR Report on the lmnmnrights situation in Ukraine. 16 November 2016 to i.5 febmaiy 20!7, para. 4I and 
footnote 37, 
9

J HR~1MU interview. 11H:' viclim complained \O tJ1e Pt1)6ecUit)r'~ office of Lubai1~k. region,' which fon.var<li-d. the: 
complaint to tlte milibiry pros-ecutor of Luhaosk ianison, 1,vhich in tum fotwardcd the detainee'~ cfitnpla.int to t.bc SBU 
inte.n1al ove,°'"ight mee.hanlsm. 1110 latter replied to d,t' victim tba1. no illegal -actions had been eslabii,hcd al!, i.l re~ult of 
conducted. investigation. 
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l)onbas battalion with the acquiescence of the SBU and local police. The same police department 
is in charge of the investigation.92 

7L OHCHR is deeply concerned with the release on 6 November 2017 of a State Border 
Guard who had been convicted in the first instance court of killing a civilian in 2014 and 
sentenced to 13 years in prison.9' The release followed a public information campaign by 
political figures in snppmi of the accused which distmted the facts of the case, requests by 
members of Parliament for the SBU to inveBtigatc the judges of the trial court fbr links to armed 
groups and to examine their previous judgments!'' and a meeting between members of 
Parliament and the Prosecutor General." Further, President Pornshenko made a public statement 
in support of the accused."" Such pressure is emblematic of interference with the judiciary, and is 
likely to have a chilling cffoct on futnrc investigations into serious violations of international 
human rights law or international humanitarian law committed by members of the security 
forces. 

72. The Office of the Militmy Prosecutor continued to investigate human rights abuses 
perpetrated in tcrritmy controlled by armed groups, including killings, arbitrary deprivation of 
liberty, and tonnrc and ill-treatmem of both Ukrainian military and civilians. ft reported having 
established numerous violations of Part 2 of Article 75 of Protocol L"' Testimonies of over !,050 
individuals arbitrarily detained by armed groups have reponedly been coilccted. 

73. Individuals affiliated or linked with anned groups continued to face charges based only 
on their alleged participation in or support to armed groups rather than on violations of 
international humanitarian law or the human rights abuses they may have committed!' 
According to the Military Prosecutor, only 11 persons have been charged with violating the rnles 
and customs of war under article 438 of the Criminal Code." 

74. OHCHR notes the in absentia murder conviction and life sentences issued on lO 
November 2017 against three members of armed group,; of the 'Donetsk people's republic' for 
the 2014 killing of 16-ycar-old Stepan Chubenko. 100 While OHCHR weleomcs adjudication of 

91 HRMMl.' interview. 
"' Judgement of i::onvkti-on, Prynwrskyi district court of MariupolJ l 5 November 2016, upheld by cmut of appeal of 
Oonettk r~gion on 7 Febnur.Q' 20 t 7, ava.il.able at: bttp:/irtycitr.court,gov.o:a/Revlew/6-4 775792. ]11e !.CCU5ed WlS releast!d 
bu~d on the deci,;ion oftht~ High Spccialixed Cmut for Civil tlod Criminal Cues on 6 November 2017 to return the case 
for retri.al, .a.vailable at: hltp://reye,tr,court.gov.oa/Review/70144868.. 
1"' Su 11,pe&l of judgei; of Prymon.kyi di~t.rict C(l\lrt of Mariupol to the High Council of Justice 1t::gardju~ itltcrierencc 'Nith 
the judiciary, 6 Novembor 2017, available at btt:p://ww..v.vro.tov,ua/conte:11tlfile/295 I-0-6-I 7_.,pdf. On 1 November. a 
member of Puliament fi1od a rcquett with SBU to ex&:nine whe1fo~r the judge,, nf Pr:ymon:kyi district cuurl are linked to 
the aimed grollps, In addition, approxim•tely l 50 men, including i.Cnim officials and 1tervicemen of tbe State Border 
Gua.rd Servict, members of the Donbu battalion, a.t I~,t four me.mbers Qfthc Parliament, and young mon io iports.wear 
with a red duct tape (JO their shoulders. attended the hoarin~ on 2 Ntwt~mber. and up to 200 m>!n in military unifonn 
attended lhe hearing on 6 Nm:embcr before the High Specialized Court for Civil .md Criminal Cases, HRMMU trial 
monitoring, 2 and 6 Novt:mber 2017. 
'
1

~ On 2 Novernb~r, members of Parliam.ent \11ho support the perpetrator met with the Pr~ecutor Genr;:;ral to di:-1cus$ fl1e 
c1:1,:..e, htlp:!/wu-w,gp,~{1v.ua/ua/ncw-s.htrnl'Cm"'pt1blic-atioo11&.,_t-'-'l'ec&id--:c:2184-40&:fp=l0, 
·~ Preiidont Poro.Jheni:o mad~ a statcmt>:nt 1upp.011ing the Court deciiion saying th.at "1onic1ime$. the Moth-crland hat; to 
<lctend its d.efonder:f' (t,·ailabk .at: http1://www,faceb0-ol..com/pctt·<1pomshenX.o/po1u:'l/I l36056.533195404) 
'' Protocol Additional to the Genev.t Conventiona of t2 Aue,>1.1st 1949. and relating to the- Protection of Victim:, of 
International ArnK'Xl Conflict~, 8 June 1977. 
'Ii< S~e OHCHR r~po1t on the homa.n right~ situation in Ukrt.i:oe, 16 FebrnaJy to I 5 May 20l 7, pani. 88; OHCHR report on 
the human ri~h1s situation in Ukraine, 16 Pl.'1ay to 15 Aue;u,t 2017, para. 72. 
<i• See d~fondants listed iu OHCHR report on the human righti iitu~·1licm iu Ukraine, 16 Feht'0ary to l 5 May 2017, 
footnote l l 8< Additional dofendttnt, include a 'comm«nder' of the ·Hooligan battalion' of the 'Ltdum,l peopl"''s 
rc.:pub!k' (suspected of armed a"isault. abduction and illc:gal detention), the 'military comrnandimr ofth.-e 'ministry oi 
defence· of the 'Luhan.!lk. p~opte',: republic' (suspected of crei1ltlg an urmed gmup in July 2014, assault, and 
mi;:;;ppropriatln.g ofprop~:rty to he u,ed in (.)peration of the 'Lnhans:k pet:iple's republic'), cmnm;mder of the ~vol:1-tt.\k 
b•tta.lion' for failur~ to provide medical aid to a Ukrainian soldier, lea.<ling to hi?> de.ath (st"•-e- OHCHR themnic report nn 
Accountability for kiliingi. in Ukraine tTClm January 20l4 to t..,1ay 20!6, Annex l, parat, 26-28), and a mcmb~r of the 
anned groups of 'Don~tsk pt(lple's republic· furpby!ical violence against c..ptured milit•tl)· ~en•\Ccmen and civi!iM!I in 
Snizh.ne, Donetsk. reg.ion, According M.) the Office of the Mi!Jtary Prosecutor, 3,000 persons (in-duding l,450 dviHans) 
have been unlawfolly detained and 51,1bjec,ted to torture, inhuman and degr;:ding treatment 
Hio Jud_gmeut of C(lnviction. ofDte.rzhynskyi town court of Dlrnetsk region (available !.t: 
http:/lreyettr.court.gov.ua/ReYicw/70145786). S-e~ also OHCHR l.hematlc report on accountability for killings from 
January20l4 to May 1016, Annex l, paras, 44-47, 
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the human rights violation rather than focusing on membership in an armed group, concerns 
remain rogarding possible deficiencies of the national legal framework regulating trials in 
absentia which may fall short of international human rights standards.'"' 

B. Fair trial rigl1ts 

75. Individuals an-ested and detained for conllict-relatcd charges often found themselves 
victims of human rights violations snch as arbiu·ary detcutiou, torture and ill-treatment. The 
pattern suggested that the majority of these violations occurred shortly after an-est with the aim of 
obtaining incrin1inating testimonies and infmmation. Victims' complaints of torture or ill• 
treatment were often disregarded, even when submitted in court. " 2 Furthermore, OHCBR 
documented cases su;;,,gesting that immediate access to a lawy~r remaim a problem for cont1ict• 
related detainees. This problem existed mainly in combination with the practice of unlawful 
detention prior to registering the an-est of a person. 103 

76. Article 258-3 of the Criminal Code on the "setting up of a ten-orist group or 
organization" criminalizes a broad range of actions, including "participating in" as wetl as 
"materially, institutionally, or otherwise facilitating the setting up or operation ol" a terrorist 
group or organization. Such wording allows for broad interpretation of tho law, in contradiction 
to the basic principle of legal certainty. On 28 September 2017, the Andrusbivslcyi district court 
of Zhy1.omyr region sentenced one media professional and one lT specialist to nine years for the 
"informational facilitation" of "activity of a terrorist organization" for helping to organize the 
operation of Novorossiia TV channel. '0' 

77. OHCHR continued to observe attempts to pressure or otherwise intcTfcre with tbe 
judiciary in cont1ict•relatcd cases. A judge of Zarichnyi district court of Sumy10

' reported being 
harassed by 'civic activists' in response to the acquittal of a former secuiity officer accused of 
joining an armed group. 106 In an unrelated case, after acquitting the former chief of the 
Kramatorsk town police who was accused of supporting armed groups, another judge found 
himself under investigation for the same charges. 10 A judge of the court of appeal of Luhansk 
region con~idcring an appeal in the second acquittal of a district council official charged under 
article l 14-1 of the Criminal Code'°' openly stated during a hearing that it was difficult for him 
to handle the "poorly substantiated appeal" given the attemion to the case of "people from 
above". lM Judges of Selydiv~kyi town coun of Donetsk region who complained 10 the High 

wi While an ~ccused per~on has 1.he tight to be present at bi, ~1r htr trial (art 14, 'fCCPR). trial! in abs.•nii,11116)' be , 
aco.:ptable in specitl circomst&.11c.cs so long at the riRhts of an efftclive: ddCnco _ii pt't!ierve<l (General Comment :rto. 13, 
art. l41 ICCPR). The Crimin•! O:idc, ofUi:r.aine allows for in absentia tri.'\l.s1 however does not provide for retriaiR, nor an 
opp01tunity to appeal lti&.imt U1e \'Crdict after the expiry of the geriertl 30--day statutory Umitalinn. 
1
•

1 HRMMU intcrvicW'IJ (with regard to complaint, made in $-lx difforentcases). 
/\n HRMMU interviews. 
1
~ Judg1ncnt l'I\'ailablc at http:l/rcycs.tr.cnurt.gov.uA!Review/6921357I. 

Ho HRMMU i11tcrview. 
:nti The acqujtta1 wai b~ed on lack. of rec-ofi!Ilition of the 'Donetsk people's republic' as a terrorist organizatim1 and m.'.li1~ 
a<lm[$$ibility of evidence, obtained by c-oerdon. 
107 HRMMU inter\'lew. 
" 1~ Article I J ◄~l. intn,<luccd into tlie Criminal Code at tbe, wake of the armed conflict in April 2014, crimin•lizes any 
"obitmction of !awthl activities. of the anned force$ ofUbaint ()r otl1er military fonnations". ·nic current legislation docs 
not define such 'lawful actions.' wjth suffic.kot cJariLy, IJ\.)f doc:. it iet a. tbreitbold to qualify Ii 'obstmc«iaf them, Thh:, 
raises. concerns th1.t an mtjnstifittbly wide di~crttion j15; loft to pt'Ustcutor~ and jud_gei, and the article may be used to 
pe11ecute legitimate ,complaintR against the military, 
ro,, HRMMU trial atortiloring, 30 October 20 l 7. Accordini, lo p\lblicly Avtilable infonn•tion, the 1)cputy Mini,ter for 
Temporary Occupied Territories and TDPs made projudicial statements agl!.init the accu!led &:nd Anoth~r sonior official of 
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Council of Justice about interference with their functions by the prosecutor's office of Donetsk 
region in conflict-related criminal cases, afterwards found themselves under investigation led by 
the latter. " 0 

78. Ot!CHR recalls that the presumption of innocence is among fundamental guarantees of 
fair trial, and senior public officials should refrain from making public statements regarding 
criminal proceedings which would prejudice the public to believe the suspect is guilty or 
prejudge the assessment by judicial authorities."' OHCHR is concerned with public statements 
made by the deputy speaker of the Par\iamem claiming that fonner Sloviansk mayor Nelia 
Shtepa' 12 (currently on l!ial for trespass against tc1Titorial integrity of Ukraine and creation of 
terrorist organization) called the "Russian world" into Donbas. 11 ' {See also the release nf a 
convicted State Border Guard, para. 71 above.) 

C. Territory controlled by armed groups 

79. The 'Donetsk people's republic' and 'Luhansk people's rcpubiic' continued developing 
structures through which they performed government-like functions, including in the area of 
'jtrntice'. OHC!!R recalls that it is increasingly accepted that non-state actors exercising 
government-like l\.mctions and effective control over a territory must respect human rights 
standards when their conduct affects the human rights of individuals under their control, 1" 

the district oouocil, blaming them for construetion ofburi-ca.dcs obstructiup: the movement of UAF troopi. Notably, ho 
publidy admitted tQ lnltrfe1ing with the j11dicia1y and pledgtd to "not 1tcp away until purging the land nf thl, sci.un". Stt 
https::/iapostrophc::oalu•larticle/~ocict.y/2015-l 0-02/georgiy-lnkt-c-voz\'11.:5.chenii-separatist.ov-vo--vlast-i-blojdayuschih­
snayperah/2353 flnd https:/ /amni::sty.org.rulru/2015-09-18-uk.raina.2/. 
\W Su complaints rea:~u-ding inttrfcrcncc with the .iudiciuy, dat,cd 23 lune 2017 and l l July 2017 (av.1ilablc at 
http:liwww.vru.g_(w.ua/content/filcl1288-0-6-f 7 _.pdf and l\ttp:ilwW'W.vrn.go;.•.uall!ontent/filo/1288-1--6" 17 ... .-pdl). n,e 
judfies cornplained aboat th.e failure of the prm,ecutor"s office of Donetsk l'cgion to comply with legi:s.lj,don when 
prosecutint indi•·iduals on contlict~reliited charge.a, la-i.•'in~ judg,es no ,)ptior1 but to return indictments: back to the 
prosecution or acquit dcfi:-ndants. '111cy alicged th.at in. order to shift .attention from their f.ailures, the l1rosecU1of½ blame the­
judge::t of jntentional pr-otraclion of proceedings and unwilting11eg1 to adjudicate in conflkt-rel»ted caie,. On 7 July 20 l 7, 
a ,group of"National Corps.'' activists allegedly organize<l by the pro,iecutor's otlice ofDonets.k. region l1rQle&t.cd a.gainst 
the acquittal of the 'l1ead' ()fthc 'supreme comt' of 'Donetsk pcople'i republic' and performed 1. m<)Ck 'hanging of the 
.:01rnpt,Judge' (.r~t• hUp://azov.press/m/sclidivs-kim-liuddytm~--lyu:.:traciyn). On 4 August 2017, b~ed nn a iobmission of 
a member of the Parliament, thepro,ec-utor's office of Donc~k region launched an investigation into the tcquitt31 oftbc 
"he.ad' of die ·supreme court' -0f"Donetsk: prople':J republic' by the judge.s of Stlydivikyi di:ndct court of Donetsk region· 
on charges. of delivering a knowingly unja...-,t ,,..er<lict (.,u OHCHR report on the human rights sltuation in t.Jkraln-c, t 6 May 
lo l5 Awg_ust 2017. footnote 74), 
,:.i It is a dury of all public a1;1tboritie.~ to refrain from prc,iud_gin~ the outcorne-of a trial, c.g, by a.b1-.ta.inini frnm making 
public )l.tatemeols aftim1ing the iujlt of the accused. In Gridilt v. Rias-ta (2000). the Human Riiht, Committee found• 
violation of the p1'C3Utnption of itmoc<!nc::e where pablic itatemeuts by {1fficiz.ls which recdvod wide media coverage 
prcs.ented the accutted as guilty. See also ,)"aidova r. Ta/ili.tta,t (2(}04)~ lsmoiio,; al'td others v. Russia. ECtHR, no. 
2947i06, 24 ,l.r1il 2008. 
tu See OHCHR Repmt on the hmnan rightis'iituation in Ukraine, 16 May to 15 .August 2017, footnote: 122. On 20 

September 2017. Leninsk.yi districi. court of Khar1dv released Ms Shte:pa from cu:1:tody, replscing detention with house 
arre,t upot1 the motion of the defence. Deciskm available at http://reyestr.oourt.gov.u8/Review/6t)0?6525}, .After more 
tl1an three ye.ar., of e,;:tcnding die detention (sinco Shtcpa's -.n·osl in July 2014)1 tho comt concluded th.it there wu. not a. 
ri~k of flight Of note, on 6 November 2017~ the court int<mncd the partici that the p1-e,),lin2jHdJeon the trial has gone 
oo paternity k~ve and rccu.sed himself. lt is unclear whether the case wit! now need to be tri-cd tk 1f1,nv. 

JJJ https:l~'W\i\fhcrbook.eom/iryna.gt!n.1.thcMniolpost,ll 512039325 550542. 
1
H Tbc lJnited Nation~ Committee on the Elimination ofDilterUnination aaainst Women considers that "un<lcr certain 

ciro.unstances, in particular wht-rc an armed group \Vith an identifiable political ttructure cxerci,es sii,nificant-contnJl 
(1ver krritory lln<l populition, rwn-State acto11 a.re obliged to re:ipoct intemational burn1:11n riiihts" (General 
Rewmmendatinn Nt) 30, 20! J)_ The United Nm:tom1 Security- 0:runcil strongly condcmut'd "tht, continued y]olation11, of 
international humanitarim law and the wideiprcad human right"" violations a:nd abusei, perpetrated by anned group!:' in 
the Central African l:lcpubHc (re!.iolutkm 2127 (2013), part!.. 17), fo refation to tlle situation in the Dcmo-cr-8.tie Republi~ of 
the Congo, it reminded all partio,. •'in Uvtra and in the aftlft. that they mu!t abide by international humanitarian standards 
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80. The anncd groups contend that conflict-related detainees are under 'investigation' 
andior in 'custody' awaiting 'tdal'. As a general rule, conflict-related 'criminal cases' 
('espionage·, 'high treason', etc.) are held in closed "sessions' withont outside observers or 
independent international monitors. OHCIIR is concerned that, behind closed doors, conflict­
related detainees arc 'convicted' and face harsh 'sentences' without recourse to effective remedy. 
For example., on 31 October, a 'military court' of the 'Luhansk people's republic' 'sentenced' a 
man to 12 years for 'high treason' after a two-week 'trial' held in closed sessions, OHCHR notes 
that the defence counsel, who was 'appointed' by 'MGB', never visited his client in detention, 
OHCHR further notes that while the details of the 'prosecution' and 'conviction' are unknovm, 
the man was initially arrested after singing a Ukrainian song in a local bar,115 

RL In addition to these concerns, the inherent lack of independence and impartiality of these 
'tribunals' raises serious concerns that residents in territory controlled by anned groups do not 
have adequate protection of their rights and no access to justice. The situation is even more 
concerning in light of reports that a second 'death penalty' was 'pronounced' on 7 November 
2017 by the 'supreme court' of the 'Donetsk people's republic', m lntemational law sets stringent 
conditions for application of the death penalty, including meticulous compliance with 
international fair trial standards. The structures put in place by the "Donetsk people's republic" 
clearly fail to meet those standards and should therefore in no circumstances impose capital 
punishment. 

82. In territory controlled by armed groups of both 'Donetsk people's republic' and 
'Luhansk people's rep,iblic ', the process of 'registered' detention is often preceded by a period of 
incommunicado detention perpetrated by 1hc 'law enforcement structures', by 'MGB''" or 
'UBOP'"\ which is not subject to any 'review', Such incommunicado detention may last' for 
weeks or months. 

83, Persons residing in territory under the control of anned groups, including those in 
detention, who wished to obtain a lawyer faced new challenges. On 30 June 2017, the 'head' of 
'Donetsk people's republic' issued a 'decree' slating that only lawyers who were 'certified' by 
the 'Donetsk people's rcpuhlic' may represent a 'defendant' in 'criminal cases', which is in 
cont1ict with the 'law on the bar and practice of !aw'. 119 Many lawyers fear obtaining such 
·certification', as it may put them at risk of arrest and prosecution when they travel to 
go,·ernmcm-controlled territo1y because the certification procedure requires taking an oath to the 
'Donetsk people's republic'. 

and eosort: respect for hontan l"ights In the- setto~ they·tcntrol" (fitaten1.ent by the: President of the Council, 
S/PRST/2002127(2002)), and indicnted that. "the RCD·•(iOMA must ... erl'iiurc an end to all crinl41tiom of human rights abd 
to impunity in •ll .areas under it• c.:iotml" (.1u;atement by tho Pr~11.idcnt of the Council, SIPRST/2002/22(2002)). See also, in 
relation to the situation in Gan: A/HRC/16/71, para. 4-, and in reiation to the :..i1uation in Lihy1: AJHRCr'l 7/45(1011 }, 
piua. 20. See also Rep-011 of lbe Intemtlituu1.l Commission t.,flnquiry lo i1n1estigate all alleged violations ofintt·mational 
human rights law in dle Libyan Arab Jftllu1.hiriyt.._ AIHRC/17/441 pnn1-. 72: and Report of d10 Secretary-Gener.I\; Panel nf 
Experts: on Accouot~bHity in Sri L""1-nka, 3 l Mmh 20 l l. p.arfL 188. 
w HRMMU intervie\:VS. lo addition. on 9 October 2017, the •prosCi.'utor-ge.neral's. offico• of the 'Donetsk people's 
republic' reported d1e ~srott!ndng' of two people. to 14 years ea.ch for 'espionage:\ an<l on l3 Novtmbtr, OHC'HR 
attended the pronouncement of a 'judgement' hy tbe 'milita.ry tribnnal' oft.ho 'l)onetsk people's republic' where~ 
woman was •con\•ictecJ· of 'espi\)tntgc' and ·sentenced' to 10 years, She reportedly received the minimum 'penalty' in 
exchana:c for cooperating with d1e pro1ecuti1m. 
dti The 'defendant' was 'convicted' of d\e rape, sexual usanh nud "killing of a ntne-year .. old girl. Judgment available at 
http$:i/supcomt~dnr.&u/contem/vethovnyy-:rnd-prigo\'oril-ntsilnika-i-ubiycu-!(-ia.klyuchitelnoy-merc-naka.zaniya. "I'he fitsl 
'dcatb pcnaity' was: 'pmnoanc.ed · in December 2015 1n a ·ca.so' i1wolving · chargef of brigi\ndi!ro and killings, ho\vevet 
u (lf 27 June 2017, lhe 'dcalh pcu~lty' had nm been executed? 
nc HRMMU inter.·iew; OHCHR Report lrt1 the human rigllts situation in Ukraine, 16 May to 15 August 2017, paras. 47~ 
50. 
111 HRMtvHJ interview, 
'
1
" The 'law' allow$ lawyers certified in Ukraine or the U,S.S,K who have continuously practiced law in the 'Donetsk 

people's rcpubHc' since 11 May 2014 and arc registered with the •minislry of justice' to represent criminal defendants... 
HRMML/ interview. 
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D. High-profile cases of violence related to riots and public disturbances 
84. OHCHR continued to follow the cases of killings and violent deaths in the context of 
mass assemblies, including those which occurred at Maidan in Kyiv, 120 during the 2 May 2014 
violence in Odesarn, during the Unity March in Kharkiv on 22 February 2015m and from the 
explosion near Parliament on 31 August 2015. 123 Investigations into some episodes have been 
ongoing, while others have reached the courts, however no essential progress has been observed 
in convicting perpetrators. 

l, Accountability for the killings of protesters at Maidan 

85. According to the Prosecutor-General's Office, 53 persons (including former senior 
officials) have been notified of suspicion of committing climes against participants of Maidan 
protests. Forty of them have reportedly absconded; special pre-trial investigations in absentia 
were launched against 27 of them. 

86. Ten persons have been indicted, including five former "Berkut" special police regiment 
servicemen who are on trial on charges of killing 48 people and inflicting 128 gunshot injuries to 
80 protesters on 20 Febrnmy 20 l 4, together with other absconded servicemen. They remain in 
custody pending trial at Sviatoshynskyi district court of Kyiv, which is still reviewing witnesses' 
and victims' testimonies and examines case files. 

87. On l4 November 20!7, Pecherskyi district court of Kyiv extended the pre-trial 
detention of one of alleged accomplices 124 of the abduction of two Maidan protesters on 21 
January 20 ! 4. Both were reportedly severely beaten and released in a forest outside Kyiv. As a 
result, one victim froze to death. 

88. The Prosecutor-General's Office continues its investigation against the former deputy 
head of the Kyiv SBU for launching an "imti-tcn-orist operation" in the Kyiv city centre which 
resulted in the deaths of protesters. 125 ln total, 380 persons are under investigation for committing 
crimes against Maidan protesters. 116 

2. Accountability for the 2 May 2014 violence in Odesa 

89. On 18 September 2017, the Illichivski,i town court of Odesa region acquitted 19 
persons 127 of mass disturbances in the city centre which led to the killing of slx men. 128 The court 
held that the prosecution failed to prove that the accused took active part in the disorder. The 
court also noted that the pre-trial investigation was not impartial as it was caJTied out by police 
and according to available information, police officers could have been engaged in organizing 
and participating in the mass disturbances along with those on trial. The conrt also shared 
OHCHR's concerns regarding the one-sided investigation, noting in particular that the 
prosecution was biased against the 'pro-federalism' activists. 

90. The court ordered the immediate release of the five defendants who had remained in 
custody since May 2014, SBU immediately re-arrested two of them in the courtroom after the 

benveen four diftefent courts, as well as 
of Ute Illichivskyi tov.n com1 of Odesa region, the trial saw 

May to 18 September 2014). 
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judgement was pronounced, on charge5 of"trespass ag!linst the territorial integrity of Ukraine" in 
connection with a peaceful motor.,ade rally of 'pro-federalism' suppmtcrs in March 2014. 129 

91. The court decision left unanswered the question of who is responsible for organizing 
the mass disturbances which resulted iu 48 deaths. As of the date of this report, the invcstilc,>11tions 
had identified only two persons who allegedly shot dead two men. One of the suspects is a 
member of 'pro-unity' groups and remains at lihetty pending his trial, in stark contrast to the 
members of 'pro-federalism' groups who were detained for several y,,ars prior to their 
acquittal " 0 

IV. Fundamental freedoms 

A. Freedom of movement 

92. Restrictions m1 freedom of movement and the transfer of goods and currency across the 
contact line continued to adversely affect hundreds of thousands of persons. Such restrictions, 
which required civilians to expose themselves lo security risks, long queues and physical 
challenges, only served to further divide a once-integrated community. 

93. Numerous factors contiibuted to longer queues at cntry-e~it checkpoints (EECPs) on 
both ends of the crossing routes. A total of 1.2 million individual crossings wen· recorded at the 
five crossing routes in August and !.l million in September and October each.'11 The daily 
working hours of the checkpoints at the cro~sing routes were reduced by 4.5 hours over the 
course of the rcpotiing period."" As of 15 November 2017, they were open from 8;00 to 17:00 
hrs. Newly introduced measuresm at the Cargill checkpoint (controlled by 'Donetsk people's 
republic'), also significantly slowed down the movement of people across the contact line. 
llRMMU observed that due to the longer waiting periods at this checkpoint, people attempted to 
cross the contact line through other crossing C<JtTidors, contributing to longer queues there as 
well. Civilians complained to HRMMU that long qucncs at government-controlled checkpoints 
were caused by an overly complicated checking procedure. OHCHR notes that cmmpt practices 
were also claimed to he a significani factor negatively impacting the flow of civilians across the 
contact line. B• 

94. During the reporting period, there have been at least nine security incidents at or in the 
vicinity of the crossing routes. 1.

15 Mines continued to pose a serious threat to civilians crossing 

;
2
~ bttp://reye!tr.court,~ov.\la/Review/69748-399, http://reyestr,-...·nurt.g<Jv.ua/Ilevicw/697~8019 

130 The aecond 5uspect i, a. ·prn~fedcraliam' activi!t who allegedly fled Ukrl'\.ine •fter the 2 May violence. 
lilt Number of indhddual Cro!xing!-1. of the contact line per month (inforn1ation provided by the Sutc Border Goard Scrvke 
of Uhaine): Attgus!~ 1.194,()00; Sop!ember ~ Ul9J.000; Ociobcr l.108.000: l-15 November-- 485.000. 
u2. On ! Septc::mber 2017, the wol'king hour! were. reduced by 25 hours, 4nd on 29 Octoher, they wer-c reduced by a 
n.uther2 hours. At the close of the roportlng period, the H:CP:, were open from 8:00 tl) I 7:00 hrs. 
t,i lndivldua.l ptssport regi1u1.tfon and checks already in plact at other du:ckpointi, were introdtwed al Cargifl checkpoint 
on 7 September 2017. 
; q HR."\0.•1{ J 1'ite .,,fairs of all five crossing routes throughout tl1e reporting period and infonnation l\"'Ceived from 
interlocmors. 
J>s Su Ukraine: Checkpoint-,-- Humanitarian Snap$,hot (as of 16 November 20l 7); available at 
hrtpio:!/reliefwcb.inu'report/ukrnine/ukraine-<:heckpoint-:oi-humanitaria.n~~oaµshot-l6~november<ZOI 7; l.Jkraine: Check:poin.1i 
-Humanitmia.n Srmp:dmt ta. of 15 September 2017), a,:ailable at htl.p!:i/relid\11cb.int/rtport/ukt"Sinc/ukraint,.~chcckpoints~ 

humanitarian~snapshot- I 5-septetnbCf-2017. Further, on IJ Oaober 2017. one lfkrain1an Border Guard was wounded as R. 
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the contact line and those living in close vicinity to EECPs. On 22 Au6>ust, two women ( aged 60 
and 56) suffered it~mies requiring hospitalization from an explosive device while walking off the 
main road near the Novotroitskc EECP. 136 On l September, a 54-year old woman was wounded 
by a mine ,:xplosion in a forest in Stanytsia Luhanska. 137 

95. OHCHR continued to express concern over conditions at Stanytsia Luhanska, the sole 
crossing route in Luhansk region, which requires people to climb across unsafe wooden ramps 
connecting parts of a destroyed bridge. 138 This is especially challenging for elderly people (who 
make up the vast majority of those crossing), persons with disabilities, and families travelling 
with children. With the onset of winter, traversing the ramps will become increasingly more 
difficult due to snow and ice. For this reason, persons with disabilities living in territory 
controlled by armed groups often decide it is too dangerous to travel across in order to receive 
their disability support and pensions. 139 OHCHR fears that these conditions may also encourage 
use of alternative, unofficial crossing paths, which arc often mined. For example, on 10 
November 2017, a resident of Donetsk stepped 011 a landmine while attempting to cross the 
contact line from Donetsk to Marinka outside of official crossing routes.14° He died instantly 
from his injuries, however, his body remained in "no man's land" for two days before it could be 
recovered. 

96. On 20 October 2017, in a unilateral action, the Government once again opened its EECP 
located at the hitherto closed crossing route near Zolote in Luhansk region141 and allowed people 
to cross into "no man's land" towards positions of anncd groups of the 'Lul1ansk people's 
republic'. The people were prohibited from crossing checkpoints manned by the anned groups 
and had to return. While OHCHR strongly urges the opening of additional crossing routes across 
the contact line, including at Zolote, this must be done in a coordinated manner and must avoid 
placing civilians at increased security risks. 

97. OHCHR continued to document cases of discriminatory restriction of freedom of 
movement through so-called 'internal check points' operated by the National Police. Civilians, 
including representatives of local and international NGOs who are registered in territ01y 
controlled by anncd groups arc often stopped and required to present an IDP certificate and their 
cell phones for a check of !MET codes. 142 All personal data is reportedly stored for future use. 
Such practice not only restricts freedom of movement and has a negative impact on operation of 
NGOs but also has a discriminatory nature targeting people who are registered iu territ01y 
controlled by armed groups. 

98. Residents were also adversely affected by unnecessary and disproportionate restrictions 
imposed by Order no. 39 of the Ministry of Temporarily Occupied Tenitory, which specifics the 
list of goods and quantities which may be transported across the contact line. On 28 July 2017, a 
woman crossing the contact line was stopped from tra11sp01ting life-saving medication for her 
disabled daughter who suffers from a serious kidney condition, because the quantity of 
medication exceeded the prescribed maximum. The mother and child were stuck at the EECP for 
eight hours, during which the woman had to perform peritoneal dialysis for her daughter twice. 

re~ult of soiper fire at M&r:inka cht'-.:.\:point, and on l O September 2017, the area around the govemmcnt-control!ed 
checkpoint at Maior,k wat impacted by ~hcllin2. 
11

• Daily report of the OSCE SMM, 25 Augo!J.t 2017, available at hHp://www,oscc,org/spedaI~monitoring-missiotMO­
ukrainc/336636. 
'" AT() Press Centre, 2 September 2017, available &I b1tps:/iwww.faceb()ok.com/ato.11ewslpos"/16827~94884025 l7. 
u~ See OHCHR report on tho. human right-s ,ituation in Ukraine, 16 May to 15 ,.\ugust 2017, para.. 91. 
''" HRMMU me<:ting, 12 September 2017. 
141

l OSCE SMM Daily report, 13 Novembe.i· 20 l 7, aynilablo at http://wwvu1sce.org/speci11.l-monitoring-mission-to­
ukraine/35659l. In addition, on 7 November, a resident of Stmlyt5ia Luhan!-ik.a died when be detonated an anti­
personnel mine in the vicinity of KraMyi Yar village while attempting to cross. a river by boat from government­
controlled territory tt._1 territory controlled by armed groups (infonnatinn pro,...-ided by OSCE SMM). 
1·4' ·n1e Government first opened the Zolote choci:point in March 2016, however am1ed _groups of the !elf-procfa.itned 
'Luhttnsk people's l'epublic~ reftised to open checkpoint! on territory under itscontml which would allow for the 
cms.s.ing of civilians. 
tai-2 Jnfonnation provided by NGO Right to Protection. In addition. on 16 October 20 t 7, HRMMU national Human Rights 
Officers t'ltitff tn~vellinM in a private cm- were 8:!1.ko::I at an intemal checkpoint about d1eir regi!tered ph!co of residence 
("propiska"), !uggestini discriminatory t:l'eatment. 
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They were ,apowed to transport the medication across the contact line only after a local NGO 
intervened. '4· 

99. Since there is no legal provision determining the amount of money which may be 
tl"ansported across the contact line, border guards apply Order no. 39 arbitrarily and confiscate 
amounts in excess of 10,000 U AH."' As of 28 August 20 l 7, the State Fiscal Service of Ukraine 
(SFS) had seized cash from persons crossing the contact line on 26 occasions, totalling over 
300,000 OSD.'45 In each of these incidents, the SFS opened criminal proceedings under article 
285-5 of the Criminal Code ("financing terrorism") and transferred the cases to SBU for 
investigation. 

l 00. Civilians complained that at governmeni-controlled checkpoints, SBU officers pressured 
civilians residing in territory controlled by armed groups to sign papers agreeing to cooperate 
with SBU, by gathering infonnation and repotting it back to SBU. 146 OHCHR is deeply 
concerned that such actions place civilians at serious risk. Such exchanges with SBU, occurring 
at checkpoints, can have grave repercussions such as 'arrest' by members of the armed groups on 
'charges' of'high treason' or 'espionage'. 

B. Freedom of opinion and expression 

101. OHCHR is concerned about the use of and the broad interpretation of terrorism-related 
provisions of the Criminal Code, as well as the provisions on high treason and trespass on 
territorial integrity of the country, in eases against Ukrainian media professionals, journalists and 
bloggcrs who publish materials or make posts or reposts in social media which are labelled by 
the security service as 'anti-Ukrainian'. 

102. Within the reporting period, at least three individuals were an·ested and detained '47 and 
one was convicted and given a suspended sentence based on a repost he made on social media. 148 

Tn addition, on 28 September 2017, the Andrushivskyi district court of Zhytomyr region 
convicted one media professional and one IT specialist on tetTorism charges and sentenced each 
to nine years. '49 They were accused of facilitating the online broadcasting of Novorossiia TV 
channel (affiliated with the 'Donetsk people's republic', which the SBU considers a terrorist 
organization). Another journalist detained at Zhytomyr SIZO since 2 August 2017 is charged 

1·H HRMMU interview. 
1
-+

1 The Order provides that a person may tralliport good.5 with a total value of 10,000 UAB. 
145 Aecording to theSFS, they confiscated 3,393,500 UAH. l,319,700 RUB, 137,300 USD, 8,6()() EUR, IOOCAD and35 
GBP dming 20!7. 
J..M. HRMMU interviews. 
1
•

7 SBU arrested one man on 28 St'ptember 2017 in Zaporizlnhia for hi~ alleged aftitiation with the 'social 
communication committee' of the sdf~procbtimcd 'Doncti:k people':. republic' and hi~ publication! which SBU claimed 
to be anti-Ukrainian and ctmtain public calls. to trespass the totTitorie.l integrity of U.kr~ioe (Su 
https:1/ssu.gov.ualualnewslllcategory/2/,iew/3952i/.3AuLYZFO.dpbs), the ,econd on 19 October in Berezivh town in 
Odesa. region {hllp:3://~~u.gov.ua/ua/newsi7/category/21/vi1'\i.rf-4035#,ZODEPcyc,dpbi), a.nd the third on 27 October 2017 
in Dnipro (http!://~su.gov.aa/mtfncws/4/category/21/vicw/4067#.r2HQ9127,dpb1) for social media posts deemed "anti­
Ukraini-an''. 
ua On 2 October 2017, the Dosnian,Jdi di~trict court in Kyiv convicted a man under article 109 of the Criminal Code 
("Actions aim.ed at forceful change or overthrow of the constitutional order or take-over nf govemrnent"') for his. repost on 
social media (http:l/reyestr.court.gov.ua/Rcvicw/69284181 #). 
J~Q Both were found guilty of"Crcation of• te:rt{1ria.t group or a tern)ri1torg1rnizatio11" (Article 258~3 of the Criminal 
Code)1 and the IT apeci~list was additionally convicted of~'public calls to commit a terrorist aet" (Article 258-2) .and 
"Violating the equality of dtiz~1s ba$ed on their race, ethnicity or regional beliefs" (Article 161} HRMMU intewie\VS, 

See afo..J Fair uial rights. para. 76 above. 
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inter alia with treason and terrorism based .on his publications, and could face up to 15 years ,lf 
in1prisonn1ent. iso 

l 03. The lack of accountability for crimes against joumalists raises serious concerns. Little 
progress was achieved in investigations of recent physical attacks against media professiona1s1

j
1 

or in the high-profile cases of the killings of Pavlo Sheremct"' and Oles Buzyna. 153 

104. OHCHR also noted a worrying trend of foreign journalists reporting <m the conflict in 
the east being labelled "propagandists" as a basis for their deportation from Ukraine. 15

'' Three 
journalists from !he Russian Federation and two from Spain were subjected to arrests, 
interroga6om, and c.xpulsions in connection with tl1eir reporting. m The SBU insists it is 
compelled to undertake restrictive 1neasures in cases when journalists disregard objectivity and 
distort information. OHCHR stresses that any restriction of freedom of expression, if applied, 
must be propmtionate lo the legitimate aim pursued and calls for careful consideration of each 
restrictive measure, based on international standards including practice of the European Court of 
Human Rights.'" 

Territory controlled by armed groups 

105. Freedom of expression remains severely restricted with no critical pnblications or 
elements of dissent allowed in media outlets circulating in 'Donetsk people's republic' and 
'Luhansk people's republic'. On 27 September 2017, armed men forcibly entered the home of a 
well-known bloggcr and activist in Donetsk, beat him and interrogated both him and his wife 
(see also para. 53 above). "£11e b!oggcr was arbitrarily detained for 36 days, until 2 November, 

'" He i< charged with "High T"'8son" (Article 111 oftlte Criminal Code), '•'lresp,.,. •itinst the tctTitmial intcirity ,md 
inviolability of Ukraine" (Article ! I 0), •vtolt.tiQ'l'ls of citireri,~ equ.a.lity ba.aed. on their race, d:hnicity a.nd religious 
bcliefa" {Artide 161) and "Creation of a tcirorit1t group or a terrorist org•mization" (Article 258··3), HRMMU itlttrVicw:s; 
https:i/ssu.aov.uNua/neM/l!ca.tegory/2/vi-cwi.3945#,Zd.21lX,;.Cc,dp00. 
w On 15 Scptomber 2017, ajoom1.tist and a c.ama'l.rnan from Radio Liberty woro attacki:d in Kyiv, allt:iC(i\y by a state 
guard officer while they WiJ?'e filming near the venue of the wedding of the Oen~r&l Prosecotor'tson. A ctiininat c.ase w-as 
opened under irtictc 345-1 ("threal'S or violence towards. ajourntlist"). Both the victims and their lawyer -state the law 
enfon::-e1nent are failing to invt6-tia;ate tllc case. On 24 October 2:017, oncjourn.ali~t wtU beaten and two-Others we1l!' 
attacke-d •nd apprd)ondcd while rqmttins; on a ti"ial in Sviato:i,.hyn~kyi di:strict court in Kyi,·. A criminal ea:,.o was opened 
undt.-r article 171 of the Crimina.1 Code of Ukraine ("'preventing legal protei!iHnal activity ()fjoumalists"')~ lu tobl. from 
Jaouary to October 2017, the National Union of J()um1li1t, ofUkraioe documented 80 attacks again:»tjoumalisti, 20 of 
which were reportedly committed by :smle officials, civil servants or law enforccrnent S.fi'Cllts. 
http:/!11sju.org/index.php/M1iclel6679. 
112 So:: OHCHR repf11t on the hmnan right;, situation in Ukraine e-0vcring tbe period be.tV,-een 16 May and l 5 Augm;t 
2017. para. 97. 
ixi See OHCHR report on Accouotabi!ity for killing, in 1}kraine, January 2<114 to May 
20 l 6, Annex l, para. 79-82; OHCHR report on tl:1e hmmm tights. iituation in Ukr-aine, c-0vering the period 1:'.11!!:t~cn l 6 
Fehmmy and 15 May W17, par3. &6. 
i
5

" ·1bc: practke w-M widely critlc-ised by the intemationt.l community: On 18 September 2017, d\e C~"JnHnittce to Prutt"Ct 
Joumthst~ (CPJ) publie.hed 1m open letter to President Poro~b-en\:o which referred to seven incidentsi from Aug1.1.,:,t to 
September where SBU ·•t•r_geted newsrooms andjoomali!tS on accusations that appear polHieally motivated, and in 
n:ta.liation fur critical reporting" and called on tl1c Pre!lidont "lo reaffirm his eommitmmt to e1H1uringjoumaii111ts~ -s.nfet/1

~ 

a.-ai la.blc at http~:/J\."":pj.otg/20 l 7/09kpj-calls-on-ukminian~pruident-petro-pom1-hcnko-.php, 
15

' On 14 AL1gu:,t 2017, SBU dcte1.incxl Tamara Nersesytn, spediiil com::,.pondent forRnltaian state broadcaster VGTRK 
nod inteougi.ted hot' about her reporting in easiem Ukraine. On 29 Augoatl:017. SDU r~orted it had ban"Cd Spat1i~1 
freelance joumAlists Antonio Pampliega and Angel Sastre over d1cir reporting on tht conflict in .the east and for p()s.ting 
··anti-Ukrainian" me.>aa~ on iocial medil:1.. On 30 Augtuit 2017, unknown pen..n.n:, abducted Ru~i1njoomalist from 
'Pervyi ka:nal', Anna Kutblltova, from a street in the ccotrc of Kiev. On '4 October, SBU detained Ru-':l;'lian 'NTV' 
joumaliet Vi•ches!av Nemythev and reported he had a 'presa lccreditation · of the ~elf-proclaimed 'Donet,k -people', 
republic' mid hijd been \1,l't,utioa; oo i.ht it111cd-group,<ootmlle<l tel1'itory in 2016-2017. reporting ''anti-Ukn1.inian 
informati<m". AJl the!'le joumalisti w~ expelled and b1rrcd from entering Ukraine for three yruu-s. On: 13 October 2017 
sm_; rq,orted to have lificd the b•n fur tl1e two Spanillhjoumali,is 
;,. See. fact sh<:cit on hate sp,c,ech hy the Eumpean Court of Humm Rir~hl.S-, av•ilabie at 
http;/1WWW.echr.co.a.int!DocumeeWFS~_Hate_1t.peoch_ENG.pdf; Hmtdysfi:k v. the Uni~d Kingdo1tt, Judgn1cnt.- 7 
f)ecember l Y7-6, § 49: "Subj~t to par~.graph 2 of Attide JO (art. 10-2), [freedom of exp1't'1sion] i• applicable not 
only to "infonnation" or "ldeas" th.at an: favourably recciYed. or res.arded as inoffensive or as ,1 matter of 
indifference. but altt) to those thlll off(lnd, shoe\ or dit'turb th-e Stale or any ,ector of the population. 
https:lthudoc.echr.eodntlc-ng# {"itemid11

: ["001-5749911 j}. 

26 



19842

642 

accused of'terrorism'. The 'charge' aHegedly stemmed from his published articles criticising the 
leadership of the 'Donetsk people's republic'.' 57 

106. Armed groups of 'Donetsk people's republic' continue to detain hlogger Stanislav 
Ascyev (aka Yasin), held since 3 June 2017.153 Another bloggcr in 'Luhansk people's republic' 
was reportedly 'convicted' of"extremism" and "espionage" for his critical posts on social media 
and 'sentenced' to 14 years imprisonment. 159 

107. The privacy and personal data protection of internet users in 'Donetsk people's republic' 
have been compromised. On 2 l September 2017, the 'ministry of communication' sent a letter to 
internet providers requesting them to collect and store the personal data of internet users"" and 
information about their online activities. 161 The justification provided was the "significant 
number" of requests from 'law enforcement agents' to identify persons suspected of committing 
offences. 

C. Freedom of religion or belief 

108. OHCHR continued documenting interference with freedom of religion through policies 
and actions undertaken in particular in ten-itory controlled by armed groups. OHCHR also 
continued to monitor ongoing disputes between different churches in Ukraine for potential 
impacts which may infringe upon the freedom of religion. 162 

109. On 17 August 2017, the 'ministry of culture, sports ,md youth' of 'Luhansk people's 
republic' adopted a 'decree''" requiring religious organizations to obtain a positive "theological 
opinion" in order to 'register', act as 'legal entity' and operate. The 'expert council' created to 
conduct such theological expertise can issue a negative opinion on the basis of a broad and vague 
list ofreasons.'64 OHCHR is concerned that implementation of this 'decree' \Vil! lead to arbitrary 
infringement on the right to manifost one's religion or belief, while further shrinking the space 
for members of minority religious groups to exercise their rights. 

l IO. In hoth 'Donetsk people's republic' and 'Luhansk people's republic', a number of 
actions were taken against Jehovah's Witnesses communities. In Horlivka, one of the houses of 
worship of the Jehovah's Witnesses community (kno'-'11 as "Kingdom Halls") was reportedly 
'expropriated' by the 'Donetsk people's republic' on the basis that it was "abandoned", despite 
documentation confirming the congregation's ownership of the property1

"5 as well as its 
continued use by parishioners.'"' On 28 August, the 'MGB' of the 'Luhansk people's republic' 
announced that activities of unregistered organizations of Jehovah's Witnesses were banned due 
to their alleged ties with the SBU. Since then, Kingdom Halls in Luhansk, Alchevsk and 
Holubivka in territory controlled by the 'Luhansk peoples' republic' have been inaccessible for 
parishioners, bringing the total number of Jehovah's Witnesses religiom buildings seized by 

157 HRMMU interview. . 
is, OHCHR Report on the human ria:hts5ituation in lJkmim.\ 16 May and 15 Aui::ast 2017, paras.49 and IOJ. 
t
59 Joint Submission undor Article 19 of tho Cemre of Democracy and Rule of Law, fnterdi!ciplinary Scientific .. 

Educational CA!:ntre on Fighting Cnnuption, HUJnan Rights lnklm1ation Centre, Human R}ghts Pb.tfom1 !nd lnstftt1te for 
Development of Regional Pre.ss for the Unh--ersal Periodic Review oflJkraine--, 30 March 10 l7, available at 
http://bitJy/2jzbKwS; Press briefing by a repre~e::ntative oft.be s.elf~proclaimed 'Luha.nsk people'~ republic'. avaifable a! 
http:!1:/lwww.y,:,utubo.com/watch?time~ continoc•""' 11 l &v-c:05Xe YdB6-rlo. 
i•o Internet providers arc expected to provide 'law enforcement' \vi.th a user's nru-ne, resi-dencc registration. contact details 
and IP addreis. 
iai Tho iofr)rma.tion is to be stored f{.)r no Jc..:;s than six months. 'I11e letter is publisbei1 on the website ofth-e •ministry of 
communications', available at bttps:llxn--b 1akbpgy3fwa.,n--p lacl/,itesldetiml~'file,/pismo __ ms _ _24 l 8.pd[ 
1
'
1 Thoso d10rches include the lfkrainian Orthodox Church (Moi.t~ow Putrit1rcha.te), lJkraini-11.n Orthodox Church of the 

Kyiv Patriarchate, and Ukrainian Greek Catholic Church. 
1
•

3 'Decree' on 'orde-r of issuance of theological opinion on ptnnissibility of state registration of religious organizations•~ 
available ai httpt1://mldnr.su/enginc/dov,,nload.php'?id=507&area""5t.lttie-, 
a" The li!-t inter alia includes "complicity in aggre$:li.ion against the 'LuhanUpeople'1 republic"'. 
10 The docnment:s weft" issued by Ukrainian authorities prior 10 the: outbrc,ak of the conflict. 
lM No 'decision' was communicatod to the pariihioner!l, who found out from anonymous source~ after the 'expropriation' 
had already taken -place. 
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armed groups since the beginning of the conflict to 12.167 Furthermore, on 14 October, 'MGB' 
entered the private home of a parishioner, intenuptcd a joint worship and collected personal data 
of all the participants, Four parishioners were temporarily detained and one was accused of 
organising an unauthorised pub1 ic gathcring. 168 

V. Economic and social rights 

A. Right to an adequate standard ofliving 

11 I, The living conditions of people residing in conflict-affected areas remained dire due to 
damages and wear of key civilian infrastrncture affecting public gas, water and electricity supply, 
lack of basic services in remote villages close to the contact line, severe restriciions on delivery 
of humanitarian aid, deteriorating economic environment, food insecmity, high level of 
unemployment and limited access to psycho-social and other forms of support. 

l 12. As temperatures fell, the humanitarian situation in villages close to the contact line 
where civilian infrastructure and public gas supply arc often damaged worsened. For example, 
the gas pipeline to (government-controlled) Krymske, Toshkivka and Nyzhnie was damaged by 
shelling on 5 June 2017, interrupting the supply of gas to those villages. The majority of 
residential houses have not been equipped with other heating mechanisms and will rely on 
limited humanitarian support in this regard. A similar situation was observed on the other side of 
the contact line, in !'ikuzy village (formerly Komintcrnovc) where 35 residential houses have not 
had gas supply since shelling damaged the pipeline in April 2017. Although the pipeline was 
repaired in May 2017, the gas company (located in Mariupol) stopped supplying gas to !'ikuzy on 
9 June 2017,169 Due to high prices, residents cannot afford to purchase coal on a reb>ulat· basis for 
heating purposes and instead rely on elect1ic heaters. However, the electricity supply is irregular 
due to frequent damages inflicted by shelling. 170 

113. Much of the key water infrastrncture is located in "no man's land", which is often 
shelled andior contaminated with UXO. The security situation poses serious obstacles for 
performing maintenance and repairs which should be completed prior to the onset of winter in 
order to avoid possible serious iffeversiblc damagc. 171 Dokuchaievsk (located 2km from the 
contact line in territory controlled by 'Donetsk people's republic') receives approximately only 

lll
7 Kiugdom Halls in Horllvka, Donctsk1 'Perev:ah;k, Khru:.m.Inyi (formerly Krasnyi Luch), Boikivske (formerly 

Telmanove), Yenakiieve, Hotubivka (fomterly Kimvsk) and Briauk.a remain confiscated. In additi◊n, Kingdom Htlfs in 
Lohansk and Alche\·si were soarched by 'MOB' on 4 August 2017 ba!cd on !llegcd mining of Lhe are.a, during which. 
parishioners were forced out from the buildini. b.a.d their person.al d--ita collected, and were indivldually questioned 
(including children who were quc:.tioned widtout the pt'C!ence of tl1c.if parents). On I 5 Augmt, the Kingdom Hall in 
Holubivka (fonnorly Kirovsk) was scaled by tho 'Luhfm~k people'~ repuhlic' without any jmtiflcation prmided. 
HRMMU interview; Jehovah•~ Witnes;ses Report on Observance of Freedom of Religion in "Certain Tenitories in tl1e: 
Donetsk and Luhansk Region~". July --- Scpternbc:r 20 l 7; OHCHR Rc.11ort on the human rights situation in Ukraine, 15 
May to 14Anguat2017,para5.105-106. 
1"- HRMMO inteNieo;v. HRMMU documented other cases where pariihioneN of Jehovuh 's Witues,es were detained~ 
que~tioned wid1 l'cgard to their religiou., affilia.tion, and ill-tre•ted by membel"i ofa.1mod group1. 
1
"' HRMMU meeting, 7 September 2017. 
''

11 Other location:, with restricted icce~s to eleclricity caused by tho conflict incJude government-controlled Lopask:::;,1c 
(~ince May 2017), am1ed•gronp--controlled St.a.roinarivka (since end of September 2017) and No..,.-oolebandrivke. {where 
inlui.bitant~ hn,·e not had electricity for ntorc than three yct;r), OSCE SMM. 
i?i lfthc pipe. do not have water running through them when temperatures drop, they may freeze, causing in-cvcrslhte 
damage. HRMMU meeting (WASH Cluster), 31 August 2017. 
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70 per cent of its water needs due to damages of the South Donbas Water Pipeline caused by 
shelling; the same damage places at risk the centralized heating of 400,000 people during the 
winter. Repairs would require a "window of silence" for water specialists to fix known damage 
and to check nine kilometres of pipe located in "no man's land", which may be contaminated 
with mines and UXO, 

1 J 4. People living in villages close to the contact line continued to face obstacles accessing 
basic services and goods. For instance, in Opytne viilage where 42 residents remain, there has 
heen no electricity, heating, gas or water supply since the heginning of the conflict. Furthermore, 
there is no grocery store, no pharmacy, no medical facility, and no public transportation. In order 
to access basic services, residents must walk 6 km to A vdiivka, along a footpath going through 
fields contaminated by mines and UXO, as the roads leading lo Opytne are closed to vehicles. 
Persons with disabilities or elderly people who cannot walk the distance are especially 
vulnerable. m 

115. Restrictions on movement also prevented humanitarian assistance from reaching Opytne 
and other remote villages located close to the contact line in "no man's land". An NGO 
attempting to deliver humanitmian aid was stopped at an 'internal' checkpoint at the entrance to 
Pishchane (located 1.2km from the contact line) and denied entry to the village.'" Similar 
incidents were documented in Novoluhanske, and the government-controlled m·ea of Zaitsevc 
(Bakhmutka and Zhovanka). 174 

J 16. Access to adequate housing also remained an issue, in particular for displaced persons 
with disabilities. OHCHR observed poor living conditions in a collective centre for [DPs in 
Sviati Hory sanatorium in Donetsk region, where 90 per cent of the 203 residents (including 31 
children) are persons with disabilities, 175 The indoor temperature of the two buildings was 
approximately I 5 degrees Celsius, Residents share a single functioning shower, and a warm 
shower is available only once every nine days. The electricity is weak and the elevators do not 
tlmction. Furthermore, IDPs accommodated in this collective centre lack basic food items, 
medications mid hygiene products. OHCHR also documented the case of an 80-year-old 
wheelc.hair-bound TDP and her husband from Donetsk, who have spent two years living in their 
unheated count1y house. With very few accessible apartments available, they were unable to 
obtain approp1ia1c alternative accommodation. 176 

l ! 7. The space for humanitarian action in tenitory controlled by armed groups continued to 
be restricted. For instance, in 'Donetsk people's republic' a new 'accreditation' for lmmanitarian 
cargo was introduced, 177 adding a third layer to an already cumbersome 'accreditation' process 
for humanitmian activity. 178 This cumbersome procedure creates additional challenges for 
humanitarian aid to reach people in need, at a time when 800,000 people in territory controlled 
by armed groups (double the numhcr in 2016), are severely and moderately food insecure. 179 

m HRMMU vi-.it to Opytne vill.,ge, to October 2017. HRMMU documented aimihu $iituations during visit, to Chc.-oyi 
Buhor and Chihari 5ett1erneuts in Pi.vdenne (2 November 2017), Da.cha (1 November 2017), KateI)1.1ivk.a •· pa1ticulMly it! 
we,,tem part Koshanivka (30 Augnst2(H 7), Krymskc (29 August 20 I 7), government-controlled para of Ztii.eve 
(Bakhmuth and Zhovank.a, l November 2017), Znamianka (9 November 2017) and Novoolek .. ndti\'ka (20 October). 
m HRMMU visit to Pishchane, 5 October 2017. 
174 HRMMU visit to Novoluhanskc, 4 October 2017. 
n,, HRMMU visit, 5 September 2017. 
176 HRMMU interview. 
177 Although '<lecree' no, 74 "on adoption of a t.emporaryorda· of accreditation of humanitarian cargo·• wua signed on 28 
April 2017, it wat1 ooc published tmtil 12 September 2017. 
171 There are now three 'accrMir.alion' required, for the hnmanitatian organization to operate in the territory. for the 
specific humanitarian prq_jcct, and for humanitarifln eargo. 
i,ri Food Sc,;urity and LiYelihoods Cluster, Update on Sectoral Need3, Ukraine. October 2017, available at: 
http://fscluster.org/sitcsldcfaultifilcs/documents/fslc.,.,bricf_. update_ on .. _ sectoral._ needs __ octobcr _ _2017 .pdf. 
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B. Right to social security and social protection 

118. There has been no change in the Government's policy of linking pensions to IDP 
rcgistraiion. mo The verification and identification procedure"' under this policy has led to the 
suspension of pension payments to at least 500,000 people since its adoption on 8 June 20!6. rn2 

l l 9. OHCHR stresses that this discriminatory requirement violates Ukraine's legal 
obligations'", jeopardizes social cohesion, and creates additional hardships for vulnerable 
people. For example, persons with disahilities, who are particularly affected. by the conflict"' and 
face greater challenges due to restrictions on freedom of movement,"' have increased. difficulty 
fulfilling the verification procedure. The policy also distorts displacement statistics and puts 
administrative burdens on local social protection departments tasked with conducting the 
verification. Moreover, verification (home visits) often cannot be conducted in govcmment­
control!ed. te1Titory located near the contact line. 186 

120. OHCHR notes that the suspension of pensions under the verification process, which 
deprived hundreds of thousands of people • and often entire families • of their sole income, 
appears to have been disproportionate and unnecessary. Of the 547,300 cases of snspensions 
which were reviewed. by the inter-agency commission on assigning (resuming) pension payments 
in 2017, pension payments were reinstated in 385JOO cases, amounting to 70 per eent. 187 Purther, 
those pension suspensions which were challenged. in court also led to reinstatement in a 
significant number of cases. 188 Notably, on 30 August 20! 7, the Dobropillia city-district court of 
Donetsk region ruled in favour ofa plaintiff who had been deprived of her pension since October 

ito !)f?tJOHCHR Report on the hurnan rights situation ln Ukraine, 16 Febru1ry to i5 May2{}17,para. 99; OHCHR Report 
on the human right1 situation in tJkraine, 16 May to J 5 Augu:st 2017, para, I 18. 
161 Verification is intended to conflnn that -pensioners with residence registration in armcd-group-eontrol!ed teITitory have 
defacto become. lDPs living in govcrnm~nt~contt"l•lled terrilocy, which is required to continue ii::ceivlng peniion 
p&ymcnt:!i, The procedure was introduced by Cti.binct of Mini.stat resolution no. 365 on ·'Some quoitions of 
in1plementation of sodal payments to lntcrnally displaced persons.", available at 
http://www.kmu,gov.uaJcontroVru/e&..rdnpd?docid=2-49l l0200. ()n 13 September 2017, theCnbinctofMinisters !dopted 
roiolution no. 689 (available at htq,://www.kmu,gov.ua/control/uk/cardnpd?doci~250271225) abolisl1ing the verification 
procedure (home vi~ill) for pen11ioners if tlley uDdergo the obligatory identification procedure (p~t!onal appearance) in 
·o,bch.adbank' (due e\lery three months), However, regular verification will contin1Je for d,ose lDP, who receive targettd 
ass.h;tance or any other fonus of .:ocial benefit3. A~ the majority ofIDP-pensioners also receive IDP assistance or i,.ocial 
benefit.,, they do not benefit frrnn the amendments:. In {)the.r c.a.ses, lack of cooperation and technical means for timely 
infom1ation exchange bdwcen the depi.rlments of social policy llnd •o~hchadbank' have thwa1ied the intended effect of 
the refonu. 
i~l Doti pro••ided by the Pension Fund oflJktaine on J November 20 !7. 
1~J Atiiclo 9 of the Intemational Covenant on F...-conomic, Social and Cultural Rights: Attic le l of Protocol I to the 
t.fmvention for the Protection of Human Rig,hts. and Fundi.mental Freed(lms; Article 14 of the Convention for the 
Protection ofHumg_n Rights and Fundamcntat Freedoms; Ankles 41 (the right to property) and 46 (oo the right to social 
s~nrity) of the Constitution of Ukraine; Decision oftbe Con~titational Court of Ukraine dated 7 October 2009 
recognizing that pension payments cannot be ~u~pcnded solely on the buis of the beneficiary'~ place of residents. 
1
'·

1 See, e.g. Committee on the Righl& of Persons with Disabilities, Conclud:iag ob-so·vations on the initial report of 
Ukrnine, 2 October 2015, pare.j, 13-14, 22-25; OHCHR Report on the human right:i. situation in Ukraine, 16 Ma:y to I:5 
August 2017, pa.t11s. 91, l 11 and 115. 
,i5 ,1_;:e., Freedom of Movement abovt. 
iu For example, HRMMU was informed that representatives of the Ukrainian Pension Fund refused to cross the bridge to 
Staromarivka ( loca!Cd in ·•no man's land" in Donetsk. region) to procell.R the verification of four bedridden pensioners, 
who~e c:ntitlements were thereafter suspended, HRMMU meeting with NGO Right to Protection on 6 September 2017. 
1
''

1 l)ata provided by the Pension Fund of Ukraine, covering a.ll ca~cs :r?:viewed from l January to 26 October 2017. 
111°' In 90 per cent-of-cues filed in 2017 by the- NGO Right to ProtectiQn (over 80 dccisiom1), Ukrainian <:(lutts mled in 
favour of citiien-' who appealed the deci3iOn to ~a5pcnd d1~ir pen,ion paynient!. The Pension Fond Jnformed HRMMU 
that between Jaouary and October 2017, 165 lDPs had their peniion payments restored ha.'led on court decision::,.. 
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20 l 4, marking the first time that a conrt confirmed the right to pension of a resident who 
continuously lived in territory controlled by armed groups. 189 The decision, however, was 
overturned on 3 l October 2017 and is now pending before the High Administrative Court of 
Ukraine. 

121. Furthermore, the linking of the right to pension with TDP registration for citizens with 
residence registration in armed-group-controlled territory even when they choose to register a 
residence in government-controlled territmy creates obstacles for the integration of !DPs in their 
new communities. no OHCHR reiterates that in order to prevent a situation of protracted 
displacement, Government policies should facilitate access to durable solutions such as local 
integration. 

122. OHCHR noted a worrying trend where !DPs have been denied targeted financial 
assistance because the settlements they fled were not included in the official list of settlements 
where state authorities do not exercise their functions in accordance with Cabinet of Ministers' 
Order No. 1085. '" For example, Zaitseve, Zolote-5, Pivnichne, and Nevelske - which are 
regularly affected by the armed hostilities - have not been included in the list 

Territory controlled by armed groups 

123. Since the conflict began, persons residing in territmy controlled by atmed groups have 
suffered from the loss of access to Government services. Persons with disabilities have been 
disproportionately affected as, for example, they no longer receive discounts on or free provision 
of certain medications, hygienic items and prosthetic equipment, and the social taxi {for people in 
wheelchairs) no longer functions. Tn addition, persons with disabilities in armed-group-controlled 
territory, including children, can no longer receive annual treatment or undergo rehabilitation in 
sanatoriums. 

124. Residents stated that the 'disability allowance' paid by the scll~proclaimcd 'authorities' 
in both 'republics' is not a sustainable source of income and does not cover basic needs. 192 As a 
result, persons with disabilities were often left fully dependent on families and/or humanitarian 
assistance, at a time when humanitarian organizations faced continuing restrictions (see also 
Adequate standard of living above). 

C. Housing, land, and property rights 
125. The lack of restitution and rehabilitation ot: or compensation for, destroye<l or damaged 
property remained among the most pressing unaddressed socio-economic issues. 193 OHCHR 
notes that there was no progress in development of a unified registry of damaged and/or 
destroyed property. 194 In certain areas close to the contact line, where residents were forced to 
leave their homes due to the scc1U'ity situation, the local civil-military administrations check on 
damaged prope1ty only when specifically requested by the ovmer, Therefore, it is likely that a 
!aJge number of damaged and/or destroyed properties have not hcen certified by civil-military 
administrations, which would make it difficult for owners to obtain compensation or restitution il1 
the future. 

126. In six cases, a first instance comt recognised the right to compensation of persons whose 
houses were damaged or destroyed due to the hostilities, however these decisions were 
overturned either by appeal or eassation courts. 195 Tn a recent decision, a court of appeal 

1
•
9 Court decision available at http:/lreyestr,conrt.gov.ua/Review/68839150. 

1
~

1 HRMMU intervie\vs, 
'" On 3 I May 20 I 7, the Cabinet of Minislei, adopted amendments to re,olution N<>. 505 (on provisions of targeted 
assistance to U)Pi-), which provides that only IDP& from settlements listed in Order No. 108.S arc eligible fur targeted 
Govemment assi8tAnce. The Jist in Order I 085 "\\'its adopttd in November 2014 and lut ameaded in Dooember 2015. 
1
"
1 HRMMLJ interviews. 

FH S,e OHCHR R(port on the huinao right11 situation in Ukraine, 16 May to 15 August 2017, para. l 19. 
;,,. In it:, previon$ report on tlH~ human 1ight:! 5iluation in Ukraine, OHCHR recommended to tho Cabinot ofMinitner"' 
to develop property inventory and ina.pection procedures:, including an effective and aeccsiiblc mechanhlm for 
documentation and a!aessment of damages cauaed by the ~nnod conflict. 
1"s Information prnvide<l by the NGO Right to Pmtection. 
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overturned a judgment awarding compensation because the owner had received humanitarian 
assistance in the form of constmction materials. 196 OHCHR reiterates that persons whose houses 
have been damaged or destroyed due fo the armed conflict have the right to full and effective 
compensation as an integral component of the restitution process."' 

127, On 20 September 2017, the Cabinet of Ministers adopted resolution no, 708, which 
provides necessary criteria for !DPs to participate in the state affordable housing program."' The 
program provides financial assistance amounting to 50% of the estimated cost of purchasing or 
building a borne, OHCHR welcomes the adoption of the resolution but cautions tbat, taking into 
consideration housing prices and unemployment levels in conflict-affected areas, housing may 
still be unaffordable for vulnerable categories of people despite this assistance. 199 

Territory controlled by armed groups 

128. A number of !DPs whose homes lie in territory controlled by armed groups expressed 
concern regarding a new 'program' introduced by the 'Luhansk people's republic' to make an 
invemory of all "abandoned" apartments so that they can be allocated to people in need.2

(1Q This 
'program' raises concerns that the private property of !DPs temporarily residing in government­
controlled territory may be seized. 

129. On 3 November 2017, the armed groups of 'Donetsk people's republic' published a 
'decree' ou 'nationalisation' of harvest planted on land plots which are included in the 'state' or 
'municipal' 'property funds' and have been "occupied" hy legal entities or private persons 
without 'authorization'."'' The 'ministry of taxes' was given unhindered access to the storages of 
legal entities and private persons to implement the decree, which applies retroactively. OHCHR 
is concerned about the possible human rights impact of this action, particularly in light of the 
level of food insecurity in the territory. m 

VI. Discrimination against persons belonging to minority groups 
130. OHCHR continued to docnment attacks against persons belonging to minority groups, 
as well as the reluctance of police to classify such attacks as hate crimes. On 30 September, 
participants of the Equality Festival in Zaporizhzhia were attacked by a group of approximately 
200 young people, resulting in hospitalization of four female activists. 203 Whilst the perpetrators 
were beating the victims, they shouted, "This is not the place for people like you!" The police, 
whose number was insufficient to protect the participants, 2M failed to timely react to the attack, 
Seventeen people were arrested, however police were unwilling to classify the attack as a hate 
crime'0

' and classified the charges as hooliganism. 

131. OHCHR is concerned witb manifestations of intolerance, including threats of violence, 
by extreme right-wing groups20• against individuals holding alternative, minority social or 

JWi Deci:;ion of the Court of Appeal of Donetsk region, 12 September 2017, available ai 
http://reyet1tr.court.go-v,o.a/Rcvicw/68895276. 
m United Nations Principles on Housing and Property Restitution for Refugees and Displaced Pe1·sons1 known <\S the 
'Piuheiro Principle8', Principle 21. 
19

• Available at 1rtt:p://z:akon3.ra<b.gi.w.ua/laws/ahow/708-2017-~41D0~iBF. 
Ji\J ThiS: point was r!lsed during tho HLP fair organi,ed by tht Danish Refugee ('oqncil on 5 October 2017. 
xtii HRMMU phone coaYel'!etions witlt IDP:s. from Lohanak. Statement of the 'head' of 'Luhansk people's republic~ of l l 
Scptcrnber 2017. 
2
" https:i/old.dnr-<>nline.ra/wp-co11tent/uploada/20J 7/l l/U'<ttz_N29I _03111017.pdf 

~
152 See Food St"curity Mtd Livelihood.a Clu5ter. Update on Sectoral Need~, Okntinc, OctOOcr 2017, available at: 

http://fsclust«.org/sites/dofault/file,/docu,nents/fl!c _ brie(_ update,_on _sectoral_ needs __ october_.2017 .pdf. 
2
"·

1 HRMMU interview . 
. :Q.I The Ministry of the Interior infot"med HRMMU thar 70 police offic~rs were pre.,cnt. 
205 Art, 161 of the Criminal Code- prohibil.5 .. wilful actions in-citing national, racial or religious enmity and hatred, 
humiliation o( national honour and dignity, or the insult of citizens' feelings i.n respoct to their roligiou, c(mviclions, and 
also any dir<:ct or-indirect restriction of1ights, or granting dirret or indirect privilege, to citizens based on race, skin 
colour, political, religious and olher convictions, ,ex, ethnic and social origin~ pmperty stntus, place of residence, 
linguiatic or othor charactedstic1. 
2"6 "Extreme right~wing groups'' i:oi: an umbrella tem1 encomp&S!ing political partlOII, inoven1ents an.d iroups who blan1~ 
vulnerable groups for "ociet..!l problems and incite intolerance .and violence against them. Extreme right-wini grOU\JS. 

bring into question fundamental principle of non~i:i,crimination by propagating an ideology based on raci1m, racial 
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political opinions. On 8 September 2017, the LGBT association 'Liga' in Mykolaiv intended to 
lay flowers at a monument commemorating those who died during Maidan protests. The event 
was cancelled due to violent threats from representatives of SolciJ2°7 and the Right Sector, 208 and a 
lack of security guarru1tees from police.2°9 Organizers of the Fomm of Editors, held in Lviv from 
14 to 17 September, also received thrcats210 from extreme right-wing groups (including the Right 
Sector, Sokil, National Corps'" and Volunteer Ukrainian Corps212

), forcing them to cancel the 
presentation of a book featuring lesbian parents. On 31 October, a session of the Gender Club 
organized by students of the National Pedagogical University was disn1pted by members of 
"Traditions and Order"213 who physically threatened the participants and ripped apart the 
European Union flag flying on the university building.m OHCHR is fin'ther concerned with 
expressions of intolerance voiced by government authorities, such as the Poltava City Council 
which adopted an open statement calling upon the Verkhovna Rada to discriminate against the 
LGBT! community. 215 

VII. Human rights in the Autonomous Republic of Crimea and tbe 
city of Sevastopol 

132. Despite continued lack of access to Crimea, OHCHR was able to document aspects of 
the human right5 situation on the peninsula, through interviews with witnesses and victims of 
human rights violations, as well as visits to the Administrative Boundary Line with Crimea and 
meeting with local Government officials. During the reporting peliod, two deputy chairs of the 
Crimean Tatar Mejlis were sentenced by courts in Crimea to various terms of imprisonment. On 
25 October, they were pardoned and jointly released. In other cases. OHCHR recorded serious 
human rights violations such as arbitrary arrest, torture and ill-treatment. The exercise of 
freedoms of peaceful assembly, opinion and expression continued to be curtailed through 
verdicts criminalizing criticism and dissent. OHCHR notes that under atticle 43 of the 1907 

discrimination1 xenophobia aad related intolerance. The same groups are also involved in attacki against individuals 
based {10 their !,!:ender identity and sexual orientation. See Reports of the Special Rappotteur 1.m c<intcmporary form! of 
racism, racial discrimitlation, xenophobia &nd related intolerance (l\./HRC/35/'\2 of 26 April 20 i 7 And ,VHRC/18/44 of 
21 July2011). 
21n The youth wing of the extreme right~wing political party Svoboda. 
:m Right Sector i:s an extreme right-wing movement which consists of political party, paramilitary volunteer battalion and 
yonth mga.ni:,.,,atioo. 
~O'f Su Appeal of the Head ofLGBT Association 'Liga' to the Ukrainian Parliament Cornm:issiorier for Human Rlghts, 
avaitsble at htlp://lgbt.com.ua/::nu-:p1-1eHn.1-,,o-yaoft1-msa:a:eHoro-1ui/. RtprescntJ.tivo~ ofSokil and Right Sector openly 
threatened to \'iolently disrupt dte e1,1eol anti slated that 5uch even rs are not in line with the ideology of their organizations 
and cultural tradition:,, of Ukraine. 
iio A nun,ber of e::-ttremc right-wing groups signed a letter addres~cd to the ho.ad of the Lviv Regional Department of thc­
SBU, head s)f the Lviv Regional Stab! Adminisu-ation and the Head of die Lviv City Council calling upon d1em to prevent 
presentation of the book and threatening to otl1et'W'isc take a.ll possible actions themselves. Su bttp://bookforom.m~­
contenUuploads/2017/09/Lystpdf: 
;n I Extreme right-wing politic&{ party with Social Nationalistic ideology, 
212 Volunteer b1ttto.lioo and miU(ary wing of the Right Soctor Mo-..:ement 
213 Extreme right-wing group propagating nationalism Md t1·aditional family values. 
iu HRMMU was infonned that the perpetr!.tors were shoutini that the idea {)f gendet· fa contrary to Ukrainian traditionai 
values and that such topics should not even be discussed, Tiie police ~mived to tho site, howei.·cr, after taking some 
vnitten testimonies. from perpetrators, they dcpa..rte.d. without taking any futiher actions. HRivUv1U interview. 
1
i' On 19 September 2017. the Poltava City Council adopted an open statement calling for the Verkhovna Rada to ban 

''propago..nd• of deviant •exust behaviour" including ''dignity marcbea". "pridei", "gay parades'' and "queer-culture 
fc.-;tivali", erase any mention of'•sexual 01ientation'' or ·•gender identity" from domestic 1egii.lation, abstain from adopting 
the Law on Civil Partncnhip, remove sexuill education aimed at eliminating gender stereotypes from ~chools, a<lopt the 
Law on "prohibition of propaganda ofhomoiexuality", halt tl1c proceu of amendina the Com1titution and other legal acts 

\.Viib regMd to the definition off4mily, m!.rriagc, fatherhood, molherhood and childhood. 
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Hague Regulation and article 64 of the Fourth Geneva Convention of 1949, the Russian 
Federation, as the occupying power, must re;;pect the laws already in place in the occupied 
tel1'itory, and can only adopt penal provisions that are essential for maintaining an orderly 
government and ensuring its security. 

A. Rule oflaw and administration of justice 
l 33. On 25 October 2017, two Crimean Tatar leaders Aklltem Chiygoz and Ilmi Umcrov, 
convicted in Crimea for "organizing mass disorders" and "public calls to violate the territorial 
integrity" of the Russian Federation, respectively, were freed. They were flown to Turkey and, 
on 27 October, returned to Ukraine. The President of the Russian Federation reportedly pardoned 
both deputy chairs of the Mejlis following negotiations with the Turkish President. 

134. Chiygoz was sentenced on 11 September 2017 to 8 years in prison for organizing mass 
disorders during a rally in Simferopol on 26 February 2014. Umerov was found guilty on 27 
September 2017 and sentenced to two years of imprisonment for public calls to violate territorial 
integrity of the Russian Federation during a televised interview. OHCHR notes that the 
conviction of Chiygoz may be viewed as a violation of Article 70 of Geneva Convention [V, 
according to which the Ul1'est, prosecution and conviction by the occupying power of a 
"protected person"216 for acts committed before the occupation arc illegal, notwithstanding the 
issue of the law applied to the case.217 With regard to lhe conviction of Umerov, OHCHR recalls 
that all forms of opinion are protected under human rights law and cannot be criminalized. 

B. Right to liberty and security 
135. During the repmting period, C1imean law enforcement officers a!Tcsted 10 Crimean 
Tatars alleged to be members of terrorist or extremist groups promoting a sectarian form of 
Islam, Th,: police also briefly detained 49 Crimean Tatars who initiated peaceful single-person 
pickets to denounce the arrests and portrayal of Crimean Tatars as te!Torists. 

136. Following house raids, four Crimean Tatar men - all devout Muslims - were a!Tested on 
2 October by the Crimea branch of the Russian Federation Federal Secmity Service (PSB). They 
are accused of "extremist activities" and alleged to be members of Tablighi Jamaat, a Sunni 
movement banned in the Russian Federation as an extremist organization.218 Three of the men, 
who were represented by private lawyers, were remanded in custody and the remaining man was 
placed under house a!1'est. Within a few days, the three men in detention terminated the services 
of their private lawyers. According to OHCHR interlocutors, the waivers arc the result of 
pressure exerted by FSB on the suspects and their relatives in order to dissuade them from 
requesting the services ofa dedicated counsel in exchange for promised leniency.119 

13 7. On l l October, the FSB and Special Forces units carried out a series of simultaneous 
searches of homes of Crimean Tatars in Bakhchysarai, resulting in the arrest of six Crimean 
Tatar men all practicing Muslims --- on charges of alleged membership in Hizb ut-Tahrir, an 
organization labelled as 'tetTorist' and banned in the Russim1 Pederation.220 With these arrests, 
the number of people detained in Crimea since March 2014 on accusation of membership in llizb 
ut-fohrir has reached 25. On the same day, 11 other Crimean Tatar men who came to show 

·~ 16 Article 4 of Geneva Convention IV states that "Persons protected by the Convention .a.1·e tho~e who, at a given moment. 
and in a.ny manner what~oever. find themselves, in caso of a conflict or occupation, in the hands of a Party to the conflict 
or Occupying Power of which tl1ey are not nationals." 
21

' .-'i.rtide 70 of Geneva O:mventioo 1V stipulatec;. that "protecled persons shall not be arrested1 prosocuted or convicted 
by I.he Occupying P1)wer for acts committed before the occupation, with the exception of breaches of laws and customs of 
war. 
21 il The Supreme Court of the Russian Federation declared Tablighi Jamaat an extremist organization on 7 May 2009, Jn 
Ukraine. Tablighi .llmwat is allowed. 
2

H
1 HRMMU interviews.. 

2211 The Supreme Comt of the Russian Federation declared Hizb ut-Tahrira ten·orist organization on 14 Febmaty 2003. 
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solidarity and film the actions of law enforcement officers were also detained and later released. 
Nine of them were sentenced to administrative fines. 221 

C. Right to physical and mental integrity 
138. OHCHR documented grave human rights violations allegedly perpetrated by the 
Crimean branch of the FSB against a Crimean Tatar man. In the early morning of 13 September, 
following a search of his home, a Crimean Tatar man was detained by the Crimean FSB. The 
victim was held incommunicado for more than a day in the premises of the FSB in Simferopol, 
during which time his family made continuous inquiries to law enforcement about his 
whereabouts and fate. 222 On 14 September, the victim was left at a bus station in SimferopoL He 
was physically injured and stated he had been beaten and tortured, including by electric shock, 
and threatened with sexual violence in order to force him to make incriminating statements 
against himself and others. No formal record of his arrest was made and no official charges were 
brought against him. 

D. Freedom of opinion and expression 
139. Those who claimed that Crimea was occupied by the Russian Federation faced criminal 
consequences and possible imprisonment 

140. Like Ilmi Umerov, freelance journalist Mykola Semena was convicted on separatism 
charges on 22 September 20 l 7 and handed a 30-month suspended prison sentence. He is also 
barred from "public activities" - including journalism - for three years. The conviction stems 
from an article he wrote for Radio Free Europe/Radio Libeity in 2015 which criticized the 
occupation of Crimea and called fbr its blockade by military means. 

14!. OHCHR notes that anti-separatism provisions must be applied in a manner consistent 
with the obligation of states under article 19, paragraph i, of the International Covenant on Civil 
and Political Rights, and not used to silence or criminalize opposing opinions or criticism. 

E. Freedom of religion or belief 
l 42. On 31 August, court bailiffs stormed the building housing the Ukrainian Orthodox 
Church of the Kyiv Patriarchate (UOC-KP) in SimferopoL The action was undertaken pursuant 
to a judgment, upheld by the Supreme Comt of the Russian Federation in February 2017, 
ordering to vacate premises used by a subsidiary company of the UOC-KP as office space and a 
shop in the first floor of the building. OHCHR notes that these developments created anxiety 
among churchgoers and revived concerns about the future of the UOC-KP, whose functioning 
in Crimea remains precarious due to the lack of an official .legal status pursuant to Russian 
Federation legislation.'" 

143. Unlike the UOC-KP, the Ukrainian Greek-Catholic church (UGCC) re-r"gifitcred in 
2016 and is operating in Sevastopol, Yalta and Yevpatoriia in accordance with the legal 
framework imposed by the Russian Federation. However, the church had to change its nan1e to 
the 'Byzantine Catholic Church', as its original appellation is not recognized in the Russian 
Pederation. Furthermore, only two UGCC priests permanently reside in Crimea where they 
continue providing religions services. The other UGCC omcials who were not residents of 
Crimea in MaTch 2014 - and tlms did not meet the legal condition to become Russian Federation 
citizens - became foreigners under Russian Federation law which was imposed in Crimea, and 
had to leave the peninsula::24 

211 IIRMMU interview. 
"' HRMMU inter\'iews. 
11·

1 Under Russian .Federation law~ all public organization~ in Crimea, including religious communities, had to rc--register 
in order to obtain logitl status. Without regi5tration, religious communities can congregate but cannot enter into contracts 
to rent State-owned property, open be.ok accounts.. employ people or invite foreigners . 
.2:u HRMMU lntcrvit!ws. S.u al.so OHCHR report on "TI1e iituation of human rights in the temporarily occupied 
Autonomous Republic of Crimea and the city of Sevastopol, paras, 64~70. 
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F. Freedom of peaceful assembly 
144. The authorities in Crimea continued to impose restrictions on the exercise of the 
freedom of assembly. The police arrested 49 people who conducted one-man pickets in protest 
against the prosecution of Crimean Tatars. Further, l 3 municipalities rejected requests to hold 
peaceful assemblies on LGBT rights. 

145. On 14 October, a se1ies of one-person pickets took p!ace throughout Crimea in protest 
against the arrests of Crimean Tatars for alleged membership in "terrorist" or "extremist" 
organizations in Bakhchysarai. Nearly l 00 people held up placards expressing demands to stop 
the persecution of Crimean Tatars. The police reported the arrests of 49 picketers for violating 
Russian Federation federal law on public assemblies.221 After "precautionary conversations" with 
the police, they were released. According to Russian Federation legislation applied by the 
Occupying Power in Crimea, one-person pickets do not require pre-authorization,426 OHCHR 
recalls that under international human rights law, restrictions on the exercise of the right to 
peaceful assembly may only be justified if they are necessary in the interests of national security 
or public safety, public order, the protection of public health or morals, or the protection of the 
rights and freedoms of others. 

146. Thirteen municipalities in Crimea - Yevpatoriia, Yalta, Sudak, Feodosiia, Dzhankoi, 
Armiansk, Bakhchysarai, Sevastopol, Kerch, Alushta, Saky, Simforopol, and Krasnoperekopsk -
banned LGBT assemblies planned in October 2017. LGBT organizations from the Russian 
Federation petitioned for these peaceful assemblies to advocate for recognition of human rights 
of LGBT persons. The refusals were based on Russian Federation legislation, applied by the 
Occupying Power in Crimea, prohibiting propaganda of "non-traditional sexual relations". In 
Bqczkowski and Others v. Poland, IJ1c European Court of Human Rights recognized that the 
refusal to hold a peaceful assembly on the !,>round of sexual orientation amounts to a violation of 
the right to free assembly in coajunction with the violation of the prohibition of discrimination.127 

G. Military conscription 
147. On 2 October 2017, the Russian Federation launched a new militruy draft. Around 2,000 
men from Crimea are expected to be conscripted into the Russian Federation Armed Forces. The 
Russian Federation Ministry of Defonce confirmed that one third of the consc1ipts will be 
transferred outside the peninsula, to the Russian Federation. Dra!t evasion is punishable under 
the Criminal Code of the Russian Federation, and possible sanctions include up to two years of 
incarceration."' A local department of the Rllssian Federation Investigative Committee in 
Sevastopol confirmed pending criminal charges against a Sevastopol resident for draft evasion.''" 
OHCHR notes that the military dra!t violates the international humanitarian law prohibition to 
compel protected persons to perfom1 military service in the armed forces of the occupying 
power."° 

"' htq1'://S2MOJl.fl~lnew,li!em/l 1345690/. 
~

1
• However, accordin~ to the Conatitutional Court ofd1c Rus:..ian Federation. when iCYeral onc~pcrMn pickebi. are held 

simulblneoui-.ly and tu~ similar to one another with '·suffidcnt <Jb,·iou•ness'' in respccl of die items used, common go2ls, -
slogfl.Dj and timing, such pickets may be considered as one single public picktt carded out by a grou11 ofindividuals, to 
whicb pre-authorintion requirements for their conduct will apply. {Judgment of the Con~titutional Court of the Rusiie.n 
Federation, 14 Fehruary 2013 No. ,t-ll, par. 2,5; https://rg,ru/20I3/02!'27/mitingi..dok.html). 
111 ECtHR, Bqczh:Jwsb a"d Others v. Poland (No. 1543i06), 3 May 2007. 
m . .\.rticle 32$ of the Criminal Code of the Russian Federation, 
w, Seva,topol Jnvestigation Department of the lnve:1tigative Committee of the Russian Fedcr»tion, ,tatement of 28 
September 2017, available at http://sevastopol.sledcom.ru/news/itenv'I 167566/~ St,1.tement of l l October 2017, available 
at http://~evutopol.sledcom,ro/news/itcm/l I 70699/. 
2

:
1
il Arti-cle51, Geneva Convention IV. 
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VIII. Legal developments and institutional reforms 

A. Legal framework concerning territory not controlled by the Government 
in certain areas of Donetsk and Luhansk regions 

148. On 6 October, the Parliament of Ukraine pro1ongcd231 by one year the application of a 
2014 Iaw232 providing for expanded local self-rule in certain areas of eastern Ukraine not under 
Government control as one of the political commitments under the Minsk agreements. The 
introduction of special governance rules is conditioned upon the implementation of a set of 
requirements for sate and democratic elections, :m including the withdrawal of weapons and all 
illegal military formations. 

149. On the same day, Parliament adopted in its first reading the draft law providing a 
framevmrk for the Government to re-establish control over certain areas of Donetsk and Luhansk 
regions. m 1t states that the Russian Federation has conducted an armed aggression against 
Ukraine, resulting in the temporary occupation of parts of its territory. The text affirms Ukraine's 
right to self-defence,m alongside its commitment to a peaceful political settlement based on 
international law. Conflict management is entrusted with the military - the Joint Operative 
Headquarter of the Anned Forces of Ukraine (JOHAFU)216 

- and the principle of an anti-tetrnrist 
operation conducted under the auspices of the State Security Service of Ukraine (SBU) is 
abandoned. 

150. Under the draft law, Ukraine claims no responsibility for illegal acts of the Russian 
Federation and anncd groups in the territory they control and considers null and void any act 
(decisions, documents) committed by them in this tctTitory. It recognizes Ukraine's positive 
obligations towards the population of these areas, and creates a "special legal regime" to protect 
its rights and freedoms, based largely on the 20 l 4 law237 which previously applied exclusively to 
Crimea. The Ministry on Temporarily Occupied Territory (TOT) and IDPs is tasked with 
designing "protective measures" such as facilitating the satisfaction of economic and social 
needs, providing hIDnanitarian aid, and ensuring access to the Ukrainian media and legal 
remedies. The procedure regulating movement of persons and goods across the contact line is to 
be defined by the Head of JOHAFU in consultations with the SBU and the Ministry on TOT and 
IDPs. 

151. OHCHR takes note of the intention of the legislator to define, in legally binding tenns, 
the conflict in eastern Ukraine. At the same time, it underlines that tl1is position should not be 
used to impose a narrative - and introduce legal sanetion,s - restricting the freedom of opinion and 
expression. 

152. OHCHR notes that the draft law generally lacks clarity regarding the legal framework 
for the protection of rights and freedoms in certain arcns of Donetsk and Luhansk regions. 
Although legislation applying to Crimea is mentioned as fmming the legal basis for human rights 
protection in eastern Ukraine, its transposition appears to require adjustments without which the 
legal certainty requirement may not be satisfied. 

JH Adoption of the Law of Ukraine ''On Crettting the Necl!$~ary Condition~ for a. Peaceful Settlemenl In Certain areas of 
D01lets.k und Luhansk Regions"' no.2(67-VUL 
:ni Law of Ukraine "On the Sped.al Ordor of Local Self Govemment in Certain Areas of the DoneLSk and Luhansk 
reghmi" no.1680-VU of 16 September 2014. The law had been adopted for a threc-yearpetfod, set to expire on IS 
October 2017, 
m [bid., .Article l 0. 
:n" Draft Law no. 7163 ·•on Particular Aspects -of Public Policy Aimed at Safeguarctin2 the Sovereignty of Ukraine 
o,·er the Temporarily Occupied TetTitory of the Donetsk and Luhmil regions ofUkraim1", 
u, Article 51 of the Uoired NAtions Charter. 
"'The Joint Operative He,idquuter of tbe Atmed Forces of Ukraine (.!OHAFU) i• a body responsible fur the 
minagemcot and coordination of inter-aaency militat'it:od forces, Together with the Gcnc~I Staff of the UAFj ii fom1s 
p4li.o(tbc Ukrainian military command. JOHAPU was included into the structuro of the Uln"!.ini.,,_ Armed Forces in the 
com-se of its r~forn1 in June 2016, Su Law of Ukraine ··on amendments to the legislation concernlng defenceHno.1420., 
Vlllof 16 June 2016. 
~n l..aw of Ukraine "On En;1urittg the Rights and Freedoms of Citizens and the Legat Regime in the Temporarily 
Occupied Territory of Ukraine•· no. I 207-VII of i5 April 20! 4. 
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153. OHCHR also has concerns regarding the provision proclaiming blanket non-recognition 
of acts issued in the territory not under Government control, and urges that, iu order to guarantee 
legal recognition of persons living in these areas, at a minimum that the procedure of recognition 
of the facts of birth and death occurring in such territories be continued. 

154. Anticipating the consequences of the promulgation of the draft law, OHCHR urges the 
Government lo prevent the abrupt tennination of the validity of legal acts238 that established 
certain guarantees and privileges for the population for the duration of the anti-terrorist operation. 
A transitional period should foresee that the validity of such privileges be extended until national 
legislation is harmonized with the new legal framework. 

B. Law on Education 
155. On 28 September, a new law "On education" entered into force which aims to ensure 
equal opportunities for students to achieve fluency in the official language and introduces new 
rules on the use oflanguages in public education.m 

156. Under the law, Ukrainian will become the main language of insttuction in secondary 
(i.e. beginning from fifth grade) and higher education. National minorities retain the right to be 
instructed in their mother tongue in pre-primary and primary school, and at higher levels may 
request to be taught their native languages as a subject. Additionally, "one or more" subject$ may 
he taught hi- or multi-lingually, in Ukrainian and any of the official languages of the European 
Union. Indigenous peoples can be educated in their native language from pre-primary to 
secondary school, and will also have the option of continuing to learn their indigenous language 
as a separate subject thereafter."'" 

157. OHCHR notes that the previous education law allowed the use of minority languages as 
a medium of instruction at all levels of education, thereby enabling national minorities to benefit 
from the full extent of international education standards. The UNESCO Principles on Language 
and Education state that minority language education should cover primary instrnction and "be 
extended to as late a stage in education as possible ".241 Similarly, according to the United 
Nat.ions Special Rappo1ieur on National Minorities, ''ideally, the instmction in the mother tongue 
should last for a minimum of between six to eight years more when this is feasible". w 

158. The new legislation is more restrictive than the previous education law, as national 
minorities may not be instrncted in their mother tongue beyond primary education. In its 2001 
decision Cyprus v. Turkey, the European Court of Human Rights found a violation of the right to 
edueation243 where the provision of instmction in the minority language wa.~ ensured during 
primaxy education but not secondary. 244 

l 59. While it is a legitimate aim for states to provide students with sufficient opportunities to. 
achieve fluency in the official language, OHCHR believes this should not be at the expense of 
education in minority languages.245 It also stresses that all rights must be enjoyed in a non• 

:-:~• For inetance, the Law "On Temporary Measures f-onhe Durn.fam of the Anli-Terrorist Opcra:tion" no. l669~VU of2 
September 2014. 
1

~s1 Prcaident Petro Poroshenko •t&tcd that the law improve• tho quality of the education system of Ukraine, enhances. the 
role of the Ukrainian language, and providca eyeryono with equal k:aming opportunitica, He .also emphasi1:ed t11e 
detai.11ination to rigorously reapect educadon riH,ht.,-ofnationtl m:inorities. 
2

.+;i A tran~ition period i.; provided for a tu dents who commenced their secondiny education before l September 20 I 8-1 and 
for whom fonner language rnfos will apply, but only until l September 2020 •;vhto the proviaions of the new law 'Will 
apply to all. 
141 lJ N F ... -<::CO, Principlei of 1..anauage and Ech1cation, Pri□cip le l. 
24

:! United Nations Special Rapporteur (ID minority issues: Language Rigl1t; ofl.ingoistic Minorities. A Practical Guide 
for Implementation. Ocn~va, Match 2017, p, 18. 
~
0 Article 2 -of Protocol No. l of the Convention for the Protection of Human Rights and Fundamental Freedoms, 

(European Convention on Human Rights). 
,... ... European Comt of Human Rights, Cypn,1.-' v. Turkey, Judgement of ! 0 May 2001 {Grand Chamber) (yprus v. Turkey, 
at para.278, 
241 According to the United Nations Special R~pm1eur on minority is.sues, "students -should be provided with sufficient 
opportunitie! to &chieve tlumcy in the official language. a.lihough not at the expen~e of education in their own lanj,ruage'\ 
supra, footnote 4. p, 19. 
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discriminatory manner. This applies, for example, to the right of national minorities to be 
educated in "one or more subjects" in an official EU lan!,>irnge, which is not available to those 
whose mother tongue is not an official EU language. 

l 60. OHCHR recalls that the context prevailing in a country is central to the proper 
regulation of minority language issues. Representatives of various national minorities246 have 
approached HRMMU and complained that the provisions of the law, as adopted, do not take their 
interests into account, which were expressed during consultations. Some expressed concern that 
the significant limit on educational instmction in minority languages will affect both the quality 
of education and their right to cultural self-determination, especially in certain remote areas with 
a high concentration of residents belonging to national minorities. OHCHR is concerned that the 
new law may result in increased tensions in Ukrainian society."' The Government of Ukraine is 
invited to ensure flexibility in developing and implementing language and education policies, and 
to introduce any changes gradually, in full respect of its international and regional obligations. 

IX. Technical cooperation and capacity-building 
161. OHCHR engages in technical cooperation and capacity-building activities to assist the 
Government of Ukraine in meeting its international obligations to protect and promote human 
rights. During the reporting petiod, meetings and events were held with a wide range of 
government actors and civil society, in order to provide guidance and assistance in addressing 
human rights issues. In particular, closer cooperation was established with the Permanent 
Representative of the President of Ukraine to Crimea. Further, OHCHR continued to supp01t 
preparations for Ukraine's third Universal Periodic Review (UPR) which took place on 15 
November 20 l 7. 

162. HRMMU continued to promote implementation of the Istanhul Protocol248 through 
trainings and dissemination of infonnation. In September and October, HRMMU provided 
trainings to over 160 practitioners including civil society monitors of the National Preventive 
Mechanism (NPM), management and medical staff of penitentiaries, members of prosecution 
offices, police and forensics experts. The trainings focused on torture prevention, humane 
treatment of detainees in line ,,;,ith the "Nelson Mandela Rules"249

, effective identification and 
investigation of torture, state obligations under international law, and United Nations 
mechanisms to address torture. Such capacity-building activities complement HRMMU's 
monitoring, reporting and advocacy effmts with regard to the practice of torture by Government 
agents and armed groups against conflict-related detainees, which the Mission has been 
documenting since 2014. In addition, on 10 October, jointly with the NPM, HRMMU conducted 
a partners' meeting on implementation of the Istanbul Protocol. Representatives of the Office of 
the Prosecutor General, Ministry of Health, Ministry of Justice, the Parliament's Commissioner 
for Human Rights (Ombudsperson), civil society and international organisations shared 
infomiation on their completed and planned activities and identified challenges and gaps. 

163. HRMMU also continued to raise awareness of conflict-related sexual violence and carry 
out follow-up activities to the OHCHR thematic report on cont1ict-related sexual violence in 
Ukraine released in February 2017. On 28 September and 2 November 2017, HRMMU delivered 
sessions on prevention of arbitrary and unlawful detention, torture and conflict-related sexual 

14
q HRMMU interviews with repre5entatives of the Albanian, Gagauz, Hungarian, Motdovan, Romanian and Russian 

nationJ;tl minorities, 
N

7 HRMMU wa.s infom1ed 11boot a numb!!r of demongtrations against the language provis.itm of the new law on 
education. For example, on 17 October 2017 in Chemivts.i a demonstration Qf people belonaioi to Romanian national 
minority dem~nded the righl to education in their native language; s.imultancously tho-e was a counter domon!tration 
organir.ed by Ukrainian nationalist groups~ including Right Sector and Svoboda, shouting that every citizen of Ukraine 
must be taught in Ukrah1iau (ue e.g. 
http:/ /:z.ik. uafnews/2017 / I 0/t 7 /u _ chemivtsynhJumun.1k:i _ organizatsii__piketuvaly~~oda _ cherez._ :zakon _pro_.osvitn __ -I t 8780 
9). 
1◄• United Nationi Manual on d,e Effective Investigation md Documentation of Torture and Other Cruel, Inhuman or 
Degradi11g ·n-altment or Puni:..hment, 1v1ilable at http:/rwww.ohchr.org/Docu01ent!/Publications/training8Revlen.pdf. 
io United Nations Standard Minimum Rules for the Treatment of P.riimoer.'$. AIRES/70/! 75 adoptOO. on l 7 December 
2015, at'ailable at http,://www.penalreform.or~/resourco/.'$taadard-minimum-rufos.-trea.t111c11t-prisoners-!mr/. 
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violence to military personnel who will be deployed to the conflict area in civil-military 
coordination units, In addition to presenting the findings of the thematic report, l!RMMU 
provided an overview of relevant international human rights and international humanitarian law 
standards, including through specific case studies, Further, in support of the Government's 
commitment to undertake steps to design and operationalize effective measures to address 
conflict-related sexual violence, HRMMU and UN-Women contracted an international expert 
consultant to provide strategic advice to the Government, civil society and the United Nations 
system on preventing and addressing conflict-related scxnal violence in Ukraine, Extensive 
corumltations were held from 13 October to 2 November with representatives of the Government, 
Parliament, local authorities, civil society and UN Agencies The consultant's visit concluded 
with a workshop on 10 November hosted by the Minist1y of Justice, where key state actors, 
including regional and local authorities from conflict-affected areas, service providers, civil 
society and development partners contributed to the development of the national strategy to 
prevent and address conflict-related sexual violence, 

164. On 15 November 2017, Ukraine's compliance with international human rights 
obligations was appraised under the Universal Periodic Review (UPR) procedure of the Human 
Rights Council. 190 recommendations were issued by Member States in relation to women's 
rights/gender equality, domestic and sexual violence, fighting xenophobia and homophobia, 
inter-ethnic harmony, comrption, accountability/impunity, and judicial reform. The United 
Nations system in Ukraine contributed to an informed review of Ukraine's third UPR by 
submitting a joint human rights assessment, raising the awareness of embassies in Ukraine about 
key human lights issues, and facilitating consultations involving the Government, ci vi! society 
organizations and the Ombudspcrson lnstitution, 

165, The United Nations Partnership Framework with Ukraine defining the support of the 
United Nations to national development priorities was signed on 25 October 20! 7. Under the 
Framework, OHCHR will contrihute to specifically support those priorities related to democratic 
governance, rule oflaw, civic participation, human security and social cohesion, 

X. Conclusions and recommendations 
166, The temporary lull in the armed hostilities and conseqncnt reduction in civilian 
causalities recorded in September and October demonstrnted the potential positive impact on the 
population of adherence to the ceasefire, However, the number of civilian casnalties is on the rise 
again in Novemher. Further, while the numher of casualties may have temporarily dipped, the 
adverse effects on the population caused by the conflict in eastern Ukraine did not diminish. 
Sudden and unpredictable spikes in the armed hostilities claimed lives, inflicted suffering and 
destroyed families, The duration of such suffering, stretched over three years, has taken a heavier 
toll than can be reflected in statistics. This suffering was compounded as individuals were 
subjected to human tights violations - including arbitrary detentions, torture and ill-treatment -
committed in connection with the conflict on hoth sides of the contact line, At the same time, 
continuing restrictions on the freedom of movement served to further suffocate and isolate 
commnnities, jeopardizing social cohesion and future peace and reconciliation efforts, 

167, For the 4.4 million people who have been affected by the conflict,250 there were 110 

indications of serious efforts by the parties to the conflict to halt hostilities and restore peace, 
Faced with ''more of the same", those who have already lost their loved ones, health, property, 
livelihood and opportunities arc now losing hope, The approach of the fourth winter of security 
risks and hardship is anticipated as more difficult to bear than those emh1red earlier in the 
conflict 

I 68, Earnest efforts to take concrete steps toward resolving the conflict arc long overdue. 
With the passage of time, divisions in Ukrainian society resulting from the conflict will continue 
to deepen and take root Challenges which need to be overcome for a true reconciliation and 

250 20 !8 Humanitmian Needs Overview, Ukraine, November 20 t 7. available at 
bttps://re1iefweb.inUrepor1/ukraine/ukraine,-huma:nita.rian-needs-ovcrview-2018-enuk. 
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long-term peace throughout Ukraine also become greater as they remain unaddressed over time. 
A serious intention to honour and implement commitments made in the Minsk agreements would 
be an invaluable first step towards peace and reconciliation. 

169. Furthermore, as we move into 2018, it is imperative that Government policies and 
legislative developments evolve in an inclusive manner, and together with judicial reforms, 
contributes to the enhancement of accountability and the foundation for future peace and 
reconciliation. Such measures would also create conditions for a free media and freedom of 
expression in the run-up to the 2019 elections, while combatting hate speech and discriminatory 
acts of violence. 

170. Crimea continues to remain subjected to the legal and governance framework of the 
Russian Federation, in violation of international humanitarian law. For its part, the Government 
of Ukraine should foster and implement inclusive policies towards the population of the 
peninsula, to help ensure that existing divisions do not deepen fu11her. The lifting of all 
unnecessary restrictions to freedom of movement would be a significant element in such an 
approach. 

17 l. Most recommendations made in the previous OHCHR reports on the human rights 
situation in Ukraine have not been implemented and remain valid. OHCHR tl.uther recommends: 

1 72. To the Ukrainian authorities: 

a) Where military presence within civilian areas is justified due to military 
necessity, take all possible steps to protect the resident civilian population, 
including making available adequate alternative accommodation, as well as 
compensation for the use of property and any damages; 

b) Government of Ukraine to develop a national mechanism to make adequate, 
effective, prompt and appropriate remedies, including reparation, available to 
civilian victims of the conflict, especially those injured aud the families of those 
killed; 

c) Government of Ukraine to establish independent, transparent and non• 
discriminatory procedures of documentation and verification of housing, land 
and property ownership, create a registry of damaged or destroyed housing and 
other property, and a comprehensive legal mechanism for restitution and 
compensation; 

d) Law enforcement agencies to ensnre effective investigat.ion of cases of enforced 
disappearance, incommunicado detention, torture and ill-treatment in which 
Ukrainian forces {SBU, UAF, volunteer battalions, etc.) are allegedly involved, 
and consider establishing an inter-agency group in charge of investigation of 
sue.It cases, as civilian investigat.ive bodies do not have access to many alleged 
places of detention or where the victims were last seen; 

e} Security Service of Ukraine to grant immediate, unrestricted, and confidential 
access to conflict-related detainees newly arrested by SBU, including in Kltarkiv 
region; 

t) Cabinet of Ministers to amend its resolution no. 99 so that it provides a list of 
items prohibited from transport across the contact line to replace the current list 
of permissible goods and quantities; 

g) Government of Ukraine to lift unnecessary and disproportionate restrictions and 
ease freedom of movement at all checkpoints including 'internal' checkpoints, 
and ensure that persons with residence registered in territory controlled by 
armed groups are not subjected to additional discriminatory checks; 

It) National Police to conduct transparent and effective investigation in all cases of 
attacks 011 media professionals, and undertake all possible measures to ensure 
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accountability for killings of journalists, includiug witb international expertise 
where needed; 

i) National Police, Headquarters of the Antiterrorist Operation, heads of regional, 
district and village councils and heads of civil-military administrations to 
collaborate on defining the list of settlements affected by the armed conflict, 
ensuring that it does not deprive people of their economic and social rights; 

j) Ministry of Social Policy to ensure that the protection and support to IDPs 
extends to all persons who meet the lDP definition, without any disclimination 
including based on the list of settlements affected by the armed conflict; 

k) Government, Parliament and other relevant State bodies to eliminate obstacles 
which prevent Ukrainian citizens from having equal access to pensions 
regardless of place of residence or IDP registration; 

l) Ministry of Social Policy to establish effective cooperation and information 
exchange processes with all relevant actors engaged in conducting verification 
and identification procedures in relation to pensions, as well as in home­
delivering payments for IDPs receiving pensions and social benefits, to avoid 
double-verification or a11y additio11al burden on vulnerable people; 

m) Cabinet of Ministers, Parliament and other relevant state bodies to ensure tl!at 
persons with disabilities, regardless of their place of residence, have access to 
health services, including rehabilitation, as foreseen by state programs and laws; 

11) Ministry of Temporarily Occupied Territories and Internally Displaced Persons, 
Ministry of Social Policy and other relevant state bodies to eusure that IDPs with 
disabilities are provided with adequate accommodations, access to in-l!ome and 
other services, and means for inclusion in the community; 

o) National Police and other law enforcement agencies to take all appropriate 
measures to secure public gatherings of persons belonging to minority groups; 

p) Office of the Prosecutor General and other law enfo1·cemeut agencies to ensure 
appropriate classification, investigation and prosecution of hate crimes, including 
any crimes committed 011 tl!e basis of ethnicity, sexual orientation and gender 
identity; 

q) Office of the Prosecutor General and other law enforcement agencies to properly 
address and investigate manifestations of intolerance, including threats of 
violence, by extreme right-wing groups against individuals of minority social 
groups and those holding alternative political opinions; 

r) Government of Ukraine to ensure tltat tlte language provision in the new Law on 
Educatio11 doe-~ not lead to violations of the rigl!ts of minorities and to avoid any 
discrimination against certain minority groups; 

s) Government authorities to create an administrative procedure, whicb is 
accessible to all, without discrimination of any kind, and free of charge, enabling 
use of documents relating to the facts of birth and death wl!ich are issued on 
territory 11ot under Government control iu the process of recognition of such 
facts under Ukrainian legislation, and maintain the judicial procedure as an 
alternative for disputable cases. 

173. To all parties involved in the hostilities in Donetsk and Lul!ansk regions, includillg 
the Ukrainian Armed Forces, and armed groups of the self-proclaimed 'Donetsk people's 
republic' and 'Luhausk people's re1mblic': 

a) Bring to an end the conflict by adl!ering to tl!e ceasefire and implementing otl!er 
obligations undertaken in tl!e Minsk agreements, in particular regarding 
withdrawal of prohibited weapons and disengagement of forces a11d hardware, 
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and until such implementation, agree on and fully respect "windows of silence" 
to allow for crucial repairs to and maintenance of civilian infrastructure in a 
timely manner; 

b) Strictly adhere to international humanitarian law standards on tile prohibition of 
use of weapons with indiscriminate effects in populated areas, including those 
with a wide impact area or the capacity to deliver multiple munitions over a wide 
area; 

c} Respect the agreement reached in Minsk on 19 July 2017 in which parties 
expressed commitment to create "safety zones" around the critical civilian water 
facilities of Donetsk Filtration Station and First Lift Pumping Station in Donetsk 
region, and expand tile list of such "safety zones" to include facilities which house 
hazardous materials that would endanger civilians and the environment if 
damaged by the armed hostilities; 

d} Take necessary measures to ensure protection of civilian popnlatinn Jiving close 
to the contact line and iu the case that the security of the civilian population or 
military imperative demand evacuatio11, ensure humane conditions of such 
evacuation and provide adequate alternative accommodation; 

e) Enable and facilitate the voluntary transfer of all pre•conflict detainees to 
government-contrnlled territory, regardless of their registered place of residence, 
in order to enable contact with their families without the unnecessary hardship 
linked to restrictions on freedom of movement; 

f) Facilitate the safe and unimpeded passage of civilians across the contact line by 
ensuring that crossing routes and entry-exit checkpoints are a uo-fire area and 
by increasing the number of crossing routes, especially in Lnhansk region by 
opening tbe Zolote crossing route for vehicles and pedestrian traffic; 

g) Refrain from unnecessary impediments to access of humanitarian assistance to 
people in need, including in villages and settlements located close to the contact 
line; 

h) Armed groups of the 'Donetsk people's republic' aud 'Luhansk people's 
republic' to respect freedom of religion or belief in tetritory under their control 
and refrain from infringement upon this right, including by halting the seizure of 
religious buildings of Jehovah's Witnesses and the harassment of their 
parishioners; 

i} Armed groups of tlie 'Luliansk people's republic' to ensure proper respect for 
property rights of !DPs when conducting any inventory of abandoned property. 

174. To the Government of the Russian Federation: 

a) Implement General Assembly Resolution 711205 of 19 December 2016, inclndhig 
by ensuring proper and unimpeded access of international human rights 
monitoring missions and human rights non-governmental organizations to 
Crimea; 

b) Uphold human rights in Crimea for all and respect obligations that apply to an 
occupying power pnrsuant to international humanitarian law pro'tislons; 

c) Investigate all cases of enforced disappearance, torture and ill-treatment 
involving officers of the Crimea1l branch of the FSB, bring perpetrators to 
justice and ensure redress for victims; 

d) Refrain from application of anti-extremism and anti-terrorism legislation to 
criminalize peaceful religious conduct of devout Muslims in Crimea, and 
immediately release all persons an·ested and charged with such crimes; 
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e) Put an eud to searches of houses indiscriminately affecting Crimean Tatars hy 
law enforcement agencies in Crimea; 

t) Ensure that the rights to freedom of expression, peaceful assembly, thought, 
couscience and religion can be e.xercised by any individual and group in Crimea, 
without discrimination on any grounds, including race, nationality, political 
views, ethnicity or sexual orientation; 

g) Comply with the international humanitarian law prohibition against compelling 
residents of the occupied territory of Crimea to serve in the armed forces of the 
Russian Federation; 

175. To the international community: 

a) Continue using all diplomatic means to press all parties involved to end 
hostilities, by emphasizing the human rights situation and suffering of civilians 
caused by the active armed conflict; 

b) Support the Ministry of Justice and other Government actors in carrying out 
penitentiary reform in Ukraine which will improve material conditions and 
provision of services, particularly medical services, in places of detention; 

c) Ensure that the Media Freedom Guidelines developed for Ukraine hy 
international media experts and lawyers continue to adhere to international 
standards and best practices in the domain of freedom of expression during any 
review or amendment process; 

d) Support the Government of Ukraine in devising laws and policies that promote 
inclusiveness and social cohesion. 
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1. Executive summary 

l. This twenty-fifth report on the situation of human rights in Ukraine by the Office of 
the United Nations High Commissioner for Human Rights (OHCHR) is based on the work 
of the United Nations Human Rights Monitoring Mission in Ukraine (HRMMU),' and 
covers the period from i6 November 2018 to 15 February 2019. 

2. OHCHR documented 315 human rights violations during the reporting period, 
which affected 202 victims.' This represents an increase of documented violations 
compared with those documented during the previous reporting period of l 6 August to 15 
November 2018.3 Of the violations documented in this report, 22 t violations occurred 
during the reporting period. 

3. Of the violations documented by OHCHR, the Government of Ukraine was 
responsible for 126 violations, the self-proclaimed 'Donetsk people's republic' and selt: 
proclaimed 'Luhansk people's repub!ic'4 for 154, and the Government of the Riissian 
Federation (as the occupying Pov.,cr in the Autonomous Republic of Crimea and the city of 
SevastopoL Ukraine, temporarily occupied by the Russian Federation.I) for 35, 

4. ·nm1ughout the reporting period, OHCHR operations in territory contrnUcd by 
'Donetsk people's republic' aud 'Luhansk people's republic' continued to be restricted, 
Ongoing discussions through regular meetings with repri-sentatives of both 'Donetsk 
people's republic' and 'Luhansk people's republic' have yet to secure the full resumption of 
OHCHR operations in the territory they control, as well as unimpeded confidential access 
to detainees in this tenitory. 

5. The anned conflict in eastern Ukraine continued with ongoing hostilities in a 
number of hotspots along the contact line. Overall, OHCHR notL'<i a trend of decreasing 
conflict-related civilian casualties, which in 20i8 were 53 per cent lower than in 20!7, and 
were at their lowest for the entire con!1ict period.6 The total civilian death toll of the 
conflict reached at least 3,321 as of !5 February 2019, More than 80 per cent of these 
occurred before mid-February 2015, reflective of the long-tenn positive impact of the 
Package of Measures to implement the Minsk Agreements on the decline of hostilities and 
civilian casualties since the adoption of the latter and United Nations Security Cmmcil 
Resolution 2202 in February 20 l 5. 7 

6. During the reporting period, OHCHR documented 16 conflict-related civilian 
casualties: two people were killed and 14 injnred, which represents a 68 per cent decrease 
compared with the previous reporting period from 16 August to 15 November 2018, 
Shelling and small arms and light weapons (SALW) fire .injured ten civilians one of the 
lowest figures for the entire conflict period. Of these, nine were recorded in territory 

HRMMU was deployed on l 4 :'vlarch 2014 !<) monihn- and report on the human rights situation 
throughout Ukraine, a.nd to propose recommendations to the Government and other actors to address 
human rights concerns. For more details, see p81'lls. 7-8 of the report of the United Nations High 
Commissioner for Hwmm Rights on die situation of hmnan rights in Ukraine of 19 September 2014 
(Ai!!RC/27175). 
Between 16 August and 15 November 2018, OHCHR documented 242 human rights violations. Of 
those, 207 human rights violations (){,'Curred in the course of that reporting period. These numbers 
indude civilian easualtie,; caused by the armed con!1ict. 

3 The increase of violations documented is not representative of a deterioration of the overall human 
rights situation; it is in part due to a high number of victims of human rights vfolations OHCHR was 
llblo to interview only llf\er their t,an,fer to governmcnt-contro!led territo1y in December 20 l 8 and 
February 20 l 9. 

4 Hereinafter 'Donetsk people's republic' and 'Luhansk people', republic.' 
5 Hercinafler Ctimea. 
1' 279 conflict-related civilian casualties (55 killed and 2.24 injured) in 2018 versus 604 (l 17 killed and 

487 inured) in 2017. 
7 See United Nati,.ns Security Council resolution 2202/2015. 
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controlled by armed groups' and are attributable to !be Govemmenl, and one was recorded 
in government-controlled ten-itory and is attributable to armed groups of' Donetsk people's 
republic'. During the reporting period, 0HCHR did not record any mine-related civilian 
casualties. 

7. More than five million people; including over L3 million registered internally 
displaced persons (!DPs)'" and persons living in isolated communities along the e.cmtact line 
in eastern Ukraine continue to bear the bruut of the armed conflict and its consequences. 
The hardship they endure is exacerbated by the lack of access to basic services, social 
support, as well as remedies and reparations for injured persons and relatives of those killed 
and for destroyed properly. A dozen civilians died in the first fow weeks of 20! 9, mainly 
due to serious health complications, while crossing !be contact line. During !be winter 
mon!hs, the lack of adequate heating remained one of the main challenges for civilians, 

· especially those living along the contact line. Despite consistent court decisions in favour of 
individuals who lost access to their pensions, the Government has faiied to implement the 
judgments and continues to link access to pensions to !DP registration. Further, 0HCHR 
noted the continued need for broader protection of conflict-affected civilians, including 
IDPs, regard.less of where they reside in Ukraine, and realization of their economic and 
social rights to pave the way for restoring peace and stahility in eastern Ukraine. 

8. ln governmcnt-controHed territory, 0HCHR had access to official places of 
detention and conducted confidential interviews with detainees in accordimce with 
international standards. In ten-itory control.led by 'Donetsk people's republic' and 'Lnhansk 
people's republic', 0HCHR continues to call for confidential access to detainees to be 
granted to OHCHR and international observers. 

9. 0HCHR welcomes the transfers of 88 pre-cont1ict prisor1c,rs from ten-itory 
controlled by 'Donetsk people's republic' and 'Luhansk peol?le's republic' to government­
controlled territory that took place in December 20!8 and February 2019. 0fthem, seventy­
five ,vere transferred from territory controlled by 'Luhansk people's republic' for the first 
time since the outbreak of the conflict 

10. 0HCHR is concerned abont the practice of arhitrary imest, i11communicado 
detention, torture and ill-treatment of civilians in government-controlled territory. During 
the reporting period, 0HCHR documented two cases of arbitrary detention of civilians 
allegedly by officers of the Security Service of Ukraine (SBU). Individuals in territory 
controlled by 'Donetsk people's republic' and 'Luhansk people's republic' continued to be 
subjt-cted to 'administrative' arrest and 'preventive' anest, respectively, which may 
constitute enforced disappearance. 

1 l. In conflict-related cases, due process and fair trial violations persist as a rcsn!t of the 
pervasive practice of prolonged pre-trial detention, and the use of force and coercion to 
obtain confessions or to accept plea bargains. Interference into the, work of courts in 
conflict-related and other high-profile trials continued during the reporting period. Five 
years after violent clashes between law-enforcement and Maidan protcstors, the killings of 
protcstors and law-enforcement officers remain largely unaddressed by the Government. 
Delays in the investigation and trial proceedings related to the 2 May 2014 violence in 
0desa continue. 

' Eight - in letritory controlled by 'Donetsk people's republic' and one -in territory eontrnHed by 
'Luhansk people', republic'. 

9 See Multi-Year Humanitarian Response Plan (HRP) 2019-2020 available from 
https://w,,,vw.humanitarianresponse.iitfo/cn/operatiorrn/uhaine/document/ukraine-2019-11um.anitarianm 
response-plan-hep. 

rn According to Ukraine's Ministry of Social Policy. as of 5 Febmary 2019 there were 1,361,912 
internally displaced persons registered in Ukraine since tlie beginning of the anned conflict in 2014. 
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12. Safeguarding civic space and protecting people's rights to freedom of opinion and 
expression, media and peaceful assembly and association is key in ensuring that the 
upcoming presidential and parliamentary elections in Ukraine are peaccfol and inclusive. 
OHCHR documented 16 violations of the afore-mentioned freedoms, as well as the right to 
nou-discrimination, a decrease in keeping with the seasonal lull occurring every New Y car 
period." OHCHR remains concerned about the failure of the Government to bring 
perpetrators of attacks against media professionals, political and civil society activists to 
accom1t, Space for freedom of expression and freedom of the media remains highly 
restricted in tmitory controlled by 'Donetsk people's republic' and 'Luhansk people's 
republic.' 

13, During the reporting period, OHCHR followed closely the developments around the 
granting of autocepha!y to the newly established Orthodox Church iu Ukraine and the 
introdnction of a 30-day martial law in some regions of Ukraine on 26 November 2018, 
frillowing the naval incident near the Kerch Strait. 

14, The Russian Federation, the oecnpying power in Crimea, has still not granted 

OHCHR access to the peninsula in line with UN General Assembly resolution on the 
territorial integrity of Ukraine 68/262 and resolutions 7 l/205, 72/190 and 731263. OHCHR 
monitors the human rights situation on the peninsula from mainland Ukraine. The Russian 
Federation continues to apply its laws, in violation of international humanitarian law 
applicable to an occupying power, resulting in grave human rights violations, 
disproportionately affoeting Crimean Tatars, OHCHR also notes t11at Ukrainian crew 
members apprehended by Russian aut11orities in the Kereh Strait on 25 November 20 l 8 
could be considered as prisoners of war and protected tmder the Third Geneva Convention, 

U. OHCHR methodology 

15. This report is based on !52 in-depth interviews with victims and witnesses. Findings 
are included in the report where the "reasonable grounds" slandard of proof is met. TI1e 
standard is met when a sufficient and reliable body of infom1ation from primary sources 
collected through interviews (with victims, witnesS<:,'5, relatives of victims and lawyers), site 
visits, meetings with Government representatives, civil society and other interlocutors, and 
trial monitoring is consistent with information from secondary sources assessed as credible 
and reliable, such as reviews of court documents, officials records, open-source material, 
and other relevant materials, OHCHR applies the same due diligence and standard of proof 
when documenting conflict-related civilian casualties. 12 Consent is sought from sources on 
the use of information, ensuring confidentiality as appropriate. Specific attention was paid 
to the protection of victims and \vitnesscs, assessing the risk of reprisals, 

16. During the rcponing period, OHCHR continued to be present, albeit with limited 
operations, in territory contTOllcd by 'Donetsk people's republic' and 'Luha11sk people's 
repnb!ic', and was able to obtain and verify information through various meims, 

" During the last reporting period between 16 August and J 5 Novemb"r 2018, OHCHR documented 59 
violations of the tlmdamental freedoms of opinion and expression, peaceful assembly and association, 
religion or belief, as well as the right to no11--discriminatio11 and equal protection imder the law. 

12 OHCHR documents civilian casualties by consulting a brnaJ range of sources and twos of 
infonnation that are evaluated based on credibility and reliability. In ltllalytlng each inddenL 
OHCHR exercises due diligence to corroborate informa1ion from as wide a range of sources as 
possibJe, including OSCE public reports, victiln and witness ac<...'Ounts, military actors, community 
leaders, medical profossinnals and other interlocutors. h1 some instances, Jocwnentation may take 
weeks or months before conclusions can be drawn, meaning tbat numbers on civilian casualties may 
be revised as more information becomes available. OHCHR attributes a civilian casualty to a 
particular party based on the geogr~phic k1eation where it occurred, the direction of fire, and the 
overall context surrounding the incident. 
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l 7, While OHCHR cannot provide an exhaustive account of all human 
committed throughout Ukraine, it is able to document patterns of human 
and abuses based on individual cases. 

III. Impact of hostilities 

violations 
violations 

18. During the reporting period, hostilities continued to affoct the civilian population in 
the conflict zone of eastern Ukraine. Against the backdrop of a decre-'lsing number of 
ceasefire violations as reported by the OSCE Special Monitoring Missilm to 
Ukraine,'' exchanges of fire across the contact line continued to impact residential areas 
and result in civilian casualties and damage to civilian property and infrastructure, 
including water facilities and electricity lines, Deteriorating factor was the continued 
placing of military in immed.iate to residential areas and decreasing 
distances benveen positions of Ukrainian and armed groups, 

A. Conduct. of hostilities and civilian casualties 

19. Between 16 November 2018 and l5 February 2019, OHCHR recorded 16 conflict• 
related civilian casualties: two killed" and 14 injured,15 a 68 per cent decrease compm·ed 
with the previous period of 16 August to l5 November 2018 when 50 civilian 
casualties (14 killed and 36 were recorded. The number oflocations where civilian 
casualties were recorded decreased from 25 to 11. ·nie reporting period was also marked by 
the lowest number of civilian casualties compared with same calendar periods (mid­
November to mid-February) from 2014 to 2018. 

13 72,805 ceasefire violations from 16 November 2018 to 15 Febmary 2019 versus 90,771 ceasefire 
violations from 16 Augmt to !5 November 2018, 

14 A man and a woman. 
l l men and three women, 
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20. During the same period, shelling and SALW16 fire injured ten civilians (eight men 
and two women) and killed none. TI1is is a 44.4 per cent decrease ,,1th tl1e previous 
reporting period ( six killed and l 2 ii\jured), and one of the lowest figures for the entire 
conflict period. Of the ten civilian injuries caused by shelling and SALW fire, eight were 
recorded in territory controlled by 'Donetsk people's republic' and one was recorded in 
territory controlled by 'Luhansk people's republic' and are attributable to the Government, 
and one was recorded in government-controlled territory and is attributable to armed groups 
of'Donctsk people's republic'. 

2 L For instance, on 5 December 2018, a woman was injured by fire from an automated 
grenade launcher in the armed group-controlled village of Zaitseve (Donetsk region). On 10 
January 2019, three male workers of the Voda Donbasa water station received injuries 
when a vehicle, which they drove to the Vasylivka water pumping station near the armed­
group controlled Krnta Balka (Donetsk region) was hit by a rocket or a shell." On 16 
December 2018, a man was injured in tlre govenuncnt-controllcd village of Chennalyk 
(Donetsk region). On 23 January 2019, the same man's house came under heavy 
machinegun fire. I1ie house is reportedly located near positions of the Ukrai!lian forces. rn 

22. During the reporting period, OHCHR did not record any civilian casualties resulting 
from mine-related incidents. However, there were six casualties (two killed and four 
injured) resulting from the handling of explosive remnants nf war (ERW), mostly hand 
grenades, 

B. Civilian casualties iu 2018 

23. From l January to 31 December 2018, OHCHR recorded 279 conflict-related 
civilian casualties: 55 killed (32 men, 
15 women, six boys and two girls) 
and 224 injured (122 men, 70 
women, 16 boys, seven girls and nine 
adults, whose gender is yet 
unknown). This is a 53.8 per cent 
decrease compared with 2017, when 
604 civilian casualties ( 117 killed 
and 487 injured) were recorded, and 
the lowest annual civilian casualty 
numbers during the entire conflict 
period. 

Co11jlict-related civiliat1 casualties in 2018, 
Jler ty]le ofwea11,mli11cide11t 

\l{:}J,;;(,;C\i'° :;; • . , ... . ;;.'lieil .. , .......... 
Shelling/SAL W fire 21 135 !56 55.9 

MRIIERW handling 34 85 ll9 42.7 

Drone attacks 2 2 0.7 

Road incidents 2 2 0.7 

Total 55 224 279 !00.0 

16 Small anns and light weapons. 
17 OHCHR civilian casualty records. 
18 HRMMU interviews, 28 December 2018 and 28 January 2019. 
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24. From ! January to 31 December 20!8, shelling and SALW fire caused 156 civilian 
casualties (2 I killed and 135 injured), a 54. 7 per cent decrease compared with 20 l 7 when 
344 civilian casualties (49 killed and 295 injured) caused by shelling and SALW fire were 
recorded. 

25. Of the l 56 civilian 
casualties caused by 
shelling and SAL W fire in 
2018: 121 (77.6 per cent) 
were recorded in territory 
controlled by aimed 

CAUSES OF CIVILIAN CASUALTIES IN 2018 

groups 
attributable 

and 
to 

are 
the 

Government, 28 ([7.9 per 
cent) - in government­
controlled tenitory and 
are attribntable to armed 
grnups, and 7 ( 4.5 per 
cent) , in 'no man's 
land'." 
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Min(nei-ale-d inl~~de-nt!~/ 
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!8ffil'l~tn1c of WlH 

A~ri3l nttock 
{drnn,;) 

Rottd !ncid~nts 
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26. From I. January to 31 December 2018, OHCHR recorded 119 civilian casualties (34 
killed and 85 injured) resulting from mine-related incidents'° (MRI) and ERW handling." 
This is a 50 per cent decrease compared with 20 l 7 when 238 civilian casualties (64 killed 
and 174 injttred), resulting from mine-related incidents and ERW handling, were recorded. 

C. Civilian casualties during the entire conflict period21 

27. During the entire conflict period, from 14 April 2014 to 15 February 2019, OHCHR 
recorded 3,023 civilian deaths (1,794 men, 1,(146 women, 97 boys, 49 girls and 37 adults 
whose gender is unknown), With the 298 deaths on board of Malaysian Airlines MHl 7 
flight 011 ! 7 July 2014, the total death toll of the conflict on civilians has been at least 3,321. 
The munber ofinjured civilians is estimated to exceed 7,000. 

19 To compare: of the 344 civilian eastmlties caused by shelling and SALW fire in 2017: 230 {66.9per 
cent) were recorded in territory controlled by armed groups, l ! 3 (32.8 per cent) in government­
controlled ten-itory, and I (0.J per cent) in 'no man's land'. 

10 incidents, in "\vhich civilians were: killed or itl}w·ed hy mine~ (-an1ipcr~onocl or anti~vchick) or 
explosive devices triggered in tbe same way, such as booby traps, or by ERW (explosive remnanis of 
war) that are inadvertently detonated by unsuspecting civilians. 

" Victims ofERW handling manipulated an ERW for a ce,tain period of time and took actions tocau.se 
its detonation (tbr instance, by trying to dismantle it), or were near those, who tnllllipulated an ERW. 

" Though civilial'.ls have been the major focus of Ol!CllR casualty recording in Ukraine, OHCHR also 
collects repo1ts!data on casualties among combatant~ to prevent inclusion of combatants into civilian 
casualty statistics, and to estimate the total death toll of the oonilict OHCHR estimates the total 
number of conflict-related casualties in Ukraine (from 14 April 20[4 to 15 February 2019) at40,000, 
43,000: 12,800, U,000 killed (at least 3,321 civilians and csr. 9,500 combatants), and 27,500-30,000 
iojured (est. 7.000 -9,000 civilians and est. 21,000-24.000 combatants). Previous conservative 
OHCHR estimate of total conflict-related casualties was as of 15 November 2017: at least 10,303 
ki!kd, including 2,821 civilians and 7,482 combatants, a11d at least 24,778 h1jured, including 7,000 to 
9,000 civilians (OHCHR report on the hut11'.U1 rights situation in Ul::rnioe covering the period from 16 
August to J 5 Novembcr 2017, p11ragraphs 29-30), Between 16 November 2017 !IBd· 15 Febrnary 
20] 9, OHO-IR recorded 63 civilian deaths which occurred during that period, and recorded/processed 
data on 437 civilian dcaQJS tl1al occurred before 16 November 20! 7, mo,tly in 2014 and 2015. The 
increase in the estimate of killed combatants from at least 7.482 as of 15 November 20l 7 to est. 9,500 
as of 15 February 2019 is due lo combatants' deaths that occurred from 16 November 2017 to 15 
February 2019 (est 450) and to recorded/processed data on combatants' deaths that ocmrred before 
16 NoYcmbcr20l7 (est. 1,500),mostlyin 2014 and 2015. 
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Conflict-related civilian casualties during the entire conflict period, per year 

2017 l !7 

2016 ll2 

2015 954 

2014 2,08223 

Total 3,320 

CONFLICT·RELATEO c1vit1AN DEATHS 
,,~,. 2014 • 2611 

112 117 --201', 2.017 

55 -
4018 

487 604 

476 588 

>2,000 >3,000 

>4,000 >6,000 

>7,000 >10,000 

28. The reporting period w,is 
marked by the fourth anniversary of 
the Package of Measures for the 
implementation of the Minsk 
Agreements, which was signed on 
12 February 2015. The ceasefire and 
disengagement measures stipulated 
by the Package, though never 
implemented folly, have over time 
resulted in a dramatic decrease in 
con/lict-related civilian casualties. 
The first ten months of the conflict 
(mid-April 2014 to mid-February 
2015) accounted for 81.9 per cent of 
all civilian deaths (2,713), while the 
four years after tbe adoption of the 
Package accounted tl)r I 8. l per cent 
of civilian deaths ( 608). 

D. Economic and social rights of conflict-affected penons 

29. About 5,2 million conflict-affected pcrnons,24 including over 1.3 million registered 
lDPs and persons living in isolated communities along the contact line continue to sufter 
due to the lack of access to basic services, such as watc·r and heating, the lack of adequate 
housing, healthcare, and the absence of mechanisms for remedy and reparations. Displaced 
persons arid those residing in territory contrnlled by 'Donetsk people's republic' and 
'Luhansk people's republic' face difficulties in accessing their pensions and social benefits. 
In December 2018, as reported by the Pension Fund, only 562,000 pensioners with 
residence registration in territory controlled by 'Donetsk people's republic' and 'Luhansk 
people's republic' continued to receive pensions. Notably, this is less than a half of the 
pensioners registered in those territories as of August 2014. 25 

30. Due to restrictions on freedom of movement, which result, in pa11icnlar, iu long 
waiting lines at entry-exit checkpoints on the contact line, civilians continue to face. 

11 Including 298 on board of MH! 7 flight on l 7 July 2014. 
2' See Mulii.Vcar Humanitarian Response Phm (HRP) 2019-2020, 
" 1,278,200 pensioners were registered as of August 20!4. UN Briefing Note, PensiMs for IDPs and 

persons living in the areas not ccntrol!cd by the Government in the east of Ukraine, Fcbruaty 2019, 
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difficulties accessing government-controlled territory, to maintain family ties, access their 
social entitlements or critical services and facilities, such as hospitals. ·n,is contributes to 
the negative impact on the already fragile socio-economic situation and jeopardize 
prospects for social cohesion and people's wel!being. 

l. Remedy and reparation for conflict-affected population 

3 L During the reporting period, OHCHR observed the implementation of the 
amendments to the law 'On the status of war veterans and their social protection 
guarantees', which expanded the scope of the law to include civilians, who acquired a 
disability as a result of hostilitics.26 111c inter-agc:ncy commission to establish tho nexus 
between disability and cont1ict-related inj:nry has considered in total 30 cases as of 15 
February 2019. OHCHR welcomes this development, but remains conccmed that 
pro,~sions of the Law expressly exclude civilians who ,vere inj:nrcd in territory not 
controlled by the Government after l December 2014. OHCHR is also concerned by the 
continued lack of a comprehensive state policy of remedy and reparation for civilian 
victims of the armed conflict. 

-• .. ---•••••u-•• •••• .. •••••••-•·•••••-•-----------------•-•• ---• 
Court ea~·e on reparations for the family ,ne1t1ber of a person killed 

due to hostilities, Lulumsk regio11 

The Supreme Court is considering a case,>[ a 1i~>man ,·ulring reparotionfor the loss of 
her daughter, who died during the armed conflict in eastern U*raine, The Supreme Court 
did not suspend the exeeution ofan earlier positive mling hy an appeals cow·t. According 
lo the judgment, the Govemment o,lUkraine is obliged to provide monetary reparation for 
the family. 

OHCHR notes the posidve de\·elopmenl, uhit•h ptn-l!S the 1my to ensure reparation for 
people 1<fw have lost theirji:mii(l' members in the armed conflit:t. The Go1'ernmenl has yet 
to develop, establish and ensure proper implementation ofa comprehensive mechanism 
for remedy and reparation for individual,;. who have been ir;iured. and to families c,f'those, 
who lost theirjami(v member due to cof!flict. 

2. Right to restitution and eompensation for use or damage of private property 

32. OHCHR notes tl1e long-standing absence nf a unified, comprehensive and inclusive 
mechanism to enable access to compensation for civilian property damaged and/or 
destroyed due to hostilities. As of 15 February 2019, there are over 50,000 civilian homes 
on both sides of the contact line damaged during the hostilities and homes of some 40,000 
families, living on both sides of the contact line, are reportedly in urgent need of repairs to 
protect inhabitants from low v.~nter temperatures. 27 

33. Civilians face multiple obstacles in accessing compensation for the military use of 
their houses, hmd and other property in government-controlled territory. 18 Persons told 
OHCHR the military forces did not sign lease agreements with them for the use of their 
property. Without such documents, civilians are not ahle to claim compensation for utility 
bills and any damages to their property caused during its use by the military. OHCHR has 
yet to observe the initiation of investigations into acts of looting allegedly committed by 
officers of the Ukrainian Anned Forces or other ground military forces. 

2' Law Hon ame.ndments to the Law of Ukraine 'On the status of war veteran:-:. and their social 
protection lJUarantees' enhancing the soci~l protcctiou ofpatticipanls of the anti-terrorist operation, of 
tl1c Revolution of Dignity and of the family members of such persons," no. 2203-Vl!I of 14 
November 2017. The law entered into force on 24 Fehroary2018. 

27 See Humanlmrian Needs Overview 2019, p. 10 and Multi-Yeiir Humanitarian Re~ponae Plan 2019-
2020, p. 12. 

" OHCHR does not assess the military necessity of the use of civilian homes. land or property. 
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34. On a separate note, OHCHR observed that !DPs, among them persons with 
disabilitie,, residing in collective centres" in Ode,a, Sviatohirsk and Zhytomyr, experience 
frequent interruptions of adequate heating. 

3. Right to social security and social protection 

35. OHCHR regrets the absence of changes in Govemment policy that links payment of 
social benefits, in particular pensions, with the need to register as an IDP, which would 
result in inability of Ukrainian citizens to access their fundamental social and economic 
rights on an equal basis, e;,-pecially as pensions are recognized as a furn, of property. 

36, Despite three Supreme Court decisions,30 issued over the past six months, ordering 
the restoration of rights to pensions and social entitlements, the Government continues to 
link access to pensions with !DP registration. 

37, OHCHR positively notes that national courts followed the Supreme Court's 
judgment in an "exemplary case," restoring pension rights of an !DP.31 Since the judgement 
entered into force in September 2018, national courts have issued over 450 rulings in favour 
of !DPs between October and December 2018.·" Despite the general court practice on this 
issue, OHCHR regrets that the Government has so far failed to execute the comt rulings, in 
violation ofU.krainian law. 

38, In accordance with a July 2018 ruling of the Kyiv Appellate Administrative Courr11 

that invalidated certain provisions of the Cabinet of Ministers Resolutions no, 365 and 
637,34 authorities can no longer carryout home visits for residence verification ofIDPs and 
suspend pension payments on these grounds, \Vhen ru1 individual is not found to be, in 
residence. Reports indicate, however, tbat the practice continues. On 20 December 2018, 
the Supreme Conrt upheld the appellate comt decision.35 Welcoming this final ruling, 
OHCHR reiterates that the Government should review its !DP policy more broadly to 
ensure equal access to pensions regardless of place of residence or IDP registration. 

39, In another positive development, the Government adopted a state programme on 
physical, medical and psychological rehabilitation, and social and profossiooal re­
adaptation of veterans of the armed conflict in eastern Ukraine.36 This followed the 
establishment of the dedicated Ministry for Veterans Affairs in November.37 

40. In accordance with the law "On particular aspects of puhlie policy aimed at 
safeguarding the sovereignly of Ukraine over the temporarily occupied territory of the 

2'
1 OHCHR monitoring in Odesa, Sviatohirsk and Zhy,om:,,r. 

'" See OHCHR Report on the human rights situation in Ukraine, 16 August -15 November 2018, paras. 
37~39, 

31 Ibid, para. 3 7. 
H According to NGO Right to Protectic,1 (R2P), there were about 60 positivo court rolings dming each 

quarter of 2018. Thi< is more than a 65 per cent increase in comparison to each qua1tcr in 20! 7, 
Overall, national courts issued about 550 positive dcdsious regarding applications submitted in 20 l K 

" The Kyiv Appellate Administrative Courtju~gment of4 July 2018, case no. 826112123/!6. available 
al http:/ireyestr.court.gov.ua/Review/78808062. See OHCIIR Report on the human rights situlliion in 
Ukraine, ! 6 May - 15 August 2018, para. 39. 

-'' The ruling rendered inactive the following provisions of Cabinet of Ministers Resolutions nn. 365 and 
637: the Procedure for exercising CDntrol over the pe.ymcnt of social benefits to internally displaced 
persons at the place of their actual rc.idence/3tay and pams. 7-9, l3 of the Procedure fur allocation 
(rmewa!) of social benefits to internally displaced persons. approved by Cabinet of Ministers 
Resolution nu. 365; as well as para. 1(10) of Cabinet of Ministers Resolution no. 637. 

31 Administrative Chamber of the Supn,me Coun, judgment of 20 December 2(H 8 case no. 
826il2123/ 16, available at bttp:iireye3tr.court.gov.ua!Rcview/78808062. 

,. Cabinet of Ministers Resolution no. !021 of 5 December 2018 'On approval of the State Target 
Programme on physical, medical and psychological rehabilitation and social and profe,sional re,­
adaptation of paiticipants of the anti-terrorist operation and persons taking part in the measures on 
ensuring the national security and defence, the containment and deterrence of the armed aggression of 
the Russian Fcderalitltl in Donetsk and Lllhansk regions, for the period until 2022'. 

3' Cabinet of Ministers Resolution no. 986 of 28 November 20 [ 8 'Issues regarding the activity of the 
Ministry for Veterans Affairs ofl.lkmine '. 
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Donetsk and Luhansk regions of Ukraine,"" the President of Ukraine signed a decree 
establishing a list of residtlntial areas. which are not controlled by the Oovernmmt. ·"' 
Meanwhile. Order No. I 085 of the Cabinet of Ministers, also indicating these areas. remains 
in force. which could lead to inconsistent or interrupted payment of pension and social 
benefits.•0 

4. ·Freedom of movement, isolated communities and access to basic services 

4 L Despite a 2.5-hour reduction in operating hours of the crossing points as of l 
December 2018, enforced as part of a shift to the winter operation mode, during the 
reporting period, there were over one million crossings of the contact line on average each 
month. OHCHR notes improvements of conditions at the crossing points made by the 
Government. however, civilians continue to wait in king queues and arc regularly exposed 
to snow, ice and low winter tempcratmes, and inadequate sanitary and medical facilities, on 
both sides of the contact line. Since the beginning of 2019, l ! persons died whifo crossing 
the contact line in eastern Ukraine, reportedly dne to health condition.•1 Four people died at 
the only crossing point in the Lnhansk region open exclusively to pedestrians, near the 
govemment-controllcd town of Stan:ytsia Luhanska. Civilians also face other risks when 
crossing the contact line. For instance. in December 20!8 and February 2019, around 90 
people were temporarily trapped in 'no man's land' comiog from territory controlled by 
'Donetsk people's republic' due to an-iving at the Maiorskc crossing point shortly before its 
closure.4

' They were eventually let through by Ukrainian authorities. 

42. According to the 2019 Humanitarian Response Plan under a 2019-2020 Strategy, 
around 3.5 million people in Ukraine need humanitarian aid and protection. services:13 

Many conflict-affected civilians in villages on both side of the contact line lack access to 
basic services. During the winter, heating was one of the main challenges for civilians 
living along the contact line. The cost of coal, which is traditionally used for boating 
houses, increased drastically during the winter, forcing civilians to collect firewood in 
nearby forested arnas, making them even more vulnerable to landmincs or being subject to 
fines for cutting down t·ees. 

43. OHCHR notes that the Ministry of Defence has not progressed in finalizing the draft 
Resolution regulating the procedure for movement of persons and transfer of goods across 
the contact line, As a member of a working group created by the Ministry of Defence to 
develop the draft Resolution, OHG!R undetlincs the necessity to harmoni;e the draft 
Resolution with existing national norms and international standards. as well as key 
recommendations of the international community and civil society. 

"' The !ext of the law is available at https://zakon.t'llds.gov.uttilaws/:ihow/2268-19/ 
'' The decree establishing "Boundaries and list of districts, cities, towns an.cl villages, parts of these 

are.as, temp,orMily occupied in Donetsk and Lubansk regions', is available at 
bttps:1 /www. presidem. g;.w. ua/ 

•n Cabinet of Mini~tcrs order No.1085 is availoble at htq,s:/izakon.mda.gov.uai 
41 According to monitoling by national and intemational organizations. in tota~ during the reporting 

period1 13 civilians died whon. crossing the contact line in eastern Ukraine. 
'" Social media posts by NGOs Right to Protection and Proliska, Representative of the Ombudsperson 's 

Office in Donetsk and Luhansk regions. and the Joint Forces Opcrati1m of Ukraine, 6 December 2018 
and 14 Febmary 2019. 

" See Multi-Year Humanitarian Response Plan (HRP) 2019-:2020. 
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IV. Right to physical integrity 

44. Dming !fie reporting period, OHCHR documented at least 172 human rights 

violations involving unlawful or arbitrary detention, torture, ill-treatment and/or threats to 

physical integrity, committed on both sides of the contact line.44 Out of these violations 18 

can be attributed to the Government of Ukraine, and at least 154 can be attributed to 

'Donetsk people's republic' and 'Luhansk people's republic.' At least 91 violations 

occurred within the reporting period, which affected 46 victims ( 40 men and six women). 

A. Access to detainees and places of detention 

45. ln government-controlled territory, OHCHR continued to enjoy access to official 
places of detention and conducted confidential interviews with detainees in accordance with 

international standards. OHCHR interviewed 93 conflict-related detainees (85 men and 

eight women) in pre-trial detention facilities (SlZO) in Bakhmut, Kharkiv. Kherson, Kyiv, 

Mariupol, Mykolaiv, Odesa, Starobilsk, Vilniansk and Zaporizhzhia. 

46, OHCHR follows the ongoing penitentiary reform and welcomes all efforts lo 

transler medical personnel from subordination of the State Penitentiary Service of Ukraine 

to the Centre for Health Protection of the State Penal Sexvicc of Ukraine. 45 However, the 

transition process negatively atlects the provision of health care at the detention facilities.'" 

OHCHR continued to receive complaints regarding the lack of access to health care and 

adequate food, especially for detainees in need of a special diet due to illness. 

47. In tCITitory controlled by 'Donetsk people's republic' and 'Luhansk people's 
republic', OHCHR did uot have unimpeded access to places of deprivation of liberty to 

visit and speak in private with detainees, The lack of such access raised serious concerns 

about the treatment of detainees and conditions of detention, First-hand infonnatlon 

received from pre-conflict prisoners transferred to serve their sentence in government• 

controlled territory supports OHCHR concerns (see Situation ofpre-cmif/ict prisoners). 

B. Arbitrary detention, enforced disappearance and abduction, torture and ill-treatment 

48. OHCHR is concerned that the previously identified pattern"' of arhitrary deprivation 

of liberty, enforced disappearance, torture and ill-treatment of individuals in government• 

cnntrolled territory may be re-emerging, 1n at least two cases, documented dming the 

repoiting period, victims were arbitrasily arrested during daytime allegedly by SBU 

officers." 

49. OHCHR received information that several SBU officers in camouflage uniforms, 

armed with machine guns entered the house of an Anrn:nian national and asylum seeker in 

Ukraine, in Svitlodarsk on l3 December 20 J 8. SBU searched his house without a warrant 

and seized his clectronk equipment and documents. They threatened to deport him to 

Azerbaijan or Crimea, am! his family to 'no man's land', 49 He told OHCHR that they then 

•• This number encompasse, violations in relation to lnhumru, conditions of detention and treatment in 

penitentiaries in ten-itory controlled by 'Donetsk people's republic' and 'l,ahansk people's republic.' 
The majority of these violations daled back to 2014-1016. In some colonic:;, OHCHR documented 

systematic beatings of prisoners by men wearing masks. which allegedly tasted until mid-20 !8, and 

the widcspre!td use of forced labour. 
" A s1ate institution independent of the management of penal institutions of the Stale Penal Service of 

Ukraine. 
'" The process of D·m1ster of the State Penal Service pn:mises for the needs of medical unit:;, as weU as 

medicine and medical equipment to the structural tmi1s of the Cerme for Health Protection of the 

St.ate Penal Service in the region~ is ongoing. These structural changes lead to the lack ofrnedidnes: 

and staff in penitentiary institutions. 
'' OHCHRrepmt on the hmnanrights sitnation in Ukraine, 16 November 2017 -15 Fcbruary2{ll8, 

para 29 . 
. ,, OHCHR interviews, 12 January and 24 Janu,uy 2019. 
40 No man's land is commonly described as a tetTilory. where no authorities exercise control, even 

though it is fonnally controlled by the Government of Ukraine. 
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handcuffed him, put a bag over his head and took him to a basement, where they 
interrogated him, accusing him of espionage for the Russian and Armenian intelligence. He 
said SBU officers periodically beat him, eaeh time for 20-30 minutes, to force him to 
confess. The man agreed to confess to the SBU accusations on video camera after being 
threatened at f,'1.lll point. Two day later, they took him to Kyiv, held him in an apartment and 
continued to beat him, inflicting severe pain and leaving numerons bruises on his body. On 
17 December, SBU officers took him to a hospital for his injuries, registering him under a 
fake name. He said doctors recommended hospitalization, but SBU officers took him to 
another apartment and held him there for around two weeks. At one point, he did not 
receive food fi.)r two d11ys. Finally, on 29 December, the SBU released him, telling him to 
keep silent about his ordelll. '" 

50. !n another case, on 15 November 2018, two men, allegedly SBU officers, wearing 
camou±lage and masks detained a Russian citizen in Kyiv, They handcui1e.d him and took 
him to an tmk:nown location. On 23 November, after the man's wife reported his 
disappearance, the police opened a criminal investigation, but closed it five days later. 51 On 
26 December, a prosecutor's office instructed the police to reopen the investigation. On 30 
December, the mar1's personal information (name, surname, date of birth, and alleged 
criminal charges) appeared on the MyTotvorets website." As of l5 February 2019, his 
relatives have no information abont his whereabouts. 

5 l. Late on 21 Novemher 2018, several SBU officers detained a woman in the 
Kostiantynivka .... Kyiv night train.'' They ordered her to leave the train, seized her passport 
and mobile phone and drove her from Kostyantynivka to an SBU office in Mariupol. She 
told OHCHR that the Mariupol SBU interrogated her all night and she learned that the SBU 
got her name and 01l1er identifying personal information from the Myrotvorets website. The 
woman saw her lawyer a day after her arrest, when she was taken to Kramatorsk to meet a 
Donetsk Regional Prosecutor in order to receive an act of suspicion. She was charged with 
creating 'a terrorist group or organization'." On 23 November, the Zhovtnev}~ district 
court of Mariupol ordered her arrest. 55 

52. OHCHR notes that prompt, timely, eflective and transparent investigations of all 
incidents of arbitrary detention, enforced disappearance, tortw·e and other ill-treatment 
could help stop t:he pervasive practice and prevent reO(.-cnrrence. In this regard, OHCHR 
notes that the State Bureau of lnvestigations (SB!) became operational on 27 November 
2018.56 This body took over the investigative jurisdiction over the crimes involving senior 

50 OHCHR interview~ 24 January 2019, 
51 Pursuarit to Article 284 of the Criminal Code of Ukraine. part 1(2). 

The website includes persona! data and information available on social media about pcr~ons, 
allegedly involved in activities of 'Donetsk people', republic' and 'Lnhan,k people', republic'. lt is 
allegedly maintained by volunteers but has been actively used since 20 ! 4 by Ukraine's law­
enforcement and military. As previously noted by OI!CHR, the website also publishes information 
about members of civil society andjournali;;ts, who work in territory controlled by 'Donetsk people's 
republic' and 'Luhansk people's republic..' 
In November 2014, she received an !DP registration and had been crossing tl1e contact line from 
territory controlled by 'Donetsk people's republic' to govemment-coutrolled tenitory on a regular 
basis. 

" Pmsuant to Article 258-3 oft he Ciiminal Code of Ukraine. 
'' OllCHR interview, 28 November 2018. 
" TI1e State Burem1 of Investigations was established on I March 20 l 6 by Cabinet of Ministers 

Resolution no. l27 of29 February 2016. However, the Bureau began its work only two and a half 
year later. By the end of 20 l ll, the SB! had around 843 cases under investigation, nearly 80 per cent 
of which had been transfetTed to the SB! from other investigative bodies. Aecordiug to authurities, in 
order to prevent the backlog, the investigations opened before 27 November 2018 would not be 
transferred to the SB! and should be finalized by the prosemtors within a year. The statement of the 
Head oftllc SBl. Roman Tmba, 21 December 2018, available at https:/ldbr.gov.uah1cwsiromm-truba­
shtat-slidchikh-dbr-bude-zbilsheno. 
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public officials, judges, officers of law enforcement or national anti-corruption bodies, and 
tlle crimes related io military service." 

53. During the report.lug period, in it.'lTitory controlled by 'Donetsk people's republic' 
and 'Luhansk people's t"t."'public' individuals continued to be subjected to 30-day 
'administrative arrest' and 'preventive arrest,' respectively, which amount to arbitrarily 
incommunicado detention and may constitute enforced disappearance. In territory 
controlled by 'Luhansk people's republic,' OHCHR documented cases of 'preventive 
arrests' of civilians, held incommunicado for prolonged periods, before formalizing these 
'an-csts, ·51t 

54. On 16 November 2018, representatives of the 'ministry of state security' ('MGB') of 
'Luhansk people's republic' detained a Luhansk resident at the entry-exit checkpoint near 
Stanytsia Luhanska. The mau called his mother and told her he had been detained. His 
mother sent complaints about his detention to the 'MGB', 'head' of 'Luhansk people's 
republic', 'general prosecutor's office', and the 'ministry of the interior' ('MoI'), 
requesting information about her son's whereabouts. On 26 November, the 'MGB' 
informed her that her son was being held incommm1icado under 'preventive arrest.' He was 
released on 4 December 2018. 59 

C. Situation of pre-conflict prisoners 

55. OHCHR welcomes the transfer of 88 pre-conflict prisoners (8:l men and five 

women) that took place during tl1e reporting period'° from places of detention in territory 

controlkd by 'Donetsk people's republic' and 'Lnhansk people's republic' to government· 

controlled territory in December 2018 and Fehruary 2019.61 There were two lrausfors from 

places of detention in territory controlled by 'Luhansk people's republic' since the 

beginning of the armed conflict. To date, 274 persons (including nine women) have heen 

transferred from places of detention in territory conlTolled by 'Donetsk people's republic' 

and 'Luhansk people's republic'. 

56. Trat1sfomid prisoners told OHCHR that there were more prisoners in territory 
controlled by 'Donetsk people's republic' and 'Luhansk people's republic,' who wanted to 

" Anicles 401-435 of the Criminal Cnde of Ukraine, except for Article 422 'disdosing military 
information constituting a state secret\ which remains undc,r the SBU jurisdiction. 

38 OHCHR imervicw, 21 J,unu1ry 2019. 
59 OHCHR interview, 5 December 2018. 
'° On 12 December 1018, the transfer of 42 pre-conflict prisoners (39 men a11d three women) was 

carried out from territory controlled by 'Luh1m&k people's republic' to govemment-controlled 
tenitory. On 13 December 2018, 13 prisoners ( 11 men and two wom,:;n) were transforred from 

territory controlled by ·Donetsk people's republic'. On 7 February 2019, a11olher 33 pre-conflict 
prisoners (all men) were transforred from t<:rritocy controlled by 'Luhansk pe(>ple's republic.' Based 
on interview with prisouers, OHCHR was abk to verify infrmnati<.i11 about conditions of detention 
between 2014 and 201&. 

"1 Among those tmnsfetred on 12 December 2018, two individuals were trans..ferrt-"t.1 fn..11:n the Luhartsk 
SlZO, where they had been held since 2014. One of them had appealed a first-instance court ruling; 
another \Vas scheduled for transfer from the pre-trial detention lo another city for trial~ but. due to the 
outbreak of the anned conflict remained there. Morcove1; OHCHR is aware of at least three 
individuals, who were held in a Donetsk SIZO, before the outbreak of the armed conflict in eas1en1 
Ukraine. ln October 2015, a court in government-controlled territory ordered the release of one of 
these three individuals, however. he remains in custody, 
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be transferred to government-controlled tenitory and maintain contacts with relatives living 
there." 

57. Recently transfo1Ted individuals from detention facilities in temtory controlled by 
'Donetsk people's republic' and 'Luhansk people's republic', including from two female 
penal colon ics, reported a deterioration of detention conditions and prisoner treatmem after 

the outbreak of the armed conflict in 20 I 4. ln particular, they mentioned insufficient food 
supply and the lack of electricity: in 2014-2015 during power outages. lasting from a couple 
of hours to several months, prisoners had to burn furniture to heat their banacks. They said 
the situation had improved since 2016, however, ill-treatment by prison staft~ the absence 
of adequate medical treatment, including specialised doctors, such as gyn1tecologists, and 
forced labour remain of concern. Prisoners also reported difficulties in maintaining contacts 
with relatives who live in government-controlled temtory. 

58. Pre-conflict prisoners were transferred from eight places of detention in territory 
controlled by 'Luhansk people's republic' ."3 Transferred prisoners said that their detention 
conditions worsened after the outbreak of the armed conflict. They described inadequate 
accommodation, such as leaking barra,k roofs, low inside tcmperatiu-e dtu-ing the cold 
season, and insufficient health care due to the lack of medical staff and medicines 
(particularly for prisoners living with HIV/AIDS and tuberculosis). In several instances, 

delays to deliver timely and adequate medical care led to an inmate's death in custody. ln 
some colonies, prisoners said tlley had gone "hungry" for several months in 20 l 4 and 
lacked access to water and electricity. 

59. Some of the transferred prisoners complained that in 2014-2015 members of armed 
groups entered penal colonies, beat prisoners and subjected them to mock executions. 
Prisoners also reported severe beatings by men in masks and by penal colony staff, who 
allegedly changed their nniforms and pnt masks on. The prisoners said it was done to 
intimidate and 'discipline' them, including when the prison administration w11s 
understafied. In some instances, snch beatings, allegedly, led to serious injuries re.quiring 
medical attention or prisoners' deaths. Such visits by 'masked men' continued till mid-

2018, but reportedly stopped since then. 

60. OHCHR received allegations of forced labour in most penal colonies in t,mitory 
controlled by 'Luhansk people's republic'. In Sukhodilsk penal colony )fa36, prisoners said 
they had to work in two shifts from 6:30am to 9pm, ot1en withont days off on weekends 
and meagre or no compensation.64 Those, who did not want to work or who did not meet 
the work requirements, were beaten and put in the isolation ward. The 'head' of the colony 
personally beat prisoners in front of others to intimidate and make them work harder. 

61. Individuals, transfane<l from five penal colonies in territory controlled by 'Donetsk 
people's republic,' confirmed information OHCHR had received from other transferred 
prisoners about the lack of food, water, electricity, heating, hygiene items and medicine in 
2014-2015.65 Some reported that the situation had gradnal!y improved in Snizhne fomale 
penal colony ]'fol27, whereas the situation had remained difficult in male colonies despite 
minor improvements. Male prisoners al!cgL'<l that in 2014-2015 a special unit from armed 
groups of 'Donetsk people's republic' with insignia 'ROSNAZ'<il\ entered Y enakiicve penal 
colony Ns52 on two occasions and severely beat some prisoners. Since 20 l 6, the treatment 
of prisoners reportedly improved, however a number of issues remain unresolved, in 
particular, Michurinska penal colony J'M7 in Horlivka is still aftected by shelling. 

" OHCHR interviews with pre..,,on!Hct prisoners, 18-20 December 2018, 
6·
1 Some ofthe prisoners were also held in ollrcr detention facilities for various periods of time. 

64 The prisoners said they received 80-90 RUB a month, whereas a pack of tea cost 180 RUB. 
" Su OHCHR report on the human rights situation in Ukraine, !6 November 2017 15 Felmwy 2018. 
66 Meaning a "republican special unit". 
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V. Accountability and administratio11 of justice 

A. Administration of Justice 

62. OHCHR notes the persistent practice of prolonged pre-trial detention and the usc of 
pressure to obtain forced confession or plea bargains. OHCHR documented 89 violations of 
the right to a fair trial in cont1ict-rclated criminal cascs.6' 

63. Dming the reporting period, OHCHR continued to observe a worrying trend of 
convicting individuals afftliated or linked with armed groups of'Donetsk people's republic' 
and 'Luhansk people's republic' based on guilty pleas and confessions without material 
evidence. In 35 out of 60 verdicts in confiict-relatcd criminal cases, defoudants pled guilty 
or admitted guilt. In 24"1 out of those 35 cases prosccntors presented no material evidence, 
giving rise to concerns abont substantiali!y of the charges. In four cases <lefondants were 
sentenced to as much time as they had already spent in pre-trial detention69 and were thus 
immediately released. OHCHR is concerned that defendants could see pleading guilty to a 
crime as the only Wily to be released from detention in the context of a protracted triaL 

64. The wide application of plea bargains in conflict-related criminal cases is 
problematic due to the practice of coercing defendants to admit guilt, including through the 
use of physical violence, as documented by OHCHR. fn at least three documented cases, 
detainees of the Kharldv SIZO tried ou terrorism charges complained of being nuder 
pressure.70 In particular, the SIZO administration repeatedly placed detendants in 
punishment ce!Js71 for minor infractions of the SIZO mies and regulations.7-' By conducting 
excessively frequent searches and seizures of personal items, the administration allegedly 
provoked other detainees to be violent towards the defendants. One of them was brought to 
tbe court witb visible injuries on his face and body and told the court that he had been 
heaten after complaining to the prosecution about this punitive practice by top SIZO 
officials. He explained to the court that he feared for his lifo but refused to describe the 
beating. 

67 The Criminal Code of Ukraine, articles l 09-l l 41, 258-2585, 260, and 261. These crimes constitute 
"confiict~rel.ated crimes''. 

68 Data from 1..hc Unified Register of Court Deci:;lons. 
64 According to para.5 Art. 72 of the Criminal Code of Ukraine .as of the version ill11cndcd by L,.1,w N1 

838-VIll of26. l L2015 (also known as the 'Savd1enko taw· ai1er Nadiia Savchcnko, a member of01c 
Parliament and an author of tl1e law), a pnH1ial detcntim shall be counted as a pait of a semcnce at a 
ratio of I :2 days, See the Great Chamber of the Supreme Court judgement of 29 August 20!8 Ne 
663i5J7IJ. 

7° Cumulative data of OHCHR court monitoring, intervie\VS with victims and their relatives. visits to 
penitentiM)' facilities, infonnation provided by govenuncntal bo<lies upon OHCHR's requests. 

71 Placing of defendants in punishments eel ls comes with other restrictions such as prohibition of 
personal items, receiving packages (on which many detainee~ depend for food and medications), 
absence of adequate medical care and poor cell cDnditions ( such as, !ow temperature). 
The most common disciplinary violations were reportedly possessing or bringing to the S!ZO a 
prohibited item, being awake atkr 10 p.m .. inter1cring with cell searches and arguing with guards. 
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65. According to the information7
' received by OHCHR, the S17O administration 

placed the three dcfondants in punishment cells at least a dozen times, w force them lo 
admit guilt in court, while the prosecution failed to mcaningfolly investigate the allegations 
of ill-treatment. OHCH R emphasizes that the right not to he compelled to testify against 
oneself or to confess guilt. comprises the guarantee of absence of any direct or indirect 
physical or undue psychological pressure with a view to obtaining a confession of gui!t.74 

66. Despite the prohibitfon of unreasonably lengthy pre-trial detention and the need to 
reconsider alternatives to pre,trial detention, 75 courts continue to put in custody individuals 
charged with links or affiliation with armed groups and crimes against national security 
relying solely on provisions of article l 76.5 of the Criminal Procedure Code of Ukraine. 
OHCHR is aware of at least 46 cases, v,11ere defendants had been in pre-trial detention for 
over two yearn. In 11 of these cases the defendants have been in cnstody for over four years 
·· equating to eight years of imprisonment according to the 'Savcheuko law'_.,. The situation 
is exacerbated by appeal courts' heavy reliance on article 176.5 instead of international 
human right., law and the case law of the Etu-opean Cmu-t of Human Rights. ln snmc cases, 
defendants could not appeal due to the delay in obtaining court orders of their restraint 
measures, which violated their right to appeal. 

67. OHCHR is also concerned that protracted trials in cont1ict-related criminal cases 
might be caused, inter alia, by the Jack of judges.77 In the majority of conflict-related 
criminal cases, the courts schedule hearings only once every month or two. 

68. OHCHR continued to document eases of interference by members of extreme right­
wing groups in criminal proceedings of conflict-related and high profile criminal cases 
through the intimidation of judges; defendants and their lawyers. In three documented 
cases78 members of extreme right-wing groups dismpted court hearings by verbally abusing 
judges and defendants. In one case, they heat a defendant in a conflict-related ease outside 
the courtroom," hnt police did not stop the beating.80 

69. OHCHR is concerned about the lack of progress in the criminal ca,e regarding the 
killing of journalist Oles Buzyna8' in 2015 and allegations of ohstruction of justice. The 
High Cmmcil of Justice is still considering the issue of one of the jndge's removal for 
failing a qualification test." The judge had previously claimed she was made to fuil the test 
in order to remove her frorn the case_,., Although the judge c(mtinues to participate in the 

" OHCHR interviews with the victims and their defense counsel, trial monitoring, government datll, 
1" See Human Rights Committee, General Comment No. 32. Article 14, para. 41. 
" See Human Rights Committee, General Comment No. 35 Article 9, para. 37. 
76 Para. 5 Art. 72 of the Crirninal Code of Ukraine, In nne such case, tried in the Zhovtnev:yi di:.tdct 

court ofKhnrkiv, five out of eight defendants are in custody although the court has not yet conducted 
the preparatory hearing. The defendants complained to OHCl IR that the prosecution threatened them 
with indetinite custody unlees they all accept guilty p!Ctis. 

77 According to the High Quali tication Commi~sion of Judge, of Ukraine, as of Junuary 2019, Ukraine's 
judicial system lacked 32 pa· cent of the judge• needed to staff the country's courts: 5,503 judges 
were employed out of7,99 l required. The number of judges, authorized to administer justice was 
even ltTwet\ a.s the tenure of 702 judges had terminated. As a rcsul½ 14 courl-; had no active judge6 
and did not operate, while 12,! courts lacked more than half of their judges. The data was proved on 
30 January 2019 at OHCHR's written request. 

71 Court hearings at the Dzerzhynskyi district court ofKharkiv, 12 December 2018, the 
Ordzbonikidze,skyi district comt of Mariupol, 13 December 20 J 8, and the Shevchenkivsl.-yi dis!lfot 
court ofZaporizhzhia. 21 January 2018. 

19 OHCHR trial monitoring at the Dzerzhynskyi district court of Kharkiv on 4 January 2019. 
Bo Prior to the hearing, members of an extreme right-wing group org,:n1ized a protest outside the. court 
11 See OHCHR report on the hwnan rights siwation in Ukraine, 16 May to 15 August 2018, pam. 84. 
" See High Qualification Commission of Judges decision of 6 August 20 \8, available at: 

www.vkksu.gov.ua./ 
" During a session at the lligh Council of Justice on 9 October 2018, the judge alleged that she was 

made to foil the test to disqualify her from hearing Buzyna's case. A video recording of the session is 
available at: http://www.vru.gov.ua/video!497. 
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trial,84 concerns arise about her bias towards fue defendants and a likely re-trial in case of 
her eventual removal by the High Council of Justice," which would violate the rights of the 

victim's relatives and the defendants. The judge's allegation of the interference into her 
professional activities merits prompt and elfoctive investigation. 

70. In an unrelated case, the car of Valentyn Rybin, a lawyer known for defending 
conflict-related detainees, was set on firn.5" According to Rybin,"' the police is reluctant to 
investigate the attack. 

71. During the reporting period, OHCHR observed violations" of the right to a public 
hearing when judges held hearings of conflict-related criminal cases in their offices instead 
of courtrooms''' witl10ut making these changes known to the general public"" and thus 
obstructing public presence. 

B. Accountability for human rights violations in eastern Ukraine 

72. OBCHR continued to docmncnt Ukrainian authorities' inaction in prosecuting 
military officials, suspected of crimes against civilians."' OHCHR notes that prosecutors 
fail to enforce defendants' presence du.ring trials as a general practice." 

C. Accountability for cases of violence related to riots and public disturbances 

73, OHCHR noted limit.ed progress in legal proceedings concerning the 2014 Maidan 
protests and the violent events of2 May 2014 in Odesa, 

1. Accountability for the killings of protesters during tbc Maidnn JJrotests 

74. Five years after violent clashes between law enforcement and Maidan protesters, the 
Special Investigations Department (SID) of the Prosecutor-General's Office continues its 
probe into killings during the protests in early 2014. The SID, however, will lose its 
investigative functions on 20 November 2019.93 By then, all investigations conducted into 
the Maidan killings must be completed or transferred to the State Bureau of Investigations, 
which began its work on 27 November 2018. 

75, While tlle SID eontinm,'S its work, the investigators have been stripped of labour and 
social protection guarantees,"' which, according to the SID ! lead, has had a negative impact 
on the work of the de,partment.95 

76. The Office of the Military Prosecutor completed its investigation into the shooting 
from the SBU building in Khmelnytskyi on 19 February 2014. The former Head of the 

" Dcfonsc lawyers requc,~ted the court to remove the judge from the case due to her allegations at the 
High Council of Justice on Q.October 201.8. 

•-
1 On 9 Oct0ber 2018, the High Council ofJustice postponed the hearing of die judge's case. 

" A Car of a Defonce Lawyer Rybin, Who Pmtectcd R11ban and Y ezhov, Was Burned, UNIAN. 
17 Rybin 's speech on 22 January 20 l 8, available u: bnps:liprcss.liga.nct/press-

conUr>0lea,es/l::onfurmtsiyo.--per,,•liduvannya--ta-napadi-na-advokativ-•ogodenni-realii--deij~vi, 
" OHCHR trial monitoring at the Kramata:sk city court, 5 December 2018. 
-R4 Courts must provide for adequate facilities fr.lr the attendance of interested meu1bers of the public, See 

Human Rights Committee, General Comment No. 32. Art. l 4, para. 28. 
90 Courts must make infonnation regarding tho time and venue of the oral hearings available to the 

public. See Human Rights Committee, Gtncral Comment No. 32. An. 14, para. 28. 
91 In the case nf eight members of Aidar battalion tried at the Zhovtnevyi district court of.Kharkiv, four 

years later, the coun has not yet started to hear the merits of the case. 
92 In the ca& of an SHU officer dmrged with an Avdiivka resident's killing on 4 March 2017, the 

prosecutor failed to enforce the dependent's participation (via videocnnference). lu particular, he did 
not request the court to order the defendant's detention or suspensim from service. The defendant 
continues to serve in the SBU and has acces$ to servk-e firearms. 

" Parts J and 2 of Chapter XI. Transitional Provisions of the Criminal Procedure Code of Ukraine. 
94 According_ top. 5 of Transitional provisions of Law of Ukraine "On the Public Prosecutor1s Office)\ 

social and pension guarantees for prosecutors are extended to investigators of the Prosecutor's Office 
until the State Bureau of Iovosligatioos sbtrts operati11g on 27 November 2018. 

9' OHCHR meeting, 13 December 2018. 
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Kllmelnytskyi SBU, who had allegedly ordered the use of lethal force against the 
protestors, and the SBU officer, who had allegedly shot and killed cme person and injurc<l 
three protestors, have been indicted on charges of abw,e of power, unintentional killing and 
negligent grave bodily injury. On 18 December 20 I&, a court ordered house arrest for the 
SBU officer96 hut he was later released.97 

2. Accountability for the 2 May 2014 violence in Odesa 

77. Delays in the investigation and trial proceedings related to the 2 May 2014 violence 
in Odesa continue. As of 15 February 2019, almost five years afkrthe events, ,vhich led to 
the deaths of48 people, none of the state officials have been held accountable. 

78. On 16 January 2019, the court of appeals tor Odesa region reversed the decision of 
the Kyivskyi district court of Odesa to return to the prosecutor's otrice the indictment 
against three State Emergency Service otricia[s accused of negligence and mled to start the 
trial. 

79. OHCHR notes no progress in the case against the only 'pro-unity' activist accused 
of killing: two hearings were adjourned due to the court's failure to select a jury panel and 
disruption of the proceedings by 'pro-unity' supporters. On t7 December 201&, around 30-
40 supporters of the defendant disrupted the hearing in the Mal:,movskyi district court of 
Odcsa. \\:11en the panel of judges attempted to leave the courtroom, one of the supporters 
approached the presiding judge obstructing his movement and began arguing witJ1 him. The 
judge was only able to leave the courtroom after the defendant and his lawyer interfered. 

80. The Prymorskyi district court of Odesa has not started to hear the case against three 
high ranking police oflkials accused of negligence and endangering others. On l I October 
2018, the judge ruled to merge the case with another legal proceeding against one of tl1e 
accused related to the 2 May violence in Ode.sa. However, 011 16 January 2019, the case 
was returned for retrial due to procedural issues. 

VI. Democratic/civic space and fundamental freedoms 

81. During the reporting period, OHCHR documented 16 violations of the rights to 
freedom of opinion and freedom of expression, freedom to peaceful assembly and 
association, freodom of religion or belief and the right to non-discrimination. While the 
Ukrainian authorities were responsible for all l 6 human rights violations that OHCHR 
documented dwing the reporting period, tl1c space for freedom of expression and freedom 
of the media remains highly restricted in territory controlled by 'Donetsk people's republic' 
and 'Luhansk people's republic'. 

82. The 30-day martial law period declared in ten regions of Ukrnine98 did not lead to 
significant human rights limitations. However, certain martial law restrictions had direct 
application wider national legislation leading to re.,trictions of electoral rights and the right 
to peaceful assemhlyY'' The prohibition to hold elections resulted in the cancellation of the 
elections to territorial "hromatlas" in the ten regions under martial law. '°0 At the same time, 
the prohibition to hold pnblic assemblies was not strictly enforced. OHCHR observed that 

96 See the ruling of the Podilskyi district courtofKyiv of 18 December 20!8 al 
http://reyestr.court.gov. uaiReview/7882 l 440. 

91 See themling oftbe Pcchcrskyi district courtofKyiv of3 January 2019 at 
http:/lre)'eslJ:eowt.gov.ua/Review/7900111 L 

" The martial law was infotce between26 November and 26 December 2018 i11 ten oul of25 
administrative regions of Ukraine: Vinnytsia, Luhansk, Mykoiaiv, Odesa, Sumy, Kharkiv, Chernihiv, 
Donetsk, Zaporizltzllia and Kher~on and d1e internal waters of the Azov Sea and the Kerch Strait 

99 Article 19 of Law ofllkraim: 'On the legal regime of martial law' no. 389-VTII of 12 May 2015. 
H» On 29 November 20l8, the Central Electoral CQmmission of Ukraine cancelled the elections in 

several territorial "hromadas" (united tenitorial commw1ities), scheduled for 23 December 2018 lll all 
ten regions under ma1tial law (in total 52 elections), 
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public events did take place in the affected regions. Police in Odesa reprntedly evoked the 
martial law when dissolving a public event in order to unblock a traffic jam. 101 

A, Freedom of opinion and expression and freedom of the media 

83. Despite the decrease in the number of violations of freedom of expression and 
freedom of the media during the reporting period, OHCHR continues to document cases of 
interference in the work of media protessionals and physical attacks and acts of 
intimidation against them. Seven incidents took place during the period under review, 
which led to nine human rights violations, including the persisteut lack of investigations 
.into attacks aJ;,,ainst journalists and civic activists. 

84. On 18 Novembex 2018, members of extreme right-wing groups used peppe,· spray 
against a Canadian journalist covering a transgender rights puhlic event in Kyiv and 
puuched him in the face. Police opened an investigation into the attack, classif',,ing the 
assault as 'hooliganism'. 

85. OI!Cl!R remains concerned about the failure of the Government to bring 
perpetrators of attacks on civil society activists to account. OHCHR notes the creation of a 
special parliamentary commission to investigate a lethal attack on a senior staff of the 
Kherson city council and attacks on other activisK 101 Concerns remain, however, about the 
lack of effective investigations by law enforcement into these attacks so fur. 

86. OHCHR documented two attacks against mcmhers of political patties during the 
reporting period. On 28 November 2018, around 30 masked men attacked three political 
activists in Ode.sa. 1a1 On l2 December, a !,>roup of approximately 15 perpetrators, with 
alleged links to extreme right-wing groups, stormed offices of a political party in Kyiv. 
They beat at least two political activists and searched the offices. 111e police arrived atl:er 
the attack when the perpetrators had already left. 104 

87. Space for freedom of expression and freedom of the media remains highly restricted 
in tenitory controlled by 'Donetsk people's.republic' and 'Luhansk people's republic'. 
OHCHR is concerned that expression of any critical opinion or alternative view could lead 
to arbitrary deteution or other punishment of critics. 

n. F'recdom of peaceful assembly and associatinn 

88. OHCHR continued to document attacks by extreme right-wing groups on peaceful. 
assemblies organized by groups, with whose views they disagree. On 18 November 2018, 
members of extreme right-wing groups attacked the transgender rights puhlic event in Kyiv, 
Despite the presence of the polico on site. the members of extreme right-wing groups from 
a counter-rally followed several event participants and attacked them by using pepper 
spray. Two participants and one jomna!ist received injuries. .Instead of isoiating 
perpetrators police asked organiza-s to stop the event and forced the participants into a 
nearby subway station. AuthO'ities did not launch an in vcstigation into the disruption of the 
peaceflll event and attacks against the participants. 105 OHCHR notes that such attacks could 
amount to a form of gender-based diS<'Timinat.ion against LGBTQl people. 

89. tn territory controlled hy 'Donetsk pt..'Ople's republic' and 'Luh,msk people's 
repnblic', OHCHR did not observe any developments with regard to peaceful assembly. In 
teITitorycontrolled by 'Luhanskpeople's republic', a 'decree' remains 'in force', according 

1"' On 28 Novemhc-r 20 I&, a group of Odesa residenls blocked a public road prolc,ting agninst an 
unlawlul construction. Police dis11erscd tho protest 8IJd apprehended one of the protcstorn for 
disobedience. Aiter .a fCw hours in a police station; tf'r protea.tor WM released. 

10~ Established on 6 November 2018~ the commission conducted numerous meetings with victims of 
attacks, law enforcement, state and local officials, including in Odesa, Klmrkiv and Kberson; OHCIIR 
interview, l8 January 2019. 

;m OHCHR interview, l February 2019. 
104 OHCHR interview, 7 February 2019. The poiice initiated a criminal investigation on charges of 

hooliganism. However, the victims' lawyer noted the absence of investigative activities. 
'°' OHCHR interviews, I 5 January 2019. 
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to which organizers of peaceful assemblies are required to seek prior approval of the 
'ministry of stato security' or the 'ministry of the interior', 106 

C. Freedom of religion or belief 

90. OHCHR continued to monitor developments related to granting autocephaly to the 
newly established church •~ the Orthodox Church in Ukraine. On l 5 December 20 l 8, 
members of the Unification Council of the Orthodox Churches of Ukraine formally agreed 
to create the new church and chose its leader. OHCHR documented incidents that could be 
perceived as acts of intimidation against members of the Ukrainian Orthodox Church of the 
Moscow Patriarchate. 

9 l. During the reporting period, the SBU in sewra! regions of Ukraine initiated four 
criminal investigations into incitement to religious enmity and hatred; one of these cases 
has au additional charge of high treason, witl10nt issuing notices ofsnspicion.10 ' The SBU 
conducted searches in the premises of the Ukrainian Orthodox Church of the Moscow 
Patriarchate and places of residence of clerg)~ncn, questioning some of them, ios 

92. On 20 December 20 l 8, the Parliament of Ukraine launched a process of mandatory 
renaming of religious organizations that are affiliated with religious centers in tlic Russian 
Federation. OHCIIR is concemc<l that this process is primarily targeting Ukrainian 
Orthodox Church comnmnities and may be discriminatory.""' OHCHR is also concerned 
tl1at d1c Parliament ,van-anted restrictions on access of the clergymen of such organizations 
to the prcmise.s of the Ukrainian Armed Forces on the basis of .national security 
considerations., which contravenes article !8(3)oft11c !CCPR.'1° 

93. Following the estahlishmeut of the new church, a number of religious communities 
decided to join. OHCHR received reports that in a few cases the transfers were not 
voluntary and were initiated by state or local authorities or even representatives of e,xtreme 
right-wing groups, who were not members of those religious eomnmnitics.rn Furthermore, 
on l 7 January 20 ! 9, the Parliament adopted amendments setting out a procedure for 
voluntary change of denomination by religious communities. 112 

D. Discrimination, hate speech, racially-motivated violence and manifestatinns of 
intolerance 

94. OHCHR continued documenting violations related to discrimination, hate speech 
and/or violenc-e, targeting members of minority groups or those holding alternative or 
minority opinions. Among two incidents documented that occurred during the reporting 

wr, Su OHCHR report on human rights situation in Ukraine, 16 1'1ay- l5 August 2018, p&a, 100. 
w7 OHCHR interview. 17 January 2019. The police launched criminal investigations in Zapori::duhia, 

Kyiv., Zhytomyr and Rivne regions. 
'°' OHCHR interview, l 7 Januaty 2019. 
,w According to law no. 2662-Vlll of20 December 2018, a religious orgAnizati(m that is at1iliated with a 

foreign religious organization, the governing centre, of which is loc:.ated in a country} recognized as an 

"aggressor state". shou](i include this affiliation ill its name, or risk ceasing its operations. On 18 
January 2018, the Verkhovna Rada adopted tl1e law ''On the peculiarities of d1e >tale policy to ensure 
the stale sovereignty of Ukra.ine in temporarily occupied territories in Donetsk and Lubansk regions," 
which recognizes the Russian Federation as an aggressor state. President Poroshe11ko signed the law 
on 20 February 2018. 

1 "' Human Rights Committee in para. 8 of its general comment No. 22 (l 993) e111pl~1sized that Ankle 
18(3) of the 1CCPR pennits restrictions on the freedom to manifest religion or bdief only if 
limitations arc prescribed by law and are necessary to protec.t public safety, order, health or morals, or 
the fundamental rights and freedoms of others, This paragraph is to he on'ictly intcnpreted: restrictions 
are not allowed on grounds not specified there, even if lhey would he allowed as restrictions to otil<r 
rights protected in the ICCPR, such as national security, 

lll OHCHR interview, 25 February 2019. 
"' According to tl1e law. a decision to change subordination is made by two thirds of the community's 

quorum. TI1e amendment• reafiirm the principle of religiou• communities' independent determination 
of their membership and establish a moratorium on sale or other transfer of the religious comnmnity's 
property until the registration process is completed. 
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period, one involved threats and another direct violence by members of extreme right-wing 

groups, The failure of the law enforcement to prevent violence, to properly classify these 

violations as hate crimes, and to effoctively investigate and prosecute these crimes violates 
the right to non-discrimination and creates an environment of impunity, It also denies 

victims of these attacks eqnal access to justice, 

95. Investigations and prosecution of several attacks against Roma people still lack 
progress."' Positively, on 28 Deet:m1ber 2018, prosecutors of the Lviv Regional 
Prosecutor's Ofilce charged a man responsible for the killing of a young Roma man outside 

Lviv in June 2018.' 14 In contrast, the Holosiivsky district court of Kyiv cancelled on 

procedural grounds the note of suspicion against an alleged perpetrator in another violent 
attack against a Roma settlement in Kylv in April 2018.' 15 

96. OHCHR documented the case of a prisoner with pro-Ukrainian views, who served 
his sentence in a penal colony in territory controlle,:l by 'Luhansk people's republic' 

between 2014 and 2018. The prisoner had conflicts with the colony administration for his 
political views and speaking Ukrainian. The colony administration staff reportedly forced 
the prisoner "to drop his nationalistic views", tbreatene,:! and beat him. ln 2016, the colony 

gnards allegedly beat him with batons as ordered by the colony head. After this incident, 
the prisoner was held in the isolation cell for a year. He said d1at as a result of his long­

lasting intimidation and ill-treatment, he tried to commit suicide in December 20! 7. u6 

VU. Human rights in the Autonomous Republic of Crimea and the city of 
Sevastopol, Ukraine, temporarily occupied by the Russian J?cderation 

97. The overall human rights situation in Crimea continued to be marked by restrictions 

in the exercise of t\mdim1ental freedoms and the lack of effective remedies to seek justice: 

In addition, the continuing failure of the Russian Federation to acknowledge its status as an 
occupying power in Crimea has resulted in farther violations ofintemational humanitarian 

law committed hy its State actors during the reporting period, failing to recognize and 

ensure obligations related to applieahle occupation law, 

98. OHCHR continued to record human rights violations, including restrictions on 
free-0oms of opinion, expression, and religion or belief, and violations of international 

humanitarian law in Crimea. ln total, OHCHR documented 38 violations during the 

reporting period, and of this number 25 violations occuffed within the reporting period; 
with the Government of the Russian Federation responsihle for 35 and the Government of 

Ukraine for three. m 

A. International Hnma11itaria11 Law violations 

99. On 25 November 2018, Ukrainian authorities reported ru1 assattlt of the Russian 
Federation naval forces on three Ukrainian naval vessels near the Kerch Strait. The 
Ukraiuian vessels were on their way to the Azov Sea through the Kerch Strait, which is the 
only passage between the Black Sea and the Azov Sea and lies between the Russian 

Federation and Russian Federation-occupied Crimea. The Ukrainian Govcmmcnt stressed 
that the Ukrainian ships were attacked in international waters, while the Russian Federation 

insisted that the ships entered its ten'itorfol waki·s and reecivcd repeated v,,arnings to leave 

the area. The Russian Federation naval forces opened fire on the Ukrainian vessels, seized 

them, and captured 24 crew members (22 naval officers and two SBU officers). 

113 See OHCHR Repmt on the human rights situation in Ukraine. \6 May lo !S August 2018, par», 91, 
1" See OHCHR Report on the human 1ights situation in Ukraine. ]6 August to 15 November 2018, para 

82. 
' 15 On 25 February, the Kyiv court of appeal will hear the prosecutors' appeal of tlte Holosiivsky district 

court decision to cancel the notice of suspicion to the alleged perpetrator. 
116 OHCHR interviews, 18 December 2018. 
117 The violations attributable to the. Government of Ukraine did not necessarily occur in Crirnea itself~ 

but concern evenJs in mainland Ukraine connected to the situation in Climea. They are related to 
freedom of movement, access to public services, and the right to property. 
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l 00. OHCHR notes that by virtue of the continued occupation of Crimea by the Russian 
Federation, an international armed cont1ict continues to exist between the two States in 
Crimea and inlcmational hmnmiitarian law continues to apply there. As such, a single 
hostile encounter between the armed forces or assimilated anned rmits of two sovereign 
states, as tl1c 25 November 2018 incident, suffices to trigger the application of international 
humanitarian law, irrespective of the pre-existence of an anned conflict. Consequently, the 
rules of international humanitarian law that are applicable to international armed conflict 
continue to apply. 

l 0 1. All 24 crew members, including those who had reportedly sustained injuries during 
the incident, haw been charged with illegal crossing of the Russian border, a criminal 
offence punishable by up to six years of imprisonment, mid remanded in custody.' 18 

Between 29 and 30 November 2018, the Russian Federation authorities reportedly 
transferred all 24 crew members from Simforopol to Moscow, where they placed tl1em in 
SlZOs. 

102. The Ukrainian Government considers the apprehended crew members to he 
priso11ers of war. Similar statements were made by the crew members and their lawyers, 
including during court hearings on the measure of restraint. Nevertheless, as of 15 February 
2019, the Russian Federntion authorities refuse to apply international humanitarian law 
provisions to the incident and deny the det,iined crew members the status of prisoners of 
1-var, 

103. OHCHR notes that based on the provisions of intemational humanitarian law,!'" the 
24 detained crew members could be considered as prisoners of war and protected by the 
Third Geneva Convention. In any case, they shall enjoy the status of a prisoner of war until 
a competent tribunal determines othern~se.120 OlICHR recalls that prisoners of war must 
inter alia be humanely treated, protected against violence or intimidation, and provided 
with the medical assistance ifneeded. 

B. Administration of justice, intimidation and harassment of human rights defenders 

l 04. On 7 December 2018, a d.isirict comt in Simferopol sentenced Crimean Tatar lawyer 
Emil Kurbedinov, known for defending critics of Crimea's occupation and alleged 
members of organizations, bmined in the Russian Federation, to five days of administrative 
detention for disseminating extremist syrnbols through a social network. 121 During a cQurt 
hearing, the judge ignored the fact that the impugned content was posted five years ago -
prior to the de facto implementation of the Russian legislation in Crimea'" ···· and denied 
over 40 motions of his defense team, including the motion to ensure the presence of a 
prosecutor, to question an expert witness and recnsc a presiding judge. l23 Knrbcdinov was 

released on 11 December after serving his sentence in full. 

l 05. OHCHR notes that Kurbedinov's conviction followi; a series of earlier incidents that 
indicate a pattern of deliberate intimidation, hindrance, harassment or interference by the 
Russian authorities in Crimea with his professional activities. ln 2017, he was also 
prosecuted for social media posts.124 On 6 November 2018, police raided his office in. 
Simferopol to s,Tve him with a "formal warning" against engagement in extremism. 
OHCHR is concerned that this time, the extremism charges may be used to formally 
deprive Knrbcdinov of his right to practice law in 0-imea. On 18 December, the Mi11istI11 of 

1 rn Ol!CHR interviews, 27 -- 29 November 20 I 8. 
''" Article 4 (A) (I) and 4 (A) (4) of the Third Geneva Convention and Articles 43 and 44 of Additional 

Protocol!. 
"' Article 5 of the Third Geneva Convention. 
121 Judgment of the Kyivskyi district rourt ofSimferopol, 7 December 2018, Case No, 5-1148/2018. 
'" This may be viewed as a violation of Article 70, Genova Convention JV. 
m OHCHR interview, 7 December 2018. 
'" Earlier, on 26 January 20 ! 7, Emil Kurbedinov was sentenced to ten days of administrative detention 

on similar charges, su OHCHR report on the human rights situation in Ukraine, 16 November 2016 -
15 February 2017, para. !28. 
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Justice of Crimea requested a bar association in Simforopoi to renounce Kurbedinov's 
membership, which may lead to his disbannent 

106, Emil Kurbedinov's case reflects the overall hosiile attitude of Russian Federation 
authorities towards human rights dcfonders and civic activists, Lawyers, who take up 
defense in sensitive cases against individuals accused of extremism or tctTorism in Crimea, 
risk facing similar charges themselves. OHCHR reiterates its findings on the pressure faced 
by members of Crimean Solidarity, a non-registered civic group cooperating closely with 
defense la·wyers on the peninsula.w TI1e law enforcement have disrupted the group's 
meetings aud issued formal warnings to Crimean Solidarity members not to engage in 
illegal activities, including unauthorized public gatherings and extremist acts. ni-

C. Freedoms of religion, opinion and expression 

HJ7. Consistent with previous OHCHR findings, the pattern of criminalization of 
affiliation to or sympathy towards religious Muslim groups, banned in the Russian 
Federation, continued to disproportionately affo::t Crime.'m Tatars. 

108. On 24 December 2018, a military court in the Russian city of Rostov-on-Dou found 
four Ukrainian citizens, all Crimean Tatar men previously t:ransferred to the Russian 
Federation from Crimea, guilty of membership in a terrorist twganization and preparation to 
commit a forcible seizure of power. One man received a 17-year prison sentence, while 
three others -· 9 years of imprisonment each. The accusations were based on the defendants' 
alleged membership in Hizb ut-Tahrir, an Islamic movement, which is legal in Ukraine but 
banned as a tctTorist gro11p in the Russian Federation. According to a court ruling, 127 the 
defendants were proi.ecuted for four meetings, dnring which they had discussed Islamic 
dogmas, Hizb ut-Tahrir ideology and sharia law. Tn a separate case, on 22 January 2019, the 
Supreme Court of Crimea found four Crimea11 residents guilty of membership in Tablighi 
Jamaal, another Islamic group banned in the Russian Federation. Three defendants received 
conditional sentences, while the fourth man was sentenced to four years of imprison.mcnt. " 8 

ln both cases, the defendants were found guilty based on their alleged membership in the 
banned Muslim groups, as well as the fitct that they had poosessed, read and discussed 
books deemed to he 'extremist' under the Russian law despite the ah.~ence of any evidence 
indicating that they had called for or planned to engage in any form of violence or violation 
of public order. 

109. OHCHR notes with concern !hat in September 2016, four other Crimean Tatar men 
received long prison sentences for their alleged membership in U1e same organization,"' 
while at least l l other Crimean residents are currently on trial on similar charges. " 0 

OHCHR reiterates that freedom to manifest one's religion or belief may only be limited on 
tbc grounds prescribed by law, which are necessary to protect public safety, order, health, 
morals or the tbndamental rights and freedoms of others.I'' 

1 lO. During the reporting period, at least five criminal cases against Crimean residents 
charged for their alleged anti-Russian statements in soeial media were closed following the 
de-criminalization of a single act of "incitement of hatred or violence" under Russian 

"' OHCHR second thematic report "On the situation of human rights in the temporary occupied 
Autonomous Republic of Crimea and the city of SevastDpol, Ukraine", 13 September 20 l 7 , 3,1June 
2018. pan. 53. 

126 The po!ic,, disrupted meetings of Crimean So/idari{v on 27 January 2018 in Sudak and on 27 Oemher 
2018 in Simfcropol. 

m Judgment of the Severo-Kavkazskiy circuit military toutt of the Russian Federation, 24 December 
2018, Case No. l-42i2018. 

"' Judgment of the Supreme. court of Crimea, 22 January 2019, Case No. 1-112019. 
' 19 See OHCHR rep<1rt on the hmn,m rights situation in lfkraine, 16 Au6'll.st 15 November 2016, para. 

164. 
1'° See OHCHR report on the human dghts situation in Ukraine, 16 May - 15 August 2018, para. 111-

112. 
131 fCCPR1 art 18 (3). 
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law, m which is de.fi1cto applied in Crimea. Previously, OHCHR reported extensively about 
the systematic use by the Russian Federation authorities of the anti-extremism iegislation in 
Crimea against critics of the peninsula's occupation and vocal pro-Ukrainian activists. '33 

OHCHR welcomes this positive step by the Russian Federation, although the extent to 
which such de-criminalization will be implemented remains to be seen. 

0. Illegal population transfers and freedom of movement 

11 l. According to the Russian Federation judicial registry, in 2018, courts in Crimea 
ordered deportation from the peninsula of at least 435 individuals considered foreigners 
under Russian Federation laws, including 231 Ukrainian nationals. Of the total number in 
2018, at least 50 individuals were "forcibly removed", a procedure that prescribes 
placement in temporary detention before deportation. Many of the deported were Ukrainian 
citizens, whose residence rights in Crimea were not recognized by authorities. In one case, 
a man, who had relocated to Crimea from K,yiv to nndergo medical rehabilitation, was 
deported after having been compelled to cooperate with law enforcement, or risk 
dctcution.1 34 

112. Deportations of protected persons from Crimea occur against the backdmp of 
restrictions imposed on free movement between mainland Ukraine and the peninsula. 
During the reporting period, the Federal Security Service of the Russian Federation denied 
entry to a Ukrainian journalist and banned her from Crimea for lO years. ' 35 Russian border 
officials informed the journalist of the ban at one of the crossing points of t11e 
Administrative Boundary Line without any explanation of the specific grounds for such 
decision. Russian authorities issue similar bans to other journalists, civic activists, or other 
public figures, who are perceived as critics of Crimea's occupation. '36 

113. Individual or mass forcible transfers, as well as deportations of protected persons 
from occupied territory to the territory of the occupying Power, or to that of any other 
conntry, occupied or not, are prohibited under international humanitarian !aw, regardless of 
their motive. 137 International human rights law guarantees to everyone the right to liberty of 
movement and freedom to choose their own residence within their own country. 118 

E. :Forced conscription 

114. The reporting period was marked by the eighth conscription eampaign of Crimean 
residents into the Russian Federation Armed Forces since the beginning of the occupation. 
During the latest campaign, which ended in December 2018, approximately 2,800 men 
from Crimea were enlisted, bringing the overall number of Crimean conscripts to at least 
14,800 men. 139 The numher of the enlisted Crimeans has significantly increased from 500 
conscripts during the first military draft in 2015. 

Law of the Russian FederatiO!l N" 519,FZ, 27 December 20 l 8, 
n., See inter alia OHCHR second thematic report "On the situation of!mman rights in the temporary 

occupied Autonomous Repub!ic of Crimea and the city of Sevastopol, Ukraine", 13 September 2017 
30 June 20[8, pam. 46. 

134 OHCHR interview, 21 November 2018. 
us OHCHR interview, 29 November 2018. 
136 See OHCHR first thematic report "On the siluatiClll of human right, in the temporary occupied 

Autonomous Republic of Crimea and the city of Sevastopol, Ukmine", 22 Febmary 2014 · 12 
September 2017, para. 128. 

lJ7 Article 49 of the Fourth Geneva Convention. 
138 JCCPR, Article ll 
139 AH figures are approximate and primarily based on reports of the Minisuy of Defense of the Rt\ssian 

Federation. 
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NUMBER OF CONSCRIPTED PERSONS FROM CRIMEA AND SEVASTOPOL TO THE 
RUSSIAN ARMED FORCES .,0112 o,c 2011• 

8 conscription campaigns 
since spring 2015 

1500 

2800 28130 

14,800 approxlrnate total number of persont. 
within the conscription waves 

* Al! ftg1,1ru a,-. •ppro.rim:,t,. J'Pttl:," Ir! b1-11ti. an ptfiodi,: 1n11DO"ilc1mtnts ~f tli, MJM•flJ ,of D1t.tt1• af 1h• Roui1111 
f,t,br,tfo~ ind/or col'tfDtnlt' of it ol1icilh for tb• IIPtdf,_ 

ll5. Draft evasion is punishable UJ1der Russian criminal law by up to two years 
imprisonment. OHCHR notes that criminal prosecution of Crimean residents for evading 
Russian military drafts has intensified during 2018, with at least 21 guilty verdicts. 140 One 
defendant was sentenced to a suspended prison tenu, while others were fined. Forced 
enlistment adversely affects the enjoyment of human rights of potential conscripts, 
rcs1ricting their free movement and access to education and employment. Tn one case, a 
residmt of Crimea was forced at his local military draft commission to leave Crimea or face 
conscription in the foture. Registering at the military draft commission was also a 
prerequisite for receiving his university diploma in Simferopol. 141 

116. As an occupying power, the Russian Federation must comply with international 
humanitarian law prohibiting compulsion of Crimean residents into its armed or auxiliary 
force.s. 142 No pressure or propaganda aimed at securing voluntary enlistment is permitted. 

VIII. Technical cooperation and capacity•building 

l I 7. OHCHR engages in technical cooperation and eapacity-hui!ding activities to assist 
the Government of Ukraine and civil society to protect and promote human rights. 

118. OHCHR carried out 334 specific follow-up activities to facilitate the protection of 
human rights connected with the cases documented, including trial monitoring, detention 
visits, refe1rnls to State institutions, humanitarian organizations and non-govemmental 
organizations (NGOs), and cooperation with United Nations human rights mechanisms. 
OHCHR referred 34 allegations of human rights violations to specific duty-bearers; to the 
Government of Ukraine, 19 allegations were raised with two fully and seven partially 
addressed; to the 'ombudspcrson' of 'Donetsk people's republic' seven allei,,ations were 
raised with one fully and one partially addressed; and to 'Luhansk people's republic' seven 
allegations were raised with three partially addressed. 

119. On 30 November, OHCHR, the Geneva Academy of International Humanitarian 
Law and Human Rights and the Age and Disability Technical Working Group organized a 
joint capacity-building training session on the Protection of the Rights of Persons with 

140 These arc the verdicts verifiable through the Russian Federation court registry. OHCHR has been able 
to verify three such verdicts in 2017. 

1' 1 OHCHR interview, 15 January 2019. 
142 Article 51 of the Fourth Geneva Convention. 
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Disabilities (PwD) in tl1e armed conflict in Ukraine, Participants included Government 
officials and local authorities, staff of international and national organizations, civil society 
activists a11d persons with disabilities, The main purpose of tbe training was to strengtben 
the protection of persons with disabilities affected by the conflict in Ukraine through raising 
awareness of international standards, identifying challenges and needs related to protection 
of PwD and establishing stronger cooperation between key stakeholders, 

IX. Conclusions and recommendations 

120, OHCHR welcomes the significant decrease in civilian casualties, however, the 
armed conilict in eastern Ukraine continues, affecting lives and livelihoods not only of 
more tban five million civilians on both sides of the contact line, but tbe entire country. All 
parties to tbe conflict need to fully implement the ceasefire and disengagement provisions 
of the Minsk agreements to protect civilians, civilian property and infrastructure, and lessen 
their daily hardships, The Government of Ukraine needs to step up efforts for protection of 
conflict-affected civilians, including !DPs, regardless of where tbey reside in Ukraine, as 
well as for the rcalinition of their economic and social rights to pave the way for a durable 
reconciliation between communities and restoring peace and stability in eastern Ukraine, 

121. The Government must act to protect space for civic expression ahead of Ukraine's 
presidential, parliamentary and local elections in 2019 and 2020, Impunity for attacks on 
media professionals, civil society activists, lav,,ers and political opponents weakens 
Ukraine's democratic institutions and fuels furtber intolerance, discrimination and violence, 
and could compromise the integrity of the upcoming elections. 

! 22, As in the previous reporting periods, OHCHR regrets the absence of the meaningful 
progress in investigations and prosecutions of those responsible for the killings during the 
Maidan protests and tbe violence that took place on 2 May 2014 in Odesa, 

123, The human rights situation in Crimea continues to deteriorate as a direct result of the 
Russian Federation authorities applying its laws against residents of Crimea in violation of 
their obligations as an occupying power under the Fourth Geneva Convention, and other 
violations of international humanitarian law affecting the protected population. The Russian 
Federation must address pervasive human rights violations such as restrictions ou freedoms 
of religion, opinion and expression and association, as well as the intimidation and 
harassment ofhmnan rights defenders, disproportionately affecting Crimean Tatars. 

124, Most recommendations made in the previous OHCHR reports on the human rights 
situation in Ukraine have not yet been implemented and remain valid, OHCHR forther 
recommends the following, based on the issues identified from 16 November 2018 to 15 
February 2019, 

125, To the Ukrainian authorities: 

Parliament of Ukraine: 

a) adopt and harmonize the legislation to serve as a base for developing a 
comprehensive mechanism for restitution and compensation for 
property, damaged and destroyed during the armed conflict in eastern 
Ukraine, as well as property, currently in military use; 

b) revise the Law on War Veterans so that all civilians who acquired a 
disability as a result of hostilities in eastern Ukraine in 2014-2019 can be 
eligible for receiving status of war veterans and appropriate social 
protection, 

Cabinet of Ministers: 

c) develop and adopt a national policy framework that establishes clear 
institutional a11tl1orities and responsibilities for the protection of chilians 
and civilian objects in hostilities, as recommended in the 2018 United 
Nations Secretary General's report on protection of civilians in armed 
conflict (S/2018/462); 
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d) develop a comprehensive mechanism, including an administrative 
procedure, for restitution of property and compensation for any 
damages and destruction of civilian property in the armed conflict in 
eastern Ukraine; 

e) develop a non-discriminatory and accessible mechanism for restitution 
and compensation for property, which is in military use, including 
keeping records of civilian property and infrastructure in military nse; 

I) allocate financial support to local authorities in order to provide safe and 
adequate housing to the conflict-affected population and IDPs; 

g) ensure swift and full implementation of the law 'On the legal status of 
missing persons', in particular by providing sufficient resources for 
effective realization of mandate of the Commission on Missing Persons; 

h) ensure that the right to freedom to manifest religion or belief is 
protected including at premises of the Ukrainian Armed Forces, in 
accordance with Article 18(3) of the ICCPR. 

Ministry of Social Policy: 

i) adopt a non-discriminatory policy to provide equal access for all citizens 
of Ukraine to pensions and social benefits, regardless of their place of 
residence or IDP registration. 

Ministry of Defence: 

j) finalize tile draft Resolution regulating movement of individuals and 
transfer of goods through the EECPs in line with international stauditrds 
and in consultation with the international community and civil society. 

JFO Command: 

k) build up the capacity of tile Working Group for Collection and 
Consolidation of Information on In,iuries and Deaths of Civilian 
Population; 

I) facilitate documentation of damages and destruction of civilian property 
caused hy hostilities in eastern Ukraine; 

m) facilltate documentation (i.e. signing of lease agreements) and ensure 
compensation for the military use of civilian homes and other property, 
including when snch use caused damage to property. 

Military-Civil Administrations of Donetsk and Luhansk regions and local authorities: 

u) develop, in cooperation with the JH) Command, a response mechanism 
guaranteeing affected population ade1111ate alternative housing and 
compensation for damages caused by hostilities or due to tile military use 
of housing, land and property. 

Ministry of ,Justice: 

o) establish au electronic registry of detained persons, including those wllo 
were held in detention facilities in territory controlled hy the self­
proclaimed 'Donetsk people's republic' and self-proclaimed 'Luhansk 
people's republic', before the outbreak of the armed conflict in eastern 
Ukraine • 

• Judges and court administration: 

p) conduct rigm·ous review of all pica bargains and refuse to accept tllcm, 
wllen there are reasonable grounds to believe that pleas bargains were 
obtained by coercion nr under psychological pressure due to prolonged 
pre-trial detention am! when no evidence of guilt is presented; 

q) ensure that there is sufficient number of Judges in local courts to 
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Office of the Prosecutor General and law enforcement agencies: 

r) ensure prompt, impartial and effective investigation of all alleged 
incidents of arbitrary detention, torture, ill-treatment and enforced 
disappearance, including tbose allegedly committed by State actors or 
indh,iduals acting witb State authorization, support or acquiescence, in 
line with international standards, including Istanbul Protncol; 

s) act to stop and effectively prosecute any acts of interference into 
activities of legal professionals, attacks on defence lawyers, and attempts 
tu exert pressure on judges; 

t) facilitate prompt trial proceedings in conflict-related criminal cases 
througb, inter alia, requesting eourts to ensure the presence of all parties 
and witnesses during trials; 

n) cuudeum all acts of violence and promptly, impartially and ellicicntly 
investigate all violent attacks against media professionals, civic and 
political activists, human rights defenders, political parties, and defence 
lawyers. Motives of perpetrators and other aggravating circumstances 
should be considered during initial criminal classification and 
investigations into these attacks; 

v) ensure adequate and effective security for all peaceful public assemblies, 
prevent and stop all acts of violence, while facilitating tbe e:rnrcise of 
freedom uf peaceful assembly without discrimination; 

l 26. To all parties involved in the hostilities in Donetsk and Luha11sk regions, 
including the Ukrainian Armed Forces, and armed groups of the self• 
proclaimed 'Donetsk people's republic' and self-proclaimed 'Lnhausk people's 
republic': 

a) strictly adhere to the ceasefire and disengagement provisions of the 
Minsk agreements; 

bl ensure full compliance with international humanitarian law mies of 
distinction, proportionality and precaution, including by immediately 
ceasing the use of weapons with indiscriminate effect in populated areas, 
particularly weapons with wide impact area; 

c) take all possible measures to minimize barm to the civilian JlOpnlation, 
including by positioning military objects outside of densely populated 
areas, and refraining from deliberately targeting civilians or civilian 
infrastructure, sucb as water facilities and power lines; 

d) create conditions for safe and quick crossing of the contact line by 
civilians, including au improved access to the first medical aid at EECPs 
and near tbem. 

127. To tbe self-proclaimed 'Donetsk people's republic' and self-proclaimed 
'Lubansk people's republic': 

a) ensure unimpeded and confidential access by OHCHR and other 
international organisations to all places uf deprivation of liberty and 
allow private, confidential interviews with detainees in accordance with 
international standards; 

h) refrain from practice of 'preventive arrest' and 'administrative arrest', 
which may amount to im:ommu,1icado detention and lll"ffl-ide" 
information on detainees' whereabouts to their families; 

c) ti·cat all persous in detention humanely in all drcumstauces and ensure 
conditions of detention arc ln accordance with international standards; 

d) continue transfers of prisoners to tbe govemment-co11trollcd territ01·y 
and in doing so prioritize the transfer of tbose individuals, who bad been 
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128. In tile context of the Autonomous Republic of Crimea and tile city of 
Sevastopol, Ukraine, temporarily occupied by the Russian Federation, to the 
Government of tile Russian Federation: 

a) implement General Assembly Resolution 73/263 of 22 December 2018, 
including by ensuring proper and unimpeded access of international 
human rights monitoring missions and bnman rights non-governmental 
organizations to Crimea; 

b) respect the laws in place in Crimea in 2014 before tile beginning of the 
occupation, in particular by refraining from enforch1g Russian 
·Federation legislation in Crimea; 

c) ensure unimpeded freedom of movement between Crimea and mainland 
Ukraine; end the practice of apprehension of protected persons at the 
ABL and in the territorial waters adjacent to Crtmea; 

d) ensure humane treatment, appropriate medical care, unrestricted access 
of Ukrainian consular officers and defence counsels to 24 Ukrainian 
crew members detained by the Russian Federation following the naval 
incident nea1· the Kercb strait on 25 November 2018; 

c) take all necessary steps to ensure that freedoms of expression, peaceful 
assembly, association, thought, conscience and religion or belief can be 
exercised by all in Crimea, without discrimination on any grounds; 

f) enable a safe environment for independent and pluralistic media outlets 
and civil society organizations; ensure unimpeded access of Ukrainian 
and foreign .iournalists, bnman rights defenders and other civil society 
actors to Crimea; 

g) end the practice of applying legislation on extremism, terrorism and 
separatism to criminalize free speech and peaceful conduct; stop 
prosecuting Crimean residents for possession of publications or shariIJg 
of social media content that does not constitute calls for discrimination 
qr violence; 

h) take all necessary measures to ensure the independence of the legal 
profession and to enable lawyers and human rights defenders in Crimea, 
including Emil Kurbedinov, to perform their professional functions 
freely and without any intimidation, threat, harassment or interference; 

i} refrain from compelling residents of Crimea to serve in the armed forces 
of the Russian Federation; 

i) end tile practice of deportations and forcible transfers of protected 
persons, including detainees, outside the occupied territory. 

129. ht the context of the Autonomous Republic of Crimea and the city of 
Sevastopol, Ukraine, temporarily occupied by the Russian Federation, to the 
Government of Ukraine: 

a) respect human rights obligations in relation to Crimean residents; nse all 
legal and diplomatic means available to this end. 

130. To the international comm1mity: 

a) continue using all diplomatic means to press all parties to immediately 
end hostilities and implement all obligations foreseen in the Minsk 
agreements, emphasizing bow the active armed conflict causes suffering 
of civilians and hampers prospects for stability, peace and reconciliation; 

b) use all influence possible to ensure unimpeded access and operation of 
OHCHR in territory controlled by 'Donetsk people's republic' and 
'Lubansk people's republic', and in Crimea; 
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c) urge the Russian Federation to comply with i.ts obligations as an 
occupying power under international human rights and humanitarian 
law; 

d) contb.1ue · advocacy for the respect of butnan rights, including by 
condemning human :rights violations committed by State agents of the 
Russian Federation in Ctimea at bilateral and multilateral forums; 
conduct, within practical limits, trial monitoring in the Russian 
Fedention in cases involving Ukrainian detainees transferred from 
Crimea. 
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SEAE 

EU-Ukraine relations - factsheet 
Ukraine is a priority pa1tner for the European Union (EU). The EU supports Ukraine in ensuring a 
stable, prosperous and democratic future for its citizens, and is unwavering in its support for Ukraine's 
independence, territorial integrity and sovereignty. The Association Agreement (AA), including its 
Deep and Comprehensive Free Trade Area (DCFTA), is the main tool for bringing Ukraine and the EU 
closer together, promoting deeper political ties, stronger economic links and respect for common 
values. Since Spring 2014, Ukraine has embarked on an ambitious reform programme, aiming to 
stabilise its economy and improve the livelihoods of its citizens. Priority reforms include the fight 
against corruption, reform of the judiciary, constitutional and electoral reforms, improvement of the 
business climate and energy efficiency, as well as reform of public administration, including 
decentralisation. Since 2014, the EU and the European Financial Institutions have mobilised a 
package of more than €15 billion in grants and loans to support the reform process, with strong 
conditionality on continued progress. 

/file/eu-ukrainecapturejpg_ eneu-ukraine _ capture.jpg 

Close partners 

Ukraine is a priority partner for the European Union, also within the EU's wtmn 
.L!.!.'-"""""-'"-'-'s>'• An Association Agreement, including a Deep and Comprehensive Free 
Trade Area (DCFTA) between the EU and Ukraine, was negotiated between 2007 and 2011 
and signed on 21 March and 27 June 2014. It replaces earlier frameworks for cooperation. 
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The Association Agreement is the main tool for bringing Ukraine and the EU closer together: 
it promotes deeper political ties; stronger economic links and the respect for 
common values. 

Parts of the Association Agreement tiave been provisionally applied since 1 November 
2014. This has enhanced EU-Ukraine cooperation on human rights, fundamental freedoms 
and the rule of law; political dialogue and reforms; movement of persons; and strengthened 
cooperation in a number of sectors, including, energy; the environment and climate action; 
transport; financial services; public finances, including anti-fraud; agriculture and rural 
development; fisheries and maritime policies; consumer protection and civil society. 

The Agreement sw:1&1JsoLillJ,!,L!,l,!!.1:J;LJ,!JLl..=l,!J&;c!!!!,!S1L.,.;,til. The state of implementation of the 
Association Agreement is reported on annually. The latest report (2018) is available Qililll.f,l_. 

Support for Ukraine's reform programme 

/file/support-ukraines-reform-programme-
smalljpg_ ensupport-for-ukraines-reform-programme­
small.jpg 

[:'R!~:O_R_T_TO_R_E_FO_· _RM_s_1111_u_KRA_. __ ,_N_E,..] 

Click to enlarge 

Since Spring 2014, Ukraine has embarked on an ambitious reform timetable aiming to 
stabilise its economy and improve the livelihoods of its citizens. Ukraine and the EU have 

jointly defined a reform agenda - the Association Agenda, and follow the progress of this 
closely. The fight against corruption, reforming the judiciary, constitutional and electoral 
reforms, the improvement of the business and investment climate and energy efficiency, as 



19896

697 

well as reform of public administration, including decentralisation, are among the top 
priorities on the agenda. Gender mainstreaming is a priority in all sectors. 

In addition to political support, since 2014, the EU and the European Financial Institutions 
have mobilised more than €15 billion in grants and loans to support the reform process in 
Ukraine. 

Programmes committed and under implementation include, inter alia: 

• The European Commission, on behalf of the EU, has on 30 November 2018 approved 
the release of the first€ 500 million of the new Macro-Financial Assistance (MFA) 
programme to Ukraine. With this release, the total Macro-Financial Assistance extended 
to Ukraine by the EU since 2014 has reached€ 3.3 billion (out of 4.4 billion committed), 
the largest amount of such assistance directed at any non-EU country. 

• € 3 billion in loans signed by the European Investment Bank (EIB) between 2014 
and the end of 2016, to support infrastructure development and reforms in the 
transport, energy, agriculture, education and municipal sectors, as well as substantial 
financial and technical support for SME development. A Memorandum of Understanding 
has been agreed with the Ukrainian Government on future EIB investments. 

• € 3.5 billion in investment from 2014-2017 from the !;W!lU!!WLilillDK.mt 

lhl::t!:!nstnit:tion <1nd Development. thanks to the support of the EU and its Member 
States, including as donors, to help develop and reform, inter al/a, the banking sector, 
agribusiness, transport and small businesses in Ukraine, including facilitating the 
purchase of$ 300 million of gas for the 2015-2016 heating season. This is in addition to 
nuclear safety projects. 

• EU External Investment Plan (EIP) - This is a key EU initiative set up to encourage 
public and private investments, The EIP leverages additional investments py mitigating 
financial risks with the new EU Guarantee Fund (€ 1.5 billion) and by blending EU grants 
with loans from European Financial Institutions via the Neighbourhood Investment 
Platform (NIP). Since 2014, more than € 181 million has been channelled through the 
NIP to Ukraine to support the financing of infrastructure in fields such as water and 
sanitation, energy efficiency, environment and SME funding. Support is also provided for 
local currency lending. 

• € l billion and 284 million from the European Neighbourhood 
Instrument, including: 

0 In 2014 - €365 million to support and monitor democratic reforms and reinforce 
macroeconomic stability, strengthen governance capacity and Ukraine's 
socioeconomic development. This was done through two actions: budget support 
in the form of a State Building Contract (€355 million) and support to Civil Society 
in Ukraine (€10 million). 

o In 2015 - €200 million for: a private sector development programme (€95 million), 
Technical Cooperation Facility (€15 million), and support to the decentralisation 
reform U-LEAD (€90 million). 
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0 In 2016 - €200 million for: the EU Anti-corruption Initiative in Ukraine (€15 million). 
Technical Cooperation Facility (€28.5 million), Public Administration Reform (€104 
million), and PRAVO programme to support rule of law reforms {€52.5 million). 

o In 2017 - €200 million for: energy efficiency (€50 mil!ion), public finance 
management (€50 million), support to sustainable socioeconomic development 
and good governance in conflict-affected eastern regions of Ukraine (€50 million), 
Technical Cooperation Facility (€37 million), and €13 million for local currency 
lending to provide additional finance i.a. to micro- and small enterprises. 

0 In 2018 - Energy Efficiency Support Programme for Ukraine - EE4U-II (€ 54 
million), Technical Cooperation Facility(€ 37 million), EU4Skills: Better Skills for 
Modem Ukraine(€ 38 million), People to People Contacts Programme: House of 
Europe (€ 18 million). 

0 In 2019 - EU Anti-Corruption Initiative in Ukraine - Phase II(€ 15 million), U-LEAD 
with Europe: Phase II (€ 40 million), support to Civil Society and Culture (€ 10 
million), Technical Cooperation Facility 2019 (€ 44 million). 

• More than € 100 miHion from the Instrument contributing to Stability and Peace 
(lcSP)since 2014 to support election observation and confidence building measures, 
the OSCE Special Monitoring Mission, Internally Displaced Persons (IDPs), conflict­
affected populations, restoration of governance and reconciliation in crisis-affected 
communities, strengthening their resilience and reintegration of veterans, as well as 
police reforms. 

• The EU Advisory Mission for Civilian Security Sector Reform Ukraine (EUAM 
Ukraine), under the EU's Common Security and Defence Policy (CSDP}, was established 
in August 2014 and launched in December 2014. It aims to assist the Ukrainian 
authorities towards sustainable reforms in order to achieve an efficient and trustworthy 
civilian security sector, including in the fight against corruption. Its mandate was 
extended until May 2019 with a total budget for the entire period of over€ 83 million. 
EUAM is an unarmed, non-executive civilian mission with its Headquarters in Kyiv and 
regional presences in Lviv, Kharkiv and Odesa. 

• In 2014, the European Commission also created a dedicated support Group for Ukraine 
(SGUA). It ls composed of experts from EU institutions and Member States, who provide 
coordination and advice to the Ukrainian authorities in key reform sectors. 

Trade 

The OCFTA constltutes a major milestone in bilateral trade relatioilli and offers new economic 
opportunities to both the EU and Ukraine. Ukrainian businesses receive stable and 
predictable preferential access to the largest market in the world, with over 500 
million consumers; while EU businesses are able to benefit from easier access to the 
Ukrainian market and build new relationships with Ukrainian suppliers and partners. The 
Deep and Comprehensive Free Trade Area has supported the increase of bilateral trade 
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between the EU and Ukraine, which grew by 49% since it entered into force in January 2016. 
Thus, the EU is reinforcing its position as Ukraine's number one trading partner, 42% of 
Ukraine's trade is now with the EU. The agreement has triggered a reform of Ukraine's legal 
framework, with the aim of aligning it with that of the EU (the EU acquis}. It will allow, in the 
long-term, to treat many Ukrainian products the same way as others in the EU internal 
market. Given the gradual approximation of Ukrainian legislation with EU legislation and 
internationally-recognised EU standards in production and services, Ukraine should be able 
to export more easily not only to the EU, but also to the rest of the world. In addition, the 
reforms that are anchored in the DCFTA will allow improvements in the overall business 
climate in Ukraine, including curbing corruption, which will in turn increase investors' 
confidence. 

The DCFTA implementation enables Ukraine to diversify its economy, which is today based on 
the large companies in basic commodity sectors (e.g. metallurgy). The aim is to move 
towards a more modern model including the development of a vibrant services sector and 
many small- and medium-sized enterprises (SMEs), 

Furthermore, a regulation of the European Parliament and of the Council on temporary 
"Autonomous Trade Measures" for Ukraine entered into force on_~. increasing the 
quantities of agricultural products Ukraine can export to the EU under the AA/DCFTA without 
paying customs duties and accelerating the elimination of customs tariffs for several 
industrial products, as foreseen in the Agreement. This has further boosted Ukrainian exports 
to the EU and helped to counter the effect of Russia's restrictive measures against Ukraine. 

Visa liberalisation 

Visa-free travel for Ukrainian citizens with biometric passports entered into force on 11 
June 2017 following the successful conclusion of the visa liberalisation dialogue, covering 
significant reforms ranging from rule of law to integrated border management and 
fundamental rights. Since visa liberalisation, Ukrainian citizens have made more than 3 
million visa-free visits to the EU with biometric passports. 

Visa liberalisation is one of the EU's most powerful tools in facilitating people-to-people 
contacts and strengthening ties between the citizens of third countries and the EU, To 
safeguard this instrument for contacts between the EU and Ukrainian citizens, the 
Commission monitors the continuous fulfilment of the requirements that had to be fulfilled by 
Ukraine to achieve the visa liberalisation. Each year, the Commission publishes a report 
reflecting this monitoring. The second report under the visa suspension mechanism was 
published on 19 December 2018. 

Energy partners 

On 24 November 2016, in Brussels, the European Commission Vice-President for Energy 
Union, Maras Sefcovic and the Energy Minister of Ukraine, lhor Nasalyk, s.i.gned a 
new Memorandum of Understanding on a Strategic Energy Partnership between 
the EU and Ukraine. The Memorandum has broadened the cooperation in all areas of 
energy policy, including energy efficiency, renewable energy, as well as research and 



19899

700 

innovation. This will, in turn, support the energy sector reform in Ukraine. The priority actions 
are agreed in the Annual Work Ptaru;. 

The EU supports swift implementation of energy sector reforms in line with Ukraine's 
Energy Community and Association Agreement commitments. Through technical advice, the 
EU has assisted the Ukrainian government in preparing the establishment of an independent 
energy regulatory authority, as well as new gas and electricity laws to improve efficiency in 
the energy sector. The creation of the Energy Efficiency Fund, to which the EU is ready to 
contribute, will, for the first time, support the energy efficient renovation of multi-apartment 
buildings, thus facilitating budgetary and household savings; reduce import needs and 
greenhouse gas emissions; and will create new opportunities for further cooperation with 
innovative EU companies. 

The European Commission, in close cooperation with the European Investment Bank (EIB), 
the European Bank for Reconstruction and Development (EBRD) and the World Bank, 
continues to support the modernisation of the Ukrainian gas transportation system, in 
line with the Joint Declaration made in March 2009, 

Since the association of Ukraine to the Euratom Research and Training Programme, Ukraine can 
benefit from research and training programmes for direct and indirect actions in the field 
of fission and fusion. 

The European Union is also the largest donor to the New Safe Confinement over the 
destroyed unit four of the Chornobyl nuclear power plant, which was put in place in November 
l.QJJi. Work is ongoing to make the Chornobyl site safe by dismantling the old shelter and 
managing the radioactive waste. 

The European Commission remains committed to facilitating trilateral talks between 
Ukraine and the Russian Federation on the long-term transit of gas to Europe. 

Research and Innovation 

The EU supports the integration of Ukraine into the European Research Area through 
the association of Ukraine to the Horizon 20W and the complementary Euratom research 
programmes, Such association allows Ukrainian researchers, businesses and 
innovators to apply to all funding schemes of both programmes, across the whole research 
and innovation value-chain, from fundamental research up to pre-commercialization 
activities, on equal terms with their EU counterparts. Furthermore, the EU is supporting 
the reform and modernisation of the Ukrainian national research and innovation system in 
line with the outcome of a comprehensive peer-review conducted in 2016 to support more 
innovation-oriented research. The EU is also supporting general awareness in Ukraine on the 
impact of research and innovation projects under Horizon 2020, with a particular focus on 
business engagement - notably SMEs. Support is also provided to modernise the Technology 
Transfer system of Ukraine. More information on EU-Ukraine research and innovation 
cooperation is available .DJJ.llng, 
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Education and people-to-people contacts 

The EU supports the integration of Ukraine into the European Higher Education Area and 
major reforms in the country to restructure and modernise the education system ln order to 
deliver globally-recognised, quality education, to enhance the relevance of the 
educational offer and expand its internationalisation. Ukraine participates actively in EU 
capacity-building and academic mobility schemes of Erasmus+. leading to international and 
intercultural experiences of students and staff, familiarisation with new learning and teaching 
methods, and strengthening of competences and networks. 

The EU also supports key competences and skills of young people. their active 
citizenship, social inclusion and solidarity through specific actions in the field of youth. 
Ukraine takes an active role in Erasmus+ projects promoting youth exchanges and 
volunteering. cooperation, networking and peer-learning activities. 

More than 7,250 Ukrainian and nearly 3,000 European students and academic staff 
have benefitted from Erasmus academic exchange opportunities. In addition, over 11,600 
young people and youth workers from Ukraine have taken part in short-term exchanges, 
mobility, training and volunteering projects. 

Since 2014, 191 Erasmus+ scholarships have been awarded to Master students from Ukraine 
to follow Erasmus Mundus Joint Degree programmes. 

The EU has dedicated€ 5 million as a specific bilateral window for Ukraine under Erasmus+ 
to increase the existing opportunities for student and academic mobility and traineeships, 
support to reform processes at higher education institutions and greater involvement of 
Ukraine in jean Monnet activities in the years 2019 and 2020. 

Illegal annexation of Crimea and Sevastopol 

The European Council of 20 March 2014 strongly condemned the illegal annexation of 
Crimea and Sevastopol by the Russian Federation. EU leaders underlined that there is 
no for the use of force and coercion to change borders in Europe in the 21st century. 
Five years on, the EU does not recognize and continues to condemn this violation of 
international law. The EU has adopted a strict non-recognition 1><11icy with regard to the 
illegal annexation. This policy has led to substantive sanctions, set out in the annex to this 
Factsheet. The sanctions have been extended several times since then and are still in place 
(see annex). 

Situation in the Sea of Azov 

The European Union has been following with great concern the situation in the Sea of Azov 
and the dangerous increase of tensions which has led to the seizure of Ukrainian vessels and 
their crews by Russia and shots being fired at them, wounding several Ukrainian servicemen. 

This unjustified use of force is a reminder of the negative effects of the ilfegal annexation of 
Crimea on regional stability. The European Union expects Russia to ensure unhindered and 
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free passage of all ships through the Kerch Strait to and from the Sea of Azov, in accordance 
with international law. The illegal restrictions to such passage have negative economic 
consequences for Ukraine's ports in the Sea of Azov and on the whole region. 

The EU has further called on Russia to release the captured Ukrainian sailors unconditionally. 

The EU is also stepping up its support to the Sea of Azov region to alleviate Russia's 
destabilising actions and their impact on the local economy and communities. This includes: 
(i) increasing the EU presence through an EU programme office in Mariupol; {ii) improving 
connections, including feasibility studies for rail and road rehabilitation projects, in 
cooperation with international financial institutions; (iii) support to socioeconomic 
development and resilience, including the fostering of SMEs, civil society, education, 
demining and psychosocial assistance. The European financial institutions also channel 
investments to conflict-affected areas. The European Investment Bank has provided a 
package of € 200 million for the early recovery of small-scale damaged infrastructure. 

Conflict in eastern Ukraine (including sanctions) 

The EU has been strongly supporting efforts to come to a peaceful and sustainable 
solution to the conflict in eastern Ukraine. 

From the outset, the EU has supported Ukraine's territorial integrity, condemning the clear 
violations of Ukrainian sovereignty and territorial integrity by acts of aggression by the 
Russian armed forces. It has fully supported all initiatives aimed at bringing a lasting political 
solution to the conflict in eastern Ukraine, using all the means available. The Russian 
presidential decree of 24 April 2019, enabling the simplified issuing of passports in certain 
areas of Ukraine's Donetsk and Luhansk regions runs counter to the spirit and objectives of 
the Minsk agreements. 

The EU's approach has been to combine pressure through restrictive measures with 
diplomatic efforts and continuing dialogue. 

Diplomatic restrictions against the Russian Federation were first imposed at an 
extraordinary meeting of EU leaders on 6 March 2014. The EU gradually increased its 
restrictive measures, starting on 17 March 2014 with targeted sanctions against persons 
responsible for actions against Ukraine's territorial integrity, sovereignty and independence. 
In view of Russia's actions destabilising eastern Ukraine, a first package of significant 
economic sanctions targeting cooperation and exchanges with Russia was announced on 29 
July 2014. A reinforced package of economic sanctions was announced in September 2014. 
Details about restrictive measures are in the annex. 

At the same time, the EU participated directly in negotiating the Geneva Joint Statement of 
17 April 2014. It welcomed the subsequent agreements for a ceasefire and further steps to 
stabilise t.he situation and achieve a political solution, reached in Minsk in September 2014 
and in February 2015. The duration of the EU's economic sanctions against the Russian 
Federation is dearly linked to the complete implementation of the Minsk agreements. 
As part of its efforts for a political solution, the EU has stepped up its assistance to the 
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Organisation for Security and Co-operation in Europe (OSCE), conducted trilateral talks on 
trade and energy-related issues with Russia and supported political engagement including 
through discussions in the Normandy format (France; Germany; Ukraine; Russia) and the 
Trilateral Contact Group (OSCE; Ukraine; Russia). 

Support for the Organisation for Security and Co-operation 
in Europe (OSCE) 

The EU and its Member States are the biggest contributors to the .Q::i'Cf.'.:i5rlf!;J@L.lill.ruJ!.i1;QJ::!OO 
Mi.sslQn, which monitors the implementation of the Minsk agreements. The EU accounts for 
two thirds of both the mission's budget and monitors. In addition to Member States, the EU 
has contributed through the Instrument contributing to Stability and Peace€ 49 million to 
support the Mission's capacity to fulfil its mandate. The EU has furthermore donated 40 
unarmoured and 44 armoured vehicles, 35 trauma kits and provided training. 

Humanitarian assistance 

The EU has been at the forefront of the response to the humanitarian crisis. Humanitarian 
needs are still high in eastern Ukraine: the conflict is affecting over 4.4 million people, of 
which 3.4 million are still in need of humanitarian assistance, especially along the contact line 
and in the non-government controlled territories. 

The European Union and its Member States have provided financial support to the most 
vulnerable people. The EU, together with its Member States, ls the biggest donor of 
humanitarian and early recovery/development assistance to Ukraine. 

The .EU.~Ml.m!te.!::liruli!Il.d.llliITlil.IlltiarifillAidlQJ;lslliill.QJns (ECHO) have operated in Ukraine since 
February 2014 and plays a key role in facilitating humanitarian coordination and information 
sharing with various humanitarian organisations, including donors, authorities and aid 
partners. The EU is stepping up humanitarian funding to help those most in need in Ukraine 
with an additional €17. 7 million. The assistance includes essential support such as 
healthcare, shelter repairs, water, cash transfers and Education in Emergencies projects. All 
EU humanitarian aid is impartial and independent, and will be provided along the line of 
conflict and in the non-government controlled areas. This brings the total EU humanitarian 
support for Ukraine to €133.8 million 

In addition to financial aid, in-kind assistance was mobilised through the EU Civil Protection 
Mechanism in the early onset of the conflict. The EU also provides assistance to displaced 
Ukrainians in Belarus and Russia. 

Malaysian Airlines flight MH17 

When the Malaysian Airlines flight MHl 7 was downed on 17 July 2014, the EU expressed 
shock and deep sadness at the loss of so many innocent lives. The EU has consistently 
demanded that those responsible for the downing be held accountable and brought 
to justice. The EU fully supports the criminal investigation by the Joint Investigation Team 
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UITl and the international efforts to establish an effective prosecution mechanism. The EU 
considers that it is crucial that the investigators can complete their work, independently and 
thoroughly. 

Following the technical report by the Dutch Safety Board of 13 October 2014, the interim 
results of the Independent criminal investigation, presented by the JIT on 28 September 
2016, the Joint Investigation Team presented further findings of its independent, professional 
and impartial Investigation on 24 May 2018. It concluded that the BUK installation used to 
bring down flight MHl 7 belonged beyond doubt to the armed forces of the Russian 
Federation. 

The Joint Investigation Team announced on 19 June that criminal charges will be brought in 
the Netherlands against four individuals. The EU has called on Russia to cooperate fully with 
the ongoing investigation, and expressed its full confidence in the independence and 
professionalism of the legal procedures that lie ahead. 

ANNEX: EU Restrictive measures 
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Diplomatic measures 

• Instead of the G8 summit in Sochi, a G7 meeting was held in Brussels on 4 and 5 June 
2014. EU nations supported the suspension of negotiations over Russia joining the 
OECD and the International Energy Agency (!EA). 

• The EU-Russia summit was cancelled and EU Member States decided not to hold regular 
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bilateral summits. Bilateral talks with Russia on visa matters as well as on the New 
Agreement between the EU and Russia were suspended. 

Asset freezes and travel bans 

Asset freezes and visa bans apply to 170 persons while 44 entitles are subject to a freeze of 
their assets ln the EU. This includes persons and entities responsible for action against 
Ukraine's territorial integrity, persons providing support to or benefitting Russian decision­
makers and 11 entities in Crimea and Sevastopol that were confiscated or that have 
benefitted from a transfer of ownership contrary to Ukrainian law. The ban also includes a 
prohibition of any payments made to these persons and entities. On 10 December the EU has 
added to the list 9 individuals, elected or involved in the so-called "elections" in the non­
government controlled areas of Donetsk and Luhansk. On 15 March 2019 the EU added 8 
Russian individuals involved in the actions that led to the detention of Ukrainian seamen and 
the seizure of vessels in the Kerch Strait on 25 November 2018. 

Restrictions for Crimea and Sevastopol 

As part of the EU's non-recognition policy of the illegal annexation of Crimea and Sevastopol, 
the EU has imposed substantial restrictions on economic exchanges with the territory, These 
include: 

• A ban on imports of goods originating in Crimea or Sevastopol unless they have 
Ukrainian certificates; 

• A prohibition to invest in Crimea. Europeans and EU-based companies can no longer 
buy real estate or entities in Crimea, finance Crimean companies or supply related 
services. In addition, they may not invest in infrastructure projects in six sectors; 

• A ban on providing tourism services in Crimea or Sevastopol. European cruise ships may 
not call at ports In the Crimean peninsula, except in case of emergency. This applies to 
al! ships owned or controlled by a European or flying the flag of an EU Member State; 

• Goods and technology for the transport, telecommunications and energy sectors or the 
exploration of oil, gas and mineral resources may not be exported to Crimean 
companies or for use in Crimea; 

• Technical assistance, brokering, construction or engineering services related to 
infrastructure in the same sectors must not be provided, 

To facflitate compliance with these restrictive measures and other elements of the non­
recognition policy, the EU has compiled an Information Note to EU business operating and/or 
investing in Crimea/Sevastopol. 

"Economic sanctions" 

• EU nationals and companies may not buy or sell new bonds, equity or similar financial 
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instruments with a maturity exceeding 30 days, issued by: 

" five major state-owned Russian banks; 

0 three major Russia energy companies; 

0 three major Russian defence companies; 

o subsidiaries outside the EU of the entities above, and those acting on their behalf 
or at their direction. 

• Assistance in relation to the issuing of such financial instruments is also prohibited. 

• EU nationals and companies may also not provide loans with a maturity exceeding 30 
days to the entities described above. 

• Embargo on the import and export of arms and related material from/to Russia, 
covering all items on the EU common military list, with some exceptions. 

• Prohibition on exports of dual use goods and technology for military use in Russia or to 
Russian military end-users, including all items in the EU list of dual use goods. Export of 
dual use goods to nine mixed end-users is also banned. 

• Exports of certain energy-related equipment and technology to Russia are subject to 
prior authorisation by competent authorities of Member States. Export licenses will be 
denied if products are destined for oil exploration and production in waters deeper than 
150 meters or in the offshore area north of the Arctic Circle, and projects that have the 
potential to produce oil from resources located in shale formations by way of hydraulic 
fracturing. 

• The following services necessary for the above mentioned projects may not be supplied: 
drilling, well testing, logging and completion services and supply of specialised floating 
vessels. 

See the Q:.ll::nm!issJm~.dfil~llQi:sLOru!'.ll;Jmi:i~tenJ[;;!J:i!Qll.J:lllettiilll.!llil)iJ.£1.Qillii..ot_~Jlill~ni!;!J.l 
No 83312014 

Measures concerning economic cooperation 

• On 16 July 2014, the European Council requested the EIB to suspend the signature of 
new financing operations in the Russian Federation. European Union Member States will 
coordinate their positions within the EBRD Board of Directors with a view to also 
suspending financing of new operations. 

• The implementation of EU-Russia bilateral and regional cooperation programmes has 
been largely suspended. Projects dealing exclusively with cross-border cooperation and 
civil society are maintained. 

Asset freezes for misappropriation of Ukrainian state funds 

An asset freeze is in place against 12 people identified as responsible for the 
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misappropriation of Ukrainian state funds or for abuse of office causing a loss to Ukrainian 
public funds. 

See also 

EU Advisory Mission for Civilian Security Sector Reform Ukraine website 
Statistics on trade and investment between the EU and Ukraine 
Eastern Partnership website 

Press contacts 

Press Contacts: 
Maia KOCIJANCIC 

Maja KOCIJANCIC 

Spokesperson for Foreign Affairs and Security Policy/European Neighbourhood Policy and Enlargement 
Negotiations 
+32 (0)2 29 86570 
+32 (0)498 984 425 
Miml..KAZNOWSK! 

Adam KAZNOWSKI · 

Press Officer for Foreign Affairs arid Security Policy 
+32 (0) 2 29 89359 
+32 (0)460 768 088 
www.eeas.europa.eu 
Source URL: 
http://eueuropaeeas.fpfts.slb.ec.europa.eu:8084Jheadquarters/headquarters-homepage/408l/eu-ukrai 
ne-relations-factsheet_ en 
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12/20/2019 S. 585: Dr. Chris Klrl<patrick\/1/'hist!eblO½er Protection Act of 2017 ~~ GovTrackus 

NEW: impeachment.guide (https//impeochmcntguide/) our new project explaining and tracking the X 
impeachment lnqulrhl of President ·rrump 

Congress (/cong©§) I Votes (lcongress/\oles) I House Vote #568 in 2017 (115th Congress) 

S. 585: Or. Chris Kirkpatrick Whistleblower Protection Act of 2017 
Oct 12, 2017 at3:38 p.m. ET. On Passage of the Bill in the House. 

This was a vote to pass S. 585 (115th)_(ffiQ[!gress/bills/115/s585) in the House. 

S. 585 provides additional protections to Federal employees who are retaliated against for disclosing 
waste, fraud, and abuse in the Federal government. Specifically, the legislation increases protections for 
federal employees, increases awareness of federal whistleblower protections, and increases 
accountability and requires discipline for supervisors who retaliate against whistleblowers. 

The bill provides enhanced protections and expedites investigations of instances in which probationary 
federal employees are fired for whistleblowing; enacts reforms to ensure that managers who retaliate 
against whistleblowers are held accountable; provides the Office of Special Counsel with adequate 
access to information from federal agencies to allow for complete investigations and better protect 
whistleblowers; ensures that all federal employees are informed of their rights as whistleblowers and 
provides training to managers on protections; and establishes measures to hold VA employees that 
improperly access the medical records of their fellow VA employees accountable. 

Further, the bill requires the Government Accountability Office to provide two reports to discuss 
retaliation against employees on probationary status and assess management and staffing levels of 
police officers at VA medical centers. 

Dr. Chris Kirkpatrick was a 38-year old clinical psychologist at the Tomah Veterans Affairs Medical 
Center. In early 2009 Dr. Kirkpatrick complained that a number of his patients were too drugged to treat 
properly. In April 2009, Kirkpatrick was called to a disciplinary meeting and given a written reprimand. 

In July 2009, three months after Tomah VA officials disciplined him for criticizing medication practices, 
Kirkpatrick had reported that one of his veteran patients had threatened to harm him and his dog. A 
treatment team decided the patient should be discharged, but he never was. Kirkpatrick was 
summoned to another disciplinary meeting. This time, he was fired. Soon after, Dr. Kirkpatrick 
committed suicide. 

A VA investigation -- triggered earlier this year by the revelation that a veteran died at Tomah last August 
from "mixed drug toxicity'' -- found Kirkpatrick's concerns had been warranted. Tomah veterans were 
2½ times more likely to get high doses of opiates than the national average. Further investigations found 
retaliation against whistleblowers has become a major problem at VA facilities across the country. The 
U.S. Office of Special Counsel is investigating 110 retaliation claims from whistleblowers in 38 states 
and the District of Columbia. 

Source: Republican Polle)' Committee (ht!Rs://Qolic)'.house.gov/legislative/bills/s-585-dr-chris­

kirkQatrick-whistleblower-Qe.2ros!!t&aec;cte,io,cn,:,-asa,ca,t➔-=±+------~ 
Show Less Summary A 
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(~(~g) I Hide These Ms (laccountslmembershiR)l 

Totals 

All \btes R D 

Aye 100% 420 232 188 

No 0% 0 0 0 

Not \bting 13 7 6 

Pa.::sed. Simple M~jority Required. Source: ~go2,.(h!!n://cierthou~&>Uv/evs!10l7lroU568,xml). 

Vote Chart 

Key: Republican - Aye Democrat - Aye 

Seat position based on our ideologY.score (labout/anal)'llis#ideclogy), 

Mop 
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Each heragon represents one congressional district Solid hems are Aye 1,Qtes. 

What lJOU con do 

~ Get Email AJerts 

Vote Details 

Notes: To!? SQeaker's Vote? '.'.t,y~ 
'Yea"? 

lliwnJoad as IBV (/QQJ:1greimtvotes/115-2017/h568lexootl/Q§ll) 

\bte District Party Representative 

Alabama 

Aye AL 1st R 
Byrne, Bradley 

(/congress Im emberslbradley_ byme/412601) 

Aye AL 
R Roby, Martha (lcongresslmembers/martha_roby/412394) 

2nd 

Aye AL 3rd R Rogers, Mike (lcongresslmemberslmike_rogers/400341) 

Aye Al.4th R 
Adetholt, Robert 

(lcongress/mem bers/robert_aderho!V400004) 

Aye AL 5th R Brooks, Mo (lcongresslmemberslmo_brooks/412395) 

Aye AL 6th R Palmer, Gary (/congress Im em berslgary_palmer/412608) 

Aye AL 7th D Sewell, Terri (lcongress/members~erri_sewell/412396) 
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\bte DistrictParty Representative 

Alaska 

Aye AK R Young, Don (/congresslmembers/don_yeung/400440) 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

A2 1st D 

A2 

2nd 
R 

A23"' D 

AZ.4th R 

A25th R 

AZ6th R 

AZ.7th D 

AZ8th R 

A29th D 

CA 

1•' 

R 

R 

R 

R 

No \bte CA 
2nd 

R 

D 

D 

R 

D 

D 

D 

R 

D 

R 

Aye 

Aye 

CA 

s"' 
CA 
4th 

No\bte CA 
5th 

Aye 

Aye 

Aye 

Aye 

Aye 

CA 
5th 

CA 
7th 

CA 

8'" 
CA 
9th 

CA 
10th 

Arizona 

O'Halleran, Tom 
(/congress/mem bersAom_ohalleran/412682) 
McSally, Martha 
(/congress/members/martha_mcsally/412611) 

Grijalva, Raul (/congresslmembers/raul_grijalva/400162) 

Gosar, Paul (/congresslmembers/paul_gosar/412397) 

Biggs, Andy (lcongresslmembers/andy_biggs/412683) 

Schweikert, Da1Ad 
(/congress/mem bersldalAd_ schweikert/412399) 
Gallego, Ruben 
(lcongressimembers/ruben_gallego/412612) 

Franks, Trent (lcongress/membersftrent_franks/400141) 

Sinema, Kyrsten 
(lcongress/members/kyrsten~ si nema/412509) 

Arkansas 

Crawford, Eric (/congress/membersleric_crawford/412400) 

Hill, Franch (/congross/memberslfronch_hill/412609) 

Womack, Steve 
(/congress/mom bors/ste;e __ worn ack/412402) 
Westerman, Bruce 
(lcongresslmem berslbruco __ westerman/41261 O) 

California 

LaMalfa, Doug 
(lcongress/mem bers/dougJam alfa/412510) 
Huffman, Jared 
(/congress/membersljared_huffman/412511) 
Garamendi, John 
(lcong ress/mem bers/joh n_gara':'endi/412382) 
McClintock, Tom 
(/congress Im em bersftom_ mcclintock/412295) 
Thompson, Mike 
(/congress/members/mike_thompson/400403) 

Matsui, Doris (lcongress/members/doris_matsui/400663) 

Bera, Ami (/congress/members/am i_bera/412512) 

Cook, Paul (/congress/members/paul_cook/412513) 

McNemey, Jerry 
(lcongress/m embers/jerry_ m cnerney/412189) 

Denham, Jeff (/congress/membersljeff_denham/412403) 
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\bte DistrictParty Representative 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

CA 
Aye 17th 

No \bte CA 
1am 

Aye 
CA 
19th 

CA 

21 st 

CA 
22nd 

CA 

23'" 
CA 

24th 

CA 
25th 

CA 

26th 

CA 
27th 

CA 
23th 

CA 
29th 

CA 

30th 

CA 

D 

D 

D 

D 

D 

D 

D 

D 

D 

D 

R 

R 

R 

D 

R 

D 

D 

D 

D 

D 

D 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

31st 

CA 
32nd D 

CA 
D 

33'" 
CA 
34th 

CA 
35th 

CA 
35th 

CA 
37th 

D 

D 

D 

D 

DeSaulnier, Mark 

(lcongress/membershn ark_ ctesaulnier/412613) 

Pelosi, Nancy(/congress/memberslnancy_pelosi/400314) 

Lee, Barbara (/congressimembers/barbara_lee/400237) 

Speier, Jackie (lcongresslmembers/jackie_speier/412259) 

Swalwell, Eric (/congress/membersletic_swalwell/412514) 

Costa, Jim (/congress/members{jim_costa/400618) 

Khanna, Ro (/congress/memberslro_khanna/412684) 

Eshoo, Anna (lcongress/memberslanna_eshoo/400124) 

Lofgren, Zoe (lcongress/members/zoe_lofgren/400245) 

Panetta, Jimmy 
(/congress/mem bersf)imm y~panetta/412685) 

¼lladao, Da\lid 

(/congresshnemberslda\lid~ va ladao/412515) 

Nunes, De\lin (/congresslmemberslde\lin_nunes/400297) 

McCatihy, Kevin 

(lcongrass/memberslko\lin_mccarthy/412190) , 

Carbajal, Salud 

(lcongresslmem bers/salud_ carbajal/412686) 

Knight, Ste!A:l (lcongresslmembers/stetA:1 __ knighV412614) 

Brownley, Julia 

(lcongress/membersf)ulla_brownley/412516) 

Chu, Judy(lcongresslmembers~udy_chu/412379) 

Schiff, /\dam (/congresslmembers/adam,_schiff,/400361) 

Cardenas, Tony 

(/congress Im em bersltony_ carden~s!~ 125_17) 

Sherman, Brad 

(lcongress/mem bers/brad_ shemian/400371) 

Aguilar, Pete (/congresslmembers/pete_aguilar/412615) 

Napolitano, Grace 

(lcongressimembersigrace_napolitano/400290) 

Lieu, Ted (lcongresslmembers/ted_Heu/412616) 

Gomez.Jimmy 

(lcongress/mem bers~im my_gomez/412739) 

Torres, Norma 
(/cangress/members/norma_torres/412617) 

Ruiz, Raul (/congress/members/rau!_rulz/412519) 

Bass, Karen (/congresslmembersikaren_bass/412404) 

https://w,vW.go\.tracksus/congressAotes/115-2017/h568 5121 



19913

714 
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¼te DistrictParty Representative 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

CA 
33th 

CA 
39th 

CA 
40th 

CA 
41st 

CA 
42nd 

CA 
43'" 

CA 
44th 

CA 
45th 

CA 
45th 

CA 
47th 

CA 
43th 

CA 
49th 

CA 
50th 

CA 
5pt 

CA 
52nd 

CA 
53'" 

co 
1" 

co 
20d 

co 
3cd 

co 
4th 

co 
5th 

co 
5th 

co 
7th 

CT 
1" 

CT 

2"" 

D 

R 

D 

D 

R 

D 

D 

R 

D 

D 

R 

R 

R 

D 

D 

D 

D 

D 

R 

R 

R 

R 

D 

D 

D 

Sanchez; Linda 

(lcongress/membersninda_sanchez/400355) 

Royee, Ed (/congress/members/edward_royee/400348) 

Roybal-Allard, Lucille 

(/congress/mem bersnucille _roybal_ allard/40034 7) 

Takano, Mark (/congress/members/mark_takano/412520) 

Calvert, Ken (/congress/members/ken_calvert/400057) 

Waters, r-.Aaxine 
(/congress/members/maxine_waters/400422) 

Barragan, Nanette 
(/congress Im em bers/nanette _ barragan/412687) 

Walters, Mimi (/congress/members/mimi_walters/412618) 

Correa, Luis (/congress/members/luis_correa/412688) 

Lowenthal, Alan 

(/congress/memberslalan_lowenthal/412521) 

Rohrabacher, Dana 
(/congress/members/dana_rohrabacher/400343) 

Issa, Darrell (/congress/members/darrell_issa/400196) 

Hunter, Duncan 
(/congress/members/du ncan_hunter/412283) 

\llrgas, Juan (lcongress/members/juan_vargas/412522) 

Peters, Scott (lcongress/members/scott_peters/412523) 

Da~s. Susan (/congress/members/susan_da.is/400097) 

Colorado 

DeGette, Diana 

(/congres s/m em bers/diana_ degette/4001 0 1) 

Polis, Jared (/congress/members/jared_polis/412308) 

Tipton, Scott (/congress/members/scott_tipton/412405) 

Buck, Ken (/congress Im embers /ken_ buck/412619) 

Lamborn, Doug 
(/congress/members/doug_lamborn/412191) 

Coffman, Mike 
(/congress/members/mike_coffman/412271) 

Perlmutter, Ed 

(/congress/mem bers/ed _perlmutter/412192) 

Connecticut 

Larson, John (/congress/members/john_larson/400233) 

Courtney, Joe (/congress/members/joe_courtney/412193) 

https:/N;\MN.gevtrackus/coogress.Aotes/115-20171h568 6121 



19914

715 
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\bte DistrictParty Representative 

Aye 

Aye 

Aye 

Aye 

CT 
3rd 

CT 
4th 

CT 
5th 

D 

D 

D 

DE D 

Delauro, Rosa 
(lcongresslmembers/rosa_delauro/400103) 

Himes, James 

(/congress Im embers Ijames __ himes/412282) 

Esty, Elizabeth 

(lcongresslmembers/elizabelh_esty/412524) 

Delaware 

Blunt Rochester, Lisa 

(lcongress/membersnisa_blunt_rochester/412689) 

Aorlda 

Aye FL 1st R Gaetz,Matt(/congresslmembers/matt_gae!z/412690) 

Aye R Dunn, Neal (lcongresslrnemberslneal_dunn/412691) 

Aye FL 3rd R 

Aye FL4th R 

Aye FL 5m D 

Aye FL 6th R 

Aye FL 7th D 

Aye FL 8th R 

Aye FL 9th D 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

FL 
10th 

FL 

121h 

FL 

14th 

FL 
15" 
FL 

16th 

FL 
17th 

FL 
13th 

Fl 
19th 

FL 
20th 

FL 
21st 

Fl 
22nd 

D 

R 

R 

D 

D 

R 

R 

R 

R 

R 

D 

D 

D 

Yoho, Ted (lcongress/membersfted __ yeho/412525) 

Rutherford, John 

(lcongresslm embers/john_ rutherford/412692) 

Lawson, Al (lcongresslmembers/al_lawson/412693) 

Desantis, Ron (/congress/members/ron __ desantls/412526) 

Murphy, Stephanie 

(lcongresslmem bers/stephanie __ murphy/412694) 

Posey, Bill (/congress/memberslbill__posey/412309) 

Soto, Darren (lcongress/members/darren_soto/412695) 

Demings, ¼I (/congresslmemberslval_demings/412696) 

Webster, Daniel 

(lcongress/members/daniel_ webs ter/412410) 

Bilirakis, Gus (/congresslmembers/gus_bilirakis/412250) 

Crist, Charlie (lcongresslmembers/charlie_cristl412697) 

Castor, Kathy (/congres slmemberslkathy_ castor/412195) 

Ross, Dennis (lcongress/members/dennis_ross/412411) 

Buchanan, \em 

(lcongresslmem berslvarn _ buchanan/412196) 

Rooney, Thomas 

(/congress/membersfthomas _rooney/412311) 

Mast, Brian (/congress/memberslbrian_mast/412698) 

Rooney, Francis 
(/congress/mem bers/frands-c:-rooney-'/412699) 

Hastings, Alcee 

(/congress/members/alcee _hastlngs/400170) 

Frankel, Lois (/congress/members11ois_frankel/412529) 

Deutch, Theodore 

(lcongress/membersftheodore_deutch/412385) 
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\bte District Party Representative 

Aye 
FL 

D 
Wasserman Schultz, Debbie 

23"' (lcongress/membersldebbie_wasserman_schultz/400623) 

Aye 
FL 

D 
Wilson, Frederica 

24th (/congress/mem bers/frederica_ wilson/412412) 

A'j0 
FL 

R 
Diaz-Balartj Mario 

25th (lcongress/members/mario_diaz_balart/400108) 

A'/0 
FL 

R 
Curbelo, Carlos 
(lcongress/members/carlos_curbelo/412621) 

A'/0 R 
Ros-Lehtinen, Ileana 

27th (/congress Im em bers(ileana_ros __ lehiinen/400344) 

Georgia 

Aye 
GA 

R Carter, Buddy (/congress/members/buddy_ carter/412622) 1,t 

Aye 
GA 

D 
Bishop, Sanford 

2"' (/congress/members/sanford_bishop/400030) 

Aye 
GA 

R 
Ferguson, Drew 

3cd (lcongress/mem bersldrew _ferguson/412700) 

Aye 
GA 

D 
Johnson, Hank 

4th (lcongress/members/henry_johnson/412199) 

Aye 
GA 

D Lewis, John (/congress/members1ohn_)ewis/400240) 5th 

Aye GA 
R 

Handel, Karen 
6th (/congress/memberslkaren_handel/412737) 

Aye 
GA 

R Woodall, Rob (/congress/members/rob_woodall/412416) 7th 

Aye 
GA 

R Scott, Austin (/congress/membersiaustin_scott/412417) 3th 

A'/0 
GA 

R Collins, Doug (/congress/membersidoug_collins/412531) 9th 

Aye 
GA 

R Hice, Jody (icongress/members/jody_hice/412623) 
10th 

A'/0 
GA 

R 
Loudermilk, Barry 

11th (/congresslmem bers/barry_louderm ilk/412624) 

Aye 
GA 

R Allen, Rick (/congress/members/rick_allen/412625) 1zth 

No\bte 
GA 

D Scott, DalAd (/congresslmembers/david_scott/400363) 

Aye 
14th 

R Gra1&>s, Tom (/congress/membersAom_grs""s/412388) 

Hawaii 

A,;e H11" D 
Hanabusa, Colleen 
(/congress/m em bers/colleen_hanabusa/412418) 

Aye H12nd D 
Gabbard, Tulsi 
(/congress/m embersAulsi_gabbanl/412532) 

Idaho 

Aye ID 1st R 
Labrador, Raul 
(lcongresslmembers/rsulJabrador/412419) 

Aye ID znd R 
Simpson, Mike 
(/congress/members/michael_slmpson/400376) 

llllnols 
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\bte DistrkiParty Representative 

Aye IL 1st D Rush, Bobby (lcongress/m em berslbobby_rus h/400350) 

Aye IL 2nd D Kelly, Robin (/congresslmemberslrobin_kelly/412595) 

Aye IL 3'0 D 
Lipinski, Daniel 
(lcongresslmembers/daniel_lipinski/400630) 

Aye IL 4th D Gutierrez, Luis (/congress/members/luls_gutierrez/400163f 

Aye IL 5th D Quigle',\ Mike (lcongresslmemberslmike_quigley/412331) 

Aye IL 5th R 
Roskam, Peter 
(lcongresslrnem bers/peter_roskam/412202) 

Aye IL 7th D Davis, Danny (lcongress/membersldanny_,davls/400093) 

Aye IL 8th D 
Krishnamoorthi, Raja 

(/congress Im em berslraja_krls hnamoorthl/412701). 

Aye IL gth D 
Schakowsky, Jan 

(lcongresslmembers,janice_schakowsky/400360) 

Aye 
IL 

D 
Schneider, Bradley 

10th (/congress/m em berslbradley_ schnelder/412534) 

Aye 
IL 

D Foster, BIii (lcongress/memberslbilUoster/412257) 

/we 
12th R 

Aye 
IL 

R Da\is, 13th 

Aye 
IL 

R 
Hultgren, Randy 

14th (lcongresslm em bersirandy_hultgren/412422) 

Aye 
IL 

R 
Shimkus, John 

15th (/congress/members{john_shimkus/400373) 

IL 
R 

Kinzinger, Adam 

.. (i?Onwessltne.tn.b~!';'la.~a':'"'k,i~:li~ge'./41.2.42.1.l. 

\bte DistrictParty Representative 

Aye 
IL 

D 
Bustos, Cheri 

17th (/congress/m em bers/cheri_ bus tos/412537) 

Aye 
IL 

R 
LaHood, Darin 

18th (/congress/m em bersldatin_lahood/41267 4) 

Indiana 

Aye IN 1st D 
Visctosk¼ Peter 
(/congress Im em berslpeter_ \As clos ky/400417) 

Aye IN2°d R 
Walorski, Jackie 
(/congresslrnembers{jackie_walorski/412538) 

Aye IN 3nJ R Banks, Jim (/congresslrnembers/jim_banks/412702) 

Aye IN 4th R Rakita, Todd (lcongress/membersnodd_rokita/412426) 

Aye IN 5th R 
Brooks, Susan 
(/congresslrnemberslsusan_brooks/412539) 

Aye IN 6th R 
Messer, Luke 
(/congress/membersnuke_messer/412540) 

Aye IN 7th D 
Carson, Andre 
(/congress/m em berslandre_ carson/412258) 

Aye IN 8th R 
Bucs hon, Larry 
(lcongresslmembersnany_ bucshon/412427) 
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\/:,te DistrictParty Repre.,entative 

Aye IN 9th R 
Hollingsworth, Trey 

(/congres s/mem bersftrey_ hollings worth/412703) 

Iowa 

Aye IA 1st R Blum, Rod (/congress/memberslrod_blum/412627) 

Aye IA 2nd D 
Loebsack, Da\Ad 

(/congresslmemberslda\Ad _loebsack/412209) 

Aye IA 3rd R 
Young, Da\Ad 

(lcongres s/mem bers/da\Ad_;oung/412628) 

Aye IA4th R King, Steve (/congress/memberslsteve_king/400220) 

Kansas 

Aye 
KS 

R 
Marshall, Roger 

1'' (lcongress/memberslroger_marshall/412704) 

Aye 
KS 

R 
Jenkins, Lynn 

znd (lcongresslmem bersAynn _jenkins/412284) 

Aye 
KS 

R Yoder, Ke\An (lcongresslmemberslkelAn_,oder/412430) 3cd 

Aye 
KS 

R Estes, Ron (lcongress/members/ron_estes/412735) 4th 

Kentucky 

Aye KY1st R 
Comer, James 
(lcongres slmem bers~ames _ comer/412676) 

Aye 
KY 

R 
Guthrie, Brett 

2nd (lcongres s/mem berslbrett_guthrie/412278) 

Aye KY3"' D 
Yarmuth, John 

(lcongresslmembersljohn_yarmuth/412211) 

Aye KY 4th R 
Massie, Thomas 

(lcongresslmemberslthomas _massie/412503) 

Aye KY 5th R 
Rogers, Hal 

(lcongresslrnemberslharold_rogers/400340) 

Aye KY6th R Barr, Andy (/congress/memberslgarland_barr/412541) 

Louisiana 

Aye LA 1st R 
Scalise, Steve 

(/congress/memberslsteve_scalise/412261) 

Aye 
LA 

D 
Richmond, Cedric 

2nd (/congres slmem bers/cedric _ richmond/412432) 

Aye LA3rd R 
Higgins, Clay 

(lcongresslm em berslclay_ higgins/412705) 

Aye LA4th R 
Johnson, tvlke 

(lcongres s/mem bers/m ike _johnson/412706) 

Aye LA5th R 
Abraham, Ralph 

(/congress/members/ralph_abraham/412630) 

Aye LA6th R 
Graves, Garret 

(lcongresslmem berslgarret_graves/412631) 

Maine 

Aye 
ME 

D 
Pingree, Chellie 

1'' (/congresslmem bers/chellie __ pingree/412307) 

Aye 
ME 

R 
Poliquin, Bruce 

2nd (lcongress/memberslbruce_poliquin/412633) 

https://wJ.N.J,govtrackus/congress/\Otes/115-2017/h568 10121 



19918

719 

12/20/2019 S. 585: Dr. Chris K!rl<patrick Whistleb!O\A.er Protection Act of 2017 -- GovTrackus 

\.bic DistrictParty Representative 

Maryland 

A'fi' 
MO 

R Harris, Andy (/congress/memberslandy_harris/412434) 1st 

Aye 
MD 

D 
Ruppersberger, A Dutch 

2nd (lcon~resslmembers/a_dutch_ruppersberger/400349) 

Aye 
MD 

D 
Sarbanes, John 

3cd (/congress/mem bers[john_s arbanes/412212) 

Aye 
MD 

0 
Brown, Anthony 

4th (lcongress/mem berslanthony_brown/412707) 

Aye 
MD 

D Hoyer, Steny (/congressimemberslsteny_hoyer/400189) 
5'" 

Aye 
MO 

D 
Delaney, John 

5th (lcongres s/m em bers~ohn_ delaney/412544) 

Aye 
MD 

0 
Cummings, Elijah 

7th (/congresslmembers/elijah_cummings/400090) 

Aye 
MO 

D 
Raskin, Jamie 

3th (lcongress/mem bers~am ie_raskin/412708) 

Massachusetts 

Aye MA 
D 

Neal, Richard 
1st (lcongress/memberslrichard_.neal/400291) 

Aye 
MA 

D 
McGovern, Jim 

znd (lcongresslmembers/james_mcgovem/400263) 

Aye 
MA 

D 
Tsongas, Niki 

3cd (/congresslmembers/nikl_tsongas/412254) 

Aye 
MA 

D 
Kennedy, Joseph 

4th (/congress Im em bers/joseph_kennedy/412543) 

Aye 
MA 

D 
Clark, Katherine 

5th (lcongress/members/katherine _ clark/412600) 

Aye 
MA 

D 
Moulton, Seth 

sth (lcongres s/members/seth_moulton/412632) 

Aye 
MA 

D 
Capuano, Michael 

7th (lcongress/memberslmichael_capuano/400063) 

Aye 
MA 

D 
Lynch, Stephen 

8th {lcongresslmemberslstephen_lynch/400249) 

Aye 
MA 

D 
Keaung, WIiiiam 

9th (lcongress/m em berslwilliam_ keating/412435) 

Michigan 

Aye Ml1 st R 
Bergman, Jack 

Aye Ml 2 nd R 
(/congresslm em bers/bill_huizenga/412437) 

Aye M13"1 R 
Amash, Justin 

(lcongresslm em bers/justin_am as h/412438) 

Aye Ml 4th R 
Moolenaar, John 

(/congresslmembers[John_moolenaar/412634) 

Aye Ml 5th D 
Kildee, Daniel 

(/congress/members/daniel_kildee/412546) 

Aye Ml 6th R Upton, Fred (lcongress/memberslfred __ upton/400414) 

Aye Ml?th R 
Walberg, llm 

(/congress/members/tim_walberg/412213) 
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12!20/2019 S. 585: Dr. Chris Kirlq:)atrickVV'histleblov..er Protection Actof2017 -- GovTrackus 

\bte District Party Representative 

Aye Ml 8th R 
Bishop, Mike 

(lcongress/mem bers/m ike _ bis hop/412635) 

Aye MIgth D 
Levin, Sander 

(lcongresslmembers/sander_le\An/400238) 

Aye 
Ml 

R 
Mitchell, Paul 

10th (lcongress/mem berslpaul_ m ltchell/412710) 

Aye 
Ml 

R Trott, Dave (/congress/members/dave_trott/412636) 11th 

Aye 
Ml 

D 
Dingell, Debbie 

12th (lcongresslmem bers/debbie_dingell/412637) 

Aye 
Ml 

D 
Con,ers, John 

13th (lcongress/members~ohn •• con'l'Jrs/400080) 

'No \bte 
Ml 

D 
Lawrence, Brenda 

14th (icongressim emberslbrenda_lawrence/412638) 

Minnesota 

Aye 
MN 

D 
Walz, Timothy 

1st (lcongress/membersftimothy_walz/412214) 

Aye 
MN 

R 
lewis, Jason 

2"" (/congress/membersljason_lewis/412711) 

Aye 
MN 

R 
Paulsen, Erik 

3"' (/congress lmem bers/erik _paulsen/412303) 

Aye 
MN 

D 
McCollum,Betty 

4th (/congress/members/betty_mccollum/400259) 

Aye 
MN 

D 
Ellison, Keith 

5th (/congress Im em bers/keith _ ellison/412215) 

Aye 
MN 

R 
Emmer, Tom 

6th (lcongresslmem bersftom __ em mer/412639) 

Aye 
MN 

D 
Peterson, Collin 

7th (/congress/mem bers/collin_peterson/400316) 

Aye 
MN 

D 
Nolan, Richard 

3th (lcongress/mem bers/richard _ nolan/408211 ) 

Mississippi 

Aye 
MS 

R Kelly, Trent (lcongress/membersftrent_kelly/412673) 
1st 

A'l'J 
MS 

D 
Thompson, Bennie 

znd (/congress/members/bennie_thompson/400402) 

A,e 
MS 

R 
Harper, Gregg 

3rd 

No Vote 
MS R 
4th (/congress Im ern bers/s teven_palazzo/412443) 

Missouri 

Aye 
MC 

D Clay, Lacy (lcongresslmembersnacy_clay/400074) 
1'' 

Aye 
MC 

R 
Wagner,Ann 

2nd (/congrosslmemberslann_wagner/412548) 

Aye 
MC 

R 
Luetkemeyer, Blaine 

3m (/congress Im emberslblaine _luetkem eyer/412292) 

Aye 
MC 

R 
Hartzler, \Acky 

4th (/congress Im em bers/;icky_ hartzler/412444) 

Aye 
MC 

D 
Cleaver, Emanuel 

5th (lcongresslmembers/emanuel_cleaver/400639) 
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S. 585:. DL Chrls Klr~trlckVv'histleblO¼ef Protection Act of 2017 -- GovTrackus 

\lne DistrictParty Representative 

Aye 
MO 
6'" 

R 
Graves.Sam 

(/congress/m em berslsam _graves/400158) 

No \ote ~,~ R Long, Billy(/congress/members/billy_long/412445) 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

!we 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

Aye 

MO 
3th R 

MT R 

NE 
1st 

NE 
2nd 

NE 
3ro 

NV 
1'' 
NV 
2nd 

NV 
3"' 
NV 
4th 

NH 
1'' 

NH 
2nd 

R 

R 

R 

D 

R 

D 

D 

D 

D 

NJ1'1 D 

NJ 
znct R 

NJ3'' R 

NJ4th R 

NJ5th D 

NJ61h D 

NJ7th R 

NJ8th D 

NJgth D 

NJ 
D 10th 

Smith, Jason 

(/congress/members/jason_smith/412596) 

Montana 

Gianforte, Greg 

(/congress/mem bers/greg_gianforte/412736) 

Nebraska 

Fortenberry, Jeff 

(/congress/members/jeff_fortenberry/400640) 

Bacon, Don (/congress/members/don_bacon/412713) 

Smith, J\drian 

(/congresslmem bers/adrian_ s m ith/412217) 

Nevada 

Titus, Dina (/congress/membersldina_titus/412318) 

Amodei, Mark 
(/congressimembers/mark_amodei/412500) 

Rosen, Jacky 

(/congress/members/jacky_rosen/412715) 

Kihuen, Ruben 

(/congress/mernbers/ruben_kihuen/412716) 

New Hampshire 

Shea-Porter, Carol 

(/congress/members/carol_ s hea _porter/412219) 

Kuster, Ann (/congress/rnembers/ann_kuster/412557) 

New Jersey 

Norcross, Donald 

(/congresslm em bers/donald_norcros s/412606) 

LoBlondo, Frank 
(/congress/m em berslfrank _lobiondo/400244) 

MacMhur, Tom 

(/congress Im em bersXom _ macarthur/412643) 

Smith, Chris 

(/congress/members/christopher_smith/400380) 

Gotthelmer, Josh 

(/congress/m em bers1osh_gottheim er/412714) 

Pallone, Frank 

(/congress/memberslfrank_pallone/400308) 

Lance, Leonard 

(/congres s/mem bersneonard_lance/412290) 

Sires, Albie {/congress/members/alb!o_sires/412186) 

Pascrell, Bill (/congress/members/bill_pascrell/400309) 

Payne, Donald 

(/congress/mem bers/donald _payne/412506) 
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i2/2012019 S, 585: Dr. Chris K!rlcpatrlck\Nhistleb!oo.er Protection Act af 2017 -~ Gov Track.us 

\ote District Party Representative 

Aye 
NJ 

R 
Frelinghuy,,en, Rodney 

11th (/congresslmembe.rslrodney_freHnghuysen/400142) 

Aye 
NJ 

D 
Watson Coleman, Bonnie 

12th .. Ucongress/members/bonnie_watson_co!eman/412644) 

New Mexico 

Aye 
NM 

D 
Lujan Grisham, Michelle 

1" (lcongress/members/michelle_lujan_grishamM12558) 

Aye 
NM 

R 
Pearce, Ste\oe 

2"" (/congress/membern/stevan_pearce/400313) .. 

Aye 
NM 

D Lujan, Ben (/congress/memberslben_lujan/412293) 3ro 

New York 

NY 
R Zeldin, Lee (/congresslmembershee_zeldin/412646) 1st 

NY 
R King, Pete (/congress/memberslpeter_king/400219) 2nd 

NY 
D 

SuoZZJ, Thomas 
3ro (/congrnss/members/thomas_suozzi./4.12717) 

Aye 
NY 

D 
Rice, Kathleen 

4th (/congress lmem berslkathleen _rice/41264 7) 

Aye 
NY 

D 
Meeks, Gregory 

5th (lcongress/members/gr~gory
7

meeks/400271) 

Aye 
NY 

D 
Meng, Grace 

5th (lcongress/mem bers/grace _meng/412560) 

Aye 
NY 

D 
wlazquez, N;dia 

7th (/congress/m em bers/n;dia_ velazquez/400416) 

Aye 
NY 

D 
Jeffries, Hakeem 

3th (/congress/members/hakeemjeffries/412561) ... 

Aye 
NY 

D 
Clarke, 1Vette 

9th (/congresslmemberslyvette_ clarke/412221) 

Aye 
NY 

D 
Nadler, Jerrold 

10th (lcongress/members/jerrold_nadler/400289) 

Aye 
NY 

R 
Donovan, Daniel 

11th (/congress Im em bers/daniel_ donovan/412672) 

Aye 
NY 

D 
Maloney, Carolyn 

12th (/congress/members/carolyn_maloney/400251) 

Aye 
NY 

D 
Espaillat, Adriano 

13th (lcongresslmem bers/adriano _ espaillal/412718) 

Aye 
NY 

D 
Crowley.Joe 

14th (lcongresslmembersljoseph_crow!e,1400087) 

Aye 
NY 

D 
Serrano, Jose 

15th (/congress/members/jose_serrano/400366) 

Aye 
NY 

D Engel, Eliot (/congress/membersleliot_engel/400122) 
16th 

Aye 
NY 

D Lowey, Nita (lcongress/members/nita_!owey/400246) 
17th 

Aye 
NY 

D 
Maloney, Sean 

18th (lcongress/m em berslsean_maloney/412562) 

Aye 
NY 

R Faso, John (lcongresslmembers/john_Jaso/412719) 
19th 

Aye 
NY 

D Tonko, Paul (lcongress/members/paul_tonko/412319) 
20th 
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12120/2019 S. 585: Dr. Chris Kirkpatrickl/Vhistleblov..er ProtectionActof2017-- GovTrackus 

\bte District Party Representative 

Aye NY 
R 

Stefanik, Elise 
21st (foongress/m em bers/elise _ stefanik/412648) 

Aye 
NY 

R 
Tenney, Claudia 

22nd (/congres s/mem bers/claudia_ tenney/412720) 

Aye NY 
R Reed, Tom (/congress/membersltom_reed/412393) 

23'" 

Aye NY 
R Katko, John (/congress/members1ohn_katko/412649) 24th 

Aye 
NY 

D 
Slaughter, Louise 

25th (/congress/membersnoulse_slaughter/400378) 

Aye 
NY 

D 
Higgins, Brian 

25th (/congress/mem bers/brian_higgins/400641 ) 

Aye 
NY 

R 
Collins, Chris 

27th (/congress/members/chris_collins/412563) 

North Carolina 

Aye 
NC 

D 
Butterfield, G.K. 

1'' (/congresslmembers/george_butterfield/400616) 

Aye 
NC 

R 
Holding, George 

2nd (/congress Im em bers/ge?rge __ holding/412_55_3) 

Aye 
NC 

R 
Jones, Walter 

3'" (/congresslmembers/walter_jones/400209) 

Aye 
NC 

D Price, Da;id (lcongress/membersldalid __ ,Price/400326) 4th 

NC 
Foxx, Virginia (/congress/membersMrginia_foxx/400643): 

\btc District Party Represe.ntative 

Aye 
NC 

R 
Walker, Mark 

5th (/congress/members/mark_walker/412670) 

Aye 
NC 

R 
Rouzer, David 

7th (/congress/m em bersldalid_rouzer/412641) 

Aye 
NC 

R 
Hudson, Richard 

3th (lcongress/m em bers/richard _hudson/412550) 

Aye 
NC 

R 
Pittenger, Robert 

9th (/congress Im em bers/robert_pittenger/412551) 

Aye 
NC 

R 
McHenry, Patrick 

10th (lcongresslmem bers/patrick_m chenry/400644) 

Aye 
NC 

R 
I\Aeadows, Mark 

11th (/congress Im em berslmark_meadows/412552) 

Aye 
NC 

D 
Adams, Alma 

12th (/congress/members/alma_adams/412607) 

Aye 
NC 

R Budd, Ted (/congresslmembers~ed_budd/412712) 13th 

North Dakota 

Aye ND R 
Cramer, Kevin 
(/congresslmemberslkelin_cramer/412555) 

Ohio 

Aye OH 
R 

Chabot, Steve 
1st (leongresslmem bers/s teve_ chabot/400071) 

Aye 
OH 

R 
Wenstrup, Brad 

20d (/congress/members/brad_ wens!rup/412564) 
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12/20/2019 S. 585: Dr. Chris Kirlq:)atrick\Nh!stleblCl\\'8l' Protection Act of2017 ~~ GovTrack.us 

\bte District Party Representative 

Aye 
OH 

D 
Beatty, Joyce 

3m (lcongress/mem bers/joyce _beatty/412565) 

Aye 
OH 

R Jordan, Jim (/congress/members1imjordan/412226) 4th 

Aye 
OH 

R Latta, Robert (/congresslmembers/robert_latta/412256) 5th 

Aye 
OH 

R 
Johnson, Bill 

5th (/congresslmembers/bill_johnson/412460) 

Aye 
OH 

R Gibbs, Bob (lcongress/members/bob_gibbs/412463) 7th 

Aye 
OH 

R 
Davidson, Warren 

3th (/congress/mem bars/warren_ davidson/41267 5) 

Aye 
OH 

D 
Kaptur, Marcy 

9th {/congress Im em bers/m arcy_kaptur/400211 ) 

Aye 
OH 

R 
Turner, Mchael 

10th (/congress Im em bers/m ichael_turner/400411) 

Aye 
OH 

D 
Fudge, Marcia 

11th (/congress Im em bers/m arcia_Judge/412327) 

Aye 
OH R Tiberi, Pat (lcongress/members/patrick_tiberi/400406) 
12th 

Aye 
OH 

D Ryan, Tim (loongress/membersltim,,ryan/400352) 
13th 

Aye 
OH 

R Jo;ce, Da;,d (lcongress/members/davidjoyce/412566) 
14th 

Aye 
OH 

R 
Sti'-'lrs, Steve 

15th 

No\.bte 
OH 

R 16th (lcongresslmem be rs/jam es _renaccl/412462) 

Oklahoma 

No\.bte 
OK 

R 
Bridenstine, Jim 

1st (lcongress/mem bersljlm_ bridenstlne/412567) 

Aye 
OK 

R 
Mullin, Markwa:,ne 

2nd (lcongresslmem berslrnarkwa:,ne_ m ullin/412568) 

Aye 
OK 

R Lucas, Frank (lcongress/memberslfrank_lucas/400247)' 
3r<l 

Aye 
OK 

R Cole, Tom (/congress/membersl!om_cole/400077) 4th 

Aye 
OK 

R 
Russel!, Steve 

5th (lcongresslmembersls teve _russell/412650) 

Oregon 

Aye 
OR 

D 
Bonamici, Suzanne 

1'' (/congress/members/suzanne_bonamici/412501) 

Aye 
OR 

R 
Walden, Greg 

2nd (lcongress/memberslgreg_ walden/400419) 

Aye 
OR 

D 
Blumenauer, Earl 

3cd (lcongresslmembers/earl_blumenauer/400033) 

Aye 
OR 

D 
DeFazio, Peter 

4th (/congresslmem bers/peter _ defazio/400100) 

Aye 
OR 

D 
Schrader, Kurt 

5th (/congresslmemberslkurt_schrader/412315) 

Pennsylvania 
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12120/2019 S. 585; Dr. Chris Kirl<patrlck\fv'histteblower Protection Act of 2017 -- GovTrackus 

\bte DistrictParty Representative 

Aye PA 1st D 
Brady, Robert 

(lcongress/memberslrobert_brady/400047) 

Aye 
PA 

D 
Evans, Dwight 

2"' (lcongress/mem bers/dwight_ evans/412677) 

Aye PA3rd R Kelly, Mike (lcongress/memberslmike_kelly/412465) 

Aye PA4th R Perl)( Scott (icongress/memberslscott_perry/412569) 

Aye PA5th R 
Thompson, Glenn 

(/congresslmem bers/glenn_ thorn pson/412317) 

Aye PA6th R 
Costello, Ryan 

(lcongr•••lmemberslf)<ln_coato1llo/<412651) 

Aye PAJlh R 
MHhan, Patrick 
(/congress Im em berslpatrick __ m eehan/412466) 

Aye PA81
" R 

Fitzpatrick, Brian 

(lcongress/mem berslbrlan_fitzpatricl</412721 ) 

Aye PA9th R Shuster, Bill (/congresslmemberslbill __ shuster/409888) ' 

No\tlte 
PA 

R Marino, Tom (/congresslmembersftom_marino/412468): 
1Qth 

Aye 
PA 

R Barletta, Lou (lcongress/membersnou_barletta/412469) 
11th 

Aye 
PA 

R 
Rothfus, Keith 

12th (/congres s/members/keith_rothfus/412570) 

Aye 
PA 

D 
Boyle, Brendan 

13th (/congress Im em berslbrendan_ boyle/412652) 

Aye 
PA 

D 
Doyle, Mike 

14th (/congress/mem berslm ichael_ doyle/400114) 

Aye 
PA 

R 
Dent, Charles 

15th (/congresslmembers/charles_dent/400648) 

Aye 
PA 

R 
Smucker, Llo)d 

16th (/congresslmem bersnlo)d_ sm ucker/412722) 

Aye 
PA 

D 
Cartwright, Matthew 

17th (lcongress/memberslmatthew_cartwrtght/412571) 

Aye 
PA 

R Murphy, Tim (/congress/membersftim_murphy/400285) 
18th 

Rhode Island 

Aye RI 1st D 
Cicilline, David 
(lcongreao/mem b•raldovid_ cicilline/412470) 

Aye Rl2"d D 
Lang•\ln, Jim 
(/congress/membersfjames_langevin/400230) 

South Carolina 

Aye 
SC 

R 
Sanford, Mark 

pl (lcongresslmembers/marshall_sanford/400607) 

Aye 
SC 

R Wilson, Joe (lcongress/membersfjoe_wilson/400433) 
2"" 

Aye 
SC 

R Duncan, Jeff (lcongress/membersljeftduncan/412472) 
3ro 

Aye 
SC 

R Gowdy, Trey (lcongress/membersltrey_gowdy/412473) 4th 

Aye 
SC 

R 
Norman, Ralph 

5th (lcongresslmemberslralph_norman/412738) 
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12/20/2019 S. 585: Or. Chris K!rl<patrickVv'histleb!Ol;\,€r Protection Act of 2017 ~~ Gov Track.us 

\bte DistrictParty Representative 

Nol.bte SC D 
6th 

Aye 
SC 
7th 

R 

Clybum,Jim 

(/congress/members{james_clyburn/400075) 

Rice, Tom (lcongress/members~om_rice/412572) 

South Dakota 

Aye SD R Noem, Kristi (/congress/memberslkristi_noem/412475) 

Aye 

Aye 

Aye 

Aye 

TN 
2nd 

TN 
3rd 

TN 
4th 

TN 
Aye 

5th 

No l.bte TN 
5th 

Aye 

Aye 

Aye 

TN 
7th 

TN 
sth 

TN 
gth 

R 

R 

R 

R 

D 

R 

R 

R 

D 

Aye TX1't R 

Aye R 

Aye TX3"' R 

Aye TX4 th R 

Aye TX5th R 

Aye rxath R 

Aye TX71" R 

Aye TXSlh R 

Aye rxgth D 

Aye 

Aye 

Aye 

Aye 

TX 
10th 

TX 
11th 

TX 
12th 

TX 
13th 

R 

R 

R 

R 

Tennessee 

Roe, Phil (/congress/members/david._roe/412310) 

Duncan, John 

(/congress/members/john_ duncan/400116) 

Fleischmann, Chuck 

(lcongress/m em bers/charles _fteischmann/4124 76) 

OesJarlais 1 Scott 
(lcongresslm em berslscott_ des jarlais/4124 77) 

Cooper, Jim (lcongresslmembersljim_cooper/400081) 

Black, Diane 

(/congress Im em bers/diane _black/4124 78) 

Blackburn, Marsha 

(/congresslmembers/marsha_blackburn/400032) 

Kus toff, David 

(/congress/mem bers/david _ kus toff/412724) 

Cohen, Steve 

(/congresslm em bers/s teve _ cohen/412236) 

Texas 

Gohmert, Louie 
(/congress/mem bersAouie_gohmert/400651) 

Poe, Ted (/congress/members/ted_poe/400652) 

Johnson, Sam 

(/congress/m em bers/sam johnson/400206) 

Ratcliffe, John 

(/congress/rn em bersf)ohn_ratcliffe/412653) 

Hensarling, Jeb 
(lcongress/m em bersljeb _hensarling/40017 5) 

Barton, Joe (lcongress/membersf]oe_barton/400018) 

Culberson, John 

(lcongress/m em be rs/john_ culberson/400089) 

Brady, Kevin (lcongress/members/ke~n_brady/400046) 

Green, /lJ (/congress/memberslal_green/400653) 

McCaul, Michael 

(/congresslmem berslm ichael_m ccaul/400654) 

Conaway, Michael 

(lcongress/m em berslm ichael_ conaway/400655) 

Granger, Kay 

(lcongress/mem bers/kay_granger/400157) 

Thornberry, Mac 

(lcongres s/m em berslmac _ thornbeny/400404) 
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12120/2019 S. 585: Dr. Chris Kirl<patrick:VVhistleb!OIM.'lf Protection Act of 2017 -- GovTrackus 

\bte District Party Representative 

Aye 
TX 

R 
Weber, Randy 

14th (lcongress/memberslrandy_weber/412574) 

Aye 
TX 

D 
Gonzalez, Vicente 

15th (lcangresslm em bers/vicente _gonzalez/412725) 

Aye 
TX 

D 
O'Rourke, Beto 

15th (/congress Im em berslbeto _ orourke/41257 5) 

Aye 
TX 

R Flores, Bill (lcongresslmemberslbill_.flores/412480) 
17th 

Aye 
TX 

D 
Jackson Lee, Sheila 

18th (lcongress/m em berslsheila _jacks on_lee/400199) 

Aye 
TX 

R 
Arrington, Jodey 

19th (/congress Im em bers1odey_ arrington/412726) 

Aye 
TX 

D 
Castro, Joaquin 

20th (lcongres slmem bers~oaquin _ cas tro/412576) 

Aye 
TX 

R 
Smith, Lamar 

21st (/congresslmembersnamar_smith/400381) 

Aye 
TX 

R Olson, Pete (lcongresslmemberslpete_olson/412302) 22nd 

Aye 
TX 

R Hurd, Will (lcangresslmembersANill_hurd/412654) 23rd 

Aye 
TX 

R 
Marchant, Kenny 

24th (lcongresslmemberslkenny_marchanU400656) 

Aye 
TX 

R 
Williams, Roger 

25th (lcongresslmemberslroger_williams/412578) 

Aye 
TX 

R 
Burgess, Mchael 

26th (lcongress/memberslmichael,_burgess/400052) 

Aye 
TX 

R 
Farenthold, Blake 

27th (/congress Im em bers/blake _farenthold/412482) 

Aye 
TX 

D 
Cuellar, Henry 

23th (/congresslmembers/henry_cuellar/400657) 

Aye 
TX 

D 
Green, Gene 

29th (/congress Im em berslgene _green/400160) 

Aye 
TX 

D 
Johnson, Eddie 

3Qlh (lcongress/members/eddie_johnson/400204) 

Aye 
TX 

R Carter, John (lcongresslmembersqohn_carter/400068) 31st 

Aye 
TX 

R 
Sessions, Pete 

320d (lcongress/memberslpete_sessions/400367) 

Aye 
TX 

D 
\A3ase½ Marc 

33rd (/congresslmembers/marc_veasey/412579) 

Aye 
TX 

D 
¼la, Filemon 

34th (/congress/memberslfilemon_ vela/412580) 

Aye 
TX 

D 
Doggett, Lio)<] 

35th (/congress/membersAlo)<l_doggett/400111) 

Aye 
TX 

R Babin, Brian (lcongress/members/brian_babin/412655) 
36th 

Utah 

Aye 
UT 

R Bishop, Rob (/congresslmemberslrob_bishop/400029) 1st 

Aye 
UT 

R 
Stewart, Chris 

20d (lcongresslmemberslchris _stewart/412581) 

Aye 
UT 

R Love, Mia (lcongresslmembers/mia_love/412656) 
4th 
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12/20/2019 S. 585; Dr. Chris Klrl<patrlckWhistleblOAer Protection Act of 2017 ~~ GovTrackus 

\Ne DistdctPruty Representative 

Vermont 

Aye VT D 
Welch, Peter 

(lcongrnsslmem bers/peter _ we/ch/412239) 

Virginia 

Aye VA 1st R 
Wittman, Robert 

U0>ngmss/memberslrobert_wittma 

A-ye VA2nd R 

Aye VA3'd D 

Aye VA 4th D 
McEachin, Donald 

(lcongresshnembern/do.nal.d_mceachln/41.2728) 

Aye VA51h R 
Garrett, Thomas 

(/congressf:nem .bers/1rtomas
0
_garrettl412729) 

No\ote VA6th R 
Goodlatte, Bob 

(/congress/members/bob _goodlatte/400154) 

A-ye VA 7th R Brat, Dave (lcongress/members/da\,id_brat/412605) 

Aye VA8th D 
Beyer, Donald 

(lcongresslm_em betsldonald_be,;er/412657) 

Aye VA91h R 
Griffith, Morgan 

(lcongresslmemberslm organ _griffith/412485) 

Aye 
VA 

R 
Comstock, Barbara 

10th (lcongrass/members/barbara_ com stock/412658) 

Aye 
VA 

D 
Connell'" Gerald 

111
" (lcongresslmemberslgerald_ connolly/412272) 

Aye 
WA 

D 
DelBene, Suzan 

1" (/congresslmembetslsuzan_ delbene/412505) 

Aye 
WA 

D Larsen, Rick (/congress/membets/rick_latsen/400232) 
2nd 

Aye 
WA 

R 
Herrera Beutler, Jaime 

3,ct (lcon_gress_lmem bers/jaime_herrera_ beufler/412486) 

A'fo 
WA 

R 
Newhouse, Dan 

4th (/con,gress/membe.rsldan_newhouse/412660) 

Aye 
WA 

R 
McMoms Rodgers, Caltty 

5th (/congress/membeisll:athy_mcmorrls _rodgeisl400659)' 

Aye 
WA 

0 
Kilmer, Derek 

fllh (/con~,ess/members/derek_kllmer/412583) 

Aye 
WA 

D 
Jayapal, Pramila 

7th (lcongresslmembeis/pram ilaJayapal/412730) 

Aye 
WA 

R 
Reichert, Da\,id 

8'" (/congress/membersldavid_reichert/400660) 

Aye 
WA 

D 
Smi1h,Adam 

91h (icongresslmembers/adam_smith/400379) 

Aye 
WA 

D Heck, Oenny(lcongress/members/denn)'_heck/412584): 
1Q1h 

West Virginia 

Aye 
'IN 

R 
McKinlel( Da\id 

1st (lcongressimembers/da\id __ mckinley/412487) 

Aye 
'IN 

R 
Mooney,Alex 

znd (/congresslmem bers/alex_ mooney/412662) 

https:IN#M/.g-ackus/congressActes/115-2017/h568 20121 
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12120/2019 S. 585: Dr. Chris Kir~trick'Mllstlebl{.)lAef Protection Act of 2017 -- GovTrackus 

\bte DistrictParty Representative 

Aye 
WV 

R 
Jenkins, Evan 

3cd (/congresslrnem berslevan jenkins/412663) 

Wisconsin 

Aye 
WI 

0 
Pocan, Mark 

20d (/congresslmembers/mark_pocan/412585) 

Aye Wl3'd 0 Kind, Ron (lcongress/members/ron_kind/400218) 

Aye Wl4th 0 
Moore, Gwen 
(/congress Im em bers/gwen_ m oore/400661 ) 

Aye WI5lh R 
Sensenbrenner, James 
(/congress/members[james_sensenbrenner/400365) 

Aye wIeth R 
Grothman, Glenn 
(lcongress/m em bers/glenn_gro!hm an/412661) 

Aye WI 7th R Duffy, Sean (/congress/members/sean_duffy/412488) 

Aye WI 8th R 
Gallagher, Mike 

(lconwess/membe'.'3/mike_gaUagher/412731) 

Wyoming 

Aye WY R Cheney. Liz (/congress/mem bersm, •. cheney/412732) 

MENU followGOVTRACK 

Home (I) f 

Start Tracking_(ilrulJ:l) 

About GovTrack (/about) 

About the Data (/about-our-data). 

PrivacY. & Lega]_([lftgia!). 

1.Qg.lJ:L(/accountsllogin). 

!II Twitter (IJ_ttp:1/twitter.com/govtrack) 

MMedium (!ltit:>s:1/medium.com/govtrack•insider) 

$ Patreon (~P-atreon.com/govtrack) 

"Blog,(/blog) 

0 Code (tl!!R!,;//gi!hub.com/govtracklgovtrack.us­

weblcommits/master) 

Launched it1 2004, GovTrack helps everyone learn about and track the activities of the United States 
Congress. This is a project of Civic Impulse, LLC (bttp://www.civicimpulse.com). GovTrack.us is not a 
government website. 

About the Site (/about) I Contact Us (/contact) 

You are encouraged to reuse any materi91 on this site. Hackers/journalists/researchers: See these QP-en data 
sources (/about-our-data). 
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NATO's Support to Ukraine 
At their meeting in \Xlarsawon 9 July 2016, the He.'lds of State 
and Government of the NATO-Ukraine Commission endorsed a 
Comprehensive Assistance Pack.age (Ci\P) for Ukraine. The C .. A .. P 
supports Ukraine so that it can hetter provide fur its own security, 
;i,_nd c;1.rry out esiential reforms in the ,ecuricy .ind Jefe-nce sector. 
"Ihis include, objectives set out in the 2016 Srr.itcgic Defen-ce 
Bulletin (SDB) towards ,dopting NATO standards and 2chieving 
interoperability with NATO forces by 2020. 

In July 2018, Ministers of Defonce of the NATO-Ukraine 
Commission noted the second review of the CAP. aligning it funher 
to Ukraine's reform objectives under the Annual National Progr1mrne 
(ANP). ]his fact sheet reflects the currcm state of NATO's support to 

Ukralne under the CAP. 

NATO advisory effort 

November 20 ! 8 

Allied experts, ba.,;;cd at the NATO Repre.semarion to Uhaine {NRU)> advise Ukraine nn key igsue-11 related to the 
implementation of the SDB. They 5Upport the reform of Ukraine's logistic, SJ'$~m, the dcvdopmcnt of a non-commissioned 
officerl corps and other issues. Atlvi,er~ aho proyide support to Ukr.ine in developing national l-egi5lation reflecting key Euro~ 
Atlantic principle, and norms. Recently, advisory efforts have focused on the implement.i.tion ofUkraine'11 Law on National 
Security (nMably, effective command and control arn.ngement,, ensuring civili.2n control and dcmocrati-c oversight of the 
security and dd'ence 5ector ~nd refurm of the Security Service of Ukraine). 

Command, Control, Communications and Computers (C4) Trust Fund 

Through the C4 Trust Fund, led by C;i,n.ida, Germany and the UK~ and execured by the NATO Communications and 
Infonnation Agency (NCIA), NATO assists Ukraine in rc-organiting .and modernising its C4 structures and capabilities, as 
well as increasing interoperability with NATO. Under the C4 Trust Fund: 

• 111e Regional Ainpace Security Programme {RASP) aims to increase civil/ military air traffic coordination .and enable real­
time com1ectivity with neighbouring councrie,, to provide cad:Y notifica.tion and coordination on airspace threats, security 

incidents and suspicious aircrafts. The implementation of the proj-eLL is expected to start by the end 20 I 8. 

• 1hc Secure C<)mmunications projC'ct will provide secure satdHte .communications and Blue Force Tracking Capabilities to 
the Ukrainian Armed forces by the end of 2018. 

The Knowledge Slu_ring project provid('5 Uk.uine with information on NATO C4 standards and procedures. Viuious 
activities have already taken place, including workshops, expert visits and a hackathon, ~fhe project will be completed by 
the beginning of 2019. 

logistics and Standardisation Trust Fund 

"lbe Trust Fund, le-d by the, Czech Republic, the N~therlands :1.nd Poland, supports the ongoing refonn of Ukraine's logistics 
and standardisation systems. 1he project will be achieved through the implcm~ntttion of three initiatives: 

National Codification Ctpahility Enhancerni:-nr: 1hi, project supporr.s the tr.ansition to a NATO Codi.fl-cation System 
(NCS) by the end of 2018. 

• Supply Chain Management Capability Improvement: This project enhanc.es logistics performance by testing 
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improveme,1ts on a small scale, focusing on an improved Supply Chain Command and Control System (C2S), warehouse 
managemem, and materiel distribution and (,·e)supply, to be completed by summer 2019. 

Standardisatiou Management Capability Improvement: 1his project supports the implementation of a centralised 
standardisation management system, which is expected to become operational in Ukuine by summer 2019. 

Cyber Defem::e Trust fund 

The Cyber Defence Ti1m Fund, led by Romania, and implemented by R,sirom, a Romanian state-owned compatry, supports 
Ukraine in devdoping defensive capabilities in the area of cyber security incident response. Assistance includes est1blishing two 
Incident Management Centres to monitor cyber security events, as well as laboratories to investigate and handle cyber security 
ind dents. Ukraine also receives training in employing this technology and equipment. In June 2017, the equipment was 
successfully delivered at the Ukrainian beneficiary institutions. 

Medical Rehabilitation Trust Fund 

1brough the Medical Rehabilitation 1rust Fund, NATO is assisting 
Ukraine in raising the. standards and long-term sustainability of its 
medical rehabilitation services for wounded servicemen and women. 
With Bulgaria :u lead nation, and executed by the NATO Support 
Agency (NSPA), the Medical Rehabilitation Trust Fund fucuses on direet 
medical support for servicemen ~nd women to facilitate their rapid 
access to medical and p,ychologic•l rehabilitation services, as wdl a;; 

c•p•bility development for Ulcr•ine', medical rehabilitation institutions. 

"Ib date, support has been provided to 1,500 medical rehabilitation 
experts, 500 servicemen, 90 families, 4 medical rehabilitation units, 
and to the Invictus Games 1eam Ukraine. In addition, the 1rust 
Fund has provided capacity-building support to the Presidential 
Administration, Ministry of Defense, Ministry of Health, Miniscry of 
Social Policy, Ministry of Education, and established long-term educational programs for different categories of care providers. 

Military Career Transition Trust Fund 

'Ihe MCf 1\·ust Fund supports Ukraine in developing a sustainable and eff~ctive military career transition system for military 
personnel returning co civilian careers. The Trust Fund, ied by Norway and executed by NATO's Political Alf.rirs and Security 
Policy Division, ,.[,o •upports •pedfic psychological rehabilitation activities, From 2014 to 2018, rbe programme delivered 
187 throe-day seminar5 dedicated to the psychological rehabilitation of 7,486 military servicemen from the Anned Forces, the 
National Guard and State Border Guard Service, previously deployed ln active operations in eastern l.Jkraine. 

Resettlement Programme 

This pr<>gramme aim• to facilitate the reintegr~tion process trom military to civilian careers for military personnel. Through 
vocational tr~ining, beneficiaries are provided with opportunities to obtain adpitional qualifications relevant to the civilian 
labour market. As of rnid-20 I 8, more than 10,000 former mi!ltary servicemen. benefited from the progranunc .in 65 locations 
all across Ukraine, with overall re-employment rate ar 75%, "!he total number of beneficiaries in 2018 is expected to he 850. 

"Demilitarisation" Trust Fund 

Initiatives under rhe Trust Fund on the Destruction of Conventional Ammunition, Small Arms and Light We~pons and Anti­
personnel Mines of PIM" 1 type in Ukraine, led by the United States and executed hy NSPA, have re<ultcd in: 

Destruction of 27,853 tons of conventional ammunition (of a 44,23 l tons target) 

Destruction of 2,118,068 PfM" ! anti-personnel land mines (ofa 5,766,768 units target), 

Destrunlon of J 30,l 00 pieces of Small Arms and Light \Veapons. 

Following a request from Ukraine, d,e Trust Fund is currenrly working on a proposal to enhance Ammunition Storage Safety 
Management in the country. 
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Radioactive Waste Disposal Trust Fund 

This Trust Fuud, led by Germany and executed by the NSPA, aims to tackle radioactive waste buried by the former Soviet 
Army and currently under the control of the Minist1y of Defence of Ukraine. 1bc remediation of a site in Tsybulcvc, 
Kirovohrad region follows the successful completion in 2017 of a firsr project at the site ofVakulenchuk, Zhyromyr region. 

Explosive Ordnance Disposal and Counter-Improvised Explosive Devices (EOD/ C-IED) 
Trust Fund 

1he project assists the transformation of EOD and development of C-IED capabilities through three initiatives: 

Doctrine: Development of common EOD and C-1ED terminology, the publication of a Ukrainian C-JED doctrine, and 
the identification of capability requirements for the future. 

Interoperability: Training ro foster interoperability between national actors. 

Civil support: Search training for use in urban areas. 

NATO-Ukraine Platform on Countering Hybrid Warfare 

NATO and Ukraine established a joint Platform on Countering Hybrid Warf.i.re to facilitate coopemion in identifying 
bybrid threats, to build capadty and to strengthen re_sillence •g•inst hybrid tbreats High-level seminars were beld on crisis 
management in Warsaw, Poland, in October 2017, and strategic communications in Vilnius, Lithuania, in April 2018 and in 
K yiv, Ukr;,ine, in November 20 l 8. Further projects are being prepared. 

Roadmap on NATO-Ukraine Defence Technical Cooperation 

fo September 2015, the Chairman of the lmeragency Commission for Policy on Milir.iry-Tedrnical Cooperation and Export, 
Control a11d NATO's Deputy Assistant Secretary General for Defonce Investment ,igned a Joint Dedararion 011 strengthening 
defence-technkal mopcration between Ukraine and NATO, A Roadmap supports a !lllmber of activities including those 
related to C4, ammtmition S'1fety, codification, life cycle management "-Dd assurance, a,s well a.s defence industry reform. 

Strategic Communications Partnership Roadmap 

The Strategic Communications Partnership Roadmap was signed by rhe NATO Sccretruy General and the Secretary of the 
National Securit:y and Defense Council ofUkrai11e in September 2015. lt advises t.he Ukrainian authorities in developing, 
managing and responding to security challenges by placing strategic commu11ications at the core of a national strategy. It helps 
civilian and military staff to be effective strategic communicators. In 2017 / l 8 the NA] 'O Information and Documentation 
Centre organised 19 training activities, and advised national academies in Ukraine in the area of strategk communications, 

Planning and Review Process (PARP) 

ln 2018, forty-two PARP Partnership Goals were agreed between NATO and Ukraine that aim to help Ukraine modernise 
and reform its defence forces. 1wenty-six Partnership Goals ru·e addressed to the Ministry of Defence and the Armed Forces 
of Ukraine, with an t"mpha.,is on reforming current structures towards western defence principles and practices. A total of 15 
Partnership Goals are also addressed to the Ministty of Interior and its security organisations (State Border Guruu Service of 
Ukraine, National Guard of Ukraine, Stare Emergency Service of Ukraine), and one to the SSU. 

Defence Education Enham::ement Programme (DEEP) 

DEEP assists Ukraine in improving and restructuring its military education and professional training systems. It focuses on 
eight defence education institutions and five training centres for Non-Commissioned Officers. Since 2017, DEEP focuses on 
curriculum development in the areas of civilian and democratic control, personnel management, strategic communication. 
leadership, quality management and operational planning. 'l11e programme has been extended until 2020. 
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Building Integrity (Bl) 

NATO Bl provides institutional and individual tailored ,Q,!tist'3.nce to 1trengthen integrity a.nd reduce corruption in the defence 
and security institutions. Uln:~jne joined NATO BI in 2007. Since 2014, Uk.ntine is the b.iggesr recipient of NATO BI 
as~isranc,:;. 'The Secretariat of the C.a.bin.et of Mini$ters, Ministry of Defence1 Ministry of Intema.l Atfiiri1 State Border Guards 
Service, National Guard!<, Securit)1 Service, Nution.al Police as well as National Anti-Corruption Bureau, National Agency for 
Corruption Prewntion and NGO:s are benefiting from NATO BI expertise. BI .mppon mainly focuses on th-e ma.n.igc1m:nt of 
personnel and financial resources. Specific educ.ationQ] programmci are 1.lto offered to milir.iry and ,ec.urity aa1demie-s, 'lhis 
tailored assistance i~ supported through contributions ro the BI Trost Fund. 

Pri:rlessionai Development Programme (PDP) 

Launched in 20051 NATO's Prnles1:,iona1 Development Programme {a 'Trtlit Fund led by the UK) tr'olioo key-civilian security and 

defence offidals on effCctive democfitk man.-agc-ment a.nd buildin~ local (..,pacity. In 2011-2016 .alone., rhc PDP delivered various 
forms of training to :iiomc 9,000 civil servanu. in Ukr.tlne. ln 2016-2017, the Programme underwent .a major tramfor.ma.rion to 

better align it to the stra.tegic $ituation in Ukraine. K~y accivitie! in 20l8 aim to provide tra.ining to Euro-Atlantic integration 

specialists, support defence .ind security sector reform efforts, and focus on m2.n.agemenc wd lea.den:hip skills. 

Science for Peace and Security Programme (SPS) 

Ukraine has been the large-"t benefid-:uy of the NATO Science for Peace and Security (SPS) Programme since 2014. 1here are 
currently 42 ongoing SPS activkicl with Ukraine. Leading a~.a, of coopernion include defence again:st chemical, biological, 

radiological and nuclear (CBRN) agems, security-rel2.ted .ad~nceJ technology, and unexploded ordnance and min~ detection 

and clearance. Flagship SPS projects in Ukraine indude building c.ip.adty in the fieM of tclemedicine, support to humanitarian 

demining in Ukraine, and the development of a 3D landmine detection n1da.r, Ukraine 11, -actively involved in cutting-edge 

research to develop a system capable of detecting aplo,i-..·es and weapons, in re.:1.l time, in a mass transit environmem. Looking 

ahead, the SPS is supporting the hybrid platfurm through a new project on early warning signals for hybrid attacks. 

Public Diplomacy OMsion (POD)- Press & Media Section 

Te!.: +32(0)2 707 5041 

E-mail: moc@hq.nalo..int 
Follow us @NATOpross 

www.m,toJnt 
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case 1:19--cv-03155-ABJ Document 9 Filed 01113/20 Page 1 of 3 

IN THE UNI rED STA n:s DISTRICf COllRT 
}'OR THE DISTRICT oi,· COLU~1BM. 

,\.'\IERICA:'11 OVERSIGlff, 

Plainfljj. 

\I 

U.S. DEPARTMENT m· ENERGY, 

Defendant 

Case No. l l9-cv-3155-ABJ 

JOL'IT ST,\1 US REPORT AND PRODLICTION SCHEDULE 

Platnuff, Amen can O\crs1ght ("AO'' or "Plrunt1tl"), and Defendant, the lJmtf:d States 

Department of Energy {"'DOI::," or "Defendant"), submit the follo\\mg Joint Status Report and 

Production Schedule lll accordance with this Court's Order (ECf' # 7). 

·nus 1s a fOIA case. Plrun11ff's complaint seeks record.,; respons1\c to eight separate 

FOJA requests The parties have agreed to the schedule below 

I. On or before January 28, 2020, OOB will complete 1ts Oullook searches (cmaus, 

attachment to emails, and calendar tn\ 1tes) and produce any non-exempt records1 1denuficd m 

those searches that arc responsive to the following fOJA requests. 

1 OOE's producuon may not mclude responsive documents 11'1 wh1eh other agencies have equities 
and \\h!ch must be rCHC\\ed by those agencies pt1or to release. 
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case 1:19-cv-03155-ABJ Document 9 Filed 01/13/20 Page 2 of 3 

a_ HQ-2019-01418-F (PerryCommun1callons);2 

b. HQ-2020-00011-F (McCormick Commun1eat10ns}; and 

c_ HQ-2019-01238-F (Ukrrune Delegation)_ 

2- On or before Fehruary 4, 2020, DOE wtll complete its Outlook searches (cmatls, 

attachment to emails, and calendar ;nvttcs) and produce an_y non-exempt rceords3 1dent1fied m 

those searches that are responsive to the following FOJA requests: 

a. HQ-2019-01236-F (Bley.£crCommun1cattons}, 

b. HQ-2020-00053-F ( Ukraine Commurucauons). and 

c.. HQ-2020-00012-F (Gmham Commumcallons)_ 

3. On or before March 16, 2020, DOE \\ ill complete its search and produce any non-

Cl!.empt records 1denttfied in those searches that are responsive to the first paragraph of request 

HQ-2020-00052-F (Uk:ralnc Meetings). 

4L ·the schedule above rctleclS some, but not all, of the FOIA requests at issue m this 

case and some, but not all, of the search mediums requested for cercam of those requests. rhe 

parties agree to addn.-ss those additional requeslS and search mediums m subsequent repurts and 

propose to file such reports on the last business day of each month. 

2 Request HQ-20 l 9-01418-F (Pcrty Communications) sought certain communicauons sclit or 
received by Secretary Perry, "as \~ell as by any aide or other assistant \\<ho accomparued 
Secretary Perry to lJkramc. ""On or before January 28, 2020, DOE will produce any 
responsive, non-exempt emails sent or received by Secretary Perry and one rutlc or asslstanl., but 
\',Jll not produce any respons1,•c, non-exempt emillls sent or rccc1ved by t,\o add11.tonal aides or 
assistants. W11h respect to the l\\O addiuonal aides or assistants, DOE will prm-1de an update on 
those searches m a future .status report 

3 001::•s producuon may not include responsive documents rn which other agencies have equities 
and \\htch must be reviewed by those agencies pnor to release. 

2 
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Case 1:19•cv•03155-ABJ Document 9 Flied 01113/20 Page 3 of 3 

DATED· January 13, 2020 

Isl Hart W Wood 
HARTW. WOOD!DC. Bar No. 1034361) 
SARA K Cllli!GHTON ( D.C. Bar No. 1002367) 
JOHN E. BIES (D.C Bar No 483730) 

AMERICAN OVERSIGHT 
1030 151h Street NW, B255 
Washmgton, OC 20005 
(202) 873-1743 
1-1,lll.\\ooJ u: amcnc..mm cr ... rnhLorg 
S.am tn. 1ghlun ii. amu t.:Jru•i l'.r-rnhl urn 
John b1;:, ,l am.:numuH·r-.1!iliLurg 

Counsel for Plaintiff 

Re..<;pt.--ctfully submitted, 

JOSEPH H HUNl 
Assistant Attorney General 

MARCIA BERMAN 
Assistant Branch Director 

Isl Hilarie E. Sn\'der 
HILARIE E. SNYDER (D.C. Bar No. 464837) 
TnaJ Attorney 
U S. Department or Justice 
C1vd D1VIs1on, Federal Programs Branch 
1100 L Stn.>ct, NW, Room 12010 
Washington, D.C. 20005 
Tel: (202) 305-0747; Fax. (102) 616-8470 
hdarte e.snyder@usdoJ gov 

Counsel for the Defendant 
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Case 119-cv-03224 Document 1 Filed 10/25/19 Page 1 of 17 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

CHARLES M KUPPERMAN 
9075 Sorreno Ct 
Naples, FL 34119 

Plamt1ff, 

V 

UNITED STATES HOUSE OF 
REPRESENTATIVES 

Ford House Office Bmldmg Room 217 
Washmgton, DC 20515 

Defendant, 

THE HONORABLE DONALD J TRUMP, 
m his officrnl capacity as President of the 

Umted States 
1600 Pennsylvama A venue, NW 
Washmgton, DC 20500 

Defendant 

THE HONORABLE NANCY PELOSI, 
m her official capacity as Speaker of the 

House of Representatives 
1236 Longworth House Office Bmldmg 
Washmgton, DC. 20515 

Defendant, 

THE HONORABLE ADAM B SCHIFF, 
m his official capacity as Chairman of the 
House Permanent Select Committee 

on Intelhgence 
HVC304 Capitol 
Washmgton, DC 20515 

Defendant, 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Cml Action No. 19-3224 
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Case 1·19-cv-03224 Document 1 Filed 10/25/19 Page 2 of 17 

THE HONORABLE ELIOT L ENGEL, 
m his official capacity as Chamnan of the 

House Committee on Foreign Affairs 
21 70 Rayburn House Office Bu1ldmg 
Washmgton, DC 20515 

Defendant, 

) 
) 
) 
) 
) 
) 
) 
) 

THE HONORABLE CAROLYN B MALONEY, ) 
m her official capacity as Actmg Cha!f of the ) 

House Committee on Ovemght and Reform ) 
2157 Rayburn House Office Bmldmg ) 
Washmgton, DC 20515 ) 

Defendant, 
) 
) 

COMPLAINT 

Pursuant to 28 USC §§ 2201 and 2202, Plamt1ffCharles M Kupperman, the former 

Deputy Natmnal Secunty Advisor and Actmg Nat10nal Secunty Advisor to President Donald J. 

Trump, files this action m the natl!fe of mterpleader agamst Defendants· the Umted States House 

of Representatives, Representative Nancy Pelosi, Speaker of the House of Representatives, 

Representative Adam B Schiff, Chairman of the House Permanent Select Committee on 

Intelhgence, Representative Eliot L Engel, Chairman of the House Committee on Foreign 

Affa1rs, Representative Carolyn B Maloney, Actmg Chair of the House Committee on Oversight 

and Reform (collect1vely, the "House Defendants"), and Donald J Trump, President of the 

Umted States Plamt1ff1s faced with 1rreconc1lable commands by the Legislative and Executive 

Branches of the Government and, accordmgly, seeks a declaratory Judgment from this Court as 

to whether he 1s lawfully obliged to comply with a subpoena issued by the House Defendants 

demandmg his testnnony "[p ]ursuant to the House of Representatives' impeachment mqmry," or 

he 1s lawfully obhged to abide by the assertion of 1mmun1ty from congressmnal process made by 

-2-



19938

739 

Case 119-cv-03224 Document 1 Filed 10/25/19 Page 3 of 17 

the President m connect10n with the testimony sought from Plamt1ff Plamt1ffhereby alleges as 

follows 

INTRODUCTION AND SUMMARY OF THE ACTION 

Plamttff served as the Deputy National Secunty Advisor and Assistant to the 

President from January 9, 2019, to September 20, 2019, and as the Actmg National Secunty 

Advisor from September 10, 2019, to September 20, 2019 As part of the House's impeachment 

mqmry, the House Defendants have issued a subpoena requ1rmg Plamt1ffto appear and testify 

about his official duties m connection with the Umted States' relations wtth Ukrame The 

President, however, actmg through the White House Counsel, has asserted that Plamttff, as a 

close personal advisor to the President, 1s immune from Congressional process, and has 

mstructed Plamtiffnot to appear and testify m response to the House's subpoena Plamt1ff 

obVIously cannot satisfy the competing demands of both the Legislative and Executive Branches, 

and he 1s aware ofno controllmgJudtcrnl authonty defimt1vely estabhshmg which Branch's 

command should prevail. 

2 Absent a defimtive Judgment from the Judicial Branch "say[mg) what the law is," 

Marbury v Madison, 5 US (1 Cranch) 137, 177 (1803), Plamt1ffw1ll effectively be forced to 

adJud1cate the Constttut1onal dispute himself, and 1fhe Judges wrongly, he will mfl1ct grave 

Const1tut1onal mJury on either the House or the President. On the one hand, an erroneous 

Judgment to abide by the President's assertion oftest1momal 1mmumty would unlawfully impede 

the House from carrymg out one of its most important core Const1tut10nal respons1b1ht1es, "the 

sole Power of Impeachment" US CONST, art I, § 2, cl. 5 And 1t would subject Plamtiffto 

potential cnmmal habihty for contempt of Congress See 2 U S.C § 192 On the other hand, an 

erroneous Judgment to appear and testify m obedience to the House Defendants' subpoena would 

-3. 
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unlawfully impair the President m the exercise of hrs core nat10nal secunty respons1b1hties, see 

generally US CONST, art II, §§ 2-3, by revealmg confidential commumcatmns from "those 

who advise and assist [him] m the performance of [his] manifold duties, the importance of this 

confidentiality 1s too plam to requrre further d1scuss1on" Umted States v Nzxon, 418 U.S 683, 

705 (1974). And rt would constitute a v1olat10n, albeit m good faith, of the oath Plamt1fftook to 

uphold the Const1tut1on of the Umted States Under our system of Government, 1t does not fall 

to a pnvate c1t1zen, but rather falls to the Jud1c1al Department, "to construe and delmeate claims 

ansmg llllder express powers" granted to the Leg1slat1ve and Executive Branches, and to resolve 

conflictmg claims by those two Branches "with respect to powers alleged to denve from 

enumerated powers" conferred on them by the Constitution Id at 704 

JURISDICTION AND VENUE 

3 ThIS Court has Junsd1ct1on pursuant to 28 USC § 1331 This case anses llllder 

Articles I and II of the Const1tut1on of the Umted States, and 1mphcates Article I, Section 2, 

Clause 5, which provides that the House of Representatives shall have "the sole Power of 

Impeachment," and Article II, Sect10n 1, Clause I, which vests the "executive Power ma 

President of the Umted States of Amenca" 

4 This Court has authonty to issue a declaratory Judgment and order other rehef that 

ts Just and proper pursuant to 28 U S C §§ 2201 and 2202 

5 Venueispropermth1s Courtpursuantto28US.C §§ 1391(e)(l)&(b)(2) All 

of the Defendants perform their official duties m this Judicial distnct and a substantial part of the 

events or om1ss1ons g1vmg nse to this action occurred m this Judicial d1stnct 

PARTIES 

6 PlamtrffCharles M. Kupperman 1s a citizen ofFlonda 

-4-
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7 Defendant Umted States House of Representatives is estabhshed by Article I, 

Sectmn 1 of the Constitution of the Umted States, and 1t 1s vested with "the sole Power of 

Impeachment" U S CONST., art I, § 2, cl 5 

8 Defendant Nancy Pelosi 1s the Speaker of the House of Representatives She is 

sued m her official capacity 

9. Defendant Adam B Sch1ff1s the Chauman of the House Permanent Se1ect 

Committee on Intelhgence He 1s sued m his official capacity 

10 Defendant Eliot L Engel 1s the Chairman of the House Committee on Foreign 

Affairs He 1s sued 111 his official capacity 

11 Defendant Carolyn B Maloney is the Actmg Chair of the House Committee on 

Oversight and Reform She is sued m her official capacity 

12 Defendant Donald J Trump is the President of the Umted States He 1s sued 111 

!11s official capacity 

FACTUAL ALLEGATIONS 

13 Pla111tiff served as the Deputy National Security Advisor and Assistant to the 

President from January 9, 2019, to September 20, 2019, and as the Act111gNational Secunty 

Advisor from September 10, 2019, to September 20, 2019 In that capacity, Plamtiff served as a 

close personal advisor to President Trump Among Pla111t1ff's maJiy duties as Deputy National 

Security Advisor and Acting Natmnal Secunty Advisor was advismg the President with respect 

to national security pohcy toward Ukrame and coordmatmg national secunty policy among the 

relevant Executive Branch agencies, mclud111g but not limited to the Departinent of State, the 

Department of Defense, and the Office of Management and Budget 

- 5 -
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14 On October 25, 2019, Defendant Schiff, through Committee counsel, transmitted 

to Plamt1ffs counsel an electronic message, "[p]ursuant to the House of Representatives' 

impeachment mqu1ry, transm1ttmg a subpoena that compels [Plamt1ff] to appear" for a 

deposition at 9 30 am. on October 28, 2019 Although the subpoena was signed by Defendant 

Schiff on Monday, October 21, 2019, Committee counsel did not serve the subpoena on 

Plamt1ff s counsel until 4 14 p m on Fnday, October 25, 2019 A copy of the electromc 

message and the subpoena 1s attached hereto as Exhibit A 

15 Comnuttee counsel's electronic message explamed that the "subpoena 1s bemg 

issued by the Permanent Select Committee on Intelligence under the Rules of the House of 

Representatives m exercise of its oversight and legislative Junsdict10n and after consultat10n with 

the Committee on Foreign Affairs and the Committee on Oversight and Reform" Exhibit A at l 

16. The electromc message described the subject and scope of the mvestigation as 

follows "The testimony shall be part of the House's 1IDpeachment mqmry and shared among the 

Committees, as well as with the Committee on the Judiciary as appropnate" Id 

17 Because the subpoena seeks testimony concenung Plamt1ffs service as semor 

confidential adviser to the President, Plamt1ffs counsel provided the White House Counsel with 

a copy of the subpoena, and requested that the White House Counsel notify him of the 

President's pos1t1on on the subpoena 

18 On October 25, 2019, the White House Counsel transmitted a letter to counsel for 

Plamt1ff, assertmg the "const1tut10nal immunity of current and former semor advisors to the 

President" and mstructmg Plamt1ffnot to appear and testify m response to the subpoena A copy 

of the letter ts attached hereto as Exhibit B The White House Counsel stated that the Office of 

Legal Counsel of the Department of Justice had "advised [him] that [Plamtiff] 1s absolutely 
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unrnune from compelled congressional testimony with respect to matters related to h1s service as 

a semor advrner to the President " Exh1b1t B at 1 The Wl11te House Counsel enclosed the 

opm1on of the Office of Legal Counsel, and 1t 1s mcluded m Exh1b1t B hereto 

19 The Wl11te House Counsel mformed Plamtiff' s counsel that "m order to protect 

the prerogatives of the Office of the President today and m the future, and m response to your 

request, the President directs Mr Kupperman not to appear at the Committee's scheduled 

heanng on Monday, October 28, 2019 " Exhibit B at 2 

LEGAL FRAMEWORK 

20 Plamt1ff 1s uncertam whether the subpoena issued to Plamt1ffby the House 

Defendants validly obhgates Plamtiff to appear for two separate reasons ( 1) the President's 

assertion of immunity agamst congressional process may overnde the House subpoena, and (2) 

the House subpoena may not have been validly issued under House Rules Plamtiff 1s not aware 

of any Supreme Court decJS1on defimuvely answenng either of these questions. 

A. Plaintiff Seeks a Declaratory Judgment on Whether He Is Immune from 
Congressional Process. 

21 For nearly a half century, the Office of Legal Counsel of the Department of 

Justice ("OLC") has consistently opmed that" 'the President and his 1mmed1ate advisers are 

absolutely immune from test1momal compulsion by a Congressional cornrmttee' on matters 

related to the!f official duties " Memorandum for the Counsel to the President from Steven A 

Engel, Assistant Attorney General, Office of Legal Counsel, Re Testimonial Immunity Before 

Congress of Former Counsel to the President, 43 Op O L C , sbp op. at * l (May 20, 2019) 

("Engel Opm1on") (quoung Memorandum for All Heads of Offices, D1v1S1ons, Bureaus and 

Boards of the Department of Justice, from Jolm M Harmon, Actmg Assistant Attorney General, 

Office of Legal Counsel, Re Executive Privilege at 5 (May 23, 1977)) OLC has reaffirmed thts 

-7 
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posit10n more than a dozen times over the course of the last mne adm1mstrat1ons of both pohtical 

parties See Engel Opm1011 at 3, n 1 ( citing OLC op1111011s from the adm111istrat1011s of every 

President s111ce President Nixon) 

22 The Executive Branch has, with few exceptions, refused to permit close White 

House advisors to the President to testify before Congress s111ce the 1940s when the Executive 

Office of the President was created See 1d at 7 OLC first articulated the legal basis for 

testimomal immumty of close Presidential advisors 111 1971 111 a Memorandum authored by then• 

Assistant Attorney General Wilham H Rehnqmst See Memorandum for John D Ehrhchman, 

Assistant to the President for Domestic Affairs, from Wilham H Rehnqmst, Assistant Attorney 

General, Office of Legal Counsel, Re Power of Congressional Committee to Compel 

Appearance or Testimony of "White House Staff' (Feb 5, 1971) Assistant Attorney General 

Rehnquist defmed the scope of the 1mmumty as follows 

Id at? 

The President and his immediate advisers - that 1s, those who customanly meet 
with the President on a regular or :frequent basis - should be deemed absolutely 
immune from testlmomal compulsion by a congress1onal comtlllttee They not 
only may not be exammed with respect to their official duties, but they may not 
even be compelled to appear before a congressional committee 

23 Both 111 his capacity as Deputy National Secunty Advisor and Assistant to the 

President, and m his capacity as Actmg Nat10nal Secunty Advisor, Pla.mt1ffmet with, and 

advised, President Trump directly on a :frequent and regular basts 

24 The Rehnqmst Memorandum has been repeatedly, and without exception, 

reaffirmed 111 op1111ons by heads of OLC from both political parties See, e g, Letter to Ph1lhp E 

Azeeda, Counsel to the President, from Antomn Scaha, Assistant Attorney General, Office of 

Legal Counsel (Sept 25, 1974) ( enclos111g a Memorandum), Letter Op11110n for the Counsel for 

-8-
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the President from Chnstopher H Schroeder, Actrng Assistant Attorney General, Office of Legal 

Counsel, Re Immunity of the Counsel to the President from Compelled Congressional 

Testimony, 20 Op O L C 308 ( 1996), Memorandum Opm10n for the Counsel to the Prest dent 

from Karl R Thompson, Actmg Assistant Attorney General, Office of Legal Counsel, Re 

Immunity of the Assistant to the President and Director of the Office of Polzhcal Strategy and 

Outreach from Congresswnal Subpoena, 38 Op. 0 LC., shp op *l (July 15, 2014) ("Thompson 

Memorandum"). 

25 OLC's rationale for this immunity begms with the premise that "ftJhe President 1s 

a separate branch of government He may not compel congressmen to appear before htm. As a 

matter of separation of powers, Congress may not compel him to appear before it." Engel 

Opm1on at 4 ( quotmg Memorandum for Edward C Schmults, Deputy Attorney General, from 

Theodore B Olson, Assistant Attorney General, Office of Legal Counsel at 2 (July 29, 1982)) 

OLC has reasoned that the test1momal 1mmun1ty enJoyed by the President himself necessanly 

must extend to his close confidential advisors whose only functton 1s to advise and assist the 

President m carrymg out his duties "For the President's absolute 1mmun1ty to be fully 

meanmgful, and for these separat10n of powers prmctples to be adequately protected, the 

President's immediate advisers must likewise have absolute 1mmun1ty from congressional 

compuls1on to testify about matters that occur durmg the course of d1schargmg their official 

duties " Thompson Memorandum, 38 Op O LC , slip op at *2. Absent test1momal irnmuruty 

agamst Congressional process, accordmg to OLC, the President's "strong mterests m 

confidentiality, as well as the President's ab1hty to obtam sound and candid advice" would be 

impaired Engel Opm1on, 43 Op O LC , shp op at *5 

-9-
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26 On the other hand, the only Jud1ernl dec1S1on to address the question has 

concluded that the President's close advisors do not enJoy absolute nnmumty from 

Congressional process In Committee on the Judiciary v Miers, 558 F Supp 2d 53 (D D.C 

2008), the House Committee on the Judiciary brought smt agaillst Counsel to the President 

Harriet Miers and White House Chief of Staff Joshua Bolten to enforce its subpoenas for 

testtmony and documents relatmg to the termmat1on ofnme Urnted States Attorneys D1stnct 

Judge Bates explamed that Supreme Court authority on this quest10n "powerfully suggests that 

such advisors do not enJoy absolute 1mmun1ty "Id at 99 The district court pomted out, see rd 

at 100-03, that ill Harlow v Fitzgerald, the Supreme Court held that semor presidential advisors 

do not en3oy absolute 1mmun1ty from ClVll sUits based on official acts even though the Court had 

prev10usly held that the President himself 1s absolutely immune from c1v1l sUits based on official 

acts See457US 800(1982),seealso,Nrxonv F1tzgerald,457US. 731, 749(1982) The 

court emphasized the narrow scope of1ts dec1s1on, holdmg "only that Ms Miers (and other 

semor presidential advisors) do not have absolute 1mmun1ty from compelled congressional 

process m the context ofth1s particular subpoena dispute" Miers, 558 F Supp 2d at 105-06 

27 The distnct court ill Miers further concluded that the Counsel to the President was 

not entitled to absolute or quahfied tmmumty because the mqutry did not "illvolve the sensitive 

topics of national security or foreign affairs" Id at 105 Nat10nal security and foreign affairs 

are at the heart of the illformat10n that the House Defendants seek from Plamttffm connect10n 

with the House's impeachment mqmry 

28 The d1stnct court's dec1s1on m Miers was stayed pendillg appeal See Comm on 

theJudrczary of the US House of Representatives v Mrers, 542 F 3d 909, 910-11 (DC Cir 

2008) (per cunam) The case settled, and the appeal was d1sm1ssed before any further actton was 
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taken by the court of appeals Comm on the Judiciary of the US House of RepresentatJves v 

Miers, No 08-5357, 2009 WL 3568649, at *1 (D.C Ctr Oct 14, 2009) Subsequent OLC 

decis10ns from both the Obama Admm1strat10n and the Trump Admm1stratton have "respectfully 

disagree[dJ with the district court's conclusion mMzers and adhere[d] to this Office's long­

estabhshed position that the President's immediate advisers are absolutely immune from 

compelled congressional testimony" Engel Optmon, 43 Op. 0 LC, shp op. at *14 (c1tmg 

Thompson Memorandum, 38 Op O LC, shp op at *5-9) 

29 In short, there is no defimttve Judicial authority resolvmg the question whether 

Plamt1ff 1s bound to abide by the President's assertion of 1mmun1ty or to comply with the House 

Defendants' subpoena issued "[p]ursuant to the House of Representatives' impeachment 

mqmry" It 1s not clear whether OLC's extension oftesttmomal nnmun1ty to a congressional 

subpoena issued m support of an impeachment mqmry - a Judicial proceedmg 1s consistent 

with Supreme Com1: precedent post-datmg the Rehnqmst Memorandum See, e g , Umted States 

v Ntxon, 418 US 683 (1974) (President does not have absolute 1mmun1ty from subpoenas 

ISsued by grand Junes m cnmmal Judicial proceedmgs) On the other hand, 1t 1s also not clear 

whether the dec1s1on m Miers re1ectmg a close Pres1dent1al advrnor's assertion of absolute 

testtmomal immunity would extend to a subpoena issued to a former Deputy National Security 

Advisor seekmg testimony relatmg to confidential natrnnal secunty commumcatlons concemmg 

Ukrame, and m any case, that dec1s1on 1s not bmdmg precedent. 

B. Plaintiff Seeks a Declaratory Judgment on Whether the Subpoena Issued to 
Plaintiff Is Authorized under House Rules. 

30 Supreme Court precedent reqmres courts to determme "whether the committee 

was authorized to exact the mformat10n which the witness withheld before cons1der[mg] 

whether Congress had the power to confer upon the committee the authonty which 1t claimed" 

- 11 -
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Umted States v Rumely, 345 US 41, 42-43 (1953). "'The reqmred authonzat1on from the full 

House may take the form of a statute, a resolution, or a standmg rule of the House ' " Trump 

v Mazars USA, LLP, No.19-5142, 2019 WL 5089748, at *22 (DC Cir Oct 11, 2019),pet for 

reh 'gen bancjiled Oct 24, 2019 (quoting Morton Rosenberg, When Congress Comes Callzng A 

Study on the Prmciples, Practices, and Pragmaflcs of Legzslatzve InquzlJ' 33-34 (2017)), see 

also Wilkmson v Umted States, 365 US 399, 407-09 (1961), Watkins v Umted States, 354 U.S. 

178, 20 l (1957), Rumely, 345 U S at 42-43 

31 Smee 1975, the Rules of the House have granted committees the power to 

subpoena witnesses and matenals under Rule XI, clause 2(m) See Elizabeth Ryb1ck1 and 

Michael Greene, The Impeachment Process m the House of Representatives, CONGRESSIONAL 

RESEARCH SERVICE R45769, at 4 (Updated Oct 10, 2019), https //bit ly/21GH6ml Pnor to thJS 

rule change, House committees lacked subpoena power absent "resolut10ns providing blanket 

mvest1gatory authonties that were agreed to at the start of a Congress or through authonzmg 

resolut10ns for [an) impeachment mvest1gation" Id The House has not passed a resolution or 

statute authonzmg the House Defendants' Impeachment mqm1y, nor has the House passed a 

resolution or statute authonzmg the House Defendants to issue subpoenas as part of an 

impeachment mvesttgatlon Accordmgly, the subpoena issued to Plamtiff IS vahd only if 1t 1s 

authonzed by Rule XI, clause 2(m) 

32 Rule XI, clause 2(m)(l) of the House Rules govermng the 116th Congress 

authorizes Committee ChaJrs to issue subpoenas "[f)or the purpose of carrymg out any of1ts 

functions and duties under this rule and rule X (mcludmg any matters referred to 1t under clause 

2 of rule XII)" But none of the referenced "functions and duties" expressly mclude 

impeachment mqmnes 

- 12 -
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33. Rule X, clause 1 descnbes the "leg1slat1ve," rather than nnpeachment, 

Junsd1ct10ns of each standmg committee None of the "[g]eneral oversight respons1b1hties" 

listed m Rule X, clause 2 mvolve impeachment proceedmgs Rather, this subsect10n also 

references only leg1slat1ve concerns 

The vanous standmg committees shall have general oversight responsib1hties as 
provided m paragraph (b) m order to assist the House m- ( 1) its analysis, 
appraisal, and evaluation of- (A) the application, admm1strat1on, execution, and 
effectiveness of Federal laws, and (B) cond1t1ons and circumstances that may 
md1cate the necessity or desrrab11Ity of enactmg new or additional legislation, and 
(2) its formulation, consideration, and enactment of changes m Federal laws, and 
of such additional legislation as may be necessary or appropnate 

Rule X, clause (2)(a) And none of the "[s]pec1al oversight functions" 1dent1fied m clause 3 or 

the "[a]dd1t1onal funct10ns of committees" m clause 4 reference impeachment proceedmgs either. 

34. Likewise, no provis10n m Rule XI assigns functions or duties regardmg 

impeachment proceedmgs And while Clause 1 (b )(1) does provide that"[ e Jach committee may 

conduct at any time such mvest1gat1ons and studies as 1t considers necessary or appropnate 1n the 

exercise of its respons1b1ht1es under rule X," Rule X concerns only leg1slat1ve respons1b1ht1es 

and does not ment10n impeachment 

35 Nor does Rule XII, clause 2 assign any impeachment functions or duties It sets 

forth procedures for the Speaker to refer bills, resolutions, and other matters to committees. See 

Rule XII, clause 2 

36 The House Defendants appear to acknowledge that they have not been authonzed 

to issue subpoenas m aid of an impeachment mqmry Instead, they have stated that the subpoena 

to Plamt1ffwas "issued by the Pennanent Select Cornrmttee on Intelltgence under the Rules of 

the House of Representatives m exercise of Its oversight and leg1slat1ve 1urzsd1ct10n " Exh1b1t 

A at I ( emphasis added) 

- 13 -
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3 7 It ts unclear whether a House committee has the authority to issue subpoenas to 

mvestigate potentially illegal conduct by an impeachable officer outside the scope of a properly 

authorized impeachment mqmry In Trump v Mazars USA, LLP, Judge Rao observed, m 

dissent, that "[1]nvest1gations of impeachable offenses simply are not, and never have been, 

w1thm Congress's legislative power" No 19-5142, 2019 WL 5089748 (DC Cir Oct 11, 2019) 

at *26 (Rao, J , d1ssentmg) Judge Rao opmed that longstandmg pnnc1ples of separat10n of 

powers preclude the Legislative Branch from mvest1gatmg, prosecutmg, and rendering Judgment 

on alleged wrongdomg except when exercismg Its impeachment powers, which are 1ud1cial m 

nature See 1d at *31-32 (Rao, J, d1ssentmg) And she concluded that historical practice gomg 

back to the Foundmg has consistently drawn a sharp distmction between congress10nal 

mvest1gations for leg1slat1ve purposes and mvest1gations mto mtsconduct by impeachable 

officials See id at *34-41 (Rao, J, d1ssentmg) 

38 Judge Rao advanced these pomts m dissent The maJority m Mazars disagreed 

with her analysis, holdmg mstead that Rule XI, clause 2(m) authonzed the House Oversight 

Committee to issue a subpoena m furtherance of an mvest1gat10n mto alleged mtsconduct by the 

President Id at *22-26 If the maJonty rulmg remams undisturbed (the President has pettt10ned 

for review by the en bane Court of Appeals and md1cated his mtent10n to seek Supreme Court 

review 1fh1s en bane pet1t10n 1s demed), 1t would be bmdmg here and would reqmre the 

conclusion that the subpoena JSsued to Plamtiffby the House Defendants 1s authonzed by the 

House Rules But Plamt1ffra1ses the issue here to preserve 1t pendmg final resolution of the 

Mazars case 

- 14 -
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CLAIM FOR RELIEF 

COUNTI 

Declaratory Judgment 

39 Plamtrff mcorporates by reference and realleges the precedmg paragraphs, as 1f 

set forth fully herem. 

40 Plamtiff 1s bound by his oath of office to abide by the lawful constJtut1onal 

commands of both the President and the House of Representatives 

41. Plamt1ff has a duty to abide by a lawful constitutJonal assertion of immunity by 

the President and a lawful mstruct1on by the President that he declme to testify before Congress 

concemmg his official duties as a close adVIsor to the President 

42 PlamtJff likewise has a duty to comply with a lawful const1tut1onal subpoena 

issued to him by a duly authonzed committee of the House ofRepresentatJves 

43 The House Defendants assert that PlamtJff 1s lawfully obligated to comply with 

the subpoena they issued to him, and it 1s a federal cnmmal offense to w11lfully fail "to give 

testimony or to produce papers" m response to a lawful subpoena issued by "any committee of 

either House of Congress, pumshable by a fine of not more than $1,000 nor less than $100 

and 1mpnsonment ma common3rul for not less than one month nor more than twelve months" 

2 USC § 192 

44 President Trump asserts that Plamt1ffis lawfully obltgated to abide by the 

President's assertion of1mmun1ty from Congressional process and his mstruct1on that Plamttff 

not appear and testify m response to the subpoena 

- 15 -
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45 Plamt1ffhas reasonable cause to be uncertam whether the subpoena issued to 

Plamt1ffby the House Defendants was duly authonzed by the House and 1s thus vahd and 

bmdmg on Plamt1ff. 

46 Plamtiff has reasonable cause to be uncertam whether the President's assertion of 

1mmumty on behalf of Plamt1ff 1s vahd and bmdmg on Plamtiff. 

47 It 1s not possible for Plamtiffto satisfy the commands of both the House 

Defendants on the one hand, and President Trump on the other 

48 Plamt1ff 1s neither authonzed n01 able to resolve a Const1tut1onal dispute between 

the Legislative and Executive Branches of our Government, mstead, "[ 1 ]t 1s emphatically the 

provmce and the duty of the Judicial department to say what the law ts" Marbury, 5 US at 177 

49 Accordmgly, Plamtiff1s "an mterested party seekmg" a declarat10n ofhts "nghts 

and other legal relat10ns" with the House Defendants on the one hand, and the President on the 

other See 28 U S C § 220 l (a) Plamt1ff takes no position on whether the command of the 

Leg1slat1ve Branch or the command of the Executive Branch should prevail, he seeks only to 

carry out whichever const1tut10nal obbgat1on the Jud1c1al Branch detenrunes to be lawful and 

bmdmg on Plamt1ff 

PRAYER FOR RELIBF 

WHEREFORE, Plamt1ff respectfully prays that this Court 

A Pursuant to 28 U S C §§ 2201 and 2202, enter declaratory reltef as follows 

1. Declare whether the subpoena ISsued by the House Defendants to Plamt1ff 

1s authonzed by, and valid under, House Rules, and 

2 Declare whether the President's assertion of tffilnUlllty from Congressional 

process on behalf of Plamt1ff 1s valid and bmdmg on Plamt1ff 
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B Expedite its cons1deratton and resolut10n ofth1s case m hght of the pendmg 

impeachment proceedmgs 

C Grant such other and further rehef as may be Just and proper under the 

cJrcumstances. 

October 25, 2019 Respectfully submitted 

Isl Charles J Cooper 
Charles J Cooper, Bar No 248070 
Michael W Ktrk, Bar No 424648 
Shelby Baird* 

COOPER & KIRK, PLLC 
1523 New Hampshire Avenue, NW 
Washmgton, DC 20036 
Telephone (202) 220-9600 
Facs1m1le. (202) 220-9601 
Email· ccooper@cooperkirk com 

Counsel for Plamtif.fCharles M Kupperman 

*D.C Bar Apphcat1on Pendmg, Admitted 
m Pennsylvania 
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Subject, 
Date: 
Attachments: 

fW. Dr. Kuppennan Depos,bon Subpoena • Hoose Impeadvnent Inquuy 
Friday, OctDber 25, 2019 5:57:17 PM 
20191025 • Subpoena lwpperman pdf 
ATIOOOOl htm 
liouse Deoosl!JolJ Reoulabons pdf 
ATT00002.htm 
ttouse Resolutloo 6 Sec to3fa).pdf 
AJJ00003 him 
HPSCI Rules of Procedure pdf 
Afil0004 him 

Resent-From: "Proofpoin 
From: "Mitchell, Nicolas" 
Date: October 25, 2019 at 
Resent-To: <mkirk@cooperktrk.com> 

• ' · " •· · k com>, Chuck Cooper 

Mr. Kirk and Mr. Cooper: 

Pursuant to the House of Representatives' impeachment inquiry, we are hereby 
transmitting a subpoena that compels your chent, Dr. Charles Kupperman, to appear at 
a previously scheduled deposition on October 28, 2019, at 9:30 a.m., at The Capitol, 
HVC-304. 

The subpoena Is being issued by the Permanent Select Committee on Intelligence 
under the Rules of the House of Representatives in exercise of its oversight and 
legislative junsdiction and after consultation with the Committee on Foreign Affairs and 
the Committee on oversight and Reform. The testimony shall be part of the House's 
impeachment inquiry and shared among the Committees, as well as with the 
Committee on the Judiciary as appropriate. Your client's failure or refusal to comply 
with the subpoena, including at the direction or behest of the President, the White 
House, or the State Department shall constitute evidence of obstruction of the House's 
impeachment inquiry and may be used as an adverse inference agamst the President. 

In light of recent attempts by the Administration to direct witnesses not to appear 
voluntanly for depositions, the enclosed subpoena compels your client's mandatory 
appearance. 

Enclosed are copies of the House Deposition Rules, Section 103(a) of H. Res. 6, and 
HPSO's Rules of Procedure for your information. 

Kindly confirm receipt. Thank you. 

ELAatl 
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Nicolas A Mitchell 
Semor Invest1ga1:tve Counsel 
House Permanent Select Committee on Intelhgence 

Ex.Aat2 
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SUBPOENA 

BY AUTHORITY OF THE HOUSE OF REPRESENTATIVES OF THE 
CONGRESS OF THE UNITED STATES OF AMERICA 

To _ _,_P,_I'. ___ • _.,.C-/l ___ -r ___ r_/<.~~"---K~"'~lflF-+\9_!<. ___ l""'~fV1~"' .... Q...._ _______________ _ 

□ 

You are hereby commanded to be and appear before the 
House Permanent Select Committee on Intelligence 

of the House of Representatives of the Umted States at the place, date, and time specified below. 

to produce the things identified on the attached schedule touching matters of inquiry committed to said 
committee or subcommittee; and you are not to depart without leave of said committee or subcommittee. 

I 
Pl= ofpro®ct;oo 

. Date:________ Time· ________ _ 

to testify at a deposition touching matters of inquiry committed to said committee or subcommittee; 
and you are not to depart without leave of said committee or subcommittee 

Place oftestimony.--'"/fi;..;.P-"'5:'->?""'"'-/-,r' _,_/f'-v--t:_--='S,,,__fl_t-/,_,,_1 _--r-ii.,__,._ll.:..::~::...-......;:;~;.:....;.--'"""n-'-<?-=L=---­

Date: / 0 /2. ~ / I'? Time ___,9_·_;;.· 3...:;.t'.....;;?7~, hi....:...;..•_ 

0 to testify at a hearing touching matters of inquiry committed to said committee or subcommittee; and 
you are not to depart without leave of said committee or subcommittee. 

I 

Pl•~ of """''"'" 

. Date:________ Time 

To U.S. Marshals Service, or any authorized Member or congressional staff 
____________________________ to serve and make return. 

W 1tncss my hand and the seal of the House of Representatives of the United States, at 

the city of Washington, D.C. this J./ $r day of,,,_._'-,1,-++c=;;;._=' 2019 . 

Ex.Aat3 
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PROOF OF SERVICE 

Subpoena for Dr. Charles Kupperman 

Address Clo Michael W. Kirk, Esq., Cooper & Kirk, PLLC, 1523 New Hampsh1re Ave., N, W. 

Washington, D.C. 20036 

before the Permanent Select Comm1t!ee on lntefhgence 

US House of Representatives 
ll6th Congress 

Served by (print name) _M_a_h_e_r _B_it_ar _____________________ _ 

Title General Counsel 

Manner of service _E_le_c_tr_o_n_ic_M_a_i_l _____________________ _ 

Date \0 /2.S: / .2.010\ 

Signature of Server (.A.t--£~ 
Address Permanent Select Committee on Intelligence, HVC-304, U S. Capitol 

Ex.Aat4 
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Mr. Charles J. Cooper 
Cooper & Kirk, PLLC 
1523 New Hampsh.iJ:e Ave., N.W. 
Washington, D.C. 20036 

Dear Mr. Cooper: 

THE WHITE HOUSE 

WASHINGTON 

October 25, 2019 

I write it1 response to your request regarding the subpoena issued to your client, Charles 
Kuppennan, by the Permanent Select Committee 011 Intelligence of the United States House of 
Representatives {the "Committee") 011 October 25, 2019. The subpoena directs Mr. Kuppe1man 
to appear to testify at a deposition at9:30 a.m. on Monday, October 28, 2019. 

The Department of Justice (the "Department") has advised me that Mr. Kuppe1ma11 is 
absolutely inuuune from compelled congressional testimony with respect to matters related to his 
service as a senior adviser to the President. See Letter to Pat A. Cipollone, Counsel to the 
President, from Steven A. Engel, Assistant Attorney Geneml, Office of Legal Counsel (October 
25, 2019). The Department has long taken the position-across administrations of both political 
parties-that "the President and his immediate advisers are absolutely immune from testimonial 
compulsion by a Congressional committee." Immunity of the Former Counsel to the President 
fiwn Compelled Congressional Testimony, 31 Op. O.L.C. 191, 191 (2007) (quoting Assertion of 
Executi11e Privilege with Respect to Clemency Decision, 23 Op. O.L.C. 1, 4 (1999) (opmion of 
Attomey General Janet Reno)); Immunity of the Counsel to the President fi·om Compelled 
Congressional Testimony, 20 Op. O.L.C. 308, 308 (1996), That immunity arises from the 
President's position as head of the Executive Branch and from Mr. Kupperman's former position 
as a senior adviser to the President, specifically Assistant to the President and Deputy National 
Security Advisor. 

As the Department's letter states, Mr. Kupperman qualifies as a senior presidential adviser 
entitled to immunity. The Depal'tment's opinions on this topic have consistently recognized that 
this immunity extends to immediate advisers "'who customarily meet with the President on a 
regular 01· frequent basis,' and upon whom the President relies directly for candid a11d sound 
advice." Immunity of the Assistant to the President and Director of the Office of Political Strategy 
and Outreach from Congressional Subpoena, 38 Op. O.L.C. _, at *2 (June 15, 2014) (quoting 
Memorandum from William H. Rehnquist, Assistant Attorney General, Office of Legal Counsel, 
Re: Power of Congressional Committee lo Compel Appearance or Testimony of "White House 
Staff" at 7 (Feb. 5, 1971)). Accordingly, Mr. Kuppe1'man ca1111ot be compelled to appear before 
the Committee because "[s]ubjecting a senior presidential advisor to the congressional subpoena 
power would be akin to requiring the President himself to appeal' before Congress on matters 

Ex.Batt 
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Mr. Charles Cooper, Esq. 
Page2 

relating to the performa11ce of his constilutionally assig11ed executive functions." Assertion of 
Executive Privilege with Respect to Clemency Decision, 23 Op. O.L.C. al 5. The constitutional 
inununity of current and former senior advisers to lhe P!'esident exists to protect the institution of 
the Presidency and, as stated by former Attorney General Reno, "may not be overborne by 
competing congressional interests." Id. 

Accordingly, it1 order to protect the prerogatives of the Office of President today and in the 
foture, and in response to your request, the President directs Ml'. Kupperman not to appear at the 
Committee's scheduled l1eari11g on Monday, October 28, 2019. This long-standing principle is 
finuly rooted in the Constitution's separation of powers and protects the core functions of the 
Presidency, and this office is adhering to this well-established precedent in order to allow future 
Presidents to effectively execute the responsibilities of the Office of President. I also attach the 
letter opinion provided by the Department regardit1g Mr. Kuppennan's inmmnity. 

Thank you for your attention to this matter. Please do not hesitate to contact me or Mike 
Purpura if you have any questions. 

~-
Pat A. Cipollone 
Counsel to the President 

Ex.Bat2 
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Office of the AsSJstant Attorney General 

U.S. Department of Justice 

Office ofLegal'Counsel 

Washmgftm, DC 20530 

October 25, 2019 

Pat A. Cipollone 
Counsel to the President 
The White House 
Washington, DC 20500 

Dear Mr. Cipollone. 

Today, the Pennanent Select Committee on Intelligence of the House of Representatives 
issued a subpoena seeking to compel Charles Kupperman, fonner Assistant to the President and 
Deputy National Security Advisor, to testify on Monday, October 28. The Committee 
subpoenaed Mr. Kupperman as part of its purported impeachment inquiry into the conduct of the 
President. TI1e Administrat10n has previously explained to the Committee that the House has not 
authorized an impeachment inquiry, and therefore, the Committee may not compel testimony in 
connection with the inqmry. Setting aside the question whether the inquiry has been lawfully 
authonzed, you have asked whether the Committee may compel Mr. Kupperman to testify even 
assuming an authorized subpoena We conclude that he is absolutely immune from compelled 
congressional testimony in his capacity as a former senior adviser to the President. 

The Committee seeks Mr. Kupperman's testimony abou~ matters related to his official 
duties at the White House. We understand that Committee staff informed Mr. Kupperman' s 
private counsel that the Committee wishes to question him about the telephone call between 
President Trump and the President of Ukraine thattook place on July 25, 2019, during Mr. 
Kupperman's tenure as a presidential adviser, and related matters. See "Urgent Concern" 
Determinatton by the Inspector General of the Intelligence Community, 43 Op. O.L.C. __, at *1-
3 (Sept. 3, 2019) (discussing the July 25 telephone call) 

The Department of Justice has for decades taken the position, and this Office recently 
reaffirmed, that "Congress may not constitutionally compel the President's seruor advisers to 
testify about their official duties." Testimonial Immunity Before Congress of the Former 
Counsel to the President, 43 Op. O.L.C. _, at *l (May 20, 2019) ("Immunity of the Former 
Counsel") This testimonial immunity is rooted in the separation of powers and derives from the 
President's status as the head ofa separate, co-equal branch of government. See id at *3-7. 
Because the President's closest advisers serve as his alter egos, compelling them to testify would 
undercut the "independence and autonomy" of the Presidency, id at *4, and interfere directly 
with the President's ability to faithfully discharge his responsibilities. Absent immunity, 
"congressional committees could wield their compulsory power to attempt to supervise the 
President's actions, or to harass those advisers in an effort to influence their conduct, retaliate for 
actions the committee disliked, or embarrass and weaken the President for partisan gain." 
Immunity of the Assistant to the President and Director of the Office of Political Strategy and 
Outreach From Congressional Subpoena, 38 Op. O.L.C. _, at *3 (July 15, 2014). 

Ex.Bat3 
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Congressional questioning of the President's senior advisers would also undermine the 
independence and candor of executive branch deliberations. See Immunity of the Former 
Counsel, 43 Op O.L C. at *5-7, Administrations of both political parties have insisted on the 
immuruty of semor presidential advisers, which is critical to protect the institution of the 
Presidency. Assertion of Executzve Privilege with Respect to Clemency Dec1s1on, 23 Op O.L.C. 
l, 5 (1999) (A.G. Reno). 

Mr, Kupperman qualifies as a senior presidential adviser entitled to immunity The 
testimonial immunity applies to the President's "immediate advisers-that is, those who 
customarily meet wtth the President on a regular or frequent basis." Memorandum for John D. 
Ehrlichman, Assistant to the President for Domestic Affairs, from William H. Rehnquist, 
Assistant Attorney General, Office of Legal Counsel, Re Power of Congressional Committee to 
Compel Appearance or Testimony of "White House Staff" at 7 (Feb S, 1971). Your office has 
mformed us that Mr. Kupperman served as the sole deputy to Nat10nal Security Advisor John R. 
Bolton, and briefly served as Acting National Security Advisor after Mr. Bolton's departure. As 
Deputy National Security Advisor, Mr. Kupperrnan generally met with the President multiple 
times per week to advise him on a wide range ofnat10nal security matters, and he met with the 
President even more often dunng the frequent periods when Mr Bolton was traveling. Mr. 
Kupperman participated in sensitive internal deliberations with the President and other senior 
advisers, maintained an office in the West Wing of the White House, traveled with the President 
on official trips abroad on multiple occasions, and regularly attended the presentation ofilie 
President's Daily Brief and meetmgs of the National Secnnty Council presided over by the 
President. 

Mr. Kupperman's immunity from compelled testimony is strengthened because his duties 
concerned national secunty, The Supreme Court held in Harlow v Fitzgerald, 457 U.S. 800 
(1982), that senior presidential advisers do not enjoy absolute immunity from civil liability-a 
holding that, as we have previously explained, does not conflict with our recognition of absolute 
immunity from compelled congressional testimony for such advisers, see, e g, Immunity of the 
Former Counsel, 43 Op. O.L.C at *13-14 Yet the Harlow Court recognized that "[f]or aides 
entrusted with d1scret1onary authonty in such sensitive areas as national security or foreign 
policy," even absolute immunity from suit "might well be justified to protect the unhesitating 
performance of functions vital to the national interest." 457 U.S. at 812; see also id at 812 n.19 
("a derivative claim to Presidential 1mmumty would be strongest in such 'central' Presidential 
domains as foreign policy and national security, m which the President could not discharge his 
smgularly vital mandate without delegating functions nearly as sensitive as his own"), 

Immunity is also particularly justified here because the Committee apparently seeks Mr. 
Kupperman's testimony about the President's conduct of relations with a foreign government. 
The President has the constitutional responsibility to conduct diplomatic relations, see Assertion 
of Executive Privilege for Documents Concerning Conduct of Foreign Affairs with Respect to 
Haiti, 20 Op. 0 L.C. 5, 7 (1996) (AG. Reno), and as a result, the President has the "exclusive 
auiliority to determine the time, scope, and objectives ofintemational negotiations." 
Unconstuutwnal Restrictions on Activities of the Office of Science and Technology Policy m 
Section I 340(a) of the Department of Defense and Full-Year Continuing Appropriatwns Act, 
2011, 35 Op. 0 L.C _, at *4 (Sept. 19, 2011) (quotation marks omitted) Compelling testimony 
about these sensitive constitutional respons1b11!ties would only deepen the very concerns-about 

2 Ex. B at4 
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separation of powers and confidentiality-that underlie the rationale for testimonial immunity. 
See New York Times Co. v United States, 403 U.S. 713, 728 (1971) (Stewart, J., concurring) 
("[I]t is elementary that the successful conduct of international diplomacy and the maintenance 
of an effective national defense require both confidentiality and secrecy."). 

Finally, it is inconsequential that Mr. Kupperman is now a private citizen. In Immunity of 
the Former Counsel, we reaffirmed that for purposes of testimonial immunity, there is "no 
matenal distinction" between "current and former senior advisers to the President," and 
therefore, an adviser's departure from the White House staff"does not alter his immunity from 
compelled congressional testimony on matters related to his service to the President." 43 Op. 
O.L.C. at *16; see also Immunity of the Former Counsel to the President from Compelled 
Congressional Testimony, 31 Op. O.L.C. 191, 192-93 (2007). It is sufficient that the Committee 
seeks Mr. Kupperman' s testimony on matters related to his official duties at the White House. 

Please let us know ifwe may be offurther assistance. 

Steven A. Engel 
Assistant Attorney General 

3 Ex.Bat5 
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MISCELLANEOUS TEXT (FEC Form 99) 

NAME OF COMMITTEE (In Full) 
DONALD J. TRUMP FOR PRESIDENT, INC 

hng Address 725 FIFTH AVENUE 

Ctty 

NEW YORK 

January 20, 2017 
Processing D1v1s1on 
Federal Election Comrmss1on 
999 EST NW 
Washington, DC 20463 

To Whom It May Concern 

State ZIP Code 
NY 10022 

765 

FEC IDENTIFICATION NUMBER 

000580100 

PAGE1I1 

While this does not constitute a formal announcement of my candidacy for the 2020 election, because I have reached the 
legal threshold for filing FEC Form 2, please accept this letter as my Form 2 for the 2020 election in order to ensure 
compliance with the Federal Election Campaign Act See 52 USC 30102(e)(1), 11 CF R 100 3(a)(1) 

Sincerely, 

Donald J Trump 

_______ ............................................................ ·----·--------· .. ··· ................................ . 
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FAITHFUL EXECUTION AND ARTICLE II 

Andrew Kent,' Ethan J Leib~' & Jed Handelsman Shugerman'*' 

Article II of the U S Constitution twice '1nposes a duty of faithful eucution on the 
P, es,dent, who must "take Care that the Laws be faithfully e>-ecuted" and take an oath ar 
affirmation to 'J'azthfully execute the Office of President" These Faitliful Execution 
Clauses are cited often, but their background and original meaning have never been fully 
explored Courts, the executive branch, and many scholars 1·ely on one or both clauses as 
support for expansive ,news of presidential power, for example, to go beyond standing law 
to defend the nation in emergencies, to withhold documents from Congress or the courts, 
or to refuse to fully e;i,ecute statutes on grounds of unconst,tut,onaltty or for policy reasons 

This A rt,cle ,s the first to exp/are tl,e textual roots of these clauses from the time of Magna 
Ca,ta and medieval England, through colonial America, and up through the Ph,ladelph,a 
Convention and ratif,catwn debates We ftnd that the langua.ge of 'Jaithful execution." 
was for centuries before I 787 ve,y commonly associated with the pe,jonnance of public 
and private offzces- especially those in winch the officer had sozne control over the publtc 
ftsc "Faithful e:,,ecut,on" language applied not only to senior government officzals but to 
a vast number of more ministenaJ officers, too We contend that it imposed three 
interrelated requirements on officeholders (I) a duty not to act ultra vzres, beyond the 
scope of one'.< qffice, ( 2) a duty not to misuse an qffzce~funds or take unauthonzed profits, 
a,id (3) d,ltgent, ca,efttl, good faith, honest, and impartial e>,ecution of law or office 

These three duties of fidelity look a lot like ftduc,ary duties in modem private law This 
'Jid-uciary" reading of the original meaning of the Fazt!iful E:.,ecutzon Clauses ,night have 
importanJ ,n,pltcatwns "' modem constttutwnal law Our histary supports readings of 
Article II of the Const,tution,Jor example, that limit Presidents to exercise their power ,n 
good faith, for the public mtezest, and notfo1 reasons of self-dealing, self-protectwn, or 
other bad faith, personal purposes So understood, Article II may thus place some limits 
on the pardon and re,noval authority The history we present also supports readings of 
Article fl tkot tend to subordinate p,·eszdent,al power to congressional direction, limiting 
presidential non-enforcement of statutes, ond per/taps constraining agencies' 
interpretations of statutes to pursue Congress's obJect,ves Our conclusions undenn,ne ,n,penal 
and prerogative clauns ft>r the presidency, daims that are sometimes, m our estimatio,i, 
nnproperly traced to di mens tons of the clauses requiring the President's fait/iful e>,ecut,on 

• Professor of Law, Fordham University School of Law 
" John D Calaman Distmgmshed Professor of Law, Fordham Umversity School of Law 

**¥ Professor of Law, Fordham University School of Law This article benefitted greatly from 
piesentatwns at the Columbia Law School Legal History Workshop, NYU School of Law Legal 
History Colloqumm, Origmahsm Works-m-Progiess Conference at the Umvetsity of San Diego 
School of Law, National Conference of Constitutional Law Scholars at the Umversity of Arizona 
Law School, Georgetown Advanced Constltuuonal Law Semmar, and faculty workshops at Fordham 
and the Umvers1ty of Pennsylvania Law School/Wharton Legal Studies Department Thanks to 
the orgamzers and participants m those conferences and workshops For helpful comments and 
discussions, thanks also to Nestor Davidson, Martm Flaherty, Jonathan Gienapp, David Golove, 
Philip Hamburger, John Hamson, Dame! Hulsebosch, Aziz Huq, Soplua Lee, Thomas Lee, Serena 
Mayen, Michad McConnell, Bernadette Meyler, John Mikhail, Julian Mortenson, Wilham Nelson, 
Victoria Nourse, Richard Primus, Michael Rappaport, Stephen Sachs, Matthew Stephenson, and 
Wilham Treanor We also thank John Shaw and Fordham hbranans Janet Kearney and Gail 
McDonald for their research assistance 
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2or9] FAITHFUL EXECUTION AND ARTICLE II 2II3 

INTRODUCTION 

The faithfulness of a President to the Constitutrnn, the laws, and the 
ideals and traditions of the Umted States 1s at issue as never before 

The American people today are confronted with questions that go to the 
foundatrnns of our constitutrnnal system as a ''government of laws, and 
not of men"1 (or women) Presidential powers prev10usly understood as 
plenary are bemg used m ways that many see as destructive of consti­
tutional prmciples and norms May a President fire semor law enforce­
ment personnel, if the purpose 1s to protect himself or close associates 
from a cnmmal mvestigation? May a President use the pardon power 
or his control over classif1catlon and declass1ficat10n of mformat1on for 
the same purposes? Does the Constltut10n have a plan for when 1t ap­
pears that a President may be motivated not by a view of the public 
good but by self-regarding or bad faith purposes? 

We thmk that two frequently cited but poorly understood parts of the 
Constitution speak to these questions Article II of the U S Constitut10n 
twice imposes a duty of faithful execution on the President, who must 
"take Care that the Laws be faithfully executed"2 and take an oath or 
affirmation to "faithfully execute the Office of President "3 Although 
other public servants are "bound by Oath or Affirmation(] to support 
[the] Const1tutlon,"4 no other officeholder has the same constitutional 
command of fidelity And the language of faith appears nowhere else m 
the document, save the requirement that "Full Faith and Credit shall be 
given m each State to the public Acts, Records, and Jud1c1al Proceedmgs 
of every other State "5 

The two clauses requmng faithful execution look somewhat different 
from each other One 1s a straightforward legal command albeit us­
mg the passive v01ce - imposmg a duty throughout tenure m office 
with respect to the laws The other reqmres a promissory oath or affir­
mation with respect to the office, a smgle-occas10n speech act with, m 
Anglo-American culture, a heavily religious flavor, notw1thstandmg the 

1 Marbury v Madison, s US (r Cranch) IJ7, r63 (1803) The phrase 1s older See, e g, JOHN 
ADAMS, NOVANGLUS, OR, A HISTORY OF THE DISPUTE WITH AMERICA, FROM ITS ORIGL."<, 1N 

I 754, TO THE PRESENT TIME, NO VII (I 775), reprinted in THE REVOLUTIONARY WRITINGS 
OF JOHN ADA.'1S 220, 226 (C Bradley Thompson ed, 2000) [heremafter ADAMS WRITINGS] 
C'Anstot!e, Livy, and Hamngton define a republic to be a government of laws, and not of men ") 

2 U S CONST art II, § 3 
3 Id § r We are not the first to note that these two clauses share the element of faithful exe­

cution See, e g, Patncia L Belha, Faithful Execution and Enforcement Discretion, 164 U PA L 
REV r753, r77r-72 (2m6), Michael Stokes Paulsen, The Most Dangerous Branch E:tecutzve Powe, 
to Say What the Law ls, 83 GEO L J 2r7, 26r (r994), David E Pozen, Constitutional Bad Faith, 
r29 HARV L REV 885, 907--08 (2m6), Saiknshna Bangalore Prakash, The Executwe's Duty to 
Disregard Unconstitutional Laws, 96 GEO LJ r613, 1629-30 (2008) 

4 U S CONST art VI, d 3 
5 Id art IV,§ l 
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Const1tut10n 's command that "no rehg10us Test shall ever be reqmred 
as a Quahflcation to any Office or pubhc Trust under the Umted 
States "6 Edward Coke, the seventeenth-century Jurist revered by many 
American framers,7 wrote that an oath necessarily mvolves "callmg 
Almighty God to w1tnesse "8 

Over the centuries, the two Faithful Execution Clauses have pro­
duced w1de-rangmg jurisprudences and have been marshaled m many 
constitut10nal debates The President's oath, often m combmat10n with 
the so-called Take Care Clause, 1s mvoked by participants m debates 
about the power of the President not to enforce or defend congress10nal 
laws on the ground of unconstitut10nahty 9 Both clauses have been cited 
by the executive branch as supporting an executive privilege to withhold 
mternal documents10 and an authority to go beyond or even defy stand­
mg law to protect the nation m emergencies 11 The Supreme Court has 

6 Id art VI,cl 3 
7 See BERNARD BAILYN, THE IDEOLOGICAL 0R1GINS OF THE AMERlCAN REVOLUTION 

30-31, 177, 225 (1967), GORDON S WOOD, THE CREATION OF THE AMERICAN REPUBLIC 
1776-1787, at 138-43 (1969) 

i EDWARD COKE, THE THIRD PART OF THE INSTITUTES OF THE LAWS OF ENGLAND 
164 (London, 1797) (1644) For an expression of thrs v,ew by a prominent Amencan lawyer at the 
Founding, see James Iredell, Address to the North Ca1olina Convention (July 30, 1788), in 4 THE 
DEBATES IN THE SEVERAL STATE CONVENTIONS ON THE ADOPTION OF THE FEDERAL 
CONSTITUTION 192, 196 (Jo11atha11 Elliott ed, Washington, DC, 1836) [hereinafter ELLIOTT] 
At the time the Const1tut1on was written, the affirmation option was not viewed as an accommo­
dation for atheists or 11on-Chnstians - it was for most Americans unthmkable that such persons 
would hold public office See MARC W KRUMAN, BETWEEN AUTHORITY & LIBERTY STATE 
CONSTITUTION MAKING IN REVOLUTIONARY AMERICA 47-49, 96-97 (1997) (d1scussmg reh­
g1ous qual1ficat1ons on officeholdmg m Amencan states durmg the Foundmg era) Rather, the af­
firmation was an accommodation for ChristiallS who belonged to Protestant sects (1100-Anghcan) 
that viewed oath-swearing as profane See ,rifra p 2124 The No Religious Test Clause of the 
Constitutlon was understood to proh1b1t the kind of provisions found in Great Bntam and some 
American states that required an oath or affirmation of orthodox Protestant Chnstian belief as a 
condition of holdmg office See Note, An Ongmalist Analysts of the No Religious Test Clause, !20 
HARV L REV 1649, 1650-52 (2007) 

9 See, e g, Issues Raised by Prov1s10ns Directing Issuance of Official or D1plomal:lc Passports, 
r6 Op O LC r8, 31-33 (1992), AKHIL REED AMAR, AMERICA'S CONSTITUTION 178-79 (2005), 
Christopher N May, Presidential Defiance of "Unconstitutional" Lirws Reviving the Royal Pre­
rogative, 21 HASTINGS CONST L Q 865, 873-74 (1994), Dame! J Meltzer, Lecture, Executive De­
fense of Congressional Acts, 61 DUKE L J n83, rr95-96 (2012), Paulsen, supra note 3, at 261-62, 
Prakash, supra note 3 

JO See, e g, Constltutionahty of the OLC Reporting Act of 2008, 32 Op O LC 14, r6-r7 (2008), 
Response to Cong Requests for fofo Regardmg DeclS!ons Made U11der the Indep Counsel Act, ro 
Op OLC 68,79(1986) 

11 See, e g, Brief for Petitioner at 2-4, 2 7-28, 98-100, Youngstown Sheet & Tube Co v Sa"'Yer, 
343 US 579 (1952) (No 745), First Inaugural Address - First Edition and Revisions (Mar 4, 
1861), in 4 THE COLLECTED WORKS OF ABRAHAMLL'-ICOLN 249, 253 (Roy P Basler ed, r953), 
see also Michael Stokes Paulsen, The Constitution of Necessity, 79 NOTRE DAME L REV 1257, 
1257-58 (2004) (locating m the Presidential Oath Clause and constitutional structure "an overndmg 
prmc1ple of constitutio11al and natwnal self-preservatlon that may even, m cases of extraordi­
nary necessity, trump specific co11Stitutiona1 requnements") 
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agreed with the less aggressive proposition that the Take Care Clause, 
together with other parts of Article II, conveys a large measure of au­
thonty to defend the government and mterests of the Umted States in 
the absence of standing law 12 

The Take Care Clause 1s also part of the justifications for, among 
other thmgs, the President's unfettered ability to remove the heads of at 
least some types of executive agenc1es, 13 federal courts' strict reqmre­
ment of Article III standing, lim1tmg Congress's abrhty to grant broad 
citizen standmg, 14 and presidentially imposed oversight of agency rule­
making, such as mandatory cost-benefit analysis 15 Proponents of pros­
ecutor1al d1scret10n as within the provmce of the Executive mvoke the 
Take Care Clause, 16 as do participants m related debates about pohcy­
based nonenforcement or suspens10n of statutes,17 and presidential 
unpoundment of appropnated funds 18 Most concede that the clause's 
imposition of a duty to execute law implies that the President cannot 
make law,19 but some argue that 1t allows presidential "complet10n" of 
mcomplete statutory regimes 20 

12 See In re Neagle, 135 US 1, 63-64 (1890) 
13 See, e g, Free Ente1 Fund v Pub Co Accountmg Oversight Bd, 561 US 477, 484 (2010), 

Myers v United States, 2 72 US 52, II 7 (1926), see also Suspens10n of Officer, 18 Op Att'y Gen 
318,319 (1885) (citing the Presidential Oath Clause as well) 

14 See, e g, LuJan v Defs of W1ldhfe, 504 US 555, 577 (r992), Allen v Wright, 468 US 737, 
761 (1984), FEC v Akms, 524 US rr, 36 (r998) (Scalia, J, dissentmg) 

15 See, e g, Jack Goldsmith & John F Manning, The Presuient's Completion Power, II5 YALE 
L J 2280, 2295-96 (2006) (discussing Executive Order No 12,291, 3 C FR 128 (1981), and Executive 
Order No r2,866, 3 C FR 638 (1993)) 

16 See, e g, Umted States v Armstrong, 517 US 456,464 (1996), Heckler v Chaney, 470 US 
821, 832 (1985), Umted States v Cox, 342 F 2d 167, r 71 (5th Cir 1965) 

li See, e g, Texas v Umted States, 86 F Supp 3d 591,614 (SD Tex 2015), aff'd, 809 F 3d r34, 
r46 (5th Cir 2015), aff'd by an eqttally dw,ded Court, 136 S Ct 2271 (2016) (mem) (per cur1am) 
(presidential authority fo1 a defened action ,mm1grat10n program), SAJKRISHNA BANGALORE 
PRAKASH, IMPERIAL FROM THE BEGINNING THE CONSTITUTION OF THE ORIGINAL EX­
ECUTIVE 92-97 (2015) (exploring whether the "F,uthful Execution Clause" was written to bar sus­
pensions and dispensations), MICHAEL D RAMSEY, THE CONSTITUTION'S TEXT IN FOREIGN 
AFFAIRS 124 (2007) (suggesting that the Take Care Clause bars the suspension power cla,med by 
English monarchs), Robert J Delahunty & John C Yoo, Drean, On Tlze Obama Administration's 
Nonenforcement of Immigration Laws, t/ze DREAM Act, and the Take Care Clause, 91 TEX L 
REV 781, 784 (2013) (argumg "that the Constitution's Take Care Clause imposes on the President 
a duty to enforce all constitutlonally valid acts of Congress m all s1tnatlons and cases In other 
words there is simply no general p,es1dential nonenforcement power"), Gillian E Met2ger, The 
Consttt1ttio11al Dttty to Supermse, 124 YALE L J 1836, 1878 (2015) (argumg that "the [Toke Care] 
Clause at least embodies the principle that the President must obey constitutional laws and lacks a 
general prerogative 01 suspenswn power'), cf US House of Representatives v Burwell, 130 F 
Supp 3d 53, 70 (D DC 20I5) (addressmg whether "the Executive was unfaithful" to the ACA) 

IS See, e g , Neil M Soltman, Recent Development, The Litnits of Exectttwe Power Impound­
ment of Fttnds, 23 CATH U L REV 359, 366-67 (1973) 

19 See, e g, Medellm v Texas, 552 US 491,532 (2oo8), Youngstown Sheet & Tube Co v Sawyer, 
343 US 579, 587 (1952) 

20 See, e g, Goldsmith & Mannmg, sup,a note 15, at 2303-04 
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And m recent shorter works, we have suggested that the Take Care 
Clause and Presidenhal Oath Clause also speak to contemporary con­
troversies about President Trump's use of the pardon power21 and his 
control over removal of officers in the Department of Justice 22 

Notw1thstandmg all of these claims about the clauses by the Executive, 
courts, and scholars, no one has actually ftgured out where the clauses 
came from or what they were understood to mean when they were 
drafted and adopted 23 Writing about the Take Care Clause, but mak­
mg a pomt that apphes to the Presidential Oath Clause as well, Professors 
John Manmng and Jack Goldsmith note that the Supreme Court tends 
to "treat[] the meanmg as obvious when 1t is anythrng but that," and 
fails to "parse the text" or "examme the clause's historical provenance "24 

Little was said explicitly durmg the Philadelphia 
Convention or the ratification debates m the states about the Faithful 
Execution Clauses,25 but some scholars have noted that the Take Care 
Clause mirrors language found m the post-mdependence constitutions 
of Vermont, New York, and Pennsylvama, and a frame of government 
for colomal Pennsylvama 26 Still, essentially nothmg has yet been dis­
covered or written about the ongm and h1stoncal meamng of the "faith­
ful execution" language they share 

This Article, then, is the first substantial effort to pursue the histor­
ical ongms of the twm commands of faithful execut10n27 and to link 

21 See Ethan J Leib & Jed Handelsman Shugerman, Fiduciary Const,tutwnal,sm Two Legal 
Conclusions, 16 GEO J L & PUB POL'Y (forthcommg 2019) (manuscript at II-13) (on file with the 
Hai vard Law School L1hrru-y), Andrew Kent, Ethan Leib & Jed Shugerman, Self-Pardons, Consti­
tutional History, and Article II, TAKE CARE BLOG (June 16, 2018), https //takecareblog com/blog/ 
self-pardons-consbtutional-history-and-art.Ic!e-n [https 1/perma cc/SR2S-UTX7j, Jed Shugerman & 
Ethan J Leib, This Overlooked Part of the Constitution Could Stop Trump from Abusing His Par­
don Power, WASH POST (Mar 14, 2or8), http //wapo sthpdolzK (https // perma cc/48ZB-YSPE] 

22 Ethan J Leib & Jed Shugerman, Mueller's Recoune, SLATE (Mar 19, 2018), 
https //slate com/news-and-pohbcs/2018/03/Jf-a-tiump-officrnl-fires-the-spec1al-counsel-to-protect­
trump-mueller-can-sue-to-keep-h1s-Job html [https 1/perma cci2C66-WG6H] 

23 See Jack Goldsmith & John F Manmng, The Protea,, Take Care Clause, 164 U PA L REV 

1835, 1836 & n 9 (2016) 
24 Id at 1838 
25 See infra sections IA-B, pp 2121-32, see also MATTHEW A PAULEY, I Do SOLEMNLY 

SWEAR THE PRESIDENT'S CONSTITUTIONAL OATH 107 (1999) f'The wordmg of [the] oath 
occasioned little senous discussion dunng the Constitutional Convention "), Lawrence Lessig & 
Cass R Sunstem, The President and the Administration, 94 COLUM L REV r, 63 (1994) ("[A]t the 
foundmg, the [Take Cate Clause] received relatively little considerabon by pract1cally everyone m 
the debate ") 

26 See infra notes 297, 374 & 377-378 and accompany:mg text, see also PRAKASH, supra note 
r 7, at 96 (noting the lmgmstic s1mtlarities), Bell1a, supra note 3, at I 174 n rr8 (same), Delahunty & 
Yoo, supra note I 7, at 802--03 (same), Zachary S Price, Enforce11ient Discretion and Executive 
Duty, 67 VAND L REV 671, 693 n 75 (2014) (same) 

,; But see Ryan S Krlhan, Faithfully Interpreting "Fruthfully" (Feb 17, 2oq) (unpublished man­
uscript) (on file with the Harvard Law School Library) (concludmg m a sho1t essay drawing upon 
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these findmgs to the ongmal meaning of Article II 28 We do not enter 
the debates about how heavily originahst findings should ultimately 
weigh in the calculus of contemporary constitutional meanmg, or about 
the best form of onginahsm We are satisfied that our archaeological 
proJect here is Justif1ed by the fact that all, or nearly all, constitutional m­
terpreters consider original textual meamng, informed by historical con­
text, to be an important factor in constitutional interpretation,29 and that 
all, or nearly all, varieties of onginalISts will find our methods reasonable 30 

So what does our new history show? The Faithful Execution Clauses 
are linked not only by common words, but also by a common historical 
purpose to hm1t the discretion of public officials The language of 
"faithful execution" at the time of the frammg was very commonly as­
sociated with the performance of public and private offices - especially 
but by no means only those m which the officer had some control over 
the public f1sc The drafters at Philadelphia did not ex nihilo come up 
with the idea of having a chief magistrate who would take an oath of 

contemporaneous usage that "fruthful execution" was a "boilerplate term of art," id at 10, but also 
an example of the '"antt-corruptlon pnnc1ple' ruumattng the Constttutlon," id at 12) 

28 A search for ongmal public meanmg of the Constitution's text 1s currently the most widely 
accepted form of ongmal1st mqm.ry This method IS sometimes also called "new ongmal1sm," "new 
textualism," 01 other names It seeks to discern, as of the time of rat1fical.!on of the const1tut10nal 
text, "the meamng actually communicated to the pubhc hy the words on the page" Randy E 
Barnett, The Gravitational Force of Onginalm1t, 82 FORDHAM L REV 411, 413 (2013), see also 
Andrew Kent, The New Orzganalzsm and the Foreign Affairs Constitution, 82 FORDHAM L REV 
757, 759 (2013) (stating that new or1gmahsm seeks to find "the ob;ec!tve hngu,stic meanmg that the 
text of the Constitution would hkely have had to an American aud,ence at the b.me of adopt10n") 

29 See, e g , PHILIP BOBBITT, CONSTITUTIONAL FATE THEORY OF THE CONSTITUTION 
7-Js (1982), Michael C Dorf, Integrating Normative and Descriptive Constitutional Theory The 
Case of Original Meaning, 85 GEO LJ 1765, 1798-%00 (1997), Richard H Fallon,Jr, A Construc­
tivist Coherence Theory of Constitutional Interpretation, ,oo HARV L REV I r89, 1244-45, 1252-

58 (1987) 
so Because we present overwhelmmg evidence that the Fruthful Execution Clauses were written 

m the language of the law, but see John O McGmms & Michael B Rappaport, The Constitution 
and the Language of the Law, 59 WM & MARV L REV 1321, 1371 n 229 (2018) (findmg the Take 
Care Clause to be ambiguous rather than purely m the language of the law), "ongmal methods" 
origmahsts will be able to mterpret the clauses as lawyers at the ttme of the Foundmg would have 
understood their technical meanmgs See, e g , John O McGmms & Michael B Rappaport, Origi­
nal Methods Origmalism A New Theory of Interpretation and the Case Against Construction, 10.3 
NW U L REV 751, 751-52 (2009) Moreover, because we show that the concept of faithful execu­
tlon of office was so commonly used and well known, other pubhc meanmg ongmahsts who seek 
to discern how mformed lay people would have understood the Constttutlon should find our results 
valuable too See, e g, RANDY E BARNETT, RESTORING THE LOST CONSTITUTION 92 (2004) 
(lookmg to the "meanmg that a reasonable listener would place on the words used m the constttu­
tlonal prov1Sion at the ttme of Its enactlnent"), Michael D Ramsey, M1ssoun v Holland and His­
torical Te~tualtsm, 73 MO L REV 969, 975 (2008) (d1scus.smg "educated and mformed speakers of 
the time") Fmally, because most of the Important drafters of the Constltutton were lawyers or at 
least literate m law and government, see Meet the Framers of the Constitution, NAT'LARCHIVES, 
https //www archives gov/foundmg-docslfoundmg-fathers [https 1/perma cc/NMJ4-JJ7DJ, origmal­
ists who focus on the mtentlons of the drafters should find our research ahout the legal and pohtlcal 
meanmg of "faithful execution" useful 
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faithful execut10n and be bound to follow and execute legal authority 
faithfully The models were everywhere Governors of American colo­
mes pre-mdependence, post-mdependence state governors, executive of­
ficers under the Articles of Confederation government, and other exec­
utives such as mayors and governors of corporations were required, 
before entermg office, to take an oath for the due or faithful execution 
of their office These offmals were directed to follow the standmg law 
and stay w1thm then- hm1ted authority as they executed their offices -
Just as the British monarch was by an oath taken at coronation Anyone 
experienced m law or government m 1787 would have been aware of 
this because 1t was so basic to what we might call the law of executive 
offlceholdmg 

Yet one of our most mterestmg fmdmgs here 1s that commands of 
faithful execution with duties that parallel Artlcle II applied not only to 
semor government officials who might have been plausible models for 
the presidency m Artlcle II, but also to a vast number of less s1gmflcant 
officers It turns out that the U S President, who today bestrides the 
globe m the world's most powerful office, has the commands of fidelity 
with antecedents datmg back centuries m humble offices hke town con­
stable, weigher of bricks, vestryman of the church, recorder of deeds, 
and mspector of flax and hemp In fact, this h1story shows that the 
framers did not borrow the language of the English coronation oaths 
(which did not mclude the word "faithful" or its synonyms), but mstead 
borrowed from the "faithfulness" oaths of m1dlevel or lower offices 
This, we argue, has h1stoncal and legal 1mphcations for debates among 
proponents of royahst and republican understandmgs of the presidency 31 

As we will trace below, this 1mpos1tion of a duty of fidelity on offic­
ers - through oaths and otherwise - by the time of the frammg had 
three basic components or substantive meanings Our first fmdmg, con­
sistent with usage reported m contemporaneous d1ct10nanes, 1s that 
faithful execution was repeatedly associated m statutes and other legal 
documents with true, honest, d1hgent, due, sk1llful, careful, good faith, 
and 1mpart1al execution of law or office Second, the faithful execution 
duty was often imposed to prevent officeholders from misappropriating 
profits that the d1scret1on mherent m their offices might afford them 
Third, the duty was imposed because of a concern that officers might 
act ultra vires, the duty of faithful execution helped the officeholder m­
temalize the obligation to obey the law, mstrument, mstructlon, charter, 
or authonzat10n that created the officer's power 

31 Compare PRAKASH, sup,a note 17, and ERIC NELSON, THE ROYALIST REVOLUTION 
MONARCHY AND THE AMERICAN FOUNDING (2014), with Juhan Davis Mortenson, Article JI 
Vests Executive Power, Not the Royal Prerogative, rr9 COLUM L REV (forthcommg 2019) (man­
uscript on file with authors) 
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What these three aspects of the duty of fidelity have m common is 
that they look a lot hkeftduciary dunes m the private law as they are 
understood today 32 The word "fiduciary" 1s derived from the Latin 
"fides," meanmg "faith," and from "fiducm," meanmg "m trust"33 or a 
"position of trust" or "confidence "34 Although decades of scholarship 
have traced the idea of public offices as "trusts" -- private law fiduciary 
mstruments - from Plato through Cicero and Locke,35 and several 
scholars have found ways to make pomts of contact between that tradi­
tion and our constitutional tradition,36 the Faithful Execution Clauses 
are substantial textual and historical commitments to what we would 
today call fiduciary obligations of the President We do not claim that 
the drafters at Philadelphia took ready-made fiduciary law off the shelf 
and wrote 1t mto Article II But we do assert that the best historical 
understanding of the meanmg of the Faithful Execution Clauses 1s that 
they impose duties that we today - and some m the eighteenth century 
as well - would call f1duc1ary 

Our narrative history takes the followmg form Part I retells the story 
of the role of the Faithful Execution Clauses at the Constitut1onal 
Convent10n and m the ratrf1cation debates m the states We also pursue 
lmgmst1c usage and social practice of the eighteenth century to clarify 
what the Foundmg generation would have thought was involved m 
swearmg an oath or affirmmg to faithfully execute an office, and bemg 
commanded to ensure that the laws are faithfully executed These tra­
ditional sources of original meanmg remam msuffic1ent, however 

Part II thus performs a deeper historical mqmry mto the meanmg of 
faithful execution m the centuries leadmg up to the frarnmg of the U S. 

32 See Ethan J Leib & Stephen R Galoob, Fiduciary Political Theory A Cntique, 125 YALE 

L J r820, 1822 (2016) 
33 See Fiduciary, BLACK'S LAW DICTIONARY (9th ed 2009), I BOUVIER LAW DICTIONARY 

ro75-76 (Stephen Michael Sheppard ed, 2012), 2 HENRY JOHN ROBY, ROMA,'\! PRIVATE LAW IN 

THE TIMES OF CICERO AND OF THE ANTON!NES 98 & n 2 (1902), THE OXFORD DICTIONARY 
OF ENGLISH ETYMOLOGY 354 (CT Omons ed, 1966), ERNEST VINTER, A TREATISE ON THE 
HISTORY AND LAW OF FIDUCIARY RELATIONSHIP AND RESULTING TRUSTS r (3d ed 1955) 

3< Fiduciary, BLACK'S LAW DICTIONARY (9th ed 2009), 2 ROBY, supra note 33, at 98 & n 2, 

VINTER,supra note 33, at r, see OXFORD LATIN DICTIONARY (PG W Glare ed, 2d ed 2012) 
35 See J W GOUGH, JOHN LOCKE'S POLITICAL PHILOSOPHY r36 (2d ed 1973), CE 

VAUGHAN, STUDIES IN THE HISTORY OF POLITICAL PHILOSOPHY 143-57 (1939), Ethan J 
Leib & Stephen R Galoob, Fuluciary Principles and Public Offices, tn THE OXFORD HANDBOOK 

OF FIDUCIARY LAW 303 (Evan Criddle et al eds, 2019) 
36 See, e g, GARY LAWSON & GUY SEIDMAN, "A GREAT POWER OF ATTORNEY" UNDER­

STANDING THE FIDUCIARY CONSTITUTION 33-34 (2017), Paul Fmn, The Forgotten "Trust" 
The People and the State, tn EQUITY ISSUES '\ND TRENDS 13r, !JI (Malcolm Cope ed, 1995), 
Paul Fmn, Public Trust and Public Accountability, 3 GRIFFITH L REV 224, 228 (r994), Robert G 
Natelson, The Constitution a11d the Public Trust, 52 BUFF L REV 1077, 107s..;;s (2004) [heremaf. 
ter Nate!son, The Public Trust], Robert G Natelson, Judicial Revurw of Special Interest Spending 
The General Welfare Clause and t/,e Fiduciary Law of the Founders, n TEX REV L & POL 239, 

245 (2007) [hereinafter Natelson, Judmal Review], Robe,t G Natelson, The Legal O,igins of the 
Necessary and Proper Clause, 111 THE ORIGINS OF THE NECESSARY AND PROPER CLAUSE 52, 

52-53 (2orn) [heremafter Natelson, The Necessary and Proper Clause] 
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Constitution Our archaeology starts m Enghsh law m the per10d of 
Magna Carta and proceeds through the early modern era We then ex­
plore the tumultuous seventeenth century of Stuart kings and two revo­
lutions, where we can identify transit10ns m the rneanmg of "faithful 
execution" and the law of officeholdmg We see this developed conception 
of faithful execution move through English law in Hanoverian Britam un­
til I 787 We also focus attention on the other side of the Atlantic, studying 
North American colomal governments from their earliest days through the 
Revolution of I 7 76 We then examme post-mdependence governance m the 
U S states and at the national level under the Continental/Confederation 
Congress On both sides of the Atlantic, then, we reveal oaths, com­
mands, and bonds of faithfulness that have for centuries in the Anglo­
American trad1t10n applied to executive officers We delmeate which 
offices were given these duties of loyalty - and how the demand of 
faithfulness developed over time 

We then take these histories together m Part III to sketch an account 
of what the Faithful Execution Clauses m the U S Constitution would 
likely have been understood to mean m 1787 Our history supports 
readmgs of Article II of the Constitution that hm1t Presidents to exercise 
their power only when 1t 1s motivated m the public mterest rather than 
m their private self-mterest, consistent with f1duc1ary obligation m the 
private law It also supports readings of Article II that tend to subordmate 
presidential power to congress10nal direct10n, requmng the President to 
follow the laws, mstructlons, and authonzat10ns set m mob.on by the 
legislature As a corollary, these conclus10ns tend to undermme imperial 
and prerogative claims for the presidency, claims that are sometimes, in 
our estimation, improperly traced to d1mens10ns of the Take Care and 
Presidential Oath Clauses What Jud1c1al precedent or historical 
"gloss"37 after 1787 adds to the meamng of"fa1thful execut10n" 1s beyond 
the scope of our mvestigation here But we thmk our historical recon­
struction has continued relevance to ongomg debates about Article II 

It 1s, ultimately, not easy to know how to enforce the constitut10nal 
obhgat10ns we uncover The correct method of mterpretmg and apply­
mg the Constitution m the present day 1s endlessly contested, because 1t 
1s unclear how to evaluate a President's subJective motives and what to 
do about mixed motive cases 38 Moreover, the enforcement mechanisms 
we found for commands of faithful execut10n run the gamut from JudI­
c1al enforcement via damages, fmes, inJunctions, bond forfeiture, and 
cnmmal penalties, to impeachment and removal from office But on the 
substance of the President's faithful execution duties m Article II, we 

3l See, e g, Curtis A Bradley & Trevor W Morrison, Historical Gloss and the Separation of 
Powers, 126 HARV L REV 4n, 413 (2012) 

38 For a recent example of these d1fficulttes, see the confhctmg views m the briefs and opm10ns 
of the Justices m '.frump v Hawau, r38 S Ct 2392 (2018), the travel ban case, and see also Andrew 
Verstem, The Jurisprudence of Mixed Motwes, 127 YALE L J 1106, 1108-14 (2018) 
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conclude that their original meaning includes at least 1) a strong concern 
about avoiding ultra vires action, 2) proscriptions against profit, bad 
faith, and self-dealmg, and 3) a duty of diligence and carefulness 

I FAITHFUL EXECUTION IN x787-1788 EVIDENCE FROM THE 
CONVENTION, RATIFICATION, AND LINGUISTIC USAGE 

The prunary sources for discovering the original meanmg of the Con­
stitution - the records of debates about the framing and ratification of 
the Constitution, and documents ev1dencmg contemporary lmgmstic us­
age, such as dictionaries - provide only some assistance with uncover­
mg the meaning of the Faithful Execution Clauses We bnefly explore 
these sources here, both to emphasize some new findmgs and to motivate 
the need for deeper h1stoncal invest1gat10n We also address the mean­
mg of three other components of the clauses the command to "take 
Care,"39 Just what counts as "the Laws, "40 and the aspect of the presiden­
tial oath promising to "preserve, protect and defend the Constitution "41 

A The Philadelphia Convention 

It is widely accepted that many delegates arrived m Philadelphia m 
the spring of 1787 convinced that the national government needed a 
strong executive 42 The government under the Articles of Confederation 
produced legislative resolves that were nommally bmdmg on the states, 
but there were no means of enforcement, making them m practice prec­
atory After a few years of chaotic execution through ad hoc delegation 
and temporary committees, Congress placed management of war, diplo­
macy, public funds, and a postal system first m standing committees and 
then national-level officers or small departments answermg directly to 
the Congress 43 But the Contmental Congress was a large multimember 
body with frequently changing membership,44 meaning that executive 
management lacked stab1hty, uruty, eff1c1ency, and secrecy 

The experience under post-independence state constitutions also con­
vmced many Philadelphia Convention delegates and other nationalists 
that a strong executive was important to political stability The new 

39 U S CONST art II, § 3 
40 Id 
41 Id § 1 

42 See, e g , FORREST MCDONALD, THE AMERICAN PRESIDENCY AN INTELLECTUAL 
HISTORY 150-53, 16o-63 (1994), CHARLES C THACH, JR , THE CREATION OF THE PRESI­
DENCY, 1775-1789 A STUDY IN CONSTITUTIONAL HISTORY 65-70 (Liberty Fund 2007) (1923) 

43 See, e g, EDMUND CODY BURNETT, THE CONTINENTAL CONGRESS II8-2I, 488-92 
(WW Norton & Co 1964) (1941), JACK N RAKOVE, THE BEGINNINGS OF NATIONAL POLI­
TICS AN INTERPRETIVE HISTORY OF THE CONTINENTAL CONGRESS 193-203, 282-84 
(1979), JENNINGS B SANDERS, EVOLUTION OF EXECUTIVE DEPARTMENTS OF THE 
CONTINENTAL CONGRESS, 1774-1789, at 70-71 (1935) 

44 See RAKOVE, sup,a note 43, at 198 
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constitutions showed what Thomas Jefferson later called "Jealousies 
of executive Magistrate[s] "45 The legislatures dommated these gov­
ernments Many governors were selected by state legislatures, most had 
short terms, restrictions on reehg1bihty, and shared executive authority 
with a governmg council 46 Historians have traced how the lone early 
constJ.tut10n with a strong executive - New York's 177 7 document- and 
the 1780 Massachusetts ConstitutJ.on largely drafted by John Adams,47 a 
believer m vigorous executive power, came to be seen as models for 
many Philadelphia framers because of concerns about legislative abuses 
and the need for an executive counterweight who would also vigorously 
execute the laws 48 

Of course there were some who resisted a strong national executive, 
behevmg that fidelity to prmc1ples of the Revolut10n and repubhcamsm 
mandated that, m Roger Sherman's words to his Philadelphia col­
leagues, the Executive should be "nothmg more" than an agent "for car­
rymg the will of the Legislature" mto effect,49 and should be "absolutely 
dependent on that body "50 

As a result, there was vigorous disagreement at Philadelphia between 
people holdmg views hke Sherman's and the proponents of an mdepend­
ent, powerful Executive - men hke James Wilson, Gouverneur Morns, 
and Alexander Hamilton 51 They battled over whether the Executive 
would be smgle or plural, whether the Executive would be selected by the 
legislature or have an independent electoral base, whether the Executive 
should have a substantial salary, and whether the Executive would have 
elements of the old royal prerogative such as a veto over legislation or 
any abihty to pardon 52 We accept historians' accounts of determined 
contestation at Philadelphia over these issues and a final result in which 

45 THOJ.\,!:AS JEFFERSON, AUTOBIOGRAPHY (I82r), reprinted in I THE WRITINGS OF 
THOMAS JEFFERSON r, u2 (Paul Leicester Forded, New York, GP Putnam's Sons I892) 

46 THACH, supra note 42, at 16-17, see also, e g, WILLI PAUL ADAMS, THE FIRST AMERICAN 
CONSTITUTIONS REPUBLICAN IDEOLOGY AND THE MAKING OF THE STATE CONSTITU­
TIONS IN THE REVOLUTIONARY ERA 2 70--72 (Rita & Robert Kimber trans, Rowman & Little­
field Publishers zoor) (1973), MCDONALD, supia note 42, at 130-35, RICHARD B MORRIS, THE 

FORGING OF THE UNION r 781-I789, at 123-25 (1987), Woon, supra note 7, at 138-43 
47 See JOHN ADAMS, The Report of a Constitution, or Form ofGoventment,fo,· the Common­

wealth of Massachusetts, in ADAMS WRITINGS, supra note r, at 295, 296 
48 See, e g, ADAMS, supra note 46, at 294, THACH, supra note 42, at 76, WOOD, supra note 7, 

at403-09,431-36 
49 James Madison, Notes on the Consutubonal Conventlon (June r, 1787), in 1 THE RECORDS 

OF THE FEDERAL CONVENTION OF 1787, at 64, 65 (Max Farrand ed r9u) [heremafter 
FARRAND'S RECORDS] 

so Id at 68 
51 See, e g, THACH, supra note 42, at 65-r23 
52 MORRIS, supra note 46, at 287----9r, PRAKASH, supra note r7, at 54--SS, THACH, supra note 

42, at 65-r23 
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the proponents of a strong Executive - desmng to preserve the struc­
tural umty and some powers of the British monarchy - got much but 
not all of what they wanted 53 

In comparison, the disputes were mild with regard to the components 
of Article II central to our proJect The Virgmia Plan, presented at the 
outset of the Convention m May by the Virg1ma delegation - which 
mduded James Madison, George Washmgton, and Edmund Ran­
dolph54 - proposed "a National Executive be mstituted and that 
besides a general authority to execute the Nat10nal laws, 1t ought to en­
JOY the Executive rights vested m Congress by the Confederation "55 

Adopted by the Convention as a basis for its openmg discussions,56 this 
plan proposed an oath for state officers, bindmg them to support the 
national government,57 but contained no oath for national officials De­
bate revealed that many but not all delegates believed that oaths were 
an important security that could help hold officers to their duty 58 A 
decade before, Revolutionary War leaders had confronted the problem 
that they and their soldiers were all legally committing treason agamst 
Bntam, and they had no basis for requmng loyalty to the Continental 
Army and the nascent state and national governments 59 They turned 
to loyalty oaths as a legal solution, with more success for officers and 
soldiers than for the general populace 60 By 1778, each state had a loyalty 
oath,61 and 1t was unsurprising that Philadelphia delegates adopted a simi­
lar safeguard 

SJ See, e g, McDONALD, supra note 42, at r6o-8r Wlnle Professor Enc Nelson's account of 
the Conventron debates about Arucle II aligns broadly with what we summarize m the mam text, 
see NELSON, sup,a note 3r, at 184-226, we tlunk he sometrmes over-reads - as a desire for mon­
archy - the views of Americans who desired only that the natlonal chief executive have certam 
monarchical features or powe1s, such as the veto on Jeg1slatron See, e g , td at 222-24 (dIScussmg 
aspects of Alexander Hamilton's views on execuuve power that had attributes m common with 
royal p1 erogative) 

54 Journal of the Constrtuttonal Convention (May 25, 1787), ,n r FARRAND'S RECORDS, supra 
note 49, at r 

ss James Madison, Notes on the Const1tutronal Convenuon (May 29, r787), in I FARRAND'S 
RECORDS, sup, a note 49, at I 7, 2 I 

56 Id at 23 
57 Id at 22 ("Resd that the LegISlatrve Exe<:ut:J.ve & Judiciary powers w1thm the seve1al States 

ought to be bound by oath to support the artrcles of Umon[ ]") 
ss James Mad,son, Notes on the Consutut:J.onal Convention CTune n, 1787), in r FARRAND'S 

RECORDS, supra note 49, at r96, 203 (Edmund Randolph), James Madison, Notes on the Constt­
tutlonal Conventlon Guly rr, r787), in I FARRAND'S R.EcORDS, supra note 49, at 578, 583--84 
(Gouverneur Morns), James Madison, Notes on the Const,tutronal Convent:J.on (July 23, r787), in 2 
FARRAND'S RECORDS, supra note 49, at 87, 81 (Elbndge Gerry) 

59 HAROLD M HYMAN, TO TRY MEN'S SOULS LOYALTY TESTS IN AMERICAN HISTORY 

73 (r959) 
60 See td at 79-84 
61 Id at 85 
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Some delegates, hke Wilson, voiced doubts about the efficacy of 
government-mandated oaths, however 62 As discussed m Part II below, 
oaths were used for centuries by the English state - and continued to 
be used at the time the U S Constitut10n was written to exclude 
Catholics and d1ssentmg (non-Anglican) Protestants from public office, 
to formally mandate allegiance to the Crown, and to assert royal control 
over church affairs They were thus heartily d1shked by many religious 
mrnonties Wilson was born mto a Presbyterian Scottish family and 
may have learned early that religious test oaths were oppressive 63 In 
addition, some Protestant sects - mcludmg some Presbyterians and 
most Quakers, who were a large and powerful group m Pennsylvania 
(Wilson's adopted home state)-refused oaths because they found them 
to be a profane takmg of the Lord's name m vam 64 But the supporters 
of oaths m the Const1tut10n greatly outnumbered opponents at 
Philadelphia 65 Given' the ub1qmty of oaths of office m Anglo-American 
law, and widespread agreement that they should be mcluded m the 
Constitution, 1t seems that many statesmen at the end of the eighteenth 
century still agreed with an earher seventeenth-century author that an 
oath was "the safest knot of c1V1l society, and the firmest band to tie all 
men to the performance of their several duties ''66 

Early m the Convent10n, the delegates took several votes that sug­
gested a reJection of a presidency with broad prerogative powers over 
legislation James Wilson's proposal for an absolute veto, for example, 
was dec1s1vely reJected,67 as was an ambiguous proposal by Pierce 
Butler to grant the President some kmd of suspendmg or temporary veto 

62 James Madison, Notes on the Constitutional ConventJ.on (July 23, r787), supra note 58, at 87 
63 See CHARLES PAGE SMITH, JAMES WILSON FOUNDING FATHER, 1742-1798, at 7--8 

(r956), Alasdair Raffe, Scottish State Oaths and the Revolution of r688-z690, in SCOTLAND IN 
THE AGE OF Two REVOLUTIONS r81--82 (Sharon Adams & Julian Goodare eds, 2014) (discuss• 
mg Scottish Presbyterian obJect1ons to the rehg10us test oaths) 

64 These Protestant sects cited several parts of the New Testament, mcludmg the Sermon on the 
Mount. See Matthew 5 33-37 (Kmg James) f'Again, ye have heard that it hath been said by them 
of old 1:!me, Thou shalt not forswear thyself, but shalt perform unto the Lotd thme oaths but I say 
unto you, Swear not at all, neither by heaven, for it 1s God's throne nor by the earth, for 1t 1s his 
footstool neither by Jerusalem, for 1t 1s the ctty of the great Kmg Neither shalt thou swear by thy 
head, because thou canst not make one hair white or black But let your commumcatlon be, Yea, 
yea, Nay, nay for whatsoever 1s more than these cometh of evil '1 But other Chnsb.ans disagreed 
"They noted that Matthew 5 could not be taken ltterally smce God commanded his people to swear 
m the Old Testament (Deut 6 13, ro 20) and the apostle Paul swore m his epistles (Rom 9 r, Gal 
I 20,Phtl r 8)" JONATHANMICHAELGRAY,0ATHSANDTHEENGLISHREFORMATION 17 (2013) 

65 James Madison, Notes on the Constltutional Convenb.on (July 23, 1787), supra note 58, at 88 
(resolution on oaths adopted "nem con "-without dissent), Journal (Aug 27, Ii87 ), in 2 FARRAND'S 
RECORDS, supra note 49, at 422,427 (presidential oath vote 7 ayes, r no, 2 absent) 

66 JC D Clark, Religion and Political Identity Samuel Johnson as a NonJuroi-, in SAMUEL 
JOHNSON IN HISTORICAL CONTEXT 79, 8I (Jonathan Clark & Howard Erskme-Hill eds, 2002) 

(quotlng THE CASE OF CONCEALMENT OR MENTALL RESERVATION (r6r4)) 
67 See James Madison, Notes on the Const1tut1onal Convention (June 4, 1787), in r FARRfu"fD'S 

RECORDS, supra- note 49, at 96, 98, 103 Ten states voted against, and none voted for it Id at ro3 
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power 68 These early dec1s10ns make 1t unlikely that the later additions 
of the Take Care Clause and the oath could have been understood as 
resurrecting any kmd of a suspensmn power, a power withheld :from the 
monarchy for a century by the time of the Convention 69 

An amended V1rgm1a Plan on June 13 contamed a chief magistrate 
"with power to carry mto execution the National Laws [and] remov­
able on nnpeachment and conv1ct1on of mal practice or neglect of 
duty "70 Wilham Paterson for New Jersey mtroduced an alternate plan 
with a structurally weaker Executive, but one that still had "general 
authority to execute the federal acts "71 Hamilton proposed an elected 
"Governour" who would "serve durmg good behaviour," and "have 
the execution of all laws passed "72 There was no oath for the chief 
magistrate and nothmg resemblmg the Take Care Clause 

In late July, a Committee of Detail was formed to produce a draft 
constitution based on the votes and d1scuss1ons that had occurred to 
date 73 The Committee was charred by John Rutledge of South Carolina 
and mcluded Randolph, Oliver Ellsworth of Connecticut, Wilson, and 
Nathaniel Gorham of Massachusetts 74 Both Faithful Execution 
Clauses the President's oath of office and the Take Care Clause -
emerged durmg this process from a draft by Wilson, edited by 
Rutledge 75 Wilson and Rutledge agreed that the draft should read 
"The Executive Power of the United States shall be vested m a smgle Per­
son His Stile shall be, 'The President of the Umted States of America ""76 

They also agreed on an oath "Before he shall enter on the Duties of his 
Department, he shall take the followmg Oath or Affirmation, 'I sol­
emnly swear, - or affirm, - that I will faithfully execute the Office of 
President of the Umted States of America "'77 

68 See id at ro3-04, see also Josh Blackman, The Const,tutwnality of DAPA Part II Faithfully 
Executing the Law, 19 TEX REV L & POL 215, 222 (2or5) (discussmg Butler's proposal) 

69 See PRAKASH, supra note r7, at 93-94 (acknowledgmg that "a few delegates favored !tempo• 
rary suspensions]" but also emphas!Z!ng that "the state delegations unammously reJected the idea" 
and that the "Crown had lacked these powers for almost a century") 

;o The Virgm1a Plan as Amended m Committee (June 13, 1787), m 1 FARRAND'S RECORDS, 
supra note 49, at 228, 230 

7l James Madison, Notes on the Constttut10nal Convention (June 15, 1787), in I FARRAND'S 
RECORDS, supra note 49, at 242, 244 

72 James Madison, Notes on the Const1tut1onal Convention (June r8, r78;), in r FARRAND'S 
RECORDS, supra note 49, at 282, 292 Hamilton's longer outlme from September reflecting the 
final draft has sometimes been mistakenly att!lbuted to this June debate The editor of Hamt!ton's 
papers estimated the date of tlus outlme was around September I 7, as the Convention was nearmg 
completion See 4 THE PAPERS OF ALEXANDER HAMILTON 253 &n 2 (Harold C Syretted, r962) 

7J W1ll1am Ewald, The Committee of Detail, 28 CONST COMMENT r97, 202 (2012) 
74 Id at 202, zr4 

iS Report of Committee of Detar!, IX, in 2 FARRA.t'ID'S RECORDS, supra. note 49, at r63 n I7 
76 Id at 17r 
77 Id at 172 (one setofmternal quotation ma1ks omitted) 
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There was some d1fference about the wording of what would become 
the Take Care Clause Wilson wrote, hkely borrowing directly from his 
home state's constitution and W111Iam Penn's famous charter78 "He 
shall take Care to the best of his Ab1hty, that the Laws of the Umted 
States be faithfully executed "79 Rutledge edited this to read "It shall 
be his duty to provide for the due & faithful exec - of the Laws of the 
Umted States to the best of his ab11Ity "80 The Committee of Detail re­
ported a version that hewed closer to Wilson's, stating that the President 
"shall take care that the laws of the Umted States be duly and faithfully 
executed "81 Both versions - by use of the passive voice m Wilson's 
formulation and by referring to a "duty to provide for" in Rutledge's -
seem to convey that the President would have an oversight role, making 
certain that other offmals faithfully execute the laws 82 But this does 
not exclude direct law execution by the President, especially since "the 
executive power" was vested m this office by the first sentence of Article 
II 83 The conceptions of the office of P1es1dent all seem to contemplate 
that ilie laws to be executed would include, at a minimum - and per­
haps at a maximum - acts of ilie national legislature 84 

After more debate, and an addition to the presidential oath of "pre­
serve protect and defend" language on motion of Madison and George 
Mason,85 a Committee of Style was commissioned to produce a new 
draft 86 In early September, the Committee - compnsed of Hamilton, 
Wilham Johnson of Connecticut, Rufus Kmg of Massachusetts, Madison, 
and Gouverneur Morns - issued a draft with the followmg language 

Before he enter on the execut10n of his office, he shall take the followmg 
oath or affirmatlon "I-, do solemnly swear (or affirm) that I will faithfully 
execute the office of president of the Umted States, and will to the best of my 
Judgment and power, preserve, protect and defend the constltutlon of the 
Umted States " [H]e shall take care that the laws be faithfully executed 8 7 

73 See sources oted infra notes 297 & 374 
79 Report of Committee of Detail, IX, supra note 75, at r7r (annotat10ns omitted), see id at 163 

n r 7 (idenb.fymg the annotab.ons used to note edib.ng of the text) 
so Id at 163, see id at r63 n r7 and accompanying text (on authorship of Wilson and Rutledge) 
81 James Madison, Notes on the Consbtub.onal Convenb.on (Aug 6, r787), in 2 FARRAND'S 

RECORDS, supra note 49, at 177, 185 
si See, e g, Metzger,sup,a note 17, at r875-76 (makmgtlus pomtabout the"takecare" formulab.on) 
83 US CONST art II,§ r, cl r But the Enghsh monarch did not have authority to personally, 

directly execute the laws, see znjra note 423 and accompanying text, a state of affairs that may be 
reflected m the passive v01ce of the Take Care Clause 

s4 See supia notes 67-72 and infra section ID 2, pp 2136-37 
85 James Madison, Notes on the Conslltullonal Convenllon (Aug 27, r787),"' 2 FARRAND'S 

RECORDS, supra note 49, at 426, 427 
86 Journal of the Conslltullonal Convention (Sept 8, I 787), "' 2 FARRAND'S RECORDS, supra 

note 49, at 544, 54 7 
87 Report of Committee of Style (Sept 12, 1787),"' 2 FARRAND'S RECORDS, supra note 49, at 

590, 599-600, see also id at 590 n 8 
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Two changes of mterest were made before the faithful execution pro­
visions were fmahzed First, the Committee of Style deleted "duly and" 
before "faithfully" m the Take Care Clause, seemmgly because duly ex­
ecutmg was redundant with faithfully executmg 88 And on September 
15, the Convent10n Journal reflects that the oath was changed so that 
the President did not promise to use his or her "best Judgment and 
power," but rather "the best of [his or her] abihty "89 Convention notes 
do not reveal the reason for this change, but 1t does seem to ehmmate 
some d1scret10n by removmg the words "Judgment" and "power" and 
emphasmng mstead a need for diligence and effort 

From the outset of 1ts drafting, the presidential oath allowed affirm­
mg rather than swearmg, showmg that the framers were sensitive to the 
views of Protestant sects (such as the Quakers) who viewed oath-takmg 
as profane Also notable 1s the clause that ended up m Article VI that, 
while requiring all officers under the Umted States "be bound by oath 
or affirmation, to support the Constltut10n," banned any "rehg1ous test" 
for those offlcers90 - a short sentence that swept away centunes of Eng­
lish practice that had hm1ted the holdmg of important government of­
fices to people who would swear allegiance to and take the sacraments 
of the established Anghcan Church 

Takmg an oath of office was both commonplace and s1gmf1cant In 
seventeenth-century England even before the massive growth of gov­
ernment and offices of the eighteenth century91 - about one-twentieth 
of adult males held public office m a given year, and potentially about 
one-half did so m a given decade 92 Nearly all of these offices 
whether constable, bailiff, alderman, recorder, ale taster, or somethmg 
else -would have reqmred oaths upon entry 93 At the same time, one 
oath of office m particular had enormous constitutional importance for 
the country The coronation oath, in which the new kmg or queen was 

&B Compare id at 599 (orrnttmg "duly'), with Proceedings of Conven1:lon Referred to the Com­
mittee of Style and Arrangement (Sept ro, I787), ,n 2 FARRAND'S RECORDS, supra note 49, at 
565, 574 (prev10us ve1s1on with "duly") For a cau1:lon against relying too heavily on the survivmg 
records of the Conven1:lon, see MARY SARAH BILDER, MADISON'S HAND passim (2015) 

89 Journal of the Cons1:ltutional Convention (Sept rs, r 787), in 2 FARRAND 's RECORDS, supra 
note 49, at 62r 

90 U S CONST art VI, cl J 
91 See MAx M EDLING, A REVOLUTION IN FAVOR OF GOVER."IMENT ORIGINS OF THE 

US CONSTITUTION AND THE MAKING OF THE AMERICAN STATE 64-65 (2003) 
92 See Mark Goldie, Tlze Unacknowledged Republic Officeholding m Early Modern England, 

,n THE POLITICS OF THE EXCLUDED, C rsoo-1800, at 153, 161 (Tim Harns ed' 200!) 
93 See sources cited ,nfta notes 214-227, see also EDWARD VALLANCE, REVOLUTIONARY 

ENGLAND AND THE NATIONAL COVENANT' STATE OATHS, PROTESTANTISM AND THE PO· 
LITICAL NATION, 1553-1682, at 17, 19 (2005) ("By the end of the sixteenth century, England had 
turned mto a nation m which mass oath takmg was an almost customary part of pohtical hfe " 
Id at 17 "The lowliest of occupatJ.ons could carry an oath of office, bmdmg the swearer to fulfil 
their duties M1dw1ves, forest rangers and ale tasters, along with lord lieutenants and Judges, swore 
to faithfully serve the crown or the parish" Id at 19) 
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reqmred to pledge to govern according to law, was a conceptual key to 
England's umquely limited monarchy 94 As we explore below, the draft­
ers, notably, did not borrow language from the coronation oath but ra­
ther from the oaths of lesser officers, which frequently mvoked fa1thful 
execution 

There was a "dog that didn't bark" at the Philadelphia Convention 
In the recorded debates, we fmd almost no one argumg that either of the 
Faithful Execut10n Clauses somehow empower the President Instead, the 
clauses were discussed as duties or restrictions Legal scholarship has 
often overemphasized oaths as the basis for powers,95 framed most fa­
mously by Chief Justice Marshall's mvocation of his oath m Marbury v 
Madison96 to underwrite the Court's power of Judicial review 97 But 
the frammg records, as well as prior history, reflect a behef that oaths 
were mstead discretlon-hm1ting, with s1gmflcant bmdmg effect m legal 
or political terms Even Wilson, who was skeptical of oaths' efficacy, 
acknowledged that he "was afraid they might too much trammel the 
Members of the Ex1stmg Govt m case future alterat10ns should be nec­
essary, and prove an obstacle" to amendmg the Constitution 98 As Wilson 
recogmzed, many people in the eighteenth century viewed oath-swear­
mg as a solemn and momentous event with real bmdmg power over 
men's souls and hence their actions as well 

B Ratification Debates 

As at Philadelphia, divergent views about the proper structure and 
power of a nat10nal Executive emerged durmg the rat1frcat10n process 
m state conventions 99 But there was little d1scuss10n of the Faithful 
Execution Clauses, and neither clause generated any sustamed contro­
versy To the extent they were discussed, the clauses tended to be viewed 
as real hm1ts on presidential power In a Federalist essay, Madison 
wrote that "the executive magistracy 1s carefully hm1ted m the ex­
tent of its power "100 Hamilton suggested m another Publms essay 
that, m the Take Care Clause, "the power of the President will resemble 

94 See MICHAEL J BRADDICK, STATE FORMATION IN EARLY MODERN ENGLAND, C 
1550--1700, at 2r-22 (2000), DAVID MARTIN JONES, CONSCIENCE AND ALLEGIANCE IN SEV­
ENTEENTH CENTURY ENGLAND THE POLITICAL SIGNIFICANCE OF OATHS AND ENGAGE­
MENTS 19 (1999), VALLANCE, sup,a note 93, at rg, see also mfta notes 263-266 and accompanymg 
text 

95 See, e g , Paulsen, sup,a note 3, at 25 7--02 
96 5 US (r Cranch) r37, 180 (1803) 
97 See, e g, Patrick O Gudridge, The Office of the Oath, 20 CONST COMMENT 387, 403-04 

(2003), Paulsen, supra note 3, at 2 72 The better readmg is probably that Chief Justice Marshall 
mvoked the oath to frame Jud!Clal review as an unavmdable duty and responsib1hty, not a power 

98 James Madison, Notes on the Constitutional Convention (July 23, 1787), supra note 58, at 87 
99 See, e g, PAULINE MAIER, RATIFICATION THE PEOPLE DEBATE THE CONSTITUTION, 

q87-1788, at 151, r89--90, 286,371 (2oro) 
100 THE FEDERALIST NO 48, at 306 (James Madison) (Chnton Rossite1 ed, 2003) 



19983

784 

2019] FAITHFUL EXECUTION AND ARTICLE II 2r29 

equally that of the kmg of Great Bntam and of the governor of New 
York"101 - two officials who were bound by oath to follow and execute 
standmg law and had no suspens10n authority In a Virgima newspaper, 
"Amencanus" ridiculed the clann that the President possessed "kmgly" 
or "mighty powers," suggestmg the Take Care Clause spec1f1cally was 
not such a power 102 James Wilson, m the Pennsylvania ratifymg con­
vention, did state that the Take Care Clause was a "power of no small 
magnitude," but that was m response to a claim that the President would 
be a mere "tool" of an overly powerful Senate 103 

At the Massachusetts ratlfymg convention, former governor James 
Bowdom hsted the Presidential Oath Clause as one of the "great checks" m 
the document agamst abuse of power 104 "A Jerseyman" wrote ma 'Irenton 
newspaper that the presidential oath "guarded" agamst abuse of office 105 

"A Native of V1rgm1a" published a pamphlet which called the oath "an 
add1tional check upon the President "106 

Oaths of office m general were discussed as real and meamngful 
checks on official behavior by figures such as Hamilton ma Federalist 

101 THE FEDERALIST No 69, supra note roo, at 416 (Alexander Hamilton) 
102 Aine,~canus /, VA INDEP CHRON, Dec 5, r787, reprinted in 8 THE DOCUMENTARY HIS­

TORY OF THE RATIFICATION OF THE CONSTITUTION 203 (John P Kammskl & Gaspare J 
Saladino eds, 1988) [hereinafter DHRC] 

103 Statement of James Wilson at the Pennsylvania Ratifying Convention (Dec rr, 1787), in 2 

DHRC, sup,a note rn2, at 550, 568 For more on Wilson's complex views at the Pennsylvania 
Convention, see infia notes rn-r23 and accompanying text 

104 Statement of James Bowdom at the Massachusetts Rallfymg Convention (Jan 23, q88), in 

6 DHRC, sup,a note rn2, at r321-22 B1<t see Letter from Wilham Symmes, Jr, to Peter Osgood, 
Jr (Nov 15, r787), m 4 DHRC, supra note 102, at 236,242 In this letter, an anllfederahst delegate 
to the Massachusetts ratlfymg convention expressed concern that Article 11 was "so brief, so gen­
eral," that the "farthful execution" language was msuffic1ently clear to restrain or gmde the President 
Id Symmes asked "And should ye Legislature direct ye mode of execullng ye laws, or any par• 
l!cular law, IS [the President] obliged to comply, 1f he does not thmk 1t will amount to afait/iful 
execuuon?" Id He concluded "Doubtless it 1s a very good tlung to have wholesome laws faithfully 
executed -But where this power 1s given to a smgle person, it does not seem to me that eithe, 
sufficient mstruct1011s, or a sufficient restraint, can be couched m two words" Id For further 
discussion of this letter, see Steven G Calabresi & Saiknshna B Prakash, The P, esident's Powe, to 
Execute the Laws, ro4 YALEL J 541, 620-22 (r994), and Matthew Steilm, How to Thmk Constitution­
ally About Pre,ogative A Study of Eaily American Usage, 66 BUFF L REV 557,631 n 269 (2or8) 

105 A Jerseyman, To the Citizens of NewJe,sey, TRENTON MERCURY, Nov 6, 1787, ,epnnted 
in 3 DHRC, supra note ro2, at 146, r49 "A Je1seyman" added that "faithfully execute" meant a 
command of active execution Id Similarly, Wilham Maclarne, a delegate m the North Carolma 
ratifying convent1011, described the Take Care Clause as one of the Constitution's "best prov1S1ons," 
because "[1]f [the President] takes care to see the laws faithfully executed, it will be more than is 
done many government on the continent " Statement of Wilham Maclmne at the North Car­
olma Ratifymg Convention (July 28, I 788), m 4 ELLIOT, supra note 8, at r35, 136 Professors 
Steven Calabresi and Sa1lmshna Prakash suggest that Madame's mterpretauon of the Take Cme 
Clause "ensure[sl a vigorous execution of federal law" and "energetic presidential execution" 
Calabres1 & Prakash, sup,a note 104, at 617 

106 A Native of Vngm1a, Observations upon the Proposed Plan of Federal Government (Apr 2, 

q88), m 9 DHRC, supra note 102, at 655, 68o-81 
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essay, 107 the influential essayist "Brutus" (likely Melancton Smith), 108 

and others 109 There was some, but not much dissent from that 
theme 110 And "no objection [was] made," Hamilton wrote in another 
Federalist essay, "nor could [1t] possibly admit of any," to the reqmre­
ment that the president faithfully execute the laws 111 

There was some dissent about the presidential oath because 1t was 
not rehg1ous enough For example, a South Carolina pastor complained 
at that state's ratification conventwn that the sacred, Christian charac­
ter of the oaths of office was undermined by the No Rehg1ous Test 
Clause 112 Similarly, Edmund Pendleton asked James Madison in a let­
ter "why require an Oath from Public Officers, and yet interdict all 
Religious Tests, their only sanction "113 He noted that "a behef of a 
Future State of Rewards & Pumshments" is what "g1ve[s] consc1ens1ous 
Obhgatton to Observe an Oath" of office 114 A few other people made 
s1m1lar points 115 Oliver Wolcott of Connecticut, on the other hand, told 
his state's convention for ratifying the Constitution that an oath of office 
"1s a direct appeal to that God who 1s the Avenger of PerJury Such an 
appeal to Him is a full acknowledgment of His being and providence "116 

We found little evidence that either Faithful Execution Clause was 
v1ewed dunng rat1flcat1on as allowing the President authority to sus­
pend execution of the laws, whether based on his policy preferences or 
on his own mterpretatwns of the Constitution, and a substantial amount 
of evidence cutting the other way Pendleton, for example, wrote that 
the President would "hav(e] no latent Prerogatives, nor any Powers but 

107 THE FEDERALIST No 27, supra note roo, at r73 (Alexander Harmlton) (referencmg "the 
sanctity of an oath" of office) 

10s Brutus VI, NY J, Dec 27, 1787, reprinted tn 15 DHRC,supra note ro2, at no, n2 (lament­
mg that state government officials "will be subordmate to the general government, and engaged by 
oath to support 1t"), see also 13 DHRC, supra note 102, at 4rr 

109 See, e g , Statement of John Sm1he at the Pennsylvania Ratlfymg Convention (Nov 28, r 787), 
zn 2 DHRC, sup,a note roz, at 407, 410 (givmg as one reason that the natlonal government will be 
too powerful that "[o]aths [ate] to be taken to the general government") 

110 See Statement of BenJamm Rush at the Pennsylvania Ratifymg Convention (Nov 30, r787), 
in 2 DHRC, supia note 102, at 433, 433 ("The constitution of Pennsylvama, Mr President, is 
guarded by an oath, which every man employed m the admm1stration of the pubhc busmess 1s 
compelled to take, and yet, sir, examme the proceedings of the Council of Censors and you will find 
mnumerable mstances of the violation of that constitution, committed equally by its friends and 
enemies,,) 

111 THE FEDER-\LIST No 77, supra note mo, at 462 (Alexander Hamilton) 
112 Statement of Francis Cummms at the South Caroima Rat1fymg Convention (May 20, r788), 

in 27 DHRC, supra note ro2, at 359, 359 n 2, 360 
113 Lette1 from Edmund Pendleton to James Mad,son (Oct 8, 1787), in ro DHRC, sup,a note 

102, at r770, r774 
114 Id 
115 See MAIER, sup,a note 99, at r52 
116 Convention Proceedings and Depates, CONN COURANT, Jan 14, r788 (statement of Ohver 

Wolcott), ,epnnted in 3 DHRC, supra note ro2, at 554, 558 
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such as are defmed & given him by law "117 An anonymous writer dur­
mg the New Jersey and Pennsylvama convent10ns stated similarly that 
the Take Care Clause meant "complete execut10n," and then mcluded 
the oath of office as a further command for full execution 118 Other 
observers explamed that "faithful execution" was a legal limitation on ex­
ecutive discretion One writer, "Cassms" Games Sullivan, a Massachusetts 
lawyer, later the governor119), explamed that the oath of faithful execu­
tion d1stmgmshed the President from a monarch, and that violation of 
1t would "arrest[]" his career (civilly, not cnmmally) and be Justlciable 120 

In ambiguous remarks at the Pennsylvania Ratlfymg Convention, Wilson 
might have endorsed some kmd of presidential nonenforcement Wilson 
stated that after bemg enacted, laws could not be left "a dead letter" but 
must be "honestly and faithfully executed "121 But later m the same 
lengthy speech, after endorsmg the power of Judicial review of legisla­
tion, Wilson added, "[1]n the same manner, the President of the Umted 
States could shield himself and refuse to carry mto effect an act that 
v10lates the Constltut10n "122 Wilson d1d not tie this claim to any clause 
of the Constitution Some scholars view this statement as a departmen­
tahst assertion that the President could refuse to execute laws that he 
viewed as unconstitutional 123 That may be nght, but Wilson may m­
stead have been referrmg to the President's veto or pardon powers, the 
expressly enumerated methods for the President to disagree with Congress 
about the constitutionality (or wisdom) of leg1slat10n 

A number of writers and speakers durmg ratlflcatlon seem to have 
understood the Take Care Clause's reference to "laws" to mean statutes 
of Congress, 124 but whether 1t meant more than that was not expressly 
debated 

A fmal pomt of interest is that the ratlflcatlon debates were filled 
with references to public offices as "trusts,"125 and officers as "servants," 

117 Letter from Edmund Pendleton, supra note I 13, at 1772 

1 !S A Je1seyman, supra note 105, at 148--49 (emphasis omitted) 
119 4 DHRC, supra note 102, at 30 
120 Cassms VI, To the Inhabitants oft/us State, MASS GAZETTE, Dec 21, 1787, ,eprinted in 5 

DHRC, supra note rn2, at 500, 500 ("[I]nstead of the president's bemg vested with all the powers 
of a monarch he 1s under the immediate controul of the constJtution, which if he should presume 
to deviate from, he would be 1mmed1ately arrested m his career, and summoned to answer for his 
conduct before a federal court ') 

121 Statement of James Wilson at the Pennsylvania Ratifying Conventlon (Dec I, 1787), zn 2 
DHRC, supra note 102, at 448,450 

122 Id at 451 
123 See Frank H Easterbrook, Presidential Review, 40 CASE W RES L REV 905, 920-22 (1990), 

see also Michael B Rappaport, The President~ Veto and the Constitution, 87 Nw U L REV 735, 
767-68 (;993) 

124 See, e g, Statement of James Wilson, suP,a note 121, at 450, A Jerseyman, sup,a note 105, at 
148-49 

125 THE FEDERALIST No 57, sup,a note roo, at 348 (James Madison) (staung that rulers exer­
cise a "public trust" for "the common good of the society"), Statement of Richard Hanson at the 
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"agents," "guardians," or "trustees" of the people,126 language that 1m­
phed a special obhgahon by the officeholder to act for the benefit of the 
pubhc, not himself personally 

C Linguistic Usage 

Neither the phrase "faithfully execute" nor its vanants (such as 
"faithful execution") 1s defmed as a term of art in standard eighteenth­
century legal dict10naries 127 But general dict10nanes did agree on the 
meamng of the component words - and, hke the Convention and ratJ.­
ficat10n evidence above, remforce the narrative of "faithful execution" 
as hm1tJ.ng device 

In some contexts, the word "faithfully" had a rehg10us sigmficance, 
but there 1s no reason to thmk that was the sense m which 1t was used 
m the Constitution Accordmg to Samuel Johnson's dictionary, "fruth­
fully" meant, m its nonrehg10us senses "With stnct adherence to 
duty Without failure of performance Smcerely, with strong 
promises Honestly, without fraud Confidently, steadily "128 

Noah Webster's first d1ct10nary, which slightly postdates the framing 
penod, defmes faithfully as "honestly, smcerely, truly, steadily "129 Other 
dictionaries agree, 130 but with many omitting the usage as steadily or 

New York Ratlfymg Conventlon,July r4, r788, ,n 23 DHRC, supra note 102, at zr70, 2171 (callmg 
the powers lodged m government officials by tbe proposed constitution "a sacred trust'1 

126 See, e g, THE FEDERALIST No 40, sup,a note 100, at 251 (James Madison) (refemng to the 
Constitution's drafters as "confidential servants of then country'), THE FEDERALIST No 46, su­
pra note 100, at 291 (James MadJson) ("The federal and State governments are m fact but dJfferent 
agents and trustees of the people, constituted with different powers and designated for different 
purposes'?, THE FEDERALIST NO 49, sup,a note roo, at 313 (James Madison) ("The nature of 
their public trust 1mphes a pe1sonal mfluence among the people, and that they are more 1mmed1ately 
the confidential guardians of the rights and liberties of the people "), Statement of Edmund Pend­
leton at the Vhg,ma Ratifying Convention (June 2, I788), ,n 9 DHRC, supra note 102, at 9ro, 9II 
(refe1nng to ratifying convention delegates as "[tjrustees'? One writer referred to the president as 
the"supreme conservato1 oflaws" Repubitcus, KY GAZETTE, Mar 1, 1788, reprinted ,n 8 DHRC, 
supra note 102, at448 

127 See, e g, 2 MATTHEW BACON, A NEW ABRIDGEMENT OF THE LAW (London, E & R 
Nutt & R Goslmg 1736), r RICHARD BURN & JOHN BUR."l', A NEW LAW DICTIONARY (London, 
A Strahan & W Woodfall 1792), JOHN COWEL & THO MANLEY, THE INTERPRETER OF 
WORDS AND TERMS, USED EITHER IN THE COMMON OR STATUTE LAWS OF THIS REALM, 
AND IN TENURES AND JOCULAR CUSTOMS (London, 1701), 2 TIMOTHY CUNNINGHAM, A 
NEW A."ID COMPLETE LAW-DICTIONARY, OR, GENERAL ABRIDGMENT OF THE LAW 
(London, His MaJesty's Law Printers 2d ed 1771), GILES JACOB, A NEW LAW-DICTIONARY 
(London, W Strahan & W Woodfall 10th ed 1782) 

128 1 SAMUEL JOHNSON, A DICTIONARY OF THE ENGLISH LANGUAGE (London, 7th ed 1783) 
129 NOAH WEBSTER, A COMPENDIOUS DICTIONARY OF THE ENGLISH LANGUAGE II2 

(New Haven, Sidney's Press 1806) 
130 See, e g, I JOHN ASH, THE NEW AND COMPLETE DICTIONARY OF THE ENGLISH LAN­

GUAGE (London, Edward & Charles Dilly 1775) ("with strict adherence to ducy, smcerely, honestly, 
steacb.Jy, confidently'), FREDERICK BARLOW, THE COMPLETE ENGLISH DICTIONARY (London, 
1772) ("With strict adherence to ducy, loyalcy, and the discharge of any obhgat10n or p1omise Hon­
estly, or without ft aud Fervently, earnestly, confidently"), WILLIAM CRAKELT, ENTICK'S NEW 
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confidently, and focusing on the meanmg as sincerely, honestly, or true 
to one's trust or duty 131 In a vast number of English and colomal legal 
precedents imposmg oaths for faithful execution or directions to faith­
fully execute, 132 faithfulness 1s described as a "duty" bemg owed to a 
"trust" or to the mtent and meaning of a law or oilier legal directive 
Steadmess has resonance, too, because - as we will discuss - "dili­
gently" was frequently used alongside faithfully to describe how officers 
should execute their office or laws 

To execute somethmg meant m ilie e1ghteenili century, as it does to­
day, to carry out or put mto effect or force, to enforce, to admm1ster 133 

The oath reqmres the President to fa1ilifully execute the office of the 
President Implementing and carrymg out the duties of the presidency, 
ilien, are what must be done faithfully The Take Care Clause reqmres 
the President to faithfully execute "the laws" - to put iliem mto force 
and effect We discuss below wheilier "the laws" mcludes only statutes 
of Congress, or perhaps also ilie Constitutmn, mternatmnal law, or var­
mus types of common law 

We note, before proceedmg to other parts of the Fruthful Execution 
Clauses, that the history we present below about their meanmg supports 
and 1s supported by recent work of Professor Julian Mortenson on the 
meanmg of the "executive Power" vested m the President by ilie first 
sentence of Article II 134 ReJectmg ilie promment drum iliat ili1s Executive 
Vestmg Clause conveys a residuum of all domestic and foreign affrurs 
prerogatives held by the British Crown, unless expressly vested else­
where by the ConstrtutJon, 135 Mortenson shows convmcmgly that this 
openmg clause of Article II would have been understood at ilie frammg 
to vest merely a power to execute tire law - a power iliat was mherently 

SPELLD!G DICTIONARY r43 (London, Charles Dilly 1788) ("smcerely, honestly, truly, steadily''), 
WILLIAM PERRY, THE ROYAL STANDARD ENGLISH DICTIONARY 234 (Worcester, Mass, 
Isaiah Thomas rst Am ed 1788) f'honestly, smcerely, steadily"), THOMAS SHERIDAN, A COM­
PLETE DICTIONARY OF THE ENGLISH LANGUAGE (Philadelphia, Wilham Young 4th ed I 789) 
("with strict adherence to duty, smcerely, honestly, conf1dently, steadily") 

131 See, e g, NATHAN BAILEY, DICTIONARIUM BRITANNICUM OR A MORE COMPLE~T 
UNIVERSAL ETYMOLOGICAL ENGLISH DICTIONARY ('London, T Cox 2d ed 1736) ("honestly, 
smcerely, trusttly"), DANIEL BELLAMY, A NEW, COMPLETE, AND UNIVERSAL ENGLlSH DIC• 
TIONARY (London, J Fuller 4th ed 1764) (faithful "loyal, Just, upright, honest, smce1e, true to 
one's trust'), A GENERAL AND COMPLETE DICTIONARY OF THE ENGLISH LANGUAGE (London, 
W Peacock I 785) ("smcerely, honestly") 

132 See ,nfta Part II, pp 2141-78 
l33 Mortenson, supra note 31 (manuscript at 91-96) 
134 US CONST art II,§ r, cl r, see Morteuson, supra note J! 
!JS See, e g, Z1votofsky ex rel Z1votofsky v Kerry, 135 S Ct 2076, 2098-99 (2015) (Thomas, J, 

concurrmg m the Judgmeut m part and d1ssentmg m part), Saiknshna B Prakash & Michael D 
Ramsey, The E:1ecut,ve Power over Fmeign Ajfai,s, III YALE L J 231, 252-56 (2001) 
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subordinate to legislative authority 136 Both of these histories of Imgms­
tlc use, therefore, emphasize the repubhcan rather than the royal or im­
perial core of America's chief executive 

D The Other Components of the Clauses 

Each of the clauses imposing faithful execution obligations contams 
additional language that could affect its meanmg Based on hrstonca1 
research, we have concluded as follows 

I "Take Care " - The origmal meanmg of "take care" 1s relatively 
clear A "take care" command rs found m a vast number of legal docu­
ments in the centuries before r 787 In those contexts, "take care" was a 
directive from a superior to an agent, directing that special attention be 
paid to ensure that a command or duty was carried out This usage is 
found m everythmg from corporate charters for busmesses137 and 
colomal settlements,138 to orders of the Crown issued to colomal 
governors139 and other off1cials,140 to statutory commands to officers 
and statutory defm1t1ons of dunes of an offlce,141 to directives of 

136 See Mortenson, sup,a note 3r (manuscript at 63-72) 
131 See, e g, Grant of London Goldwiredraweis, Patent Rolls, 2r Jae I, pt 11 (Tune 14, 1623), in 

28 THE PUBLICATIONS OF THE SELDEN SOCIETY SELECT CHARTERS OF TRADING COM­
PANIES, AD 1530-17071 at r22, r32 (Cecil T Cair ed, r913) (p10vidmg an oath be admm1stered 
to the governor of the corporation that he "take care (so fa1 as m you beth) that provmon of bulhon 
be duly made and brought m bona fide from foreign parts" (emphasis removed)) 

138 See, e g, The Charter of Massachusetts Bay (1629), reprznled ,n 3 THE FEDERAL AND 
STATE CONSTITUTIONS, COLONIAL CHARTERS, AND OTHER ORGANIC LAWS OF THE 
STATES, TERRITORIES, AND COLONIES r846, 1852 (Francis Newton Tho1pe ed, 1909) [herem­
after FEDERAL AND STATE CONSTITUTIONS] (d1rectmg that the governor and other co1porate 
officers "shall apphe themselves to take Care for the best disposemg and ordering of the generall 
buysmes and Affa1res" of the colony and company) The 1663 Charter for Rhode Island contaJned 
the same prov!S!on Rhode Island Chaiter Granted by Kmg Charles II (fuly 8, 1663), at 2, ,eprmted 
m LIBRARY OF CONGRESS https //www loc gov/resource/rbpe r64ooroo/?sp=r&st=text [https I/ 
perma cc/72ZN-FQEH] 

139 See, e g, I ROYAL INSTRUCTIONS TO BRITISH COLONIAL GOVER,."'i'ORS, 1670-1776 § 78, 
at 43-44 (Leonard Woods Labaree ed, r935) [heremafter LABAREE] (notmg mstruction to the gov­
ernor ofV1rgmia that "you are to take care that the Oaths of Obedience and Supremacy be admm-
1stered to all persons whatsoever that bear any part of the government") 

140 See, e g, The Earl of Nottmgham to the Comm1ss1oners of the Great Seal (May r31 r689), m 
CALENDAR OF STATE PAPERS, DOMESTIC SERIES, OF THE REIGN OF WILLIAM AND MARY 
13TH FEB 1689-APRIL 1690, at rn2, rn2 (Wilham John Hardy ed, London, Eyie and Spotllswoode 
rS95) ("[HJ1s MaJesty would have you take care that the rule heretofore observed by former Lord 
Chancellors or Lord Keepers, as to the payment of those fees before the passmg of the patent, be 
punctually kept on all other occas10ns, without any vanallon from 1t ") 

141 See, e g, An Act for the More Effectual! Suppression of Piracy 1698/99, II Will 3 c 7, § 6 
(providing that the register of an ad hoc admiralty court for trymg pirates "shall prepare all War­
rants and Articles and take care to provide all Thmgs reqms,te for any 'Ilyall accordmg to the 
substantial! and essential! Parts of Proceedmgs m a Court of Admiralty"), An Act for the Laying 
Out, Regulating, Clearing, and Preservmg Pubhck Common High-ways Throughout tlus Colony, 
reprinted ,n ACTS OF ASSEMBLY, PASSED IN THE PROVINCE OF NEW-YORK, FROM r69r, TO 
r 718, at 66, 68 (London, John Baskett 1719) (directing surveyors and commissioners "to take Care 
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the Cont:mental Congress, 142 and m1htary orders of General George 
Washington 143 As noted above, a directive that magistrates "take care" 
that laws be faithfully executed was found m the postmdependence con­
st1tut10ns of Vermont, New York, and Pennsylvama, and ma frame of 
government for colomal Pennsylvama from the 1680s 144 

Descnp1:1ons of law execution power m both legal and popular 
sources sometimes also used the formulation 145 For example, a procla­
ma1:1on of James I agamst the sale of foreign tobacco noted "that such 
person or persons, whom '\Vee shall appomt, specially by Our Pnv1e 
Seale, to take care and charge of the execution of Our pleasure in the 
premisses, shall have the one halfe of all the Fmes, to bee imposed upon 

that th!S Act, and every Clause, Matter, and Thmg m the same contamed, be duly, truly, and effec­
tually performed, done, and put m Execution"), An Act for Amendmg, Explammg and Reducmg 
mto One Act of Parliament, the Laws Relating to the Government of His MaJesty's Ships, Vessels 
and Foices by Sea 1748/49, 22 Geo 2 c 33, ,epnnted in l THE LAWS, 0RDINANCES,ANDINSTI­
TUTIONS OF THE ADMIRALTY OF GREAT BRITAIN, CIVIL AND MILITARY 539-40 (London, 
His MaJesty's Law-Prmters 1767) (excerpting a statute prov1dmg that "[a]ll Commanders and Of­
ficers of his MaJesty's Ships of Wai shall take Care that Prayers and Preachmg by the Chaplains 
of the Ships be performed dthgently, and that the Lord's Day he observed accordmg to Law") 

142 IO JOURNALS OF THE CONTINENTAL CONGRESS, 1774-1789, at 141 (Worthmgton 
Chauncey Forded, 1908) [heremafte1 JOURNALS OF THE CONTINENTAL CONGRESS] (:'Re­
solved, That the Board of War be directed to enquue mto the conduct of all stlangers of suspicious 
chaiacters, or whose busmess is not known and approved, who may come to the place where Congress 
sits, and to take care that the puhhc receive no damage by such persons ") 

143 See, e g, George Washmgton, General Orders, 4 July .r775, FOUNDERS ONLINE, 
http //founders archives gov/documents/Washmgton/03-01-02-002 7 [https /lperma cc/B3 Y 2-SJC5J 
("All Officers are required and e>.pected to pay diligent Attention, to keep their Men neat and 
dean They a1e also to take care that Necessarys be piovtded m the Camps and frequently 
filled up to prevent then bemg offensive and unhealthy") 

144 See sup,a note 26 
145 See ELIDAD BLACKWELL, A CAVEAT FOR MAGISTRATES IN A SERMON, PREACHED 

AT PAULS, BEFORE THE RIGHT HONORABLE THOl\1AS ATKIN, ESQUIRE, LORD MAJOR OF 
THE CITY OF LONDON, NOVEMBER THE THIRD, 1644, at 34 (London, Robert Leybum 1645) 
("Never had any Kmgdome bette1 Lawes m that 1espect [carmg for the poor], I beseech you take 
care that they be executed"), DANIEL DEFOE, THE POOR MAN'S PLEA, IN RELATION TO ALL 
THE PROCLAMATIONS, DECLARATIONS, ACTS OF PARLLJ\.MENT, &C WHICH HAVE BEEN, 
OR SHALL BE MADE, OR PUBL!SH'D, FOR A REFORM'.ATION OF MANNERS, AND SUPPRESS­
ING IMMORALITY IN THE NATION 25 (London, A Baldwm r698) ("[T]he Vigour of the Laws 
consists m their Executive Power, Ten thousand Acts of Parhament sigmfy no more than One smgle 
Proclamation, unless the Gentlemen, m whose hands the Executmn of those Laws 1s placed, take 
ca1e to see them duly made use of "), OBADIAH HULME, AN HISTORICAL ESSAY ON THE 
ENGLISH CONSTITUTION 29 (London, r77r) ("There were three thmgs essentially necessary, to 
form a Saxon government and these were, a court of counc1l, a court of law, and a chief magis­
trate [The] chief magistrate, who was vested with the execubve authority to adm1mster the 
consbtution to the people, and whose duty 1t was to take care that every man, w1thm his ;urisdtctton, 
paid a due obedience to the law"), 2 T RUTHERFORTH, INSTITUTES OF NATURAL LAW, BEING 
THE SUBSTANCE OF A COURSE OF LECTURES ON GROTJlJS DE JURE BELLI ET PACIS 7I 
(Cambridge, J Archdeacon 2d ed r 7 79) ("The legislative 1s the Joynt understandmg of the society, 
directing what 1s proper to be done, and 1s therefore naturally super1om to the executive, which 1s 
tl1e Joynt strength of the society exerting itself m takmg care, that what 1s so directed shall be 
done") We thank Juhan Mortenson for the Defoe, Hulme, and Rutherforth references 
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every offendour agamst this Our Proclamation, for their encouragement 
to bee diligent and faithfull, m, and about the performance of that ser­
vice "146 John Selden's notes on his translation of an important work 
by Sir John Fortescue, Chief Justice of the Kmg's Bench m the fifteenth 
century, attribute England's "excellent Const1tut10n" m part to the fact 
that the kmg "1s circumscribed with Laws which are calculated for the 
good of the SubJect that is, to take care that the Laws be duly put 
m Execut10n, and that Right be done "147 

The phrase "take care" was also used m rnternational treaties, rn 
which one or both sovereigns promised to accomplish somethrng spe­
c1f1c 148 And 1t had meanmgs m everyday speech - to look out for or 
provide for another person or thmg149 - Just as it does today 

2 "{T]he Laws " - We have not reached a confident answer to the 
question whether, m its ongmal meanmg, the faithful execut10n of "the 
laws" commanded by the Take Care Clause encompasses only statutes 
of Congress, or somethmg more - perhaps the Constltut10n, treatles, 
common law, or the law of nations, too The issue does not seem to have 
been taken up m recorded debates at Philadelphia or durmg ratification 
Some scholars have plausibly suggested that "the laws" m Article II 
cross-references the Supremacy Clause 150 But even 1f true, this does 
not defm1t1vely resolve the question because the cross-reference could 
mclude only "the Laws of the Umted States which shall be made m 
pursuance" to the Constltut10n, 151 that 1s, statutes of Congress 152 Or 
"the laws" m Art.Ide II might encompass the three kmds of federal law 
that constitute "the supreme Law of the Land" the Constltut10n, con­
gressional statutes, and treaties 153 We thmk either answer 1s plausible, 
as 1s the claim first made durmg the Washmgton Admm1strat1on that 

146 BY THE KING, A PROCLAMATION CONCERNING TOBACCO (London, Bonham Norton & 
John Bill 1624) We have modermzed the spellmg by replacmg "u" with "v" where appropnate 

147 JOHN FORTESCUE, DE LAUDIBUS LEGUM ANGLL'\E 133 (John Selden trans, London, I 775) 
148 See, e g , Treaty of Peace Between Louts XIV, Kmg of France and Navarre, and the Lord 

Protector of the Republic of England, Scotland, and Ireland, art XXIII, Nov 3, 1655 (promising 
that both parties "shall take care that Justice be done mcorruptedly" to subJects of the other), re­
printed in I A COLLECTION OF ALL THE TREATIES OF PEACE, ALLIANCE, AND COMMERCE, 
BETWEEN GREAT-BRITAIN AND OTHER POWERS 81, 84 (London, 1785) 

149 See, e g, THE HARDSHIPS OF THE ENGLISH LAWS IN RELATION TO WIVES rg (London, 
W Bowyer 1735) (stating that a mothei "is more mclmed by Nature, to take Care of the Children") 

iso Goldsmith & Mamung, si;pra note 23, at 1856-57, Michael D Ramsey, Torturing Executive 
Power, 93 GEO L J 12 r3, 1248 (2005) 

151 US CONST art VI, cl 2 (emphasis added) 
152 Recent work by Professor John Hamson suggests, based on a close readmg of drafts of the 

Consutut10n, that "the Laws" most likely refers to statutes alone John Harnson, The Constitution 
and the Law of Nations, 106 GEO LJ 1659, 1671-84 (2018) If"the Laws"m the Take Care Clause 
refers only to statutes, then the oaths and the Take Care Clause do meanmgful work It would 
arguably be the oath only that would be the basis for hm1tmg the pardon power, veto power, ap­
pomtment power, removal power, and the hke to faithful exercises thereof 

153 See, e g, RAMSEY, supra note 17, at 163--64, 363-64 
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"the Laws" also mcludes the law of nations 154 We conclude that this 
quest10n likely 1s one that will need to be resolved by mterpretlve meth­
ods other than ongmal meanmg - structural mferences, funct10nal con­
siderations, liquidation m post-frammg practice,155 later h1stoncal gloss, 
or Judicial doctrme As we discuss below, whether "the Laws" to be 
faithfully executed mclude the Constltut10n m add1t10n to statutes of 
Congress could have 1mplicat1ons for how the history we present here 
impacts certam debates about presidential power 156 

J "Preserve, Protect and Defend " - The faithful execution aspect 
of the oath 1s con301ned with a promise to "preserve, protect and defend 
the Constitution" "to the best of [the President's] ab1hty "157 As discussed 
above, this language was suggested to the Philadelphia Convention by 
James Madison and George Mason, and adopted without recorded de­
bate (In fact, most of what was said at Phlladelphia was probably not 
recorded 158) Scholars have not uncovered any clear precedents or de­
terminate meanmgs of this language, and our mvestlgatlons have been 
largely unava1lmg Unhke "faithful execution," this 1s not a phrase with 
clear h1stoncal roots 

The exact phrase seems to have been used only mfrequently pnor to 
the Philadelphia Convention The contexts m which we located the 
phrase were almost entirely rehg1ous - often descnbmg God's care for 
his church or for particular people 159 Similar but not 1dent1cal 

154 See PRAKASH, supra note r 7, at 88 (notmg th!S argument by Secretary of 1\-easury Hamilton), 
Robert J Remstem, Executive Power and the Law of Nat,ons m the Washington Adm,nistrahon, 
46 U RICH L REV 373, 379--80 (2012) (explonng how the Washmgton Admrmstiation took care 
to farthfully execute the law of nations) 

155 See THE FEDERALIST No 37, supra note xoo, at 225 (James Madison) ("All new laws, 
though penned with the greatest techmcal skill and passed on the fullest and most mature debber­
auon, are considered as more or less obscure and eqmvocal, until their meanmg be liquidated and 
ascertamed by a senes of particular d1scuss10ns and adJud1cations " (emphasis added)), see also 
Letter from James Madison to Judge Spencer Roane (Sept 2, 1819),"' 3 LETTERS AND OTHER 
WRITINGS OF JAMES MADISON 143, 145 (New York, R W01 thmgton 1884) (explammg that am­
b1gmues m the Consutut10n "nught require a regular course of practice to hqmdate and settle the 
meanmg") 

156 See infra pp 2 r86-S7 referencmg the discussion of whether a President can decline to enforce 
a statute on the g1ound that he or she believes 1t IS unconstltutional 

157 US CONST art II, § I, cl 8 
158 See James H Hutson, The Creatu,n of the Constitution The Integrity of the Documentary 

Record, 65 TEX L REV I, 34 (1986) 
159 See, e g, WILLIAM DODD, REFLECTIONS ON DEATH 58 (Dubhn, Thomas Walker 4th ed 

1773) (iecountmg a prayer to God to "preserve, protect, [and] defend" orphans), THE CONFESSION 
AND CONVERSION OF THE CffiEFEST AND GREATEST OF SINNERS 11 rog (London, T Hayes 
r66i) ("But now I know (and fo1 which I heartily and smcerely desire ever to prarse thee) that thme 
ange1 1s turned away, and that thme hand 1s stretched out still over me, to preserve, p1otect, defend, 
mamtarne, and to do me good"), THOMAS WILSON & JOHN BAGWELL, A COMPLETE CHRIS­
TIAN DICTIONARY 350 (Andrew Simson ed , London, E Cotes 7th ed 1661) (definmg "to keep" 
as used m Psalms 121 4 (Kmg James) - "Behold, he that keepeth Israel shall neither slumber nor 
sleep" -to mean "To p1eserve, protect, and defend agamst enemies and evils, spmtual and bodily") 
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phrases - such as protect and defend, preserve and mamtam, defend 
and preserve, support and protect - were used very commonly over 
many centuries, often m religious contexts 160 

S1m1lar language was used to establish and buttress the Protestant 
basis of the English monarchy For example, the coronat10n oath of 
Stuart kings included a promise "to grant and to preserve" to the bishops 
and their churches "all Canonical Privileges, and due Law and Justice," 
and to "protect and defend [them}, as every good Kmg m his Kmgdoms 
ought to be Protector and Defender of the Bishops and the Churches "161 

Tlns was changed slightly by Parliament m the aftermath of the Glorious 
Revolution, so that monarchs were reqmred to swear to "[m]amtame the 
Laws of God the true Profession of the Gospell and the Protestant Re­
formed Rehg1on Established by Law[,] [a]nd Preserve unto the Bish­
ops and Clergy of this Realme all such Rights and Pnvlledges as by 
Law doe or shall appertame unto them "162 Later statutes reinforcmg 
the Protestant nature of the monarchy used s1m1lar language 163 

Language of protectmg, defendmg, mamtammg, supporting, or pre­
servmg was also used m the sense of military support or at least physical 
protection from harm 164 Letters of protection or safe conduct given by 

l60 See, e g, THOMAS DEACON, A BOOK OF COMMON PRAYER OR CLEMENTINE LITURGY 
ACCORDING TO THE USE OF THE PRIMITIVE CATHOLIC CHURCH (London, I7.34) (reprmtmg 
a "Prayer of Benedlctlon" " but sanctlfy and keep them, protect, defend, and deliver them from 
the Adversary and fl om every enemy, guard their hah1tations, and preserve then gomg out and 
their commg m"), EDWARD LEIGH, A SYSTEME OR BODY OF DIVINITY CONSISTING OF TEN 
BOOKS 65 r-5 2 (London, A M r654) (definmg the word "deliver" m the Lord's Prayer - "And lead 
us not mto te.'llptatlon, hut deliver us from evil," Matthew 6 r3 (Kmg James)- to mean "keep and 
preserve, to protect and defend from evil, that we fa!! not mto 1t"), WILLIAM SHERLOCK, SER­
MONS PREACH'D UPON SEVERAL OCCASIONS SOME OF WHICH WERE NEVER BEFORE 
PRINTED 76 (London, 1700) ("God will always p1eserve and protect the Christlan Church, that the 
true Faith of Christ, and his true and smcere Worshippers shall never wholly fail m the World 
[W]e learn hy that Example, how he will protect, defend, and support the Chr1st.1an Church to the 
end of the world ") 

161 THEHISTORYOFPUBLICKANDSOLEMNSTATEOATHS 15-16 (London, r7r6) Charles 
I echoed the co1 onat,on pi om,se m a speech at Lmcolnshire dunng the English Civil War See 
BAEIA!KA [Bas1hka] THE WORKS OF KING CHARLES THE MARTYR 179 (London, 2d ed 1687) 
("I assure you upon the Fruth and Honor of a Christian Kmg, I will be always as tender of any thmg 
wluch may advance the true Protestant Rellg10n, protect and preserve the Laws of the Land, and 
defend the Just Pnv!lege and Freedom of Parliament, as of My Life or My Crown ") 

162 An Act for Estabhshmg the Co1onat1on Oath r688, r W & M sess r c 6 
163 See, e g, Secunty of Succession Act (or AbJuration Oath Act) 1702, 13 & r4 Will 3 c 6 (re• 

qumng an oath to, among other thmgs, "support mamtam and defend the Lumtatlon and Succes­
sion of the Crown agamst him the said James," the Cathohc pretender) 

164 See, e g, Novanglus, No IV, m ADAMS WRITINGS, sup,a note r, at r75, r78 ("[E]very far­
thmg of expense which has been mcurred, on pretence of protectlng, defendmg, and securmg Amen<::4 
smce the last war, has been worse than thrown away Keepmg an army m America has been 
nothing but a public nuisance") 
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English monarchs used this language,165 as did treaties of m1htary alli­
ance 166 Perhaps the most mteresting examples of the latter usage are 
found m treaties of the Umted States negotiated m the preconstltutional 
period 161 Somewhat similarly, 1t was frequently said that monarchs had 
the duty to protect and defend (01 synonyms) their subJects from v10-
lence or oppression 16s 

Fmally, we see language evocative of the later Article II formulation 
m some oaths reqmred of governors and other state and national offi­
cials m the post-mdependence era m America Some were directed to 
protecting and defendmg a const1tut10n For example, the r 776 South 
Carolma Const1tut10n reqmred state officials to swear to "support, 
mamtam and defend the constitution of South Carolma "169 Other 
oaths, framed durmg the exigencies of civil war, had m1lttary and loyalty 
connotations Connecticut, for example, reqmred state officeholders m 
1776 to swear to "mamtam and defend the Freedom, Independence, and 

165 See, e g, I CALENDAR OF THE CLOSE ROLLS, EDWARD Ill, AD r327-r330, at 201-02 

(London, Eyre & SpottJswoode 1896) ("To the sheuff of Oxford and Berks Order to cause p1ocla­
mat10n to be made proh1b1tJng any one, under pain of forfeiture, from mvadmg by armed foice the 
abbey of Abyndon or any of its manors, or from attempting anytlung to the breach of the king's 
peace, or from mfl!ctJng damage or annoyance upon the abbot and monks m their persons and 
goods The sheriff is ordered to marntain, protect, and defend the abbot and convent and men 
fl om such oppress10ns and wrongs to the best of lus power") 

166 Treaty of Mutual Defence Between Kmg George I and Pnnce Charles VI, Empe101 of Germany, 
May 25, 1716, a1t lJ (prmted by S Buckley m London, 1718) (prov1dmgthat1f e1ther's temtory was 
mvaded, the other would come to aid so that temtory "be preserved, defended and mamtamed 
rnv10Jable, against all Aggressors," id at 4) 

167 See, e g, '.lreaty of Amity and Commerce, US-Fr, a1t 6, Feb 6, 1778, 8 Stat 12 ("The Most 
Chi 1stlan Krng shall endeavour by all the means rn his power to protect and defend all vessels and 
the effects belongmg to the subJects, people or mhab1tants of the said Umted States '), u], art 
7 f'In hke manner the said Umted States and their slups of wai, sa1lmg under their authority, shall 
protect and defend, conformable to the tenor of the preceedmg article, all the vessels and effects 
belongmg to the subiects of the Most Christian K:tng ') ThlS "protect and defend" treaty language 
comes from the Model lreaty of r 776, adopted by the Contmental Congress See Plan of Treaties (Sept 
I 7, I 776), tn 5 JOURNALS OF THE CONTINENTAL CONGRESS, supra note 142, at 768, 769 

168 For example, Algernon S1dney, the seventeenth-century republican martyr and writer m the 
Commonwealth tradition who was revered by many A1ner1can framers, see BAILYN, supra note 7, 
at 34-35, wrote that government must be designed so that magistrates "nught not be able to oppress 
and destroy those [the people] they ought to preserve and protect" ALGERNON SIDNEY, DIS­
COURSES CONCERN1NG GOVE!Ui'MENT 56r (Thomas G Wested, Liberty Fund 1996) (1698) 

169 S C CONST of 1776, art XXXIIl, see also An Ordmance Prescnbmg the Oaths of Office to 
be Taken by the Governor and Pnvy Council, and Other Office1s of the Commonwealth of Virgmia 
ch 3 (May 1776), ,ep11nted in ORDINANCES PASSED AT A GENERAL CONVENTION OF DELE­
GATES AND REPRESENTATIVES, FROM THE SEVERAL COUNTIES AND CORPORATIONS 7, 7 
(Richmond, Ritclue, Trueheart & Du-val r8r6) (requmng the governor to swear to "execute the said 
office d1hgently and faithfully, accordmg to law" and "to the utmost of my power, support, mamtarn 
and defend, the Commonwealth of V1rg1ma, and the Constitution of the same") 
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Privileges of this State agamst all open Enemies or traiterous Consp1ra­
c1es whatsoever "170 And the Contmental Congress required first all 
army officers, and then also all c1v1l officers of the national government, 
to take an oath "to the utmost of my power, [to] support, mamtam, and 
defend" the Umted States 171 

We discern no clear and determmate meamng emergmg from these 
vanous predecessors of the "preserve, protect and defend" oath As sug­
gested by the plam or dictionary meanmg of the words, the phrase seems 
to suggest both a conceptual f1dehty to the Constitution and its prmc1-
ples and a kmd of mag1stenal and even martial promise of physical pro­
tect10n as well But smce that protection is pledged to a document, 
rather than to a state, commumty, or particular persons, it 1s hard to say 
exactly how this protective sense should be understood As discussed 
above, oaths were not generally v1ewed durmg frammg and ratification 
as sources of power, but rather as restramts Thus the power to carry 
out these meanmgs would hkely have to come from other parts of the 
Constitution or other law 172 

* * * 
Smee the meanmg of "take care" 1s clear, and smce the meamngs of 

"the Laws" and of "preserve, protect and defend" are not made determi­
nate by h1stoncal antecedents, Ph1ladelph1a draftmg history, or ratrf1ca­
t10n debates, we proceed m the rest of this paper to focus solely on the 
language of "faithful execution" m the Take Care Clause and Presidential 
Oath Clause We analyze the "faithful execut10n" component of these 
clauses together not only because they share d1ct10n (which "full faith 
and credit" does not) but also because we found such commands and 
oaths to occur m tandem often m our h1stoncal mvestigations 

The bnef survey of the state of play durmg the Convention and rat-
1flcatlon debates, and in American culture circa 1787 to r788, 1llum1-
nates somethmg about the ongmal meanmg of the Faithful Execution 
Clauses In the next Part we seek add1t10nal evidence of meanmg m 
Anglo-American law pnor to 1787 

170 ACTS AND LAWS, MADE J\cND PASSED BY THE GENERAL COURT OR ASSEMBLY OF THE 
STATE OF CONNECTICUT 433 (New London, Conn, Timothy Green r776) (Early American Im­
prmts Series I [heremafter EAII] no 14691) 

ti! 6JOURNALSOFTHECONTINENTALCONGRESS,sup,anote 142, at893--94, ro,d at rr4-r5 
ti2 But cf Goldsm1th & Mannmg, suP,a note 23, at r854 ("Although legal academics have often 

stressed that constitul.Jonmakers framed the [Take Care Clause] as a duty rather than a grant of 
power, a well-known - and commonsens1cal - canon of textual mterpretal.!on mstructs that the 
1mpos1tmn of a duty necessarily 1mp!tes a grant of power sufficient to see the duty fulfilled ") One 
might a1 gue that the same canon suggests that a duty imposed by oath also 1mphes a grant of power 
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II FAITHFUL EXECUTION FROM MAGNA 
CARTA TO THE U S CONSTITUTION 

2!4I 

A vast array of Enghsh pubhc and private officers took oaths or were 
bound by commands of faithful execution of office and law We start 
our history m the medieval penod, around the tlme of Magna Carta 
Oaths of office and directives to officeholders certamly long predate me­
dieval England, havmg been found, for example, m both Greek and 
Roman contexts more than a millennium earher 173 But we are here 
concerned with English governance because that 1s most probative of 
the ongmal meanmg of the U S Constitution We show that, over the 
centuries, a three-part meanmg of faithful execution developed The 
oath or command of faithful execution to an officeholder came to convey 
an afftrmatlve duty to act d1hgently, honestly, skillfully, and 1mparttally 
m the best mterest of the pubhc, a restraint agamst self-dealing and 
corruption, and a remmder that officeholders must stay w1thm the au­
thorizat10n of the law and office 

A The Medieval Period and the Multiplicity of Oaths 

Oaths to faithfully execute or perform the duties of an office date back 
m Enghsh law to at least the 1200s 174 These oaths, which were taken by 
a diverse range of officeholders, typically associated "faithful" with 
words such as "d1hgent," demanded "loyalty" akm to that m feudal oaths 
of fealty, and at times Jomed "faithful execut10n" with proscriptions 
agamst self-dealmg Thts section traces the nascent three-part meanmg 
of "faithful execution " 

173 See, e g, Helen S!lvmg, The Oath I, 68 YALE L J 1329 (1959) 
174 Surely there 1s an earher history, but we are hm1ted by a lack of surv1vmg texts that have 

been translated from Laun, No1man, or other languages 
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In the 1200s and 1300s, we see mayors,175 baihffs,176 coroners, 177 

wardens, 178 keepers of the rolls of Chancery,179 tax collectors,180 and 
many other officers required, as a cond1t10n of takmg office, to swear an 
oath to execute 1t well and faithfully Magna Carta required such an 
oath The great charter imposed on Kmg John in 1215 provided that 
barons would momtor the king's comphance with the charter's terms, 
declarmg that "the sa1d twenty-five [barons] shail swear that they shall 
faithfully observe" - ftdeltter observabunt - "all that 1s aforesaid, and 
cause 1t to be observed with all their might "181 

It was not only persons holding what we would see as traditional 
public offices who were required to take such oaths Holders of quas1-
pubhc offices like brokers of woad (a flowenng plant valued for dye-

175 See, e g, BRITISH BOROUGH CHARTERS, 1216-1307, at 366 (Adolphus Ballard & James 
Tult eds, 1923) (provlSlon of 1284 1oyal charter for Conway that the mayor "shall swear to 
faithfully do those thmgs which pertam to the mayoralty m the same borough"), id at365 (prov1s1on 
of 1299 royal chatter for Northampton that the mayor shall "take h1s oath to execute faithfully those 
thmgs which pe1tain to the mayoralty of the aforesaid town'), CALENDAR Ol' LETTER-BOOKS 
PRESERVED AMONG THE ARCHIVES Ol' THE CORPORATION OF THE CITY Ol' LONDON AT 
THE GUILDHALL LETTER-BOOK C CIRCA AD 1291-1309, at 174 (Reginald R Sharpe ed, 
1901) (report.mg a 1303 mstallation ceremony for mayor of London at which an oath was "there 
taken of him to keep the City well and faithfully to the use of Sir Edward, the illustrious Kmg of 
England, and his heirs, &c, and to do right and Justice to poor and llch ahke, &c") 

176 1 STATUTES Ol' THE REALM 210 (Dawsons of Pall Mall 1963) (r8ro) (requmng bailiffs "to 
swear, that they will well and faithfully do that wluch they shall give them m charge on the Kmg's 
Behalf), BRITISH BOROUGH CHARTERS, supra note 175, at 355 (prov1s10n of 1284 royal charter 
for Cardigan that tbe ba1hff "shall take his oath for the performance and faithful executwn of 
those thmgs which pertain to the bailhw1ck of the same town") 

I 77 BRITISH BOROUGH CHARTERS, sup,a note l 15, at 360 (prOV!S!On of 1299 royal cha, ter for 
Hull that the coroner "shall swear that he wrll faithfully do and keep those matters which pertam 
to the duty of a coroner m the bol'Ough aforesaid") 

178 Id at 366 (provismn of 1299 royal charte1 for Hull that the warden before assummg office 
"shall first take his corporeal oath before the aforesaid burgesses on the holy gospels of God that he 
will faithfully and chl1gently do all thmgs pertainmg to the office of warden m the afmesaid 
borough") 

179 4 CALENDAR OF THE CLOSE ROLLS, EDWARD II, AD 1323-1327, at 386 (London, Eyre 
& Spottiswoode 1898) (recordmg that the kmg committed rolls of chancery to king's derk Master 
Henry de Clyf who "took oath to execute the office well and faithfully"), 3 CALENDAR OF THE 
CLOSE ROLLS, EDWARDIII,A D 1333-1337, at 295 (London, Eyre & Spottiswoode 1898) (record• 
mg that the kmg committed rolls, writs, and memoranda of chancery to Sir Michael de Wath, clerk, 
"to hold m the same manner as Master Henry de Clyf, deceased, had that custody," and Michael 
"took the oath to exercise that custody well and faithfully") 

180 3 CALENDAR OF THE CLOSE ROLLS, EDWARD Ill, AD 1333-1337, supra note l 79, at 676 
(recordmg that the kmg had m letters patent appointed "John Dyn and John de Hemenhale to 
seek and receive the fifteenth and tenth granted to him hy the laity m the last parhament at 
Westmmster1 m co Essex1 and to answer therefor at the exchequer at certam days about to come," 
and that the kmg had appointed "the abbot of Waltham Holy Cross to 1 ece1ve their oath to well 
and faithfully execute everything contained m the said letters") 

181 Magna Carta ch 61, reprinted in W!LLIA.t'\1' SHARPE MCKECHNIE, MAGN<\ CARTA A 
COMMENTARY ON THE GREAT CHARTER Ol' KING JOHN 465, 466--67 (2d ed 1914) (prov1dmg 
Laun original and English translation) 
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makmg), 182 "we1ghers of the Great Balance" (the pubhc scale m a town's 
market square) appomted by a pepper and spice merchants gmld, 183 and 
surgeons184 also took oaths for the faithful execution or performance of 
office 

Not all offices had simple oaths requmng only faithful or due execu­
tion Members of the kmg's council, for mstance, took a detailed oath 
to "well and truly counsel the kmg," "guard and maintam [and) 
preserve and restore the Rights of the King," keep secrets discussed m 
council, act 1mpart!ally, and eschew bribes 185 Sheriffs took an oath that 
detailed specific respons1b1htles of the office, reqmred imparbahty, and 
barred self-dealmg 186 Justices of royal courts were directed to "do equal 
Law and Execution of right to all our SubJects, rich and poor, without 
havmg regard to any Person" and swore an oath to take no "Fee nor 
Robe of any Man, but of Ourself [the kmg], and that they shall take no 
Gift nor Reward by themselves, nor by other, privily nor apertly, of any 

182 CALENDAR OF LETTER-BOOKS PRESERVED AMONG THE ARCHIVES OF THE CORPO­
RATION OF THE CITY OF LONDON AT THE GUILDHALL LETTER-BOOK D CIRCA AD r309-
r3r4, at 258 (Regmald R Sharpe ed, r902) (recordmg that Fulbe,t Pedefer de Wytsand, elected by 
merchants to be broker of woad, "was presented and sworn before the Mayor to faithfully execute 
the office between buyer and seller") 

!83 CALENDAR OF LETTER-BOOKS PRESERVED AMONG THE ARCHIVES OF THE CORPO­
RATION OF THE CITY OF LONDON AT THE GUILDHALL LETTER-BOOKH CIRCAAD r375-
r399, at 22 (Regmald R Sharpe ed, r907)(recordmg"John Lakes elected by good men of the mistery 
of Pepperers to be we1gber of the Great Balance, and sworn before John Warde, the Mayor, to 
faithfully execute the office") 

!84 MEMORIALS OF LONDON AND LONDON LIFE IN THE XlilTH, XIVTH, AND XVTH 
CENTURIES 337 (Henry Thomas RIiey ed & trans, London, Longmans, Green & Co 1868) (re­
portJng that m 1369 several named men were sworn as master surgeons of the City of London that 
"they would well and faithfully serve the people, m undertakmg their cures" and "fruthfully do 
all other thmgs touchmg their callmg") 

!SS I STATUTES OF THE REALM, supra noter 76, at 248, see also James F Baldwm, Antiqmties 
of the King's Council, 2r ENGLISH HIST REV r, 2-4 (r906) (1ep11ntJng and discussmg Latm 
and French versions of the oath) For Blackstone's rend,tJon of the e1ghteenth-century conc1har 
oath, which 1s quite similar to the earher one m the mam text, see 1 WILLI.AM BLACKSTONE, 
COMMENTARIES *223 

186 r STATUTES OF THE REALM, supra note r76, at 247 (requumg sheriffs to swear "well and 
ti uly you will se1 ve the Kmg m the Office of Shertff, and to the Profit of the Kmg W1l! do m all 
Thmgs which to you belong to do , and his Rights, and whatever to his Crown belongeth, you 
will truly guard, and that you will not assent to the Decrease or Concealment of the Krng's Rights 
or Franchises, And the Debts of the Kmg, neither for Gift nor for Favour will you respite , 
and that lawfully and rightfully you will treat the People of your Baihw1ck, and to every one you 
Will do nghl, as well to the Poor as the Rich, m that which to you belongeth") 
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Man that hath to do before them by any Way "187 These oaths effectively 
specified what 1t meant to faithfully execute that particular office 188 

But at the same time that officers swore before God to faithfully 
execute their official duty, use of government office for private gam was 
widespread, many medieval officials paid the Crown for their offices 
and then farmed the offices out to deputies, while keepmg most of the 
fees and emoluments of office for themselves 189 Although 1t would take 
centunes of mstitutional tmkermg to figure out how to keep officers 
faithful m light of the pnvate benefits office conferred, from very early 
on those who held offices had to mvoke God and their honor to take 
oaths with legal and poht1cal consequences 

Oaths - whether simple or more detailed - were sometimes sup­
plemented by sovereign commands directmg how officers were to exe­
cute their offices And faithfulness m the duties of the office was a fre­
quent directive In 1299, for example, Parliament directed sheriffs m 
Somerset and Dorset, m order to prevent debased com from entermg 
England, m each port to "choose two good and lawful men who, 
together with the Ba1hffs of the same Port, shall arrest and search, faith­
fully and without sparmg, all those who shall amve w1thm their 

!81 Ordmance for the Justices r346, 20 Edw 3 c r, reprinted in I STATUTES OF THE REALM, 
supra note r 76, at 303, 303--04 English statutes were customarily dated accordmg to the regnal 
year - the year of the kmg or queen's reign durmg which a Parliament sat and produced acts 
that received the assent of the monarch We thmk readers would benefit from a calendar year also, 
and so have supphed one But there are some complex1bes, as this bnef note explarns Regnal years 
did not correspond to calendar yea1s, and Parliaments started and ended on no regular schedule 
For example, a statute dated "r Ebz "m its standard citation could have been enacted m either 1558 
or 1559 See THE OXFORD COMPANION TO ENGLISH LITERATURE app III at 944 (Paul Harvey 
ed , 4th ed 1967) Sometimes a Parliament sat durmg only one calendar year even though the regnal 
year spanned parts of two calendar years In those cases 1t 1s easy to consult a standard government 
source, see I CHRONOLOGICAL TABLE AND INDEX OF THE STATUTES TO THE END OF THE SESSION 
4 EDW 7 (20th ed 1904), to date a statute to a pt ecise calendar year But when the Parliament 
spanned calendar years, getbng an authontative date ts more difficult Yet smce we are grvmg cal­
endar years not to precisely date historical events hut simply to convey to readers the general time 
frame m which statutes were enacted, we have been satisfied to cite a two-year range when a Par­
liament spanned calendar years We have also been satisfied to accept as authoritative the dates 
given m the Chronological, Table, notw,thstandmg the complexity caused by the fact lhat m r75r 
Great Bnta:m changed the start of its year from March 25 to January r See An Act for Regulating 
theCommencementoftheYeai r75r,24Geo 2c 23 

188 Indeed, Fortescue wrote m his famous dialogue De Laudtbus Legum Angl,ae (Commendation 
of the Laws of England, circa 1543) that ashen.ff must swear "well, faithfully and mdrfferently to 
execute and do his duty" FORTESCUE, DE LAUDIBUS LEGUM ANGLL<\E THE TRANSLATION 
INTO ENGLISH Sr (A Amos trans, Cambndge, J Smith 1825) 

Ph1hp Hamburger, writmg about Judicial oaths m English history, concludes that d1ffermg 
forms of oaths for different Judges likely reflected pohcy concerns particular to certam offices, and 
that a failure m some Judicial oaths to mention the baselme reqmrement of every Judicial office -
faithful adherence to English law - should not he understood to mean that thts reqmrement had 
been dispensed with See PHILIP HAMBURGER, LAW AND JUDICIAL DUTY rro-n (2008) 

189 See KW SWART, SALE OF OFFICES IN THE SEVENTEENTH CENTURY 45-48, 56-57 (1980) 
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Wards "190 The rnedJ.eval treatise known as Bracton (entitled De Legibus 
et Consuetudznibus Angliae) reports that the kmg's wnt to hrs Justices 
ordered them to "faithfully and d1hgently apply yourself to the execut10n 
of these matters so that we ought deservedly to commend both your 
loyalty and your diligence m this matter "191 

In the medieval penod, these and hke oaths and commands were not 
Just widespread but had tremendous importance m legal, political, reh­
g10us, and social hfe In the feudal system, the obhgation of vassal to 
lord was marked by an oath of fealty that, as Bracton relates, mvolved 
swearmg before God that one's body, goods, and honor were at the dis­
posal of the lord 192 Accordmg to Bracton, the oath often added that 
the vassal would serve h1s lord and his heirs "faithfully and without 
d1mmut10n, contrad1ct1on, 1mped1ment, or wrongful delay "193 Vassal­
age to a spec1f1c lord can be seen as a kmd of office, and so perhaps 
there is httle real distinction between an oath of fealty and an oath of 
faithful execut10n of office In addition to fealty to one's immediate lord, 
English law also imposed oaths of fealty to the kmg on all adult male 
sub3ects, 194 as well as specific commands of fealty to the Crown m many 
legal documents such as comm1ss1ons and charters 195 

At the same time, leadmg men of the realm desired that monarchs 
respect custom and law, rather than rule arb1tranly There thus emerged 
the practice of the coronat10n oath to which we alluded m Part I, a senes 
of formal promises made at the time of monarchical mvestiture 196 In 
r2I6, Henry III's coronation oath, which apparently was qmte similar 
to his predecessors', mvolved three promises (trza precepta) to "preserve 
peace and protect the church, to maintain good laws and abolish bad, 
to dispense Justice to all "197 But soon coronation oaths changed 

190 A Statute Concerning False Money 1299, 27 Edw r, reprinted ,n I STATUTES OF THE 
REALM, supra note I 76, at r32 

191 2 HENRICI DE BRACTON, DE LEGIBUS ET CONSUETUDINIBUS ANGLIAE 309 (George 
Woodbme ed & Samuel Thorne trans, Belknap Press r96S) (c 1230--1250) 

192 Id at 232 Coke reports the oath of homage or fealty from a vassal to his lord as follows "I 
become your man from this day forward of life and hmb, and of earthly worship, and unto you 
shall be true and faithful, and bear you faith fo1 the Te."lements that I claim to hold of you (savmg 
the faith I owe unto our Sovereign Lord the Kmg[D" EDWARDO COKE, THE FIRST PART OF 
THE l>!STITUTES OF THE LAWS OF ENGLAND bk II, ch I, § 85, at 64-{;5 (London, Wilham 
Rawlins & Samuel Raycroft 10th ed r ;03) 

193 2 BRACTON, sup,a note 191, at 232 

194 Carolme Robbins, Se/den's Pills State Oaths m England, I558-IJI4, 35 HUNTINGTON 
LIBR Q 303, 308 (r972) (oath of fealty to the monarch eX1sted from the ttme of Wilham the 
Conquerm until the Revolution) 

195 See, e g, BRITISH BOROUGH CHARTERS, supra note 175, at 367 
196 See supra pp 2127-28 
197 HG Richardson, The English Coronation Oath, tn 23 TRANSACTIONS OF THE ROYAL 

HIST SOC'Y 129, r29 (r94r) (summarmng the oath), see also Coronatwn of Richard I (n89), in 

ENGLISH CORONATION RECORDS 46, 51-52 (Leopold G Wickham Legged, 1901) 
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somewhat 198 In add1t10n to prom1smg to preserve the church and 
clergy, do rightful Justice with mercy and discretion, and strengthen and 
defend the laws concernmg worship, monarchs were pomtedly required 
to affirm that they would grant and keep both the people's and clergy's 
laws and customs 199 While monarchs and their mtellectual defenders 
claimed that these duties made a kmg accountable only to his own con­
science and God, an important strand of English thought contended that 
the kmg was subservient to the law and, as confirmed m the coronat10n 
oath, owed a contractual duty to the people to govern well and for their 
benefit 200 On this view of the coronation oath, 1t underg1rded and con­
firmed a constitutionally limited monarchy 201 

B The Early Modern Era, the Tudors, 
and More Specification of Faithful Execution 

The early modern penod saw many oaths for the faithful execut10n 
of office, both those contamed m statutes and custom In rev1ewmg a 
large number of oaths, we paid careful attention to which words and 
concepts were frequently associated with faithful execution in statutes, 
comm1ss10ns, and similar documents, and cross-referenced those fmd­
mgs with dictionaries to help defme faithful execution Clues to the 
evolvmg meanmg of faithful execut10n are also found m background 
prmciples of law that defmed the dunes of officeholders, and m the 
words and actlons of political authorities who shaped norms of office­
holdmg Three strands of faithful execution emerged First, faithful was 
lmked with words such as diligent, honest, due, careful, impartial, and 
skillful, suggesting an affirmative duty Second, oaths or commands of 
faithful execut10n were mcreasmgly understood to proscribe self-dealmg 
Third, these oaths or commands similarly proscribed ultra vrres action 

Whether m oaths or m other statutory drrectlves to officeholders, 
Parliament contmued to specify what faithful execution meant for vari­
ous offices For example, comm1ss10ners charged with collecting taxes, 
bmldmg sewers, and readying castles and fortifications were obhged to 

l98 See PERCY ER."IEST SCHRAMM, A HISTORY OF THE ENGLISH CORONATION 203-I3 

(Leopold G Wickham Legg trans, r937), Richardson, supra note r97, at 146-47 
199 See, e g, Little Device for the Coronat:Ion ofHemy VII, in ENGLISH CORONATION RECORDS, 

supra note r97, at 2r9, 230, see also ENGLISH CORONATION RECORDS, sup,a note 197, atxv, XXXl 
200 See, e g, JONES, supra note 94, at 18-20 Fortescue, the fifteenth-century Jurist, was one of 

the chief sources of th!S view See JOHN FORTESCUE, ON THE LAWS AND GOVERNANCE OF 
ENGLAND 48 (Shelley Lockwood ed, Cambridge Umv Press r997) ("[Y]ou have aheady heard 
how among the c1vtl laws there 1s a famous sentence, maxim or rule, which runs hke this, 'What 
pleased the prmce has the force of law ' The laws of England do not sanct:Ion any such maxim, 
smce the kmg of that land rules his people not only royally [by prerogative] but also pohttcally, and 
so he 1s bound by oath at his coronat:Ion to the observance of h!S law '1 

201 See supra note 94 and infra notes 263-266 and accompanymg text 
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act d1hgently, truly, effectually, and impartially 202 Parhament started 
addmg requirements to oaths of office or specificat10ns of duties that the 
holder stay w1thm his authority and abide by the mtent of the legislation 
empowermg him 203 Other statutes charged officeholders, usually by 
oath, to take no profits from the office beyond what was allowed by law 
or custom 204 The important Sale of Offices Act of 1551/52 banned the 
sale of any public office relatmg to the admm1stration of Justice, taxation 
and customs, the surveymg or auditmg of the kmg's properties, or the 
keepmg of castles and fortifications 205 An earher statute had barred 
any semor crown officeholder - "the Chancellor, Tueasurer, Keeper of 
the Privy Seal, Steward of the King's House," and the hke - from ap­
pomting a lower officer "for any Gift or Brocage, Favour or Affec­
t10n "206 And statutes or royal d1rect1ves also sometimes specified that 
an officeholder's failure to well and faithfully execute the office - some­
times phrased as a failure to demean oneself well m office - were cause 

202 See, e g , An Acte for the Reedyfieng of Castelles and Fortes, and for Thenclosmg of Growndes 
from the Borders Towardes and Agamst Scotlande 1555, 2 & 3 Phil & M c ,, § 2 (prov1dmg that 
the Crown shall appomt commissioners m northern areas of England to mqmre mto the state of 
castles, fortresses, and the hke, to plan then· upkeep and to tax and assess landowners for that 
purpose, requmng commiss10ners take corporal oath that to your "cumng w1tt & power shall truly 
& mdifferently execute thaucthonte to you gyven by thts Comiss10n, w[1th]out any favour affeccon 
corrupllon dreade or malice to bee borne to any mancr pson or psones"), A Genall Act Concnynge 
Comiss1ons of Sewers to Be Directed m All Parts Withm This Realme 153r/32, 23 Hen 8 c 5, § z 
(mstrucllng commissioner for sewers to take oath "[t]hat you to your connyng witle and power shall 
truely and md1fferently execute the authonf:le to you yoven by this Com1Ss1on of Sewers, without 
any favour affecc1on corrupcion dreade or malice to be borne to any manner psonne or psonnes"), 
The Subsidye 1514/rs, 6 Hen 8 c 26, § 5 (staf:lngthatcomm1ssioners charged with raismg the kmg's 
revenue "shall truely effectually and diligently wythout omyssyon favour affeccon fere drede or 
mahce execute" the office) 

203 See, e g, An Acte for a Subs1die to the Kyng and Que[en] Ma{jesty] 1555, 2 & 3 Ph!! & M c 
23, § 6 (d1recf:lng comm1ss1oners for exammmg value of people's holdmgs and assessmg a ta.,; to 
"truly effectually and d1hgently for their pte execute theffecte of this (present] Acte accordyng to the 
teno[r] thereof m ev[er]y behalfe, and none otherwise, by any meanes, w[1th]out omission favor 
dreade malice or any other thynge to be attempted and don by them or any of them to the contrary 
thereof''), An Acte for the Graunte of One Entler Subsid1e and Iwoe F1fteenes and Tenthes 
Graunted by the Temporalt:Je 1586/87, 29 Ehz c 8, § 9 (same) 

204 See, e g , An Act for the Sweannge of Under Shenfes and Other Under Officers and Mymsters 
1584/85, 27 Ehz c 12, §§ I, 3 (prov1dmg that undershenffs, bailiffs, and their deputles take a cot• 
poral oath that they "shall not use or exercise the office corruptly durmg the tyme that [they] 
shall remame therem, neither shall or will accept receive or take by any Colour Meanes or Devise 
whatsoever, or consent to the takmg of, any maner of Fee or Rewarde of any person or pe,sons, for 
the impanellmg or returning of any Inquest June or Tales many Court of Recorde for the Queene, 
or betwixt parlle and partie, above Two shilhnges or the vallue thereof, or such Fees as are alowed 
and appoynted for the same by the Lawes and Statutes of th!S Realme," id § I) 

20S 5 & 6 Edw 6 c 16 
206 1388, re Rich 2 c 2 Brocage meant "[t]he corrupt farmmg or Jobbmg of offices, the pnce or 

bnbe paid unlawfully for any office or place of trust" Brocage, OXFORD ENGLISH DICTIONARY, 
https 1/wwwoed comlv1ew/Entry/23630?redlrectedFrom=brocage#e1d [http 1/perma cc/W89A-XS5GJ 
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for removal 207 Later, 1t would be said that this condition was 1mphed 
by law m every public office 208 

In practice, pubhc office was frequently abused for private gam, de­
spite the safeguards Just described and the common requirement of 
faithful execution Many officers had hfe tenure m their offices, which 
were ti·eated as property mterests 209 In addition to or mstead of sala­
ries, offICes often gave the holder streams of mcome from fees for service 
and gratuities or tips, as well as the opportunity to attempt to control 
who would succeed m the office 210 All of this produced many oppor­
tunities for private profit and corrupt10n, whether legal or illegal 211 

Notw1thstandmg these widespread practices, it remams s1gmf1cant that 
m a highly rehg10us era, so many officeholders were required to pledge 
before God to faithfully execute their duties 

Fmally, rehg10us test oaths for officeholders were mtroduced durmg 
the Tudor penod, spurred by Henry VIII's break from the Church of 
Rome 212 Mandatory religious test oaths - enforcmg Anglican ortho­
doxy, denymg the power and Junsd1ct1on of the Church of Rome, and 
pledgmg fealty to the English monarch as the head of both church and 
state - became an enormously s1gmf1cant part of English public hfe for 
centuries to come 213 

201 See, e g , Sweannge of Under Shenfes §§ 4-5 (providing that any undeisheuff, ba1hff, or dep­
uty who violates the statute and its oaths forfeits the office, a.-:id this can be enforced by 1ust1ces of 
the peace and Just.tees of assize), The Charter of Queen Elizabeth for the East India Company 
(Dec 31, 1600), ,epnnted in COURTENAY ILBERT, THE GOVERNMENT OF INDIA 464,472 (Ox­
ford, Clarendon Press r898) ("[The] Governor, not demeamng himself well m his said Office, we 
will to be removeable at the Pleasure of the said Company '' An earlier statute directed Just.tees 
of the asstzes to hear and dete1mme complaints at the suit of the kmg or a private party agamst 
sheriffs, escheators, bruhffs, and other officers who abused tbe1r offices See Ordmance for the 
Justices r346, 20 Edw 3 c 6, repnnted tn I STATUTES OF THE REALM, sup,a note 176, at 303, 305 

208 See .3 MATTHEW BACON, A NEW ABRIDGEMENT OF THE LAW 74r (Dublm, Luke White 
6th ed r793) ("It 1s laid down m general, that 1f an Office1 acts contrary to tbe Nature and Duty of 
hrs Office, or 1f he refuses to act at all, that m these Cases the Office 1s forfeited for that m the 
Grant of every Office 1t 1s 1mphed, that the Grantee execute 1t fruthfully and d1hgently ") 

209 See G E AYLMER, THE KING'S SERVANTS THE CIVIL SERVICE OF CHARLES I, r625/42, 
at 106 (r96r) [hereinafter AYLMER, KING'S SERVANTS], 2 BLACKSTONE, supra note r85, at *36 

210 See AYLMER, KING'S SERVANTS, supia note 209, at r6o, 176, I79 
211 See, e g , G E AYLMER, THE STATE 's SERVANTS THE CIVIL SERVICE OF THE ENGLISH 

REPUBLIC, 1649-1660, at 78 (1973) [hereinafter AYLMER, STATE'S SERVA::-;fTSJ As a result of 
tlus corrupt.ton, Professor G E Aylmer quest.tons "how seriously these oaths [as a condition of tak­
mg office] were regarded" by officeholders AYLMER, KING 's SERVANTS, supra note 209, at I43 

2.12 Emd Campbell, Oaths and Affirmations of Public Office Under English Law An Htsto,ical 
Retrospect, J LEGAL HIST, Dec 2000, at r, 6-7 

iu See An Acte for Thassurance of the Quenes Ma[Jesty's] Royall Power over All Estates and 
Subiectes W1thm her H1ghnes Domm1ons 1562/63, s Ehz c r, An Acte Restormg to the Crowne 
Thaucyent Ju11sd1chon over the State Ecdes,asticall and [Spmtual], and Abolyshmg all Forreme 
Power Repugnaunt to the Same (Act of Supremacy) 1558/59, r Ehz c r, An Acte Extynguysshmg 
the [Authority] of tJ1e [Bishop] of Rome 1536, 28 Hen 8 c 10, An Acte Ratyfienge tbe [Oath] that 
Evene of the Kynges SubJectes Hath Taken and Shall Hereaft[er] Be Bounde to Take for Due 
Ob[ser]vacyon of the Acte Made for the Surette of the Successyon of the Kynges H1ghnes m the 
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C Faithful Execution and Oaths of Office in 
the Tumultuous Seventeenth Century 

2I49 

r Within the Realm - In the seventeenth century, many English 
offices contmued to have reqmrements, by oath or otherwise, of faithful 
execution of duties Examples of offices of this kind are vaned, from 
officers of tradmg, merchant, or exploration corporat10ns,214 to wardens, 
porters, and keepers of the gates ofLondon,215 excise offlcers,216 auditors 

Crowne of the Realme 1534, 26 Hen 8 c 2, An Acte Conc[er]nynge the Kynges Highnes to be 
Supreme Heed of the Churche of Englande & to Have [Authority] to Refomme & Red1esse All 
Errours Heresyes & Abuses yn the Same 1534, 26 Hen 8 c r, An Acte for the Estabhshement of 
the Kynges Succession 1533/34, 25 Hen 8 c 22 The secondary hterature on these issues 1s vast 
For a recent work emphasmng the important role of oaths, see GRAY, supra note 64 

214 Charter of 1605 for the Spamsh Company, iepnnted in THE SPANISH COMPANY 95, 106 
(Pauhne Croft ed, 1973) (prov1dmg that "assistants" of the corporation "before they be admitted to 
the execution of the1r offices shall take a corporal oath that they and eve, y of them shall well 
and faithfully perform their offices of assistants m all thmgs concernmg the same"), The Charter of 
Queen Elizabeth for the East India Company, supra note 207, at 469-;o (provtdmg that the gover­
nor must take an oath to "well and truly execute the Office of Governor of the said Company," id 
at 470, and the deputy to the governor to "well, faithfully and truly to execute his said Office," zd 
at469) 

215 2 JOHN STOW, A SURVEY OF LONDON REPRINTED FROM THE TEXT OF 1603, at 146 
(Chailes Lethb11dge Kmgsford ed , 1908) (recordmg that these offioals took an oath befoie assum­
mg office "[t]hat they should well and faithfully keepe" the gates and ports of entry) 

216 An Act Takemg Away the Court of Wards and Liveues and Tenures m Cap1te and by Knights 
Service and Purveyance, and for Sethng a Revenue upon his Mll)eSty m Lieu Thereof 1660, r2 Car 
2 c 24, § 34 ("That noe person or persons shall be capeable of mtermedhng with any Office or 
Imployment relatemg to the Excise until! he or they shall" take the oath "You shall sweare to 
execute the Office of L-l truely and fruthfully without Favour or affection, and shall from [tlmeJ 
to time tl ue Account make and deltver to such person or persons as hlS MaJestle shall appomt to 
receive the same, and shall take noe Fee or Rewaid for the Execution of the srud Office from any 
other person than from his MaJestye "), A Grant of Certame Impositions upon Beere Ale and 
Other Liquors for the Encrease of His MaJestyes Revenue Duremg His Life 1660, 12 Car 2 c 23, 
§ 2 z (same oath), An Ordmance and Declaration Touchmg the Sallery and Allowance to Be Made 
to the Commissioners and Auditors for the Excise, (1643) 1 ACTS & ORDS INTERREGNUM 287, 
288 (CH Firth & RS Rait eds, 191 r) ("You shall sweare to be faithfull and true m your place of 
Commissione1 for the Excise accordmg to the Ordmance of both Houses of Parliament m that 
behalfe made You shall accordmg to your knowledge execute the same diligently and faithfully, 
havmg no private respect to your selfe m preJud,ce of the Common-wealth ') 
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of the kmgdom's accounts,217 surveyors of confiscated church lands,218 

customs officers,219 tax assessors,220 brokers between merchants,221 and 
officers of merchant or craft gmlds m In a development that would 
soon impact the Americas, the royal charters of some of the new overseas 
tradmg corporat10ns also reqmred oaths of faithful execution for their 
officers and directors 223 One can get some sense of what the relevant 
words meant by observmg that m statutes and other legal commands, 
faithful execution was often lmked during this time period with true, 
diligent, well, due, skillful, careful, and 1mpartial discharge of the duties 
of office One also sees misgovernment by mm1sters and other royal 

2 11 See An Ordinance for Taking and Rece1vmg of the Accompts of the Whole Kingdom, 
(1643/44) I ACTS & ◊RDS INTERREGNUM 387,388 ("I, AB , do swear, that acco,ding to my best 
skill and knowledge, I shall faithfully, d1hgently, and truly demean my self, in taking the Accompts 
of all such persons as shall come before me, m execution of an [ordmance], entituled [this act named], 
according to the tenour of the said Ordmance And that I shall not for fear, favour, reward or 
affection, give any allowance to conceal, spare, or discharge any So help me God "), An Act for 
Appomting and Enabling Comm1ss1oners to Exainrne Take and State the Puhbcke Accounts of the 
Kmgdome 1690, 2 W & M sess 2 c n, § 4 (p10v1dmg that, to ensure that moneys raised for war 
with France were expended for correct purposes, named md!Vlduals appomted "Comm1ss1oners for 
takeing of tl1e Accounts" shall "Sweare That according to the best of my Skill and Knowledge I 
shall Faithfully Impartially and Truely demeane myselfe m examming and takemg the Accounts of 
all such Summe of Money and other Thmgs brought o, to be brought before me m Execution 
of one Act [this aet named] according to the Tenom and Purpo1t of the said Act') 

218 An Ordmance for the Abohsbmg of Archbishops and Bishops W1thm the Kmgdom of Eng­
land, and Dominion of Wales, and for Setling of Tbe1r Lands and Possessmns upon Thustees, for 
the Use of the Commonwealth, (1646) r ACTS & ◊RDS INTERREGNUM 879,881 ~'I will faithfully 
and truely accordmg to my best skill ai1d knowledge, execute the place of a Surveyor, accordmg to 
the purp01t of an Ordmance [this named act] th,s I shall Justly and faithfully execute, without 
any gift or rewa1 d, directly or mdirectly, from any person or persons whatsoever") 

219 An Act fm Preventing Frauds and Regulating Abuses in His MaJestJes Customes 1662, 14 
Car 2 c 1 r, § 3 I (provrdmg that no person "shall he, eafter be 1mployed or put m trust m the busmes 
of the Customes until! he shall first have raken his Oath for the true and faith full execut10n and 
d,scharge to the best of thetre knowledge and power of thene several Thusts") 

220 An Act foi Grantmg a Subsidy to his MaJestie for Supply of His Extraoidmary Occasions 
1670/71, 22 & 23 Car 2 c 3, § 15 (prov1dmg that assessors under this ta;. law must take an oath 
"well and truely to execute the Duty of an Assesso1 [and] you shall sprue noe peison for Favour 
or Affect10n, nor any person gre1ve for Hatred or 11! Will") 

221 An Act to Restraine the Number and Ill Practice of Brokers and Stock-Jobbers 1696/97, 8 & 
9 Will 3 c 32, § 2 (prov1dmg that brokers m London and Westmmster must be licensed, must follow 
specified practices, must take a "Corporal Oath That I will truely and faithfully execute and 
performe the Office and Employment of a Broke, betweene Party and Party without Fraud or 
Collusion to the best of my Sklll ai1d Knowledge and accordmg to tlle Ten our and Purpoi t of tlle 
Act [this act named]," and must "enter mto one Obhgation [hand) to the Lord Mayor Citizens and 
Comonalty of the City of London," the obligation of which is to "ti·uely use execute and performe 
the Office and Employment of a Broker between Party and Party without Fraud Covm or any 
corrupt or crafty Devices accordmg to the Purport true Intent and Meanmg" of this statute) 

zn An Act for Regulatemg the Makemg of Kldderrnmster Stuffes 1670/71, 22 & 23 Car 2 c 8, 
§ 1 (proV!<lmg that persons who are master weavers m the parish of Kiddermrnster will be ap­
pointed to "the Office of President or Warden or Assistant of the Thade of Clothiers and Stuffe­
Weave1s," so that cloth ,snot debased, and must take oath to "faithfully and honestly performe and 
discharge the Office") 

223 See The Charter of Queen Elizabeth fo1 the East India Company, supra note 207, at 469-71 
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officials condemned, durmg impeachment proceedings or m other fora, 
as "unfaithfulness and carelessness,"224 "contrary to h1s oath, and the 
faith and trust reposed m him,"225 and "contrary to the laws of this kmg­
dom, and contrary to his oath" "for his faithful discharge of his said 
office "226 Reviews of parliamentary impeachments show a "public trust 
theory" at work, m which "acting contrary to oath, to the duty of the 
official position, to the great trust reposed m the accused by the Kmg, 
and to the laws of the Realm" were key elements 227 

As always, there was a gap between the law's ideals and the actual 
practices of men Corrupt10n under James I and Charles I was a flash­
pomt for conflicts wrth Parliament Pubhc offices were sold, for the 
benefit of the kmg or those close to him, sometimes d1sgmsed as loans 
to the Crown 228 By mvestlgat10n, remonstration, and impeachment 
Parliament attempted to reduce this practice 229 At Parliament's m­
stance and by royal comm1ss10n, the 1620s and 1630s also saw investi­
gations and draft bills agamst the takmg of excessive fees by officers 230 

Royal comm1ss10ns from 1629 to 1634 "found much amiss" m admm-
1stration of the Navy and the Ordnance, and m 1635 the Pnvy Council 
ordered all officers there to take an oath "for the due and faithful exe­
cution of their places and charge respectively" as a remedy 231 

Durmg Parliament's long struggle with Charles I, which ended with 
his tnal and execut10n m 1649,232 Parliament frequently remonstrated 
that malicious ministers surroundmg the kmg had failed to duly execute 
laws of the land233 and had betrayed their "trusts" by actmg agamst 

224 Resolutions on Religion Drawn by a Sub-committee of the House of Commons (Feb 24, 

r628/29), in THE CONSTITUTIONAL DOCUMENTS OF THE PURITAN REVOLUTION, r625-
x660, at 77, 77 (Samuel Rawson Gardiner ed, Oxford, Clarendon Press 1899) [heremafter Gardmer] 

225 Proceedmgs Agarnst Sir Richard Gurney, [Knight and Baronet] Lord Mayor of London, on 
an Impeachment of H1gb Crimes and Misdemeanors r8 Charles I AD 1642, zn 4 A COMPLETE 
COLLECTION OF STATE TRIALS AND PROCEEDINGS FOR HIGH TREASON AND OTHER 
CRlMES AND MISDEMEANORS FROM THE EARLIEST PERIOD TO THE YEAR 1783, at r6o, 16r 
(TB Howell ed, London, TC Hansard 1816) [beremafter Howell] 

226 Articles of Impeachment Agamst Sir Thomas Gardmer, Recorder of the C1ty of London, fo1 

High Crimes and Misdemeanors r8 Charles I AD 1642, in Howell, supra note 225, at r67, 167 
22 7 E Mabry Rogers & Stephen B Young, Public Office as a Public Trust A Suggestion that 

Impeachment for High Crimes and Misdemeanors Implies a Fiduciary Standard, 63 GEO L J 1025, 

1040 (r975) 
228 See AYLMER, KING'S SERVANTS, supra note 209, at 228-29 

229 See id at 188-90, 229-30 
230 See id at 188-95, 199 
231 Id Not that this "remedy" had worked when the officers were reqmred to take oaths previ­

ously - but this doublmg down on oaths of fa1thful execullon shows that at then core, sucb oaths 
were part of an anllcorrupt:ion strategy 

232 Ph1hp Baker, The Regicide, in THE OXFORD HA.'IDBOOK OF THE ENGLISH REVOLUTION 
154, 154 (Michael J Bradd1ck ed, 2or5) [beremafter Braddtck] 

2.33 See, e g , The Nmeteen Propositions Sent by the 'Iwo Houses of Parhament to the Kmg at 
York (r642), ,n Gardiner, supra note 224, at 249, 252 ("That the laws m force agamstJesuits, pnests, 
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Parliament and the common good 234 And fmally, Charles I was exe­
cuted because, among other thmgs, "trusted with a hmrted power to 
govern by and accordmg to the laws of the land, and not otherwise, and 
by his trust, oath and office, bemg obliged to use the power committed 
to him, for the good and benefit of the people," he mstead acted tyran­
mcally, violated h1s oath, failed to follow the law, made war on his peo­
ple, and v10lated their nghts and hbertles 235 A few weeks after 
Charles's execution, the poet and republican theorist John Milton pub­
lished The Tenure of Kings and Magistrates, which argued that the cor­
onation oath was a "bond or Covnant" m which the people promised 
allegiance to the kmg and the king promised "to doe impartial justice by 
Law," laws "which they the people had themselves made, or assented 
to "236 But the people were released from their allegiance "1f the 
Kmg prov'd unfaithful! to his trust,"237 and then might "depose and 
put to death th[e]1r tyrannous Kmg[] "ZSS 

Consistent with the fmdmgs discussed m section I C above, durmg 
this time penod, several d1stlnct1ve strands of faithful execution were 
remforced, namely rules agamst self-dealmg and unJustified profit from 
office, rules constrammg the kmds of motives appropriate to executmg 
an office, and the reqmrement of staymg w1thm authority and ab1dmg 
by the mtent of the leg1slat10n or other positive law empowermg the 
officeholder 

Durmg the time m which England was ruled, effectively and then 
de Jure, without a kmg - periods of the Civil War, Commonwealth, 
and Protectorate, from 1642 until r66o - there was frequent lmkage of 
a rule agamst self-dealmg with faithful execution, particularly for offices 
dealmg with the receipt, account, or payment of moneys 239 Parliament, 
for example, directed oaths of faithful execut10n with the addendum that 
the oath-takmg officeholder would have "no private respect to your selfe 

and Popish recusants, be strictly put m execution, without any toleration 01 dispensatlon to the 
contrary ") 

234 See, e g , Proceedmgs Agamst Sir Edwai d Herbert, [Knight] the Krng's Attorney General, 
upon an Impeachment for High Crimes and Misdemeanors r 7 Charles I AD 1642, 11' Howell, 
supra note 225} at 119} 120,123 

135 The 1hal of Charles Stuart, Kmg of England, Before the High Court of Justice, for H1.gh 
Treason 24 Chrules I AD 1649, in Howell, supra note 225, at 990, 1070-71 For more on the charges 
and theories used to support the regmde, see SARAH BARBER, REGICIDE A.'\/D REPUBLICANISM 
POLITICS AND ETHICS IN THE ENGLISH REVOLUTION, 1646-1659 (1998), and Baker, suP,a 
note 232, at 154-69 

236 JOHN MILTON, THE TENURE OF KINGS A.ND MAGISTRATES I1 (Wilham Talbot Allison 
ed, Henry Holt & Co 19II) (1649) 

237 Id 
238 Id at 26 On Milton's popularity with American patriots, see BAILYN, supra note 7, at34 
139 This period also saw the widespread use of loyalty oaths to attempt to bmd and affect the 

behavior of offictals and members of the pubhc See John Walter, Crowds and Popular Politics in 
the English Revolution, in Bradd1ck, supra note 232, at 330, 341-42 
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m preJud1ce of the Common-wealth",240 would not be diverted from 
duty by "fear, favour, reward or affectwn",241 or would not take "any 
gift or reward, directly or md1rectly, from any person or persons what­
soever" but what was allowed by law or superior officer 242 Perhaps re­
flectmg the republican views of leading members,243 the Commonwealth 
and Protectorate parhaments also began to describe public offices as 
"trusts" much more frequently than previous parliaments,244 suggestmg 

240 An Ordmance and Dedarat1on Touchmg the Sallery and Allowance to Be Made to the Com­
missioners and Auditors for the Excise, (1643) I ACTS & 0RDS INTERREGNUM 287, 288, see also 
sup,-a note 2 r6, An Act for the Speedy Ra1smg and Levymg of Moneys by Way of New Impose or 
Excise, (1649) 2 AC'rs & ORDS INTERREGNUM 213, zr4 (prov1dmg that comm1ss1oners of the 
excise and impost "shall swear to be true and faithful to the Commonwealth of England" and "shall 
accordmg to [their] knowledge, power and skill execute the same diligently and faithfully, havxng 
no pnvate respect to [themselves], m preJud1ce of the Commonwealth") 

241 An Ordmance for Tukmg and Receiving of the Accompts of the Whole Kmgdom, (r643/44) r 
ACTS& ORDS INTERREGNUM 387, 388,see sup,anote 2r7, An Act for Transferring the Powers 
of the Committee for Indempmty, (1652) 2 ACTS & ◊RDS INTERREGNUM 588, 590 (providing 
that commiss10ners who would determine the indemmty due to persons who acted for Parliament 
during the civil wars must take an oath "That I will, according to my best slall and knowledge, 
faithfully discharge the Trust committed unto me, m relation to an Act [this act named] And that 
I will not for favor or affection, rewards 01 gifts, or hopes of reward or gift break the same") 

242 An Ordmance for the Abohshmg of Archbishops and Bishops W,thm the Kingdom of 
England, and Domm1on of Wales, and for Setlmg of Their Lands and Possessions upon Trustees, 
for the Use of the Commonwealth (1646), r ACTS & 0RDS INTERREGNUM 879, 881, see also 
supra note 218, An Act for the DeafforestatJ.on, Sale and Improvement of the Forests and of the 
Honors, Manors, Lands, Tenements and Hereditaments W1thm the Usual L1m1ts and Perambula­
tions of the Saine Heretofore Belonging to the Late King, Queen and Pnnce, (1653) 2 ACTS & 
ORDS INTERREGNUM 783, 789-90 (prov1dmg that surveyors of lands confiscated from the family 
of Charles I must take an oath "That I wtll, by the help of God, faithfully and truly, accordmg to 
my best sk:tll and knowledge, execute the place of Surveyor accordmg to the purport of the Act [this 
act named] [a]nd this I shall Justly and faithfully execute, without any Gift or Reward, or hope 
of Reward, directly or md1rectly, from any person or persons whatsoever (Except such Alowances 
as the said 'Irnstees or four or more of them shall thmk fit to make unto me, for my pains and 
charges m the executmg of the said Place and Office )'~ 

243 See JG A POCOCK, THE MACHIAVELLIAN MOMENI' FLORENTINE POLITICAL 
THOUGHT AND THE ATLANTIC REPUBLIC&'< TRADITION 36r-422 (1975) See generally 
JONATHAN SCOTT, COMMONWEAI:I'H PRINCIPLES REPUBLICAN WRITING OF THE ENG­
LISH REVOLUTION (2004), REPUBLICANISM, LIBERTY, AND COMMERCIAL SOCIETY, 1649-
r776 (David Wootton ed, 1994) 

244 The Sale of Offices Act of r551/52, 5 & 6 Edw 6 c 16, had described as "Servwes of'Iruste" 
offices mvo!ved with receipt, account, or disbursement of pubhc moneys, see id § r, but that was 
an rnfrequent locution m parliamentary statutes of the medieval and early modem period Durmg 
the mterregnum this descriptor became much moie common, and its use seemed to broaden See, 
e g, An Act for Snbscribmg the Engagement, (1649/50) 2 ACTS & ORDS INTERREGNUM 325,325 
(1mposmg a loyalty oath of "all and every person" holdmg "any Place or Office of Trust or Profit, or 
any Place or Imployment of pubhque Trust whatsoever"), An Ordmance to Disable Any Person 
Withm the City of London and Liberties Thereof, to Be of the Common-Counce!!, or m Any Office 
of ll:ust Wrthm the Said City, that Shall Not Take the Late Solemne League and Covenant, (1643) 
I AC'rs & ORDS INTERREGNUM 359, 359 (describmg London government offices as "pubhque 
Offices and places of Trust') 
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a special obhgahon to act for the good of the pubhc 245 Durmg the 
mterregnum, Parliament also declared, in its statute announcmg that 
England was a Commonwealth, that officers and mmisters would be 
selected and appomted "for the good of the people,"246 that 1s, not for 
the good of the government or the private benefit of the officeholder 
The famous Self-Denymg Ordinance of 1645 required members of 
Parhament to resign any other c1vll or military offices they held, and 
declared that officeholders "shall have no profit out of any such office, 
other than a competent salary for the execution of the same, m such 
manner as both Houses of Parhament shall order and ordam "247 

Other reforms occurred dunng this time aimed at ma.lung the holders 
of publrc offices more accountable and trustworthy, and less hkely to 
abuse office for private gain Many offices were converted from hfe to 
either pleasure or good behavior tenure 248 The use of salanes to com­
pensate officers mcreased, as did the amounts paid m salaries, because 
this was thought to make officers more honest and pubhc-spirited 249 

For the same reason, fee-takmg by pubhc officers was attacked, alt­
hough reformers did not succeed m total abolition, many fees were re­
duced and made more transparent 250 

Leadmg thmkers m the "Commonwealth" tradition, whose mfluence 
on the American revolutionary generation was immense, wrote and 
spoke repeatedly m favor of the public good being the measure of gov­
ernment pohcy and the aim of all government offices, and against van­
ous kinds of corruption and abuse of pubhc office, mcludmg the use of 
office for private profit 251 

245 The idea of kmgsh1p as an office existmg for the common good of the people was already an 
old one by this time See, e g, FORTESCUE, supia note 200, at 53 ("St Thomas [Aqumas], m the 
book wh,ch he wrote for the kmg of Cyprus, On Princely Government, says that 'the kmg 1s given 
for the sake of the kmgdom and not the kmgdom for the sake of the lung"'), see also CONAL 
CONDREN, ARGUMENT AND AUTHORITY IN EARLY MODERN ENGLAND THE PRESUPPO­
SITION OF OATHS AND OFFICES r9-20, IOI (2006) (noting that m English thought officeholders 
were sa:td to be shepherds who needed to protect and tend to their flocks) 

246 An Act Declaring England to Be a Commonwealth (May 19, 1649), reprinted in Gardmer, 
supra note 224, at 388, 388 

247 The Self-Denymg Ordinance (Apr 3, r645), ,eprinted ,n Gardmer, supra note 224, at 288 
248 See AYLMER, STATE'S SERVANTS, supra note 2II, at 82 
249 See id at 107, no 
iso See ,d at n3-15, 120 The process of movmg away from fee-based remuneration of public 

officers to sa!aIJes took centuries to complete See generally NICHOLAS R PARRILLO, AGAINST 
THE PROFIT MOTIVE THE SALARY REVOLUTION IN AMERICAN GOVER,'<MENT, 1780-1940 
(2013) 

251 Ca,olme Robbms wrote the classic study See CAROLINE ROBBINS, THE EIGHTEENTH 
CENTURY COMMONWEALTHMAN STUDIES IN THE TRANSMISSION, DEVELOPMENT AND 
CIRCUMSTANCE OF ENGLISH LIBERAL THOUGHT FROM THE RESTORATION OF CHARLES 
II UNTIL THE WAR WITH THE THIRTEEN COLONIES (I 959) For statements by a leadmg Com­
monwealth theorist, see SIDNEY, supra note r68, at 91 "[C]ommon sense teaches, and all good men 
acknowledge, that governments a:t e not set up for the advantage, profit, pleasure 01 glory of one or 
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Alt.hough acts and ordmances of the mterregnum were treated as 
void upon the restoration of the monarchy m 1660,252 Parliament and 
other lawmakers contmued the Commonwealth practlce of frequently 
Imkmg faithful execution to ant1-self-dealmg directlves, particularly for 
offices concernmg the pubhc flsc 253 After the restoration, important stat­
utes about pubhc employment continued the language of "trust" to de­
scribe offices,254 and Commonwealth-era ideas about mcreasmg salar12a­
tJon, reducmg hfe tenures m office, ehmmating sales of office, and makmg 
fees transparent and fixed contmued to mfluence public admm1stratJon 255 

Parliament and other lawmakers requmng faithful execution of of­
fice also continued to link this concept to the officer staymg w1thm legal 
authority and ab1dmg by the mtent of the legislation or other positJve 
law empowermg the officeholder Statutes frequently reC1ted that of­
ficeholders bound to faithfully execute must do so accordmg to the 
"[t]enor" or "[p]urport" of the act,256 or "accordmg to t!Ie true mtent and 

a few men, but for the good of the society And we may from hence collect, that m all contro­
versies concerning the power of magistrates, we are not to examme what conduces to their profit or 
glory, but what 1s good for the pubhck "Id 

2sa 3 ACTS AND ORDINANCES OF THE L'ITERREGNUM, 1642-1660, at m, xxxu (C H Futh 
& R S Rait eds, r9rr) 

21,3 See sources cited supra note n7, see also, e g, An Act for Granting to TheirMaJestles Cert.am 
Rates and Duties 1693, 5 W & M c 7, § 13 (prov1dmg that commiss10ners collecting duties on 
imported goods must take an oath "to execute [their] Office truly and faithfully without favour or 
affection and shall take noe Fee or Reward fm the [execution] of the said Office from any other 
person then from their Maiesttes or those whom their MaJestles shall appomt on tbat behalfe"), zd 
§ 43 (creating a lottery scheme to raise public funds and p1ov1dmg that "Managers and Directors" 
of the lottery must "sweare that I will faithfully execute the Tmst reposed m me And that I will not 
use any mdnect a1t or meanes or permit or direct any person to use any md1rect art or meanes to 
obtaiue a Prize or fortunate Lott for my self or for any other person whatsoever"), An Act for 
Granting a Subsidy to His MaJestle for Supply of Hts Extraordmary Occasions 1670/71, 22 & 23 

Car 2 c 3, § 15 (prov1dmg that tax assessors must take an oath "well and truely to execute the Duty 
of an Assessor [and] shall spare noe person for Favour or Affection, nor any person gre1ve for 
Hatred or 11! Will') 

254 See, e g, An Act for Preventing Dangers Which May Happen flom Pop1sh Recusants 1672, 
25 Car 2 c 2 (imposmg loyalty and anti-Cathohc oaths and declarations on anyone who received a 
salary or held any "Command or Place of Trust" from the kmg, ,d § I, except "mfer10ur C1v1ll 
Office[s]" like constables, id § r5), An Act for the Encouragement of Trade 1663, 15 Car 2 c 7, § 6 
(refemng to colonial governors as holdmg a "trust or charge" and requmng an oath to fully imple­
ment this navigation act), Corporation Act 1661, 13 Car 2 c I § 3 (1mposmg oaths on "persons then 
beanng any Office or Offices of Magtstracy or Places or Trusts or other Imployment relatmg to 01 

concerning the Government of the said respective Cities Corporations and Burroughs and Cmque 
Ports and the1re Members and other Poi t Towns'1 

255 See G E AYLMER, THE CROWN'S SERVANTS GOVERNMENT AND CIVIL SERVICE UN­
DER CHARLES II, 1660-1685, at 93-94, IOI, IIO (2002) 

256 See somce cited supra note 218, see also An Act for the Takmg .Exammmg and Stating the 
Puhhck Accounts 1695/96, 7 & 8 Will 3 c 8, § 2 (comm1ss1oners to examme pubhc accounts shall 
"take an Oath [that] to the best of my Skill and Knowledge I shall faithfully impartially and 
truly demeane my selfe m exammmg & takmg the Accounts of all such Sum or Sums of Money and 
other Thmgs brought or to be brought before me m Execution of one Act [this one narned] accordmg 
to the Tenor and Purport of the said Act") 
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meanmg" of the act 257 The oaths of many officeholders dunng this 
period - for example, Justices of the peace,258 constables,259 church­
wardens,260 auditors of public accounts,261 and corporate offlcers262 -

required followmg governmg law and staying w1thm that authority 
This emphasis on faithfulness of the officeholder to legislatlve su­

premacy and staying withm granted authonty created tension between 
Parliament and the senior-most magistrate m the kmgdom, the mon­
arch The coronatlon oaths of the Stuart kmgs Games, Charles, Charles 
II, James II) contamed the promise that they would "keep the Laws and 
nghtful Customs, which the Commonalty of this your Kmgdom 
have "263 But d1vme-nghts arch-monarchists hke Robert Filmer 
claimed that this only meant that, "m effect, the Kmg doth swear to 
keep no Laws, but such as m His Judgment are Upright "264 Republi­
cans such as Algernon Sidney exconated these claims He attacked 

257 An Act for Prevenung Frauds and Regulatmg Abuses m the Plantat10n Trade 1695/96, 7 & S 
Will 3 c 22, § 3 (requmng all colomal governors to take a "solemne Oath to doe the1re utmost that 
all the Clauses Matters and Thmgs contamed [several listed acts of Parliament concerning the plan­
tations and colomes] bee punctually and bona fide observed accordmg to the true mtent and mean­
mg thereoP'), see also supra note 2 2 1 

258 THE BOOK OF OATHS AND THE SEVERAL FORMS THEREOF, BOTH ANCIENT AND 
MODERN I76 (London, H Twyfoid et al 1689) e[I]n all A1t1cles, m the K.tngs Commission to you 
directed, you shall do equal nght to the Poor, and to the R,ch after your cunnmg, wit, and power, 
and after the Laws and Customs of the Realm, and Statutes thereof made ") 

259 Id at 43 ("[Y]e shall keep the peace of our Sovereign Lotd the K.tng well, and lawfully after 
your power " (emphasis added)) 

260 ARTICLES OF VISITATIO>I AND INQUIRY CONCER..'IING MATTERS ECCLESIASTICAL I 

(Warwick-lane [London], A Baldwm I 700) (reporting that churchwardens and other officials m the 
Anglican church took oath to "faithfully Execute [their] several Offices accordmg to Law, to the 
best of[the1r] Skill and Knowledge'~ 

261 See sources cited sup,a note 256 
262 Grant of London Goldwiredrawers, supra note 137, at 132 (prov1drng that the governor of the 

corporation shall take a corporal oath "well and truly to the uttermost of [their] powe1 execute the 
office of Governo1 m all thmgs to the said office appertaimng And that [they] shall well 
and truly to the uttermost of [their] powe1 obseive perform fulfil and keep mall points all such 
lawful reasonable and wholesome acts statutes laws and ordmances as are or shall from ttme to 
time be made by the Governor and Assistants of the said Company for the time bemg So help you 
God") 

263 THE HISTORY OF PUBLICKA:-ID SOLEMN STATE OATHS,si,p,a note r6r, at IS (coronation 
oath ofJames I) For Charles I, see THE ENTIRE CEREMONIES OF THE CORONATIONS OF HIS 
MAJESTY KING CHARLES II AND OF HER MAJESTY QUEEN MARY, CONSORT TO JAMES II 
40 (Ashmole & Sandford eds, London, 176r) For Charles II, see zd at 12 For James II, see 
ENGLISH CORONATION RECORDS 296-97 (Leopold G Wickham Legged, 19or) 

264 ROBERT FILMER, PATRIARCHA, OR THE NATURAL POWER OF KINGS 96 (London, r68o) 
(emphas1S omitted) In a work wntten and published when he was James VI of Scotland but not 
yet king of England, see Charles Howard Mcilwain, Introduction, tn THE POLITICAL WORKS OF 
JAMES I, at xv, xxxvll (Harvard Umv Press 1918) (1616), the future Kmg James I wrote that by 
the coronation oath a Chrrstian kmg prom1Ses "to marntaine all the lowable" - praiseworthy, ad­
mirable - "and good Lawes,"THE TREW LAW OF FREE MONARCHIES (1598), ,eprinted tn THE 
POLITICAL WORKS OF JAMES I, supra, at 53, 55 



20011

812 

2or9] FAITHFUL EXECUTION AND ARTICLE II 2157 

Filmer for promotmg "perJury" and "a detestable practice of anmh1lat­
mg the force of Oaths and most solemn Contracts," and asserted mstead 
that the English kmgs "by takmg the oath affirm[ ed]" that the standmg 
"Laws and Customs" of the country were "upright and good" and had 
entered mto a contract of "mutual obhgation" with the people to obey 
the laws 265 John Locke also wrote agamst Filmer about the coronation 
oath and the monarch's relat10nsh1p to standmg law Locke slyly drew 
upon the authority of James I, and quoted at length a 1609 speech to 
Parliament m which James asserted that the English kmg "expressly by 
his oath at his coronat10n" made a "paction to h1s people" for "the 
observat10n of the fundamental laws of his kmgdom," and that a kmg 
becomes a "tyrant[]" and "perJured" unless he keeps his oath and - here 
Locke paraphrases - "makes the laws the bounds of his power, and the 
good of the public the end of his government "266 

In keepmg w1th Fllmer's view of the coronation oath, the Stuarts 
asserted the prerogative to suspend acts of Parliament, m whole or part, 
and dispense with appltcat10n of acts of Parhament to specific md1v1d­
uals The controversy over the d1spensmg and suspendmg prerogative 
peaked durmg the short reign of James II (1685-88), the second post­
restorat10n monarch The story starts much earlier, however, with the 
oaths of supremacy and allegiance imposed under Elizabeth and James 
I, eventually covermg all members of Parhament and all officers and 
other persons m the king's service, and effectively barrmg Catholics and 
dissenting Protestants from high office 267 Under Charles II, rehg10us 
tests and oaths were expanded and extended to many lesser offices as 
well 268 

Charles II provoked confhct with Parliament by purportmg to sus­
pend some of these laws, before backmg down,269 but his brother, James 
II, a Catholic, chose outright confrontation He issued w1de-rangmg 
d1spensat1ons from the laws for certam favored persons, and then broad 
suspens10ns 270 In response, leadmg men m the kmgdom mv1ted the 
Protestant Wilham of Orange from the Dutch Republic - a grandson 

265 SIDNEY, supra note r68, at 4ro, 412,417 
266 JOHN LOCKE, OF CIVIL GOVERNMENT' SECOND TREATISE para 200, at ;68-69 (Henry 

Regnery Co 1955) (1689) 
261 Campbell, supra note 2 r 2, at 7-8 
268 Seeid at9-rr 
269 See CROWN AND PARLIAMENT IN TUDOR-STUART ENGLAND A DOCUMENTARY CON­

STITUTIONAL HISTORY, r485-r714, at 276-78 (Paul L Hughes & Robert F Fneds eds, r959) 
(reprmtmg commumcat10ns of Parhament denymg the king's power to suspend statutory law) 

270 Campbell, supra note 212, at rz 
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of Charles I who was married to James II's daughter Mary (also a 
Protestant)- to mvade England and assume the crown James II fled 271 

As part of the Glorious Revolution, Parliament enacted a new coro­
natlon oath As this statute recalled, prev10us coronation oaths had 
"beene framed m doubtfull Words and Express10ns" concemmg whether 
the monarch would strictly mamtam all "ancient Laws and Constitutions," 
or only those with which he or she agreed 272 To counter this evas10n, 
Parliament specified a new, clearer oath, through which William and 
Mary and subsequent monarchs would be reqmred to pledge as follows 
"Will You solemnely Promise and Sweare to Governe the People of this 
Kmgdome of England and the Domm1ons thereto belongmg accordmg 
to the Statutes m Parlyament Agreed on and the Laws and Customs of 
the same? I solemnly Promise soe to doe "273 This oath to govern 
accordmg to law dovetailed with the statement m the Bill of Rights, also 
adopted as part of the Glorious Revolutlon settlement between Parliament 
and the new kmg and queen, that the monarchy had no prerogative to 
suspend the laws or dispense with the apphcat10n of law to any md1vid­
ual 274 Later, foundat10nal statutes reiterated this commitment to par­
liamentary supremacy 275 

Of course, the fact that the English people had for the second time 
m a half century deposed their kmg because he had failed to rule for 
their benefit and accordmg to the laws of the land went a long way 
toward sohd1fymg the monarch's subordmation to the pubhc good as 
communicated via Parhament 276 

27 1 There 1s an enormous literature on the Glorious Revolution, mcluding two 1ecent, useful 
works See RICHARD s KAY, THE GLORIOUS REVOLUTION AND THE CONTINUITY OF LAW 
{2or4), STEVE PINCUS, r688 THE FIRST MODEfu'I REVOLUTION (2009) 

272 An Act for Estabhshmg the Coronatton Oath 1688, 1 W & M sess r c 6, pmbl 
m Id §3 
274 B1llofRights 1688, I W &M sess 2 c 2 f'ThatthepretendedPowe1 ofSuspendmgofLaws 

or the Executton of Laws by Regal] Authority without Consent of Pailayment IS J.llegall That the 
pretended Power of Dispensing with Laws or the Execution of Laws by Regal! Authontie as 1t hath 
beene assumed and exemsed of late is illegal! ") 

275 See An Act for the Further Limitat10n of the Crown and Better Securmg the Rights and 
Liberties of the SubJect 1700/01, 12 & 13 Will 3 c 2 (estahhshmg the Protestant succession to the 
crown through Sophia, granddaughter of James I, wife of the Elector of Hanover, id pmhl, and 
stating that "the Laws of England are the Birthright of the People thereof and all the Kmgs and 
Queens who shall ascend the Throne of this Realm ought to admimster the Government of the same 
accordmg to the said Laws and all their Office1s and Mmsters ought to serve them respectively 
accordmg to the same," ui § 4), An Act to Provide for the Admm,stration of the Government 
I7 50/5 r, 24 Geo 2 c 24, § 8 (prov1dmg, m the event of a regency by Augusta, Princes Dowager of 
Wales, that she must take an oath "[t]hat I will truly and fruthfully execute the Office of Regent of 
the Kmgdom" and "that I will adm1mster the Government of this Realm, and of all the Domm10ns 
thereunto belongmg, according to the Laws, Customs and Statutes thereof'), An Act to Provide for 
the Adm1mstratlon of the Government 1765, s Geo 3 c 27, § n (s1m1lar) 

276 See generally r BLACKSTONE, supra note r85, at -"156 (descnbmg the "ommpotence" and 
"absolute despottc power" of Parliament and stating that "[1]t can regulate or new model the suc­
cession to the crown, as was done m the reign of Wilham III") For a helpful monograph on 
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As Blackstone summarized the state of things brought about by these 
acts, the kmg had "the whole execuhve power of the laws," a "great and 
extensive trust "277 But Enghsh law imposed a "lurutat.Ion [on] the 
kmg's prerogative," which was "a guard upon the executive power, by 
restrammg rt from actmg either beyond or m contrad1ct1on to the 
laws "278 Thus the Crown must do its duty to execute the laws "m sub­
servience to the law of the land," this for "the care and protect10n of the 
commumty "279 The Glorious Revolut10n settlement also mvolved 
Parliament spec1fymg new, simpler vers10ns of the oaths of allegiance 
and supremacy, which contmued to deny the Church of Rome any au­
thonty or Jurisdict10n 280 The coronation oath now also required up­
holdmg "the Protestant Reformed Rehg10n Established by Law,"281 fur­
ther cementing the Anglican basis of England's monarchy and 
govemmg class, and makmg the upholdmg of statutory law and the es­
tablished Protestant church keys to the monarch's execution of office 

It 1s mterestmg that the coronation oath does not use the language 
of faithfulness, or a synonym, when rt descnbes the monarch's Jud1cral 
and admmistrative law execution duties The part of the Stuarts' oath 
concernmg execution, which was qmte s1m1lar to ones datmg back to 
the medieval penod, required the kmg's assent to the question "will you, 
to your Power, cause Law, Justice and Discretion, m Mercy and Truth, 
to be executed to your Judgment?"282 Neither faithfulness nor a syno­
nym was added by the Glorious Revolution Parliament 283 Section III A 
wrll discuss the s1gmflcance of the framers optmg not to use the corona­
tion oath as the model for the presidential oath, but mstead, adoptmg 
the "faithful" language that was commonly used m oaths for mid-level 
and more mm1stenal offices 

2 The Early Settlements of American Colonies - The Enghsh 
colonizat10n of America m the seventeenth century called mto existence 
many new pohties, corporations, and offices, requmng specified condl­
tions of offlceholdmg Both authorities m England and the colomsts them­
selves articulated these cond1tlons, which contain important foundational 
themes and language, some of which ultimately found their way mto the 

parliamentary supremacy, see generally JEFFREY GOLDSWORTHY, THE SOVEREIGNTY OF PAR­
LIAMENT' HISTORY AND PHILOSOPHY (1999) 

277 r BLACKSTONE, supra note rs5, at '-257 
21s Id at •137 
279 Id at ~183, see also id at *229 (statmg that by "contract" with the people of Great Bntam, 

the monarch must "govern accordmg to law") 
280 Bill of Rights r688, r W & M sess 2 c z 
281 An Act for Estabhshmg the Coronation Oath r68S, I W & M sess r c 6, § 3, see also I 

BLACKSTONE, supra note 185, at *228 (descnbmg the coronation oat.Ii to contam the requirement 
to "mamtam the rehg10n estabhshed by the law") 

282 THE HISTORY OF PUBLICK AND SOLEMN STATE OATHS, supra note r6r, at rs 
283 See An Act for Estabhshmg the Coronation Oath § J {'Will You to Your Power cause Law 

and Justice m Mercy to be Executed m all Your Judgments") 
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1787 Constitution, mcludmg m Article II Spec1f1cally, these new offices 
often contamed directives of faithful performance and takmg care that 
reflected the three precepts of faithfulness we found coalescmg m the 
mid-seventeenth century Thus, the corporate structure of the colomes 
not only contributed to the nse of const1tut10nal JUdlC!al review,284 but 
also produced a basis for the mclus1on of the "faithful execution" com­
mands m the Constitution 

The earliest royal charters granted for exploration m America by 
Queen Ehzabeth and then Kmg James I were bnef documents with no 
detail about executive management and no oaths But m the first de­
tailed charter, granted m 1629 by Charles I for Massachusetts Bay, we 
already see two important components of Article II - to execute office 
well and faithfully and to govern accordmg to standmg law as well 
as additional language that prefigures Article II The charter directed 
that the governor, along with his deputy and assistants, "shall apphe 
themselves to take Care for the best d1sposeing and ordermg of the gen­
eral! buysmes and Affaires of, for, and concerning the Government 
of the People there "285 The governor and other officers of the company 
must "take their Corporal Oathes for the due and faithfull Performance 
of their Duties m their severall Offices and Places "286 And the executive 
powers of the governor and other officers could be exercised only ac­
cordmg to law, and interpreted accordmg to the mtent of the lawgiver 287 

Seventeenth-century charters for other colomes m America contained 
similar prov1s1ons 288 

From the outset, the colonists were not content to have all of their 
political and legal arrangements dictated from England Two colomst­
written documents, both of which Professor Donald Lutz describes as 
"cand1date[s] for being the earhest written constitut10n[s] in America," 
"prommently display[] oaths for officeholders as essenhal part[s] of 

284 See Mary Sarah Bilder, The Corporate Ongins of Judicial Review, rr6 YALE L J 502, 504 
(2006) 

285 The Charter of Massachusetts Bay (1629), ,eprinted in 3 FEDERAL AND STATE CONSTITU­
TIONS, supra note 138, at 1846, ,852 (emphasis added) 

286 Id at 1854 
287 Id at ,858 (prov1dmg that laws and ordmances made for the colony "shalbe ca,efulhe and 

duhe observed, kept, performed, and putt m Execucon, accordmg to the hue Intent and Meanmg 
of the same") 

288 See, e g, ACTS AND LAWS OF THE STATE OF CONNECTICUT, IN AMERICA (New London, 
Conn , Timothy Green r 784), reprinted m I FEDERAL AND STATE CONSTITUTIONS, supra note 
138, at 529, 532, 534 (the 1662 Charter of Connecticut requmng officers to take the oaths of su­
p1emacy and obedience and a corporal oath "fo1 the due and fruthful Performance of their Duties, 
m their several Offices and Places," ,d at 532, and prov1dmg that "all such Laws, Statutes and 
Ordmances, Instructions, Impositions and Directions as shall be so made by the Governor, Deputy. 
Governor, and Assistants as aforesrud shall carefully and duly be observed, kept, performed, 
and put m Execution, accordmg to the true Intent and Meaning of the same," id at 534) 
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the agreement(s] "289 Both documents bind a governor to faithfully ex­
ecute his office and the laws for the common good, and to follow the 
law and stay within authority The r636 P1lgnm Code of Law for New 
Plymouth provided that "(t]he office of the governor consists in the 
execution of such laws and ordinances as are or shall be made and es­
tabhshed for the good of this corporation "290 The governor's oath re­
quired that 

You shall swear to be truly loyal, also, accordmg to that measure of wisdom, 
understandmg, and d1sce1nmg given unto you faithfully, equally, and md1f­
ferently, without respect of persons, to admm1ster Justice m all cases commg 
before you as the governor of New Plymouth You shall, m hke manner, 
faithfully, duly, and truly execute the laws and ordmances of the same 291 

The Fundamental Orders of Connecticut (1639) reqmred an oath for 
the governor binding him 

[TJo prmote the pubhcke good and peace of the [colony], accordmg to the 
best of [hlS] skill, as also will mayntayne all lawfull pnmledges of this 
Commonwealth as also that all wholsome !awes that are or shall be made 
by lawfull authouty here established, be duly executed, and will fmther the 
execution of Justice accordmg to the rule of Gods word 292 

Some Protestants from dissenting sects who settled in America ob­
Jected to oath swearing, beheving that 1t involved the profane takmg of 
the Lord's name in vain 293 Yet even those unwilling to take oaths still 
commanded governors to abide by the laws, stay within their authori­
zations, and faithfully execute the laws (Note that Article II later re­
quired faithful execut10n, not only by an oath, but also by an affirmation 
option and the direct command of the Take Care Clause ) Thus the 
colony that became Rhode Island, founded by Roger Williams, wrote a 
frame of government m r642 that provided that the free men would 
"make or constitute Just Lawes, by which they will be regulated, and 
depute from among themselves such M1msters as shall see them faith­
fully executed between Man and Man "294 In 164 7, the Acts and Orders 
of the Generall Court of Elections for Providence Colome (Rhode Island) 
required that officers, before takmg office, "engage" - not swear an 

289 COLONIAL ORIGINS OF THE AMERICAN CONSTITUTION A DOCUMENTARY HISTORY 
210 (Donald S Lutz ed, 1998) 

290 Pllgr1m Code of Law (Nov 15, 1636), ,eprmted ,n COLONIAL ORIGINS OF THE AMERICAN 
CONSTITUTION, sup,a note 289, at 6r, 63 

291 Id at 63-64 
292 Fundamental Orders of Connecticut (Jan r4, 1639), reprinted m COLONIAL ORIGINS OF 

THE AMERICAN CONSTITUTION, sup,a note 289, at 210, 2 r5 
293 See DAVID L HOLMES, THE FAITHS OF THE FOUNDING FATHERS 5-7 (2006) ("[T]he 

Mennomtes and all Anabaptists advocated the separation of church and state [and] they op­
posed swearmg oaths " Id at 6 ), DONALDS LUTZ, THE ORIGINS OF AMERICAN CON­
STITUTIONALISM 28 (r988), see also supra notes 8 & 64 

294 Orgamzatton of the Government of Rhode Island (Mar 16-19, 1642 ), repnnted m COLONIAL 
ORIGINS OF THE AMERICAN CONSTITUTION, supra note 289, at r72, I 73 
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oath - "faithfully and truly to the utmost of your power to execute the 
comm1ss10n committed vnto you, and do hereby promise to do neither 
more nor less in that respect than that which the Colome [authonzed} 
you to do accordmg to the best of your understandmg "295 

For the colony of New Jersey or New Caesarea, the proprietors 
agreed to a frame of government m 1664 that provided that the governor 
and his council shall "execute their several dunes and offices respec­
tively, accordmg to the laws m force," and "act and do all other thmgs 
that may conduce to the safety, peace and well-government of the said 
Provmce so as they be not contrary to the laws of the said Provmce "296 

Wilham Penn wrote a frame of government for his new colony of Penn­
sylvama that provided that the governor and his council "shall take 
Care, that all Laws Statutes and Ordmances which shall at any time be 
made within the said Provmce be duly and diligently executed "297 As 
a Quaker, Penn beheved that oaths were profane,298 and his frame did 
not contam any, mstead he used a command that seems to have been 
copied by Pennsylvaman James Wilson mto the Take Care Clause of 
Article II 

Still, when early colomal outposts created lower offices, they often 
imposed oaths, affirmations, or commands of faithful execution and fruth­
fulness m followmg the law In mid-seventeenth-century Massachusetts 
Bay, for example, the surveyor of trainmg bands of m1htia and the gen­
eral auditor of the colony were both reqmred to take an oath "for the 
faithful! & d1hgent execution of his place"299 or "office"300 while a "pub­
hcke notary" m the colony took a slightly different oath - that the of­
ficeholder "shall demeane yorselfe diligently & faithfully, accordmg to ye 
duty of yor office wthout dely or covm," that 1s, without delay or fraud 301 

295 Acts and Orde1s of r64 7, ;eprinted tn COLONIAL ORIGINS OF THE AMERICAN CONSTI­
TUTION, sup,a note 289, at 178, 181 (alteration in onginal) 

296 The Concession and Agreement of the Lords Ptopnetors of the Province of New Caesarea, or 
New Je1sey, to and with All and Eveiy the Adventurers and All Such as Shall Settle or Plant There 
{1664), rejmnted in 5 FEDERAL AND STATE CONSTITUTIONS, sup,a note 138, at 2535, 2539-40 

297 Penn's Charter of Liberties § 8 (r682), ,epnnted in 5 FEDERAL AND STATE CONSTITU­
TIONS, supia note 138, at 3047, 3049, see also Frame of Government of Pennsylvama § 6 (1683), 
rep,wted in 5 FEDERAL AND STATE CONSTITUTIONS, supra note r38, at 3064, 3065 ("[T]he 
Governor shall take care that all laws, statutes and ordmances, which shall, at any !:!me, be 
made within the said province and terntones, be duly and diligently executed ") 

298 Penn was one of the prominentEnghsh Quakers involved m pubhslnng a 1675 book descnb­
ing rehg1ous and policy obJections to oaths See A TREATISE OF OATHS CONTAINING SEVERAL 
WElGHTY REASONS WHY THE PEOPLE CALL'D QUAKERS REFUSE TO SWEAR 194 (Dublm, 
E Ray 1713) (1675) 

299 2 RECORDS OF THE GOVERNOR AND COMPANY OF THE MASSACHUSETTS BAY IN 
NEW ENGLAND 74 (Nathamel B Shmtleff ed, Boston, Wtll1am White ,853) 

300 Id at r4r 
301 Id at 209 
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D Mature Governments in Colonial America 

There were differences among American colomes m the form of gov­
ernment For example, m the seventeenth century, some hke Pennsylvama 
were proprietary, with the Crown delegatmg authority to an md1v1dual 
proprietor or group of proprietors to manage, some hke Massachusetts 
Bay were governed by a chartered Jomt stock company, also exerc1smg 
delegated power, and some like New York were controlled directly by 
the Crown 302 By the eighteenth century, most had been converted to 
crown colomes 303 The degrees of self-government allowed to colomsts 
through their elective assemblies also differed somewhat between colo­
mes and over time But despite these differences, officeholders from the 
lowest to the highest were bound to faithfully execute their offices and 
faithfully follow the law 

I Governors - By the turn of the eighteenth century, when most 
American colomes had come to be governed directly by tl1e Crown, there 
was great umform1ty m the duties imposed on governors There was a 
standard form of the governor's comm1Ss1on, issued through the Pnvy 
Council under the monarch's name, with advice of the Board of Trade 
Each governor was commanded, mutatis mutandis, "to do and execute 
all Thmgs m due manner that shall belong unto your said Command,"304 

to govern accordmg to standmg law and d1rect10ns from the Crown,305 

and to take the oaths specified by parliamentary statutes (concermng 
allegiance to the Crown and support for the Protestant success10n), as 
well as an "Oath for the due Execut10n of the Office and Trust "306 \~le 

302 Fm an overview of the different forms of colomal governments m North Amenca, see 
EVARTS BOUTEl,L GREENE, THE PROVINCIAL GOVERNOR IN THE ENGLISH COLONIES OF 
NORTH AMERICA r-22 (Cambndge, Harvard Umv Press 1898), Mary Sarah Btlder, English Set­
tlement and Local Governance, in I THE CAMBRIDGE HISTORY OF LAW IN AMERICA 63 (l\{1-
chael Grossberg & Chnstopher Tomlms eds , 2008) 

303 See GREENE, sup,a note 302, at r, Bilder, supia note 302, at 79 
304 Lord Cornbury's Comm1ss1on, reprinted"' THE GRANTS, CONCESSIONS, AND ORIGINAL 

CONSTITUTIONS OF THE PROVINCE OF NEW JERSEY 64 7, 64 7 (Aaron Leammg & Jacob Spicer 
eds , Phtladelph1a, W Bradford n d ) 

305 Id at 648 ("accordmg to [the] several Powers and Directions granted or appomted you by this 
present Comm1ss1on, and the Instructions and Authorities heiew1th given you and accordmg to 
such reasonable Laws and Statutes as shall be made and agreed upon by you, with the advice and 
consent of the Council and Assembly of our said P1ovmce, under your Government") 

306 l d For comm1ss10ns to othe1 governors usmg the same form and language, see, for example, 
HIS MAJESTY'S ROYAL COMMISSION TO WILLL-\M COSBY 2 (New-York, 1736) (EAII no 4020), 

Comm1ss1on of Beniamm Fletcher to be Governor of New-York (r692), reprinted in 3 DOCU­
MENTS RELATIVE TO THE COLONIAL HISTORY OF THE STATE OF NEW-YORK 827, 827-33 
(EB O'Callaghan ed & trans, Albany, Weed, Parsons & Co 1853), Comm1ss1on of George Clmton, 
Esq, to be Governor of New-York (r741), reprinted ,n 6 DOCUMENTS RELATIVE TO THE 
COLONIAL HISTORY OF THE STATE OF NEW-YORK, sup,a, at 189, 189-95, Comm1ss10n of Gov 
Bennmg Wentworth, from His MaJesty, George the Third (1760), reprinted in 6 PROVINCIAL 
PAPERS DOCUMENTS AND RECORDS RELATING TO THE PROVINCE OF NEW-HAMPSHIRE, 
FROM 1749 TO 1763, at 908,909 (Nathaniel Bouton ed, Manchester, NH, James M Campbell 
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read the words "due" or "duly execute" m oaths of office to be synony­
mous with "faithful" or "faithfully execute" for several reasons D1ctlon­
anes report that the terms were synonyms,307 the words were often 
paired m oaths of office, and there are many mstances where 1t appears 
that they are used mterchangeably m oaths or commands spec1fymg of­
f1C1al duties 308 

Comm1ss10ns for colomal governors were reqmred to be read to the 
governor's council and pubhshed at the outset of every governor's time 
m office, meanmg that their content was widely known 309 Due to 
spotty enforcement of the various navigation acts m the colomes, 
Parliament also reqmred that all colomal governors take an additional 
oath to enforce them The vers10n of the parliamentary oath found m 
the 1764 Sugar Act (an act loathed by American colomsts) demanded 
that governors "do their utmost" to "punctually and bona fide observe[}, 
accordmg to the true Intent and Meamng thereof" "all the Clauses, Mat­
ters, and Thmgs, contained m any Act of Parliament" concernmg the 
colomes 3 ro Crown records show that the Board of Trade frequently 
drafted, and the Privy Council sent under the monarch's name, remind­
ers to colomal governors to take their various oaths of office 311 

2 Officers of Chartered Corporations - In chartered colomes, 
governors of the colony were corporate officers Here, we discuss cor­
porations that created mumc1pallties and boroughs, charitable organi­
zations, and busmess ventures As m earher periods, the officers of such 
chartered corporations continued to be given reqmrements to faithfully 
and d1hgently execute their offices, follow standmg law, and stay w1thm 
authority It was also frequently specified that misconduct would result 
m loss of office 

The 1694 Charter of the City of New-York, for mstance, required all city 
officers, recorders, town clerks, clerks of the market, aldermen, assistants, 

1872), and Letter from Dunk Halifax et al to Kmg George III (r76r), m 6 THE COLONIAL REC­
ORDS OF NORTH CAROLINA 524, 524-25 (Wilham L Saunders ed, Raleigh, Josephus Daniels 
r888) (prop<Jsmg comm1ss10n for Arthur Dobbs to be Governor of North Carolma) Comm1ss10ns 
of all the colomal governors of Massachusetts Bay are reproduced at Index, COLONIAL SOC'Y 
MASS, https //colomalsoc1etyorglnode [https 1/perma cc/J8AJ-H3P5] 

J07 See sup1a sect10n IC, pp 2132-34 
308 See, e g, infra notes 313 &316 and accompanying text 
309 See GREENE, supra note 302, at 54, 1 LABAREE, sup,·a note 139, § 36, at 16-17, ALVIN 

RABUSHKA, TAXATION IN COLONIALAMERlCA 121 (2008} 
310 An Act for Granting Certain Duties m the British Colomes and Plantations m Amenca 1764, 

4 Geo 3 c 15, § 39 (Sugar Act) A nearly ident:tcal oath was required hy several earlier navigation 
acts See Preventmg Frauds and Regulating Abuses m the Plantatwn Trade 1695/96, 7 & 8 Will 3 
c 22, § 3,AnActfm the EncomagementofTrade 1663, rs Car 2 c 7, § 6,AnActforthe Encouragemg 
and Inc,-easmg of Sbippmg and Navigation 1660, 12 Car 2 c 18, § 2 

311 1 LABAREE, supra note 139, §§ 63, 69, 78, 2 id § 925, see also 1 ,d at vm (notmg that the 
mstructions were tSsued m the name of the mona,-ch, reviewed by the Pnvy Counal, and generally 
drafted by the Board of Trade) 
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chamberlams or treasurers, high constables, and petty constables, 
"[b]efore they, or any of them shall be admitted to enter upon and exe­
cute their respective Offices," to be "sworn, faithfully to Execute the 
same, before the Mayor "312 The mayor and sheriff had to take corporal 
oaths before the governor and his council "for the due Execution of their 
respective Offices "313 The charter for the College of Wilham and Mary 
m V1rgm1a required that the governmg body, called the "Visitors and 
Governors," be sworn "well and faithfully to execute the said Office "314 

In New Jersey, the charter granted to Queen's College (today's Rutgers) 
by Kmg George III required trustees to "take an oath for faithfully exe­
cutmg the office, or trust reposed in them "315 The I77I charter for the 
New-York Hospital m Manhattan (which still serves the city today) re­
quired that its officers and governors exercise power "accordmg to the 
Laws and Regulations" governing the entity and take oaths or make affir­
mations "for the faithful and due Execution of their respective Offices," 
and also granted them the authority to remove officers and phys1C1ans 
who "become unfit or mcapable to execute their said Offices, respec­
tively, or shall misdemean themselves m their said Offices, respectively, 
contrary to any the Bye Laws or Regulations of our said Corporation, 
or refuse or neglect the Execution thereof "316 And churches were some­
times mcorporated, requmng oaths of faithful execution by vestrymen 
and other offmals 317 

3 Other Colonial Public Officials - In every colony, the assembly 
created offices and spec1f1ed by oath or command that officeholders 
were bound to faithfully execute them We furnish some 1llustratlve 
examples here to show the d1vers1ty of offices that had these reqmre­
ments, but we could have chosen hundreds more 

312 THE CHARTER OF THE CITY OF NEW-YORK 7 (New-York, 1686) (EAII no 706) 
313 Id at 6-7 
3l4 THE CHARTER AND STATUTES OF THE COLLEGE OF WILLIAM AND MARY IN VIRGINIA 

35 (W1Ihamsburg, Va, Wilham Parks 1736) (EAII no 4oro9) 
315 CHARTER OF A COLLEGE TO BE ERECTED IN NEW-JERSEY, BY THE NAME OF 

QUEEN'S-COLLEGE 4 (New-York, John Holt 1770) (EAII no 42168) 
316 CHARTER FOR ESTABLISHING AN HOSPITAL IN THE CITY OF NEW-YORK 7-8, IO (New­

York, H Game 1771) (EAII no 12161) 
317 See, e g, Act for the Establishment of Religious Wo1shlp m this Provmce, Accordmg to the 

Church of England {17or), ,epnnted in ACTS OF ASSEMBLY, PASSED IN THE PROVINCE OF 
MARYLAND, FROM 1692, TO 17r5, at 13, 14, r6 (London, John Baskett r 723) (reqwrmg that ves­
trymen take an oath "[t]hat I will Justly and truly execute the '!rust or Office of a Vestryman of this 
Parish, accordmg to my best Skill and Knowledge, without PreJud1ce, Favour or Affectlon," 1,d at 
14, and churchwardens take an oath "well and faithfully to execute that Office for the ensumg Year, 
accordmg to the Laws and Usages of the said Provmce, to the best of his Skill and Powe,," id at 
16), An Act fo1 Incmporatlng the Vestry of the Pansh of St Thomas m Berkley County (circa 1733-
1736), reprinted in ACTS PASSED BY TEE GENERAL ASSEMBLY OF SOUTH-CAROLINA 52, 54 
(Charles-Town, Lewis Timothy 1736) (providmg that vestrymen must take an oath "that I will well 
and faithfully execute the Office and to the utmost of my Power, observe and follow the Direc­
tlons of the Act of the General Assembly [this act named]") 
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In Massachusetts, for example, the gager of casks swore an oath to 
"diligently and faithfully discharge and execute the Office of a Gager 
impartially without Fear or Favour,"318 and managers of the Massachu­
setts public lottery had a detailed oath to faithfully execute, eschew cor­
rupt10n, and follow the mtent of the legislature,319 as did lottery manag­
ers m other colomes like New York 320 The Rhode Island assembly 
reqmred the general treasurer of the colony to post bond "for the faithful 
Execution of h1s Office, and the '!rust reposed m him,"321 while trustees 
charged with makmg loans with government-issued bills of credit were re­
qmred to "give personal Security" "to the Amount of the several Sums by 
them rece1v'd, for the faithful Execution of therr '!rust and Office "322 In 
Connecticut, constables,323 town clerks,324 sergeants maJor of the mihtia,325 

3!8 An Act to Prevent Deceit m the Gage of Cask (1747), ,eprinted ,n ACTS AND LAWS OF HIS 
MAJESTY'S PROVINCE OF THE MASSACHUSETTS-BAY IN NEW-ENGLAND 52, 53 (n p 1763) 

319 An Act for Raismg by a Lottery the Sum of Seven Thousand and Five Hundred Pounds for 
the Service of thts Provmce m the Present Year (1744), reprinted in ACTS AND LAWS, PASSED BY 
THE GREAT AND GENERAL COURT OR ASSEMBLY OF HIS MAJESTY'S PROVINCE OF THE 
MASSACHUSETTS-BAY IN NEW-ENGLAND 142, 145 (Boston, Kneeland & Green li45) ("I will 
faithfully execute the Trust reposed m me, and I will not use any md1rect Art or Means to obtam 
a Prize or Benefit-Lot for my self or any other Person whatsoever and I will, to the best of 
my Judgment, declare to whom any Prize, Lot or Ticket does of Right belong, accordmg to the true 
Intent and meanmg of the Act of this Provmce made 111 the eighteenth Year of His MaJesty's Reign 
m that Behalf So help me God ") (EAII no 5628) 

320 An Act for Ratifymg the Sum of l\vo Thousand l\vo Hundred and Fifty Pounds, by a Publtck 
Lottery fm this Colony, for the Advancement of Learnmg, and Towards the Foundmg a College 
W1thm the Same (1746), reprinted in ANNO REGNI GEORGII II REGIS MAGNAE BRITANNIEAE, 
FRANCIAE, & HIBERNIAE, VICESSIMO 37, 41 (New-York, James Parker 1746) 

321 An Act Statmg the General 'Treasurer's Salary, and for Talung Security (1729), ieprinted in 

ACTS AND LAWS, OF HIS MAJESTY'S COLONY OF RHODE-ISLAND, AND PROVIDENCE­
PLANTATIONS,INNEW-ENGLAND, IN AMERICA 146, r46 (Newport, Frankltn 1745) (EAIJ no 5683) 

322 An Act for Promotiug the Rrusmg Flax and Wool, and Manufacturmg the Same mto Cloth 
(1750),reprintedinATTHEGENERALASSEMBLYOFTHEGOVERNORANDCOMPANYOFTHE 
ENGLISH COLONY OF RHODE-ISLAND, AND PROVIDENCE-PLANTATIONS, IN NEW-ENGLAND, 
IN AMERICA 77, 78 (Newport, 1751) (EAII no 40604) 

323 An Act for the Estabhshmg Forms of Oaths, reprinted in ACTS AND LAWS, OF HIS MAJESTIES 
COLONY OF CONNECTICUT IN NEW-ENGLAND 89 (Boston, Bartholomew Green & John Allen 
1702) (reqmrmg an oath that "you will fruthfully Execute the place and Office of a Constable 
and will do yom best endeavor to see all Watches and Wards executed and duly attended, and obey 
and execute an lawful Commands and Warrants as shall be committed to your care) according 
to your best skill'') 

324 Id (requmng an oath that "you will truly and faithfully attend and execute the place and 
Office of a Town Clerk accordmg to your best skill and make Entry of all such Grants, Deeds 
of Sale, 01 of Gift, Town Votes, Mortgages and Ahenations of Land, as shall be compleated accord­
mg to Law") 

J25 Id at 87 (requmng an oath that "accordmg to your Comm1ss1on, you Swear by the Ever­
hvmg God, that accordmg to your best skill and ability, you will faithfully discharge the trust com­
mitted to you, and accordmg to such Commands and d1rect10ns as you shall receive flam time to 
time, from the General Court, and Governour and Council, and accordmg to the Laws and Orders 
of this Colony'') 
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fence viewers,326 tythmg men,327 and many other officials took oaths to 
faithfully discharge or execute their office 

In Pennsylvama, the keeper of an almshouse was reqmred to give 
bond with sureties "for the due and faithful Execut10n of his Office, and 
for the Care and good Management of what shall be committed to h1s 
Trust,"328 while the register general for probatmg wills and grantmg let­
ters of admm1strat1on had to give bond with sufficient sureties "for the 
true and faithful Execut10n of his Office, and for the dehvermg up the 
Records, and other Wntmgs belongmg to the said Office "329 The 
Delaware assembly reqmred the recorder of deeds to post bond, with at 
least one surety, "cond1t10ned for the true and faithful Execut10n of his 
Office, and for dehvermg up the Records and other Wntmgs belonging 
to the said Office "330 Sheriffs m Maryland had to post bond, the "Con­
dition" of which was that they "well and faithfully execute the same 
Office, and also shall render His said MaJesty, and His Officers, a true, 
faithful, and perfect Account of all and smgular His said MaJesty's 
Rights and Dues [and] a true and Just Account of their Fees "331 

In V1rgmia, a surveyor of land took an oath to "truly and faithfully, 
to the best of His Knowledge and Power, discharge and execute hrs 
Trust, Office, and Employment," and enter mto bond with sureties "for 
the true and faithful Execution and Performance of his Office "332 In 

326 This officer adm1mste1ed fence laws and settled disputes about fencmg - for example, m­
volvmg escaped livestock For the oath, see id at 89 (requmng an oath to "diligently and faithfully 
discharge and execute the Office") 

327 This was a low-level elected office m England and New England, charged with overseeing 
the conduct of neighbors, policmg taverns for drunkenness and rowdy behavtor, and the hke For 
the oath, see An Act for Prescnbmg, and Estabhshmg Forms of Oaths m This Colony, rep, inted in 

ACTS AND LAWS OF Hrs MAJESTY'S ENGLISH COLONY OF CONNECTICUT IN NEW­
ENGLAND IN AMERICA 175, r8r (New London, Conn , Timothy Green 1750) (requmng an oath 
to "faithfully Execute the Place, and Office Impartially according to Law, w1thout Fear, or 
Favoµr, accordmg to your best Skill, and Knowledge") 

328 An Act for Amendmg the Laws Relatmg to the Poor, reprinted in ANNO REGNI GEORGII 
II REGIS, MAGNAE BRITANNIAE, FRANC!AE & HIBERNIAE, VIGESlMO TERTIO AT A GEN­
ERAL ASSEMBLY OF THE PROVINCE OF PENNSYLVANIA 98, 104 (Ph1ladelphia, B Franklm 
1749) (EAII no 6395) 

329 An Act Concemmg the Piobates of Wntten and Nuncupative Wills, and for Confirmmg De­
vices of Lands, c XIX, , epnnted in THE LAWS OF THE PROVINCE OF PENNSYLVANIA COL­
LECTED INTO ONE VOLUME 45, 4 ;-48 (Ph!ladelph1a, Andrew Bradford l 714) 

330 An Act for Acknowledging and Recordmg Deeds, , eprmted m LAWS OF THE GOVERNMENT 
or NEW-CASTLE, KENT AND SUSSEX UPON DELAWARE 207 (Pbtladelph1a, B Franklm I 741) 

331 An Act for the D1recbon of the Sheriff's Office, and Restrainmg Their Ill Practices W1thm 
this Provmce, 1epnnted t1t ACTS OF ASSEMBLY, PASSED IN THE PROVINCE OF MARYLAND, 
FROM 1692, TO 1715, supra note 317, at 179 

332 An Act D1rectmg the Duty of Surveyors of Land, ch XIV (1748), reprinted in THE Ac rs OF 
ASSEMBLY, Now IN FORCE, IN THE COLONY OF VIRGINIA (W1lhamsburg, W Rind, A Pm die 
& J Dixon 1769) (EAII no n5u) 
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North Carolma, officers such as searchers for weapons among slaves,333 

collectors of hquor duties,334 shenffs,335 and comm1ss10ners to oversee 
the em1ss1on of public bills of cred1t336 took oaths or posted bonds to 
faithfully execute their offices South Carolma also created many offices 
with that reqmrement, mcludmg the pilot of Charles-Town harbor,337 

surveyors of hemp, flax, and silk,338 and the "pubhc packer" of beef and 
pork for export 339 And fmally, m the southern-most colony of Georgia, 
officers, such as the harbor master of Savannah and the "culler and 
mspector of lumber," took oaths of faithful execution as a condition of 
assummg office 340 

333 An Add1!.Jonal Act, to an Act, Concerning Servants and Slaves (1753), reprinted in 2 A COL­
LECTION OF ALL THE ACTS OF ASSEMBIY OF THE PROVINCE OF NORTH-CAROLDlA, NOW 
IN FORCE AND USE 16 (Newbern, NC, James Davis 1765) (requmng an oath to "faithfully 
discharge the 'lrust 1eposed m me, as the Law Directs, to the best of my Power") 

334 An Act, for G1an!.Jng to His MaJesty, the Sum of Forty Thousand Pounds (1754), repnnted in 

2 A COLLECTION OF ALL THE ACTS OF ASSEMBLY OF THE PROVINCE OF NORTH­
CAROLINA, Now IN FORCE AND USE, supra note 333, at r8, 25 (requmng posting bond "with 
Condit.Jon, that he will honestly, faithfully, and Justly execute the Office and wtll fully account 
for and pay all such Sum or Sums of Money by him to be received and accounted for") 

335 An Act, for Appomtmg Sbeufs, and D1rec!.Jng Their Duty m Office (1754), ,epnnted in 2 A 
COLLECTION OF ALL THE ACTS OF ASSEMBLY OF THE PROVINCE OF NORTH-CAROLINA, 
Now IN FORCE AND USE, supra note 333, at 60, 61 ("I will, truly and fatthfully, execute the Office 
of Sheriff of the County of[_] to the best of my Knowledge and Ability, agieeable to Law, and 
that I will not take, accept, or receive, directly or mdirectly, any Bribe, Gift, Fee or Reward, what­
soever, for returmng any Man to serve as a Juror or for makmg any false Return of Process to 
me directed ") 

336 An Act for Gran!.Jng to His MaJesty, the Sum of Forty Thousand Pounds m Pubhc Bills of 
Credlt, ch 1, § 6 (1754), iepnnted in ANNO REGNI GEORGll II, REGIS, MAG NAE BRITANNlAE, 
FRANCIAE, & HIBER.'llAE, VICESSIMO SEPTINO, AT A GENERAL ASSEMBLY, HELD AT 
WILMINGTON (requmng that comm1Ss10ner "shall, before he enters upon the Execution of his 
Office, give Bond for the due and faithful Executmn of his Office, according to the true Intent 
and Meanmg of this Act and also shall take an Oath, for the due and faithful Executwn of his 
Office of Comm1ss10ner aforesaid") (EAII no 7283) 

331 An Act for the Better Settlmg and Regula!.Jng of Pilots, and for Erecting and Supporting of 
Becaons near the Barr and Harbom of Cha1les-Town (1734), ,-epnnted in 2 THE LAWS OF THE 
PROVINCE OF SOUTH-CAROLINA, IN TWO PARTS 610, 6rr (Nicholas 'lrott ed, Charles-Town, 
Lewis Tunothy 1736) ("I will well and faithfully execute and discharge the Business and Duty of a 
Pilot ") 

338 An Act for Encouragmg the Raismg of Hemp, Flax and Silk, ch VI, ,epnnted in ACTS 
PASSED BY THE GENERAL ASSEMBLY OF SOUTH-CAROLINA 40, 4 I (Charles-Town, Lewis Tim­
othy r736) (requmng an oath to "well & faithfully execute your said Office, after your best Skill and 
Cunning, with all Fidelity, and w1tl10ut any Partlahty, Favour or Affect.Jon") 

339 An Act to Prevent Frauds and Deceits in Sellmg Rice, Pitch, Tar, Rohn, Turpentine, Beef, 
Pork, Sbmgles, Staves, and Fue-wood (r746), reprinted in THE PUBLIC LAWS OF THE STATE OF 
SOUTH-CAROLINA FROM ITS FIRST ESTABLISHMENT AS A BRITJSH PROVINCE DOWN TO 
THE YEAR 1790, INCLUSIVE 208, 210 (Philadelphia, R Aitken & Son 1790) ("I will frutbfully and 
impar!.Jally execute the busmess and duty of a packe1 without favour or pieJud1ce to any person or 
party whatevei, accordlng to the best of my skill and Judgment, and with tbe greatest expedi!.Jon ') 

340 See An Act to Regulate and Ascertain the Rates of Wharfage of Sh1ppmg and Merchand1ze, 
§ 7 (1770), reprinted in ACTS PASSED BY THE GENERAL ASSEMBLY OF GEORGIA 488, 492 
(Savannah, James Johnston 1770) ('I will, to the best of my skill, knowledge, and ability, without 
partiality or preJud1ce, execute the office, and perform the duty of Ha, hour-Master as directed 
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4 Summing Up - As m pnor eras of Enghsh history, durmg the 
period of mature colonial governments m Amenca the concept of faith­
ful execution was frequently linked with adJectives (or adverbs, as the 
case may be) such as true, d1hgent, due, honest, well, skillful, careful, 
and impartial This period was also consistent m showmg that faithful 
execution was often tied to staymg within authority and ab1dmg by the 
Iaw,341 followmg the mtent of the lawgiver,342 and eschewmg self-dealmg 
and fmancral corruption 343 This tripartite meanmg of faithful execu­
tion 1s consistent for both English and colonial offlce-holdmg 

One IDight argue, perhaps mvoking the modern mterpret1ve canon 
against surplusage, that seemg many oaths of faithful execution that also 
ment10n, for example, a rule agamst self-dealmg 1s evidence that faithful 
execution does not itself proh1b1t self-dealmg We disagree Prohx1ty, 
often mdudmg lots of repetition and surplusage, was the norm m early 
modern legal draftmg When one sees concepts repeatedly occurrmg 
together, that might Just as well md1cate similarity as difference m their 
meanmg In addition, dictionary def1mt10ns of faithful mclude the three 
strands we found And fmally, as discussed below, crimmal and c1v1I 
case law concernmg officeholder duties and parliamentary impeach­
ments 1s add1t10nal evidence that faithfully executing an office had come 
to have the three-part meamng we ascribe to 1t 

Throughout the eighteenth century, Parhament continued to create 
many executive offices with attached dunes of faithful execution, fre­
quently paired with these tnpartlte features, too Many of these were 
mternal acts that did not directly affect the overseas colomes344 -

m and by an act of the General Assembly ent:Itled [this act named] "), An Act to Regulate the Makmg 
of Cypress, Oak, and Pme Lumber, Staves and Shingles (1767), reprinted ,n ACTS PASSED BY THE 
GE;>1ERAL ASSEMBLY OF GEORGIA 6, 7-8 (Savannah, James Johnston 1767) (1mposmg oath that 
"I will faithfully, impartially, and without delay, execute the busmess and duty of a culler and in­

spector of lumber to the best of my skill and Judgment, agreeable to an act of the general as­
sembly [this act named]") (EAII no 41715) 

341 See sources cited sup,a notes 305,317,325, 327 & 333 
341 See sources cited sup,a notes 319 & 336 
343 See sources cited sup,a notes 3r9, 331, 334 & 335 
344 See, e g , An Act for the Better Carrymg on and Regulating tlie N av1gatlon of the Rivers 

Thames and Isis 1750/51, 24 Geo 2 c 8 ("I A B do swear, That I will without Favour or Affection, 
truly, faithfully and rmpart:Ially execute, perform and discharge the Office and Duty of a Commis­
sumer, accordmg to the Powers, Authontles and Directions given and established by an Act of 
Parliament [this act named] accordmg to the best of my Skill and Knowledge '1, An Act for the 
Better Regulating the Office of Sheriffs and for Ascertammg Their Fees 17r6/r7, 3 Geo c 15, § X 
(1mposmg a new oath on sheriffs, mcludmg this provis10n "I will truly and diligently execute the 
good Laws and Statutes of this Realm and d1scha1ge the same according to the best of my Slull 
and Power"), An Act for Laymg Certam Duties Upon Candles 1709, 8 Ann c 5, § 52 ("I will faith­
fully execute the Trust 1eposed m me pursuant to the Act of Paihament [tins act named] without 
Fraud or Concealment and shall from bme to tlme true Account make of my domgs therem 
and shall take no Fee Reward or Profit for the Execut:Ion or Performance of the said Tl usts or the 
Business relat:Ing thereto from any Person or Persons other than such as shall be paid or allowed 
by Her MaJesty "} 
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though they did generate complaints that resonated with colonial 
American concerns about the multiphcatwn of crown offices, the cor­
ruptwn of members of Parliament and others by being given lucrative 
offices, and the growth of executive power 345 But some were important 
statutes governmg the colomes that attracted widespread attention m 
America, such as the Stamp Act 346 In addit10n, extant laws from earlier 
centuries, such as those parl!amentary statutes banning sales of office 
and corruption in off1c1al appomtments, and those requmng all excise 
and customs officers to truly and faithfully execute their offlces,347 con­
tmued to shape the law, culture, and poht1cs of officeholdmg and helped 
defme what rt meant to be a faithful officer 

Both civil and cnmmal case law and Parliamentary impeachments 
also helped to define faithfulness m office At common law, "any pubhck 
officer" was "indictable for m1sbehav10ur m his office,"348 or could be 
pursued by cnmmal mformatlon at the smt of the Crown or a private 
prosecutor 349 The misdemeanors - failures to demean oneself appro­
priately m public office - that were act10nable mcluded knowmg 
neglect of duty,350 peculatlon,351 exerc1smg official discretion with a "cor­
rupt"352 or "partial mot1ve"353 rather than pursumg the public interest, 
and a breach of trust, such as taking a bnbe to recommend a 
candidate for a crown office 354 Extortion was also a crime, "which 
cons1st[ed] m any officers' unlawfully takmg, by colour of his office, 
from any man, any money or thmg of value, that 1s not due to him, or 
more than 1s due, or before 1t is due "355 

345 See EDLL'<G, sup,a note gr, at64--05, WOOD, supra note 7, at 143-46 
346 An Act for Giantmg Certam Stamp Duties, and Othe1 Duties, m the British Colomes and 

Plantations m Amenca 1765, 5 Geo 3 c 12, § 12 (Stamp Act) (prov1dmg that commissioners and 
other officers who will execute the act "shall take an Oath m the Words, or to the Effect followmg 
(that is to say) 'I A B do swear, That I will fruthfully execute the Trust reposed m me, pursuant to 
an Act of Parliament [thts act named], without Fraud or Concealment, and will from time to time 
true Account make of my Domg therem , and will take no Fee, Reward, or Profit, for the 
Execution or Performance of the said 1\-ust, or the Business relating thereto, from any Person or 
Persons, other than such as shall be allowed by his MaJesty, his Heirs, and Successors, or by some 
other Person or Persons under him or them to that Purpose authonzed ") 

347 See supra notes 2r6 & 219 
348 Anonymous (1704) 87 Eng Rep 853,853, 6 Mod 96, 96 
349 See, e g, Bassett v Godschall (I 770) 95 Eng Rep 967, 968, 3 W1ls KB 121, 123 
350 See, e g, Crouther's Case (r599) 78 Eng Rep 893, 894, Cro Eliz 654, 654-55 (involvmg a 

constable who refused to make the hue and cry) 
351 Queen v Buck (1704) 87 Eng Rep ro46, ro46, 6 Mod 306, 307 (mvolvmg defendant tax 

assessors and collectors who imposed an "mequaltty of iates for the pnvate advantage of some" and 
"put the money m then own pockets") 

352 Rex v Hann (1765) 97 Eng Rep rn62, rn62, 3 Bun r7r6, r7r6 
353 Rex v Justices of the Peace of the Corp of Rye (1752) 96 Eng Rep 79r, 79r, Sayer 25, 26 
354 Rex v Vaughan (r796) 98 Eng Rep 308, 3ro, 4 Burr 2495, 2498 On the cnme ofm1sbehav10r 

m public office, see RAOUL BERGER, IMPEACHMENT THE CONSTITUTIONAL PROBLEMS 63-
66 (r973) 

355 4 BLACKSTONE, supra note r85, at ¥r41 
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C1v1! actions could also be used to remove an officer who himself 
failed, or whose mferior failed, to take or abide by his oath of office 
For mstance, in 1767, a Pennsylvama court upon petition removed a 
recorder of deeds who had farmed his office to a deputy without ensur­
mg that the deputy "was under any Oath of Office" or had "given any 
Security for the fa1thfull Discharge of [the] Office "356 

In add1t10n to Jud1c1al proceedmgs, widely noticed impeachments 
also conveyed mformat10n about the contours of faithful offlceholdmg 
As noted above, these examples reflect a pubhc trust theory of impeach­
ment, m which acting contrary to oath, duty, and office are key 
elements 357 For mstance, Thomas Parker, Earl of Macclesfield, the 
Lord High Chancellor of Great Britam, was impeached for allowmg the 
m1sappropnat10n of court and litigant property m his chancery office 358 

Macclesfield was deemed to have failed m "the faithful vigorous Dis­
charge of the great '!rust reposed" m him, havmg breached his oath of 
"due and faithful discharge and execution of [his] Duty "359 

As the concept of faithful execution gamed defimt10n and coherence 
m the legal and pohtlcal realms, 1t also radiated out mto the larger cul­
ture, m wluch 1t was likely to have been understood m a looser, collo­
qmal sense 'Iranslatwns of Greek and Roman classics used the term to 
describe d1hgent, honest, or otherwise praiseworthy behavior by pubhc 
agents 360 Sir Walter Raleigh's History of the World, written during lus 

356 Pel.!tlon of Parr (Phila Cty Pa Quarter Sess Ct Sept r767) (manuscript m possession of 
Philadelphia City Arduves and d1g1tal photographs on file with authors), see WILLIAM E NELSON, 
THE COMMON LAW IN COLONIAL AMERICA LAW AND THE CONSTITUTION ON THE EVE 
OF INDEPENDENCE, r735-1776, at 70 (2or8) 

35 7 See supra p 2151, see also BERGER, supra note 354, at 67-70 (rev1ewmg Enghsh impeach­
ments and notmg themes mcludmg "corruptton," "abuse of official power," "mtsapphcatlon of 
funds," and "neglect of duty," id at 70) 

358 See Joshua Getzler, Fiduciary Principles m English Common Law, in THE OXFORD HAND­
BOOK OF FIDUCIARY LAW, supia note 35, at 47I 

359 Tbe 1r1al of Thomas, Earl of Macclesfield, Lord High Chancellor of Great Bntam, Before 
the House of Lords, for High Cnmes and MIBdemeanors m the Execution of his Office (May 6, 
1725), ,n 6 A COMPLETE COLLECTION OF STATE-TRIALS AND PROCEEDINGS UPON HIGH• 
TREASON, AND OTHER CRIMES AND MISDEMEANORS 477, 6IS, 659 (London, 3d ed 1742) In 
r771, hIBtonans uncovered the secret Tteaty of Dover of r670, which revealed bad faith by chief 
execuuves Charles II and James II received bribes from France's Loms XIV and promised secret 
conversron to Cathohc1sm and to enter a m1htary alliance See Jed Handelsman Shugerman & 
Gautham Rao, Emoluments, Zones of Interests, and Poltttcai Questions A Cautionary Tale, 45 
HASTINGS CONST L Q 651, 66r (2018) 

360 See, e g, CICERO AGAINST CATILINE, IN IV INVECTIVE ORATIONS CONTAINING THE 
WHOLE MANNER OF DISCOVERING THAT NOTORIOUS CONSPIRACY 93 (Christopher Wase 
trans, London, TN r67r) (stat.mg that Lucms Valenus Flaccus and Carns Pomptmus, the praetors 
at the 1:.!me of Catalme's conspiracy, "are deservedly and Justly p1rused, because they had coui·a­
g10usly and faithfully executed what I committed to their Charge'), THE HISTORY OF POLYBIUS 
THE MEGALOPOLITAN THE FIVE FIRST BOOKES ENTIRE 293 (Edward Gnmeston trans , 
London, Nicholas Okes 1634) (describing the orgamzmg of the Roman legion "[E]uery Tribune 
d1awes together his Leg10n, and m choosmg one of the most sufficient, they take an Oath ftom h1m 
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1mpnsonment m the Tower of London, descnbed the ideal deportment 
of governors of ancient Athens as "faithful execution of that which was 
committed to them m trust "361 And John Donne, the poet, scholar, and 
churchman, praised a "Good Mnuster" as one who "faithfully execute[s] 
the office of his Mm1stne "362 By the eighteenth century, faithful execu­
aon was widely used to describe the proper role of a magistrate - to 
duly, impartially, and vigorously execute the laws 363 

E The Revolution and the Critical Period 

The importance of oaths to Americans can be seen clearly durmg the 
break from Great Bntam Among the first thmgs that new state gov­
ernments did after independence were to set up new governments -
sometimes temporary, sometimes more durable and reqmre oaths of 
allegiance and faithful execution for state officials Durmg the War for 
Independence and after, many states also legislated new oaths for 
citizens, abJurmg any allegiance to Kmg George ill and Great Bntam, 
and pledging allegiance to the new state and, sometimes, the Umted 
States as well 364 Over the next few years, as state governments ma­
tured, every state created many offices that had faithful execut10n oaths 
or affirmations The national government also created offices with 
faithful execution obligations 

to obey his Captames faithfully, and to execute their Commandments'1, PLDIY THE ELDER, THE 
HISTORIE OF THE WORLD r78 (Philemon Holland trans, London, Adam Ishp 1634) (discussing the 
"faithful! execution of his Censorship'' by a Roman official) 

361 WALTER RALEIGH, The Thzrd Book of the First Pa,t, in THE HISTORY OF THE WORLD 
4r9 (London, 1687) 

362 JOHN DOWNE, An Amulet or Preservatwe Against the Contempt of the Ministry, in CER­
TAINE TREATISES OF THE LATE REVEREND AND LEARNED DIVINE, MR JOHN DOWNE 26 
(Oxford, John Lichfield r633) 

363 See, e g, A LETTER TO A MEMBER OF PARLIAMENT, ON THE IMPORTANCE OF THE 
AMERICAN COLONIES 2r (London, Black Swan r757) ("[L]et us not forget the Government that 
1s best admm1stered 1s best, ma proper Care to appomt such Offlce1s as will faithfully execute the 
Laws, and pumsh those that neglect their Duty'\ WILLIAM VINAL, SERMON ON THE AC­
CURSED THING THAT HL.'/DERS SUCCESS AND VICTORY lN WAR 6 (Newport, RI, James 
Franklin I 755) ("[A] vigo1ous and faithful Execution of the Laws of the Country 1s the Magistrate's 
Provmce "), JOHN WEBB, THE GREAT CONCERN OF NEW-ENGLAND A SERMON PREACHED 
AT THE THURSDAY LECTURE IN BOSTON, FEBRUARY lITH 1730, at ,31 (Boston, Thomas Fleet 
r 730) ("[T]he best Body of Laws, without afazthjul Execution of them, will necessarily prove inef­
fectual") 

In databases of eighteenth-century legal materials - such as Gale's Eighteenth Century Col­
lections and Virgm1a's Founde1s Early Access - search results for the term "faithful execution" 
(and variants) are dommated by references to public offices and oaths Somewhat less common 
were uses m private contexts that we would now call fiduciary mstruments, hke wills and guard1-
ansh1p Least common was use m ordmary pnvate contracts These findmgs come with the caveat 
that these databases are not clearly representative of the era, so these observations are offered m a 
tentative and confirmatory spmt 

364 For a nch chscussion, see HYMAN, supra note 59, at 61-II7 



20027

828 

2019] FAITHFUL EXECUTION AND ARTICLE II 2173 

I Chief Magistrates of the Newly Independent States Most 
relevant for purposes of understandmg Article II, the states through con­
stitutions and statutes created chief magistrates - generally called gov­
ernors or presidents to be the primary executive officials These 
officers, along with the British monarch and colomal governors, are the 
most probable models for the presidency that were m the mmds of the 
drafters of Article II We have already seen that oaths of office were 
cntlcal for the monarch and colonial governors The monarch was re­
qmred to pledge durmg the coronatlon oath to govern accordmg to par­
liamentary statutes An oath-bound reqmrement to follow standmg law 
was also required of colonial governors, whom addition pledged to duly 
execute their offices Nearly every state replrcated these reqmrements 
for their governors The only except10ns were the two "charter states" 
of Connecticut and Rhode Island, which did not draft new constltut10ns 
but simply contmued under then- old charters, with some updated 
laws 365 All of the remammg states, plus one entity that was not yet a 
state - Vermont - imposed by law the twm secuntles on the executive 
power later found m Article II reqmrmg that the chief magistrate gov­
ern accordmg to law and take an oath of faithful execution of office 

One of the first states to act was Virgrma In the spnng of 1776, 
before mdependence was formally declared,366 a general convent10n met 
and passed an ordmance prescnbmg the oath of office for the V1rgrma 
governor and other off1Cials 

I will, to the best of my skill and Judgment, execute the said office d1ltgently 
and faithfully, acco1dmg to law, w1thout favour, affection, or partiality, that 
I will, to the utinost of my power, support, mamtam, and defend, the 
commonwealth of Virgm1a, and the constitution of the same and will con­
stantly endeavour that the laws and ordmances of the commonwealth be duly 
observed, and that law and Justrce, m me1cy, be executed mall Judgments 367 

The state's new co11sutut10n, drafted soon afterward in the summer 
of r776, provided that the governor "shall, with the advice of a Council 
of State, exercise the executive powers of government, accordmg to the 

36S HANNIS TAYLOR, THE ORIGIN AND GROWTH OF THE ENGLISH CONSTITUTION 23 
(Boston & New York, Houghton, M1fflm & Co r890) ("The charter granted to Connecticut by 
Charles ll m 1662 was continued as her orgamc law unul 1818, whtle the charter gianted m 1663 
to Rhode Island was continued as her orgamc law down to 1842 ') 

366 On May 15, , 776, the Conunental Congress resolved that governments should be formed "under 
the authority ofthe people of the co!omes " 4 JOURNALS OF THE CONTINENTAL CONGRESS, sup,a 
note r42, at 358 This spuued states to begm dehberatmg about new consutuuons 

36i An Ordinance Prescnbmg the Oaths of Office to be Taken by the Governour and Privy Coun­
c1l, and Othe1 Officers of the Commonwealth, ,epnnted in ORDINANCES PASSED AT A GENERAL 
CONVENTION OF DELEGATES AND REPRESENTATIVES, FROM THE SEVERAL COUNTIES 
A .. '\lD CORPORATIONS OF VIRGINIA, HELD AT THE CAPITOL, L'< THE CITY OF WILLIAMSBURG, 
ON MONDAY THE 6TII OF MAY, ANNO DOM 1776, at 13, 13 (W1lhamsburg, Va, Alexandet Purdie 

1776) (EAU no 15199) 
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laws of this Commonwealth "368 The famous Bill of Rights of Virginia 
contamed a declaration agamst execution, suspension, or dispensation 
of the laws,369 which reappeared in near-identical language m the later 
constitutions of Maryland, North Carolma, Massachusetts, and New 
Hampshire 370 

Other states, such as Delaware m fall 1776371 and Maryland m late 
1776,372 followed with constitutions and statutes requmng that the chief 
magistrate govern according to standmg law and take an oath of faithful 
execution of office Many of the early state constitutions were heavily 
slanted toward legislative power, grvmg select10n of the chief magistrate 
to the legislature, and requiring consultation and sometimes approval of 
a council before the chief magistrate could take certam acts Pennsylvama 
probably had the least powerful chief magistrate, because that officer 
merely headed an executive committee "The supreme executive power 
shall be vested m a president and council "373 "The president with 
the counCil are to correspond with other states, and transact busmess 
with the officers of government, c1v1l and military, they are also to 
take care that the laws be faithfully executed "374 The president 
and counCil, along with other government officers, were reqmred by the 
constitution to swear or affirm "that I will faithfully execute the of:6.ce 
of [office named] and will do equal nght and Justrce to all men, to 
the best of my Judgment and ab1hties, according to law "375 

368 VA CONST of 1776, 1eprinted in 7 FEDERAL AND STATE CONSTITUTIONS, supra note 
13S, at 3812, 3816 

369 VA CONST of 1776 (Bill of Rights),§ 7, ieprinted in 7 FEDERAL AND STATE CONSTITU­
TIONS, supra note r38, at 3812, 3813 f'That all power of suspendmg laws, or the execution of Jaws, 
by any authority, without consent of the representatives of the people, 1s m1unous to their rights, 
and ought not to be exercised ") 

3 iO See MD CONST of I 776 (Declaration of Rights), § VII, repnnted in 3 FEDERAL AND STATE 
CONSTITUTIONS, sup,a note 138, at 1686, 1687, MASS CONST of r780, pt I, art xx, ,eprinted 
in 3 FEDERAL AND STATE CONSTITUTIONS, supra note r38, at 1888, 1892, NC CONST of I776 
(Declaration of Rights), § V, reprinted in 5 FEDERAL AND STATE CONSTITUTIONS, sup,·a note 
138, at 2787, 2787, NH CONST of 1784, pt I, art XXIX, reprinted m 4 FEDERAL AND STATE 
CONSTITUTIONS, supra note 138, at 2453, 2457 

37i DEL CONST of I776, arts 7 & 22, repiwted in I FEDERAL AND STATE CONSTITUTIONS, 
supra note 138, at 562, 563, 566, 6 PAPERS OF THE HISTORICAL SOCIETY OF DELAWARE 
MINUTES OF TRE COUNCIL OF DELAWARE: STATE FROM 1776 TO 1792, at 210 (Wilnungton, 
H1stoncal Society of Delaware 1887) (oath of President Cresar Rodney, taken April 2, 1778), see also 
id at 676,679 (same oath taken by President John D1ckmson on Novembe1 r3, r781) 

372 MD CONST of r776, art XXXVID, reprinted in 3 FEDBRAL AND STATE CONSTITU­
TIONS, supra note 138, at 1686, 1697, An Act to Direct the Forms of the Commissions to the Judges 
and Justices, ch S (1777), reprinted in l T.HE LAWS OF MARYLA."ID 323, 323 (Virgil Maxcy ed, 
Baltimore, Philip H Nicklm & Co r8rr) 

373 PA CONST of 1776, § 3, reprinted tn S FEDERAL AND STATE: CONSTITUTIONS, sup,a note 
r38, at 3081, 3o84 

374 Id § 20, at:3087--88 
375 Id § 40, at 3090 
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Two important constitutions that gave more power and mdepend­
ence to chief executives - mcludmg an mdependent electoral base -
and thus provided models for the presidency were those of New York 
(I777) and Massachusetts (r780) But both states had the same re­
strictions on gubernatorial power a faithful execution reqmrement and 
a directive to enforce and abide by the law 376 Like Pennsylvama and 
Vermont,377 New York used the language "take care that the laws are 
faithfully executed" to command its chief magistrate to enforce and fol­
low the law 378 

States made choices that differed from one another, and from the 
choices made by drafters of Article II m 1787, about whether the chief 
magistrate should preside alone, or with the mere advice of a council, or 
only with the approval of a council, by whom and for how long a term 
the chief magistrate would be elected, whether that officer could serve 
multiple terms, and whether the chief magistrate would have no power, 
a qualified power, or an absolute power to veto leg1slat10n or to pardon 
convicted criminals But all states agreed that a chief magistrate should 
be under oath to faithfully execute the office, should be reqmred to both 
abide by and faithfully apply the law, and had no power to suspend the 

376 MASS CONST of x;so, pt 2, ch II, § r, at ts I & IV, rep,-.nted in ,3 FEDERAL AND STATE 
CONSTITUTIONS, supra note 138, at r888, r899-r900 (provtdmg that the governor, called the "su­
preme executive magistrate," id art I, would, along with his council, "ordei[J and direct[] the affairs 
of the commonwealth, agreeably to the consntution and the laws of the land," id ait IV), zd pt 2, 

ch VI, art I, at 1909 (requmng the governor and other state officers to take an oath (or afftrmanon 
1f Quaker) to "faithfully and 1mpartially discharge and perform all the dunes mcumbent on me 
accordmg to the best of my ab1hnes and understandmg, agreeably to the rules and 1egulations of 
the constitution and the laws of the commonwealth So help me, God '1, NY CONST of 1 777, arts 
XVII & XIX, reprinted in 5 FEDERAL AND STATE CONSTITUTIONS, sup,a note 138, at 2623, 
2632-33 (prov1dmg that "the supreme executive power and autbouty of this State shall be vested 
m a governor," ,d art XVII, who shall "take care that the laws are faithfully executed to the hest 
of his ab1hty," id art XIX), Plan for Organ1zmg the Government, m 1 JOURNALS OF THE PRO­
VINCIAL CONGRESS, PROVINCIAL CONVENTION, COMMITTEE OF SAFETY AND COUNCIL 
OF SAFETY OF THE STATE OF NEW-YORK, 1775-1776-1777, at916-17 (Albany, Thurlow Weed 
1842) (requmng the governor, before takmg office, to take an oath "m the presence of that Almighty 
and eternal God," to swear "that I will m all thmgs, to the best of my knowledge and ability, faith­
fully pe1form the trust, so as aforesaid reposed in me, by executing the laws, and mamtainmg the 
peace, fieedom, honour and independence of the said State, m conformity to the powers unto me 
delegated hy the constitution"), An Act Requmng All Persons Holdmg Officers or Places Under the 
Government of this State, to Take the Oaths, The1em Described and Directed, ch 7, § 2 (Mar 5, 
1778), reprmted in LAWS OF THE STATE OF NEW-YORK, COMMENCING WITH THE FIRST SES­
SION OF THE SENATE AND ASSEMBLY AFTER THE DECLARATION OF INDEPENDENCY 8 
(Poughkeepsie, NY, John Holt 1782) (p1ov,dmg that future governors and lieutenant governors 
shall take an oath to "faithfully perfo1m the 'I\.ust reposed m me, as [office nained], by executmg 
the Laws, and mamtammg the Peace, Freedom and Independence of the said State, m Conformity 
unto the Powers delegated unto me hy the Const,tutton of the said State So help me God ") 

37i VT CONST of Ii77, ch II, § XVIII, reprmted m 6 FEDERAL AND STATE CONSTITU. 
TIONS, sup,a note 138, at 3737, 3745 

378 NY CONST of 1777, art XIX, reprinted in S FEDERAL AND STATE CONSTITUTIONS, 
supra note r38, at 2623, 2633 
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laws or dispense with their apphcat10n to specific persons 379 These 
requirements rephcate what was imposed on colonial governors and the 
Bntish monarch, with the except10n that the coronat10n oath did not use 
the specific language of faithful or due execution When the framers 
expressly reqmred that the President faithfully execute his office and the 
laws, they almost certamly imported the same package of restr1ct10ns 
mto Article II, with all the meanmg 1t had acquired over the centuries 

2 Executive Offices Created by the Continental Congress - In look­
mg for mode1s for Article II, the framers also must have considered 
important executive offices created by the Contmental/Confederation 
Congress m I774-1787 The Congress repeatedly created executive of­
fices with faithful execut10n duties, used oaths and affirmations to 
solidify those obhgations, and specified or 1mphed that faithful execu­
tion mcluded abidmg by standmg law, staymg withm authority, and re­
frammg from self-dealmg 

Even before mdependence, the Contmental Congress created offices 
such as "treasurers of the United Colomes," who were reqmred to "give 
bond for the faithful performance of their office, "380 and a paymaster 
general and quartermaster general for the army, who were on oath "truly 
and faithfully to discharge the duties of their respective stations "381 In 
October I 776, the Congress ordered that all officers of the Continental 
Army take an oath pledgmg allegiance to the thirteen colonies, abJurmg 
allegiance to Krng George III, and prom1smg "to the utmost of my 
power, [to] support, mamtain, and defend" the Umted States382 - lan­
guage soundmg very similar to the second part of the President's oath 
of Article II Some months later, when the positions of secretary to the 
Congress and assistants were created, the army oaths were required for 
them, along with a promise of secrecy and an oath to "well and faith­
fully execute the trust "383 The same package of oaths was reqmred 
for the office of secretary of the Committee of Secret Correspondence, 384 

379 In add1t1on to the states discussed m supra notes 367-378 and accompanymg text- Delaware, 
Maryland, Massachusetts, New York, Pennsylvama, and Vermont - all other states, with the ex­
cept10n of the "charter states" of Connecticut and Rhode Island, imposed the same requirements 
See, e g, GA CONST of I777, § 19 t'The governor shall, with the advice of the executive council, 
exercise the executive powers of government, accordmg to the laws of this state and the constitution 
thereof '), td § 24 (requmng the governor and president of the executive council to swear an 
oath "to the best of my skill and Judgment, execute the said office faithfully and conscientiously, 
accordmg to law, without favor, affection, or partiality, that I will, to the utmost of my power, 
support, mamtam, and defend the state of Georgia, and the constitution of the same, and use my 
utmost endeavors to protect the people thereof, m the secure enJoyment of all thetr nghts, franchises 
and pnv1leges, and that the laws and ordmances of the state be duly observed") 

380 2 JOURNALS OF THE CONTINENTAL CONGRESS, supia note 142, at 221 
381 Id at 223 
382 6 ,a at 893-94 
383 7 ,d at 193-94 
384 Id at 274 
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filled m 1777 by Thomas Pame of Common Sense and The American 
Crisis fame 

In early 1778, the Congress enacted a long resolve reaffirmmg or 
updatmg many oaths The oath for army officers remained essentially 
the same and was now also imposed on "all persons, holding any civil 
office of trust, or profit, under the Congress of these Umted States "385 

Additional promises were reqmred of "every officer, having the disposal 
of pubhc money," to "fruthfully, truly and 1mpart1ally execute the office," 
"render a true account," and "discharge the trust reposed in me with 
Justice and mtegnty "386 

As the war neared an end in 1781, the Congress began to reorgamze 
itself to address defic1enc1es, particularly flaws in execut10n The maJor 
executive-type offices frequently were bound by oaths of faithful execu­
tion The Secretary of Foreign Affairs, a position filled by John Jay for 
several years, took an oath of fldehty to the Umted States and an oath 
"for the faithful execution" of his trust 387 The Agent of the Manne (a 
single officer replacing the previous mult1member board handlmg naval 
affrurs) took an oath "well and faithfully to execute the trust" and was 
reqmred to be bonded "for the due and faithful performance of his of­
fice "388 Fmance officers took oaths "for the faithful execution of the 
trust reposed in them respectively "389 The resolve creating the Post 
Office m 1782 reqmred the Postmaster General and his deputies, clerks, 
and riders to swear to "well and faithfully do, execute, perform and ful­
fill every duty," and subJected them to civil and cnminal penalties for 
defaults 390 The Secretary of War, and his clerks and assistants, took an 
oath or affirmation of fidelity to the Umted States, to "support, maintain 
and defend" the Umted States, and to "faithfully, truly, and impartially 
execute the office "391 When the US Mint was created in 1786, officers 
were reqmred to enter into bonds "for the faithful execution of the trust 
respectively reposed m them "392 

There can be no doubt that the framers of the Constitution at 
Ph1ladelph1a m 1787 were mtnnately familiar with oaths of faithful execu­
tion A great maJonty of the delegates must have taken such oaths, either 

38S ro,d atII5,seealsotd atr14-r6 
386 Id at n6 
387 r9 id at 44, see also id at 43-44, 22 id at 92 As Secretary of the Department, Jay wrote to 

Congress regardmg negobabons of a treaty with Spam "I know that ,t 1s with Congress to give 
Instructwns, and that rt 1s my Business faithfully to execute and obey them " 29 ,d at 629, see 
also id at 627-29 

388 2 r ,d at 920, see also ,d at 919 
389 Id at 950, see also 22 id at 245 (s1m1lar oath for mspector charged with auchbng the army) 
390 23 id at 670--72 
391 28 id at 23, see also id at 22-23 

392 31 id at 877 
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for national, state, or local office, under the Crown or post-mdependence 393 

Most of the delegates m Ph1ladelph1a had served m the Continental/ 
Confederation Congress,394 a body very active m speclfy:ing that offices be 
faithfully executed And resolves and draft resolves of the Congress 1m­
posmg oaths of faithful execut10n were drafted or even directly penned 
by the hands of future Philadelphia Convention delegates Elbridge 
Gerry,395 Gouverneur Morns,396 John Rutledge,397 James Madison,398 

Roger Sherman,399 Hugh Wilhamson,400 and John D1ckmson 401 

* * * 
In sum, we contend that late-eighteenth-century Anglo-Americans 

who were conversant m the language of law and government would 
have understood a legal instrument (such as Article II) that imposed an 
oath and command of faithful execution to be conveying three mterre­
lated meanings (I) diligent, careful, good faith, and impartial executwn 
of law or office, (2) a duty not to misuse the office's funds or take unau­
thorized profits, and (3) a duty not to act ultra vires, that is, beyond the 
scope of one's office 

III WHAT IT ALL MEANS A FIDUCIARY THEORY OF ARTICLE II 

Our history supports three core origmal meanings of the Consl:l.tut10n's 
commands of faithful execut10n First, the Faitl1ful Execution Clauses 
clarify how important rt was to const.1tut10nal designers that the President 
stay within his authonzatwns and not act ultra vires This meaning of 
the clauses may have 1mphcatlons for the relationship between the 
Executive and the legislature 402 Second, the President 1s constitution-

393 See generally FORREST MCDONALD, Novus ORDO SECLORUM THE INTELLECTUAL 
ORIGINS OF THE CONSTITUTION I (1985) ('[P]robably more Americans had partlClpated directly 
m government at one level or another than had any other people on earth ") 

394 Id at 187 
395 6 JOURNALS OF THE CONTINENTAL CONGRESS, sup1a note r42, at 939 & n I 
396 II id at 784, see id at 779 n I 
397 23 id at 728 
398 Id 
399 27 td at 47g-80 & 480 n 1 
400 Id at479--80 
4o1 John Dickmson's Notes on Manne Affrurs (Sept r779), in r3 LETTERS OF DELEGATES TO 

CONGRESS, r774-1789, supra, at 599, 599-600, John Dickinson's Proposed Resolutions (July 9, 
1779), tn I3 LETTERS OF DELEGATES TO CONGRESS, 1774-1789, at r70, I7r-72 (Paul H Snuth 
ed, 1986) 

402 Because our view of the likely modest reach of the Execuhve Vesting Clause, see US CONST 
art II, § r ("The executive Power shall be vested m a President of the United States of America ''), 
is informed hy Professor Juhan Mortenson's recent historical support for a subordmate view of the 
Executive, see Mortenson, supra note 3r, an ultra vires !mutation embedded m the Fa,thful 
Execution Clauses implies a frui bit of legislative supremacy and executive deference to the work 
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ally proh1b1ted from usmg his office to profit himself and engage m fi­
nancial transactions that primarily benefit himself Although the 
Compensation Clause403 and the Emoluments Clause404 m Article II (as 
well as the Foreign Emoluments Clause for all officers m Article 1405) 

can be said to remforce this mtmt1ve conclusion, the history of the lan­
guage of faithful execution suggests this readmg, too The faithful exe­
cut10n reqmrement m the Presidential Oath Clause, which appears right 
after the Compensation and Emoluments Clauses, may be seen, perhaps, 
as a belt-and-suspenders effort406 to help police confhcts of interests and 
proscribe self-dealmg More generally, faithful execut10n demands that 
the President act for reasons associated pnmanly with the public inter­
est rather than his self-interest Third, the Faithful Execution Clauses 
reinforce that the President must act diligently and in good faith, taking 
affirmative steps to pursue what 1s m the best interest of his nat10nal 
constituency Whereas the prohibitions on self-dealing sound m pro­
scription, the command of diligence, care, and good faith contain an 
affirmative, prescriptive component 

Our historical fmdings about the ongmal meanmg of the Faithful 
Execution Clauses align with core features of modern fiduciary law, 

of Congress However, we are mmdful that Mortenson 's fmdmgs are controversial Spec1lica!ly, 
some read the Executlve Vestlng Clause as a conferral of nearly royahst authority, given some fram­
ers' concerns about the conuptlon of Parharnent and the need for a stiong executive See generally 
PRAKASH, sup,a note t7 {argumg for a more monarchical v1s1on of the pres1dency conferied 
through the Execullve Vestlng Clause) Ultimately, we do not need to rely on one Vlew of the 
Executive Vesting Clause to find that the Fruthful Execution Clauses arc their own hmts that the 
Executlve was designed to be substantively constramed That is, even 1f the Article II Vesting 
Clause arms the President with some substantlal powers beyond law execution, the Fruthful 
E>,.ecution Clauses stlll subordinate the President, whose discretionary powers are hmited by the 
authonzmg document and entlties hke the legislatme That srod, it seems to us ratl1e1 unlikely that 
a super energetic executive was granted huge amounts of nearly kingly power only to be bound by 
an oath and command that was, as we show, usually imposed upon largely mm1sterial officials 

403 U S CONST art II, § r ("The President shall, at stated Times, receive for Ins Services, a 
Compensation, which shall neither be mcreased nor diminished durmg the Period for which he shall 
have been elected ") Although Ben3amm Franklm had wanted to take what he thought would 
be further antlcorruptlon precautlons by makmg the presidency an nnprud posiuon to make sure 
no one was takmg the Job to enrich hunself, see Journal of the Constituuonal Conventlon (June 2, 

1787), in r FARRAND'S RECORDS, supra note 49, at 76, 77-78, Sr-85, that view was obV1ously 
reJected m favor of an adequate salary to ensure the President's "vigor" and "mdependence" - and 
to protect agamst "weaken[mg] his fortitude by operatlng on bis necess1!1es" or "corrup(Img] his 
mtegrity, by appeahng to his avarice," THE FEDERALIST No 73, supra note roo, at 439-40 
(Alexander Hamtlton) 

404 U S CONST art II, § , ("[A]nd he shall not receive withm that Penod any other Emolument 
from the Umted States, or any of them ") 

40s Id art I,§ 9 
406 On belt-and-suspenders m legal design, see Ethan J Leib & James J Brudney, The Belt-and­

Suspenders Canon, 105 IOWA L REV (fo1thcornmg 2020) 
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what the three meanings we can attribute to the Clauses have m com­
mon 1s that they are all part of the basic ways the private law constrams 
f1duc1ary discret10n and power 

It 1s worth notmg agam a lmgmst1c hnk between "faith" and "fiduci­
ary "407 Our h1stoncal account does not suggest that private fiduciary 
law was the background for Article II or that 1t was mcorporated by 
reference Although some fiduciary theorists of governmental authority 
have assumed that the framers of the Constitution drew upon prevalent 
pnvate law ideas m fash10nmg their laws of pubhc offlceholdmg,408 our 
own evidence suggests somethmg slightly different As Part II demon­
strates, the fiduciary-like obligations of officeholders have their roots m 
medieval and early modern England m a law of offices This law of 
offices developed s1gmflcantly dunng the seventeenth century, and d1d 
not seem to change dramatically over the eighteenth century, leadmg up 
to the revolut10nary and frammg periods Most of the offices mvolved 
had a clearly pubhc cast sheriff, constable, tax assessor, customs officer, 
governor, and the like But other offices looked like what we would 
now call private offices (yet m those days were set m motion by public 
laws) 409 In either case, faithful execution duties applied to such offices 
By contrast, the "private" fiduciary law we would recogmze today does 
not seem to have crystalhzed until the early eighteenth century m 
England, and closer to the end of that century m Amenca,410 though 1ts 

401 See supra 2 u 9 for a discuss10n of the Roman law ongms of the concept 
4os See sources cited supm note 36 
409 A simple example 1s that corporate directors are paradigmatic private fiduciaries under mod­

ern law, of course, but because historically mcorporatton reqmred the consent of a sovereign au­
thority, corporate directors had somethmg hke quasi-public offices (and were routmely bound by 
oath and faithful execution duties) Another example might be guardians or trustees for the mcom­
petent Today, we would hkely treat such guardians as private fiduciaries But m the colomes, 
state legislatm es would pass laws to mstall people m these offices See, e g , An Act to Appomt a 
'D:l!Stee to Take Cate of the Person and Property of George Shipley, reprinted in MD CHRON, 
Feb 22, 1786 

410 The semmal case for the fiduciary law of"pnvate" offices 1s Keech '11 Sandford (1726) 25 Eng 
Rep 223 This decision of the Court of Exchequer at Westmmster cleanly and clearly imposed the 
basic no-confuct and no-profit proscriptions m a case concerning the law of pnvate trusts But by 
then the law of pubhc office already had a deep concern with abuse of the public trust and corrup­
tion through self-dealmg Lord Chancellm Kmg, who wrote the Keech op1mon, was smely mflu­
enced by an earlier impeachment ttial ove1 which he had presided, which 1emoved his predecessor, 
the Earl of Macclesfield See supra notes 358-359 and accompanymg text And Lord Chancellor 
Kmg 1s very hkely to have been fluent in the pohttcal theory of John Locke, his cousm and routine 
correspondent for whom Kmg served as a literary executor Joshua Getzler, Rumford Market and 
the Genesis of Fiduciary Obligations, in MAPPING THE LAW ESSAYS IN MEMORY OF PETER 
BIRKS 577, 583-84 (Andrew Burrows & Alan Rodge1 eds, 2006) Locke IS often credited as havmg 
laid out a fiduciary theory of governmental authority See LOCKE, supra note 266 The relevant 
passages are discussed and analyzed m Ethan J Leib, Dav,d L Ponet & Michael Serota, A Fiduci­
ary Theory of Judging, IOI CALIF L REV 699, 714-15 (2013) It was not until seven decades after 
Keech, and some years after the U S Constitution was framed, that the House of Lords fully em­
braced the Keech principles See York Buildmgs v Mackenzie (1795) 3 Eng Rep 432, 446 Moie 
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early roots are many centunes older 411 So a fiduciary law of "private" of­
fices was unlikely to have been plucked off-the-rack by the Philadelphia 
Convent10n drafters and applied to public offices Instead, they applied 
the law of offices, which already contamed what we m1gbt today call 
dutles of loyalty and care This suggests, then, not that the pro1ect of fidu­
ciary constitutionahsm 1s misguided - because somethmg hke core fidu­
Ciary obhgatlons were imposed on the President by the Presidential Oath 
Clause and Take Care Clause - but that 1t needs to be revised to accom­
modate the fact that the fiduciary obhgatlons entailed by the Faithful 
Execution Clauses flow at least as much from the law of public office as 
they do from mchoate pnvate fiduciary law from England Indeed, one 
might argue that what presents to us as private fiduciary law today had 
some of its genesis m the law of public officeholdmg In the remamder 
of this Part, we will show how the three historical meanmgs of faithful 
execut10n provide msights about pressmg contemporary debates on ex­
ecutive authority, even if they cannot alone dispose of those controversies 

A Ultra Vires Restrictions and Legislative Supremacy 

For centuries, commands and oaths of faithful executlon established 
relational hierarchy and subordmated an officeholder to a principal 
or purpose Whether it was a command to trustees of a lottery412 or 
officers who kept almshouses for the poor,413 faithful execut10n estab­
lished relat10nships of commander and executor Today, we might very 
well call such a mix of empowerment with office and subordmat10n to 

work 1s needed to understand when and how modern-looking fidnc1ary law fully crystalhzed m the 
Umted States 

We did, however, find a few references to faith and faithfulness m private fiduciary mstru­
ments m the records of the law practice of James Wilson, the pnmary drafter of the Fruthful Executlon 
Clauses See, e g, Last Will and Testament of Thomas Callahan, at 2 (Aug 7, r 783) (Vol 5, pp 19-
20) (unpublished James Wilson Papers, Box 13, Folder 4) (located at the Historical Society of Penn­
sylvania) (directmg that the will be "well and faithfully to admm1ster[ ed]'), Will of Amos Strettell 
(Feb 6, 1776) (Vol 7, p 126) (unpublished James Wilson Papers, Box 14, Folder 26) (located at the 
Historical Society of Pennsylvama) ("Alexander W1llcocks will fruthfully apply as I may appomt 
and direct'), Will of Hugh Wnght(Aug 24, 1770) (Vol 7, p 128) (unpublished James Wilson Pape1s, 
Box r4, Folder 26) (located at the H1stoncal Society of Pennsylvania) ("All thmgs therein concerned 
be fruthfully performed m every respect') 

411 See, e g, David J Seipp, Irust and Fiduciary Duty nt the Early Common Law, 91 BU L 
REV IOII, IOII-12 (20II) 

412 See supia notes ,319-320 and accompanying text 
413 See supra note 328 and accompanymg text 
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prmcipal or purpose flduciary, 414 remforcmg another d1mens10n of the 
f1duc1ary theory of Article II 415 

Others have argued that offlceholdmg under the U S Constitution 1s 
sufficiently s1m1lar to a private law agency relat10nship416 or is analo­
gous to actmg under a power of attorney,417 and have found some his­
torical sources that tend to strictly lrm1t such actors to their authonzmg 
mstruments Perhaps the most dehc10usly on-pomt piece of evidence 1s 
from an antifederahst writer, "A Citizen of Maryland" 

My idea of government , to speak as a lawyer would do, 1s, that the legis­
latures ate the trustees of the people, the constitutmn the deed of gift, wherem 
they stood seized to uses only, and those uses being named, they cannot depart 
from them, but for their due performance are accountable to those by whose 
conveyance the trust was made The right 1s thereforeftduczary, the power 
limited 418 

Indeed, the general legal idea that agents had an obligation to hew 
closely to their authorization and not veer outside 1t was well established 
m the common law at the time of the frammg 419 But where other fidu­
ciary constitutionalists have struggled is m figuring out how to get from 
analogy to clear legal duty, the Faithful Execut10n Clauses and then· 
history root the legal concern about actmg ultra vires nght in Article 
II - at least with respect to the President Whatever else is true about 
the law of office, the Office of President exphc1tly reqmres faithful exe­
cution, subordmatmg the President to those who authorize what he 1s 
supposed to execute 

The reasonable legal 1mphcatlon here 1s that the language of faithful 
execut10n 1s for the most part a language of hm1tat1on, subordmat10n, 
and proscription, not a language of empowerment and perm1ss10n 420 

Gammg the office 1s obv10usly a kind of empowerment that confers 
some important types of d1scret10n specified by the settlmg mstrument 

414 For the d1stmct10n between a "service" fiduciary hke an agent for a pnnc1pal and a "govern­
ance" fiduciary hke a director of a chantable nonprofit that serves a purpose, see Paul B Miller & 
Andrew S Gold, Fiduciary Governance, 57 WM & MARYL REV 513, 5r9-27 (2or5) 

415 Natelson finds the "[d]uty to [f]ollow [1]nstrucbons and [r]emam [wj,thm [a]uthor1ty" to apply 
to all officeholders by virtue of them all bemg agents Natelson, The Necessary and Prope, Clause, 
supra note 36, at 57 

416 See, e g, Natelson, The Public 1rust,supra note 36, at rr37-42 As we d1scusssup1a note 402, 
even 1f the Vesting Clause grants powers, they are hm1ted by the commands of faithful execul:!on 
hewmg closely to authorizations, not pursumg self-interest, and acting only m good faith 

417 See LAWSON & SEIDMAN, supra note 36, at 23-25 
41s A C1t.tzen of the State of Maryland, Remarks Relative to a Bill of Rights, reprinted ,n r7 

DHRC, supra note ro2, at 91, 92 
419 See Natelson, Judicial Review, supra note 36, at 255-57 
420 Thus, Edward Corwm's med1tat1on on the presidential oath expends too much effort explor­

mg potential powers conferred by the oath rather than l!m1tat.tons 1t imposes See EDWARD S 
CORWIN, THE PRESIDENT' OFFICE AND POWERS, r787-r957, at 62-64 (4th ed r957) 
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of the U S Consbtut10n, but that power and discrebon are constrained 
by the oath and reqmrement of faithful execution 

This historical background may offer more weight m favor of exec­
utive deference to the legislature As discussed above m sect10n II Cr, 
the royal coronation oaths did not mdude the word "faithfully" or its 
recurrmg synonyms Stuart kmgs were made to swear an afflrmabve 
answer when asked "will you, to your Power, cause Law, Jusbce and 
D1screbon, m Mercy and Truth, to be executed to your Judgment?"421 

Neither faithfulness nor a synonym was added later by the Glonous 
Revolut10n Parliament 422 A possible explanation 1s that the monarch 
did not and indeed lawfully could not - personally execute the law 
but had to act only through the Crown's courts of Justice or mimsters 
and admmistrators 423 The purely directing and superintendmg role m 
law execution perhaps did not require the strictures of faithfulness im­
posed on fronthne law executors \Ve have seen, though, that pnvy 
councilors and the Justices of the great royal courts at Westmmster also 
d1d not pledge faithful execution m their oaths of office 424 It appears 
that 1t was lower-level, purely executive off1C1als who were bound by 
this oath - off1C1als who would have lacked any royal prerogative,425 

have had relatively little discretion, and have been more hemmed m by 
a combmatlon of law, oath, and superior direct10n Seen m this light, 
the fact that the American President was reqmred to swear or affirm 

42! THE HISTORY OF PUBLICK AND SOLEMN STATE OATHS, supra note 161, at 15 
422 See An Act for Estabhshmg the Coronation Oath 1688, 1 W & M sess 1 c 6, § 3 ("Will You 

to Your Power cause Law and Justice m Mercy to be E>.ecuted m all Your Judgments ") 
423 See, e g, EDWARD BAGSHAW, THE RIGHTS OF THE CROWN OF ENGLAND AS IT IS 

ESTABLISHED BY LAW xos (London, AM 1660) (stating that the Enghsh monarch "neither speak• 
eth, nor acteth, nor Judgeth, nor executeth, but by Ins Wntt, by his Laws, by his Judges, and Mm­
ISters, and both these sworne to him to Judge aught, and to execute Justice to his People Fm the 
K.mg doth nothmg rn bis own Pe1son"), I BLACKSTONE, supra note 185, at *257 ("[F]or, though 
the constitution of the kmgdom hath entrusted [the kmg] with the whole execullve power of the 
laws, 1t 1s 1mposS1ble, as well as 1mptoper, that he should personally carry mto execu!.ton th1s great 
and extenS1ve trust "), SIR MATTHEW HALE, THE PREROGATIVES OF THE KING, repnnted 
in 28 THE PUBLICATIONS OF THE SELDEN SOCIETY 106-07 (D E C Yale ed , Selden Society 
1976) (stating that the lung's council of "the great officers of state and Justlce" "are the distnbutors 
of the krng's Judgment and will accordmg to rule, for he neither speaks nor doth anythmg m the 
publtc admm,stxatlon of this realm but what he doth by these or some of these") 

424 See supra notes 185 & rs; and accompanymg text 
425 Note that royal governors of North Amert can colomes did, by delegation from the Crown and 

under the superv!Slon of the Pnvy Council and later the Board of Trade, exercise some features of 
the prerogative such as "prorogumg and d1ssolvmg assemblies" and "vetorng laws or suspendmg 
their operation " JACK N RAKOVE, ORIGINAL MEANINGS POLITICS AND IDEAS IN THE 
MAKING OF THE CONSTITUTION 212 (1996) For a comprehensive review of the powers and 
supervision of colonial governors, see GREENE, supra note 302 P11or to the Glorious Revolution, 
some colonial governors were given the power to issue dispensallons a.'ld mdulgences to exempt 
select persons from Parliament's penal laws targeting non-Anglican religious practice See Michael 
W McConnell, The Origins and Historical Understanding of Free Exerczse of Religion, ro3 HARV 
L REV 1409, 1428 (1990) 
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"faithful execution" suggests a constrained and republican rather than 
imperial and regal view of that office This textual ch01ce 1s consistent 
with recent work suggestmg that the presidency does not 1mphc1tly m­
clude broad royal prerogative powers,426 and 1t 1s one counterweight to 
recent h1stoncal and legal claims about the royahsm of the presidency 
and the Foundmg era 427 

A counterargument may be that while the coronation oaths lacked 
the word "faithfully" and its synonyms, the post-Glonous Revolut10n 
coronabon oaths offered an even more explicit commitment to legisla­
tive power than the Article II oath "Will You solemnely Promise and 
Sweare to Governe the People of this Kmgdome of England and the 
Domrn1ons thereto belongrng according to the Statutes m Parlyament 
Agreed on and the Laws and Customs of the same? I solemnly Prom­
ise soe to doe "428 

If the framers had wanted an explicit command to always abide by 
Congress's laws, they had the language of these coronation oaths avail­
able But the absence of such language m Article II probably should 
not be viewed as surpnsmg or as g1vrng nse to a negative mference m 
favor of a President's freedom to defy statutory law for pohcy reasons 
That a chief magistrate of a republican government lacked authority to 
dispense with the application of law to particular rnd1v1duals, or to 
suspend law entirely, was so thoroughly settled 111 Anglo-American con­
stitubonal law by the Glorious Revolution and 1ts aftermath that the 
prmc1ple most likely would have gone without say111g 429 Only a few of 
the early U S state constitutions expressly barred suspens10ns and dis­
pensations, but that was not understood 111 the other states to leave the 
governors free to do so 430 And m any event, the faithful execution lan­
guage conveyed this idea 

Over the past few decades, there has been mcreasmg debate about 
the President's power of nonenforcement,431 dlsregard,432 or waiver 
(even "Big \Vaiver"433) of statutes Examples mclude the mcreasmg use 

426 See Mortenson, sup,a note 3 I (manuscript at 5) 
427 See sources cited sup,a note JI 
42s An Act for Estabhshmg the Co1onation Oath r688, r W & M sess r c 6, § 3 
429 See PRAKASH, sup,a note !7, at 93 fBy the late eighteenth century, few would have thought 

that chief executives could exercise [suspens10n or d1spensat10n] powers without a statutory delega­
tion or a specific grant of consfltutlonal authority After all, the Crown had lacked these powers 
for almost a century") 

43o Id at 93-94 
431 See, e g, Dawn E Johnsen, Faithfttlly E>,ecuting the Laws Internal Legal, Constraints on 

E>,ecutzve Power, 54 UCLA L REV 1559, 1591-95 (2007), Dawn E Johnsen, Presidential Non­
Enforcement ofConstttutional,ly Ob;ectwnable Statutes, 63 LAW & CONTEMP PROBS 7, 8-14 (2000) 

432 See, e g, Prakash, sup,a note 3, at r6r5-r8 
433 See David J Barron & Todd D Rakoff, J-n Defense of Big Waiver, 113 COLUM L REV 265, 

267 (2013) 
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of pres1denhal s1gmng statements,434 President Bush's "deregulahon 
through nonenforcement,"435 President Obama's delays of provlSlons of 
the Affordable Care Act (ACA),436 his waiver of aspects of welfare laws 
and the No Child Left Behmd Act,437 his nonenforcement of manJuana 
offenses,438 and his pohcy of nonenforcement of some 1mm1grahon 
laws 439 More recently, the Trump Admm1stratio11 has dedmed to en­
force the md1v1dual mandate and other provisions of the ACA 440 Our 
lessons about the ongmal meanmg of faithful execution might 1llummate 
these contested areas of execuhve authority 

There are perhaps four categories of execuhve nonenforcement non­
enforcement for policy reasons (suspensions or dispensations in English 
legal history), mab1hty to enforce because of budgetary limitations or 
unclear congressional commands, nonenforcement for constitutional 
reasons, and prosecutonal discretion 441 The historical evidence m this 
Article does not conclusively address the legrtunacy of all of these pow­
ers, but 1t provides some clues 

Nonenforcement for policy reasons sits most at odds with the histor­
ical meanmg of the Faithful Execution Clauses Faithful execution was 
understood as requmng good faith adherence to and execution of na­
t10nal laws, accordmg to the mtent of the lawmaker Waivers or refusals 
to enforce for pohcy reasons without clear congress10nal authorizations, 
then, appear to be mvahd under the clauses 

By contrast, mab1hty to enforce a congress10nal command because 
the command is essentially unfunded or 1s too vague to be enforced does 
not seem obv10usly 1mphcated by our fmdmgs Thus, the Supreme 
Court's w1llmgness to defer to executive discretion m "failure to act" 
claims under the Admm1stratlve Procedure Act442 (APA) m those cases 

434 See Dame! B Rodnguez et al, Executive Opportunism, Presidential S,gmng Statements, and 
the Separation of Powers, 8 J LEGAL ANALYSIS 95, roo-ot (2016) 

43$ See Dante! T Deacon, Note, Deregulation Through Nonenforcement, 85 N YU L REV 795, 
796 (20IO) 

436 See Simon Lazarus, Delaying Parts of Obamacare "Blatantly Illegal" or Routine Adyustment?, 
THE ATLANTIC Guly I7, 2013), https 1/wwwtheatlantJc com/nabonal/arch1velzor3/07/delaymg• 
parts-of-obamacare-blatantly-1llegal-or-routJne-adJustment'2 7 78 7 3/ [https / /perma cc/43S2-X2 SK] 

437 See Martha Derth1ck & Andy Rotherha;n, Obama's NCLB Waivers Are They Necessary or 
Illegal?, EDUC NEXT, Spnng 2012, at 57, Molly Ball, What Obama Really Did to Welfare Reform, 
THE ATLANTIC (Aug 9, 2012), https //wwwtheatlantic com/pohtJcslarch1ve'2012/08/what-obama­
really-d1d-to-welfare-reform/z6093 r/ [https //perma cc/WGB2-UJ 2N] 

438 See Pnce, sup,a note 26, at 757-59 
439 See Josh Blackman, The Constitutionality of DAPA Part I Congressional Acqmescence to 

Deferred Action, ro.3 GEO L J ONLINE 96, 96-97 (2015), Blackman, supra note 68, at 216-19 
440 Nicholas Bagley & Abbe R Gluck, Opm10n, Trump's Sabotage of Obamacare ls Illegal, NY 

TIMES (Aug 14, 2018), https 1/nyu ms/zZ5gwTb [https 1/perma cc/AX9F-QG5LJ 
441 A fifth might be nonspendmg of appropnated funds on pohcy grounds Because there could 

be umque constitutional cons1derat!ons about the roles of the legislature and the Executive m spend­
mg decmons, we will not offer an op1mon about the issue here 

442 See 5 USC § 706(1) (20I2) (p1ovidmg com ts the power to "compel agency action withheld') 
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of underfundmg, impreclSlon, or lack of spenflcity by congressional 
command is consistent with the history of faithful execut10n 443 So too 
1s Judicial deference to mterstitial executive mterpretat10n of ambiguous 
statutes m run-of-the-mill Chevron cases, m which courts allow the 
Executive a range of d1scret10n to develop statutory meanmg m cases 
where Congress has not clearly spoken on the matter 444 Although faith­
ful execution does seem to reqmre the Executive to follow in good faith 
what he takes to be Congress's mstructions,445 there obv10usly remams 
an area of discret10n m cases where Congress does not provide adequate 
fundmg or guidance 446 Indeed, the faithful execut10n command 1s im­
posed precisely because the President retains plenty of discretion m his 
office - and the framers worried about when that discretion could too 
easily bleed mto ultra vires action 

Many supporters of a purported presidential power not to enforce a 
command based on his own mterpretat10n of the Const1tut10n rely on 
the presidential oath to "faithfully execute" the office and to "preserve" 
the Constitution 447 The reliance on faithful execution for a theory of 
"depai-tmentahsm" m which each branch gets 1ts say on the meanmg of 
the Constitution, however, may be misplaced In hght of our evidence 
that oaths m general - and the faithful execution command m particu­
lar - tended to lrm1t rather than enlarge an offmal 's power and discre­
tion, and that faithful execution obligations were often reqmred of mid­
and lower-level officials who would not plausibly be thought to have 
many (or any) legal rights of nonenforcement, the record we uncovered 
cuts agamst presidential nonexecution on the basis of mdependent con­
stitutional mterpretation Indeed, our history seems hke a thumb on 
the scale m favor of the view that the President must carry out federal 
statutes 448 That said, resolvmg tlus issue defmitively would seem to 
reqmre knowmg whether the Constitution 1s part of "the Laws" that 

443 See, e g, Norton v S Utah Wilderness All, 542 US 55, 66--67 (2004) 
444 See Chevron US A Inc v Nat Res Def Council, Inc, 467 US 837, 843-44 (1984) Alt­

hough Chevron did not cite the command of faithful execution, some courts have rooted the Executive's 
power to mterpret ambiguous statutes m the Take Care Clause See, e g, Garfias-Rodnguez v 
Holder, 702 F 3d 504, 515 (9th Cir 2012) 

445 See Aaron Sruger, Agencies' Obligation to Interpret the Statute, 69 VAND L REV 1231, !253 
(20!6) 

446 Myers v Umted States, 272 US 52, 291-92 (1926) (Brandeis, J, dissenting) ("Obviously the 
President cannot secure full execution of the laws, if Congress demes to him adequate means of 
domg so Full execution may be defeated because Congress declrnes to make the indispensable 
appropriation The President performs his full constitutional duty, if, with the means and m­
struments provided by Congress and withm the hm1tatlons prescribed by 1t, he uses hlS best en­
deavors to secure the faithful execution of the laws enacted ") 

44i See, e g, Paulsen, sup,a note 3, at 257--62 
448 See supra notes 121-124 and accompanying text (d1scussmg James Wilson and presidential 

nonenforcement) 
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must be faithfully executed by the President, a pomt on which we re­
mam unsure as a matter of the h1stoncal record up through I 788 449 

Does our evidence address prosecutorial discretion? What if an ad­
mm1stration adopts a broad pohcy of prosecutonal d1screbon as a means 
of nonenforcement, tnggermg concerns about faithful execution? The 
h1stoncal evidence here does not answer such a question defm1tlvely, but 
1t does offer some support for the argument against systematic executive 
d1scret10n to effecbvely "suspend" laws through an asserbon of categor­
ical prosecutonal discretion 450 

As the Supreme Court bas acknowledged, quotmg the Take Care 
Clause, "(u]nder our system of government, Congress makes laws and 
the President 'faithfully execute(s]' them "451 The Faithful Execut10n 
Clauses thus underscore that "[t]he Const1tut1on does not confer upon 
[the President] any power to enact laws or to suspend or repeal such as 
the Congress enacts "452 ThIS lesson 1s as basic as 1t 1s relevant to con­
temporary disputes about presidential power to undermine Obamacare 
without a congressional repeal,453 presidential power to underenforce 
congressional regulation of manJuana,454 and presidential power to un­
derenforce or overenforce 1mm1gration laws 455 It may also be relevant 
to controversial case law on standing, which bas rehed on the idea of 
faithful execution to question the ab1hty of Congress to wnte c1bzen smt 
prov1S1ons m 1ts laws to help vmd1cate the "public mterest" through 
"md1v1dual nght[s]" to brmg lawsuits against the Executive 456 Alt­
hough LuJan v Defenders of Wildlife457 clearly suggested this kmd of 
congressional action to be m tension with "the Chief Executive's most 

449 See supia sectlon ID 2, pp 2136-37 
450 One might further ask whether our evidence helps analyze recent presidential choices to en­

force congressmnal laws but not defend them m comt See generally Joseph Landau, DOMA and 
Presidential Discretion Interp,et,ng and Enforcing Federal Law, 8r FORDHAM L REV 619 (2012) 
(explormg and defendmg the Obama Adm1mstJatJon's policy to enfo1ce the Defense of Marriage 
Act but not defend 1t m courts as a form of "faithful execution") As a matter of ongmal meamng, 
the "enforce but not defend" strategy, ,d at 639, seems consistent with the core requnements of 
faithful execution as they would have been understood at the time of the frammg 

451 Utt! Air Regulatory Grp v EPA, 134 S Ct 2427, 2446 (2014) (alteration m ongmal) (quoting 
U S CONST art II, § 3) 

452 Umted States v Midwest Od Co, 236 US 459,505 (r9r5) (Day, J, d1ssentmg) 
453 See, e g, Complaint for Declaratory and InJunctive Rehef at6-7, City of Columbus v Trump, 

No 18-cv-2364 (D Md Aug 2, 2018), 2018 WL 3655066 (c1tmg the President's duty of faithful 
execution m smt by cities trymg to enJom presidential efforts to undermme the ACA) 

454 See, e g, Pnce, supra note 26, at 757-59 
455 See, e g, Bnef for the Cato Inst!tute, Professor Randy E Barnett, and Professor Jeremy Rabkm 

as Am1c1 Curiae Supporting Respondents at ro, Umted States v Texas, 136 S Ct 2271 (2016) (No 
15-67 4) ("It bears emphasis how strong the language of the Take Care Clause 1s It 1s pitched at the 
highest register of constitutional obligation The president shall - not may He shall take care -
not merely attempt And he shall take care that they are executedfazthfully No other consti­
tutrnnaJ provis10n mandates that any branch execute a power m a spec1fu: manner') 

456 Lu1an v Defs of W1ldhfe, 504 US 555, 577 (1992) 
457 504 US 555 
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important constitutional duty, to 'take Care that the Laws be faithfully 
executed,'"458 that suggestion looks less convmcmg m light of our find­
mgs here about the relational structure imposed by faithful execution 

B The President's Duty of Loyalty Against Self-Dealing 

Our fmdmgs vmd1cate what we have previously called the "fiduciary 
readmg of Article II"459 because the three maJor propositions we 
identify as the substantive ongmal meanmg of faithful execution - a 
subordmation of the President to the laws, barrmg ultra vires actlon, a 
no-self-dealmg restnct10n, and a reqmrement of affirmative diligence 
and good faith taken together reflect fundamental obligations that 
are imposed upon fiduc1anes of all kmds 460 

What then can 1t mean to say that the Faithful Execution Clauses 
evidence what we would now see as fiduciary law's primary concern to 
avoid conflicts of mterest and the misappropriation of profits?461 It can­
not mean, for example, that as a matter of ongmal meanmg, presidents 
are disabled from campa1gnmg for their own reelect10ns Nor can 1t 
mean that they are prohibited from trymg to help the fate of their poht-
1cal parties, even though presidents do of course have important per­
sonal stakes m party success But 1t stlll 1s likely to have constitutional 
relevance that has been underappreciated because the history of the 
Faithful Execution Clauses has not heretofore been known 

First, the Faithful Execution Clauses remforce that "presidential ac­
tions motivated by self-protection, self-dealmg, or an mtent to cor­
rupt the legal system are unauthorized by and contrary to Article II 
of the Constitution "462 In light of the framers' preoccupation with cor­
ruption, takmg bnbes, and the m1sappropnation of fmanc1al resources 
by officeholders,463 it 1s no surprise that they sought to bmd the President 
to a reqmrement of faithful execut10n That is how the law of office for 
centuries - sometimes with more success than others - sought to con­
strain officeholders' self-dealmg As we show m Part II, oaths and com­
mands of faithful execut10n were often paired with reqmrements of 

4ss Id at 577 (quotmg U S CONST art IT, § 3) 
45.9 Kentt Leib & Shugerman, sup,a note 21 

460 See Robert G Natelson, The Framing and Adoptwn of the Necessary and Proper Clause, in 
THE ORIGINS OF THE NECESSARY ANTI PROPER CLAUSE, rnpra note 36, at 84, ro7, see also 
Leib & GaJoob, supra note 35, at 313-r5 

46! See MATTHEW CONAGLEN, FIDUCIARY LOYALTY PROTECTING THE DUE PERFOR­
MANCE OF NON-FIDUCIARY DUTIES 39-40 (zero) 

462 Law Professor Letter on President~ A,-ticle 11 Powers, PROTECT DEMOCRACY CTune 4, 
2018), https //protectdemocracyorg/law-professor-article-n/ [http 1/perma cc/6VU6-SF6Y] 

463 This republican concern of the framers has heen widely d,scussed m, mter aJ,a, BAILYN, 
supi·a note 7, at 130-31, ZEPlfYR TEACHOUT, CORRUPTION IN AMERICA FROM BENJAMIN 
FRANKLIN'S SNUFF BOX TO CITIZENS UNITED 37-38 (2or4), WOOD, supra note 7, at 144 
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bonds or sureties 464 In our view, the lack of any similar requirement m 
Arucle II does not undermine our claim that the President 1s barred 
from fmancial self-dealmg An anticorruphon readmg 1s supported by 
the ch01ce to pay the President with a salary set by law and to bar the 
President from takmg other emoluments 465 Smee the President, unlike 
many Anglo-American officers, would not directly collect revenue him­
self and would not be paid by fees for services rendered to the public -
two features of some offices that encouraged corrupuon466 - bondmg 
or surety reqmrements were probably superfluous 

There 1s a reasonable question about how we can lmk "faithfulness" 
to a no-self-dealing hm1tat10n, given its use durmg eras when offices 
were clearly bought and sold and holdmg an office was a lucrative busi­
ness The impressive works of both Professor G E Aylmer and Professor 
Nicholas Pamllo have explored the ways offices could easily serve to 
enrich their holders 467 But this mst1tut10nal context simply underscores 
the importance of a "faithfulness" hm1tat1on Because so many offices 
were premised on fees and profit motives, 1t was all the more difficult 
to regulate the lme between legitimate and perm1ss1ble profits versus 
expl01ta.t1ve self-dealmg A "faithfulness" oath was one tool the English 
and colonials used to pohce those abuses m an era of office proflteenng 

It may be, secondarily, that the President's duty of faithful execut10n 
hm1ts some of his other powers m Article II that otherwise look d1scre­
uonary For example, notw1thstandmg that the President 1s empowered 
by the Constitution to be the "Commander m Cluef' with no reserva­
tions m Article II, Secuon 2, the pres1denual oath of faithful execuuon 
m ArtJ.cle II, Section I probably proh1b1ts him as a matter of original 
meanmg from choosmg defense contractors that lme his own personal 
pockets in derogation of the public interest The seemmgly plenary par­
don power m Sect10n 2 may similarly be curtailed by the duty of faithful 
execuuon, proh1b1ung (at least) self-pardons 468 And 1t may also restrict 
the President's power to dismiss officials for pnmanly self-protectJ.ve 

464 See supra section II D 3, pp 2165-68 
465 U S CONST art II, § r 
466 See sup,a notes 209-2rr & 255 and accompanymg text Ptofessor Nicholas Parrillo has re­

cently explored these dynamics See generally PARRILLO, supra note 250, at u r-24 It seems to 
us that Parnllo's 1ecent effort to apply the lessons of his findmgs to "fiduciary thmkmg about public 
office," Nicholas R Parrillo, Fiduciary Government and Pu/Jiu; Officers' lncentwes, in FIDUCIARY 
GOVERl'.'MENT 146, r46 (Evan J Criddle et al eds, 2or8), too quickly assumes that without "salar-
1zat1on," we cannot have officeholders with ftduc1ary obligations, see ,d at r52 Just because an 
officer has mcentives for self-dealing does not mean she 1s not a fiduciary Indeed, 1t 1s precrsely the 
poor mcentives for self-control and the d1fficulty of momtormg officer performance that often serve 
as the Justification for stnct fiduciary obligations m the first place See Kenneth B Davis, Jr, 
Judicial Review of Fiduciary Decmanmaking-Some Theoretical Perspectives, So Nw U L REV 

r, 4-5 (1985) 
467 See sup,·a notes 248-250 & 255 and accompanymg text 
468 Se~ sources cited supra notes 2 r-22 
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purposes agamst the public mterest, especially given that removal power 
is not explicitly mentioned m the text, while the requirement of faithful 
execution is, doubly 469 

Ultimately, our effort here 1s not to develop clear rules of constitu­
tional law But the fmdmg of a fiducia1y duty of loyalty m the Faithful 
Execution Clauses 1s an important development and must be considered 
along with other modalities of constitutional mterpretat10n m fmding 
answers to pressmg modern problems 470 We do not opine here on the 
way the framers env1s10ned enforcmg the President's duty of loyalty and 
avo1dmg self-dealing But certamly impeachment was a common 
method to enforce pubhc fiduciary obhgat10ns, and one featured prom­
mently m the US Constitut10n 471 

C The President's Affirmative Obligation of Diligence 

Our h1Stoncal fmdmgs m Part II revealed not only proscnpt1ve di­
mens10ns of the duty of faithful execution but prescriptive ones as well 
Cons1dermg the meanmgs of faithfulness disclosed by dictionaries at the 
time of the framing, we were able to highlight that faithful execution 
requires not only the absence of bad fruth through honesty472 but also 
the presence of forms of"steadmess" The 1mphcation here 1s that faith­
ful execution reqmres affirmative effort on the part of the President to 
pursue d1hgently and m good faith the mterests of the prmc1pal or pur­
pose specified by the authonzmg mstrument or entity This rs m keepmg 
with many conceptions of f1duc1ary obligations, which treat loyalty and 
care as formmg the core of fiduciary obhgat10n 473 And this makes sense 
of why, although the standard of review for executive mact1on 1s very 
deferential (as we Just discussed), the APA does make maction revrewa­
ble diligence will often require act10n to be compelled 

469 See Leib & Shugerman, supra note 22, Shugerman & Leib, This Overlooked Part of the Con­
stitution Could Stop Trump from Abusing his Pardon Power, mpia note 2r 

4 70 Natelson 's fiduciary conshtutlonahsm applies similar fiduciary obhgatlons to many other gov­
ernmental actors See Natelson, The Public Trust, supra note 36, at u46-58 But our argument 
here flows from the Faithful Execution Clauses, which apply only to the President This does not 
mean other officeholders are not also bound by fiduciary obhgatJons of loyalty But, based on the 
h!Stoncal fmdmgs we report here, the Const1tut1on clearly nnposes this set of fiduciary obhgatJons 
on the President m Arude II 

471 See, e g, Robert G Natelson, Impeachment The Constitution's Fiduciary Meaning of 
"Hzgh Misdemeanors," rg FEDERALIST SOC'Y REV 68, 68-69 (2018) There IS evidence for 
many different enforcement mecharnsms, even if impeachment 1s the most obvious and salient m 
the historical materials 

412 See generally Pozen, supia note 3 
473 To be sure, some see only the duty of loyalty at the core and the duty of care as a sideshow 

See CONAGLEN,suP,a note 46r, at 59 (not.mg the common view that "fiduciary duties are proscnp­
uve rather than prescnpt:tve") But most conventional approaches to fiduciary obhgauon mentmn 
the duty of care as among the most common of fiduciary dunes See, e g , Stephen R Galoob & 
Ethan J Leib, The Core of F,d,,czary Political Theory, in RESEARCH HANDBOOK ON FIDUCI­
ARY LAW 4or, 404--05 (D Gordon Smith & Andrew S Gold eds, 2018) 
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What might this command mean for constitutional law? It likely 
means that when the Executive acts or reframs from acting, he must be 
motivated by the nght kmds of reasons 474 Not only 1s the proscnption 
on self-dealing relevant, but the Execub.ve must also ensure ("take 
Care") that anyone under his command m the busmess of executmg the 
law 1s domg so only m the best mterests of his nat10nal constituency 
Thus, the Faithful Execution Clauses do ultimately have lessons for how 
the adm1mstrative state must be run as a constitutional matter (1f origi­
nal meamng 1s relevant here) the President as the head of the executive 
branch needs to follow the commands of Congress at the same time as 
he diligently ensures that the entire apparatus of the office and the ex­
ecutive branch is properly oriented ma steadfast and steady manner 475 

It is a derogation of duty not to pursue with diligence what Congress 
wants executed and that which 1s m the pubhc mterest 470 Although the 
President, hke all fiduciaries, has s1gmf1cant d1scret1on, there 1s still an 
affirmative obhgation not to abuse discretion to fail to pursue or act 
agamst the benef1c1ary's best mterests 

The constellation of proscnptron and prescription that our history 
reveals also means that there 1s likely an mterstibal duty traceable to 
the obligation of drhgence - somethmg hke a President's complet10n 
authority - that the Faithful Execution Clauses support 477 This lim­
ited affirmative prescription gives the President authority to fill m in­
complete legislative schemes to promote the best interests of the people, 
the ultimate benefic1anes of his fiduciary obhgation, whose interests are 
usually mediated through their representatives 

CONCLUSION 

The Constitut10n's twm clauses m Article II that reqmre faithful ex­
ecution from the President are the sources of a lot of rhetoric m law and 
politics Much of that rhetoric gives the 1mpress10n that the Faithful 
Execution Clauses confer upon the President immense, d1scret10nary 
powers that consolidate substantial authority w1thm the executive 

474 On the role of the right kmds of reasons m analyzmg a fiduciary's conduct, see Galoob & 
Leib, supra note 4 7 3, at 409-10 

41s The fiduciary theory of adm1mstrative governance, see generally Evan J Ci 1ddle, Fiduciary 
Ad11iznist,ation Rethinking Popular Representation in Agency Rulemaking, 88 TEX L REV 441 

(2oro), Evan J Criddle, Fiduciary Fot<ndat:ons of Administrative Law, 54 UCLA L REV II7 
(2006), gams further support from our h1stoncal findmgs about the Faithful Execution Clauses 

4 76 Tbe focus on the pubhc mterest 1s something generattons of "republicans" have also traced to 
the ftammg penod See JOYCE APPLEBY, LIBERALISM AND REPUBLICANISM IN THE HISTOR­

ICAL L1\1AG!NATION r65 (1992) ("Because of the cntica! importance of VIrtue [to republican 1deol­
ogy], the pioponents of the mixed consbtution analyzed the ways to enhance men's capacity to place 
the public weal before their own self-mterest ") 

4;; See Youngstown Sheet & Tube Co v Sawyer, 343 US 579, ;01-e4 (r952) (Vinson, CJ, dis­
senting), Goldsmith & Mannmg, supra note rs, at 2303-e4 Both sonrces allude to the Take Care 
Clause m their arguments for somethmg hke a "completion power" but neither supports their view 
with the ongmal meanmg of"fruthful execution" we develop here 
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branch We have shown here that this rhetoric is radically disconnected 
from centunes of history that furnish a rather different substantive set 
of meamngs to the Faithful Execution Clauses That history pomts to 
faithful execution bemg a restrictive duty rather than an expansive 
power - and this requirement was as likely to be imposed on high-level 
officeholders as 1t was upon low-level officers, who were ordered not to 
veer from their assigned Jobs, not to self-deal, and to do their Jobs with 
diligence and care This tripartite specification of faithful execut10n, 
tracking emergmg fiduciary law, was well understood by the time of the 
frammg of the U S Constitut10n 

The ongmal meanmg of the Faithful Execution Clauses does not 
cleanly dispose of many of the most sigmficant and pressmg contempo­
rary issues implicated by assert10ns of presidential authority But our 
findmgs here at least suggest that the President - by ongmal design -
1s supposed to be hke a fiduciary, who must pursue the public mterest 
m good faith republican fashion rather than pursumg his self-mterest, 
and who must diligently and steadily execute Congress's commands 473 

Now that this ongmal meanmg 1s more clear, the Constitution can be 
apphed more faithfully to the v1s10n of the framers 

4;s For an effort to lmk repnbhcamsm and f1duc1ary theory, see Evan J Criddle, Liberty tn Loy­
alty A Republican Theory of F,duc,ary Law, 95 TEX L REV 993 (2or7) Our Article shows these 
connections as a matter of constitutional history 



20047

848 

Case 1.18-cr-00215-ABJ Document 1 Filed 07/13/18 Page 1 of 29 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

UNITED STATES OF AMERICA 

V 

VIKTOR BORISOVICH NETYKSHO, 
BORIS ALEKSEYEVICH ANTONOV, 
DMITRIY SERGEYEVICH BADIN, 
IV AN SERGEYEVICH YERMAKOV, 
ALEKSEY VIKTOROVICH 

LUKASHEV, 
SERGEY ALEKSANDROVICH 

MORGACHEV, 
NIKOLAY YURYEVICH KOZACHEK, 
PAVEL VY ACHESLA VOVICH 

YERSHOV, 
ARTEM ANDREYEVICH 

MALYSHEV, 
ALEKSANDR VLADIMIROVICH 

OSADCHUK, 
ALEKSEY ALEKSANDROVICH 

POTEMKIN, and 
ANATOLIY SERGEYEVICH 

KOVALEV, 

Defendants 

* 
* CRIMINAL NO 

* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 
* 

******* 

(18 USC §§ 2,371, 1030, 1028A, 1956, 
and 3551 et seq) 

INDICTMENT 

The Grand Jury for the D1stnct of Columbia charges 

COUNTONE 
(Conspiracy to Commit an Offense Against the United States) 

1 In or around 2016, the Russian Federation ("Russia") operated a mihtary mtelhgence 

agency called the Mam Intelltgence Directorate of the General Staff ("GRU") The GRU had 

multiple units, mcludmg Umts 26165 and 74455, engaged m cyber operations that mvolved the 

staged releases of documents stolen tlirough computer mtrusions. These umts conducted large­

scale cyber operations to mterfere with the 2016 U.S presidential election 
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2. Defendants VIK.TOR BORISOVICH NETYKSHO, BORIS ALEKSEYEVICH 

ANTONOV, DMITRIY SERGEYEVICH BADIN, IVAN SERGEYEVICH YERMAKOV, 

ALEKSEY VIKTOROVICH LUKASHEV, SERGEY ALEKSANDROVICH MORGACHEV, 

NIKOLAY YURYEVICH KOZACHEK, PAVEL VYACHESLAVOVICH YERSHOV, ARTEM 

ANDREYEVICH MALYSHEV, ALEKSANDR VLADIMIROVICH OSADCHUK, and 

ALEKSEY ALEKSANDROVICH POTEMKIN were GRU officers who knowmgly and 

mtent1onally conspired with each other, and with persons known and unknown to the Grand Jury 

(collectively the "Conspirators"), to gam unauthonzed access (to "hack") mto the computers of 

U.S persons and entities mvolved m the 2016 US presidential election, steal documents from 

those computers, and stage releases of the stolen documents to mterfere with the 2016 US. 

presidential election 

3. Startmg mat least March 2016, the Consp1rators used a vanety of means to hack the email 

accounts of volunteers and employees of the U.S. presidential campaign of Hillary Clmton (the 

"Clmton Campaign"), mcludmg the email account of the Chnton Campaign's chairman. 

4. By m or around Apnl 2016, the Conspirators also hacked mto the computer networks of 

the Democratic Congressmnal Campaign Committee ("DCCC") and the Democratic National 

Committee ("DNC") The Conspirators covertly morutored the computers of dozens of DCCC 

and DNC employees, implanted hundreds of files contammg mahc1ous computer code 

("malware"), and stole emails and other documents from the DCCC and DNC 

5 By m or around Apnl 2016, the Conspirators began to plan the release of matenals stolen 

from the Chnton Campaign, DCCC, and DNC 

6 Begunnng m or around June 2016, the Conspirators staged aIJd released tens of thousands 

of the stolen emails aIJd documents They did so usmg fictitmus onhne personas, mcludmg 

2 
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"DCLeaks" and "Gucc1fer 2 O." 

7 The Conspirators also used the Guccifer 2.0 persona to release addihonal stolen documents 

through a website mamtamed by an organization ("Orgamzat10n 1 "), that had previously posted 

documents stolen from US persons, ent1hes, and the U.S government The Consptrators 

contmued the1r US. elect10n-mterference operat10ns through m or around November 2016. 

8 To hide their connections to Russia and the RuSSian government, the Conspirators used 

false 1dent1hes and made false statements about their 1denhhes To further avoid detection, the 

Conspirators used a network of computers located across the world, mcludmg m the Umted States, 

and paid for this mfrastructure usmg cryptocurrency 

Defendants 

9 Defendant VIK.TOR BORISOVICH NETYKSHO (HeTI,rrano Bmcrop EopHconWI) was 

the Russian military officer m command ofUmt 26165, located at 20 Komsomolskiy Prospekt, 

Moscow, Russia Umt 26165 had pnmary respons1b1hty for hackmg the DCCC and DNC, as well 

as the emrul accounts of md1v1duals affiliated with the Clmton Camprugn 

10. Defendant BORIS ALEKSEYEVICH ANTONOV (AHTOHOB EopHc A.rleKceeBH'I) was a 

MaJor 111 the Russ1at1 mihtary assigned to Umt 26165 ANTONOVoversaw a department w1thm 

Umt 26165 dedicated to targetmg military, pohhcal, governmental, and non-governmental 

orgat11zahons with spearph1shmg emails at1d other computer mtrusron activity ANTONOV held 

the htle "Head of Department" In or around 2016, ANTONOV supervised other co-conspirators 

who targeted the DCCC, DNC, at1d md1viduals affihated with the Clmton Campaign 

11 Defendant DMITRIY SERGEYEVICH BADIN (Ea,n:HH ,lJ;MHTpHH Cepreenwr) was a 

Russian military officer assigned to Umt 26165 who held the title "Assistant Head of Department " 

In or around 20 l 6, BADIN, along withANTONOV, supervised other co-conspirators who targeted 

the DCCC, DNC, at1d md!v1duals affiliated with the Clmton Campaign 

3 
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12 Defendant IVAN SERGEYEVICH YERMAKOV (EpMaKOB Hmm Cepreem1q) was a 

Russian m1htary officer assigned to ANTONOV's department w1thm Umt 26165. Smee m or 

around 2010, YERMAKOV used vanous onlme personas, mcludmg "Kate S Milton," "James 

McMorgans," and "Karen W MIilen," to conduct hackmg operat10ns on behalf ofUmt 26165. In 

or around March 2016, YERMAKOV part1c1pated m hackmg at least two email accounts from 

which campaign-related documents were released through DCLeaks In or around May 2016, 

YERMAKOV also participated m hackmg the DNC email server and stealmg DNC emails that 

were later released through Organ1zat10n 1 

13 Defendant ALEKSEY VIKTOROVlCH LUKASHEV (JiyicarueB AJieKceH Bmrropom1<r) 

was a Semor Lieutenant m the Russian military assigned to ANTONOV's department w1thm Umt 

26165. LUKASHEV used vanous onlme personas, mcludmg "Den Katenberg" and "Yuhana 

Martynova" In or around 2016, LUKASHEV sent spearphtshmg emails to members of the 

Chnton Campaign and affihated md1v1duals, mcludmg the chairman of the Chnton Campaign 

14 Defendant SERGEY ALEKSANDROVICH MORGACHEV (Mopra<reB Ceprerr 

AneKcaH,n:poBnq) was a Lieutenant Colonel m the Russian m1htary assigned to Umt 26165. 

MORGACHEV oversaw a department w1th111 Umt 26165 dedicated to developmg and managmg 

malware, mcludmg a hackmg tool used by the GRU known as "X-Agent" Dunng the hackmg of 

the DCCC and DNC networks, MORGACHEV supervised the co-conspirators who developed and 

momtored the X-Agent malware implanted on those computers. 

15 Defendant NIKOLAY YURYEVICH KOZACHEK (Ko3aTieK HIIKonarr IOpr,eBHTI) was a 

Lieutenant Captam m the Russian m1htary assigned to MORGACHEV's department w1thm Umt 

26165 KOZACHEK used a vanety of monikers, mcludmg "kazak" and "blablabla1234565" 

KOZACHEK developed, customized, and momtored X-Agent malware used to hack the DCCC 

4 
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and DNC networks begmnmg m or aroundApnl 2016 

16 Defendant PAVEL VY A CHESLA VOVICH YERSHOV (EpmoB IlaBeJI Blf'!eCJiaBOBH4) 

was a Russian military officer assigned to MORGACHEV's department w1thm Umt 26165 In or 

around 2016, YERSHOV assisted KOZACHEK and other co-conspirators m testmg and 

custom1Z1ng X-Agent malware before actual deployment and use 

17 Defendant ARTEM ANDREYEVICH MAL YSHEV (MaiThlmeB ApTeM AmxpeeBH'l) was 

a Second Lieutenant m the Russian military assigned to MORGACHEV's department withm Umt 

26165 MAL YSHEV used a variety of momkers, mcludmg "dJangomagicdev" and "realblatr " In 

or around 2016, MALYSHEV momtored X-Agent malware implanted on the DCCC and DNC 

networks 

18 Defendant ALEKSANDR VLADIMIROVICH OSADCHUK (Oca,uqYK AneKcaH.1\P 

Bna,uHMHpOBH'l) was a Colonel m the Russian military and the commandmg officer ofUmt 7 4455 

Umt 74455 was located at 22 Kirova Street, Khunk1, Moscow, a bmldmg referred to w1thm the 

GRU as the "Tower" Umt 74455 assisted m the release of stolen documents through the DCLeaks 

and Guccifer 2 0 personas, the promotion of those releases, and the pubhcat10n of antt-Clmton 

content on social media accounts operated by the GRU 

19. Defendant ALEKSEY ALEKSANDROVICH POTEMKIN (TioTeMKHH AneKceii: 

ArreKCaH.LqJOBH'l) was an officer m the Russian m1htary assigned to Umt 74455 POTEMKIN was 

a supervisor ma department wtthm Umt 74455 responsible for the admm1strat1on of computer 

mfrastructure used m cyber operations Infrastructure and social medta accounts adtmmstered by 

POTEMKIN's department were used, among other thmgs, to assist m the release of stolen 

documents through the DCLeaks and Gucc1fer 2 0 personas 

5 
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Object of the Conspiracy 

20. The obJect of the conspiracy was to hack mto the computers of U.S. persons and ent1t1es 

mvolved m the 2016 US. presidential election, steal documents from those computers, and stage 

releases of the stolen documents to mterfere with the 2016 U.S presidential election 

Manner and Means of the Conspiracy 

Spearph1shmg Operations 

21 ANTONOV, BADIN, YERMAKOV, LUKASHEV, and their co-conspirators targeted 

victims usmg a techmque known as spearphishmg to steal v1ct11ns' passwords or otherwise gam 

access to thetr computers Begmnmg by at least March 2016, the Consp1rators targeted over 300 

md1viduals affihated with the Clmton Campaign, DCCC, and DNC. 

a For example, on or about March 19, 2016, LUKASHEV and !us co-conspirators 

created and sent a spearphtshmg email to the chairman of the Clmton Campaign 

LUKASHEV used the account ''.John356gh" at an onlme service that abbreviated 

lengthy website addresses (referred to as a "URL-shortenmg service") 

LUKASHEV used the account to mask a lmk contained m the speai-ph1shmg email, 

which d1rected the rec1p1ent to a GRU-created website LUKASHEV altered the 

appearance of the sender email address m order to make 1t look ltke the ematl was 

a secunty notification from Google ( a techmque known as "spoofing"), mstructtng 

the user to change his password by chckmg the embedded lmk Those mstructmns 

were followed. On or about March 21, 2016, LUKASHEV, YER.t\1:AKOV, and 

the1r co-consp1rators stole the contents of the chairman's email account, which 

consisted of over 50,000 emails 

b Startmg on or about March 19, 2016, LUKASHEV and his co-conspirators sent 

speai-ph1shmg emails to the personal accounts of other md!viduals affihated with 

6 
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the Clmton Campaign, mcludmg its campaign manager and a senior foreign policy 

advisor On or about March 25, 2016, LUKASHEV used the same John356gh 

account to mask additional !mks mcluded m spearphishmg emails sent to numerous 

md1v1duals affiliated with the Clinton Campaign, mcludmg Victims 1 and 2 

LUKASHEV sent these emails from the Russia-based email account 

h1 myma1l@yandex corn that he spoofed to appear to be from Google 

c On or about March 28, 2016, YERMAKOV researched the names of Victims 1 and 

2 and thetr assoc1at1on with Clmton on various social media sites Through their 

spearph1shmg operations, LUKASHEV, YERMAKOV, and their co-conspirators 

successfully stole ema!l credentials and thousands of emails from numerous 

md1v1duals affihated with the Clmton Campaign Many of these stolen emails, 

mcludmg those from Victims 1 and 2, were later released by the Consptrators 

through DCLeaks 

d On or about Apnl 6, 2016, the Conspirators created an email account m the name 

(with a one-letter deviation from the actual spellmg) of a known member of the 

Clmton Campaign The Conspirators then used that account to send spearph1shmg 

emails to the work accounts of more than thirty different Clmton Campaign 

employees In the spearph1shmg emails, LUKASHEV and his co-consptrators 

embedded a lmk purportmg to direct the recipient to a document titled "h11lary­

clmton-favorable-ratmg xlsx" In fact, this lmk directed the recipients' computers 

to a GRU-created website 

22. The Consp1rators spearph1shed md1v1duals affiliated w1th the Clmton Campaign 

throughout the summer of 2016 For example, on or about July 27, 2016, the Conspirators 

7 
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attempted after hours to spearph1sh for the first time email accounts at a domam hosted by a thtrd­

party proVIder and used by Clmton's personal office At or around the same time, they also 

targeted seventy-six email addresses at the domam for the Clmton Campaign 

Hackmg mto the DCCC Network 

23 Begmnmg m or around March 2016, the Conspirators, m add1t10n to their spearph1shmg 

efforts, researched the DCCC and DNC computer networks to 1dent1fy techmcal specifications and 

vulnerab1hties. 

a For example, begmnmg on or about March 15, 2016, YERMAKOV ran a techmcal 

query for the DNC's mtemet protocol configurations to 1dent1fy connected devices 

b. On or about the same day, YERMAKOV searched for open-source mformat1on 

about the DNC network, the Democratic Party, and Hillary Clmton 

c On or about Apnl 7, 2016, YERMAKOV ran a techmcal query for the DCCC's 

mternet protocol configurations to 1dent1fy connected deVIces. 

24 By m or around Apnl 2016, w1thm days of YERMAKOV' s searches regardmg the DCCC, 

the Conspirators hacked mto the DCCC computer network Once they gamed access, they 

mstalled and managed different types ofmalware to explore the DCCC network and steal data. 

a On or about Apnl 12, 2016, the Conspirators used the stolen credentials of a DCCC 

Employee ("DCCC Employee l ") to access the DCCC network DCCC 

Employee l had received a spearph1shmg email from the Conspirators on or about 

Apnl 6, 2016, aIJd entered her password after chckmg on the lmk. 

b Between m or around Apnl 2016 and June 2016, the Conspirators mstalled multiple 

versions of their X-Agent malware on at least ten DCCC computers, which allowed 

them to momtor md1VIdual employees' computer act!Vlty, steal passwords, aIJd 

mamtam access to the DCCC network 

8 



20055

856 

Case 118-cr-00215-ABJ Document 1 Filed 07/13/18 Page 9 of 29 

c X-Agent malware implanted on the DCCC network transtmtted mformat1on from 

the v1ct1ms' computers to a GRU-leased server located m Anzona The 

Conspirators referred to this server as their "AMS" panel. KOZACHEK, 

MAL YSHEV, and their co-consp1rators logged mto the AMS panel to use 

X-Agent's keylog and screenshot funct10ns m the course of momtonng and 

surve11lmg act1V1ty on the DCCC computers The keylog function allowed the 

Conspirators to capture keystrokes entered by DCCC employees The screenshot 

function allowed the Conspirators to take pictures of the DCCC employees' 

computer screens. 

d For example, on or about Apnl 14, 2016, the Conspirators repeatedly activated 

X-Agent's keylog and screenshot functions to surve1l DCCC Employee l's 

computer activity over the course of eight hours Durmg that time, the Conspirators 

captured DCCC Employee l's commumcations with co-workers and the passwords 

she entered while workmg on fundraismg and voter outreach proJects. S1m1larly, 

on or about Apnl 22, 2016, the Conspirators activated X-Agent's keylog and 

screenshot functions to capture the discussions of another DCCC Employee 

("DCCC Employee 2") about the DCCC's finances, as well as her md1v1dual 

bankmg mformatlon and other personal topics. 

25 On or aboutApnl 19, 2016, KOZACHEK., YERSHOV, and therr co-consprrators remotely 

configured an overseas computer to relay communications between X-Agent malware and the 

AMS panel and then tested X-Agent's ab1hty to connect to this computer The Conspirators 

referred to this computer as a "middle server " The middle server acted as a proxy to obscure the 

connection between malware at the DCCC and the Conspirators' AMS panel On or about Apnl 

9 
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20, 2016, the Consp1rators directed X-Agent malware on the DCCC computers to connect to tins 

middle server and receive directions from the Consp1rators 

Hackmg mto tlte DNC Network 

26 On or about Apnl 18, 2016, the Conspirators hacked mto the DNC's computers tltrough 

their access to the DCCC network The Conspirators tlten mstalled and managed different types 

ofmalware (as they did m the DCCC network) to explore the DNC network and steal documents. 

a On or about April 18, 2016, the Conspirators activated X-Agent's keylog and 

screenshot functions to steal credentials of a DCCC employee who was autlionzed 

to access tlie DNC network The Conspirators hacked mto tlie DNC network from 

the DCCC network usmg stolen credentials By m or around June 2016, they 

gamed access to approximately tlurty-tlrree DNC computers 

b In or around Apnl 2016, the Conspirators mstalled X-Agent malware on the DNC 

network, mcludmg tlie same versions mstalled on the DCCC network 

MALYSHEV and his co-conspirators momtored the X-Agent malware from the 

AMS panel and captured data from the victim computers The AMS panel collected 

thousands ofkeylog and screenshot results from the DCCC and DNC computers, 

such as a screenshot and keystroke caprure of DCCC Employee 2 viewmg the 

DCCC's onhne bankmg mfonnatton 

Theft of DCCC and DNC Documents 

27 The Conspirators searched for and 1dent1fied computers withm the DCCC and DNC 

networks tliat stored mformation related to the 2016 U.S presidential election For example, on 

or about Apnl 15, 2016, tlte Conspirators searched one hacked DCCC computer for terms that 

mcluded "h1llary," "cruz," and "trump " The Conspirators also copied select DCCC folders, 

mcludmg "Benghazi Invest1gat:tons " The Conspirators targeted computers contammg mformat10n 
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such as opposition research and field operation plans for the 2016 elect10ns. 

28 To enable them to steal a large number of documents at once without detection, the 

Consp1rators used a pubhcly available tool to gather and compress multiple documents on the 

DCCC and DNC networks. The Conspirators then used other GRU malware, known as 

"X-Tunnel," to move the stolen documents outside the DCCC and DNC networks through 

encrypted channels 

a For example, on or about Apnl 22, 2016, the Conspirators compressed gigabytes 

of data from DNC computers, mcludmg opposit1011 research The Conspirators 

later moved the compressed DNC data usmg X-Tunnel to a GRU-leased computer 

located m Ilhno1s 

b On or about Apnl 28, 2016, the Conspirators connected to and tested the same 

computer located m Illm01s Later that day, the Conspirators used X-Tunnel to 

connect to that computer to steal additional documents from the DCCC network 

29 Between on or about May 25, 2016 and June l, 2016, the Conspirators hacked the DNC 

Microsoft Exchange Server and stole thousands of emails from the work accounts of DNC 

employees. Durmg that tune, YERMAKOV researched PowerShell commands related to 

accessmg and managmg the Microsoft Exchange Server 

30 On or about May 30, 2016, MALYSHEV accessed the AMS panel m order to upgrade 

custom AMS software on the server That day, the AMS panel received updates from 

approximately thirteen different X-Agent malware implants on DCCC and DNC computers 

31. Dunng the hackmg of the DCCC and DNC networks, the Conspirators covered the1r tracks 

by mtentionally deletmg logs and computer files For example, on or about May 13, 2016, the 

Conspirators cleared the event logs from a DNC computer. On or about June 20, 2016, the 
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Consprrators deleted logs from the AMS panel that documented therr actlV!tles on the panel, 

mcludmg the logm history 

Efforts to Remam on the DCCC and DNC Networks 

32 Despite the Conspirators' efforts to hide thetr act!Vlty, begmmng m or around May 2016, 

both the DCCC and DNC became aware that they had been hacked and hired a secunty company 

("Company l") to identify the extent of the mtrusions By m or around June 2016, Company 1 

took steps to exclude mtruders from the networks Despite these efforts, a Lmux-based version of 

X-Agent, programmed to commumcate with the GRU-reg1stered domam lmuxkml net, remamed 

on the DNC network unttl m or around October 2016 

33 In response to Company l's efforts, the Conspirators took countermeasures to mamtam 

access to the DCCC and DNC networks. 

a On or about May 31, 2016, YERMAKOV searched for open-source mfonnatlon 

about Company 1 and its reportmg on X-Agent and X-Tunnel On or about June 

1, 2016, the Conspll'ators attempted to delete traces of their presence on the DCCC 

network usmg the computer program CCleaner 

b On or about June 14, 2016, the Consprrators regrntered the domam actblues com, 

which mimicked the domam of a poht1cal fundraismg platform that mcluded a 

DCCC donations page Shortly thereafter, the Conspirators used stolen DCCC 

credentials to modify the DCCC website and redtrect v1S1tors to the actblues.com 

domam 

c On or about June 20, 2016, after Company 1 had disabled X-Agent on the DCCC 

network, the Conspirators spent over seven hours unsuccessfully trymg to cmmect 

to X-Agent. The Conspirators also tned to access the DCCC network usmg 

previously stolen credentials 

12 
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34 In or around September 2016, the Conspirators also successfully gamed access to DNC 

computers hosted on a third-party cloud-computmg serv1ce These computers contamed test 

apphcattons related to the DNC's analytics After conducting reconnaissance, the Conspirators 

gathered data by creating backups, or "snapshots," of the DNC's cloud-based systems usmg the 

cloud provider's own teclmology The Conspirators then moved the snapshots to cloud-based 

accounts they had registered with the same service, thereby stealmg the data from the DNC. 

Stolen Documents Released through DCLeaks 

35 More than a month before the release of any documents, the Consptrators constructed the 

onlme persona DCLeaks to release and publ!cize stolen election-related documents On or about 

Apnl 19, 2016, after attemptmg to register the domam electionleaks com, the Consp1tators 

registered the domam dcleaks com through a service that anouym12ed the registrant. The funds 

used to pay for the dcleaks com domam ongmated from an account at an onlme cryptocurrency 

serv1ce that the Conspirators also used to fund the lease of a virtual pnvate server registered with 

the operational email account dirbmsaabol@mail com The dirbmsaabol email account was also 

used to register the John356gh URL-shortenmg account used by LUKASHEV to spearph1sh the 

Chnton Cainpa1gn chairman and other campaign-related md1v1duals 

36 On or about June 8, 2016, the Consptrators launched the public website dcleaks com, which 

they used to release stolen emails. Before 1t shut down m or around March 2017, the site received 

over one million page views. The Conspirators falsely claimed on the site that DCLeaks was 

started by a group of"Amencan hackt1v1sts," when m fact 1t was started by the Conspirators 

3 7 Startmg m or around June 2016 and contmumg through the 2016 U S pres1dent1al election, 

the Consptrators used DCLeaks to release emails stolen from 111d1v1duals affiliated with the Chnton 

Campaign The Conspirators also released documents they had stolen m other spearph1sh111g 

operations, mcludmg those they had conducted m 2015 that collected emails from md1v1duals 
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affihated with the Republican Party 

3 8 On or about June 8, 2016, and at approximately the same tJme that the dcleaks com website 

was launched, the Conspirators created a DCLeaks Facebook page usmg a preexistmg social media 

account under the fictitious name "Ahce Donovan" In add1t1on to the DCLeaks Facebook page, 

the Conspirators used other social media accounts m the names of fictitious U S persons such as 

"Jason Scott" and "Richard Gmgrey" to promote the DCLeaks website The Conspirators accessed 

these accounts from computers managed by POTEMKIN and his co-conspirators 

39 On or about June 8, 2016, the Conspirators created the Twitter account @dcleaks_ The 

Conspirators operated the @dcleaks _ Twitter account from the same computer used for other 

efforts to mterfere with the 2016 US pres1dent1al election For example, the Conspirators used 

the same computer to operate the Twitter account @Balt1moreisWhr, through which they 

encouraged US audiences to "[j]om our flash mob" opposmg Clmton and to post images with the 

hashtag #BlacksAgamstHillary 

Stolen Docments Released through Gucc1fer 2 0 

40 On or about June 14, 2016, the DNC-through Company 1-pubhcly announced that 1t 

had been hacked by Russian government actors In response, the Consp1rators created the onlme 

persona Gucc1fer 2 0 and falsely claimed to be a lone Romaman hacker to undermme the 

allegatmns of Russian respons1b1hty for the mtrus1on 

41 On or about June 15, 2016, the Conspirators logged mto a Moscow-based server used and 

managed by Umt 74455 and, between 4 19 PM and 4 56 PM Moscow Standard Time, searched 

for certam words and phrases, mcludmg· 
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Search Term(s) 

"some hundred sheets" 

"some hundreds of sheets" 

dcleaks 

illuminati 

lliHpOKO H3BeCTIII,IH rrepeBO,!I; 
[widely known translation] 

"worldwide known" 

"think twice about" 

"company's competence" 

42 Later that day, at 7 02 PM Moscow Standard Time, the onhne persona Gucc1fer 2 0 

published its first post on a blog site created through WordPress Titled "DNC's servers hacked 

by a lone hacker," the post used numerous English words and phrases that the Conspirators had 

searched for earher that day (bolded below) 

Worldwide known cyber secunty company [Company I] announced that 
the Democratic National Committee (DNC) servers had been hacked by 
"soph1s1:Icated" hacker groups 

I'm very pleased the company appreciated my skills so lughly))) [. J 
Here are JUSt a few docs from many thousands I extracted when hacking 
mto DNC's network [ ] 

Some hundred sheets' Th1s's a senous case, 1Sn't 1t? [ 

I guess [Company 1] customers should think twice about company's 
competence 

F[***] the Illuminati and their conspirac1esllllll!II F[***] 
[Company l]ll!lllllt 

43 Between m or around June 2016 and October 2016, the Conspirators used Gucc1fer 2.0 to 

release documents through WordPress that they had stolen from the DCCC and DNC The 

Conspirators, posmg as Gucc1fer 2 0, also shared stolen documents with certam md1v1duals 

a On or about August 15, 2016, the Conspirators, posmg as Gucc1fer 2 0, received a 
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request for stolen documents from a candidate for the US. Congress The 

Conspirators responded usmg the Gucc1fer 2 0 persona and sent the candidate 

stolen documents related to the candidate's opponent 

b. On or about August 22, 2016, the Conspirators, posmg as Gucc1fer 2 0, transferred 

approximately 2.5 gigabytes of data stolen from the DCCC to a then-registered state 

lobbyist and onlme source of poht1cal news. The stolen data mcluded donor records 

and personal 1dentifymg mformat1on for more than 2,000 Democratic donors 

c. On or about August 22, 2016, the Conspirators, posmg as Gucc1fer 2.0, sent a 

reporter stolen documents pertammg to the Black Lives Matter movement. The 

reporter responded by d1scussmg when to release the documents and offenng to 

wnte an article about their release 

44 The Conspirators, posmg as Gucc1fer 2.0, also commumcated with U S persons about the 

release of stolen documents On or about August 15, 2016, the Conspirators, posmg as Gucc1fer 

2 0, wrote to a person who was m regular contact with semor members of the presidential campaigu 

of Donald J. Trump, "thank u for wntJng back . do u find anyt[h]mg mterestmg m the docs 1 

posted?" On or about August 17, 2016, the Conspirators added, "please tell me 1f 1 cm help u 

myhow 1t would be a great pleasure to me " On or about September 9, 2016, the Conspirators, 

agam posmg as Gucc1fer 2 0, referred to a stolen DCCC document posted onlme and asked the 

person, "what do u thmk of the mfo on the turnout model for the democrats entire presidential 

campa1gu " The person responded, "[p ]retty standard " 

45 The Conspirators conducted operations as Gucc1fer 2 0 and DCLeaks usmg overlappmg 

computer mfrastructure and financmg 

a For example, between on or about March 14, 2016 and Apnl 28, 2016, the 
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Conspirators used the same pool of b1tcom funds to purehase a V1rtual pnvate 

network ("VPN") account and to lease a server m Malaysia In or around June 

2016, the Conspirators used the Malaysian server to host the dcleaks com website. 

On or about July 6, 2016, the Conspirators used the VPN to log mto the 

@Gucc1fer _ 2 Twitter account The Conspirators opened that VPN account from 

the same server that was also used to register mahcious domams for the hackmg of 

the DCCC and DNC networks 

b On or about June 27, 2016, the Conspirators, posmg as Guccifer 2 0, contacted a 

US reporter with an offer to provide stolen emails from "Hillary Chnton's staff" 

The Conspirators then sent the reporter the password to access a nonpublic, 

password-protected portion of dcleaks com contammg emails stolen from V1ct1m 1 

by LUKASHEV, YERMAKOV, and thelf co-conspirators m or around March 

2016 

46 On or about January 12, 2017, the Conspirators pubhshed a statement on the Guce1fer 2 0 

WordPress blog, falsely claimmg that the mtrustons and release of stolen documents had "totally 

no relation to the Russian government." 

Use of Organization 1 

47. In order to expand their mterference m the 2016 U.S. pres1den1:Jal electlon, the Conspirators 

transferred many of the documents they stole from the DNC and the chairman of the Cltnton 

Campaign to Organization 1 The Conspirators, posmg as Gucc1fer 2 0, discussed the release of 

the stolen documents and the timmg of those releases with Organization 1 to heighten their impact 

on the 2016 US presidential elect10n 

a On or about June 22, 2016, Organization l sent a pnvate message to Guccifer 2 0 

to "[ s ]end any new material [ stolen from the DNC] here for us to review and 1t will 
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have a much higher impact than what you are domg" On or about July 6, 2016, 

Organization 1 added, "1f you have anythmg h1llary related we want 1t tn the next 

tweo [szc] days prefable [szc] because the DNC [Democratic Nat10nal Convention] 

ts approachmg and she wtll sohdify bemie supporters behmd her after " The 

ConspJrators responded, "ok .. 1 see " Organization 1 explamed, "we thmk trump 

has only a 25% chance of wmnmg agamst htllary 

and hillary 1s mterestmg " 

so conflict between bemie 

b After failed attempts to transfer the stolen documents startmg tn late June 2016, on 

or about July 14, 2016, the Conspirators, posmg as Gucc1fer 2 0, sent 

Orgamzat1on 1 an email with an attachment titled ''wk dnc hnkl txt gpg" The 

ConspJrators explamed to Orgamzat10n 1 that the encrypted file contamed 

mstructrons on how to access an onlme archive of stolen DNC documents On or 

about July 18, 2016, Orgamzat10n 1 confirmed 1t had "the 1Gb or so archive" and 

would make a release of the stolen documents "this week" 

48 On or about July 22, 2016, Organization 1 released over 20,000 emails and other 

documents stolen from the DNC network by the Conspirators This release occurred 

approximately three days before the start of the Demoerat1c National Convention Organization 1 

did not disclose Gucc1fer 2 O's role m prov1dmg them The latest-m-ttme email released through 

Orgamzation 1 was dated on or about May 25, 2016, approximately the same day the Conspirators 

hacked the DNC Microsoft Exchange Server 

49 On or about October 7, 2016, Organ1zat10n 1 released the first set of emails from the 

chairman of the Clmton Campaign that had been stolen by LUKASHEV and his co-conspirators. 

Between on or about October 7, 2016 and November 7, 2016, Organization 1 released 
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approximately thirty-three tranches of documents that had been stolen from the chairman of the 

Cl111ton Campaign In total, over 50,000 stolen documents were released 

Statutory Allegations 

50 Paragraphs 1 through 49 ofth1s Indictment are re-alleged and mcorporated by reference as 

1ffully set forth here111. 

51 From at least 111 or around March 2016 through November 2016, 111 the District of Columbia 

and elsewhere, Defendants NETYKSHO, ANTONOV, BADIN, YERMAKOV, LUKASHEV, 

MORGACHEV, KOZACHEK, YERSHOV, MALYSHEV, OSADCHUK, and POTEMKIN, 

together with others known and unknown to the Grand Jury, knowmgly and mtent10nally conspired 

to comnnt offenses agamst the Umted States, namely 

a To knowmgly access a computer without authorization and exceed authonzed 

access to a computer, and to obtam thereby mformatlon from a protected computer, 

where the value of the mformatlon obtamed exceeded $5,000, m v10lat10n of Title 

18, Umted States Code, Sections 1030(a)(2)(C) and 1030(c)(2)(B), and 

b To knowmgly cause the transm1ss10n of a program, mformat10n, code, and 

command, and as a result of such conduct, to mtentmnally cause damage without 

authonzat10n to a protected computer, and where the offense did cause and, 1f 

completed, would have caused, loss aggregatmg $5,000 m value to at least one 

person during a one-year period from a related course of conduct affectmg a 

protected computer, and damage affectmg at least ten protected computers dunng 

a one-year period, 111 v10lat1on of Title 18, Umted States Code, Sections 

1030(a)(5)(A) and 1030(c)(4)(B) 

52 In furtherance of the Conspiracy and to effect its 1!1egal objects, the Conspirators 

committed the overt acts set forth m paragraphs I through 19, 21 through 49, 55, and 57 through 
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64, which are re-alleged and mcorporated by reference as 1f fully set forth herem. 

53 In furtherance of the Conspiracy, and as set forth m paragraphs l through 19, 21 through 

49, 55, and 57 through 64, the Conspirators knowmgly falsely registered a domam name and 

knowmgly used that domam name m the course of comm1ttmg an offense, namely, the 

Conspirators registered domams, mcludmg dcleaks com and actblues com, wtth false names and 

addresses, and used those domams m the course of comllllttmg the felony offense charged m Count 

One. 

All m v10lat1on ofTitle 18, Umted States Code, Sections 371 and 3559(g)(l). 

COUNTS TWO THROUGH NINE 
(Aggravated Identity Theft) 

54 Paragraphs 1 through 19, 21 through 49, and 57tltrough 64 ofth1s Indictment are re-alleged 

and mcorporated by reference as if fully set forth herem 

55 On or about the dates specified below, m tlte D1stnct of Columbia and elsewhere, 

Defendants VIKTOR BORlSOVICH NETYKSHO, BORIS ALEKSEYEVICH ANTONOV, 

DMITRIY SERGEYEVICH BADIN, IV AN SERGEYEVICH YERMAKOV, ALEKSEY 

VIK.TOROVICH LUKASHEV, SERGEY ALEKSANDROVICH MORGACHEV, NIK.OLAY 

YURYEVICH KOZACHEK, PAVEL VYACHESLAVOVICH YERSHOV, ARTEM 

ANDREYEVICH MALYSHEV, ALEKSANDR VLADIMIROVICH OSADCHUK, and 

ALEKSEY ALEKSANDROVICH POTEMKIN did knowmglytransfer, possess, and use, wtthout 

lawful authonty, a means of 1dent1ficat1on of another person dunng and m relation to a felony 

v1olat10n enumerated m Title 18, Umted States Code, Sectton 1028A(c), namely, computer fraud 

m v10latton of Title 18, Umted States Code, Sections 1030(a)(2)(C) and 1030(c)(2)(B), knowmg 

that the means of 1denttficatton belonged to another real person. 
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Count Approximate Date Victim Means of Identification 

2 March 21, 2016 V1ct1m3 Usemame and password for 
personal email account 

3 March 25, 2016 Victim 1 Usemame and password for 
personal email account 

4 Apnl 12, 2016 Vict1m4 Usemame and password for 
DCCC computer network 

5 Apnl 15, 2016 Victim 5 Usemame and password for 
DCCC computer network 

6 Apnl 18,2016 V1ct1m 6 Usemame and password for 
DCCC computer network 

7 May 10, 2016 Victim 7 Usemame and password for 
DNC computer network 

8 June 2, 2016 V1ct1m 2 Usemame and password for 
personal emaII account 

9 July 6, 2016 V1ct1m8 
Usemame and password for 

personal email account 

All m v10lat10n ofT1tle 18, Umted States Code, Sections 1028A(a)(l) and 2 

COUNT TEN 
(Conspiracy to Launder Money) 

56. Paragraphs I through 19, 21 through 49, and 55 are re-alleged and mcorporated by reference 

as 1f fully set forth herem 

57 To fac1htate the purchase of mfrastrncture used m their hackmg act!Vlty-mcludmg hackmg 

mto the computers ofU S persons and entitles mvolved m the 2016 U.S pres1dent1al electmn and 

releasmg the stolen documents-the Defendants consptred to launder the eqmvalent of more than 

$95,000 through a web of transactions structured to capitalize on the perceived anonymity of 

cryptocurrenc1es such as b1tcom 

58 Although the Conspirators caused transactmns to be conducted m a vanety of currencies, 

mcludmg U S dollars, they pnnc1pally used b1tcom when purchasmg servers, reg1ste11ng domams, 

and othel'Wlse makmg payments m furtherance of hackmg act!Vlty Many of these payments were 

21 



20068

869 

Case 118-cr-00215-ABJ Document 1 Filed 07/13/18 Page 22 of 29 

processed by compames located m the Umted States that provided payment processmg services to 

hostmg compames, domam registrars, and other vendors both mtemational and domestic The use 

of b1tcom allowed the Conspirators to av01d direct relationships with trad1t1onal fmanc1al 

mstitut1ons, allowmg them to evade greater scrutmy ofthetr 1dentit1es and sol!fces of funds. 

59 All bitcom transactions are added to a pubbc ledger called the Blockcham, but the 

Blockcham identifies the parties to each transaction only by alpha-numenc identifiers known as 

b1tcom addresses To further avoid creatmg a centralized paper trail of all of their pllfchases, the 

Conspirators purchased mfrastrucmre usmg hundreds of different email accounts, m some cases 

usmg a new account for each purchase. The Conspirators used fictitious names and addresses m 

order to obscure thetr 1dent1ties and their lmks to Russia and the Russian government For 

example, the dcleaks com domam was registered and paid for usmg the fictitious name "Came 

Feehan" and an address m New York In some cases, as part of the payment process, the 

ConspJrators provided vendors with nonsensical addresses such as "usa Denver AZ,," "gfhgh 

ghfhgfh fdgfdg WA," and "1 2 dwd Dtstnct of Columbia" 

60 The Conspirators used several dedicated email accounts to track basic b1tcom transaction 

mformation and to facilitate bitcom payments to vendors. One of these dedicated accounts, 

registered with the usemame "gfadel47," received hundreds of b1tcom payment requests from 

approximately 100 different email accounts For example, on or about February 1, 2016, the 

gfadel47 account received the mstruct10n to "[p]lease send exactly 0.026043 b1tcom to" a certam 

thirty-four character b1tcom address Shortly thereafter, a transaction matching those exact 

mstructlons was added to the Blockcham 

61 On occasion, the Consptrators facilitated b1tcom payments usmg the same computers that 

they used to conduct their hackmg activity, mcludmg to create and send test spearph1shmg emails. 

22 



20069

870 

Case 118-cr-00215-ABJ Document 1 Fried 07/13/18 Page 23 of 29 

Add1t10nally, one of these dedicated accounts was used by the Conspirators m or around 2015 to 

renew the reg1strat1on of a domam (lmuxkrnl net) encoded m certam X-Agent malware mstalled 

on the DNC network 

62. The Consptrators funded the purchase of computer mfr~tructure for their hackmg activity 

m part by "mmmg" b1tcom Individuals and entitles can mme b1tcom by allowmg thetr computmg 

power to be used to venfy and record payments on the b1tcom publtc ledger, a serv1ce for which 

they are rewarded with freshly-mmted b1tcom The pool ofb1tcom generated from the GRU's 

ml111Ilg activity was used, for example, to pay a Romaman company to register the domam 

dcleaks com tltrough a payment processmg company located m the Umted States 

63 In add1t10n to mmmg b1tcom, the Conspirators acquired b1tcom tltrough a vanety of means 

designed to obscure the ongm of the funds This mcluded purchasmg b1tcom through peer-to-peer 

exchanges, movmg funds tltrough other d1g1tal currencies, and usmg pre-paid cards They also 

enlisted the assistance of one or more third-party exchangers who facrhtated layered transactmns 

tltrough d1g1tal currency exchange platforms prov1dmg heightened anonymity 

64 The Conspirators used the same fundmg structure-and m some cases, the very same pool 

of funds-to purchase key accounts, servers, and domams used m their election-related hackmg 

act1v1ty 

a The brtcom mmmg operatron that funded the reg1strat1on payment for dcleaks com 

also sent newly-mmted brtcom to a b1tcom address controlled by "Daniel Farell," 

the persona that was used to renew the domam lmuxkml.net The b1tcom mmmg 

operal10n also funded, through the same b1tcom address, the purchase of servers 

and domams used m the GRU's spearph1shmg operations, mcludmg accounts­

qooqle com and account-gooogle com 
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b. On or about March 14, 2016, usmg funds ma bitcom address, the Conspirators 

purchased a VPN account, which they later used to log mto the @Gucctfer _ 2 

Twitter account. The rema1mng funds from that bitcom address were then used on 

or aboutApnl 28, 2016, to lease a Malaysian server that hosted the dcleaks com 

website. 

c The Conspirators used a different set of fict1t1ous names (mcludmg "Ward 

DeClaur" and "Mike Long") to send b1tcom to a U S company m order to lease a 

server used to adnumster X-Tunnel malware implanted on the DCCC and DNC 

networks, and to lease two servers used to hack the DNC's cloud network 

Statutory Allegations 

65 From at least m or around 2015 through 2016, w1thm the D1stnct of Columbia and 

elsewhere, Defendants VIK.TOR BORISOVICH NETYKSHO, BORIS ALEKSEYEVICH 

ANTONOV, DMITRIY SERGEYEVICH BADIN, NAN SERGEYEVICH YERMAKOV, 

ALEKSEY VIKTOROVICH LUKASHEV, SERGEY ALEKSANDROVICH MORGACHEV, 

NIKOLAYYURYEVICHKOZACHEK,PAVEL VYACHESLAVOVICHYERSHOV,ARTEM 

ANDREYEVICH MALYSHEV, ALEKSANDR VLADIMIROVICH OSADCHUK, and 

ALEKSEY ALEKSANDROVICH POTEMKIN, together with others, known and unknoW11 to the 

Grand Jury, did knowingly and mtent10nally consprre to transport, transmit, and transfer monetary 

mstruments and funds to a place m the Umted States from and through a place outside the Umted 

States and from a place m the Umted States to and tlrrough a place outside the Umted States, with 

the mtent to promote the carrymg on of specified unlawful act1v1ty, namely, a vtolat1on of Title 

18, Umted States Code, Section 1030, contrary to Title 18, Umted States Code, Section 

1956(a)(2)(A) 

All m v10lat10n of Title 18, Umted States Code, Secnon 1956(h) 
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COUNT ELEVEN 
(Conspiracy to Commit an Offense Against the United States) 

66 Paragraphs 1 through 8 of this Indictment are re-alleged and mcorporated by reference as 

1f fully set forth herem. 

Defendants 

67. Paragraph 18 of this _Indictment relatmg to ALEKSANDR VLADI!v.UROVICH 

OSADCHUK 1s re-alleged and mcorporated by reference as 1f fully set forth herem 

68 Defendant ANATOLIY SERGEYEVICH KOVALEV (Kosa,'IeB AHaTOmrli CepreeBWI) 

was an officer m the Russianmthtary assigned to Umt 74455 who worked m the GRU's 22 Ktrova 

Street bmldmg (the Tower). 

69 Defendants OSADCHUK and KOY ALEY were GRU officers who knowmgly and 

mtenttonally conspired with each other and with persons, known and unknown to the Grand Jury, 

to hack mto the computers ofU S persons and entitles responsible for the admm1stratton of2016 

US. elect1ons, such as state boards of elections, secretanes of state, and U.S companies that 

supplied software and other technology related to the admm1strat1on ofU.S elections 

Object of the Conspiracy 

70. The obJect of the conspiracy was to hack mto protected computers of persons and ent1t1es 

charged with the admm1strat1on of the 2016 U S elections m order to access those computers and 

steal voter data and other mformation stored on those computers 

Manner and Means of the Conspiracy 

71 In or around June 2016, KOVALEV and 111s co-conspirators researched domams used by 

U S state boards of elect10ns, secretaries of state, and other election-related ent1t1es for website 

vulnerabiht1es KOV ALEY and his co-conspirators also searched for state pohttcal party email 

addresses, mcludmg filtered quenes for email addresses hsted on state Republican Party websites 
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72 In or around July 2016, KOV ALEY and his co-conspirators hacked the website of a state 

board of elections ("SBOE l") and stole mformat10n related to approximately 500,000 voters, 

mcludmg names, addresses, partial social secunty numbers, dates of birth, and dnver' s license 

numbers. 

73 In or around August 2016, KOVALEV and his co-conspirators hacked mto the computers 

of a U S. vendor ("Vendor I") that supplied software used to venfy voter reg1strat1on mformatlon 

for the 2016 US elections KOVALEV and his co-conspirators used some of the same 

mfrastrocture to hack mto Vendor 1 that they had used to hack mto SBOE 1 

74. In or around August 2016, the Federal Bureau of Investigation JSsued an alert about the 

hackmg of SBOE 1 and 1dent1fied some of the mfrastrocture that was used to conduct the hackmg. 

In response, KOV ALEV deleted his search history KOV ALEV aud his co-consp1rators also 

deleted records from accounts used m their operations targetmg state boards of elections and 

similar election-related entities 

75 In or around October 2016, KOV ALEV and his co-consp1rators further targeted state aud 

county offices responsible for admm1stenng the 2016 US elections For example, on or about 

October 28, 2016, KOVALEV and his co-consp1rators vts1ted the websites of certam counties m 

Georgia, Iowa, aud Flonda to 1dent1fy Vlllilerab1ht1es 

76 In or around November 2016 and pnorto the 2016 US. presidential elect10n, KOVALEV 

aud his co-conspirators used an email account designed to look hke a Vendor 1 email address to 

send over 100 spearph1shmg emails to orgau1zat10ns aud personnel mvolved m admmistenng 

elections m numerous Flonda counties The spearph1shmg emails contamed malware that the 

Conspirators embedded mto Word documents bearmg Vendor l's logo 

Statutory Allegations 

77 Between m or around June 2016 and November 2016, m the D1stnct of Columbia aud 
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elsewhere, Defendants OSADCHUK and KOV ALEV, together with others known and unknown 

to the Grand Jury, knowmgly and mtent1onally consprred to commit offenses agamst the Umted 

States, namely. 

a To knowmgly access a computer without authonzat1on and exceed authonzed 

access to a computer, and to obtam thereby mformahon from a protected computer, 

where the value of the mformation obtamed exceeded $5,000, m v10lat1on of Title 

18, Umted States Code, Sections 1030(a)(2)(C) and 1030(c)(2)(B), and 

b To knowmgly cause the transm1ss1on of a program, mformat10n, code, and 

command, and as a result of such conduct, to mtent1onally cause damage without 

authonzat10n to a protected computer, and where the offense did cause and, 1f 

completed, would have caused, loss aggregatmg $5,000 m value to at least one 

person dunng a one-year penod from a related course of conduct affectmg a 

protected computer, and damage affectmg at least ten protected computers dunng 

a one-year penod, m v10lat1on of Title 18, Umted States Code, Sections 

1030(a)(5)(A) and 1030(c)(4)(B) 

78. In furtherance of the Conspiracy and to effect its 1llegal objects, OSADCHUK, 

KOV ALEV, and the1r co-conspirators committed the overt acts set forth m paragraphs 67 through 

69 and 71 through 76, which are re-alleged and mcorporated by reference as 1f fully set forth 

herem 

All m v10lat1on of Title 18, Umted States Code, Section 371 

FORFEITURE ALLEGATION 

79 Pursuant to Federal Rule of Cnmmal Procedure 32 2, notice 1s hereby given to Defendants 

that the Umted States will seek forfo1ture as part of any sentence m the event of Defendants' 

conv1ctions under Counts One, Ten, and Eleven of this Indictment Pursuant to Title 18, Umted 
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States Code, Sections 982(a)(2) and 1030(1), upon conv1ct10n of the offenses charged 111 Counts 

One and Eleven, Defendants NE1YKSHO, ANTONOV, BADIN, YERMAKOV, LUKASHEV, 

MORGACHEV, KOZACHEK, YERSHOV, MALYSHEV, OSADCHUK, POTEMKIN, and 

KOV ALEV shall forfeit to the Umted States any property, real or personal, which constitutes or 

ts derived from proceeds obtamed dtrectly or mdirectly as a result of such v10lat1on, and any 

personal property that was used or mtended to be used to commit or to fac1htate the comm1ss1on 

of such offense. Pursuant to Title 18, Umted States Code, Section 982(a)(l), upon conviction of 

the offense charged m Count Ten, Defendants NETYKSHO, ANTONOV, BADIN, 

YERMAKOV, LUKASHEV, MORGACHEV, KOZACHEK, YERSHOV, MAL YSHEV, 

OSADCHUK, and POTEMKIN shall forfeit to the Umted States any property, real or personal, 

mvolved m such offense, and any property traceable to such property Notice 1s further given that, 

upon conv1ct10n, the Umted States mtends to seek a judgment agamst each Defendant for a sum 

of money representmg the property described m this paragraph, as applicable to each Defendant 

(to be offset by the forfeiture of any specific property) 

Substitute Assets 

80 If any of the property described above as bemg subject to forfeiture, as a result of any act or 

om1ss10n of any Defendant --

a cannot be located upon the exercise of due d1bgence; 

b has been transferred or sold to, or deposited with, a third patty; 

c has been placed beyond the Jm1sd1ct1on of the court; 

d has been substantially d1m1mshed m value, or 

e has been commmgled with other property that cannot be subdivided Without 

difficulty, 

1t 1s the mtent of the Umted States of America, pursuant to Title 18, Umted States Code, Section 
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982(b) and Title 28, United States Code, Section 246l(c), incorporating Title 21, United States 

Code, Section 853, to seek forfeiture of any other property of said Defendant 

Pursuant to 18 USC.§§ 982 and 1030(i); 28 U.S.C. § 246l(c). 

A TRUE BILL: 

Foreperson 

Date: July 13, 2018 

29 

obert S. ueller, Ill 
Special Counsel 
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OPEN HEARING: WORLDWIDE THREAT 
ASSESSMENT OF THE U.S. INTELLIGENCE 

COMMUNITY 

TUESDAY, JANURY 29, 2019 

US SENATE, 
SELECT COMMITTEE ON INTELLIGENCE, 

Washington, DC 
The Committee met, pursuant to notice, at 9.34 a.m., m Room 

SH-216, Hart Senate Office Butldmg, Hon Richard Burr (Chair­
man of the Committee) pres1dmg 

Present Senators Burr, Warner, Risch, Rub10, Collms, Blunt, 
Cotton, Cornyn, Sasse, Femstem, Wyden, Hemrich, K.mg, Harris, 
and Bennet 

OPENING STATEMENT OF HON. RICHARD BURR, CHAIRMAN, A 
U.S. SENATOR FROM NORTH CAROLINA 

Chairman BURR I'd hke to call this hearmg to order. I'd hke to 
welcome our witnesses today, Director of Nat10nal Intelligence, 
Dan Coats, Director of the Central Intelhgence Agency, Gma 
Haspel, Director of the Defense Intelligence Agency, General Rob­
ert Ashley, Director of the Federal Bureau of Investigation, Chris 
Wray, Director of the National Secunty Agency, General Paul 
Nakasone, and Director of the Nat10nal Geospatial-Intelhgence 
Agency, Robert Cardillo I thank all of you for bemg here this 
mormng 

I'd also hke to welcome the Committee's new-two newest mem­
bers, who m typical Senate fashion, are not here yet, Senator Ben 
Sasse of Nebraska and Senator Michael Bennet of Colorado 
They're both great add1t10ns, and I look forward to workmg with 
them and with you to fulfill the Committee's critical oversight man­
dates 

Before I go to my formal remarks, I want to extend my condo­
lences of this Committee to General Ashley and his workforce at 
the Defense Intelligence Agency, as well as General Nakasone and 
his workforce at NSA On January 16th, a DIA employee and a 
naval chief cryptology techmcian were killed m northern Syria 
alongside two other Amencans This 1s a stark and sobenng re­
mmder of the dangerous work that the men and women of the In­
telligence Commumty do around the world on the behalf of the 
country every smgle day, often with no pubhc acknowledgment We 
thank you for your leadership of this commumty, and more impor­
tantly, for what your officers do and the sacnfices they make on 
behalf of our Nation 

(1) 
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This Committee has met m open forum to discuss the secunty 
threats facmg the Umted States smce 1995 The nature, scale, and 
scope of those threats have evolved greatly over the last 25 years 
Hostile nation states, terrorist orgamzations, mahgn cyber actors, 
and even mfectious disease and natural disasters at different times 
have been the focus of the Intelligence Commumty's efforts Our m­
telhgence officers have repeatedly proven themselves equal to the 
task of refocusmg, reconfigunng, and relearnmg the busmess of m­
telhgence to keep pace with a threat landscape that's never static 
When tlus Nation was attacked on September the 11th, counterter­
ronsm nghtly became our Nat10n's secunty focus, and the Intel­
ligence Commumty responded by sh1ftmg resources and attention 
We learned the ways of our new enemy, and we learned how to de­
feat 1t 

We're now hvmg m yet another new age, a fame charactenzed by 
hybrid warfare, weapomzed dismformat1on-all occurnng withm 
the context of a world producmg more data than mankmd has ever 
seen Tomorrow it's gomg to be deepfakes, art1fic1al mtelhgence, a 
5G-enabled Internet of Tlungs with b1lhons of mternet connections 
on consumer devices What I hope to get out of tlus mornmg 1s a 
sense of how well prepared the Intelhgence Commumty 1s to take 
on tlus new generation of technologically advanced secunty threats. 
Countermg these threats reqmres makmg information available to 
those who can act, and domg so with speed and agihty Sometimes 
the key actors will be the Federal Government. Other times 1t will 
be a city Many times, 1t will be a social media company, or a start­
up, or a b10tech firm 

I see a world where greater collaboration between Government 
and the pnvate sector 1s necessary, wlule still protectmg sens1t1ve 
sources and methods We have to share what we can, trust who we 
can, and collaborate because we must. The obJective of our enemies 
has not changed They want to see the Umted States weakened, 1f 
not destroyed They want to see us abandon our fnends and our 
alhes They want to see us lessen our global presence They want 
to see us squabble and divide But their tools are different 

I don't need to remmd anyone m the room when this country's 
democracy was attacked m 2016, 1t wasn't with a bomb, or arms­
stle or a plane It was with social media accounts that any 13-year­
old can establish for free The enemies of this country aren't gomg 
to take us on a straight up fight, because they know they'd lose 
They're gomg to keep findmg new ways of attackmg us, ways that 
exploit the openness of our society, and shp through the seams of 
a national secunty architecture designed for the Cold War. 

What this means 1s that we can't afford to get complacent We 
can't find comfort m bemg good at domg the same thmgs that 
we've been domg for 50 years Those who would seek to hann tlus 
Nation are creative, adaptive, and resolute They're creatmg a new 
battlefield, and we have been playmg catch-up Defeatmg them de­
mands that we, as members of your oversight comrmttee, make 
sure you have the resources and the authonties you need to win 

Director Coats, I'd appreciate your perspective on how to best 
stnke the balance between sat1sfymg existmg mtelhgence reqmre­
ments and preparmg the IC to take on the technological challenge 
of the future 
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I'd like to recogmze that tlus will be Director Card11lo's last ap­
pearance before tlle Comnnttee Robert, smce 2014 you've served as 
tlle consummate ambassador for NGA, and this Comnnttee thanks 
you for your more than 35 years of honorable service to NGA, the 
Inte ence Commumty, and more importantly, to the country 

ose here because we have a lot of ground to cover today, but 
I want to thank you agam, and more importantly your officers, for 
the selfless sacnfices that help keep tl11s Nation safe Yours is an 
exceptional m1ss1on m that so few will ever truly know how much 
you do m the service of so many 

Before turnmg to the distmgmshed Vice Chairman, I'd hke to 
h1ghhght for my colleagues on the Comnuttee, we'll be convemng 
agam at 1 00 pm. this afternoon, promptly, for the afternoon for 
a classified contmuat10n of this hearmg Please reserve any ques­
tions that delve mto classified matters until then, and don't take 
offense 1f our witnesses find the need to delay their answers to 
questions tllat might be on the frmge for the closed sess10n 

With that, I turn to the Vice Chairman 

OPENING STATEMENT OF HON. MARK R. WARNER, VICE 
CHAIRMAN, A U.S. SENATOR FROM VIRGINIA 

Vice Chairman WARNER Well, thank you, Mr Chairman And let 
me also welcome our witnesses Let me extend my condolences, as 
well, for their loss Let me also echo what the Chairman has said, 
Robert, about your service Your leaderslup at NGA, your willmg­
ness to always push, push, push, and your recogmtion that m 
many ways we need to change our models and how we make sure 
we make better use of our commercial and other partners 

Today's open heanng comes at an important trme for our Nation 
and tlle world As I look over the witnesses' statements for the 
record, I'm struck by the multiphe1ty of threats our Nation con­
tmues to face, from new threats hke cyber and onlme mfluence, to 
those that we're more familiar with, hke terrorism, extremism, pro­
hferat10n of WMDs, rogue actors hke Iran and North Korea, and 
regwnal mstab1hty 

We've also seen, and see on a regular basis, daily basis with 
some of the news yesterday, an mcreasmgly adversarial stance of 
maJor powers hke Russia and Chma At the forefront of our Na­
tion's defenses agamst these tllreats stand the professional men 
and women of the Intelligence Commumty who you represent It 1s, 
I believe, unconsc10nable tllat some of these men and women, and 
m particular the FBI, Department of Homeland Secunty, State De­
partment, and others were forced to work without pay for five 
weeks because of the Government shutdown Tlus 1s no way to run 
a country We count on the mtelhgence and law enforcement pro­
fessionals to protect us We cannot ask them to do so with no pay 
and facmg threats of eviction or losmg their health msurance The 
method of runmng government via shutdown bnnkmanslup must 
come to an end 

The myriad threats we face must also be faced m tandem with 
our alhes and partners around the world As former Secretary of 
Defense Mattis wrote m his resignation letter, quote, wlule the 
US remains the mdispensable Nation m the free world, we cannot 
protect our mterests or serve the role effectively without mamtam-
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mg strong alliances and showmg respect to those allies, end quote. 
I thmk that 1s a lesson we all need to take to heart. 

Of the multiple threats we face, I would lughhght two that I 
hope we can especially dive mto. First, Russia's use of social media 
to amplify divisions m our society and to mfluence our democratic 
process This 1s an area that I know was lughhghted m our world­
wide threat heanng last year, and the concern that we and the IC 
have that Russia would contmue its mahgn activities to try to m­
fluence the 2018 elections While we did see Russia contmue to try 
to divide Amencans on social media, and we saw cyber activities 
by unknown actors targetmg our election mfrastructure m 2018, 
the good news-m particular General Nakasone, I commend you-
1s, I tlunk, we did a much better Job. 

The question, though, 1s how do we prepare ourselves for 2020? 
How do we make sure that we're fully orgaruzed? What 1s the !C's 
role m fightmg tlus dismformat1on threat? And how can we bmld 
upon pubhc-pnvate partnerslups with onhne social media compa­
rues m a way that works for both sides? This 1s a problem, as the 
Chairman has mentioned, with the question around deepfakes and 
other areas that technology 1s only gomg to make more difficult. 

The second issue I'd hope that you would all address today 1s the 
threat from Cluna, particularly m the field of technology I thmk 
we all saw the Justice Department announcement yesterday about 
Huawe1. I have to say as a former entrepreneur and venture cap1-
tahst, I long held the view that an economically advanced Chma 
would eventually become a responsible global citizen that would 
Jmn the World Trade Organization, and whose system would ulti­
mately be hberahzed by market-based economies 

Unfortunately, what we've seen, particularly m the last two or 
three years, 1s the opposite. With the consolidation of power by the 
Commumst Clunese party and with President Xi emphas1zmg na­
t1onahstic tendencies, an aggressive posture towards those nations 
on Chma's periphery, and an economic pohcy that seeks by hook 
or by crook to catch up to and surpass the Umted States econom1-
cally-especially m the areas of technology hke AI, machme learn­
mg, b1otech, 5G, and other related areas. Especially concernmg 
have been the efforts of big Chmese tech compames which are be­
holden to the Commurust Chmese party to acqmre sensitive tech­
nology, replicate it, and undermme the market share of U S firms 
W1th the help of the Chmese state 

I want to thank DNI Director Coats and FBI Director Wray as 
well as DHS for workmg with the Committee to take seriously the 
threat from Chma's whole-of-society approach to technology acqm­
s1tion and to Jomtly reach out to our busmess commumty with 
whom we must work m partnership to begm to address these 
issues Unfortunately, we've still got a long way to go and while Di­
rector Coats particularly you-we've gone on some of these 
roadshows together with the Chairman-I think we need much 
more of those gomg forward. 

I want to ensure that the IC 1s trackmg the direction of Chma's 
tech giants and to make sure that we counter those efforts, particu­
larly as so many of them are beholden to the Chinese government. 
The truth 1s this is a challenge that will only contmue to grow 
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I also m closmg want to thank not only you but all of the men 
and women who stand behmd your orgaruzat1ons, who work day m 
and day out to keep our Nation safe I look forward to this pubhc 
hearing 

Thank you, Mr Chairman I yield 
Chairman BURR I thank the Vice Chairman Befm·e I recogmze 

Director Coats for his testimony let me say to our witnesses· a 
number of the members of this Committee have competmg com­
nuttee meetmgs nght now on very important thmgs so members 
are gomg to be m and out Please don't take that as a sign of any 
d1smterest m your testimony or your answers but there are a lot 
of thmgs gomg on on the Hill today that are pr10nties from a 
standpomt oflegislafave activity. 

Director Coats, 1t is my understandmg you are gomg to give one 
opemng statement for the entire group and then we'll move to 
quest10ns'? 

Director COATS Yes, sir 
Chairman BURR The floor 1s yours 

STATEMENT OF DANIEL R. COATS, DIRECTOR OF NATIONAL 
INTELLIGENCE; ACCOMPANIED BY: GINA HASPEL, DIREC­
TOR OF THE CENTRAL INTELLIGENCE AGENCY; GEN. PAUL 
NAKASONE, DIRECTOR OF THE NATIONAL SECURITY AGEN• 
CY; LT. GEN. ROBERT ASKLEY, DIRECTOR OF THE DEFENSE 
INTELLIGENCE AGENCY; CHRISTOPHER WRAY, DIRECTOR 
OF THE FEDERAL BUREAU OF INVESTIGATION; AND ROB­
ERT CARDILLO, DIRECTOR OF THE NATIONAL GEOSPATIAL­
INTELLIGENCE AGENCY 
Director COATS Mr. Chairman and Mr Vice Chairman, members 

of the Comrmttee, we are here today and I'm here today with these 
exceptional people who I have the privilege to work with. We are 
a team that works together m makmg sure that we can do every­
thing we possibly can to bnng the mtelhgence necessary to our pol­
icymakers, to this Committee, and others relative to what decisions 
they might have to make given this ever-changing world that we 
are facmg nght now. 

Durmg my tenure as DNI, now two years m, I have told our 
workforce over and over that our m1ss1on was to seek the truth and 
speak the truth and we work to enhance, to agree with, and enforce 
that m1ss1on on a daily basis I want our people to get up m the 
mornmg to work to think that this 1s what our Job 1s Despite the 
swirl of pohtics that swirls around on not only the Capitol but the 
world, our m1ss1on 1s to keep our heads down, our focus on the m1s­
s1on that we have to achieve m order to keep Amencan people safe, 
and our policy makers aware of what's happemng 

So truly the efforts of people s1ttmg here at this table and all of 
their employees and all of our components 1s not really released for 
the pubhc to know well about, but we contmue to value our rela­
tionship with this Comrmttee m terms of how we share mforma­
tton, how we respond to your legitimate questions that you bnng 
to us and tasks for us, and we value very much the relationship 
that we have with this Committee 

My goal today 1s to responsibly convey to you and the Amencan 
people m this unclassified heanng the true nature of the current 
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environment and m the mterest of time I'd also hke to refer you 
to my statement for the record for a more complete threat picture 
As I stated m my recent remarks durmg the release of the Na­
tional Intelligence Strategy, we face s1gmficant changes m the do­
mestic and global environment that have resulted m an mcreas­
mgly complex and uncertam world and we must be ready We must 
be ready to meet 21st-century challenges and recogmze the emerg­
mg threats 

The composition of the current threats we face 1s a toxic mix of 
strategic competitors, regional powers, weak or failed states, and 
non-state actors usmg a variety of tools m overt and subtle ways 
to achieve their goals The scale and scope of the various threats 
facmg the Umted States and our 1mmed1ate mterest worldwide 1s 
hkely to further mtensify this year It 1s mcreasmgly a challenge 
to prioritize which threats are of greatest importance 

I first would hke to ment10n election secur:ity. This has been and 
will contmue to be a top priority for the Intelligence Commumty 
We assess that foreign actors will view the 2020 U.S elections as 
an opportunity to advance their interests. We expect them to refine 
their capab1hties and add new tactics as they learn from each oth­
er's experiences and efforts m previous elections On the heels of 
our successful efforts to protect the mtegnty of the 2018 midterm 
elections, we are now focused on mcorporatmg lessons learned m 
preparation for the 2020 elections 

I would now hke to turn to the variety of threats that currently 
exist and may matenahze m the commg year I would hke to begin 
with remarks on what I would describe as the big four- Chma, Rus­
sia, North Korea, and Iran-all of which pose umque threats to the 
Umted States and our partners Chma's act10ns reflect a long-term 
strategy to achieve global supenor:ity Be1Jmg's global ambition con­
tmues to restrict the personal freedoms of its citizens while strictly 
enforcmg obedience to Chinese leadership with very few remammg 
checks on President Xi's power 

In its efforts to d1mm1sh U S mfluence and extend its own eco­
nomic, political, and m1htary reach, BetJmg will seek to tout a dIS­
tmctly Chinese fus10n of strongnian autocracy and a form of West­
ern-style cap1tahsm as a development model and 1mphcit alter­
native to democratic values and mstitut10ns These efforts will m­
clude the use of its mtelhgence and m:fluence apparatus to shape 
mternational views and gam advantages over 1ts competitors m­
cludmg especially the Umted States 

Chma's pursmt of mtellectual property, sensitive research and 
development plans, and the U S person data remams a s1gn1ficant 
threat to the Umted States Government and the private sector 
Chma's m1htary capab1hties and reach will contmue to grow as 1t 
mvests heavily m developmg and field.mg advanced weapons, and 
Be1Jmg will use its m1htary clout to expand its footprmt and com­
plement its broadenmg political and econonnc mfluence as we have 
seen with its One Belt One Road Imtiat1ve As part of this trend 
we anticipate China will attempt to further sohd1fy and mcrease 1ts 
control within its immediate sphere of mfluence m the South Chma 
Sea and its global presence further abroad. 

Whereas with Chma we must be concerned about the methodo­
logical and long-term efforts to cap1tahze on 1ts past decade of a 
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growmg economy and to match or overtake our supenor global ca­
pab1hties, Russia's approach rehes on m1sdirect10n and obscurat1011 
as 1t seeks to destab1hze and d1mm1sh our standmg m the world 

Even as Russia faces a weakenmg economy, the Kremlm 1s step­
pmg up its campaign to divide Western political and secunty msti­
tut10ns and undermme the post-World War II mternat10nal order 
We expect Russia will contmue to wage 1ts mformat10n war against 
democracies and to use social media to attempt to divide our soci­
eties Russia's attack agamst Ukramian naval vessels m November 
1s Just the latest example of the Kremlm's willingness to violate 
mternat10nal norms, to coerce its neighbors and accomplish its 
goals We also expect Russia will use cyber techmques to mfluence 
Ukraine's upcommg presidential elect10n The Kremhn has ahgned 
Russia with repressive regimes m Cuba, Iran, North Korea, Syna, 
and Venezuela And Moscow's relatrnnslnp with Be1Jmg 1s closer 
than 1t has been m many decades 

The Kremlm 1s also steppmg up its engagement m the Middle 
East, Afnca, and Southeast Asia, usmg weapons sales, pnvate se­
cunty firms, and energy deals to advance its global mfluence Re­
gardmg North Korea, the regime has halted its provocative behav­
ior related to its WMD program North Korea has not conducted 
any nuclear-capable m1ss1le or nuclear tests m more than a year 
and 1t has dismantled some of its nuclear mfrastructure As well, 
Kim Jong-Un contmues to demonstrate openness to the 
denucleanzation of the Korean Pemnsula 

Having said that, we currently assess that North Korea will seek 
to retam 1ts WMD capab1hties and 1s unlikely to completely give 
up 1ts nuclear weapons and product10n capab1hties because 1ts 
leaders ultunately view nuclear weapons as cntical to regime sur­
vival Our assessment 1s bolstered by our observations of some ac­
tivity that is mcons1stent with full denucleanzabon Wlnle we as­
sess that sanctions on exports have been effective and largely 
mamtamed, North Korea seeks to rmtigate the effects of the US -
led pressure campaign through d1plomat1c engagement, counter­
pressure agamst the sanction's regime, and direct sanctions eva­
s10n 

Now let me discuss Iran The Iraman regime will contmue pur­
smng regional amb1tions and improved military capabilities, even 
while its own economy 1s weakenmg by the day Domestically, re­
gime hardlmers will be more emboldened to challenge nvals' mter­
ests and we expect more unrest m Iran 1n recent months Tehran 
contmues to sponsor terrorism as the recent European arrests of 
Iraman operatives plottmg attacks m Europe demonstrate We ex­
pect Iran will continue supportmg the Houth1s m Yemen and Sh1a 
m1htants m Iraq while developmg md1genous m1htary capab1hties 
that threaten U S forces and alhes m the region 

Iran mamtams the largest mventory of ballistic rmss1les m the 
Middle East And wlule we do not believe Iran 1s currently under­
takmg actiVIhes we Judge necessary to produce a nuclear device, 
Iraman officials have publicly threatened to push the boundanes of 
the JCPOA restr1ct10ns 1f Iran does not gain the tangible financial 
benefits 1t expected from the deal Iran's efforts to consohdate its 
mfluence m Syria and arm Hezbollah have prompted Israeh air­
stnkes These act10ns underscore our concerns for a long-term tra-
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Jectory of Iranian mfluence m the region and the nsk of conflict es­
calat10n 

All four of these states that I have Just mentioned-Chma, Rus­
sia, North Korea, and Iran-are advancmg their cyber capabihties, 
which are relatively low-cost and growmg m potency and seventy 
This mcludes threatenmg both mmds and machmes m an expand­
mg number of ways, such as stealing mformation, attendmg to m­
fluence populations, or developing ways to disrupt cntical mfra­
structures As the world becomes mcreasmgly mterconnected, we 
expect these actors and others to rely more and more on cyber ca­
pabilities when seekmg to gam political, econormc, and rmhtary ad­
vantages over the Umted States and 1ts alhes and partners 

Now that I've covered the big four, I'll quickly Int on some re­
gional and transnational threats In the Middle East, President 
Bashar al-Assad has largely defeated the opposition and 1s now 
seekmg to regain control over all of Synan territory Remammg 
pockets of ISIS and opposition fighters will continue, we assess, to 
stoke v10lence as we have seen m mc1dents happenmg m the Idhb 
Provmce of Syna The regime will focus on retakmg temtory wlule 
seekmg to avoid conflict with Israel and Turkey 

And with respect to Turkey, we assess 1t is m the midst of a 
transformation of its political and national identity that will make 
Washmgton's relat10ns with Ankara mcreasmgly d:l.fficult to man­
age dunng the next five years Turkey will contmue to see the PKK 
and related Kurdish groups as the mam threat to their sovereignty 
Under President Erdogan, U S /Turkey relations will be important 
but not necessanly decisive for Ankara 

In Iraq, the underlying political and economic factors that fac1h­
tated the nse of ISIS persist, and Iraqi Slua m1htants' attempts to 
further entrench their role m the state with the assistance of Iran 
will mcrease the threat to U.S. personnel. In Yemen, where 75 per­
cent of the populat10n is rehant on foreign assistance, neither side 
of the conflict seems committed to end the fightmg, and the hu­
mamtanan impact of the conflict m 2019 will further compound al­
ready acute problems 

In Saudi Arabia, public support for the royal family appears to 
remam lugh, even m the wake of the murder of Journalist Jamal 
Khashoggi and the Kingdom's continued mvolvement m the Yemen 
conflict that has generated global pushback In South Asia, the 
focus of the region will be centered on the potential turmoil sur­
round.mg Afghanistan's upcommg presidential election, ongomg ne­
gotiations with the Tahban, and the Tahban's large-scale recent at­
tacks. 

We assess neither the Afghan government nor the Taliban will 
be able to gam a strategic advantage m the Afghan war m the com­
mg war year, even if Coalition support rema.J.ns at current levels 
However, current efforts to achieve an agreement with the Taliban 
and dec1s10ns on a possible withdrawal of U S troops could play a 
key role m shapmg the direction of the country m the commg 
years M1htant groups supported by Pakistan will contmue to take 
advantage of their safe haven m Pakistan to plan and conduct at­
tacks m ne1ghbonng countries and possibly beyond, and we remam 
concerned about Pakistan's contmued development and control of 
nuclear weapons 



20087

888 

9 

In Africa, several countnes are facrng s1gruficant challenges that 
threaten their stability, which could reverberate throughout the re­
gion Libya remams unstable rn vanous groups-and vanous 
groups contrnue to be supported by a vanety of foreign actors and 
competmg goals In the Democratic Republic of Congo, a new gov­
ernment will be challenged to deal with ongomg v10lence by mul­
tiple armed groups and the outbreak of your Ebola m the east of 
the country And mstab1hty 1s growmg m Sudan, where the popu­
lation 1s angry at the country's direction and President Bashlr's 
leadership 

In Europe, political, economic, and social trends will mcrease po­
litical uncertarnty and complicate efforts to push back agamst some 
autocratic tendencies. Meanwhile, the poss1b1hty of a no deal 
Bre:x1t, m which the UK e:x1ts the EU without an agreement, re­
mams This would cause economic disruptions that could substan­
tially weaken the UK and Europe We anticipate that the evolvrng 
landscape m Europe will lead to additional challenges to U S rnter­
ests as Russia and Chrna mtensr.fy their efforts to bmld mfluence 
there at the expense of the Umted States. 

In the Western Hemisphere, flagging economies, m1grat1on flows, 
corruption, narcotics, traffickmg, and anti-US autocrats will chal­
lenge U S interests 

Venezuela 1s at a crossroads as its economy faces further 
cratenng and political leaders V1e for control, all of which are hkely 
to contnbute to the unprecedented m1grat1on of Venezuelans We 
expect the attempts by Cuba, Russia, and to some extent Chma to 
prop up the Maduro regime's security or financmg will lead to addi­
tional efforts to exploit the situation m exchange for access, mostly 
to Venezuelan 011 

We assessed that Me:x1co, under new leadership, will pursue co­
operat10n w1th the Umted States as it tries to reduce V1olence and 
address soc10econormc issues, but authonties still do not have the 
capab1hty to fully address the product10n, the flow, and trafficking 
of the drug cartels High cnme rates and weak Job markets will 
contmue to spur U S.-bound migrants from El Salvador, Guate­
mala, and Honduras 

To close my remarks, I would hke to address several challenges 
that span the globe I already mentioned the mcreased use of cyber 
capabilities by nefanous actors, but we must be mmdful of the pro­
hferat10n of other threats beginning with weapons of mass destruc­
tion In add1t10n to nuclear weapons, we have heightened concerns 
about chermcal and b10logical weapons We assess that North 
Korea, Russia, Syria, and ISIS have all used chermcal weapons 
over the past two years, which threatens mternat10nal norms and 
may portend future use 

The threat from biological weapons has become more diverse as 
they can be employed m a vanety of ways and their development 
1s made easier by dual use technologies We expect foreign govern­
ments to expand their use of space-based reconnaissance, commu­
mcations, and naV1gat10n systems, and China and Russia will con­
tmue traimng and eqmppmg their m1htary space forces and field­
mg new anti-satellite weapons to hold US and allied space serv­
ices at nsk Space has become the new global frontier, with com­
petition from numerous nations 
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Terronsm remams a persistent threat and, m some ways, 1s posi­
tioned to mcrease m 2019 The confhcts m Iraq and Syna have 
generated a large pool of skilled and battle-hardened fighters who 
remamed dispersed throughout the region 

While ISIS 1s neanng terr1tonal defeat m Iraq and Syria, the 
group has returned to 1ts guerrilla warfare roots while contmumg 
to plot attacks and direct its supporters worldwide. ISIS 1s mtent 
on resurging and still commands thousands of fighters m Iraq and 
Syna Meanwh1le, al-Qaeda 1s showmg s1gns of confidence as its 
leaders work to strengthen their networks and encourage attacks 
agamst Western mterests We saw this most recently m Kenya as 
Al-Shabaab attacked a hotel frequented by tourists and West­
erners 

Lastly-and this 1s important because both the Chru.rman and 
Vice Chairman have stated this, and it's somethmg that I thmk 1s 
a challenge to the IC and to the American people-the speed and 
adaptation of new technology will contmue to drive the world m 
which we hve m ways we have yet to fully understand Advances 
m areas such as art1fic1al mtelhgence, commumcation technologies, 
biotechnology, and matenals sciences are changing our way of hfe, 
but our adversaries are also mvestmg heavily mto these tech­
nologies, and they are hkely to create new and unforeseen chal­
lenges to our health, economy, and secunty 

Mr Chairman and Mr Vice Chrurman and members of the Com­
mittee, this becomes a maJor challenge to the IC commumty to stay 
ahead of the game and to have the resources directed toward how 
we need to address these threats to the Umted States We look for­
ward to spendmg more time discussmg this issue as both of you 
have rrused. With that, I'll leave 1t there We look forward to an­
swermg your questions about these and other unmentioned threats 

[The prepared Jomt statement of the witnesses follows ] 
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STATEMENT FOR THE RECORD 

WORLDWIDE THREAT ASSESSMENT 

of the 

US INTELLIGENCE COMMUNITY 

January 29, 2019 

INTRODUCTION 

Cha1nnan Burr, Vice Chauman Warner, Members of the Committee, thank you for the 1nv1tauon to 
offer the United States Intelhgence Community's 2019 assessment ofthrears to US nattonat secunty 
My statement reflects the collecnve ms1ghts of the Intelligence Commuruty's extraordinary women 
and men, whom I am pnvtleged and honored to lead We m the Intclhgence Community are 
committed every day to providmg the nuanced, mdependent, and unvam1s.hed mtelhgence that 
pobcymakers, warfighters, and domesttc law enforcement personnel need to protect Amen can lives 
and Amenca's interests anywhere tn the world 

The order of the topics presented m this statement does not necessanly md1cate the relative 
importance or magnitude of the threat m the view of the lntelhgence Commumty 

Informatton available as of 17 January 20 I 9 was used m the preparation of tlus assessment 

A l"l'l!N11ON ThlS product eontaw US prrsoll$ mfor:ma11on, which has been mcludcd consisrentwtth applicable lai;s, dm>.:11ves, and 
polteies Handle m a=rdantc w11h recipients mtcllig.cn«- ov.:mght and/or mfonnanon handlmg proceduros 
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FOREWORD 

Threats to US national security will expand and diversify m the coming year, dnven m part by 
Chma and Russia as they respectively compete more mtensely with the Umted States and its 
traditional allies and partners This compet:ltton cuts across all domams, involves a race for 
technological and mtl1tary supenonty, and tS mcreasmgty about values Russia and Chma seek to 
shape the mtematJOnal system and reg10nal secunty dynalillcs and exert mfluence over the politics 
and economies of states mall regions of the world and especially m their respecttve backyards 

• China and Russia are more altgned than at any pomt since the m1d- l 950s, and the relanonsh1p 
1s likely to strengthen m the coming year as some of their interests and threat perceptions 
converge, particularly regarding perceived US unilaterahsm and mterventtorusm and Western 
promotion of democratic values and human nghts 

• As Chma and Russia seek to expand their global mfiuence, they are erodmg once well­
established secunty nonns and mcreasmg the nsl of regional conflicts, parncularly m the 
Middle East and East Asia 

• At the same tlme, some US allies and partners are seekmg greater independence from 
Washington m response to thcu- perceptions of changmg US pohetes on secunty and trade and 
are becommg more open to new bilateral and multtlateral partnerships 

The post-World War Il mtemattonal system 1s coming under mcrcasmgstram amid contmumg 
cyber and WMD prohferatton threats, competttton m space, and regional conflicts Among the 
dtstu!bmg trends are hostile states and actors' mtens1fymg onlme efforts to influence and mterfere 
with elections here and abroad and their use of chemical weapons Terronsm too will continue to be 
a top threat to US and partner interests worldwtde, particularly m Sub-Saharan Africa, the Middle 
East, South Asia, and Southeast Asia The development and apphcanon of new teclmologies will 
introduce both nsks and opportumttes, and the US economy will be challenged by slower global 
economic growth and growing threats to US econorruc competittvcness 

• Migration is blcely to rontmue to fuel social and interstate tensions globally, whde drugs and 
transnational organized cnme take a toll on US pubhc health and safety Political turoulence 1s 
nsmg m many regions as govemance erodes and states confront growing publtc health and 
environmental threats 

• Issues as diverse as Iran's adversanal behavior, deepening turbulence m Afghanistan, and the 
nse ofnanonal1sm m Europe all will stoke tensions 

4 
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GLOBAL THREATS 
CYBER 

Our advmanes and strategic compe#tOl'S wtll lncretmng/y use cyber capab1/1t1es-mclud1ng cyber 
espionage, attack, and influence-to seelt paflttcal, economic, and t111l1tary admntage over tbe United 
Stam and ,ts allies and partners Chma, Russia, Iran, and North Korea mcreasmgly use cyber 
operat10ns to threaten both mmds and machines man expandmg number of ways-to steal 
mfurmanon, to influence our citizens, or to disrupt cnttcal mfrastructure 

At present; Clmta and Russ,a pose the greatest esp,onage and cyber attar:k tkreats, but we anbdpatL that 
all our adversaries and strategir: (:Oltlpehtors will mcreasmgly build am/ mtegrate cyl,er espionage, attack, 
and influence C11pah1l1ttes into their efforts to mfluence US palietes and advance their own national security 
interests. In the last decade, our adversanes and strategic competttors have developed and 
expenmented with a growmg capability to shape and alter the mformat1on and systems on which we 
rely For years, they have conducted cyber espionage to collect mtelltgence and targeted our cntlcal 
mfrastrucrure to hold tt at nsk They are now becoming more adept at usmg soaal medta to alter 
how we thtnk, behave, and decide As we connect and integrate billions of new digital devices mto 
our lives and busmess processes, adversanes and strategic competitors al.most certainly will gam 
greater ms1ght mto and access to our protected mformatmn 

China 
Clrma presents ll persistent cyber espiqn,zge tltrellt and a growmg attack threat to our core m1/1tary ,ind 
cnlleal 111.frastmcture systems. Chma remains the most acttve strategic compeutor responsible for 
cyber espionage against the US Government, corporations, and allies It 1s 1mprovmg Its cyber 
attack capab1ht1es and altenng mformatton onlme, shaping Chinese views and potentially the views 
of US atizens-an JSSUe we discuss m greater detail m the Onhne Influence Operations and Election 
Interference section of tlus report 

• BeJJmg will authorize cyber espionage against key US technology sectors when domg so 
addresses a s1g111ficant nauonal secunty or economic goal not achievable through other means 
We are also concerned about the potenttal for Chmese mtelhgence and secunty semces to use 
Chmese mformat10n technology firms as routme and systemic espionage platforms against the 
Umted States and allies 

• Cluna has the ability to launch cyber attacks that cause localtzed, temporary d1srupt1ve effects 
on cnucal mfrastruct~uch as dtsrupnon of a natural gas p1pelme for days to weeks-m the 
Umted States 

Russia 
We llSSt.U that Russtll poses a cyber espwnage, 1,ifluena, and afla(:k threat to the Umted States and our 
allies. Moscow connnues to be a highly capable and effective adversary, mtegratmg cyber esp1onage, 
attack, and influence operations to achieve its polltlcal and military obJecilves Moscow is now 
staging cyber attack assets to allow 1t to disrupt or damage US c1v1ltan and military infrastructure 
dunng a cnsts and poses a sigmficant cyber influence threat-an issue dtscussed tn the Onlme 
Influence Operanons and Elecnon Interference section ofthts report 

5 
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• Russian intelligence and secunty seMces will conttnue targetmg US mformanon systems, as 
well as the networks of our NATO and Five Eyes partners, for technical mformatton, military 
plans, and insight mto our governments' pobc1es 

• Russia has the ab1hty to execute cyber attacks m the Umted States that generate localized, 
temporary disruptive effects on cntical mfrastructure-such as d1sruptmg an electncal 
d1stnbut1on network for at least a few hours-s1m1lar to those demonstrated m Ukrame m 2015 
and 2016 Moscow is mappmg our cnncal mfrastructure with the long-term goal ofbemg able 
to cause substanuaI damage 

Iran 

Iran conttnues to present a cyber espionage and attack threat Iran uses mcreasmgly soph1st1cated cyber 
techniques to conduct esp10nage, tt 1s also attempt1ng to deploy cyber attack capablltnes that would 
enable attacks agamst cnucal mfrastructure m the Umted States and allied countnes Tehran also 
uses s0etal media platforms to target US and allied audiences, an issue discussed m the Onlme 
Influence Operations and Electmn Interference section ofth1s report 

• Iranian cyber actors are targetmg US Government officials, government organtzations, and 
companies to gatn mtelbgence and position themselves for future cyber operations 

• Iran has been prepanng for cyber attacks agamst the United States and our alhes It ts capable 
of causing localized, temporary disruptive elfects-such as dtsruptmg a large company's 
corporate networks for days to weeks-similar to its data delenon attacks against dozens of 
Saudi governmental and pnvate-sector nenvorks m late 2016 and early 2017 

North Korea 
North K«ea pqses a signf!imnt cyber threat to jlnamal mshhlhons, rema111S a cyber espronage threat, and 
re/4,ns the al!1l1ty to conduct dtSruphve cyber attacks, North Korea contmues to use cyber capabihnes 
to steal from financial msutunons to generate revenue Pyongyang's cybercnme operauons include 
attempts to steal more than $1 l billion from finanCJal msututions across the world-mcludmg a 
successful cyber heist of an estimated $81 mtlbon from the New York Federal Reserve account of 
Bangladesh's central bank 

Nonstate and Uuattribllted Actors 

Fon,gn cyber mmznals will continue to conduct for•proflt, cyber-enabld theft ""d extamon against US 
netwgrks. We anticipate that financially motivated cyber cnmmals very hkely wdl expand their 
targets m the Umted States m the next few years The1r acllons could mcreasmgly disrupt US 
cnt1cal infrastructure m the health care, finanCJal, government, and emergency service sectors, based 
on the patterns of act1V1t1es agamst these sectors m the last few years 

TemJrists wuld obtam and dm:lose comprom,ssng or personl1lly tdtntiflab/e information through cyber 
operal:lons, and they may use such dm:losures to coerce, extort, or to snsptre and enal!le phys,cal attacks 
against their victims. Terronst groups could cause some disruptive eff'ects--defaemg websites or 
executing denial-of-semce attacks agamst poorly protected networks-with little to no wammg 

6 
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The growing awsr/alnl,ty and use 11/ publ,cly and wmmerc,ally a11a1labk cyber tools ts increasing the 
ol1ffl111 l'Olume of imattt'lbuted cyber actmty around the world. The use of these tools increases the nsk 
of mtSattnbunons and m1Sd1rected responses by both governments and the pnvate sector 

ONLINE INFLUENCE OPERATIONS AND ELECTION 
INTERFERENCE 

Our adversanes ond strategic competitors probalily already are looking to the 2020 US dectwns as an 
opportw,ty to advance their tnterests. Mi,re liroadly, US advmams and strategic compet,tt,rs 4/most 
certainly will use onlme mjluence opmzhons ta try to weaken demacrtft,c rmhtutians, undemune US 
al/1'"1«$ t111d partnerships, and shape ]'()Irey outcomes m the Unrted States and elsewhere, We expect our 
adversanes and strategic competitors to refine their capablhues and add new tacncs as they learn 
from each other's expenences, suggestmg the threat landscape could look very different m 2020 and 
future elections, 

• Russia's social media efforts will contmue to focus on aggravatmgsoc1al and raoal tensmns, 
undermmmg trust m authonnes, and cnt1cmng perceived ann-Russ1a pohooans Moscow may 
employ additional mffuence toolkits-such as spreadmg dJSmformanon, conductmg hack•and­
leak operanons, or mampulatmg data-m a more targeted fashion to influence US pobcy, 
acttons, and elections 

• Be1Jing already controls the information envuunment inside Chma, and 1t 1s expandmg its 
abll1ty to shape information and discourse relating to Chma abroad, especially on issues that 
Be11mg views as core to party leg,.tlmacy, such as Taiwan, Tibet, and human nghts CJuna wtll 
continue to use legal, pohttcal, and economic levers-such as the lure of Chinese markets -to 
shape the mfonnanon enVIronment It 1s also capable of using cyber attacks against systems m 
the Uruted States to censor or suppress v1ewpomts it deems politically sensitive 

• Iran, which has used social media campaigns to target audiences m both the United States and 
allied nanons with messages ahgned with Iraman interests, wtll cononue to use onlme mlluence 
operatlons to try to advance its mterests 

• Adversanes and strateg,.c competitors probably wtll attempt to use deep fakes or suntlar 
macb1ne-leammg technologies to create convmcmg-but false---1mage, audio, and video files to 
augment influence camprugns directed against the Umted States and our allies and parmers 

Adversanes and strategic competitors also may seek to use cyber means to dlfectly manipulate or 
dtsrupt electwn systems-such as by tampenng with voter registration or dJSruptmg the vote tallytng 
process-either to alter data or to call mto question our voting process Russia m 2016 and 
unidentified actors as recently as 2018 have already conducted cyber actmty that has targeted US 
election infrastructure, but we do not have any mtelhgence reporting to indicate any compromtSe of 
our nation's election mfrastructure that would have prevented voting, changed vote counts, or 
disrupted the ability to tally votes 

7 
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"WEAPONS OF MASS DESTRUCTION AND PROLIFERATION 

We expect the overall threat from weapons of ma$S destruction (fl7AID) to contmue to grow dunng 2019, 
and we note ,n particular the threat posed by chemical waifare (CW)follow,ng the most s,gnificant and 
susta111ed use of che,mcal weapons m decades This trend erodes mtemat10nal norms agmnst CW 
programs and slnfts the rost,benefit analys1S such that more actors nught consider developmg or 
usmg chem1cat weapons 

Chemical Attacks Smee 2013 
Cil "! ~::}--~-.~'t '-"',.. :~I ~1-<'\. "¼,,_, \..,_ ~ -,.-1." i<'fl!'- ~>I::,._~ ,-\..,_~ ..,_ ,._,"" '\:' '\_~ L" ~._ • 
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We assess that Nonh Korea, Russia, Syria, and ISIS have used chemical weapons on the battlefield 
or m assassmanon operattons dunng the past two years These attacks have included trad1nonal 
CW agents, toxic mdustnal chemicals, and the first known use of a Nov1chok nerve agent 

The threat from biological weapons has also become more diverse as BW agents can be employed m 
a vanety of ways and their development 1s made easier by dual-use technologies 

North Korea 
Pyongyang has not conducted any nuclear-capable mtssile or nuclear tests m more than a year, has 
declared its support for the denucleanzatton of the Korean Penmsula, and bas revernbly dis!llantled 
portions of its WMD infrastructure However, North Korea retams its WMD capab1l!tles, and the 
IC continues to assess that It is unlikely to give up alt of1ts WMD stockpiles, dehvery systems, and 
production capab1hnes North Korean leaders view nuclear arms as cnttcal to regime survival For 
more explanation of the Nonh Korea-WMD issue, see the Regional Threats section ofth1s report 
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• In his 2019 New Year's address, Kim Jong 
Un pledged North Korea would "go 
toward" complete denucleanzanon and 
promised not to make, test, use, or 
proltferate nuclear weapons However, he 
cond1noned progress on US "practtcal 
acttons " The regime tied the idea of 
denucleanzatton m the past to changes m 
chplomanc nes, economic sanctions, and 
m1htary acuv1nes 
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North Korea Dismantle~ 
Portions oflts Nuclear Test Site 
North Korea mv1ted foreign press representauves 
to wrt:ness 11s explosive destruct ton of portions of its 
nuclear test site on 24 May 20J8 

• We contmue to observe act!Vlty 
mcons1stent with full denucleanzat1on In 
add1non, North Korea has for years 
underscored its commitment to nuclear 
arms, mcludmg through an order m 2018 
to mass-produce weapons and an earlier 
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law-and constttunonal change-affirmmg the country's nuclear status 

Russia 

We assess tltaJ Rt1SS111 will retnam the most capable WMD adversary througlt 2019 and beyond, developmg 
new strategic and nonstrategic weapons syste,ns, 

• Russian President Vlad1m1r Putin used hts annual address m March 2018 to publicly 
acknowledge several of these weapons programs, mcludmg a new ICBM designed to penetrate 
US nusslle defense systems, an mtercontmenta!-range, hypersonic ghde vehicle, a 
maneuverable, air-launched missile to strike regional targets, a long-range, nuclear-powered 
cnllse m1ss1le, and a nuclear-powered, transoceanic underwater vehicle 

• Russia bas also developed and fielded a ground-launched cruise m1ss1le (GLCM} that the 
Umted States has determmed VlOlates the Intermediate-Range Nuclear Forces (INF) Treaty 

• Moscow probably bel!eves that the new GLCM provtdes sufficient m1lttary advantages to make 
1t worth the risk ofpoi1tical repercussions from a v10lat1on 

Chma 

We assess that Chma will contmue to expand and dtvemjj, its WMD capalnltttes 

• Chma connnues its multtyear effort to modernize its nuclear m1ssile forces, mcludmg deploying 
sea-based weapons, 1mprovmg 1ts road-mobile and silo-based weapons, and testmg hypersonic 
glide vehicles These new capabtl1ttes are intended to ensure the v1ab1ltty ofChma's strategic 
deterrent by providing a second-stnke capability and a way to overcome missile defenses The 
Chmese have also pubhc1zed therr mtent to form a nuclear tnad by deve!opmg a nuclear­
capable, next-generation bomber 
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Inn 

Wt conhnut to assess that Iran Is not currently undutalung the key nudear weapons-development 

actmties we Judge necessary to produce a nuclear dtvtce. Howewr, Iranian officrals have publtdy 

tl,natened to reverse S11mt of Iran's Joint Comprehe11Stve Plan of A.ct/on (JCPQA) commttmmts-and 

resultUI nuclear aeltvtttes that the JCPOA. ltmits-,jlran does not gain the tangible trade and investment 

berwjits ,t a:pected from the deal, 

• In June 2018, Iranian offiaals started preparations, allowable under the JCPOA, to expand 

the!l" capab1hty to manufacture advanced centrifuges 

• Also m June 2018, the Atomic Energy Organization of Iran (AEOI) announced its intent to 

resume producing natural uramum hexafiuonde (UF 6) and prepare the neteSSary infrastructure 

to expand 1ts ennchment capaaty within the bnuts of the JCPOA 

• Iran continues to work with other JCPOA participants-Chma, the European Union, France, 

Gennany, Russia, and the Umted Kingdom-to find ways to salvage econonuc benefits from 1t 

Iran's contmued 1mplementatton of the JCPOA has extended the amount ofttme Iran would 

need to produce enough fisslle matenal for a nuclear weapon from a few months to about one 

year 

Iran's ball/She mlmle programs, which include the largest inventory of hallutic missiles ,n the region, 

contmue to pose a threat to rountnes across the Middle East. Iran's work on a space lautu:I, velucle 

(SL'V)--includmg on ,ts S,nw,gf,---51,ortms the t,meline to an ICBM because SL Vs and ICBMs use 

similar w:hnolog,es 

The United States determined in 2018 that Iran ism noncompltance with its obhganons under the 

Chemical Weapons Convention (CWC), and we remam concerned that Iran ts developing agents 

intended to mcapaotate for offensive purposes and dtd not declare all of its trad1t1onal CW agent 

capabthttes when 1t ratified the CWC 

South Asia 

The continued growth and development of Palnstan and Indra's 11Udear weapons progTlllttS ,ncm,se the nsk 

of a nuclear secunty madent in South A.sra, and the new types of nuclear weapons will tntrodUCt! new nsks 

far tSCalatwn dynamu:s and security m the region Paktstan continues to develop new types of nuclear 

weapons, mcludmg short-range tactical weapons, sea-based cnnse trusslles, air-launched cruise 

!l1lSStles, and tonger range balbsttc mtSSlles fnd1a this year conducted its first deployment of a 

nuclear-powered submarine armed with nuclear m1sslles 

TERRORISM 

Su.mu Violent Extremists 

Global Jthadtsts III doz.ens of grollPS and countries tl,naten IOt:41 and regional US interests, despite having 

expmett«d some sigmfir:ant setbacks m recent years, and some of these groups will remain tntml on 

stnltmg the US homeland, Prommentj,had,st ideologlUIS and medsa p/atfontl$ amtsnue to cal/far and 

Justify efforts to attack the US h<Jmeland. 
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• Global 31had1st groups m parts of Afnca and Asta m the last year have expanded their ab1bties 
to stnke local US mterests, stoke msurgenctes, and foster bke-mmded networks m ne1ghbonng 
countnes 

• The conflicts m Iraq and Syna have generated a large pool ofbattle-hardened fighters with the 
slolls to conduct attacks and bolster terronst groups' capabtl1t1es 

AI-Qa'ida and ISIS as of 2018 

® Core 
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ISIS still commands tlwusam!s of figntm m Iraq and Syna, and tt mmntams eight branches, more than a 
df1Zetl networks, and thousands of dispersed supporters around the world, despite significant leadership and 
temtonal losses The group mil explott any reductton m CT pressure to strengthen ,ts dandestme presence 
and af:ce!erate rebu,lthng key capafnlttles, such as media prorluctzon and external operations ISIS very 
likely mil continue to pursue external attacJ.sfrom Iraq and Syria agamst regional and Western 
adversaries, 1ncludmg the United States 

• ISIS IS perpetratmg attacks m Iraq and Syna to undermine stablltzatmn eflbrts and retaliate 
against its eneffiles, explmtmg sectanan tensions m both countnes ISIS probably realizes that 
controllmg new temtory IS not sustamable m the near term We assess that ISIS wtll seek to 
exploit Sunni gnevances, soctetal mstab1hty, and stretched secunty forces to regam temtory m 
Iraq and Syna m the long term 
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Al-Qa'ida 
Al-Qa'ida senior leaders are strengthening the network'sglabal command strurture am/ wnlinumg to 
encourage attacks aga,nst the West, includmg the Unrted Sl(lles, altlwuglt most al-Qa'ula alflltaJa' attacks 
to date nave been small scale and /rm,ted to tl,err reg,011al areas We expect that al-Qa'ida's global 
nawqrk will remam a CT clta/lmge for the Umted States and ,ts allzes during the nm year. 

• Al-Qa'ida media continues to call for attacks against the Umted States, mcludmg m statements 
from regional al-Qa '1da JeadetS, retlectmg the network's endunng efforts to pursue or msprre 
attacks m the West 

• All al-Qa'ida affillates are involved m insurgencies and mamtam safe havens, resources, and the 
intent to stnke local and regional US interests m Athca, the Middle East, and South Asta 

• Al-Qa'ida affihates m East and North Athca, the Sahel, and Yemen remain the largest and 
most capable terronst groups m thetr regions All have maintained a high pace of operauons 
dunng the past year, despite setbacks m Yemen, and some have expanded their areas of 
influence Al-Qa'ida elements in Syna, meanwhile, continue to undcnmne efforts to resolve 
that conflict, wbtle the network's affiltate m South As1a provides support to the Tabban 

Homegrown Violent Extrenust:s 
HIHllegrown 'l'iolent ext,em,sts (HJ'Es) are ltkely to present the most acute Sunn, te"onst threat to tlte 
Umted Stam, and HYE act1111ty almost certmnly w,// ltave societal effects d,sproportl011ate to the casualt,es 
and damage 1t causes. 

• The United States' well-mtegrated Muslim populatton, fragmented HVE population, and htgh 
level ofvtgtlance will ensure the Umted States remams a generally mhosp1table operating 
envuonment for HVEs compared to many other Western countnes The isolated nature ofself.. 
rad1cahzmg mdmduals, however, poses a contmual challenge to law enforcement to identify 
them before they engage m violence The frequency of attacks most hkely will be very low 
compared to most other forms of cnmmal v10lence m the US, as long as US CT and law 
enforcement efforts remam constant 

• Despite temtonal losses m Iraq and Syna, ISIS's past actions and propaganda probably will 
msp1re future HVE attacks, s1mllar to the endunng influence of deceased al-Qa'ida ideologues, 
especially 1fISIS can retain its prominence among global J!had1st movements and contmue to 
promote tts violent message via social and mainstream med1a 

Shia Actors 

Iran 

Iran almost &erta,nly will cqnttn11e to develop and mamta11t terromt capahrl,ttes as an optttm u, dettror 
retaliate against its perceived adversanes. 

• In mid-2018, Belgmm and Germany fotled a probable Iranian Mtmstry oflntelhgence and 
Secunty (MOIS) plot to set off an explosive device at an Iranian oppoStUon group gathenng m 
Pans-an event that mcluded prominent European and US attendees 
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Lebanese Hlzballah 

Dunng the next year, Htzballah most likely Will continue to develop tts terrorist capab,1,tres, which the 

group vtews 11$ a vafuable tool and one tt t;Qn llt41"tam w,th p/(ltmble demabtltty 

• H.izballah most bkely mamtams the capability to execute a range of attack opnons agamst US 
interests worldwide 

Lebanese Hizballah: Select Worldwide Operational Activity, 2012-18 

• Attack 
Incladts assass,nat,cr1s, bombings, 
k,dnapp,111,'t, hlJacJ.mgs, and 
s,na//,arms attacks 

Q Anaclt planning dl&TUpted 
lncludes cptrat,w,s detamcdlamstcd, 
d1Sco1•ery af u-eapDnslexplosn es cachrs, 
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• Military adve1111msm 
Includes ltthal aid to Sh,a 
mtl11ant and temmst groups 
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Violent Ethno-supremaast and Ultranatlonaltst Groups 

Some violent ethno,supremamt and ultranahonaltst groups m Europe ,nil employ nolenttacttcs as they 
seek ways to cooperate aga111st 1m1mgration and the perceived lslamtzatwn of Europe, posmg a potenbal 
threat to US and allwd interests. 

• In the past two years, mdmduals with ties to violent ethno-supremac1st groups m France, 
Sweden, and the United Kingdom have either earned out attacks on mmonnes and poht1etans 
or had theu- plots disrupted by authonnes 

COUNTERINTELLIGENCE 

TTte United States faces a compfexglobalfare1gn mtelligence threat environment ,n 2019 Russia and 
China will contrnue to be the leading state mtellrgence threats ID US mterests, based on their services' 
capab1/1ttes, mtent, and broad operational scopes Other states also pose pemstent threats, notably Iran 
and Cuba. Geopoltttcal, soaetal, and technologtcal cha11ges wr/1 mcrease opportumttes for forngn 
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1nte1/1gence servu:es and other entlhes-5uch as terronsts, mmmals, and Q!Uet' aaors--lo collect on US 
actw,t,es and mformatlrm to tlur detnment of US mterests 

• Penetrating the US nanonal decmorunakmg apparatus and the Intelhgence Community w!l! 
remam a key obJective for numerous foreign mtell1gence services and other entitles In 
addlnon, targeting ofnallOnal secunty mformat1on and propnetary technology from US 
companies and research mslltul:!ons wtll rematn a soph1st1cated and persIStent threat 

Russia 

We expect that Russia's mtel/1gence services will 
target the United States, seekmg to collecl 
mtellzgence, erode US democracy, undennme US 
national poltc1es «nd furezgn relattonsh1ps, (111d 
increase Moscow~ global position and influence. 

China's Technology Development Strategy 
China takes a mult1facete-0, long-term, whole-of­
government approach to foreign technology acqumt1on 
and indigenous technology development 

Chma 

We 0$$tsS that China's mtelligence servwes mil 
exploit the open11ess of Amenc«n somty, 
especially academta and the scienttflc 
community, usmg a variety of means 

Iran and Cuba 

We assess that Iran and Cuba's 1ntelligence 
servlces mil continue to target the Umted States, 
wh,ch they see as a primary threat. Iran 
contmues to unJustly detam US clllzens and 
has not been forthcommg about the case of 
former FBI agent Robert Levinson (USPER) 

Nonstate Actors 
We assess that mmstate actors-mcludmg hack/wist groups, tra11S11at1onal CT111ttnals, and terrDrtSt 
groups-WJ/1 attenlpt to g«m access to class,fied tnfonttat1Cm to support their objecttves. They are hkely to 
improve thell' mtelhgence capab1httes-to include recru1tmg soutces and performmg physical and 
techmcal surve!llance-and they will use human, technical, and cyber means to perform their tlltctt 
acnv1t1es and avoid detectlon and capture 
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EMERGING AND DISRUPTIVE TECHNOLOGIES AND THREATS 
TO ECONOMIC COMPETITIVENESS 

Strategu: Outlook 

For 2019 and beyond, the mnovahons tlzat dnve m:f1tary a11d economic compet,ttvmess will mcreasmgly 
ongmate outside the United States, as the overall US lead m sctence and teclznology (S&T) shnnks, the 
capabJ1ty gap betlvem commercial aud mJ1tary technolog,es evaporates, and foreign actors mcrease the,r 
efforts to acquire top talent, compames, data, and intellectt1al property via l:ctt a11d 1/ltcit ,neans Many 
foreign leaders, mcludmg Chinese President X1 Jmpmg and RusS1an President Vladmur Puun, view 
strong md1genous science and techuology capabd1t1e.~ as key to their country's sovereignty, 
econormc outlook, and natmnal power 

Researchers Worldwide Citing More Foreign and Less US Research 
Dunng the past two decades, the US lead m S&T fields However, the United States mamtams an overall lead 
has been s1gmficantly eroded, most predommantly by largely because we are at the forefront of the medical 
Cluna, which is well ahead m several areas, accordmg sciences, which account for almost a third ofS&T 
to an analysis of Western Journal publtcauon~ publications worldwide 

60 

50 

Amficial lntelltgence and Autonomy 
The global race to develop artificial mtelltgence (A.1)-systems that tmttate aspects of human cagmtion-tS 
likely to accelerate the development of lt1glzfy capable, applzcat1on-speafic Al systems with nahooaf sectmty 
1mplu:at1ons As academta, rnaJor companies, and large government programs contmue to develop 
and deploy AI capab1ht1es, AI-enhanced systerris are likely to be trusted with mcreasmg levels of 
autonomy and decJS1onmakmg, presenttng the world with a host of econom1c, tru!ttary, ethical, and 
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pnvacy challenges Furthermore, mteract:Ions between multiple advanced AI S)'Stems could lead to 
unexpected outcomes that mCfe1!Se the nsk of econonuc mtsealculatton or battlefield surpnse 

Inf'onnation and Communications 

Fomg,, productton and mloptton of advanced C(J11fflflln1Cilhon tecJmolog,es, slid, as fifth-generation (5G) 
wireless neJWorlts, most l,kely w,/1 challenge US compehllveness and data secunty, while advances ,n 

quantum computmgforeshaduw challenges to current methods qf protecttng data and trtutsactwns. US 
data wdl mcreaSlllgly flow across foreign-produced eqwpment and fore1gn-controlled networks, 
rmsmg the nsk of foreign access and demal of semce Foreign deployment of a large-scale quantum 
computer, even 10 or more years m the future, would put sens1t1ve mformatton encrypted with 
today's most widely used algonthms at greatly increased nsk of decryptlon 

Biotcdmology 

Rapid advances in htotechnology, ,m:luJ,ng gene ed,ttng, synthetJc 610/ogy, and neuroscience, are likely to 
present new economic, m1/1tary, ethical, and regulatory challenges worldwzde 119 governments stnlggle to 
keep poce. These technologies hold great promise for advances m prec1S1on medt(:111e, agnculture, 
and manufacturing, but they also introduce nsks, such as the potenual for adversanes to develop 
novel btological warfare agents, threaten food secunty, and enhance or degrade human 
perfonnance 

MatenaJs and Manufacturing 
..4. global resurgence ,n materials. saence and manufocturmg tedtnolugy ,s likely to enable advanced states 
to mate matmals with novel properttes and eng,neer structures not prmo11Sly pomble, while p/aang high­
end manufactunng capahtl11tes within reach of small groups and indmdwls. These developments are 
already supplementing or dtSplacmg trad1t1onal methods m most areas ofmanufactunng, from 
complex rocket-engme components to plastic desktop•pnnted toys, and they are enabhng the 
development of a new generation of engineered matenals that combine dtlferent matenals m 
complex geometnes to alter the overall matenal properties 

SPACE AND COUNTERSPACE 

We assess that l'Ommerc,al space serwces will Cfmllfflle to expand; munmes-1nclud,ng US adversones and 
strotegtcQltltJld1tor:s--w,II become more reliant on sptu:e SUl'tcesfor r:tvtl and m1l1t,;ry needs, and Cl11na 
and Russia 1111/I field new countnspace weapons intended to ta,get US and allted space capal11l1hes, 

Evolvmg, Accessible Space Capabdtties 
We continue to assess that tlte ezpattSton of the global space Industry will further extend space-enabled 
capa6d1ties and space s,tuational awareness to government, nunstate, and c:ommerdal tldors rn the next 
several years. All actors wdl mcreasmgly have access to space-denved mformanon services, such as 
imagery, weather, cornmumcatlons, and pos1t1onmg, nav1ganon, and tlmtng (PNT} 
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Satellttes Launched and Countries 
Owning the Satellites (2013-18) 

• Global access to space services has 
expanded for ctvll, commerc1al, 
mtelhgence, and m1htary pmposes, m part 
because of technological mnovatlon, 
pnvate-sector mvestment, mternattonal 
partnerships, and demand from emergmg 
markets en 400 

r:.l 
40 n 
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We expect foreign gQvemttients will amtmae efforts 
to expand tlmr use of spm:e-hased reconnaissance, 
communications, and nav,gatlon systems­
mcludmg by mcreasmg the number of satellttes, 
quality of capahtlmes, and applications for use. 
Chma and Russia are seekmg to expand the full 
spectrum of their space capab1.ht1es, as 
exempldied by Ch.ma's launch of1ts htghest­
resolutton 1.magery satellite, Gaofen-1 l, m July 
2018 
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Space W aifare and Counterspace Weapons 
We assess that China and Russia are training atul equipping thetr military space forces and fielding new 
antisatelllte (ASAT) weapons to hold US and allied space semces at nsk, even as they push for 
mternattonal agreements on the nonweaponuatton of space 

• Both countnes recogmze the world's growing reltance on space and view the capability to 
attack space serv1.ces as a part of their broader efforts to deter an adversary from or defeat one m 
combat 

• The People's L1berat1on Army (FLA) has an operattonal ground-based ASAT rmsstle mtended 
to target low-Earth-orbit satelhtes, and C!una probably intends to pursue additional ASAT 
weapons capable of destroymg satellites up to geosynchronous Earth orbit 

• Russia 1s developing a s1m1lar ground-launched ASAT missile system for targetmg low-Earth 
orbit that 1s ltkely to be operational w1thm the next several years It has fielded a ground-based 
laser weapon, probably mtended to blmd or damage sensitive space-based optical sensors, such 
as those used for remote sensmg 

• Chma's and Russia's proposals for mtematronal agreements on the nonweapomzatlon of space 
do not cover multiple issues connected to the ASAT weapons they are developmg and 
deploying, which has allowed them to pursue space warfare capab1htJ.es wlnle mamtauung the 
pos11:1on that space must remam weapons free 
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TRANSNATIONAL ORGANIZED CRIME 

Gu,bal tramnatiollfll cnmmal organnat1<111s anti networks 111111 threaten US interests and a/hes by 
tra.ffickmg drugs, exerting malign 111.fluena-m weak states, threatennrg crit,ca/ 111.frastructure, orchestratmg 
human traffick,:ng, and undernnmng legttlmate ecrmom,c acttwty. 

Drug Trafficking 

Theforeig11 drug threat wtll pose co11tmuetl nsks to 
US public 11.ealth and safety and w,ll present a 
range of threats f() US natJonal secunty mterests m 
the commgyear. Violent Mexican traffickers, 
such as members oftbe Smaloa Cartel and New 
Generat:J.on Jal1sco Cartel, remain key to the 
movement of dhcit drugs to the Umted States, 
mcludmg heroin, methamphetamme, fenta.nyl, 
and cannabis from Me:xtco, as well as cocaine 
from Colombia Chmese synthet:J.c drug 
suppliers dommate US-bound movements of so­
called designer drugs, mcludmg synthet:J.c 
manJuana, and probably ship the maJonty of 
US fentanyl, when adjusted for punty 

US Fentanyl Epidemic, 2001-16 

• Approximately 70,000 Amencans died 
from drug overdoses m 2017, a record high 
and a IO-percent increase from 2016, 
although the rate of growth probably 
slowed m early 2018, based on Centers for 
Disease Control (CDC) data 18tll-ll0426-C 

• Increased drug fatal111es are largely a consequence ofsurgrng production of the synthetic op101d 
fentanyl, m 2017, more than 28,000 Amencans died from synthenc op101ds other than 
methadone, including illicitly manufactured fentanyl The CDC reports synthetic op101d­
related deaths rose 846percentbetween 2010 and 2017, wiule DHS reports that US seizures of 
the drug mcrea.sed 313 percent from 2016 to 2017 

Other Organized Crone Activities 

Transnattollfll cmnmal organr.zattons and thetr q/Jihates are ltke/y to f!XP(lnd t!tetr ,njluence over some 
weak states, collaborate wt.th US adv=anes, and possibly threaten crihcal mfrastructure 

• Mexican cnmmals use bnbery, mttm1dat:J.on, and Vlolence to protect then' drug trafficking, 
ladnappmg-fur-ransom, fuel-theft, gunmnmng, extortion, and ahen-smngghng enterpnses 

• Gangs based m Central Amenca, such as MS-13, cont:J.nue to dtrect some cnnunal actlV!ttes 
beyond the region, mcludmg m the Umted States 

18 



20107

908 

29 

Tran511Qtlonal organized crime almost ,erta,nly will amtsnue to Inflict hu1mm :sujfenng, deplete natural 
resources, degrade frag,le ea,systems, dnve m,gratton, and dram income from the productJve-and 
taxable--economy. 

• Human traffickmg generates an estimated $150 btllton annually for 11hctt actors and 
governments that engage m forced labor, according to the UN's International Labor 
Organization 

• Wtldhfe poaching and traffi.clang, illegal, unregnlated, unltcensed fishing, 11hct mimng, tm1ber 
ptlfermg, and drug-crop culuvat1on harm b1od1vemty, as well as the secunty of the food supply, 
water quality and availabtlity, and ammal and human health 

• One thmk tank study estimates that cybercnme, often factlttated by cryptocurrenetes, and 
intellectual property theft resulted m $600 millton m losses m 2017, such cnmes threaten 
pnvacy, harm econorruc safety, and sap mtcllectual capital 

ECONOMICS AND ENERGY 

Global growth-prOJected hy the IMF to remain 
steady tn 2019-faces down:stde mks as global 
trade tensions persist, many t:011ntries colflend 
with high debt levels, and geopoltbcal tensions 
conltnue Average real growth m advanced 
economtes, operating at close to full 
capactty, 1s proJected by the IMF to slow m 
2019, whtle emergmg markets, key US 
tradmg partners, and ChIDa's growth face 
headwmds 

Emergmg Markets 

Selected Emerging Market 
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Uncertatnty about global et:0nomic growth will 
challenge emerging markets-such as 
Argentina, Brazd, Chtna, Mex1m, South 
Afm:a, and Turkey-and espeaally those mth 
weakfandamentals, heal!JI foreign finanang, or 
close trade lmkages mth advanced economies, 
Commodity exporters mil remusn pamcularly 
vu/uerat,le to Jowmwml pressure on pnces from 
dampened demand, 1810 00429 

• Since early 2018, investors have pulled capital out ofBraz!I, India, Indonesia, and Turkey, 
among others, exacerbating large currency deprec1at10ns m those counlrles and making 1t more 
difficult for them to service their US-dollar-denormnated debt during the next year 

• Austenty measures imposed by countnes to offset budget defiats could prove to be pollttcally 
difficult to mamtam, leadmg to nsks of destabthzmg protests, such as occurred m July 2018, 
when Hain attempted to comply with an IMF program by reducing fuel subsidies and set off 
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nationwide protests that forced the Pnme Mm1ster and his cabmet to resign Argentma has 
agreed to IMF recommendattons for austenty, reducmg the nsk to investors, and Turkey ts 

pursumg 1ts own austenty measures 

Key US Tradmg Partner.. 

A.mong ma1or US trading partners the ouJlook is nuxetl, w,th progress !Jetng made on US-Canada-Mexico 
trade discusstons but US-China trade factions and Brmt posing nsks to European growth and US-EU 
trade 

• Mexu::o and Canada, whose economic prospects are tied closely to the United States-Mex1co­
Canada Agreement (USMCA), remam concerned about steel and alummum tantfs and may 
delay rattlymg the USMCA untd those concerns are addressed 

• US-EU trade, valued at $I 2 tnlhon m 2017, would almost certamly suffer d1srupt1ons from a 
no-deal Brex1t, which would further dampen UK-and to a lesser extent EU-economic 
growth Uncertamty stemmmg from London's pemhng exit from the EU 1s already humng UK 
economic growth and the strength of the pound sterltng 

• Ftnanctal cond1ttons and economic performance generally remam favorable m both Japan and 
South Korea However, both countnes' economies are dependent on exports, which puts them 
at connnued nsk of downward pressure from China's economic slowdown 

China's Economy 
Chma's economic growth is likely to slow m 2019, and a worse-than-expected slowdown could exacerbate 
trade and 6udget pressures in emerging-market ccuntnes and key commodity exporters, who rely on 
Chinese demand. 

• Smee 2017, Be1Jmg has been largely tbctlsed on stemming nslcs m Chma's financial system, 
reducmg bank credit growth to the lowest rate m a decade, while ttymg to bolster growth by 
cuttmg taxes, calltng on banks to lend to pnvate firms, and requmng local governments to plan 
measures to sustain employment 

• US-Chma trade tensions had not s1gndicantly affected China's total exports as oflate 2018, but 
finns m Cbtna have reported a slowdown m new export orders, suggesting China's export 
sector will suffer m 2019 Some multtnattonal compames are wary ofbtlateral tensions and 
have begun to move product10n to other countries, especially m Southeast Asia, for lower­
value-added goods 

Energy and Commodihes 

Slower eamomrc growth combmed wstlt a nsmg US dollar rould lower demand for energy aad other 
rommod1ttes, hll1ttng exporters. However, low global spare capaaty or a supply dtsrupnon might sllll JJIII 
upward pressure on o,I pm:es in the commg year, wluch would farther slow overall global ewnomrc growth 

• As ofDecember 2018, the US Energy lnfonnatlon Admmistrat1on forecast that 2019 od pnces 
would decline 17 percent and 15 percent for West Texas Intermediate and Brent, respecttvely 
Pnces for other key commod1t1es decbned in 2018 Food pnces decreased 6 4 percent in 2018, 
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and metals prices decreased 11 7 percent, accordmg to the IMF's pnmary commodities mdex, 
reflecting tanfts, sanctions on the Russian company Rusal, and mcreasmg uncertainty about 
tradepohcy 

• Productmn challenges m some oll-exportmg countnes-notably Libya, N1gena, and 
Venezuela-as well as export losses from Iran, would the luntt benefits of mcreased oil pnces to 
those countnes Saudi Arabia, other Peman Gulf 01I exporters, and Russia could enJoy 
increased revenues, but they might also backtrack on the economic reforms they began dunng 
penods oflower otl pnces 

• In the past year, strong demand for hquefied natural gas (LNG) m Chma and India, as well as 
higher ot1 pnces, kept the spot pnce for LNG close to its highest level m three years, according 
to the IMF, despite new supplies from the Umted States and Australia 

HUMAN SECURITY 

The Umted States will prol,ably lut11e to manage tlte impaa of global human ser:unt)I clutllenga, suclt. as 
tit.reals to publtt: health, hrstonc levels oflmman d,splacemmt, assaults on re/Jg1ousfreedom, and the 
negattve effects of ffllllronme:ntal degradation and d1mate change. 

Global Health 

We assess tltat the Umted States and tlte world will l'l!tltam llfllnerable to tlte next flu pandetntt: or large• 
scale outbreak of a t:fJntag1011S disease that could lead to massive rates of death and d1SOb1l1ty, severely 
ajf«t the world et:fJnomy, strain ,nternattonal resources, and increase calls on the United States for support 
Although the mternanonal commumty has made tenuous improvements to global health secunty, 
these gains may be inadequate to address the challenge of what we anticipate will be more frequent 
outbreaks of mfect1ous diseases because ofraptd unplanned urbamzatmn, prolonged human1tanan 
cnses, human incursion mto prev1ously unsettled land, expansion of mtemattonal travel and trade, 
and regional chmate change 

• The ongomg cns1s m Venezuela has reversed gains m controlling infectious diseases, such as 
d1phther1a, malana, measles, and tuberculosis, mcreasmg the nsk that these diseases could 
spread to ne1ghbonng countnes, parttcularly Brazil, Colombia, and Tnntdad and Tobago 
Stmtlarly, the ongoing Ebola outbreak m the Democranc Republic of the Congo-the country's 
largest ever-underscores the nsks posed by the nexus of mfecttous disease outbreaks, v10lent 
conflict, and htgh populanon density, mcludtng large numbers ofmtemally displaced person 
(IDPs) 

• In the past two years, progress against malana has halted alter more than 15 years of steady 
reducttons, m part because mosqu1tos and the pathogen have developed a resistance to 
msecttc1des and to ant1malanal drugs, respectively, while global funding to combat the disease 
has plateaued 

• The growmg prox1m1ty of humans and animals has mcreased the nsk of disease transmission 
The number of outbreaks bas increased m part because pathogens ongmally found m animals 
have spread to human populanons 
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Displacement Hotspots Increase Risk of Infectious Disease Outbreaks 
Countnes with high internal and regional 
displacement due to conflict or polltical mstab1hty 
are at an increased nsk for the spread of mfect1ous 

1
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Human Displacement 

diseases such as measles, cholera, d1phthena, and 
Ebola, Highlighted below are some key displacement 
hotspots and regions at risk 
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Gtob11l d1Splacement 11/most certainly will remain ne11r record l11ghs, 11nd host countries 11re unldtely to see 
m11ny refugees or internally dlSplllCl!d persons return home, lncre11s,ng hum11mtan11n needs am/ the rtsk of 
polrttcal uphe11val, health cnses, and recruitment anti rad1ca/1zatlon by militant gro11ps The number of 
people becoming displaced w1thm their own nattonal borders conbnues to mcrease, accord.mg to the 
United Nations, p!acmg fiscal and pol1t1cal stram on governments' abtltty to care for their domestic 
populatlons and nullgate local discontent 

Rehglous Freedom 

V,olatzons of religious freedom by governments attd nonstate actors-part:ct1l11rly tn the Mtddle East, 
Chma, and North Korea-w,l/fuel the growth of v,o/ent extremtst groups and lead to sor:ietaf tenswns, 
protests, or polittcul mrmo,!, 

• According to the Pew Research Center's global mdexes, the average score for government 
restnct1ons on rehg:ion rose 39 percent from 2007 to 2016, and the number of states with htgh or 
very high government restnctlons grew from 40 to 55 

• Smee 2017, Chmese authorities have detained hundreds of thousands and possibly nulhons of 
Turkic Musltm U1ghurs m extraJudtctal detamment centers Be1Jmg has also reached beyond 1ts 
borders to pursue this campaign, mcludmg by pressunng ethnic U1ghurs overseas, some of 
whom are Amencan clllzens, to return to Chma so 1t can more easily control them Chmese 
secunty services have contacted U1ghurs abroad and coerced them to act as mformants by 
threatening to keep XmJtang•based famtly members m detention 
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Envuomnent and Climate Change 

Global ttmronmetttal and ecological degradation, as well as rltmote change, (ln /tfttly to fuel compmhon 
for resourres, economic distress, and soaal discontent through 2019 and beyond, Climate hazards such as 
extreme weather, higher temperatures, droughts, floods, wildfires, storms, sea level nse, sotl 
degradation, and aC1d1fymg oceans are mtenstfymg, threatening mfrastructure, health, and water and 
food security Irreversible damage to ecosystems and habitats will undennme the economic benefits 
they provtde, worsened by air, sot!, wa1er, and manne polluuon 

• Extreme weather events, many worsened by acceteratmg sea level nse, wul particularly affect 
urban coastal areas m South Asia, Southeast Asia, and the W estem Hem1Sphere Damage to 
commun1cat1on, energy, and transportation infrastructure could affect low-lymg m1btary bases, 
mf11ct economic costs, and cause human displacement and loss ofhfe 

• Changes m the frequency and vanabtl1ty of heat waves, droughts, and floods-combmed Wtth 
poor governance pracnces-are mcreasmg water and fuod msecunty around the world, 
increasmg the nsk of social unrest, m1granon, and interstate tens10n m count:rtes such as Egypt, 
Ethiopia, Iraq, and Jordan 

• Dtnunishmg Arcttc sea 1cc may increase competttxon-pamcularly with Russia and Chma-­
over access to sea routes and natural resources Nonetheless, Arcttc states have mamtamed 
mostly pos1uve cooperation m the region through the Arctic Counctl and other mulnlateral 
mechamsms, a trend we do not expect to change m the near term Wanner temperatures and 
dimm1shmg sea ice are reducing the high cost and risks of some commercial act1V1txes and are 
attracting new players to the resource-nch region In 2018, the minimum sea ice extent m the 
Arctic was 25 percent below the 30-year average from 1980 to 2010 
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REGIONAL THREATS 

CHINA AND RUSSIA 

Chsna and RRSSia wdl present a w,de vanety of econom1t:, political, counterintelligence, ,m/,tary, ond 
diplontahc dlllllenges to the Untied Sltltes and its al/,es, We anticipate lltat they will a,llaborate to counter 
US obj«hves, taltmg advantage of mmg doubts in some places about tTte 1,beral democratic model. 

Chmese-RassiiUl Relations 
Chma and Russia are expanding cooperation with each other 11nd through mtematwnal Wn to shape 
global mies and standanls to their bmefit and present 11 &Ollllterwerght to the Umted St4tes and other 
W estml ff/Ulltrits 

• The two countnes have s1gndicantly expanded their cooperatton, espeaally m the energy. 
military, and technology spheres, since 2014 

• Chma has become the second-largest contnbutor to the UN peacekeeping budget and the t111rd­
largest contnbutor to the UN regular budget It 1s successfully lobbymg for its nationals to 
obtain senior posts m the UN Secretariat and associated organizations, and 1t 1S usmg tts 

mfluence to press the UN and member states to acquiesce m China's preferences on issues such 
as human nghts and Taiwan 

• Russia ts workmg to consolidate tlie UN's countcrterronsm structures under the UN Under 
Secretary General for Countenerronsm, who 1s Russian 

• Both countnes probably will use the UN as a platform to emphasize sovereignty narranvcs that 
reflect tlieir interests and red1rect discussions away from human nghts, democracy, and good 
governance 

• China and RuSSia also have mcreased tlleir sway m the Intemanonal Telecommumcatton 
Un10n through key leadership appointments and financial and technical asstStance They seek 
to use the organ1zat10n to gam advantage for their national mdustnes and move toward more 
state-controlled Internet governance 

EAST ASIA 

The Un,ted States will see mountfng threats ,n As,a, Jncludrng a vanety of challenges from Chma and 
North Korea, and nsmg authontanan,sm ,n the regtun 

China 

The Chmese Commumst Party's Concentration of Power 

O,ma ,s deepenmg tts aUllwntarion tum under President X, Jinping, and the resulting hardenmg of 
Chmese poflhcs and governance probably will make 1t mure d,j/u:ultfor the /eadm;hip to ret:QgntZ(! and 

correct pol,cy errur.;, mcludmg m relattons '1111th the United States and our a/1,es and partners. 
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• President X1 removed one of the few remammg checks on lus authonty when he ebmmated 
presidential term hm1ts m March 2018, and the Chmese Communist Party has reasserted 
control over the economy and sOC1ety, tightened legal and media controls, marginalized 
independent voices, and mtenstfied repression of Chmese Muslims, Chnstians, and other 
rehgious mmont1es 

• The Chinese Government also tS harnessing teclmology, mcludmg facial recogn1tton, 
b1ometncs, and verucle GPS tradang, to bolster 1ts apparatus of domestic momtonng and 
control 

• Be1Jmg's mcreasmg restncnons on scholars' and researchers' freedom of movement and 
communication with US counterparts may increase the prospects for m1sunderstandmg and 
m1smterpretanon ofUS poltetes 

Expanding Global Reach 

We assess that China's leadl!/'$ will try to extend tAe country's gfoF,al economic, polrtical, and military 
reach while usmg China's military cap@zlrtles and owrseas lefrastrnaure and energy tttVestments under 
the Belt and Road Imtuzhve to d1m1nish US influence. However, Ber11ng ,s likely to face po/1t1"11 pushb«k 
from host governments m many locations, and the overall threat to US and parl1m' Interests mll depend on 
the srze, locahuns, and offensive military capalnlitres of the eventual Chmese presence. 

• Chma has bmlt tts first overseas m1htary facility m D11bout1 and probably is explonng bases, 
support facilities, or access agreements m Afuca, Europe, Oceania, Southeast Asia, and South 
Asia 

• In most instances, China has not secured expbctt permanent basing nghts but ts usmg 
commemal development and military ties to lay the groundwork for gatmng future military 
access 

• Successful unplementat1on of the Belt and Road Imttanve could factl1tate PLA access to dozens 
of additional ports and auports and mgmficantly expand Chma's penetration of the economtes 
and polltical systems ofparttcipatmg countnes 

The Coming Ideologu:al Battle 

Chinese leaders will 111creOS1ngly seek to assert China's model of authontanan capm,l,sm tlS an 
altematrve-and tmpltcttly supenor-dn>elopmmt path abroad, /!%acerl,atrng great-J11}Wff' cqmpetition that 
could threaten intematronal support for democracy, human nghts, and the rule of law, 

• The actions ofX1 and hts advisers-doubling down on authontanamsm at home and showing 
they are comfortable with authontanan regimes abroad-along with China's opaque 
commeretal and development practices, reward comphant foreign leaders and can be corroS1ve 
to cm! society and the rule of law 

• At the 2018 Central Foreign Affairs Work Conference, X1 stated hts des1re to lead the retorm of 
the global governance system, dnvmg a penod of increased Chinese fore1gn pohcy acttv1sm and 
a Chinese worldVJew that !mks China's domesnc v1S1on to its mtemational VJSton 
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• Be11mg has stepped up efforts to reshape the mtemational discourse around human nghts, 
especially w1thm the UN system Be1;mg has sought not only to block cnnc1sm of its own 
system but also to erode norms, such as the notion that the mtematlonal community has a 
legitimate role m scruttmzmg other countnes' behavtor on human nghts (e g, 1mttattves to 
proscnbe country-specific resoluuons), and to advance narrow defimttons of human nghts 

based on econormc standards 

South Chuta Sea and T111wan 

We assess that Chma wdl conhnue ,ncreasing ,ts rnantime presence 111 the South Ch111a Se<1 and building 
military and dual-use mfrastnlf:ture in die Spratly klanJs to ,mprove its alnltty kl control aixm, pro;ect 
power, and undermme US 1nfluenr:e in the area. A body of open-source reporting shows that Chma 
seel..s to achieve effective control over its claimed waters with a whole-of.government strategy, 
compel Southeast Asian claunants to acquiesce m Chma's claims-at least tacttly-and bolster 
Beljmg's narrative m the region that the United States 1s m decline and China's preemmence 1s 
inevitable 

• Meanwhile, Be111ng almost certainly will continue usmg pressure and mcent1ves to try to force 
Ta1pe1 to accept the One Chma framework and ulttmately Chmese control, and 1t will monitor 
the US reaction as an md1cator of US resolve m the region 

• Smee 2016, BetJmg has persuaded six ofTa1wan's 23 dtplomattc partners, most recently 
Burkina Faso and El Salvador, to recogmze Chma mstead ofTa1wan 

Malttary Capabilities 

The People's Liberation Anny (PI.A) r:ontmues to develop and field advanad weapons and hardware wl11le 
honing its abiltty to fight mall milttary domains. Thefon:e ,s undergoing ,ts most wmprehens,11e 
restmr:Junng e11er w realize China's IDng-held goal ofberng able to condur:t modem, rapid m1l,tary 

operattons based on high technology to assert and defend China's regional and growing g/obt:,l interests. 

• FLA reforms seek to reinforce the Chinese Communist Party's control of the rrubtary, improve 
the PLA's ability to perform JOmt operations, mcrease combat effectiveness, and curb 
corrupuon 

• As China's global footpnnt and mtemational interests have grown, its military modern1zat1on 
program has become more focused on investments and mfrastrUcrure to suppon a range of 
m1sS1ons beyond Chma's penphery, mcludmg a growing emphasis on the manttme domams, 
offensive rur operations, and long•d1stance mobility operations 
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North Korea Conducting 
Ship•t(!•Sh~~ 1:r~ns!~rs 
This image 1s of the Kott, a Panamanian-flagged 

Pyongyang has not conducted any nuclear­
capable m1sstle or nuclear tests m more than a 
year, bas declared its support for the 
denucleanzat10n of the Korean Penmsula, 
and has reversibly dismantled portions of1ts 
WMD infrastructure However, we continue 
to assess that North Korea ,s unhkely to give up 

all of its nuclear weapons and pruduchon 
capalnl,tres, even as tt seeks to negohate partml 
denucleanzatton steps to obtain key US and 
international concessrons North Korean 
leaders VIew nuclear anns as cnucal to regime 
survival, according to official statements and 
regime•controlled media 

vessel seized by South Korea m December 2017 for 
1lhc1tly transferring refined petroleum to North Korean 
vessels North Korea 1s usmg ship-to-sh 1p transfers 
to circumvent UN sanctmns that were designed to 
brmg pressure on Pyongyang to give up 11s nuclear and 
WMD programs 

• In h!S 2019 New Year's address, North 
Korean President Kim Jong Un pledged 
that North Korea would "go toward" 
complete denucleanzation and promised 
not to make, test, use, or prohferate 
nuclear weapons However, he 
conditioned progress on US "practical 
actions O The regime ued the idea of 
denucleanzat1on m the past to changes 
m diplomatic ties, economic sanct10ns, 
and military actlV!t1es 

• In Singapore m June 2018, Klm said he sought the "complete denucleanzatlon of the Korean 
Penmsula"-a formulation hnked to past demands that include an end to US military 
deployments and exeroses mvolvmg advanced US capab1httes 

• We continue to observe act1v1ty mcons1stent with full denucleanzatton North Korea bas 
underscored its commitment to nuclear anns for years, mcludmg through an order to mass­
produce weapons m 2018 and an earlier law-and constttunonal change-that affirmed the 
country's nuclear status 

Foreign Engagement 

North Korea wtll contsnue tts efferts to mitigate the effects of the US-led pressure campa1g11, most notably 

through dtplomattc engagement, counterpressure agamst the sanctums regime, and direct sanctions evasion, 

• Ktm Jong Un has sought sanctions relief through a campalgn of d1plomat1c engagement that 
mcluded hts first summits w1th foreign leaders smce takmg power m 2011 He met with South 
Korean President Moon Jae-m three times m 2018, lcadmg to agreements to reconnect roads 
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and ratl Imes, establish new mtlttary parameters, promote reforestation, and ractlltate cultural 
exchanges 

• Kim has also sought to align the region against the US-led pressure campaign m order to gain 
incremental sanctions rebef, and North Korean statements have repeatedly md1cated that some 
sanctions rehef1s necessary for additional diplomacy to occur In his annual New Year's 
address, Kim linked US sanctions to diplomatic progress and threatened to resume nuclear and 
missile testing 

Sanctions Bvas1on 

We assess Jhat $11ttctums C(lttltnue to pressure tlte North Koreatt regime, despite North Korean sanctions 
evasion efforts, By late 2018, the enforcement of new UN sancnons had led to a preetpltous declme 
m North Korea's monthly export revenue compared with 2017, a change that also reduced imports 

• North Korea generates revenue through overseas labor, cyber-theft operations, and 1U1ctt 

commeroal exports of UN Secunty Counetl•proh1b1ted goods 

• Throughout 2018, the Umted States and tts alltes observed North Korean maritime vessels 
using at-sea, sh1p•to-sh1p transfers of petroleum from thud-country tankers to acquire addtttonal 
refined petroleum as a way to mitigate the effects ofUNSC sanctions 

Conventional M1htary Capabllmes 

North Korea's conventional capab,lihes continue to pose a threat to South Korea, Japan, and VS forces in 

the reg,011. As a way to offset advei:sary military advantages, Kim Jong Un continues to pursue 
advanced convenoona! weapon programs and capabthties, mcludmg more accurate artillery and 
balltsttc missile stnke capabll1t1es and UAVs 

Southeast Asia and the Pacific 

We expect democracy and civil liberties m many Sotltheost Asian countries to remam fragde and Chma to 
increase ,ts engagement m the region to butld ,ts mjluence wl1de d1m1mshmg the influence of the Umted 
States and US alhes. Russia may also continue its d1P,lomat1c and military cuitlvatton of Southeast 
Asian partners, and some countnes will be receptive to Moscow as a balance against Chma's push 
for hegemony 

• In the wake ofWaslungton's wtthdrawal from the Trans-Pacific Partnership, Chma 1s 

promoting a unified stance with the Assoc1anon of Southeast Asian Nations {ASEAN) m 
defense of mulnlaterabsm and the WTO reform process, while also fostenng a shared 
pen::eptton of US freedom ofnav1gatton operatmns through Chinese-claimed waters m the 
South Chma Sea as threats to regional stability 

• Chma ts currying favor with numerous Pacific Island na11ons through bnbery, infrastructure 
mvesbnents, and d1plomattc engagement with local leaders while mtervemng m Burma­
mcludmg by shteldmg Burma from UNSC sanctions m response to the humamtanan cns1s and 
alleged ethnic cleansing m Rakhme State 
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• Russia, too, has been mcreasmg its d1plomattc and m1btary culnvanon of Southeast Asian 
partners, some ofwhICh have been receptive to Moscow as a power capable of dtlutmg China's 
nascent hegemony and helpmg them diversify their hedging options 

• Cambodia's slide toward autocracy, whlch cutmmated m the Cambodian People's Party's 
retennon of power and complete dominance ofthe nanonal leg1Slature, opens the way for a 
constitutional amendment that could lead to a Chinese mtl11ary presence m the country 
Thailand's coup-mstalled regime has promised elecnons m 2019 but appears set to help ensure 
that its proxy party retams power by nghtly controlling the pohttcal space ahead of the vote 
Burma's ovtl1an authonties connnue to make scant progress toward resolvmg the cnslS m 
Rakhme State, advancing economic reforms, or ending longstanding msurgenaes by ethmc 
mmonty groups 

l\:IIDDLE EAST AND NORTH AFRICA 

Polincal turmo,I, economu: frag1/1ty, and cm/ and proxy wan are ltkely to charm:tmu tlte Middle East 
and Nllfth Afnca in the commgyear, as the region undergoes a realignment of tlte balance of reg,omd 
power, wealth and resource managetnent, and the relationships among governments, ncmstate po/1t1ca/ 
groups, and Wider populations 

Iran 

Iran's regional ambitions and 111,proved mtlttary capa!J1/1ttes almost certainly will threaten US laterests 111 

the com111gyear, dnvl!n by Tehran's perception of increasmg US, Saudi, and Israel, ltosnl1ty, as well as 
cont111u111g bordl!t' ,nsmmty, and the mfluence of ltardlmers. 

Ir.m's ObJectives m Iraq, Syna, and Yemen 

We assess that Iran will attempt to translate haJtlefle/4 gatns ,n Iraq and Syna mto long-term polrtrcal, 
secunty, soc,al, @d economu: influence while contJnumg to press Saud, Arab,a and the UAE by suppomng 
the H1ltlt,s ,n Yemen 

In Iraq, Iran-supported Popular Mob1hzat1on Comm1ttee-affil1ated Sh1a mtlttlas remain the prunary 
threat to US personnel, and we expect that threat to increase as the threat ISIS poses to the mtl1t1as 
recedes, Iraqi Government formation concludes, some Iran-backed groups call for the Umted States 
to withdraw, and tension between Iran and the United States grows We conttnue to watch for signs 
that the regime might direct its proxies and partners m Iraq to attack US interests 

Iran's efforts ti, con.,oltdate tis Influence tn Syria and arm H1rl,a/lall have prompted Israeft a,rstnltes as 
recently as Jallllary 2019 agamst lra111an pOSJtions wtthm Syria and underscore i,ur growtng concern about 
the long-term trajectory of Ira111an influence in the region and the nsk that conflict mll escalate. 

• Iran's retaliatory missile and UAV strikes on ISIS targets m Syna foltowmg the attack on an 
Iranian military parade m Ahvaz m September were most likely intended to send a message to 
potential adversanes, showing Tehran's resolve to retaltate when attacked and demonstrating 
Iran's 1mprovmg nulttary capabtl1bes and abtltty to proJect force 

• Iran connnues to pursue permanent mtl1tary bases and economic deals m Syna and probably 
wants to mamtam a network of Shia foreign fighters there despite Israeli attacks on lraman 
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pos1llons m Syria We assess that Iran seeks to avoid a maJor armed conflict with Israel 
However, Israeli stnkes that result m Iranian casuallles increase the hkehhood oflran1an 
conventmnal retabatton against Israel, Judgmg from Synan-based Iranian forces' Jinng of 
rockets mto the Golan Heights m May 2018 followmg an Israeli attack the previous month on 
Iranians at T1yas Aubase m Syna. 

In Yemen, Iran !t support to the l/JJt!tis, tttcludmg supplymg hatl,strc m,ss,les, nsks escalating the co,ifl,ct 
and poses a senous threat to US po.mus and interests In the region. Iran continues to provide support 
that enables Hutht attacks agamst shipping near the Bab el Mandeb Strait and land-based tt1rgets 
deep inside Saudi Arabia and the UAE, using balbsttc missiles and UA Vs 

Domestic Poltttcs 

Regime hardlmers wt/I be more emboldmed lo challenge rival «ntnsts f;y undermining tlmrdomesttc 
reform efforts and pt1$lm1g a more confrontational posture toward the Umted States and ,ts a/1,es Centrut 
President Hasan Ruham has garnered praise from hardliners with his more hostile posture toward 
Washmgton but wtll snll struggle to address ongomg popular discontent 

Nat10nw1de protests, mostly focused on economic gnevances, have continued to draw attennon to 
the need for ma3or economic reforms and unmet expectations for most Iraruans We expect more 
unrest m the months ahead, although the protests are likely to remam uncoordmated and lackmg 
central leadership or broad support from maJor ethnic and pohttcal groups We assess that Tehran ts 

prepared to take more aggressive secunty measures m response to renewed unrest while prefemng to 
use nonlethal force 

• Ruharu's ability to refurm the economy remams lmuted, given pervasive cotrUptton, a weak 
banking sector, and a business climate that discourages foreign mvestment and trade 

Military Modermzat1011 and Behavior 

Iran wtll amttnue to develop mtl,tary a,pabtl1ties that th1'1!11ten USforas and US all,es ,n the region. It 
also may ,m:rease harassment of US and al/1ed tl'flrsh1ps and mm:hant W!!SSels ttt the Persian Gtllf, Strait of 
Hormuz, and Gulf of Oman. 

• Iran continues to develop, improve, and field a range of military capab1bttes that enable 1t to 
ttlrget US and alhed military assets m the region and disrupt traffic through the Strait of 
Hormuz These systems mclude balllsuc mtsSdes, unmanned explosive boats, naval mmes, 
submannes and advanced torpedoes, anned and attack UAVs, annslup and land-attack cnuse 
m1ss!les, anuslup balltstlc rrussdes, and air defenses Iran has the largest balhsnc missile force m 
the Middle East and can stnke targets as far as 2,000 kilometers from Iran's borders Russia's 
delivery of the SA-20c SAM system m 2016 provided Iran wtth its most advanced long-range 
air defense system Iran 1s also domesncally produong medium-range SAM systems and 
developmg a long-range SAM 

• In September 2018, Iran struck Kurdish groups tn Iraq and ISIS m Syna W1tb balltsttc m1ss1les 
m response to attacks ms1de Iran, demonstrattng the mcreasmg precision oflran's nnssdes, as 
well as Iran's abtl1ty to use UAVs m conJunctton wnh balbsnc missiles 
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• We assess that unprofess10nal interactions conducted by the Iraman Islamic Revolutionary 
Guards Corps (IRGC) Navy against US ships m the Peman Gulf, wluch have been less 
frequent dunng the past year, could resume should Iran seek to proJect an image of strength m 
response to US pressure Most IRGC mteracttons with US ships are professional, but m recent 
years the IRGC Navy has challenged US ships m the Persian Gulf and flown UA Vs close to US 
aircraft earners dunng flight operations Moreover, Iranian leaders since July have threatened 
to close the Strait ofHonnuz m response to US sanctions targetlng Iraman oil exports 

Saudi Arabia 
Saudi Crown Prince Muhammad bm Salman continues to control the key levers of power m Saudi 
Arabia, but hts simultaneous push for economic and social refonn creates potential flashpoints for 
mtemal opposition Saudt public support for the royal famtly appears to remam high, even m the 
wake of the murder ofJoumaI1st Jamal Khashogg,. Moreover, we assess that the Saud! Government 
remams well posmoned to sulie small-scale protests and d1Scontent, 1t has preemptively arrested or 
forctbly detamed clencs, busmess leaders, and ovtl sOCtety aet1v1Sts who could be nodes for 
dlSCOntent 

The Kingdom will seek to make progress on its V1Ston 2030 plan of structural reforms, spearheaded 
by Crown Ponce Muhammad bm Salman and aimed at reducmg dependence on 01I revenues The 
plan's uunatives include reducmg subs1d1es, budding a robust pnvate sector, and msntutmg taxes, all 
of which upend the longstandmg sooal contract. Some of these reforms have aggravated segments 
of the Saudi pubbc, mcludmg government workers reltgious conservatives 

Iraq 

Iraq rsfaang an mcret1S1ngly d,sendzanted publu:. Tiu: undtrlymgpoltttcal and economic factors that 
fac,l1tated the nse of ISIS pe,s,st, and Iraq, Sh,a n11l1ttas• attempts to furtlter entrench tltezr role In tlte 
state incrl!(ISt: the threat to US personnel. 

• The Iraqi Government will confront a high level of soaetal discontent, msntutional weakness, 
and deep-seated d1V1s1ons, as well as protests over a lack of services, high unemployment, and 
pobt1cal co1TUpt1on Baghdad lacks the resources or mstttut1onal capacity to address 
longstandmg economic development and baste servtces challenges, and 1t faces reconstruction 
costs m the aftermath of the counter.ISIS campaign, estimated by the World Bank at $88 
blllton Iraq's Kurdistan region IS still dealmg with pohucal discontent over economic and 
temtonal losses to Baghdad last year 

• ISIS remains a terronst and msurgent threat and will seek to exploit Sunm gnevances with 
Baghdad and societal mstab1hty to eventually regam Iraqi temtory agamst Iraqi security forces 
that are stretched thm 
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Iraqi Sh1a militants conducted several attacks agamst US d1plomauc fac1utles m Iraq m September 
and December 2018, Militias-some ofwhtch are also part of the Iraqi Government Popular 
Moblbzatton Committee-plan to use newfound pohttcal power gamed through positions m the 
new government to reduce or remove the US military presence while competmg With the Iraqi 
secunty furces for state resources 

Syna 
As tlte Syrum regnne C01tSiJlidates cottJrol, the t:Olln/ry is /1/zely 11' experience continued violence. We expect 
the reg11ne to focus on talung colftrol of Ike nmalmng rebel-held terrin,ry and reestabllslung control of 
eastern Syrw, consolidating gams, rebuildsng regime-lO)'al areas, and ,ncreas,ng ,ts d,plomatk ties 
through 2019 wlnle seeking ID al!Oid conflit:ls with Israel and Turkey. Russia and Iran probably will 
attempt 11' farther entrenr:h themselves m Syna 

• The regime's momentum, combined with continued support from Russia and Iran, almost 
certamly has given Synan President Bashar al-Asad httle mcenttve to make anything more than 
token concessions to the oppos1tton or to adhere to UN resolutions on consnnmonal changes 
!hat Asad perceives would hurt his regime 

• Opposinon groups, which rely on Turkey for conttnued support, probably are not capable of 
repelling a regime m1htary operation to retake ldhb Province but may retam enough resources 
to foment a low-level insurgency m areas the regime recaptures m the commg year 

• The regime probably will focus mcreasmgly on reasserting control over Kurdish-held areas 
Damascus probably will seek to exploit any seamty vacuum and Turlash pressure on the Kurds 
m order to stoke a favorable deal with the Kurds while also seeking to ltnnt Turkey's presence 
and mfluence m Syna and reclaim temtory m northwestern Syna held by Turkey 

• The regime tS unlikely to 1mmed1ately focus on cleanng ISIS from remote areas that do not 
threaten key military, economic, and transportation infrastructure, Judging from previous 
regime counter-ISIS efforts 

• Damage to the Synan economy and tts infrastructure has reached almost $400 btllton, 
according to UN esnmates, and reconstructon could take at least a decade to complete The 
effects of the Synan c1vd war will connnue to be felt by its neighbors, with approximately 5 6 
muhon Synan refugees registered m neighbonng countries as of October 2018 Russia and Iran 
wlll try to secure nghts to postwar contracts to rebuild Syna's battered mfrastructure and 
mdustry m exchange for sustained m1lttary and economic support 
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Yemen 

The Huth, movement m Yemen and the Saudi-led coal,tron, which supports tlze Ye111ett1 Government, 
mnam far apart m 11egohatmg an end to the conflu:t, and neither stde seems prtparedfor the kind of 
compromise needed to end the fightmg, suggesting the humamtanan crms wtll contmue The coahuon, 
buoyed by military gams m the past year, seems fixed on a Huth1 Withdrawal from Sanaa and 
s1gmficant Huth1 disarmament These terms remam unacceptable to the Huth1s, who believe they 
can use external attacks to threaten Saudi Arabia and the UAE, undercut Saudi and UAE pub!Jc 
support for the conflict, and draw mtemanonal condemnation of the coa!i11on's mterventlon m 
Yemen 
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• The humarutanan impacts of the conflict m Yemen-mcludmg, famme, disease, and mtemal 
d1Splacemenr-will be acute m 2019 and could easily worsen 1fthe coaht10n cuts key supply 
Imes to Sanaa The fighting has left more than 22 million people, or approximately 75 percent 
of the poputanon, m need of asststance, with millions of people at severe nsk of famme by the 
UN defimt10n-numbers that are hkely to nse quickly tf disruptions to aid access continue 

Yemen Humanitarian Figures as or 3 Decem~r 2018 

181Ct0043S-O 

Libya 

Libya is pozsed to rematn unstable tnto 2019, w,th poor prospeds for recont:t/umon between compehng 
foctwns and ongomg threats from ISIS-Libya. Militias ahgned with Libya's key pohacal factions fight 
mtermittently for influence and control of resources, resultmg m a h1gh-nsk secunty envl.l'Onment 
that threatens both nval governments and Western mterests The UN-backed, Tnpoh-based 
Government ofNanonal Accord (GNA) and eastern-based House ofRepresentatives (House} 
remain unable to agree on key posts and government structure ISIS-L1bya's capabthttes have been 
degraded, but 1t lS sttll capable of conductmg attacks on local and Western targets m Libya and 
possibly elsewhere m the reg10n 
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SOUTBASIA 

The dudlenges facmg South Asian states wrll grow ,n 2019 hmzuse of Afglumrstan's pres:denJlal el«bon ,n 

mid-July and tlu! Tal,han's /argt•scale attacks, Palustan's recalc,tranct in dealing with militant groups, 

and Indian electtons tllllt nsk communal l1Wfmc:e 

Afghanistan Stalemate 

We assess that nntlter the Afghan Govemmmt nor the Taliban will be able to gain a strategic m,Htary 

advantage m tlu! Afghan war ,n the coming year ,f C(l(lfttion support mtlflms at current levels, Afghan 

forces generally have secured CJtles and other government strongholds, but the Tahban has mcreased 

large-scale attacks, and Afghan secunty suffers from a large number of rorces being tled down m 

defensive m1ss1ons, mob1hty shortfalls, and a lack ofrehable forces to hold recaptured temtory 

Pakistan Recalcitrance 
Mif,tant gl'Ollps supported by P'1ktstan will CD11tin11e to take advantage of tftttr safe haven ,n Palas tan to 

pl,m and conduct attacks in Indus and Afghanistan, tttclmltng against US mtertsl:i Islamabad's narrow 

approach to counterterronsm cooperatJon-usmg some groups as pohcy tools and conftontmg only 

the militant groups that directly threaten Paktstan-almost certainly wdl frustrate US 
counterterronsm efforts agamst the Taliban 

Indian mecuons and Etluuc Tensions 

Parltammtary elections in India increase the pDS$1b1l1ty of communal vio/ma if lndum Prilttlf Mtttister 

Narendra Mmlt's Bharat/ya Janata Party (BJP) stmses 1/Jttdll nationalist themes BJP poltetes dunng 

Mod1's first term have deepened communal tensmns m some BJP-govemed states, and Hmdu 

nallonahst state leaders nught view a Hmdu-nauonahst campaign as a signal to mCite low-level 

violence to animate their supporters Increasmg communal clashes could ahenate Indian Muslims 

and allow Islamtst terronst groups m India to expand their influence 

lndia-Palastan Tensions 

We Jtu/ge that aass-bonltr terronsm,firing across the Line a/Control (LaC), d1mive 1U1ti01flJI eftmons ,n 

India, and Tsllllttilbad's puaptJon of ,ts posmon w,th the Un,ted States relanve to India w,ll amtnhute to 

strained lndta-Pakistan relations at least through May 2019, the deadlme for the Indian elemon, and 
prohably beyond. Despne l!m1ted confidence-butldmg measures-such as both countnes 
recommitting m May 2018 to the 2003 cease-fire along the dtSputed Kashmir border-continued 

terronst attacks and cross-border finng m Kashmir have hardened each countty's pos1t1on and 

reduced their pobttcal will to seek rapprochement Poltt1cal maneuvering resultmg from the Indian 

national elections probably will further constram near-term opportumt1es for 1mprovmg ties 

India-China Tensrons 

We expect relatu,ns bl!IWttn India and Cftma to rematn tense, despite efforts on both sides ta manage 

tensions s/ffQ! the border standoff in 2017, efevabng the risk of unmtmt11mal m:alatwn. Chtnese 
President X1 Jinpmg and Indian Pnme M1ruster Narendra Modt held an informal summit m Apnl 
2018 to defuse tension and normalize relanons, but they dtd not address border issues 
MISpercepaons of nuhtary movements or construction might result m tensions escalating into armed 
conflict 
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RUSSIA AND EURASIA 

RUSSl{llt Prestdent Vladimir Puttn ltas the roofs to navigate d,allenges to ltts rule, and lte ts l1kely to sustain 
an assemve, opportumstt1:foreign pof1cy to advance Russta'-s mterests beyond 1ts borders anti contest US 
injhlence 

Russia's Domestic Poltttcs 

Tlte Russian economy's slow growth and most Russlaus' dssappnwal ef g(}l'emment ojJic,als' performance 
wtll foster a ,nore cliallengmg pol1ttcal envtrolWfentfor the Kremlin, altltouglt sts centralized power 
strurture anti the resonance of antt-Amencan themes will buoy Putm, sustammg ms pusltfor mternaMnal 
stature anti cltallengmg US global leadership. 

We assess that slow growth and depressed 
wages are eroding the higher 11Vlng standards 
that many Russians once saw as Putin's 
greatest accomphshment, and corruption 1s a 
maJor ISsue that Punn cannot attack because 
hIS pohttcal system rests on 1t Followmg hts 
support for an unpopular pension reform m 

Russian Economic Performance 
ffighly Dependent on Oil Prices 

2018, Puttn's public approval fell to levels not «> 

seen smce before RusSta's illegal annexanon of ~ 
Cnmea m 2014 Nevertheless, the Krem!m 
can rely on its traditional lllStruments of 
persuasion to navigate challenges to Putm's 
control-mcludmg the media and the 
d1Stnbutton of financial benefits-and 1t can 
tum to its secunty services to impede protests, 
crack down on the oppos1t1on, and mtnmdate 
ehtes 

:l.810-004$>11 

Although we Judge that Putin and other ehtes would hke to see cooperation with the United States 
where US and Russian mterests overlap, they Yiew pubhcly blammg the United States for mtemal 
challenges as good pohttcs Moscow beheves 1t can weather the impact of sanctmns, and we expect 
Putin to remam active on the mtemattonal stage because the pubhc narrative that he has restored 
Russia's great-power status rema:ms a ptllar ofh1s domestic support 
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Global Ambitions 

Russm's ~orts to expand tis global military, 
commercial, and energy footpnnt and build 
partnerships wtth US allt£S and adversanes 
alike are likely ta pose increasing challenges. 
Moscowwtll wnttnue to empltasm Its strategtc 
relattonslttp wtth Bei}lng, while also pursuing a 
higher profile sn the Middle East, Southeast 
Asta, Afrtca, and Lahn Atllfflca. 

We assess that Moscow will continue 
pursuing a range of obJectJ.ves to expand its 
reach, mcludmg underm1mng the US-led 
hberal international order, dlVldmg Western 
pohti.cal and secunty msti.tuttons, 
demonstrati.ng Russia's ability to shape 
global 1SSues, and bolstenng Putin's 
domestic legitunacy Russia seeks to 
cap1tahze on percept10ns ofUS 
retrenchment and power vacuums, which 1t 
views the United States is unwdlmg or 
unable to fill, by pursuing relatively low-cost 
opnons, mcludmg influence campaigns, 
cyber tools, and l1m1ted m1htary 
mtervennons 
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Putin's Popularity Slides Following Short, 
Victorious Wars and Reelection 

i.\fI LESTON ES 

© 2008• End of'SCCOnd term, vic!Ol'y in Georgia war 

@ 2012: Returns to presidency 

@ .2014: illegally SCIZCS Cnmea 

@ 2018: Reelected, enacts pension reforms 

1810-00436.C 

• We assess that Moscow has heightened confidence, based on its success m helpmg restore 
the Asad regime's temtonal control m Syria, but translating what have largely been military 
wms mto a workable settlement m Syria will be one ofMoscow's key challenges m the years 
ahead 

• Russia seeks to boost its military presence and polttlcal mtluence tn the Mediterranean and 
Red Seas, mcrease its arms sales, expand mformat1on operations m Europe, and mediate 
conflicts, mcludmg engagmg m the Middle East Peace Process and AfghanIStan 
reconciliation 

Military Capabilities 

Moscow vtews mtlttary fon:e as key to safeguardtng ,ts vital interests and supporting ttsforetgn polu::y; tt tS 

becoming more modernized and capable across all military domains and mamtmns tfte world's largest 
operat,oual nuclear stockpde. 

• After decades ofmcreased spending to support modermzanon, Russia's defense budget ts 
decreasing to about 3 8 percent of GDP m 2019, from a peak of about 5 4percentm2016 
Because of momentum m military acqws1t1ons, we Judge that the budget IS normahzmg to pre­
peak spendmg levels 
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• 1n 2019, we assess that Russia will continue to modernize the entire m1btary but particularly 
will make progress in its atr defense, submanne, and electronic warfare capabilities 

Russia and Its Neighbors 

Tlie Kremlin will seek to maintain aml, where posstl,fe, expand ,ts influence throughout the former Soviet 
Unum rounJries, whu:h tt asserts are Wllhm rts sphere af 1njluence. 

We assess that a ma;or offensive by either Ukraine or Russian proxy forces 1s operationally feasible 
but unltkely m 2019. unless one side perceives the other ts senously challenging the status quo 
BIiateral tensions will continue to nse m the Black and Azov Seas as each side asserts its sovereignty 
and naval capabt11nes Russia Wlll connnue tts m1lttary, pohtical, and economic destabtl1zat1on 
campaign against Ukrame to try to stymie Ky1v's efforts to mtegrate with the EU and strengthen ttes 
to NATO Russta's mtercepnon ofUkramllln ships m the Kerch Strait and detention of the ships' 
sailors m November 2018 demonstrates Russ1a:s w1llmgness to bmit Ukramian freedom of 
naV@ltlOn m the area and exert polmcal pressure on the country's leadership, parttcularly m 
advance of Ukraine's electtons this year 

• Ukrame will hold a pres1denttal electton m March 2019 and leg1slat1ve electtons m the fall The 
large field of prestdennal candidates, high levels of distrust m poht1cal elites, and lack of a clear 
frontrunner may provtde Ukram1an President Petro Poroshenko's nvals, as well as lesser 
known candidates and political newcomers, an opportunity to appeal 10 the largely undeoded 
Ukram1an electorate 

• RusSta ts talung steps to influence these elecuons, applying a range of tools to exert mtluence 
and exploit Kyiv's fragile economy. widespread corruption, cyber vulnerabtltttes, and public 
discontent m hopes of ousung Poroshenko and brmging to power a less ant1-Russ1a parhament 

The rulmg coalltton of Moldova, Ukarame's neighbor, JS focused on mamtammg power m the 
legislative electton planned for February 20 l9 and probably will seek to bm1t Russian influence and 
preserve a veneer of commitment to EU mtegratton 

Tension between Armenta and AzerbruJan over the Nagomo-Karabakh region remains a potential 
source for a. large-scale m1lttary conflict that nught draw m Russia 

RuSSia Wtll continue pressing Central Asia's leaders to support Russian-led economic and secunty 
m1tiat1ves and reduce engagement with Washington At the same llme, Chma probably wtll 
conttnue to expand its outreach to Central Asia, largely to promote economic m1tlattves because of 
Beijing's concern that reg10nal mstabihty could undermine Chma 's economic mterests and create a 
penrusstve enwonment for extrerrusts Uzbekistan's pol!t1cat opening under PreS1dent Shavkat 
M1myoyev wtll improve prospects for mtraregional cooperauon, but poor governance and 
vulnerable economics wlll raise the nsk of rad1calizat1on 

EUROPE 

Tlte Unrted Kingdom's sdleduled exit from tlze EU on 29 March 2019, European Parltament efectwns in 

late May, and the subsequent tllmowr in EU tttSl1tul:101tal kadmhip w,// l1m1t the alnl1ty of EU and 
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natwnal leaders to contend w1tl1 mcreased Russian and Chmese efforts to d1v1de them from one another and 
from the Umted States 

• If the United Kmgdom's ent from the EU takes place as scheduled, 1t would remove one of the 
mstltutlon's key voices for strong sanetlons policy toward Russ1a and market liberalism, as well 
as one of its most capable foreign and secunty policy actors 

• Russia and Chma are hkely to mtenstfy efforts to bmld influence m Europe at the expense of 
US mterests, benefitmg from the econmmc frag1hty of some countnes, transatlantic 
disagreements, and a probable strong showmg by ann-establtshment parties m the European 
Parbament elections m late May 2019 Some member states favor a softenmg ofRussian 
sancttons and probably will resist efforts to flghten investment screening 

Turkey 

Turkey's regional am!ntions, a tT,strust of the Umted 
States, and the growing autltontanamsm of 
Turkey's leaders are compl1catrng bilateral relations 
and makmg Ankara more wtllmg to dtallenge US 
regional goals, Turkey will continue to view as 
ex1stent1al threats the Kurdistan Workers' Party 
(PKK), mcludmg 1ts People's Protection Umts 
(YPG} nnhtta m Syoa, and the movement led by 
Fethullah Gulen (USPER), a former AKP ally 
who Turkish leaders claun 1s responsible for the 
fatledcoup of2016 

Balkans 

The Western Balkans almost certamly will 
remam at some nsk oflow-Jevel vtolence and 
possibly open nul1tary conflict throughout 2019 
Russia will seek to exploit ethnic tensions and 
high levels of corruption to hmder the ability of 

Key Events in Europe During 2019 
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countries m thts region to move toward the BU and NATO 

AFRICA 

Severa{ countries and regions m Sub-Saharan Afr,ca IU'e likely ta face s,gtttficant security, 
countertemmsm, democrattzahon, eco111Jmtc, and human,tanan challenges, Reamt polthcal unrest zn 
countries such as Ztmbabwe and Sudan highlight the ongoing challengesfocmg many governments across 
the conhnmt. Afncan countnes' 011/reach and cooperahon mth mernal actors-such as Ch11ta and 
RUSS1a--wdl increase th,s year. 

The Sahel 

Countnes m the Sahel-pamcu/arly Chad, Burkina Faso, Malt, Mauntmua, a11d Niger-olnwst certamly 
will be vulnerable to an mcrease tn terronst attacks 111 2019 as they struggle to contain terronst groups and 
improve govemance and security AI-Qa 'tda-afflhated Jama'at Nusrat al-Islam wal-Musltmm {JNIM} 
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and its extremist alhes present a growmg threat, with attacks increasing dunng the past year 
lmplementabon ofMah's peace accord-an essential step for extending governance mto terronst 
safe havens m northern and central Mah-probably will be difficult because remllJmng steps are 
pobtlcally and financially sensitive 

N'igma 

Nigeria, 4fnca's most populous country am/ tie largest ea,nomy, probably will.face a contmllous 
pres,ilmt111I elernon ,n Februazy 2019 anil sustamed attacks from Boko Haram anil ISIS. West Afar:a 
(ISIS. WA), AbuJa IS also facing contlnued vrolence m the pohncally sens1t1ve Middle Belt region 

Sudan and South Sudan 

Yiolem:e and the humanstanan msis m South Sudan are likely to perstst thts year, wh,k Stu:U1n probably 
llftlnls to improve relahons wtth tl,e Umud $t(ltes but w,// Q111bnue reachmg out to otherpartnm to l,OQSt 
its ewnomy. In South Sudan, the peace agreement signed between the government and opposinon 
groups m September 2017 faces delays and tmplementauon d1fficult1es Acute food msecunty and 
constraints on aid access-resulting from poor infrastructure, seasonal rams, active hosnbttes, and 
government- and oppos1bon-1mposed 1mped1ments-are hkely to contnbute to an ongoing 
humamtanan cnsts Meanwhile, Khartoum, despite facing antlgovemment protests over 1ts poor 
economic situation, tS committed to pursuing efforts to improve 1ts rclationshtp with the United 
States and wants to be removed from the US State Sponsors ofTerroosm List Sudan also wtll 
strengthen Iles to other partners-includmg Russia and Turkey-in an effort to diversify 1ts 
partnerslups and improve its economic s1tuallon 

HomofAfhca 

The states of East A.fa.a will confront 1'nternal tenswn and a continumg threat from al-Sl,al,a(lh1 despite 
improved mterguvemmental relahons anil Ethiopian-Eritrean rapprochement. Ehte competition, 
com.tpnon, and poor coordmatton among security services m Somaba will hamper efforts to tamp 
down VIOience The Alhcan Union Mtss1on in Somalia (AMISOM) is unhkely to engage 1n 
aggressive offensive operattons against al-Shabaab m advance of the m1Ss1on's scheduled withdrawal 
from Somalia by 202 l Ethiopia and Entrea will struggle to balance pohncal control with demands 
for reform from domestic constttuenoes 

Central Afhca 

Pol1t1cal unrest across Central Africa ts /Jkely to pm,st through 2019, compounding ltumamtamm 
challenges and annt!ll conjlra. The Democranc Republic of the Congo (DRC) 1s recovenng from its 
contennous pres1dent1al electton m December 2018, as well as dealing with an ongoing Ebola 
outbreak and internal displacement cns1s Meanwhile, violence among armed groups m several 
regions of the DRC threatens regional and national stab1bty, and VIOience in eastern DRC impedes 
efforts to respond to the Ebola outbreak The Central Afhcan Republic (CAR) lS struggling to make 
progress toward a peace agreement between the government and multiple armed groups 

THE WESTERN HEMISPHERE 

Flagg111g etotl0tll1es, migration ftc,ws, corruptton, narcotics trajfick1ng, and ann-US ®tocrats WJ1l present 
contmumg dtallmges to US lntemtY, as US adversanes and stratq,ic competitors seekgremer mjluenr:e tn 
the reg,on. The hem1Sphere will see several presidential eleet1ons this year, mcludmg in Argentina, 
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BohV1a, El Salvador, Guatemala, Panama, and Uruguay, prov1dmgopportumt1es for outside 
candidates to exploit pubhc frustration with stagnant economic growth, high cnme, and co!'11lptlon 
China and Russia wtll pursue efforts to gain economic and secunty mtluence m the regwn. 

MeXtco 
Newly inaugurated Mextean Prestde,1t Andres Manuel Lopez Obrador almon certainly will focus un 
meeting steep publzc ex:pectattonsfor ,mprovements on anttcomtptton and secu.rity following hrs lattdshde 
electoral vu:tory in July. He 1s hkely to pursue mostly pracucal approaches to US cooperation that 
complement his ambitious domestic agenda Lopez Obrador has promised to reduce violence, m 
part by addressmg soC1oeconom1c causes, but he has publtc:ly conceded that Mexico's military must 
keep up its publtc secunty role m the near term, despite his mrttal preference to end 1t Lopez 
Obrador has supported the US-Mexico-Canada Agreement (USMCA) trade deal, probably hoping 
to reduce trade-related uncertainty, allowing him to focus on his domesoc economic agenda 
However, MeXtco's $1 15 tnlbon economy remams vulnerable to investor uncertainty that could 
weaken the export sector and slow economic growth, which was Just 2 percent m 2017 Declining 
otl revenue will bm1t the Mexican Government's abthty to fund Lopez Obrador's amb1t1ous social 
programs and mfrastructure proJectS 

Central Amenta 

We llSSt'SS that high cnme rates and weak Job marktls will spur add1t1onal US-homul nugrantsfrom the 
Northern Tnangle-Ef Salvador, Guatemala, and Honduras-t11h1le a pol1ttcal crackdown in Ntt:aragua 
duns lhllt coutttry's already bleak economic aJJtlook. Dhc1t m1grat1on northward from the regmn shows 
no signs ofabating, despite increased messaging by governments to dissuade potential tlllgrants and 
stepped-up mmugratlon enforcement by Mexico Many m1grants apparently perceive that travelmg 
m caravans on the Journey north affords a certain level of secunty, and the dectsmn to do so appears 
to result from a combmatton of md!V!dual mottvanon, encouragement from social media postmgs, 
and pohttcally motivated efforts by some md1v1duals and orgamzanons 

• Nicaraguan President Daniel Ortega's refusal to heed calls for negottation amid lus pohttcal 
crackdown, which has left more than 300 people dead and cont:nbuted to allegations of human 
nghts abuses, threatens to deepen a recession m one of the regi.on's weakest economies 
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Venezuela 
:Estimated Venezuelan Migrants Altlt1n1gh the regime ofN:colas Maduro mil 

contmue to try to maintain power, he ,s foctng 
pernstentoppos1tton. Falhng oil productmn, 
economic mismanagement, and legal challenges 
ahnost certamly w1U compound the worsemng 
economtc pressure on the country L1vmg 
standards have collapsed, and hypennflation and 
shortages m baste goods have gripped the 
country Smee 2014, the UN International 
Orgaruzatton for Migration estimates that 2-3 
mtllton Venezuelans have left the country 
Maduro contmues to crack down on the pobttcal 
and nnhtary oppos1t1on after a fa.lied 
assassma.tlon attempt agamst lum m August 
2018 and dmupted coup plots m the past 12 
months, but the opposition has shown res11tence, 
as md1cated by its challenge to Maduro's rule 
emergmg m late January 2019 

and Asylum Seekers by Country (2015-18) 

Redpknt N,ttion, Yt'nt•:tucl,rn Mip:r,tt\ls 

Colombia 1,000,000 

Chile 85,000-300,000 

Panama 21,000-88,000 

Argentina 70,000 

":q_omnu&lu.l\ql~~\ \ ~ t. ,,\ ~~ 20l~Jlpti " "~~ 

Trinidad and Tobago 40,000 

Costa Rica 9,000-23,000 

Aruba 
Colombia. 

10,000-20,000 

Colombian Presulent Ivan Duquefoces a fraymg Uruguay 8,500 
peace accor,/ with the fonner Revolutiona,y Armed , , 
Forceso/Colombia(FARC)wl11feh1nsworkmgto llol~; ,:,,.,, ',, ,:,,"'''-,._-a,~:.7,nvo, ~ '\ 
stem v,.olence in Colombia's rural departments, Curacao s,ooo 
carry out h,.s coca erad1c:atwn ambtttons, and J.810 004a11-u 
manage growmg tensions with Caracas Duque has 
ordered mcreased secunty operations to curb common cnme, threats from Colombta's msurgent and 
cnmmal groups, and address coca cultivation and trafficking Coca culnvanon m Colombia was at a 
record 209,000 hectares m 2017, and crop substltuaon and eradtcatton programs face coordmation 
challenges and local resistance 

Cuba 
Cuban Prestdettt Miguel Diaz.Canel mil aahere to former Pm/dent Raul Castro's bluepnnt for 
znstituttonalmng one.party rule and sot:ta/,sm m Cuba through constttutional reforms Diaz-Canel bas 
acknowledged that Raul Castro, who stlll commands the rulmg Commumst Party, remams the 
dommant voice on pubhc policy 
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Charrman BURR Director Coats, thank you for that very thor­
ough testimony Every year this hearmg has geographically m­
creased, and I thmk this year you have left no region of the world 
untouched W1th the concern that we might have. And this year es­
pecially, the threat landscape contmues to mcrease from a stand­
pomt of the tools used. I'm sure that much of that will be the sub­
Ject of questions, both this mornmg and this afternoon 

I want to acknowledge that we have a d1stmgu1shed group Jorn­
mg us this mornmg from Austria, who represent their government 
I'm not gomg to ask them to stand or anythmg, not to d1stmgu1sh 
them out of the group, but we're dehghted to have them with us­
bemg part of the Umted States Senate today. 

I want to notice members that you will be recogmzed by seruority 
for five mmutes. We mtend to do one round, and I would say sorry 
to Senator Sasse and Senator Bennet because they will be last, and 
had they been here on time, they would have heard the great com­
ments that I made about their addition to the Committee 

[Laughter] 
Vice Chairman WARNER. Of course, they still would have been 

last on questionmg 
[Laughter] 
Chairman BURR. With that the Chair would recogmze himself for 

five mmutes 
General Nakasone, this 1s probably directed at you. Th1s Com­

nnttee requested mdependent third-party researchers to produce 
two reports that comprehenSively detail the leveraging of U.S. so­
cial media compames by Russia with based actors to conduct a 
d1smformation and mfluence campaign m the 2016 election. With­
out speakmg to sources and methods under your current authori­
ties, would the IC be able to conduct the same analysis and 
produce comparable firushed mtelhgence? 

General NAKASONE Mr. Chairman, thank you very much for the 
question, and thank you for your recogmt10n of Chief Petty Officer 
Kent. 

In terms of the work that was done by the two organ1zat10ns that 
the Senate Select Committee on Intelligence had asked, they 
looked at an mternal study with a number of social media groups, 
which 1s somethmg, as you know, 1s outside our authorities, but 
was very, very effective for us As we prepared for the 2018 mid­
term, we took a very, very close look at the mformation that was 
provided there We understood our adversary very well, and we un­
derstood where their vulnerab1hties also he. 

Chairman BURR Good This to Director Wray and to yourself, 
General Nakasone 1s 1t the IC's assessment that this country's ad­
versaries contmue to use U S social media platforms as a vehicle 
for weapomzmg disinformation and spreadmg foreign mfluence m 
the Umted States? 

Director Wray 
Director WRAY Yes, that's certainly the FBI's assessment, not 

only did the Russians contmue to do it m 2018, but we've seen md1-
cat10n that they're contmumg to adapt their model and that other 
countries are takmg a very mterested eye m that approach 

Chairman BURR General N alrnsone 
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General NAKASONE It 1s certamly NSA's assessment as well, Mr 
Chairman 

Chairman BURR An area of mcreasmg concern for this Com­
nnttee 1s how the product10n, storage, and usage of data is a na­
tional security issue In 2013, IBM estimated that we were pro­
ducrng 2 5 bilhon GB of data every day And that data growth has 
not been lrnear IBM simtlarly reported that 90 percent of the 
world's data had been created m the last two years That data is 
now bemg aggregated, curated, and trafficked to enable and en­
hance data-hungry artificial mtelhgence algonthms How much of 
a concern should we have about protectmg data from foreign adver­
sanes? I'll probably turn 1t to Director Wray and General Nakasone 
on this agam 

Director WRAY Well, I thmk it's a great concern Certamly we 
see strong mterest from a computer mtrus1on drmens10n, both from 
nation states, but also from cnmmal hackers, and mcreasmgly the 
two m a blended threat way So, we see nation states enhstmg the 
help of cnmmal hackers, wh1ch Just 1s a form of outsourcmg that 
makes 1t even more of a menace So, it's somethmg that we're ex­
tremely focused on and should be a high pnonty 

Chairman BURR General 
General NAKASONE Mr Chairman, I concur with the m1portance 

of data It's the com of the realm today If you thmk the power of 
data, not only for mformat10n that 1t can provide us, but also, as 
you mdicated, the weapomzation of 1t We see our adversanes very 
mterested m bemg able to procure data And obviously as Director 
Wray ment10ned, this 1s somethmg that we're very, very focused 
on, as well, as the National Secunty Agency 

Chairman BURR I'll throw out to whoever would hke to answer 
what applications of big data by foreign adversanes have you most 
concerned today? 

Director COATS Well, certamly Chma has the capacity and the 
resources to be able to do a lot, but that has not deterred other 
maJor nations hke Russia and others to be aggressive m domg this 
You have identified this as a s1gmficant threat We are awash m 
data We have to understand how our adversaries use that data 
agamst our mterests, and how we can prevent that from hap­
pemng, as well as use 1t for our own purposes relative to know 
what 1s gomg on around the world and what mfluence efforts are 
bemg thrown at the Umted States So that was why we hold as a 
very, very high pnonty, as you ment10ned m your openmg state­
ment, m terms of how we resource our commumty, Intelligence 
Commumty, with the kmd of tools and weapons needed to address 
this issue 

Chairman BURR Director 
Director WRAY I was Just going to add that as the challenges of 

encryption become bigger and bigger on the SIGINT side, we're 
more and more dependent on human sources, and the more big 
data can be exploited by our adversaries, the harder 1t 1s to recruit 
and retain human sources And I suspect Director Haspel may 
have a view on that, as well 

Chairman BURR Director Haspel. 
Director HASPEL I trunk Director Wray captured that exactly, 

and I would Just add from the CIA perspective that a big focus for 
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us 1s findmg out how our adversanes are usmg big data agamst 
us and sharmg that with our partners 

Chairman BURR I'm gomg to exercise the Chair for Just a second 
for one last quest10n, and this 1s your opportumty to recruit Your 
agencies do cuttmg-edge research on every technology you could 
1magme, from classic spycraft hke disgmsmg to commumcations 
technology that would blow James Bond and Q Branch away What 
pitch would you make to those m school now, or perhaps those 
workmg m tech and lookmg to serve a greater purpose, that they 
should come apply their engmeermg degrees, codmg slulls, and cre­
ativity and work m the IC? 

Director Wray 
Director WRAY. I would say there 1s nothmg more rewarding 

than protectmg the Amencan people And we've seen with some of 
our smartest high-tech folks-I can thmk of one office m particular 
where two of our brightest stars with great talent bnefly left for 
what they thought would be greener pastures m the pnvate sector, 
and I was very pleased to see them both mdependently come back 
only about eight months later when they reahzed the grass was 
browner 

General ASHLEY If I could Mr Chairman, I would have probably 
asked you to release the tape of what you Just said, m terms of 
really how mnovative and how creative and the opportumties that 
the folks m the IC get a chance to engage m, far outstnp anythmg 
that you see m a Hollywood movie And the other th.:mg I would 
add to that 1s 1magme when you get up every mornmg that your 
task, your respons1b1hty 1s to defend the hopes and dreams of 320 
m11hon Americans and that's somethmg that we relish the oppor­
tumty to do that every smgle day and people would want to Jom 
that team 

General NAKASONE Mr Chairman, our m1ss1on sells itself when 
we talk to our people I would offer as we talk to young people at 
the National Secunty Agency, I saw a big data, art1fic1al mtel­
hgence, machme learmng, cloud computmg m places hke Baghdad 
and Kabul m support of our forces long before we ever called 1t 
that That's the selling pomt that we emphasize to our people be­
cause 1f it's cuttmg-edge, we will be domg 1t at the Nat10nal Secu­
nty Agency 

Chairman BURR Robert 
D1rector CARDILLO Mr. Chairman, we are proud of our ab1hty to 

recnut some of the talent you Just described We don't do 1t often 
on fiscal terms, we do 1t on psychic terms and so serving somethmg 
greater than oneself for a cause to protect the Nation and our m­
terests 1s one that both attracts and retams the lifeblood of our 
agency, wlnch 1s our people 

Chairman BURR. Director Haspel, do you want to take a shot at 
selling somethmg that not many people know about? 

Director HASPEL Well, hke my colleagues, CIA officers come to 
Langley for the m1ss1on and they stay because of the m1ss1on and 
it's really about bemg part of somethmg that's bigger than yourself 
And m terms of advanced technologies it's a chance to be on the 
cuttmg edge and make a difference 

Chairman BURR Well, let me Just conclude by saymg the dis­
c1plmes that come out of lngher education and commumty colleges 
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today, all of those disciplmes are applicable to the agencies that sit 
before us today There should be no student that doesn't look at 
this as a way to apply what they've learned or the degree that they 
have That didn't used to be the case It was all specialized but now 
it applies to everythmg 

Director Coats 
Director COATS Well, Mr. Chairman, as somewhat of an older 

generation here who has to turn to his grandson to get the TV on 
the nght channel, I'm continually amazed-as I get around the 
country talkmg to colleges and graduates and people that are in 
these STEM positions and studying-of their incredible talent 
They brmg those kind of talents and skills to our agencies as you 
have heard And 1t 1s extremely rewarding to see the young people 
who know they could have a better financial deal, a more settled 
lifestyle, easier and so forth and so on, they want to serve this 
country and they see this as meaningful and it exceeds what finan­
cial gains they could get on the outside Plus they are able to do 
some really cool stuff in all of these agencies, which we can't talk 
about here, but it is attractive to it But their comnntment to the 
country and commitment to the rmsSion as has been demonstrated 
here is awfully rewarding when you go out and see what these 
young people have and what they are wtlling to do for their coun­
try 

Chairman BURR I thfillk all of you 
Vice Chairman 
Vice Chairman WARNER Well, thank you, Mr Chairman 
And I agree that the people who work with all of you are extraor­

dmanly special Americans, and the m1ss1on 1s critically important. 
I would personally add one other rt.em. that :rf they work for the 
Umted States Government they actually ought to be paid on trme 
And I question-I have seen the number of Federal employees who 
worked five weeks plus without pay I'm not sure many folks m the 
private sector would show up five weeks plus without pay on an 
ongomg basis. And while I'm appreciative of the fact that particu­
larly the FBI, that your agents will be reimbursed, I do worry, the 
FBI has a number of contractors Under our current settmg, they 
will come out of this five week plus, 35-day shutdown with nothing 
to show. 

And 1f we cannot guarantee that people that work for the Umted 
States Government are gomg to be not used as hostages for either 
side of the pohtical debate, then I thmk our ab1hty to recrmt and 
retam will go down dramatically. I don't ki1ow :rf Director Wray, if 
you want to make any comments on that or maybe Just punt But 
it is somethmg I saw FBI agents, I saw Homeland Secunty agents, 
I saw air traffic controllers working double shifts and then gomg 
and dnvmg an Uber. I'm not sure I want somebody showmg up 
mamtaimng the safety of our rurways with four hours of sleep But 
I'd be happy to take your comment there 

Director WRAY Mr Vice Chairman, needless to say we are still 
assessmg the overall operat10nal impact of the shutdown, but 
what's qmte clear 1s that it was mcred1bly negative and pamful for 
the 37,000 men and women of the FBI and their fam1hes But I 
will also say that I could not be more proud of their profess1onahsm 



20135

936 

57 

and their dedication to not let balls drop but to keep chargmg 
ahead across all of our various program areas durmg that time 

Certa:mly, when you talk about contractors, we are very depend­
ent, Just hke every government agency, on contractors for a whole 
range of services and you know we would want to make sure that 
that aspect of our operations doesn't get disrupted 

Vice Chamnan WARNER And my hope would be that folks from 
both sides of the aisle will look at how we nnght make sure-par­
ticularly some of those low-priced contractors often times the folks 
who clean the bathrooms or serve the food-don't have to come out 
of this 35-day shutdown with absolutely no compensation at all 

Let me start my first question Director Wray and Director Coats. 
The Chairman has alluded to it, we've all talked about it this 
emergmg challenge around social media, particularly the fact­
whether it's Russians or other foreign entities-that try to mas­
querade as Americans. They bmld large follow:mgs, they create fake 
accounts I thmk this problem 1s gomg to get exponentially harder 
as we move mto deepfake technology. A lot of policy 1mphcations 

How do we sort through that? How do we, gomg forward, work 
with our social media company partners to put Amencans on alert 
about the volume of foreign-based activity, bots, and others who are 
masquerad:mg as Americans so they are not able to further mamp­
ulate not Just our election process but actually to bmld social divi­
sions? 

Director WRAY Well Mr Vice Chairman, this 1s a particularly 
vexmg and challeng:mg problem I think it's go:mg to reqmre a ho­
listic response, certamly at the FBI through the Foreign Influence 
Task Force and all of our field offices We are trymg to work much 
more closely not Just with our Intelligence Commumty partners, es­
pecially General Nakasone and the NSA, but also as you say with 
the private sector. 

And I will say that one of the bright spots between 2016 and 
2018 1s how much more cooperatively we are workmg with the so­
cial media compames, because there's an awful lot that really has 
to be done by them :m this space. And there were a number of suc­
cess stones only some of which we could really ever share where 
the social media companies, based on tips that we provided, were 
able to take action much more effectively, much more qmckly to 
block and prevent some of the mformation warfare that the Rus­
sians were engaged m And I thmk we are gomg to need to see 
more and more of that But now that we've got some momentum, 
we are look:mg forward to growmg that partnership 

Vice Chairman WARNER. And I thmk you would agree some com­
pames have done well, some have not done as well I think we are 
gomg to need to contmue to explore this and Just basic notional 
ideas of-where I think we don't get mto First Amendment chal­
lenges-where Americans ought to have the right to know whether 
they are bemg communicated with by a machme or a bot versus 
an actual human bemg And some of the research done by some of 
the folks we looked at, m a way, 1t may be a little more positive, 
1t says that the vast volume of traffic on the far left and the far 
right m terms of pohtical discourse in social media 1s actually not 
Americans but foreign-based bots There may not be as many 
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crazies out there as it seems Ed1tor1al comment. But I do thmk 
we've sttll got a long way to go Thank you, Mr Chairman 

Director COATS Mr Chairman, 1f I could Just add one thmg to 
support Director Wray's remarks Having served on the Committee 
and gone throu the frustrations of the mteraction and mforma­
tion-sharmg pnvate social media compames, we've seen s1g­
ruficant progress with that Many of us have sat down eyeball to 
eyeball with its leaders Our tech teams are workmg with their 
tech teams I can't say that's worked with every social media com­
pany, but it's s1gm:ficantly better because there 1s mformat10n we 
can provide them that's m their benefit, and of course we always 
stress the fact that we need to work together to protect our people 
from the mfluence activities from abroad and threats to the Amer­
ican people So, I'm encouraged having made some tnps to several 
of these compames, encouraged with the openness and w1llmgness 
to see what we can do while protectmg privacy rights, but also en­
surmg security 

Chau-man BURR Senator Risch 
Senator RISCH Thank you very much 
First of all, let me say that I'm always astounded m this Com­

mittee and m the Foreign Relations Committee with the volume of 
issues that we have to deal with. I thmk your openmg statement, 
Director Coats, md1cated how difficult this 1s to process and deal 
with all of this. In your statement for the record, that all of you 
Jomed m, agam lays this out for us and tells us the kmd of volume 
that we have to deal with 

And we're certamly only gomg to scratch the surface here today, 
but I want to-I want to focus on something that doesn't get as 
much focus as I thmk 1t should We see these days, every time we 
pick up media or turn on TV they're talking about Russia and Rus­
sia's ham-handed efforts to affect things m the world. And cer­
tamly, it's a concern But m my Judgment, and I thmk for many 
others, the real concern 1s Chma 

We're approaching the end of the first fifth of the 21st century 
and, 1f we've learned anything, it's that the last few decades have 
convinced us that China, m the 21st century, as we proceed 
through 1t, 1s gomg to be a maJor competitor of ours m every way 
that there is Obviously, economically, m1htartly, culturally, and m 
every other way And look, this 1s gomg to happen We are hving 
m the 21st century. Commumcat1ons and transportatlon are so dif­
ferent from what they were, and we, as the Umted States, are 
gomg to wmd up having to compete hke we never have before with 
a gorilla that's startmg to get to be about the same size we are 
and, as a result of that, we're gomg to have to learn to deal with 
that 

The thmg I really want to focus on 1s how we're gomg to do with 
that We are Americans We've always competed We can compete, 
we mnovate, we create, we manufacture, we do the great thmgs 
that we do that have really led the world But we can only do 1t 
lf we are operating under a rule of law and that 1s something that 
1s greatly m1ssmg at the present time as Chma tries to compete 
with us 

The poster child for me 1s a local company we have an Idaho, Mi~ 
cron Technology Most of you have heard of them They're the sec-
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ond largest manufacturer of memory m the world And they have 
had a recent case where Chmese nationals stole mtellectual prop­
erty and then took 1t back to Chma and are now smng Micron m 
Chma through a state-owned entity and a state-owned court m 
front of a state-owned Judge And this 1s the kmd of thmg that we 
Just can't have 

I had a spmted discussion with the Chmese Ambassador about 
this as he attempted to defend the undefendable His suggestion 
was that thmgs aren't as advanced m Chma as they are here Well, 
I get that They've come a long, long, long way m a few decades, 
but if we're gomg to do this and keep the world order nght side 
up, China 1s going to have to develop their rule of law and hve by 
1t much better than what they have recently. We Just saw agam, 
the md1ctments agamst the Huawe1 official In defense of the De­
partment of Justice, Department of Treasury, and others, they've 
indicted these Chinese people that have affected Micron 

And the question I have for you 1s, after hstenmg to the Chmese 
Ambassador, I'm not wholly convinced that their efforts are gomg 
to be as robust as they need to be to get Chma nght-s1de-up when 
1t comes to the rule of law And when I'm talkmg about the rule 
of law, I don't mean Just covert theft, but I mean what I call overt 
theft And that 1s where they reqUire businesses, as we all know, 
to divulge their mformation before they can do business m Cluna 
and then having the kmd of restrictions they have on them in 
Cluna And all of this causes us real difficulties as we attempt to 
compete 

Director Coats, I wonder 1f you could address that, or assign 1t 
to somebody there at your panel. I'm lookmg for what do we see 
m the future, number one, and number two, how can we try to get 
our arms around tlus to do sometlung about 1t? 

Director COATS. Well, I'll start 1t, but I'd hke to turn 1t to Direc­
tor Wray, relative to what was Just released yesterday, wluch 
pomted, I tlunk, m the direction of what you were talkmg about 
But frankly, wlule we were sleepmg m the last decade and a half, 
Cluna had remarkable nse m capab1hties that are stunrung A lot 
of that was aclueved, a s1gn1ficant amount of that was achieved by 
stealmg information from our companies, by msertmg Chmese m 
certain of our labs, or brmgmg back technological stolen properties, 
wluch Cluna engaged You can talk to any number of everythmg 
from automobile manufacturers to sophisticated software as well as 
R&D for military, and I trunk General Ashley can speak to that on 
the m1htary side 

I think we could go down the panel here and discuss for a s1giufi­
cant amount of time the kmd of actions Chma has taken to become 
a competitor, but also to gam super1onty and what they're domg 
and how they're spreading around the world through their Belt and 
Road Imtiative and a number of other m1tiatlves It 1s a senous 
issue that has to be dealt with You are nght on target m terms 
of saying that rule of law and mternat10nal norms and fairness m 
trade and engagements 1s not the Chinese model 

And to counter 1t, we have to expose 1t It was exposed yesterday 
and a s1gnificant way relative to telecommumcations and Director 
Wray can talk about that We have alerted our alhes They are now 
second-guessmg and questiomng their m1tial responses to Cluna 
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Oh, it's a great market, we need to get over there Don't worry 
about anytlung else except selling a product They're now findmg 
that their product has been duphcated by the Chmese and sold for 
half the pnce because they didn't have to spend as much money on 
research and development 

So, we are workmg with the Chairman, Vice Chairman, and with 
the Committee, actually, to try to be as transparent as possible 
with our company heads We have been traveling around the 
Umted States meetmg with CEOs and others I trunk I ought to 
stop nght there and-and the rest of this ought to go mto a secure 
settmg m terms of how we are dealing with tlus But I'd love to 
turn to Director Wray relative to what they are domg 

Director WRAY. Senator, I completely share your observations 
and I would Just say that one of the thmgs that the Amencan peo­
ple I thmk are now sort of wakmg up to understand 1s that the 
Imes between the Chmese government and the Chmese Commumst 
Party are blurred, 1f not totally erased The Imes between the Clu­
nese government and Chmese state-owned enterpnses, the same 
The hne between the Chmese government and ostensibly pnvate 
compames, for all the reasons you descnbed, and especially the hne 
between lawful behav10r and fa1r competition and lymg and hack­
mg and cheatmg and stealing 

And one of the thmgs that I've been most encouraged about m 
an otherwise bleak landscape 1s the degree to which, as Director 
Coats was alludmg to, American compames are wakmg up Amer­
ican umvers1ties are waking up Our foreign partners are wakmg 
up And it's one of the few issues that I find when I engage m the 
mteragency and up on the Htll, covenng from one of the spectrum 
to the other, there seems to be actually more consensus than I've 
ever seen before m my career And I tlunk that's a positive and we 
need to bmld on that. 

Chairman BURR Do either of the generals have-General Ash­
ley? 

General ASHLEY Yes, sir Sir, you laid out the problem set very 
well and what's been h1ghhghted, tlus isn't Just a US issue, this 
1s a global issue When you thmk about the Internet of Thmgs, 
when you tlunk about the nature of global busmess and how cor­
porations are mtegrated And 1f 1t touches a company m Australia 
who may have a relat10nslup with a company m the U S , then we 
become connected. From a m1htary standpomt, when you look at 
maJor acquisition from a Defense Intelligence Agency, one of the 
thmgs we put agamst this 1s the Supply Cham Risk Management 
Threat Analysis Center. 

So when DoD looks for maJor acqu1s1tion, we do the due d1hgence 
and research agamst those comparues, but that challenge 1s gettmg 
more and more complicated, because you thmk they either buy 1t, 
they steal 1t, or they can bmld 1t But the nature of that busmess, 
you have things hke white labehng where you don't necessanly 
have to disclose the relationship, where you could sell a semicon­
ductor, chip, piece of software that ostensibly it IS from your com­
pany, when m fact 1t may have been manufactured by a Chmese 
company So that's the due d1hgence that we have to apply to look 
at the supply cham across all acqms1t10n And we've got to bnng 
all our partners m and 11lummate the challenge and make sure 
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they're domg the same due diligence, whether it's through CFIUS 
or other protocols 

Chairman BURR Senator Hemrich 
Senator HEINRICH Thank you, Chairman 
Director Coats, m this hearing last year, you testified that you 

would recommend mm1mal access to classified documents to any­
one without a permanent secunty clearance. You made that state­
ment with regard to reports of multiple holders of mtenm security 
clearances in the White House. And now we are seemg published 
reports that dozens of times the White House has overruled the ca­
reer FBI experts responsible for adJudicatmg security clearances, 
grantmg top-secret clearances to White House officials. Would you 
still recommend mm1mal access to classified documents to those 
White House officials, smce FBI experts recommended that they 
not be given those top-secret clearances? 

Director COATS I do support providmg all the mformat1on nec­
essary for not only the White House, but for all of our branches rel­
ative to providmg security clearance. They have the authority to do 
that We issue gmdelmes m terms of what--

Senator HEINRICH I understand they have the authority 
Director COATS [contmmng] Ought to be adhered to 
Senator HEINRICH I want to know, do you thmk that the White 

House should take seriously the recommendat10ns of those FBI ex­
perts? 

Director COATS To my knowledge they do take seriously It 1s 
their decision based on a whole number of factors. We've seen every 
Adnnmstrat1on issue clearances based on how they assess what 1s 
provided Our Job 1s to provide them the best mformat10n we have 
relative to security clearance processes so that they have the full 
picture m front of them when they make that dec1s1on 

Senator HEINRICH Speakmg of the full picture, last year we 
passed the SECRET Act As the Director of National Intelligence, 
do you thmk it's problematic that the Adm1mstrat10n has not com­
plied with the portion of that law requmng the White House to re­
port on its process for conductmg security clearance mvestigations? 

Director COATS I'm not aware that that has happened I'd be 
happy to look mto that 

Senator HEINRICH I would appreciate that. 
Director Wray, as I mentioned, we're seemg pubhc published re­

ports that numerous times the White House has simply overruled 
career FBI experts responsible for adJud1catmg those clearances In 
your view, were there vahd reasons given for why the FBI's expert 
advice was overruled so many times? 

Director WRAY Senator, I thmk there may be some confus10n 
about the way the process actually works The FBI 1s, rn the con­
text of providing background mvestigations for people other than 
its own employees, 1s what's called an ISP, or the mvestigative 
service provider So, we essentially do 1t at the request of whoever 
the requestrng entity 1s In thls instance 1t would be the White 
House And I thmk where the confus10n 1s, 1s what we do 1s we as­
semble the mformation, we provide the factual mformat10n We do 
not actually make recommendations one way or the other about the 
clearances The dec1s10n about what to do based on those facts 1s 
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entrusted by a long-stand.mg process to the requestmg entity. So, 
we proV1de the mformation, but then they make the call 

Senator HEINRICH Thank you, Director 
Director Coats, I want to come back to you for a moment. Your 

office issued a statement recently announcmg that you had sub­
mitted the Intelligence Commumty's report assessmg threats to the 
2018 midterm elections to the president and to appropnate execu­
tive agencies Our Committee has not seen this report And despite 
Committee requests followmg the election that the ODNI bnef the 
Committee on any identUied threats, 1t took ODNI two months for 
us to get a simple oral briefing, and no wntten assessment has yet 
to be provided 

Can you explam to me why we haven't been kept more fully and 
currently mformed about those Russian activities m the 2018 elec­
tion? 

Chairman BURR Director Coats, before you respond, let me Just 
acknowledge to the members that the Vice Chairman and I have 
both been bnefed on the report, and it's my understandmg that the 
report at some pomt will be avatlable 

Director COATS Yeah, the process that we're gomg through were 
two 45-day penods, one for the IC to assess whether there was 
anythmg that resulted m a change of the vote or tampenng with 
machmes, what the mfluence efforts were, and so forth So, we col­
lected all of that, and then the second 45 days, which we then pro­
vided to the Chairman and Vice Chairman, and the second 45 days 
now is with DHS and DOJ-lookmg at whether there 1s mforma­
tion enough there to determme what kmd of response that they 
rmght take. We're wa1tmg for that fmal mfonnat10n to come m 

Senator HEINRICH So the rest of us can look forward to-­
Director COATS So that will be commg, commg shortly 
Senator HEINRICH [contmumg]. The rest of us can look forward 

to readmg that report? 
Director COATS I think we will be mformmg the Chairman and 

the Vice Chairman of that, yes, of their dec1s1ons 
Senator HEINRICH That's not what I asked Will the rest of the 

Committee have access to that report, Mr Chairman? Chairman 
Burr. 

Chairman BURR Well, let me say to members we're sort ofm un­
charted ground, but I'd make the same comm1tment I always do, 
that anythmg that the Vice Chairman and I were exposed to, we'll 
make every request to open the aperture so that all members can 
see it I thmk it's vitally important, especially on this one We're 
not to a pomt where we've been demed, or we're not to a pomt that 
negotiations need to start So, it's my hope that once the final 45-
day wmdow 1s up, that 1s a report that will be made available prob­
ably to members only 

Senator HEINRICH That would be my hope as well 
Chairman BURR Senator Rubm 
Senator RUBIO. Thank you. 
Director Wray, as we keep talkmg about Chma-and this takes 

off on what Senator Risch has already asked-usmg the academic 
community and the umvers1ties, commercial esp10nage, the forced 
transfer mtellectual property, embeddmg themselves m the poten­
tial end of the supply cham, obV1ously the traditional countenntel-
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hgence work that they do and the like, 1s 1t not fair to say that 
Chma today poses-Just lookmg at the scale and scope of the 
threat-that Chma today poses the most s1gmficant countenntel­
hgence threat this Nat10n has faced, perhaps m its history, but cer­
tamly m the last quarter century? 

Director WRAY Well, I'd hesitate to speak, you know, categon­
cally about the entire course of history, but I certamly would-­

Senat01· RUBIO Well, let's hm1t 1t to 25 years How's that? 
Director WRAY But I would certamly agree with you, Senator, 

that as I look at the landscape today and over the course of my ca­
reer-I still think of myself as a little bit young-that the Chmese 
countermtelhgence threat 1s more deep, more diverse, more vexmg, 
more challengmg, more comprehensive, and more concermng than 
any countermtelhgence threat I can think of 

Senator RUBIO And m that realm, would 1t not make sense-and 
perhaps this 1s for you, Director Coats-that we would have a more 
coordmated approach to educate and prepare all the departments 
and agencies of government, as well as busmesses, umvers1ties­
I mean Just the scale and comprehensive nature of the threat­
would 1t not make sense to have some high-level coordmat10n or co­
ordmated approach to be able to prepare all these different entities 
m our economy and society to deal with this threat? 

Director CoA'rS We are workmg carefully with the Committee 
Particularly Senator Warner and Senator Burr both have engaged 
with us m terms of puttmg a program together to do Just that I'd 
turn to General Ashley for his comments on 1t also 

General ASHLEY So, the fact that we're having this d1scuss1on 
and that you've h1ghhghted that, even last year we talked about 
the Confucms Institutes You know, that word gets out Smee 2014, 
13 umvers1t1es have closed down the Confucius Institutes U S -
wide, I think the number IS about 100 But agam, my previous 
comment m terms of this 1s a global issue, while we've closed down 
about 13 m the U S , there's been about a 23 percent mcrease glob­
ally m Asia, Europe, and other places, and there's probably about 
320-plus Institutes that exist globally So, the education 1s gettmg 
out from a U S standpomt, and it's trendmg the right way slowly 
But agam, 1t 1s a global problem, and we're as weak as the rela­
tionships with some of those partners subJect to mfluence 

Senator RUBIO This 1s now where I make the obligatory pitch 
Senator Warner and I have filed a bill that creates an office of crit­
ical technologies to help coordmate the response to this threat 
across the board, and I know everybody on this Committee 1s mter­
ested m this topic. 

I want to switch gears for a moment and maybe ask you this, Di­
rector Coats, as well, If we look at the situation m Venezuela, 
which usually I raise m this Committee, and people know it's im­
portant, but now it's really topical So we've had 3 m1lhon migrants 
flow primarily mto Colombia, Peru, and Ecuador It's proJected to 
be five milhon, 1f current trends contmue by the end of this year 
That would be a rival number to what we've seen m the Syria situ­
at10n, and 1t most certainly has had a destab1hzmg effect on Colom­
bia and other ne1ghbormg countries to the pomt where very few na­
tions could take m one million migrants m one shot, not to ment10n 
that quickly Imagme two m1Ihon and the impact it's havmg on 
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their government budgets, their healthcare systems, and the hke 
We know from Department of Justice filings and sanctions from 
Treasury that their government doesn't Just tolerate drug traf­
fickmg, they give it the protection of government, and many high­
level officials are active participants m narco-traffickmg We know 
that they have a relationship, long-standmg relationship, with Iran 
and with Hezbollah. We know they have openly and repeatedly­
at least Maduro has-mvited the Russians and Putm to establish 
either a rotational or permanent presence somewhere m Venezuela, 
thereby creatmg a Russian rmhtary presence m the Western Hemi­
sphere In fact, they flew, about three weeks ago or a month ago, 
two Russian nuclear capable bombers mto the Caribbean Sea 

Seemg all these factors, what's happenmg m Venezuela-we care 
a lot about democracy, we care a lot about freedom, we care a lot 
about human rights-but when you add all these tlungs together, 
the migratory impact on regional partners and how that spills over 
mto the Umted States, their relat10nslup with Iran and Hezbollah, 
the drug traffickmg-because all that cocame 1s destmed to come 
mto our streets-the mvitation to the Russians to potentially have 
a m1htary base, whether it's rotational or permanent, m our hem1-
sphere-1s 1t not m the national mterest of the Umted States of 
America that the Maduro regime fall and be replaced by a demo­
cratic and more responsible government? 

Director COATS. Well, I tlunk everything you said has been very 
open to the Amencan pubhc relative to the situation that exists m 
Venezuela Our Job as an Intelligence Commumty 1s to provide all 
of the relevant mformafaon that you Just talked about m terms of 
what the impact of what's happenmg m Venezuela and then 
throughout the region, and the threat that evolves from that 

The dec1s1on as to how to address that obviously 1s a dec1s1on by 
the Executive Branch and by the President ultimately with the 
support of the Nat10nal Secunty Council So, we do obviously face 
a dire situation that has enormous consequences I thmk nobody's 
more aware of that than you You've been the person we turn to 
for-almost ready to mvite you mto the Intelligence Commumty 
given the mformat10n that you can provide for us given your mter­
ests 

I was remiss m not narmng you as someone relative to Chma 
who's taken a forward effort on the part of the Committee and JOm­
mg us m a number of ways to talk to CEOs and others around the 
country relative to the Chmese threat 

With Venezuela, it's a very tenuous s1tuat1on nght now as you 
know We have taken steps m terms ofrecogiution of the opposition 
as the legitimate president of Venezuela Yesterday, the Treasury 
Department announced 011 sanctions agamst a Venezuelan 011 com~ 
pany They are a maJor company that we do busmess with here 
also. So, steps are bemg taken and we have a lot of support from 
a lot of our allies So as I said, it's a very flmd situation that I 
think hopefully will be successfully resolved with the support of 
Venezuelan people But we do assess-and I'll turn to General Ash~ 
ley here-the mfluence of the m1htary on that dec1S1on, I think­
Venezuelan military on that dec1s10n probably 1s key to what direc~ 
tion we might go m 
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General AsHLEY So, I would say that everythmg you laid out 1s 
correct We expect to see another two nulhon refugees leave, to add 
to the three nulhon that will go mto the reg.ion The relat1onsh1p 
that they have with Russia, Cb.ma, Iran is a long-standmg one, 
pre-existmg 

The reference you made to the TU-160 Black:Jacks that flew 
those strategic bombers-third 1terat10n of that-first time was m 
2008 and then 2014, and we've seen 1t again As far as presence 
on the ground, we can talk a httle bit more detail m a closed ses­
sion about where we see Russia and Chma gomg with that greater 
mstabihty But m the open press, what you've seen thus far really 
1s nothmg more than Just vocal support that's commg out of Mos­
cow and that's cormng out of China as well. But there 1s a relat10n­
sh1p there from a m1htary standpomt m the way of trammg Lots 
of Venezuelan officers go to Russia for trammg and there is a recip­
rocal relat1onsh1p for eqmppmg them as well 

Senator BURR. Senator Kmg 
Senator KING Thank you, Mr Chair In hght of Senator Rub1o's 

comments, I'd Just hke a note of caution. He hsted refugee flows, 
human nghts abuses, and corrupt10n There are lots of countnes m 
the world that meet that descnpt10n and our right or respons1b1hty 
to generate regime change m a s1tuat10n hke that I thmk 1s a slip­
pery slope I have some real caut10n about what our vital mterests 
are and whether it's our nght or respons1b1hty to take act10n to try 
to change the government of another sovereign country That same 
descnpt10n would have led us mto a much more active mvolvement 
m Syna, for example, five or six years ago, other parts of the coun­
try I Just wanted to note that 

Senator Burr, I loved your openmg statement It was very 
thoughtful and you came up with a wonderful formulation for, I 
thmk, a mission of tlus Committee and also the Intelligence Com­
mumty of "creative, adaptive, and resolute" and I must say 1t re­
minded me rmmediately of my old high school football coach who 
put 1t somewhat less elegantly He said he wanted us to be agile, 
mobile, and hostile I thmk that may be a less elegant way to put 
1t, but the same prmc1ple 

On Huawei, 1t seems to me they have to decide they are either 
gomg to be a worldwide telecommumcat10ns company or an agent 
of the Chmese government They can't be both, and nght now they 
a1·e trymg to be both And I thmk the world's customers which the 
Chinese are certainly sens1t1ve to are the best enforcers of that 
prmc1ple 

Director Haspel, one qmck, I thmk a yes or no question, and I 
thmk Sen-I almost said Senator Coats-Director Coats referred to 
this m his opemng testimony Is Iran currently ab1dmg by the 
terms of the JCPOA m terms of their nuclear activities? 

Director HASPEL Senator Kmg, I thmk the most recent mforma­
tion 1s the Iramans are cons1denng taking steps that would lessen 
their adherence to JCPOA as they seek to pressure the Europeans 
to come through with the mvestment and trade benefits that Iran 
hoped to gam from the deal 

Senator KING But smce our departure from the deal, they have 
abided by the terms You're saymg they are consrdermg but at the 
current moment they're m compliance? 
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Director HASPEL Yes, they are making some preparations that 
would mcrease their ability to take a step back if they make that 
dec1s1on So, at the moment, techmcally they are m compliance, but 
we do see them debatmg amongst themselves as they've failed to 
realize the economic benefits they hoped for from the deal 

Senator KING Thank you 
Director Haspel and General Ashley, Mr. Khaltlzad, our envoy to 

Afghamstan, has smd that part of the basis of the current talks 
with the Tahban 1s that they would prevent Afghamstan from ever 
becommg a platform for mternat10nal terronst groups. And of 
course, that was the basis of our ongmal mtervention 

Do we beheve them? Are they capable of that? Did they learn 
somethmg from haVlllg given safe haven to Osama bm Laden? Do 
we believe that there 1s a mmdset change that that could be an en­
forceable or at least a reasonable expectation? 

Director Haspel 
Director HASPEL Yes, Senator, and you are referrmg to very re­

cent and fresh news that has come out of Ambassador Khahlzad's 
very mtens1ve efforts over many months now but particularly over 
the last eight days m Doha where he has been engaged m talks 
with the Taliban to seek to achieve a framework under which we 
can conduct--

Senator KING Can we believe that the Taliban wtll do that? 
Director HASPEL Well, because we have mfl1cted severe damage 

on al-Qaeda m the AfPak theater, I think that all of us at this 
table would agree that it's very important that we mmntam pres­
sure on the terronst groups that are there And so 1f there were 
an eventual peace agreement, a very robust momtormg regime 
would be critical and we would still need to retain the capability 
to act m our national mterests 1f we needed to 

Senator KING Thank you 
Another note Director Coats you mentioned-I wouldn't say al­

most m passmg but 1t was Just a sentence of your mtroduction 
which I thmk 1s a very important pomt and maybe the big news 
of right now what's gomg on-mcreased cooperation between Rus­
sia and Chma For a generation that hasn't been the case That 
could turn out to be a very big deal on the horizon m terms of the 
Umted States If those two countries begm to work together sys­
tematically, that could be a big problem for us 

One more qUick question Director Wray, you are domg a lot of 
momtonng and workmg on the intervention 1n our election process 
One thmg we are worried about 1s deepfake which we've used but 
not-not defined. That's when they use technology to create essen­
tially a false reality-an apparent speech by a candidate where dif­
ferent words are commg out of their mouth than what they actu­
ally said. Here's my question 

If m the next two years and particularly m the year precedmg 
the next election, your agency determmes that tlus 1s happenmg 
and that it's sponsored by a foreign entity, will you mform the can­
didates that are the victims of this, the committees? My concern 1s 
it's one tlung for the Intelligence Committee to know that this 1s 
happemng, but if they don't mform the people who are bemg VIC· 
timized, who are bemg attacked m tlus way, I think that really 
blunts the effectiveness of the ava1lab1hty of the mtel11gence 
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Director WRAY Senator, we have a fairly established protocol 
that we work through to try to determine whether or not we have 
mformat10n that 1s reliable enough and immediate enough and ac­
tionable enough to be able to notify a victim The Department of 
Justice has a set of gmdehnes that goes through that They've re­
cently been expanded to provide us more flexib1hty m the foreign 
mfluence or maligned mfluence arena, which this would be a per­
mutation of and we would expect to follow that process 

Senator KING I hope you'll review that process, because telhng 
the world of a maligned mfluence a month after the election doesn't 
do anybody any good So, I hope that could be reviewed and 
thought about m terms of lettmg people know as soon as possible 
when there's credible evidence of a foreign deepfake or other kmd 
of cyberattack on a camprugn 

Director WRAY Just to be clear, I wasn't refernng to the sort of 
post-election process 

Senator KING No, I understand 
Director WRAY Yeah, the protocol that I'm talkmg about is that's 

where the actionable piece of it comes mto play, nght? Obviously, 
the ab1hty to be able to contact, Just hke we do m the cyber arena 

Senator KING I Just want to be sure our policies keep pace with 
the magnitude and accelerated nature of the threat 

Director WRAY Well, we clearly need to be, to your pomt about 
agihty, we clearly need to be able to adapt as the technology adapts 
and as Director Coats said m his opening, we would expect our for­
eign adversanes m the maligned mfluence space to keep adaptmg 
as well, which is a source of concern 

Senator KING. We want you to be agile and mobile, maybe not 
hostile Thank you 

Director COATS Mr Chair, General Ashley has a comment he 
would hke to make 

General ASHLEY Thank you If I go back to your comment on 
Huawe1, you know, Huawe1 needmg to make a dec1s10n about the 
direction that they want to take with regards to how do they sup­
port the Chmese government, or as an independent business The 
challenge in which we've lard out m part of the dialogue is that de­
cis10n does not he with Huawei. It hes with the CCP. It hes with 
Xi Jinpmg m the way that they are startmg to centralize greater 
the management of those busmesses So therem hes the challenge, 
where you see a decentralization and execut10n of capitahsm. But 
really you have this kmd of authontarrnn cap1tahsm m the way 
that the government provides oversight and puts very stnct rules 
m place. It makes 1t very problematic for all of those busmessmen 
to operate without providmg that mformation back to Be1Jmg 

Senator KING And I think the market has to tell them that's not 
acceptable Thfillk you. 

General ASHLEY Agree 
Chrurman BURR Senator Collins 
Senator COLLINS Director Haspel, Director Coats descnbed this 

mornmg a Russia that 1s aggressive across all fronts Did the CIA 
have any concerns about the Treasury's actions to ease sanctions 
on companies associated with the close Putin ally, Oleg Denpaska, 
m terms of his ab1hty to retam some mformal control? This isn't 
a typical American company that we're dealmg with 



20146

947 

68 

Director HAsPEL Senator Collms, I don't thmk I'm expert enough 
to comment on Treasury's dec1s1on, but what I will say 1s that we 
work very hard to make sure that every agency, and all of our sen­
ior agency leaders, understand Putm's methodologies and what he 
will do to try and achieve what he perceives as Russia's place m 
the world and as a great power status Moscow contmues to grap­
ple with the effect of western sanctions There have been very se­
vere sanctions placed on them I'm also, I thmk, as an Intelligence 
Commumty, both Director Wray and I were very pleased with the 
decision to expel 61 Russian mtelhgence officers That has a tre­
mendous impact on their ab1hty to hurt us m our own homeland 
So, our Job 1s to make sure that everybody understands Putm's ef­
forts to mfluence globally and to enhance Russia's power status m 
the world, and we wtll contmue to support Treasury as they look 
to impose sanctions I thmk Treasury has been very, very aggres­
sive on the sanctions. 

Senator COLLINS But did the CIA raise any concerns about the 
Treasury plan? 

Director HASPEL No, I don't beheve we raised any concerns, but 
we provided all the supportmg mtelhgence about the oligarch m 
question versus the alummum company that you're refernng to 

Senator COLLINS. Let me SWitch to a different issue, and that 1s 
Syria Let's assume that after we depart from Syria, the Assad re­
gime takes control of northwest Syna and eastern Syria, which I 
think is a reasonable scenano Should this happen, what kmd of 
threat would the Umted States and its alhes expect from the thou­
sands of extremists who are still currently fighting m those areas 
of Syria, such as ISIS? 

Director HASPEL Senator Collms, to start with the last part of 
your question, everyone at this table 1s workmg very hard to make 
sure that we can fimsh the Defeat ISIS Campaign, and also that 
we understand the foreign fighter picture m eastern Syria and that 
we don't allow the foreign fighters that have been captured to re­
turn to the battlefield It 1s, of course, accurate that ISIS has suf­
fered significant leadership losses and near total loss of territorial 
control But of course, they're sttll dangerous, which 1s your pomt, 
and they're the largest Sunm terronst group, and they still com­
mand thousands of fighters m Iraq and Syria So I thmk the stance 
m the Adm1mstrat10n and supported by the IC 1s that we're gomg 
to work very hard to fimsh that m1ss1on and that we-that's an­
other example of where we must mamtam a very robust momtormg 
regime and retam the ability to proJect mto Syria should we need 
to 

Senator COLLINS. Director Coats, you looked hke you wanted to 
add to that 

Director COATS Well, Just to make the pomt that whtle we have 
defeated the Caliphate with a couple of httle villages left, we 
should not underestimate the ab1hty of terronst groups, particu­
larly ISIS and affiliated groups with al-Qaeda and other terrorist 
groups, that they are operatmg not simply on what takes place on 
the battlefield that gives them strength or weakness, but they are 
operatmg on the basis of a theocracy, a theology, an ideology that 
we will contmue to see for perhaps years ahead m vanous places 
of the world So, we see those that were engaged m Syna moving 
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to other ungoverned spaces We see the tentacles of ISIS and al­
Qaeda tactics m different places m the world, such as North Africa 
and the Phihppmes We've Just seen that take place, ISIS claimmg 
credit for that So, ISIS wtll contmue to be a threat to the Umted 
States, and we're gomg to have to contmue, as Director Haspel 
said, to keep our eyes on that and our mterest m the reahzat10n 
that this terrorism threat 1s gomg to contmue for some time 

Senator COLLINS Thank you. 
Chairman BURR Senator Bennet 
Senator BENNET Thank you, Mr Chairman Thank you for your 

welcoming me to the Committee I apologize for being late, but I 
also want to say what a privilege 1t 1s to hear your testimony this 
mornmg and to know that you and agents and officers who work 
with you are at their posts keepmg this democracy safe, and it 1s 
a reminder to me what's at stake when our partisan politics can't 
even keep our Government open. And you guys are still doing your 
work, and it's an inspiration to me, and I hope to the people that­
whoever is watching this at home 

And rn that spmt actually, Director Coats, I wanted to start with 
something that you ended with, which was an observation about 
concerns that the IC has about political uncertainty m Europe and 
the ab1hty of European democracies to push back on what you de­
scribed as autocratic tendencies Could you say a httle bit more 
about that? 

Director COATS Clearly Europe has seen Russian aggression m 
hybrid ways S1gmficant cyber mc1dents, trymg to mfluence not 
only their view of our alliance, but their own view of their own alli­
ance w1thm Europe, seekmg to sew d1vis10ns between countnes 
and between Europe and the Umted States. It's mterestmg that 
some time ago at a meeting with NATO mtelhgence officials, the 
quest10n was raised by the Director, did any of the 29 countries of 
Europe not see Russian mfluence m their countnes and particu­
larly m the pohtical processes of those countnes? Not one person 
raised their hand and said I have not seen that All 29 have seen 
some type of rnfluence from the Russians 

So, it's a persistent threat and a pervasive threat that the EU 
needs to address, and we address with them through our NATO co­
ordmation But I thmk the warning 1s there I think the nat10ns 
are aware of the threat. We see some issues that threaten some of 
the alliance coalition Turkey is a member of NATO, and yet we're 
having some issues with Turkey. They're at a very geostrategic 
pomt m the world, and we've been happy to have them with NATO, 
so we'd hke to keep them there. I don't know 1f I'm directly answer­
mg your question 

Senator BENNET You are What about withm the domestic poli­
tics of those countnes? The autocratic impulses, whether aligned 
with Russia or not aligned with Russia? 

Director COATS Well, I thmk there's a lot of wanness about 
ahgnmg with Russia whether you're author1tar1an leadership or 
not We have seen some countries leanmg m that direction, rmsmg 
issues as to the strength of the alliance A lot of that 1s related to 
the economy, to trade matters, to a number of issues beyond Just 
the n:uhtary 
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Senator BENNET In the mmute I have left, Director, If it's okay 
I wanted to switch to potential dual-use capab1lit1es that Chma 
may attam through its One Belt and One Road Imtiative Recently 
there were reports that Chma may press Pakistan for nnhtary ac­
cess 

As Pakistan falls more and more mto Chma's debt, I'm concerned 
about data access Chma may control through digital mfrastructure 
proJects m countnes around the world What 1s the IC's assessment 
of potential dual-use aspects of China's Belt and Road Imtiative 
and what threats do they pose to U.S. interests'? 

Director COATS Well, I'd like to also-­
Senator BENNET And where I would say? 
Director COATS Well, you can look at the globe It's called One 

Belt/One Road and 1ts global You can look at the map and see a 
lot of strategic places where Chma has real mterest m perhaps a 
dual effort to not only provide mfrastructure support, loan support 
for ports, airports, roads, a lot of mfrastructure loans to help with 
their economy, but also mterest m placmg strategic m1htary posi­
tions 

We've seen that take place off the Horn of Afnca We've seen 
Chma looking at different-and 1f you look at the spots where 
they're-they are engagmg and you see some geopolitical and m1h­
tary aspects So it 1s dual and I'd like to turn to General Ashley 
to give you better detatl of what that looks hke 

General ASHLEY So, we can talk m a classified session about the 
nature of the relat10nsh1p with Pakistan and I thmk that we can 
ehmmate what you are seekmg there 

In terms of dual-use technologies there 1s a multitude of thmgs 
out there and it's not necessarily germane to the Belt and Road Im­
tiative It's where they are mvestmg and part of that mvestment 
1s how they are garnenng mtellectual capital globally, but thmk 
about quantum from a commumcat10n standpomt, from a com­
putmg standpomt, from a sensmg standpomt, what those advanced 
sensors could do, 1f you look at genetics, b1oengineenng 

So, there 1s a multitude of thmgs whether 1t gets mto human en­
gineermg, 1t gets mto how do you cure diseases but at the same 
time there's kind of the fhps1de nefanous aspect of that and so 
there 1s a plus and a negative side to the nsk m the middle There 
are agncultural aspects of that which are very positive but could 
have a negative impact as well 

So, there's a number of thmgs-m terms of advanced tech­
nologies where they are there mvestmg-that have dual-use capa­
b1hties that will really mature over the course of the next decade 

Chairman BURR Senator Blunt 
Senator BLUNT Thank you, Cha1rman 
Thanks to all of you. I want to Jorn everybody m thanking you 

for what you do and the important service that you provide m se­
cunng our freedom and the freedom of lots of other people 

General Ashley, I know we lost a St. Lomsan m Syna as part 
of your defense mtelhgence operation and certamly reach out to 
their family and to the fam1hes of all who serve who put them­
selves at that level of nsk 

Director Cardillo, I saw "60 Mmutes" over the weekend-talked 
about small satellite data, about all of the commercial imagery 
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avatlable If, as you come for what 1s your last likely appearance 
m this Job before this Comm1ttee, there's a legacy that you're leav­
mg it's bnngmg the commercial data commumty m, m a way that 
we are taking advantage of what's out there that we don't have to 
produce ourselves 

But as we do that, what concerns do you have about cyber activ­
ity that might m some way impact that data or the data that we 
get m other places? How would you descnbe your concerns about 
cyber as it relates to commercial data that you've made great steps 
m usmg and the other geospatial that we produce ourselves that 
may be disrupted before 1t gets analyzed with mformat10n that's 
not really there? 

Director CARDILLO. Thanks, Senator, for the question I don't 
trunk there's a more important issue on my desk or I would offer 
the desk of my colleagues here and that 1s at the heart of our pro­
fession 1s mtegnty and cred1b1hty, rehab1hty That's how we get m­
vited to meetmgs That's how we get mvited back to meetmgs to 
provide a sense of confidence to those that we serve to help them 
make decisions 

What you Just descnbed as both an opportumty, that's the con­
nection with new partners, nontraditional sources, small and large 
coropames and umvers1ties, etc Every one of those connections 1s 
also a threat or a nsk, because 1f I'm now plugged mto this new 
source, to gam benefit and understandmg coherence, I'm also plug­
gmg mto every aspect of vulnerab1hty that they have So we work 
on this very, very hard 

I obviously count on the experts at NSA and FBI on the digital 
domam and the hygiene that's necessary I will also say because it 
was brought up before, tms issue of deepfake As that technology 
advances, and 1t will, I do worry about as a commumty that needs 
to seek the truth and then speak the truth-m a world m which 
we can't agree on what's true, our Job becomes much more difficult 
and so go back to your question 

We have to do a better Job at protectmg what we do so that when 
we do show up you have the confidence, you know where 1t came 
from, you know how we handled 1t, you know who did or didn't af­
fect or mampulate 1t. And so agam, it's an issue that's m the center 
of my desk and all of our concerns 

Senator BLUNT One more question for you, Director In your 
plans for geospatial western, the development of that new fac1hty 
replacmg a 75-year-old fac1hty m St Loms which 1s fully redun­
dant with what happens m Sprmgfield, V1rgima The difference 
you're lookmg at is that 40 percent of the space m that plan 1s un­
class1fied 

How does IC work m an unclassified environment? How would 
you calculate success m your future view of how that works and 
why would 1t work that y,ay m plowing some new ground m un­
classified space m a classified factl1ty? 

Director CARDILLO The short answer 1s very carefully I will ex­
pand So, some four years ago when I stepped mto this privileged 
position, I challenged our team to thmk differently about our value 
propos1t10n m a world that 1s much more open now m which there's 
many more sources of mformafaon, some good and some not so 
good 
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And so I coined a phrase that we need to succeed m the open 
I modrlied that a few months later with some help from my team­
mates I said what we really need to do 1s succeed w1th the open 
And to your pomt about our new campus m St LoUis, which we 
couldn't be more excited about by the way the mfrastructure 1s 
closer to 100 years old But this 1s much more than an mfrastruc­
ture proJect I thmk of this as a new canvas. It's almost 100 acres 
We can re1magme our profession on that campus, part of that re-
1magmation needs to be engagement with that open commumty m 
a way that's protected and that's knowing about who and what we 
are pluggmg mto 

So, we couldn't be more excited about the ab1hty to take the op­
portumty that we have m St Loms now, to redefine that value 
proposition rn a more open world, m a more connected world, m a 
world rn which we are takrng on sources that we know and sources 
that we need to double and tnple check And so, the 40 percent 
that you referenced 1s Just an estnnate that we have now but we 
Just want to build mto that mfrastructure knowmg that we're going 
to have to work not Just m but with the open and so that's why 
we've laid out that marker at the begmrung 

Senator BLUNT. And General Nakasone, how does this fit rnto 
what you do, the whole idea of GEOINT, of rndiv1dual personal ge­
ography, all of the thmgs that we didn't used to have access to that 
we have access to--now not only usmg 1t but usmg 1t with con­
fidence? 

General NAKASONE. Senator, I thmk your m1tial question with 
regards to the data secunty 1s a very important one m the terms 
of how do we ensure the rntegnty and assurance of the data that 
Director Cardillo and the men and women of the NGA have to be 
able to leverage every smgle day m support of a number of dif­
ferent reqmrements whether or not it's pohcy makers, it's forward 
forces deployed Our Job 1s to assist m that and to make sure that 
that data 1s well-protected and we can rest assured that when we 
leverage 1t, 1t's the right time at the nght place and at the right 
data that we need to be able to utihze 1t. 

Senator BLUNT. Thank you Thank you, Chairman 
Director COATS Mr. Chairman, If I could Just add somethmg 

here Robert Cardillo 1s firushmg up a 30+ year career of workmg 
with the Intelligence Commuruty He's Just one of our crown Jewels 
and we hate to see him moving on to maybe greener pastures and 
easier times. But he's Just been a terrific partner with this team 
and I Just wanted to recognize his contributions have Just been ex­
ceptional And he won the best dressed of any of us on the panel 
award this mornmg 

Chairman BURR. He does that every time I Just want you to 
know that, Dan 

Senator Harris 
Senator HARRIS Thank you, Mr Chairman, and I Jorn with my 

colleagues m thankmg each of you and the men and women of your 
agencies for honormg the oath that they have taken and often with 
great sacrifice So, thank them, please, from all of us 

This question 1s for Directors Haspel, Coats, and General Ashley, 
and it's about North Korea What would you say 1s the current 
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state of the threat from North Korea? And perhaps we can start 
Wlth Director Haspel 

Director HAsPEL Well briefly, of course the regime 1s comrmtted 
to developmg a long-range nuclear armed missile that would pose 
a direct threat to the Umted States It 1s positive that we have 
managed to engage them m a dialogue They have taken some vol­
untary measures to close a site, dismantle a site, but ultimately the 
obJective is to lessen that threat by gettmg them to declare their 
program and then ultimately dismantle the program I thmk others 
can probably add to that. 

Senator HARRIS Director Coats 
Director COATS Well, I affirm what Director Haspel has Just 

said I thmk we continue to go mto this situation eyes wide open. 
We want to employ the best of assets we can to understand what 
the Koreans are thmkmg-North Koreans are thmkmg-and what 
they're domg. We have capab1hties which we can talk about m a 
secure sess10n m terms of how we gather that mformation and how 
we assess that to give to our policymakers and to give to the nego­
tiatmg partners relative to where we're gomg with North Korea 

We hold to the stated premise that denucleanzation is the goal 
which has to be aclueved, but I will at that pomt Just say I want 
to ensure the Aniencan people and ensure everybody hstemng here 
that we are fully engaged m providmg the essential mtelhgence 
needed relative to the negotiations that are gomg on 

Senator HARRIS And m this settmg can you say, at least smce 
you've been m the position you've been m, that their threat, m 
terms of their ab1hty to stnke the Umted States, 1s dnmmshed m 
any way? 

Director COATS I thmk the assessments we've made up to this 
particular pomt hold Obviously, as I mentioned m my opemng 
statement, that over this past year we have not seen any evidence 
They have not done mISsile-seen a nuclear missile testmg or 
launching So that's the position we're m nght now But agam, we 
keep open eyes and open ears to exactly what's gomg on 

Senator HARRIS General 
General ASHLEY So, the technologies that they demonstrated­

from a techmcal standpomt, they showed a capab1hty to have an 
ICBM funct10n still exists There still is a substantial military ca­
pacity that Kim Jong-un W1elds Seventy percent of his forces are 
along the DMZ So, the capabilities and threat that existed a year 
ago are still there 

Senator HARRIS Thank you, General 
Director Haspel, North Korea has obviously a terrible record of 

human nghts, and they're deeply isolated, obviously, from the 
mternat10nal commumty, and this 1s the result of many policies, m­
tent1onal probably mostly. Do you belleve that North Korea values 
the legitimacy that comes with direct diplomatic engagement W1th 
the Umted States? 

Director HASPEL Yes, I thmk our analysts would assess that 
they value the dialogue with the Umted States, and we do see md1-
cat10ns that Kim Jong-un 1s trymg to navigate a path toward some 
kmd of better future for the North Korean people 
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Senator HARRIS. Are you aware of any mtelhgence suggestmg 
that his behaviors and their human nghts record has improved m 
any substantial way over the last couple of years? 

Director HASPEL It's obviously something we momtor to the de­
gree possible I do think that a vision for North Korea that further 
bnngs them mto the commumty of nations would have a positive 
effect on our ability to mfluence them on important thmgs hke 
human rights 

Senator HARRIS But over the last couple of years have you seen 
any change m their behaviors? 

Director HASPEL I don't think I can pomt to any specific changes 
over the last couple years 

Senator HARRIS Thank you And then Director Coats, changing 
the subJect, I'd hke to talk with you a bit about social media And 
can you tell us, do we have a written strategy for how we're gomg 
to counter the mfluence operations that target social media m the 
Umted States? 

Director COATS We are fully engaged m that issue We have reg­
ular commumcat10n among the vanous sectors of the Intelhgence 
Commumty Much of that is shared, both verbally and m written 
form 

Senator HARRIS So there 1s a written strategy? 
Director COATS Not a written single strategy, but we're always 

Iookmg at how we can best address this. It's a flmd situation We 
had an earher d1scuss1on relative to our engagement with private­
sector social media compames 

Senator HARRIS Thank you My time 1s runnmg out 
Can you tell us, do you have any mtention of having a written 

strategy that w1ll be agreed to and understood by all members of 
the IC as 1t relates to the collective respons1b1hty and mdividual 
responsibilities for addressrng foreign mfluence on social media m 
the Umted States? 

Director COATS As I said, it's a flmd situation We are makmg 
significant progress on that. In terms of one specific written strat­
egy, something that has to-will have to be looked at m a con­
tmuum of change So, I'm not exactly sure why a written strategy 
would give us anythmg more-smgle strategy-that would com­
plete-have to be modified daily, but you can be assured that 1t 1s 
a top pnonty, as we have talked about before It 1s somethmg that 
we are workmg on, and we've seen very s1gmficant progress. 

Senator HARRIS Mr Chairman--
Director COATS And when you go back and read the transcript 

of what we talked about before, you'll understand that. 
Senator HARRIS I actually have the transcnpt from February 13 

of 2018 when you and I had tlus discussion at our last worldwide 
threats hearing, or at least a prev10us one, when I asked you then, 
would you provide us and would there be a written strategy for 
how the IC 1s dealmg with these threats 

So, can you tell us has there been any advancement on that pomt 
smce February of 2018? 

Director COATS I'll be happy to get back to you with that 
Senator HARRIS Thank you 
Director COATS You were referrmg to 2017? Is that my under~ 

standmg? 
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Senator HARrus No, 2018 We're m 2019 now 
Director COATS 2018 Okay, thank you 
Chairman BURR Senator Cotton 
Senator COTTON Thank you all very much for your appearance 

and your contmued service to our N at1on, and for all the men and 
women who work m your orgamzations servmg our country We've 
talked a lot about Huawe1 and ZTE today and the potential threats 
they pose Let's Just make this concrete for Americans watchmg at 
home You can raise your hand 1f you respond yes to my questions 
How many of you would use a telecom product made by Huawe1 
and ZTE? 

Director COATS Senator, I would person-I would thmk we 
ought to talk about these kinds of thmgs m a separate, closed ses­
sion These are not all yes and no answers, and I thmk there 1s 
mformation here that could be better descnbed m a closed sess10n 
than an open session. 

Senator COTTON Like a profess10nal who has once been on the 
debate stage and not liked raise-your-hand questions, I'll simply 
say for the written record, though, that I saw no hands go up, and 
while I'll defer to the closed sess10n, I suspect 1f I asked a fairer 
question, which 1s how many of you would recommend that people 
who are not heads of mtelhgence agencies, hke your neighbors, or 
church members, or high school fnends use Huawe1 and ZTE there 
would also be SlX no votes of confidence 

Director Coats, m September the House Intelligence Committee 
voted by voice vote, which I presume means 1t was bipartisan-not 
controversial-to send to you several dozen of their transcnpts m 
their mvestigat10n mto Russia's mterference m our 2016 election so 
they could release those, pendmg your class1ficat10n review 

Where does that review stand? 
Director COATS That's another ISsue which I would hke to dis­

cuss m a closed sess10n 
Senator COTTON Thank you 
Director Haspel, we've spoken some about ISIS today and the 

threat of ISIS 1f they were to reform One ongomg threat from ISIS 
1s that the Synan Democratic Forces have a number of detamees 
from ISIS. Do you kllow how many detamees the SDF currently 
hold? 

Director HASPEL Senator, we do know the number In this forum 
I'll say that they have hundreds of foreign fighters. The IC as a 
whole 1s workmg very, very hard to make sure we know who those 
are, return people to their country of ongm, and to make sure that 
even as ISIS, as we contmue to make gams against them on the 
battlefield, that these foreign fighters do not-are not able to re­
turn to the fight 

And I can be more specific this afternoon in terms of the exact 
numbers 

Senator COTTON And could you speak broadly about the types of 
detainees? Are we talkmg about foot soldiers? Are we talkmg about 
maJor external operations planners, bomb makers, that sort of 
thmg? 

Director HASPEL All of the above, Senator 
Senator COTTON So, 1t would be very bad for our Nation 1f those 

detainees we1·e released? 
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Director HASPEL I thmk 1t would be very bad, and the IC has 
taken great pams to categorize and make sure we know who these 
md1v1duals are, and we, of course, are workmg very closely with 
our foreign alhes to do Just that 

Senator COTTON Thank you 
Director Haspel, I'd hke to stay with you and turn our attent10n 

to Russia smce I know you have a lot of experience with that na­
tion 

Senator COTTON President Putin has publicly stated that they 
are workmg on novel nuclear weapon systems hke a nuclear-pow­
ered crmse m1ss1le, hypersomc ghde vehicles, and underwater nu­
clear-powered torpedo And Just last month, he announced Russia's 
successful test of a hypersomc ghde vehicle which he called a new 
mtercontmental strategic system Is 1t the case that some of these 
systems are bemg designed to exphc1tly evade the constramts of 
the New START Treaty? 

Director HASPEL Senator, I believe-and I can go mto more de­
tail this afternoon and I'm sure General Ashley would hke to add 
but-I beheve some of these systems have m fact been m develop­
ment long before New START Treaty 

Senator COTTON General Ashley, do you have anythmg to add? 
General ASHLEY Actually, 1f I could go back real qmck to your 

Huawe1 quest10n and then I'll come back to that one 
When you look at the technology stuff and I thmk Huawe1 and 

ZTE are great examples, but I think the other complexity IS the 
question really IS do you know what's m your phone, not Just 1s 1t 
a Huawe1 or a ZTE phone? Do you know who provided the chips, 
the software and everythmg that goes mto your phone? 

We are trackmg everything that you Just addressed m terms of 
Putm I'm not sure 1f any of that violates the New START Treaty, 
because right now, I know that the Russians are m compliance and 
what as you know New START lays out for the systems 1t can de­
liver, it's about 700, they can have 1,550 m the number of war­
heads and they can have 800 m the latter category m terms of 
other systems I'm not aware that this violates and I'll take that 
one for a little bit of research as well, and we may be able to get 
that to you m the closed sessron this afternoon 

Senator COTTON Thank you 
Director Haspel, one final follow-up question So even 1f these 

systems don't violate the New START Treaty, I beheve that both 
this and the past Admimstration has said that Russia 1s v10latmg 
the Intermediate-Range Nuclear Forces Treaty, the Open Skies 
Treaty, the Chemical Weapons Convention, the Biological Weapon 
Convent10n, the Vienna Document, and 1s no longer adhering to the 
Presidential Nuclear Imtiat1ves Is there any treaty that Russia 
has with the Umted States to which they are currently adhering? 

Director HASPEL Well, the Russians obviously would have a dif­
ferent mterpretation, but I do believe that you are correct m terms 
of State Department's assessment of Russian compliance with 
those treaties 

Senator COTTON Thank you 
Chairman BURR Senator Wyden 
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Senator WYDEN Thank you very much and I want to apologize 
to all our distmgu1shed panel We had a maJor hearmg m the Fi­
nance Comnuttee 

I'm gomg to start with the matter of Saudi Arabia and the late 
Mr. Khashoggi I'm very concerned that the DNI statement for the 
record barely ment10ns the threat posed by Saudi Arabia to the 
rule of law around the world 

Director Haspel, the Senate unammously passed a resolut10n 
statmg its belief that the Crown Prince was responsible for the 
murder of US resident and Journahst Jamal Khashoggi Is that 
correct? 

Director HASPEL Senator, we can go mto a little bit more detail 
tlus afternoon, but as you know durmg the fall months, we spent 
a s1gmficant amount of time bnefing and providmg written prod­
ucts on our assessment of what happened to Mr Jamal Khashogg1 

As you know, and as the Saudi regime itself has acknowledged, 
15 md1v1duals traveled to Istanbul and he was murdered at their 
consulate and it was a premeditated murder on 2 October. The 
tnal m Saudi Arabia, I believe, has begun but m terms of further 
detail on our assessment of mvolvement, I'll hold 1t until the after­
noon session 

Senator WYDEN Respectfully, Madam Director, the Senate 
unanimously passed a resolution that the Crown Pnnce was re­
sponsible Was the Senate wrong? 

Director HASPEL Senator, it's my Job to provide the mtelhgence 
to support the Senate's deliberations, and I thmk we've done that 
very adequately m tlus case and we'll contmue to do that And we 
contmue, by the way, to track tlus issue and to follow 1t very close­
ly 

Senator WYDEN A question for you Director Wray and maybe 
other panel members 

In my home State there are alarmmg md1cations that the Saudi 
government has helped Saudi nationals accused of serious cnmes 
flee the country and tlus strikes us as an assault on the rule of law 
nght here m the Umted States. 

My question for the Director, Director Wray, will you look at tlus 
and come back with any suggestions about what the FBI can do? 

And Just so you know what has troubled me so much 1s what 
looks hke evidence that the Saudi government helped these md1vid­
uals who have been charged with really serious crimes m my home 
State rape and manslaughter, helped them with 1lhc1t passports, 
possibly the prospect of private planes to get out of the country 

Will you look at this and come back with any suggestions about 
what the Bureau can do here? 

Director WRAY. Senator, I appreciate the question I will say I've 
actually had occasion to v,s1t the Portland field office not only to 
meet with all of our employees there but all of our State and local 
partners across your State and I'd be happy to take a close look at 
anytlung you want to send our way on this subJect. 

Senator WYDEN. Could you get back to me withm 10 days? You 
know we are trymg to up the ante here to really get these people 
back You know, my sense 1s hke a lot of other thmgs people have 
a full plate I've requested travel records We will be m touch with 
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your office, but I would hke a response withm 10 days to show that 
this 1s the pnonty that is warranted 

Director WRAY Senator, of course we have a lot of priorities as 
I'm acutely aware of, but I'd be happy to take a look at the mfor­
mation that you have and work with your office 

Senator WYDEN We have a lot of pr1or1ties, but the notion that 
Saudi Arabia can basically say 1t 1s above the law, and that's what 
1t looks hke to the people of my home State, 1s Just unacceptable 
So, I will be back at this and you and I have talked about matters 
before and both of us have strong views and that will certamly be 
the case here 

Let me ask one other quest10n for you, Director Haspel and Di­
rector Coats, to change the subJect to Russia and particularly these 
Trump-Putm meetmgs Accordmg to press reports, Donald Trump 
met pnvately with Vladimir Putm and no one m the US Govern­
ment has the full story about what was discussed 

Director Haspel and Director Coats, would this put you m a dis­
advantaged position m terms of understandmg Russia's efforts to 
advance its agenda agamst the Umted States? A question for you 
two and then I'm out of tune Thank you for lettmg me have them 
respond, Mr Chairman 

Director COATS Well, Senator, clearly tms is a sensitive issue 
and it's an issue that we ought to talk about this afternoon I look 
forward to discussmg that m a closed session 

Senator WYDEN Mr. Chairman, my time 1s up To me from an 
mtelhgence perspective, it's Just Intel 101 that it would help our 
country to know what Vladimir Putm discussed with Donald 
Trump and I wtll respect the rules Thank you, Mr Chairman 

Chairman BURR Senator Cornyn 
Senator CoRNYN When I reflect on the number of people who 

lost their hves as a result of man-made causes m World War II, 
by some estimates as many as 39 milhon people, when we mtro­
duced the atomic bomb and Nagasaki and Hirosmma and think 
about how much more efficient we've gotten when 1t comes to kill­
mg one another potentially, I wanted to ask you about weapons of 
mass destruct10n and counterprohferation 

If the theory bemnd mutually assured destruction and deterrence 
1s that none of the so-called ratrnnal actors, let's say Russia, Chma, 
for example, would use nuclear weapons because they realize what 
the consequences of that would be, we know we have less than ra­
tional actors that either have acqmred nuclear weapons, thmkrng 
about North Korea-certantly Pakistan and India are starmg at 
each other, both of whom have nuclear weapons I worry that we 
are not spendmg as much time as we need to be focusmg on what 
1s the most lethal threat to our Nat10n and also to the world 

Let me ask you specifically about Russia We know Russia con­
tmues to be m matenal breach of the terms of the Intermediate­
Range Nuclear Forces Treaty Most recently our NATO alhes have 
concluded that Russia 1s m the process of developmg a ground­
launched crmse missile that's a direct threat to Euro-Atlantic secu­
rity 

I personally trunk it's important for us to adequately fund nu­
clear modermzation programs, mcludmg the development of a low­
yield warhead and enhance the capabtl1ties of cntical m1ss1le de-
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fense systems I would also pomt out that Cluna 1s not bound by 
the standards imposed by the INF treaty, further puttmg the US 
m a compronusmg position 

Director Coats, does the Intelligence Commumty assess that a 
complete withdrawal of the U S from the INF Treaty would pose 
a s1gmficant national security nsk to the Umted States? 

Director COATS Well, that nsk 1s there whether we see Russia 
withm the bounds of the restramts on that or whether we don't, 
because we know Russia has v10lated the terms of that treaty and 
has that capab1hty 

Senator CORNYN And Cluna's not now--
Director COATS So, whether we withdraw or not-­
Senator CoRNYN (contmumg] Chma's not now at all--
Director COATS You're-they're still gomg to have that capa­

b1hty That's correct 
Senator CORNYN. And Director Haspel, perhaps tlus would be a 

question for you 
If the US withdraws from the INF Treaty-and I'd welcome 

anybody's comment on the panel. If the U S. withdraws from the 
INF Treaty, does the IC assess that Russia wtll place INF range 
missiles m Cuba, or will they attempt to exert pressure m some 
other way? 

Director HASPEL Senator, what I can say, and perhaps we can 
go mto more detail tlus afternoon, 1s we do see that Russia 1s very 
concerned about our dec1s1on to withdraw We do see also consider­
ation of ways they can push back due to their own concerns about 
our forward posture m Eastern Europe 

I thmk I'll leave 1t there for now, and we can elaborate this after­
noon I'll ask 1f General Ashley would hke to add somethmg 

Senator CoRNYN Please 
General ASHLEY Yeah, I would say that-and we can get mto 

some more detail this afternoon-that their actrons are not con­
sistent with the ground-launched crmse nusstle that you already 
spoke about It has already been fielded operat10nally, so 1t 1s m 
utilization and available 

Their actions and what they would do I thmk would be sym­
metnc to anytlung we did to move additional capab1hties forward. 
And then those particular symmetnc act10ns we can talk about m 
a closed session 

Senator CORNYN Would anybody on the panel care to talk about 
my statement with regard to production of a low-yield warhead? 
Maybe General Ashley? I don't know who would be the appropriate 
person 

General ASHLEY So, the comment of whether we should be de­
velopmg--

Senator CoRNYN. Correct 
General AsHLEY Yeah I'll have to leave that to the policy­

makers What you alluded to 1s our ability to kill and some of the 
weapons we've developed, and then the ut1hzat10n and a strategy 
that we've heard m the past from the Russians of non-strategic nu­
clear weapons and whether or not a rational actor would use those 
kmds of weapons m the field 

We know that the Russians have a first-use pohcy The threshold 
where they thmk that the Kremlm would be at nsk 1s probably 
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what would drive that first use, whether that-see that as an 
escalatory control measure that they would put into place I'll leave 
1t to the pohc1es-pohcy folks to determine the uttl1zation of one of 
those weapons. 

When we talk about the use of nuclear weapons specifically, one 
of the tlungs that-you know, the thresholds are pretty lugh on 
their use, which is why we see the manifestations of thmgs Wm hy­
brid war And 1f you look at great power conflict, 1t kmd of flat­
hned after World War II and thmgs that have taken place m the 
world order that has been kmd of the outgrowth of Bretton Woods 
That-the other thmg that has come to bear on keepmg great 
power conflict at bay has been the development of nuclear weapons 

Senator CORNYN Thank you. 
Chairman BURR Last but not least, Senator Sasse 
Senator SASSE Thank you, Mr Chairman Thank you to all s1x 

of you for bemg here Thanks for your officers and to their families 
You lead and represent a community of folks who often have family 
disruptions, and there aren't folks who know to thank them So, on 
behalf of tlus Committee and the Amencan people, thank you 

General Nakasone, when you were confirmed before the Armed 
Services Committee, I asked you a question about whether or not 
Russia or China had ever suffered a sufficient response to their 
cyber aggress10ns to warrant behavior change on their behalf, and 
you said no, they had not At this pomt, in a non-classified settmg, 
how would you answer that quest10n today? 

General NAKASONE So, Senator, I think the-the way that I 
would answer the question is, first of all, what has changed smce 
you and I talked last year 1s the fact that I thmk that, from our 
work collectively across the mteragency and the Government, we 
have been able to show effectiveness against, primanly m tlus case, 
the Russians as we take a look at our rmdterm elect10ns. 

Whether or not that spawns long-term behavior change, I thmk 
that's still to be determmed But certainly, tlus afternoon we can 
talk a httle bit more about some of the tlungs we have seen. 

Senator SASSE Thank you for your work on that and your suc­
cess And I know, Director Coats, you're gomg to give us some 
bnefing on that this afternoon as well I know that a number of 
people on the Committee have been aUX1ous to get a more fulsome 
report of some of the successes of the IC from early November And 
I would Just hke to publicly say, whatever portion of that that we 
can declassify for the Amencan people to know the successes of the 
U S Government and of your community, I would urge that kmd 
of declass1ficat10n where possible 

Director Wray, you have many pnonties at the Bureau, but can 
you talk about tlu·eats we face with the long-term tech war-tech 
race, maybe-agamst Cluna? And domestically when you tlunk 
about Bureau pnonties lookmg at different Chmese actions ms1de 
the Umted States, how do you rank those pnonties? 

Director WRAY Well, first, I would say that the-as I said ear­
lier-that I thmk Chma writ large 1s the most s1gmficant counter­
mtelhgence threat we face We have economic esp10nage mvestiga­
t10ns, for example-that's Just one piece of 1t-m virtually every 
one of our 56 field offices And the number of those has probably 
doubled over the last three or four years And almost all of them, 
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not all of them but most of them, lead back to Chma. In add1t10n 
to the--

Senator SASSE Do you have anywhere near sufficient resources 
for all those mvestigat10ns? Many of us used to ask Director Corney 
about Jihad1 threats agamst the Uruted States We would regularly 
ask is the Bureau sufficiently resourced? And we were told that as 
long as the U S was active killing Jihad1s or partnermg with alhes 
m Syria to kill a lot of J1hadis who were there, he thought there 
were sufficient domestic resources m the Bureau 

For countermtelhgence and for corporate esp10nage purposes, are 
you sufficiently resourced? 

Director WRAY Well, I would say this If the Congress were to 
entrust us with more resources, I can assure you we would put 
them to very good use 

Senator SASSE We've talked about deepfakes a couple of dif­
ferent times today. Our Intelligence Commumty 1s a product of his­
tory Seventeen agencies 1s not the way anybody would design 1t 
from scratch, but that doesn't necessarily mean a reorgamzation 1s 
always srmphfymg Oftentunes you create more complexity when 
you're trymg to get rid of some of the duplicative funct10ns that we 
have across different agencies 

But when you thmk about the catastrophic potential to pubhc 
trust and to markets that could come from deep fake attacks, are 
we--Director Coats and Director Haspel m particular, are we orga­
mzed m a way that we could possibly respond fast enough to a cat­
astrophic deepfakes attack? 

Director COATS We certamly recognize the threat of emergmg 
technologies and the speed at wluch that threat increases We 
clearly need to be more agile We need to partner with our private 
sector 

We need to resource our activities relative to dealing with these 
known technologies and unkiiown technologies, wluch we know are 
gomg to appear anytime soon because it's Just a very qmckly evolv­
mg flood of technological change that poses a maJor threat to the 
Umted States and somethmg that the Intelhgence Commumty 
needs to be restructured to address 

We are m a process of transformat10n right now which mcor­
porates six maJor pillars that we have to put resources and activity 
agamst, and fast Cyber, trusted agile workforce, artificial mtel­
hgence, private sector partnerships, data management, acqu1s1t1on 
agility All six of these are maJor issues which we have to trans­
form We cannot rely on status quo, where we are now We're the 
best m the world We have to stay the best m the world But we've 
got real competitors, and technology 1s giving them the opportumty 
to shorten that gap very, very sigmficantly 

And so, we have a dedicated comrmtment to this transformat10n 
It's called IC 2025 What do we have to be m 2025, but let alone 
2019 and 2020? And we are usmg that throughout all 17 agencies 
m terms of how we have to adapt to that And that's a maJor 
change that this IC has to go through But we're fully mtent on 
making 1t happen 

Senator SASSE Thanks, Director Before the Chairman gavels 
out a rookie, Director Haspel, are you confident that we could re­
spond fast enough? 
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Director HAsPEL I think Director Coats captured it very well I 
would say that, while the IC 1s large and unwieldy m some re­
spects, I don't thmk m my 34-year career I've seen better coordma­
tion or synchroruzation or collaboration among the agencies to try 
and stay abreast of the technological challenges 

Senator SASSE I hear that and I've been readmg "Intel Daily" 
now for 18 months And the pace of upgraded game on the part of 
the commuruty 1s a real testament for all of your leadership, but 
I still thmk the asymmetnc exposure we have or the barner to 
entry for deepfake technology 1s so low now, lots of entities, short 
of nation state actors, are gomg to be able to produce this material 
and agam destabilize not Just Amencan pubhc trust, but markets 
very rapidly. And I thmk we need to be thinking about not Just IC 
2025 but IC 2021, 2020, 2019 

General AsHLEY If I could Just real qmck Just go back to our 
opemng question from the Chairman, when he said are you con­
cerned about our protection of data So how do you get deepfakes 
that are really, really good, lots of data? That's how you tram your 
algonthms So, 1t goes back to lund of where we started and the 
ability to protect that mformat10n, to preclude the training of those 
algorithms to a degree where you cannot tell the difference And 
agam, our challenge 1s how do you build the algorithm to identify 
the anomaly because every deep fake as a flaw, at least now they 
do 

Senator SASSE Thanks, General 
Vice Chairman WARNER Thank you, Mr Chrurman I would Just 

want to make one final bnef remark and commend Director Coats 
on the ongomg efforts to make sure that we get through the back­
log on the secunty clearance reform The Chairman and I have 
worked on this very hard We appreciate the progress that has 
been made I hope we can I thmk we're down to about 500,000 
I thmk we can do much, much better And my hope would be that 
particularly any Federal employee that might have had some level 
of a credit dinging due to the shutdown would not be penalized 
through that security clearance process for, agam, actions, qmte 
frankly, that they had no ab1hty to remediate It was our respons1-
bihty 

Director COATS We will contmue to operate carefully with you, 
also You played a maJor role m all of this We have made some 
progress It's not enough, it's not fast enough The shutdown de­
ferred some tasks that we could have accomplished 1f the process 
was opened and hopefully we won't have to go through that agam 

Chairman BURR I thank the Vice Chairman for his comments 
I promised all of you ample time for nutntion m between sessions 
and I think we have accomplished that 

I want to thank you for your testimony today m open session 
The Intelligence Commumty has always pnded itself on malung 
the 1mposs1ble happen You go where others cannot You find what 
cannot be found You discover and uncover and create 

This Committee has been pr1v1leged to see behmd closed doors 
some of the truly fantastic mnovations that are the products of 
your drive to accomplish rmposs1ble missions Sometimes these 
come from the mmds of m-house gemuses Sometimes they are the 
fruits of successful collaboration with contractors These pubhc-pn-
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vate partnerships have always been at the core of Amencan suc­
cess stories 

However, as with any good competition, our adversaries have 
watched carefully, and they seem to be catching up Director Coats, 
you note m your statement for the record that for 2019 and beyond, 
the mnovations that dnve nnhtary and economic competitiveness 
will mcreasmgly ongmate outside the Umted States As the overall 
U S lead m science and technology shnnks, the capabihty gap be­
tween commercial and nnhtary technologies evaporates and foreign 
actors mcrease their efforts to acquire top talent compames, data, 
and mtellectual property via hc1t or tlhc1t means 

Innovation 1s a global race and we must thmk about how to fos­
ter greater mnovation at home, illltigate potential risks, and mam­
tam our competitive edge There is no easy path, but If we concede 
the innovation race, not only our global competitiveness, but our 
national secunty will m fact be at risk We need to make sure we 
are momtormg and actmg on threat mformation as qmckly as pos­
sible and gettmg the mfonnation to the people who need it the 
most 

The Federal Government should educate the pnvate sector on 
threats, which we are, and enable a regulatory and financial envi­
ronment that enables innovation In turn the pnvate sector needs 
to listen better and be constructive and thoughtful partners The 
simple truth is that we need each other and only through collabora­
tion can we regam m our lead The architecture of government 
must change, and our partnerships must grow 

In closing, please convey this Committee's gratitude to the men 
and women of the Intelligence Commumty for the work that they 
do on a datly basis The American people should know that their 
hard work, ded1cat10n, and innovation are crucial to protectmg this 
country and the democratic pnnciples on which we stand. Although 
the threats we now face are dynamic, vaned, and numerous, I'm 
confident the Intelligence Commumty will continue dehvering on 
their mandate to reduce uncertainty in an increasmgly uncertam 
world With that, this portion of the hearmg is adJourned, and we'll 
gather agam at 1 00 p m 

[Whereupon the heanng was adJourned at 11 52 a m ] 
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UNCLASSIFIED RESPONSES TO QUESTIONS FOR THE RECORD 
SENATE SELECT COMMITTEE ON INTELLIGENCE 

HEARING JANUARY 29, 2019 
DIRECTOR OF NATIONAL INTELLIGENCE DANIEL COATS 
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Hearing Date: January 29, 2019 
Committee: SSCI 
Member: Sen. Wyden 
Witnesws: DNI Coats 
Info Current as of: March 21, 2019 

Question: In 1ts dec.1S1on m Carpenter v Umted States, the U S Supreme Court found that the 
collectton of cell-site location infonnatton (CSU) from wireless providers constituted a search 
under the Fourth Amendment 

• Have the ODNI or any elements of the Intelligence Community 1s.,;ued any gmdance 
regardmg how the Carpenter dec1s1on should be interpreted and/or apphed to mtelhgence 
programs and operations? 

• If so, please provide any relevant memoranda or gu1dance. 

Answer: 

Although the Carpenter opinion "does not consider other collection techniques involving foreign 
affrurs or national secunty"1 the Intelhgence Community. as always, carefully considers all 
Supreme Court precedent, mcludmg Carpenter, when evaluating how and whether the Fourth 
Amendment applies to a proposed mtelhgence activity The Intelhgence Community will 
conttnue to assess the potential 1mphcattons of the Carpenter dec1s1on and w, U, m the event a 
etreurnstance anses that nught 101phcate the holding of the dec1S1on, provide appropnate 
guidance to the Intelligence Community agencies at that time That srud, the ODNI has not 
issued any controlling written lntelllgence Commuruty-w1de guidance regarding how the 
Carpenter dec1s10n ~hould be interpreted or applied 

1 CarpenJerv Umted States, S85U S. at_, 134S CL 2206, at 2220 (June 22, 2018) 
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Hearing Date: January 29, 2019 
Committee: SSCI 
Member: Seo. Wyden 
W1tnesses: DNI Coats 
Info Current as of: March 21, 2019 

Question: Does the Intelligence Community agree with Mr. Evanina's recommendation 
that encryption be used to protect U.S. government ofllcials' work and personal 
unclassilied telephone communications? 

• If yes, what steps, if any, bas the Intelligence Community taken to conun'1Uicate this 
recommendation to agencies and to government officials? 

Answer: 

The National Cyber Strategy, signed by the President on September 17, 20l8, states that 
respons1b1bty to secure federal networks, mcludmg federal infonnatton systems and national 
secunty systems, falls squarely on the Federal Government National Secunty Direcuve 42 
expands the respons1btl1ttes for protecl.tng national secunty mfonnatton systems to also include 
national security telecommumcauons systems The Intelbgence Community has dtstnbuted 
these documents to all federal agenctes and has made continued access avrulable through 
appropnate websites Thus, encryption should be used to protect U S Government officials' 
work and associated federal mformauon Although personal unclassified telephone 
commurucattons do not fall under the category of official government work and are not required 
to be afforded such protecuon, Drrector Evanma has consistently advocated for strong cyber 
hygiene practices through the Know the Risk- Raise Your Shield camprugn Through tlus 
camprugn, Director Evamna ba~ issued tips and guidance to the publtc on how to protect personal 
mfonnatton from bemg exploited by cyber cnmmaJs and foreign mtell1gence services 
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Hearmg Date: January 29, 2019 
Committee: SSCI 
Member: Seu. Heinrich 
Wimes~. DNI Coats 
Info Current as of: March 21, 2019 

Question: As the government's Security Executive Agent. have you reviewed the 
Executive Office of the President's process for granting access to cl~ified 
information for compliance with Executive Order 12968? 

• If so, is the Executive Office of the President compliant? 

Answer: 

Congress has sent several letters seek.mg 1nformat1on on the secunty clearance process To 
ensure a complete response to all of these quest10ns, responses to this quesnon wl.11 be included 
under separate cover 
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Hearing Date: 
Committee 
Member: 
Witnesses: 
Info Current as of 

January 29, 2019 
SSCl 
Sen. Heinrich 
DNICoats 
March 21, 2019 

Question: How often do you conduct such eompllance reviews, and when was the 
last review? 

Answer• 

Congress bas sent several letters seekmg mfonnation on the secunty clearance process To 
ensure a complete response 10 all of these quest10ns, responses to this quesuon will be included 
under separate cover 
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FORMER SPECIAL COUNSEL ROBERTS MUELLER HI ON THE INVESTIGATION lNTO 

RUSSIAN INTERFERENCE IN THE 2016 PRESIDENTIAL ELECTION 

Wednesday, July 24, 2019 

U.S House of Representatives, 

Permanent Select Committee on Intelligence, 

Washington, D C 

The committee met, pursuant to call, at 12·50 p m., in Room HVC-304, capitol 

V1s1tor Center, the Honorable Adam Schiff (chairman of the committee) presiding 

Present· Representatives Schiff, Himes, Sewell, Carson, Speier, Quigley, 

Swalwell, Castro, Heck, Welch, Maloney, Demings, Knshnamoorth1, Nunes, Conaway, 

Turner, Wenstrup, Stewart, Crawford, Stefanik, Hurd, and Ratcliffe 
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The Chairman The committee will come to order. At the outset and on behalf 

of my colleagues, I want to thank you, Special Counsel Mueller, for a lifetime of service to 

the country. Your report, for those who have taken the time to study 1t, 1s methodical, 

and 1t 1s devastating, for 1t tells the story of a foreign adversary's sweepmg and systematic 

intervention in a close U S Pres1dent1al election That should be enough to deserve the 

attention of every American, as you well point out But your report tells another story 

as well. 

For the story of the 2016 election 1s also a story about disloyalty to country, about 

greed, and about hes Your mvest1gatIon determmed that the Trump campaign, 

including Donald Trump himself, knew that a foreign power was intervening in our 

election and welcomed 1t, built Russian meddling into thetr strategy and used it. 

Disloyalty to country Those are strong words, but how else are we to descnbe a 

Presidential campaign which dtd not inform the authont1es of an foreign offer of dirt on 

their opponent, which dtd not pub!Jcly shun It or turn It away, but which instead invited 1t, 

encouraged 1t, and made full use of 1t That disloyalty may not have been cnmmal 

Constrained by uncooperative witnesses, the destruction of documents and the use of 

encrypted commurncatmns, your team was not able to establish each of the elements of 

the cnme of conspiracy beyond a reasonable doubt, so not provable crime many event 

But I thmk maybe somethmg worse. 

A crime 1s the v1olat1on of law written by Congress, but disloyalty to country 

violates the very oath of c1t1zensh1p, our devotion to a core principle on which our Nation 

was founded, that we, the people, and not some foreign power that wishes us 111, we 

decide who governs us 

This 1s also a story about money, about greed and corruptmn, about the 
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leadership of a campaign w1lhng to compromise the Nation's interest, not only to win but 

to make money at the same time About a campaign chairman indebted to pro-Russian 

interests who tried to use his pos1t1on to clear his debts and make millions. About a 

national security advisory using his position to make money from still other foreign 

interests And about a candidate trying to make more money than all of them put 

together through a real estate proiect that to him was worth a fortune, hundreds of 

m1lhons of dollars and the realization of a life-long amb1t1on. a Trump Tower m the heart 

of Moscow A candidate who in fact viewed his whole campaign as the greatest 

infomercial m history 

Donald Trump and his senior staff were not alone in their desire to use the 

election to make money For Russia, too, there was a powerful financial motive Putin 

wanted relief from economic sanctions imposed in the wake of Russia's invasion of 

Ukraine and over human rights v1olat1ons. 

The secret Trump Tower meeting between the Russians and senior campaign 

officials was about sanctions. The secret conversations between Flynn and the Russian 

Ambassador were about sanctions Trump and his team wanted more money for 

themselves, and the Russians wanted more money for themselves and for their oligarchs. 

The story doesn't end here either, for your report also tells a story about hes, lots 

of hes Lies about a gleaming tower in Moscow and hes about talks with the Kremlin 

Lies about the finng of FBI Director James Corney and ltes about efforts to fire you, 

Director Mueller, and lies to cover 1t up. Lies about secret negot1at1ons with the 

Russians over sanctions and hes about W1k1Leaks. Lies about polling data and hes about 

hush money payments Lies about meetings in the Seychelles to set up secret back 

channels and hes about a secret meeting in New York Trump Tower Lies to the FBI 

Lies to your staff And hes to this committee Lies to obstruct an mvest1gat1on into the 
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most serious attack on our democracy by a foreign power in our history. 

That 1s where your report ends, Director Mueller, with a scheme to cover up, 

obstruct, and deceive every bit as systematic and pervasive as the Russian d1sinformat1on 

campaign itself, but far more pern1c1ous since this rot came from within Even now, 

after 448 pages and 2 volumes, the deception continues The President and his acolytes 

say your report found no collus1on, though your report explicitly declined to address that 

question, since collusion can involve both criminal and noncnminal conduct 

Your report laid out multiple offers of Russian help to the Trump campaign, the 

campaign's acceptance of that help, and overt acts in furtherance of Russian help To 

most Americans, that 1s the very defin1t1on of collusion, whether 1t 1s a cnme or not 

They say your report found no evidence of obstruction, though you outline numerous 

actions by the President intended to obstruct the invest1gat1on 

They say the President has been fully exonerated, though you spec1f1cally declare 

you could not exonerate him In fact, they say your whole invest1gat1on was nothing 

more than a witch hunt, that the Russians didn't interfere m our election, that 1t 1s all a 

terrible hoax. The real crime, they say, 1s not that the Russians intervened to help 

Donald Trump but that the FBI had the temerity to investigate 1t when they did. 

But, worst of all, worse than all the hes and the greed 1s the disloyalty to country 

For that, too, continues When asked 1f the Russians intervene again, will you take their 

help, Mr President? Why not, was the essence of his answer, everyone does 1t. 

No, Mr President, they don't. Not m the America env1s1oned by Jefferson, 

Madison, and Hamilton Not for those who believe m the idea that Lincoln labored until 

his dying day to preserve the idea ammatmg our great national experiments so unique 

then, so precious still, that our government 1s chosen by our people through our 

franchise, and not by some hostile foreign power 
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This 1s what 1s at stake, our next election and the one after that for generations to 

come Our democracy. This 1s why your work matters, Director Mueller, this 1s why 

our mvest1gat1on matters, to bnng these dangers to light 

Ranking Member Nunes 

[The statement of The Chairman follows ] 

******** COMMITTEE INSERT******** 
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Mr. Nunes Thank you, Mr Chairman. 

Welcome, everyone, to the last gasp of the Russia collusion conspiracy theory 

As Democrats continue to foist this spectacle on the Amencan people, as well as you, Mr. 

Mueller, the American people may recall the media first began spreading this conspiracy 

theory in the spring of 2016 when Fusion GPS, funded by the DNC and the Hillary Clinton 

campaign, started developing the Steele dossier, an collection outlandish accusations that 

Trump and his associates were Russian agents 

Fusion GPS, Steele, and other confederates fed these absurd1t1es to naive or 

partisan reporters, and to top offtc1als in numerous agencies, including the FBI, the 

Department of Justice, and the State Department Among other things, the FBI used 

dossier allegations to obtain a warrant to spy on the Trump campaign, despite 

acknowledging dossier allegations as being salacious and unvenf1ed Former FBI 

Director James Corney briefed those allegations to President Obama and President-elect 

Trump, those briefings conveniently leaked to the press, resulting in the pubhcat1on of 

the dossier and launching thousands of false press stones based on the word of a foreign 

ex-spy One who admitted he was desperate that Trump lose the election, and who was 

eventually fired as an FBI source for leaking to the press 

After Corney himself was fired, by his own adm1ss1on, he leaked derogatory 

informatmn on President Trump to the press for the spec1f1c purpose, and successfully so, 

of engineenng the appointment of a special counsel who sits here before us today 

The FBI invest1gat1on was marred by further corruption and bizarre abuses. Top 

DOJ official Bruce Ohr, whose own wife worked on Fusion GPS' anti-Trump operation, fed 

Steele's information to the FBI, even after the FBI fired Steele 

The top FBI investigator and his lover, another top FBI offtc1al, constantly texted 



20174

975 

about how much they hated Trump and wanted to stop him from being elected And 

the entire investIgat1on was opened based not on Five Eyes intelligence but on a tip from 

a foreign poht1c1an about a conversation involvmg Joseph Mifsud. He rs a Maltese 

diplomat who's widely portrayed as a Russian agent but seems to have far more 

connections with Western governments, mcludmg our own FBI and our own State 

Department, than with Russia. 
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Brazenly 1gnormg all these red flags as well as the transparent absurdity of the 

claims they are makmg, the Democrats have argued for nearly 3 years that evidence of 

collusion Is hidden Just around the corner Like the Loch Ness monster, they insist it's 

there, even 1f no one can fmd 1t. 

Consider this, m March 2017, Democrats on this committee said they had more 

than circumstantial evidence of collusion, but they couldn't reveal 1t yet. Mr Mueller 

was soon appointed, and they said he would fmd the collusion Then when no collusion 

was found m Mr Mueller's md1ctments, the Democrats said we'd fmd It in his fmal report 

Then when there was no collusion in the report, we were told Attorney General Barr was 

h1dmg 1t Then when 1t was clear Barr wasn't hiding anything, we were told It will be 

revealed through a heanng with Mr. Mueller himself 

And now that Mr. Mueller 1s here, they're cla1mmg that the collusion has actually 

been m his report all along, hidden in plain sight And they're nght There 1s collusion 

m plain sight: collusion between Russia and the Democratic Party. The Democrats 

colluded with Russian sources to develop the Steele dossier And Russian lawyer Natalia 

Veselmtskaya colluded with the dossier's key architect, Fusion GPS head Glenn Simpson 

The Democrats have already admitted, both m mtervIews and through their usual 

anonymous statements to reporters, that today's hearing 1s not about getting mformat1on 

at all. They said they want to, quote, bring the Mueller report to hfe and create a 
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telev1s1on moment through ploys hke having Mr Mueller recite passages from his own 

report 

In other words, this heanng 1s poht1cal theater. It's a Hail Mary attempt to 

convince the American people that collusion Is real and that it's concealed m the report 
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Granted, that's a strange argument to make about a report that 1s pubhc It's almost hke 

the Democrats prepared arguments accusing Mr Barr of hiding the report and didn't 

bother to update their claims once he published the entire thmg 

Among congressional Democrats, the Russia mvest1gatmn was never about finding 

the truth. lt's always been a simple media operation. By their own accounts, this 

operation contmues m this room today Once again, numerous pressmg issues this 

committee needs to address are put on hold to indulge the poht1cal fantasies of people 

who believed rt was their destiny to serve Hillary Clinton's adm1mstrat1on 

It's time for the curtain to close on the Russia hoax. The conspiracy theory 1s 

dead At some point, I would argue, we're going to have to get back to work Until 

then, I yield back the balance of my time 

[The statement of Mr. Nunes follows] 

******** COMMITTEE INSERT******** 
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The Chairman. To ensure fairness and make sure that our hearing Is prompt•· I 

know we got a late start, Director Mueller -- the hearing will be structured as follows 

Each member of the committee will be afforded 5 minutes to ask questions, beginning 

with the chair and ranking member. As chair, I will recognize thereafter, man 

alternating fashion and descending order of seniority, members of the maionty and 

minority 

After each member has asked his or her questions, the ranking member will be 

afforded an add1t1onal 5 minutes to ask questions, followed by the chair, who will have 

additional 5 minutes for questions The ranking member and the chair will not be 

permitted to delegate or yield our fmal round of questions to any other member. 
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After six members of the maJonty and six members of the minority have 

concluded their 5-mmute rounds of questions, we'll take a 5- or 10-mmute break, that we 

understand you've requested, before resuming the hearing with Congressman Swalwell 

starting his round of questions 

Special Counsel Mueller 1s accompanied today by Aaron Zebley, who served as 

deputy special counsel from May 2017 until May 2019 and had day-to-day oversight of 

the special counsel's investigation Mr Mueller and Mr Zebley resigned from the 

Department of Justice at the end of May 2019 when the Special Counsel's Office was 

closed 

Both Mr Mueller and Mr Zebley will be available to answer questions today and 

will be sworn in consistent with the rules of the House and the committee Mr Mueller 

and Mr Zebley's appearance today before the committee Is in keeping with the 

committee's long-standing practice of receiving testimony from current or former 

Department of Justice and FBI personnel regard mg open and closed investigative matters 
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As this hearing 1s under oath and before we begin your testimony, Mr Mueller 

and Zebley, would you please nse and raise your right hands to be sworn. 

Do you swear or affirm that the testimony you're about to give at this hearing 1s 

the whole truth and nothing but the truth? 

Mr Mueller. I do 

Mr. Zebley I do 

The Chairman. The record will reflect that the witnesses have been duly sworn 

Ranking member? 

Mr Nunes. Thank you, Mr. Chair I Just want to clarify that this 1s highly 

unusual for Mr Zebley to be sworn in. We're here to ask Director Mueller questions 

10 

He's here as counsel Our side 1s not going to be directing any questions to Mr Zebley, 

and we have concerns about his pnor representation of the Hillary Clinton campaign aide 

So I Just want to voice that concern that we do have, and we will not be addressing any 

questions to Mr Zebley today 

The Chairman. I thank the ranking member. I realize, as you probably do, Mr. 

Zebley, that there 1s an angry man down the street who's not happy about you being here 

today, but 1t 1s up to this committee and not anyone else who will be allowed to be sworn 

in and testify, and you are welcome, as a private c1t1zen, to testify, and members may 

direct their questions to whoever they choose 

With that, Director Mueller, you are recognized for any opening remarks you 

would hke to make. 
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TESTIMONY OF ROBERTS. MUELLER Ill, FORMER SPECIAL COUNSEL 

Mr Mueller Thank you Good afternoon, Chairman Schtff, Ranking Member 

Nunes, and members of the committee I testified this morning before the House 

Jud1c1ary Committee I ask that the opening statement ! made before that committee be 

incorporated mto the record here 

The Chairman Without obJect1on, Director 

[The information follows.] 

******** COMMITTEE INSERT******** 
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Mr. Mueller. I understand that this committee has a unique Junsd1ct1on and that 

you are interested in further understanding the countenntelhgence 1mphcat1ons of our 

invest1gatIon So let me say a word about how we handled the potential impact of our 

mvest1gatIon on countenntell1gence matters 

As we explamed m our report, the special counsel regulations effectively gave me 

the role of United States Attorney As a result, we structured our invest1gat1on around 

evidence for possible use m prosecution of Federal crimes We did not reach what you 

would call countermtelhgence conclusions. We did, however, set up processes in the 

office to 1dent1fy and pass countenntelhgence information on to the FBI 

Members of our office penod1cally bnefed the FBI about counterintelligence 

mformatron In add1t1on, there were agents and analysts from the FBI who were not on 

our team but whose Job rt was to 1dent1fy countenntelhgence information in our files and 

to disseminate that information to the FBI For these reasons, questions about what the 

FBI has done with the countenntelhgence information obtained from our invest1gat1on 

should be directed to the FBI 

I also want to reiterate a few p01nts that I made this mornmg I am not making 

any Judgments or offering opinions about the guilt or innocence many pending case. It 

1s unusual for a prosecutor to testify about a cnmma! invest1gat1on, and given my role as a 

prosecutor, there are reasons why my testimony will necessarily be hm1ted. 

First, pubhc testimony could affect several ongomg matters In some of these 

matters, court rules or Jud1c1al orders hmrt the disclosure of information to protect the 

fairness of the proceedings And consistent with longstanding Justice Department 

policy, 1t would be mappropnate for me to comment m any way that could affect an 

ongoing matter 
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Second, the Justice Department has asserted pnv1leges concerning invest1gatIve 

information and dec1s1ons, ongoing matters w1thm the Justice Department, and 

deltberatrons within our office These are Justice Department privileges that I will 

respect. The Department has released a letter discussing the restrictions on my 

testimony I, therefore, will not be able to answer questions about certain areas that I 

know are of pubhc interest 
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For example, I am unable to address questions about the open mg of the FBl's 

Russia invest1gatIon, which occurred months before my appointment, or matters related 

to the so-called Steele dossier These matters are the subiect of ongoing review by the 

Department. Any questions on these topics should, therefore, be directed to the FBI or 

the Justice Department 

Third, as I explained this morning, It 1s important for me to adhere to what we 

wrote in our report The report contains our findings and analysis and the reasons for 

the dec1s1ons we made We stated the results of our invest1gat1on with precision. I do 

not intend to summarize or describe the results of our work in a different way m the 

course of my testimony today 

As I stated in May, I also will not comment on the actions of the Attorney General 

or of Congress. I was appointed as a prosecutor, and I intend to adhere to that role and 

to the Department's standards that govern 

Finally, as I said this morning, over the course of my career, I have seen a number 

of challenges to our democracy The Russian Government's efforts to interfere in our 

electmn Is among the most serious, and I am sure the committee agrees 

Now, before we go to questions, I want to add one correction to my testimony 

this morning. I want to go back to one thing that was said this morning by Mr Lieu, who 

said, and I quote· You didn't charge the President because of the OLC opinion 
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That 1s not the correct way to say 1t. As we say in the report, and as I said at the 

opening, we did not reach a determination as to whether the President committed a 

crime 

And, with that, Mr Chairman, I'm ready to answer questions 

[The statement of Mr Mueller follows ] 

******** COMMITTEE INSERT******** 
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The Chairman. Thank you, Director Mueller 

! recognize myself for 5 minutes 

Director Mueller, your report describes a sweeping and systemic effort by Russia 

to influence our Pres1dent1al election. Is that correct? 

Mr Mueller. That 1s correct 

15 

The Chairman And during the course of this Russian interference m the election, 

the Russians made outreach to the Trump campaign, did they not? 

Mr. Mueller That occurred over the course of -- yeah, that occurred 

The Chairman. It's also clear from your report that, during that Russian outreach 

to the Trump campaign, no one associated with the Trump campaign ever called the FBI 

to report It Am I nght? 

Mr. Mueller I don't know that for sure. 

The Chairman In fact, the campaign welcomed the Russian help, did they not? 

Mr. Mueller I think we reported m our -- m the report ind1cat1ons that that 

occurred Yes. 

The Chairman The President's son said when he was approached about dirt on 

Hillary Clinton that the Trump campaign would love 1t? 

Mr Mueller That 1s generally what was said Yes 

The Chairman The President himself called on the Russians to hack Hillary's 

emails? 

Mr. Mueller. There was a statement by the President m those general Imes 

The Chairman And numerous times dunng the campaign, the President praised 

the releases of the Russian-hacked emails through W1k1Leaks 

Mr. Mueller. That did occur 



20183

984 

The Chairman Your report found that the Trump campaign planned, quote, a 

press strategy, communications campaign, and messaging, unquote, based on that 

Russian ass1stance7 

Mr. Mueller I am not fam1har with that 

The Chairman That language comes from Volume I, page 54 
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Apart from the Russians wantmg to help Trump wm, several md1v1duals associated 

with the Trump campaign were also trymg to make money durmg the campaign and 

trans1t1on. Is that correct? 

Mr Mueller. That 1s true 

The Chairman. Paul Manafort was trymg to make money or achieve debit 

forgiveness from a Russian ohgarch7 

Mr Mueller Generally, that 1s accurate. 

The Chairman. Michael Flynn was trymg to make money from Turkey7 

Mr Mueller True 

The Chairman. Donald Trump was trymg to make m1lhons from a real estate deal 

m Moscow, 

Mr. Mueller To the extent you're talkmg about the hotel m Moscow? 

The Chairman Yes 

Mr Mueller Yes 

The Chairman When your mvest1gat1on looked mto these matters, numerous 

Trump associates hed to your team, the grand Jury, and Congress? 

Mr. Mueller A number of persons that we mterv1ewed m our mvest1gat1on 1t 

turns out did lie 

The Chairman. Mike Flynn hed? 

Mr. Mueller. He was convicted of lymg, yes 
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The Chairman George Papadopoulos was convicted of lymg7 

Mr. Mueller True. 

The Chairman Paul Manafort was convicted of lymg? 

Mr. Mueller True. 

The Chairman Paul Manafort, m fact, went so far as to encourage other people 

Mr Mueller. That 1s accurate 

The Chairman Manafort's deputy, Rick Gates, hed? 

Mr Mueller That 1s accurate. 

The Chairman Michael Cohen, the President's lawyer, was md1cted for lymg? 

Mr Mueller True 

The Chairman He hed to stay on message with the President? 

Mr Mueller Allegedly by him 

The Chairman. And when Donald Trump called your mvest1gat1on a witch hunt, 

that was also false, was It not? 

Mr. Mueller I hke to think so, yes. 

The Chairman Well, your mvest1gatIon 1s not a witch hunt, 1s 1t? 

Mr Mueller. It 1s not a witch hunt 

The Chairman When the President said the Russian interference was a hoax, 

that was false, wasn't 1t? 

Mr Mueller True 

The Chairman When he said 1t publicly, 1t was false? 

Mr Mueller He did say pubhclythat 1t was false Yes 

The Chairman And when he told 1t to Putin, that was false, too, wasn't 1t? 

Mr. Mueller That I'm not familiar with 
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The Chairman. When the President said he had no business dealings with Russia 

That was false, wasn't ,f;, 

Mr Mueller I'm not gomg to go mto the details of the report along those Imes. 

The Chairman When the President said he had no business dealings with Russia, 

m fact, he was seeking to build a Trump Tower in Moscow, was he not? 

Mr. Mueller I think there's some question about when this was accomplished 

The Chairman Well, you would consider a b1lhon dollar deal to build a tower m 

Moscow to be business dealings, wouldn't you, Director Mueller? 

Mr Mueller. Absolutely 

The Chairman. In short, your mvest1gat1on found evidence that Russia wanted to 

help Trump win the election, right? 

Mr Mueller I think, generally, that would be accurate 

The Chairman Russia informed campaign officials of that? 

Mr. Mueller. I'm not certain to what conversation you're referring to 

The Chairman Well, through an mtermed1ary, they informed Papadopoulos that 

they could help with the anonymous release of stolen emails. 

Mr Mueller. Accurate. 

The Chairman Russia committed Federal crimes m order to help Donald Trump? 

Mr Mueller When you're talking about the computer crimes charged m our 

case, absolutely 

The Chairman The Trump campaign officials built their strategy, their messaging 

strategy, around those stolen documents? 

Mr Mueller. Generally, that's true. 

The Chairman And then they fled to cover 1t up? 

Mr Mueller. Generally, that's true 
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Mr Nunes. 

Mr Nunes Thank you. 

987 

Welcome, Director. As a former FBI Director, you'd agree that the FBI is the 

world's most capable law enforcement agency? 

Mr Mueller. I would say we're -- yes 

Mr Nunes The FBI claims the counterintelligence invest1gat1on of the Trump 
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campaign began on July 31, 2016, but m fact, 1t began before that In June 2016, before 

the invest1gat1on off1c1ally opened, Trump campaign associates Carter Page and Stephen 

Miller, a current Trump advisor, were invited to attend a symposium at Cambridge 

University m July of 2016 Your office, however, did not mvest1gate who was 

responsible for mv1tmg these Trump Associates to this symposium 

Your mvest1gators also failed to mterv1ew Steven Schrage, an American c1t1zen 

who helped organize the event and mv1ted Carter Page to 1t Is that correct? 

Mr Mueller Can you repeat the question? 

Mr Nunes. Whether or not you interviewed Steven Schrage, who organized -­

Mr Mueller. Those areas I'm going to stay away from 

Mr Nunes The first Trump associate to be mvest1gated was General Flynn 

Many of the allegations against him stem from false media reports that he had an affair 

with a Cambridge academic, Svetlana Lokhova, and that Lokhova was a Russian spy 

Some of these allegations were made public m a 2017 article written by Bnt1sh 

intelligence historian Christopher Andrew Your report fails to reveal how or why 

Andrew and his collaborator, Richard Dearlove, former head of Bntam's MIG, spread 

these allegations. And you failed to mterv1ew Svetlana Lokhova about these matters 

Is that correct? 
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Mr Mueller. I'm not going to get mto those matters to which you refer 

Mr. Nunes You had a team of 19 lawyers, 40 agents, and an unhm1ted budget, 

correct, Mr. Mueller? 

20 

Mr Mueller I would not say we had an unlimited budget 

Mr. Nunes. Let's continue with the ongoing or the open mg of the mvest1gat1on 

supposedly on July 31, 2016. The mvest1gat1on was not open based on an off1c1al 

product from Five Eyes mtelhgence, but based on a rumor conveyed by Alexander 

Downer. On Volume I, page 89, your report describes him blandly as a representative of 

a foreign government, but he was actually a long-time Australia poht1c1an, not a military 

or intelligence offtc1al, who had previously arranged a $25 m1llton donation to the Chnton 

Foundation and has previous ties to Dearlove. 

So Downer conveys a rumor he supposedly heard about a conversation between 

Papadopoulos and Joseph Mifsud. James Corney has publicly called Mifsud a Russian 

agent, yet your report does not refer to Mifsud as a Russian agent Mifsud has extensive 

contacts with Western governments and the FBI 

For example, there 1s a recent photo of him standing next to Boris Johnson, the 

new Pnme Minister of Great Britain. What we're trying to figure out here, Mr Mueller, 

1s 1f our NATO alhes or Bons Johnson have been compromised. So we're trying to figure 

out, Corney says Mifsud 1s a Russian agent, you do not So do you stand by what's m the 

report? 

Mr Mueller. I stand by that which 1s m the report, and not so necessarily with 

that which 1s not m the report. 

Mr Nunes I want to return to Mr Downer, he demes that Papadopoulos 

mentmned anythmg to him about Hillary Clmton's emails And, m fact, Mifsud denies 

mentioning that to Papadopoulos He denies that Papadopoulos mentioned anythmg to 
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him about Hillary Clinton's emails, and in fact, Mifsud denies mentioning them to 

Papadopoulos in the first place 
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So how does the FBI know to continually ask Papadopoulos about Chnton's emails 

for the rest of 20167 Even more strangely, your sentencing memo on Papadopoulos 

blames him for hindering the FBl's ab1hty to potentially detain or arrest Mifsud. But the 

truth 1s Mifsud waltzed in and out of the United States in December 2016 

The U S media could find him. The Italian press found him And he's a 

supposed Russian agent at the epicenter of the purported collusion conspiracy He's the 

guy who knows about Hillary Clinton's emails and that the Russians have them But the 

FBI failed to question him for a half a year after offtc1ally opening the invest1gat1on 

And then, according to Volume I, page 193 of your report, once Mifsud finally was 

questioned, he made false statements to the FBI. But you declined to charge him. Is 

that correct? You did not indict Mr. Mifsud? 

Mr. Mueller. Well, I'm not going to speak to the series of happenings as you 

articulated them 

Mr Nunes But you did not indict Mr Mifsud? 

The Chairman The time of the gentleman has expired 

Mr. Mueller. Pardon? 

Mr Nunes You did not md1ct Mr Mifsud? 

Mr. Mueller. True. 

The Chairman Mr Himes 

Mr Himes. Director Mueller, thank you for your hfet1me of service to this 

country, and thank you for your perseverance and patience today. Director, your report 

opens with two statements of remarkable clarity and power 

The ftrst statement 1s one that 1s, as of today, not acknowledged by the President 
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of the United States, and that 1s1 quote. The Russian Government interfered in the 2016 

Pres1dent1al election in sweeping and systematic fashion 

The second statement remains controversial amongst Members of this body, 

same page on your report, and I quote. The Russian Government perceived it would 

benefit from a Trump Presidency and worked to secure that outcome. Do I have that 

statement right? 

Mr. Mueller I beheve so 

Mr Himes Director Mueller, this attack on our democracy involved, as you said, 

two operations First, a social media d1sinformat1on campaign, this was a targeted 

campaign to spread false mformat1on on places hke Twitter and Facebook Is that 

correct? 

Mr Mueller That's correct 

Mr Himes. Facebook estimated, as per your report, that the Russian fake 

images reached 126 mil hon people Is that correct? 

Mr Mueller I believe that's the sum that we record 

Mr Himes. Director, who dtd the Russian social media campaign ultimately 

mtend benefit, Hillary Clinton or Donald Trump? 

Mr Mueller. Donald Trump 

Mr Himes The second operation, Director --

Mr. Mueller Let me Just say Donald Trump, but there were instances where 

Hillary Clmton was subJect to much the same behavior. 

Mr. Himes The second operation in the Russian attack was a scheme, what we 

call the hack and dump, to steal and release hundreds of thousands of emails from the 

Democratic Party and the Clinton campaign Is that a fair summary? 

Mr Mueller That 1s 
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Mr Himes Did your mvest1gat1on fmd that the releases of the hacked emails 

were strategically timed to max1m1ze impact on the election? 

Mr Mueller I'd have to refer you to our report on that question. 

Mr. Himes. Page 36, I quote· The release of the documents were designed and 

timed to interfere with the 2016 U S Pres1dent1al election Mr. Mueller, which 

Pres1dent1al candidate was Russia's hackmg and dumping operation designed to benefit, 

Hillary Clinton or Donald Trump? 

Mr Mueller Mr. Trump. 

Mr Himes Mr Mueller, 1s 1t possible that this sweepmg and systematic effort by 

Russia actually had an effect on the outcome of the Presidential election? 

Mr Mueller Those issues are bemg or have been mvest1gated by other ent1t1es. 

Mr Himes 126 million Facebook 1mpress1ons, fake ralhes, attacks on Hillary 

Chnton's health, would you rule out that 1t might have had some effect on the election? 

Mr. Mueller. I'm not gomg to speculate 

Mr Himes Mr. Mueller, your report describes a third avenue of attempted 

Russian mterference That 1s the numerous lmks and contacts between the Trump 

campaign and md1v1duals tied to the Russian Government Is that correct? 

Mr Mueller Could you repeat that question? 

Mr Himes Your report describes what 1s called a third avenue of Russian 

mterference, and that's the lmks and contacts between the Trump campaign and 

md1v1duals tied to the Russian Government? 

Mr Mueller. Yes. 

Mr Himes Let's bnng up slide one, which 1s about George Papadopoulos, and 1t 

reads· On May 6, 2016, 10 days after that meetmg with Mifsud, much discussed today, 

Papadopoulos suggested to a representative of a foreign government that the Trump 
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campaign had received md1cat10ns from the Russian Government that 1t could assist the 

campaign through the anonymous release of information that would be damagmg to 

Hillary Clinton 

And, Director, that's exactly what happened 2 months later, 1s 1t not? 

Mr Mueller Well, I can speak to the excerpt that you have on the screen as 

bemg accurate from the report, but not the second half of your question 

24 

Mr. Himes Well, the second half, Just to refer to Page 6 of the report, 1s that, on 

July 22, through W1k1Leaks, thousands of these emails that were stolen by the Russian 

Government appeared, correct? That 1s on page 6 of the report This 1s the W1k1Leaks 

posting of those emails 

Mr Mueller. I can't fmd 1t quickly, but I'm -- please continue 

Mr. Himes Okay So, Just to be clear, before the public or the FBI ever knew, 

the Russians previewed for a Trump campaign official, George Papadopoulos, that they 

had stolen emails that they could release anonymously to help Donald Trump and hurt 

Hillary Clinton Is that correct? 

Mr Mueller I'm not gomg to speak to that 

Mr Himes Director, rather than report this contact with Joseph Mifsud and the 

notion that there was dirt that the campaign could use, rather than report that to the FBI, 

that I thmk most of my constituents would expect an md1v1dual to do, Papadopoulos m 

fact hed about his Russian contact to you. Is that not correct? 

Mr Mueller. That's true 

Mr Himes We have an election coming up m 2020, Director, 1f a campaign 

receives an offer of dirt from a foreign md1v1dual or a government, generally speakmg, 

should that campaign report those contacts? 

Mr. Mueller Should be -- can be, depending on the circumstances, a crime 
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Mr Himes I will yield back the balance of my time. 

The Chairman. Mr. Conaway 

Mr Conaway Thank you 

Mr Mueller, did anyone ask you to exclude anything from your report that you 

felt should have been in the report? 

Mr Mueller I don't thmk so, but it's not a small report. 

Mr Conaway. But no one asked you spec1f1cally to exclude something that you 

believe should have been in there? 

Mr Mueller Not that I can recall No 

Mr. Conaway I yield the balance of my time to Mr Ratcliffe Thank you 

Mr. Ratcliffe I thank the gentleman for yielding 

25 

Good afternoon, Director Mueller In your May 29 press conference, and again 

in your opening remarks this morning, you made It pretty clear you wanted the special 

counsel report to speak for itself You said at your press conference that that was the 

office's final pos1t1on, and we will not comment on any other conclusions or hypothet1cals 

about the President. 

Now, you spent the last few hours of your life from Democrats trying to get you to 

answer all kinds of hypoteht1cals about the President, and I expect that 1t may continue 

for the next few hours of your life I think you've stayed pretty much true to what your 

intent and desire was, but I guess, regardless of that, the Special Counsel's Office 1s 

closed, and 1t has no continuing1unsd1ct1on or authority So what would be your 

authority or Junsd1ct1on for adding new conclusions or determinations to the special 

counsel's written report? 

Mr Mueller. As to the latter, I don't know or expect a change in the conclusions 

that we included m our report 
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Mr Ratcliffe So, to that point, you addressed one of the issues that I needed to, 

which was from your test1monyth1s morning, which some construed as a change to the 

written report You talked about the exchange that you had with Congressman Lieu. 

wrote It down a httle bit different I want to ask you about It so that the record Is 

perfectly clear. 

I recorded that he asked you, quote, "The reason you did not indict Donald Trump 

Is because of the OLC opinion stating you cannot indict a sitting President," to which you 

responded, "That Is correct " That response Is inconsistent, I think you'll agree, with 

your written report. I want to be clear that 1t Is not your intent to change your written 

report. It Is your intent to clarify the record today. 

Mr Mueller As l started today, this afternoon, and added either a footnote or 

an end note, what I wanted to clarify 1s the fact that we did not make any determination 

with regard to culpability, in any way We did not start that process down the road 

Mr Ratcliffe Ternf1c. Thank you for clarifying the record 

A stated purpose of your appointment as special counsel was to ensure a full and 

thorough investIgatIon of the Russian Government efforts to interfere in the 2016 

Pres1dent1al election. As part of that full and thorough investigation, what 

determination did the Special Counsel Office make about whether the Steele dossier was 

part of the Russian Government efforts to interfere in the 2016 Presidential election? 

Mr. Mueller. Again, when 1t comes to Mr. Steele, I defer to the Department of 

Justice. 

Mr Ratcliffe. Well, first of all, Director, I very much agree with your 

determination that Russia's efforts were sweeping and systematic. I think It should 

concern every American That's why I want to know 1ust how sweeping and systematic 

those efforts were I want to find out 1f Russia interfered with our election by providing 
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false information through sources to Christopher Steele about a Trump conspiracy that 

you determined didn't exist. 

Mr. Mueller Well, again, I'm not going to discuss the issues with regard to Mr 

Steele In terms of a portrayal of the conspiracies, we returned two indictments m the 

computer crimes arena, one GRU, and another, active measures, m whrch we lay out in 

excruciating detail what occurred m those two -

Mr Ratcliffe. And 1--

Mr. Mueller 

Mr Ratcliffe. 

-- large conspiracies 

I agree with respect to that, but why this is important 1s an 

27 

application and three renewal applications were submitted by the United States 

Government to spy or surve1I on Trump campaign Carter Page, and on alt four occasions, 

the United States Government submitted the Steele dossier as a central piece of evidence 

with expect to that 

Now, the basic premise of the dossier, as you know, was that there was a 

well-developed conspiracy of cooperation between the Trump campaign and the Russian 

Government But the special counsel invest1gat1on didn't establish any conspiracy, 

correct? 

Mr Mueller Well, what I can tell you 1s that the events that you are 

characterizing here now 1s part of another matter that 1s being handled by the 

Department of Justice 

Mr Ratcliffe But you did not estabhsh any conspiracy, much less a 

well-developed one? 

Mr Mueller Again, I pass on answering that. 

Mr Ratcliffe The special counsel did not charge Carter Page with anything? 

Mr Mueller Special counsel dtd not 



20195

996 

28 

Mr Ratcliffe. All nght My time 1s expired I yield back 

The Chairman. Ms Sewell. 

Ms. Sewell Director Mueller, I'd hke to turn your attention to the June 9, 2016, 

Trump Tower meeting Slide two, which should be on the screen now, 1s part of an 

email campaign between Don Jr -- Donald Trump, Jr, and a publicist representing the son 

of a Russian oligarch. The email exchange ultimately led to the now mfamous June 9, 

2016, meetmg The email from the publicist to Donald Trump, Jr, reads in part The 

crown prosecutor of Russia offered to provide the Trump campaign with some off1c1al 

documents and mformat1on that would mcnminate Hillary and her dealings with Russia, 

and 1s a part of Russia and its government's support of Mr Trump. 

In this email Donald Trump, Jr, 1s being told that the Russian Government wants 

to pass along information which would hurt Hillary Clinton and help Donald Trump. Is 

that correct? 

Mr Mueller That's correct 

Ms Sewell Now, Trump, Jr 's, response to that Is slide three He said, and I 

quote. If It 1s what you say, I love 1t, especially later m the summer. 

Then Donald Jr. invited senior campaign officials Paul Manafort and Jared Kushner 

to the meeting, did he not? 

Mr Mueller He did 

Ms Sewell This email exchange 1s evidence of an offer of illegal assistance, 1s 1t 

not? 

Mr Mueller l cannot adopt that charactenzatIon 

Ms Sewell But isn't 1t agamst the law for a Pres1dent1al campaign to accept 

anythmg of value from a foreign government? 

Mr Mueller Generally speakmg, yes, but -- generally the cases are unique 
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Ms Sewell You say, on page 184 in Volume II, that the Federal 

campaign-finance law broadly proh1b1ts foreign nationals from making contnbut1ons, et 

cetera, and then you say that foreign nationals may not make a contribution or donation 

of money or anything of value, 1t said clearly m the report itself 

Mr Mueller. Yeah. Thank you 

Ms Sewell Now, let's turn to what actually happened at the meeting When 

Donald Trump, Jr, and other got to the June 9th meeting, they realized that the Russran 

delegation didn't have the promised, quote/unquote, dirt In fact, they got upset about 

that, did they not? 

Mr Mueller Generally, yes 

Ms Sewell You say in Volume II, page 118, that Trump, Jr, asked What are 

we doing here? What do they have on Clinton 7 And during the meeting, Kushner 

actually texted Manafort saying 1t was, quote, a waste of time, end quote ls that 

correct? 

Mr Mueller I believe it's m the report along the Imes you specify 

Ms Sewell So, to be clear, top Trump campaign off1c1als learned that Russia 

wanted to help Donald Trump's campaign by giving him dirt on his opponent Trump, 

Jr, said Loved 1t And then he and senior off1c1als held a meeting with the Russians to 

try to get that Russian help, but they were disappointed because the dirt wasn't as good 

as they had hoped 

So, to the next step, did anyone to your knowledge in the Trump campaign ever 

tell the FBI ofth1s offer? 

Mr Mueller I don't believe so 

Ms. Sewell Did Donald Trump, Jr., tell the FBI that they received an offer of help 

from the Russians? 
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Mr. Mueller I'm going to -- that's about all I'll say on this aspect of 1t. 

Ms Sewell. Wouldn't 1t be true, sir, that 1f they had reported 1t to the FBI or 

anyone m that campaign durmg the course of your 2-year mvest1gat1on, you would have 

uncovered such a --

Mr Mueller. I would hope, yes 

Ms Sewell Yes. Sir, 1s 1t not the respons1b1hty of poht1cal campaigns to inform 

the FBI 1f they receive information from a foreign government? 

Mr. Mueller I would think that that's something they would and should do 

Ms. Sewell Well, not only did the campaign not tell the FBI, they sought to hide 

the existence of the June 9th meeting for over a year Is that not correct? 

Mr Mueller. On the general charactenzat1on, I would question 1t If you're 

referring to a later m1t1at1ve that flowed from the media then --

Ms Sewell. No, what I'm suggestmg 1s that you've said m Volume 2, page 5 

On several occasions, the President directed aides not to publicly disclose the email 

setting up the June 9th meeting. 

Mr. Mueller Yes That 1s accurate 

Ms Sewell. Thanks Sir, given this illegal assistance by Russians, you chose, 

even given that, you did not charge Donald Trump, Jr , or any of the other senior officials 

with conspiracy Is that nght7 

Mr Mueller. Correct. 

Ms Sewell And while --

Mr Mueller. If you're talking about other ind1v1duals, you're talking about the 

attendees of June 9, that's accurate 

Ms Sewell. Yes, that's right So, Mr Mueller, even though you didn't charge 

them with consptracy, don't you think that the American people would be concerned that 
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these three senior campaign offtc1als eagerly sought a foreign adversary's help to win 

elections, and don't you thmk reporting that 1s important that we don't set a precedent 

for future elections? 

Mr Mueller I can't accept that characterization 

Ms Sewell Well, listen, l thmk that It seems hke a betrayal of the Amencan 

values to me, sir, that someone with -- 1f not bemg cnmmal, 1t Is definitely unethical and 

wrong, and I would think that we would not want to set a precedent that poht1cal 

campaigns should not divulge of information of its foreign government assistance 

Thank you, sir 

The Chairman. Mr Turner 
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Mr Turner Mr. Mueller, I have your opening statement, and m the beginning of 

your openmg statement, you md1cate that, pursuant to Justice Department regulations, 

that you submitted a conf1dent1al report to the Attorney General at the conclusion of the 

invest1gatIon What I'd hke you to confirm 1s the report that you did that 1s the subJect 

matter of this hearing was to the Attorney General? 

Mr Mueller Yes. 

Mr Turner. You also state m this openmg statement that you threw overboard 

the word "collusion" because rt's not a legal term. You would not conclude because 

collusion was not a legal term? 

Mr. Mueller. Well, it depends on how you want to use the word In the 

general parlance, people can think of 1t that way, but 1f you're talking about ma criminal 

statute arena, you can't because it's much more accurately described as conspiracy. 

Mr Turner In your words, it's not a legal term so you didn't put 1t m your 

conclusion, correct? That's what your opening statement --

Mr. Mueller. That's correct. 
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Mr. Turner Mr Mueller, I want to talk about your powers and authorities. 

Now, the Attorney General m the appointment order gave you powers and authont1es 

that reside m the Attorney General Now, the Attorney General has no ab1hty to give 

you powers and authority greater than the powers and authority of the Attorney General, 

correct? 

Mr. Mueller Yeah, I think that Is correct 

Mr. Turner Mr Mueller, I want to focus on one word m your report. It's the 

second to the last word m the report; it's "exonerate " The report states Accordingly, 

while this report does not conclude that the President committed a cnme, 1t does not 

exonerate him 

Now, in the Judiciary Hearing, m your pnor testimony, you have already agreed 

with Mr Ratcliffe that "exonerate" 1s not a legal term, that there is not a legal test for 

this So I have a question for you, Mr Mueller 

Mr Mueller, does the Attorney General have the power or authority to 

exonerate? Now, what I'm putting up here Is the United States Code This 1s where 

the Attorney General gets his power and the ConstItutIon and the annotated cases of 

these, which we've searched We even went to your law school because I went to Case 

Western, but I thought maybe your law school teaches 1t differently, and we got the 

cnmmal law textbook from your law school 

Mr. Mueller, nowhere in these, because we had them scanned, Is there a process 

or descnpt1on on exonerate. There's no Office of Exoneration at the Attorney General's 

office There's no cert1f1cate at the bottom of his desk Mr Mueller, would you agree 

with me that the Attorney General does not have the power to exonerate? 

Mr. Mueller I'm going to pass on that. 

Mr. Turner Why? 
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Mr Mueller Because 1t embroils us m a legal d1scuss1on, and I'm not prepared 

to do a legal d1scuss1on m that arena. 

Mr. Turner Well, Mr Mueller, you would not disagree with me when I say that 

there 1s no place that the Attorney General has the power to exonerate and he's not been 

given that authority? 

Mr. Mueller Agam, I'm not gomg to -- I take your question 

Mr. Turner Well, the one thing that I guess 1s that the Attorney General 

probably knows that he can't exonerate either, and that's the part that kind of confuses 

me Because if the Attorney General doesn't have the power to exonerate, then you 

don't have to power to exonerate, and I believe he knows he doesn't the have power to 

exonerate. 

So this 1s the part I don't understand If your report is to the Attorney General, 

and the Attorney General doesn't have the power to exonerate, and he does not -- and he 

knows that you do not have that power, you don't have to tell him that you're not 

exonerating the President, he knows this already So then that kmd of changed the 

context of the report. 

Mr Mueller. No, we include 1t in the report for exactly that reason He may 

not know 1t, and he should know 1t. 

Mr Turner So you believe that Attorney 8111 Barr believes that somewhere in 

the hallways of the Department of Justice, there's an Office of Exoneration? 

Mr. Mueller. No, that's not what I said 

Mr. Turner. Well, I beheve he knows, and I don't believe you put that in there for 

Mr Barr I think you put that m there for exactly what I'm going to discuss next And 

that 1s, in The Washington Post yesterday, when speaking of your report, the article said· 

Trump could not be exonerated of trying to obstruct the mvest1gat1on itself Trump 
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could not be exonerated. 

Now, that statement 1s correct, Mr. Mueller, in that no one can be exonerated. 

The reporter wrote this -- this reporter can't be exonerated. Mr. Mueller, you can't be 

exonerated In fact, m our cnmmal Justice system, there 1s no power or authority to 

exonerate Now, this 1s my concern, Mr Mueller This 1s the headline on all of the 

news channels while you were test1fymg today "Mueller Trump was not 

exonerated " 

Now, Mr Mueller, what you know 1s that this can't say, "Mueller exonerated 

Trump," because you don't have the power or authority to exonerate Trump You have 

no power to declare him exonerated than you have the power to declare him Anderson 

Cooper So the problem that I have here 1s that smce there's no one in the cnmmal 

Justice system that has that power -- the President pardons, he doesn't exonerate. 

Courts and Junes don't declare innocent; they declare not guilty They don't even 

declare exoneration The statement about exonerat10n 1s misleading, and it's 

meaningless, and 1t colors this mvest1gat1on One word out of the entire portion of your 

report, and it's a meaningless word that has no legal meaning, and 1t has colored your 

entire report 

I yield back. 

The Chairman The time of the gentleman has expired Mr Carson 

Mr. Carson Thank you, Chairman 

Thank you, Director Mueller, for your years of service to our country I want to 

look more closely, sir, at the Trump campaign chairman, Paul Manafort, an md1v1dual who 

I believe betrayed our country, who hed to a grand Jury, who tampered with witnesses, 

and who repeatedly tried to use his pos1t1on with the Trump campaign to make more 

money Let's focus on the betrayal and greed. 
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Your invest1gat1on, sir, found a number of troubhng contacts between Mr. 

Manafort and Russian ind1v1duals during and after the campaign Is that right, sir? 

Mr Mueller. Correct 

Mr. Carson In add1t1on to the June 9th meeting Just discussed, Manafort often 

met several times with a man named Konstantin Kthmmk, who the FBI assessed to have 

ties with Russian mtel agencies. Is that nght, sir? 

Mr Mueller Correct. 

Mr Carson In fact, Mr. Manafort didn't Just meet with him, he shared private 

Trump campaign polling mformatton with this man lmked to Russian intelhgence Is that 

nght, sir? 

Mr. Mueller. That 1s correct 

Mr. Carson And in turn, the mformatton was shared with a Russian oligarch tied 

to Vlad1m1r Putm Is that nght, sir? 

Mr Mueller. Allegedly. 

Mr Carson Director Mueller, meetmg with him wasn't enough Sharing 

internal polling information wasn't enough. Mr. Manafort went so far as to offer this 

Russian oligarch tied to Putin a private bnefmg on the campaign Is that nght, sir? 

Mr Mueller Yes, sir 

Mr Carson And, finally, Mr Manafort also discussed internal campaign strategy 

on four battleground States•· Michigan, Wisconsin, Pennsylvania, and Minnesota •· with 

the Russ1an-mtelhgence-linked md1v1dual. Did he not, sir? 

Mr Mueller. That's reflected m the report, as were the items you hsted 

previously 

Mr Carson Director Mueller, based on your decades of years of experience at 

the FBI, would you agree, sir, that 1t creates a national security nsk when a Pres1dent1al 
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campaign chairman shares private pollmg information on the American people, pnvate 

political strategy related to wmnmg the votes of the American people, and private 

mformat1on about American battleground States with a foreign adversary? 

Mr Mueller. Is that the question, sir? 

Mr. Carson Yes, sir. 
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Mr. Mueller I'm not gomg to speculate along those Imes To the extent that 

it's w1thm the Imes of the report, then I'd support 1t Anythmg beyond that 1s not part of 

that which I would support 

Mr. Carson Well, I thmk 1t does, sir I thmk 1t shows an mfunatmg lack of 

patriotism from the very people seeking the highest office m the land Director Mueller, 

Manafort didn't share this information exchange for nothing, did he, sir? 

Mr Mueller. I can't answer that question without knowing more about the 

question 

Mr Carson. Well, it's clear that he hoped to be paid back money he was owed 

by Russian or Ukram1an ohgarchs m return for the passage of private campaign 

information, correct? 

Mr Mueller That 1s true 

Mr. Carson. Director Mueller, as my colleague, Mr Heck, will discuss later, greed 

corrupts Would you agree, sir, that the sharing of private campaign mformat1on m 

exchange for money represents a particular kmd of corruption, one that presents a 

national security risk to our country, sir? 

Mr Mueller I'm not gomg to opme on that I don't have the expertise m that 

arena to really opme? 

Mr Carson Would you agree, sir, that Manafort's contacts with Russians close 

to Vladimir Putin and his efforts to exchange private mformat1on on Americans for money 
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left him vulnerable to blackmail by the Russians? 

Mr Mueller I think generally so that would be the case 

Mr Carson Would you agree, sir, that these acts demonstrated a betrayal of the 

democratic values our country rests on? 

Mr Mueller. I can't agree with that 

Mr Carson. Director Mueller --

Mr. Mueller Not that it's not true, but I cannot agree with 1t 

Mr Carson Yes, sir. Director Mueller, well, I can tell you that, in my years as a 

law enforcement officer and as a Member of Congress, fortunate to serve on the Intel 

Committee, I know enough to say, yes, trading political secrets for money with a foreign 

adversary can corrupt, and 1t can leave you open to blackmail. And 1t certainly 

represents a betrayal of the values underpinnmg our democracy 

I want to thank you for your service agam, Director Mueller, we appreciate you for 

coming today I yield back, chairman. 

The Chairman Dr. Wenstrup 

Dr Wenstrup. Thank you, Mr Chairman 

Thank you, Mr Mueller, for being here today Mr Mueller, 1s 1t accurate to say 

your mvest1gat1on found no evidence of members of the Trump campaign were involved 

in the theft or pubhcat1on of Clinton campaign-related emails? 

Mr. Mueller Can you repeat the question? 

Dr. Wenstrup It 1s accurate to say your invest1gat1on found no evidence that 

members of the Trump campaign were involved m the theft or publication of the Clinton 

campaign-related emails? 

Mr. Mueller I don't know the --1 don't know. I -- well --

Dr. Wenstrup. Well, Volume II, page 5, the mvest1gat1on did not establish that 
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members of the Trump campaign conspired or coordinated with the Russian Government 

in its election interference act1vIt1es. So it would, therefore, be inaccurate, based on 

this, to describe that finding as open to doubt, and that finding being that the Trump 

campaign was involved with theft or pubhcat1on of the Clinton campaign emails Are 

you following that, sir? 

Mr. Mueller I do believe I'm following 1t, but it Is -- that portion or that matter 

does not fall w1thm our Junsd1ct1on or fall within our investigation 

Dr Wenstrup. Well, basically, what your report says, Volume II, page 5, ! Just 

want to be clear that open to doubt 1s how the committee Democrats describe this 

find mg in their mmonty views of our 2018 report, and 1t kind of flies in the face of what 

you have m your report. So 1s It accurate also to say the mvestIgatIon found no 

documentary evidence that George Papadopoulos told anyone afflltated with the Trump 

campaign about Joseph M1fsud 1s claims that the Russians had dirt on candidate Clinton? 

Mr. Mueller Let me turn that over to Mr Zebley 

Dr Wenstrup. I'd hke to ask you, sir. This 1s your report, and that's what I'm 

basing this on 

Mr Mueller Then could you repeat the question for me agam7 

Dr Wenstrup Yeah, is 1t accurate to say that the mvest1gat1on found no 

documentary evidence that George Papadopoulos told anyone affiliated with the Trump 

campaign about Joseph M1fsud's claims that the Russians had dirt on candidate Clinton? 

Mr Mueller. l believe It appeanng m the report, that 1t 1s accurate. 

Dr Wenstrup. So, In the report, It says, no documentary evidence that 

Papadopoulos shared this mformat,on with the campaign. It's, therefore, inaccurate to 

conclude that by the time of the June 9, 2016, Trump Tower meeting, quote The 

campaign was likely already on notice via George Papadopoulos' contact with Russian 
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agents that Russia in fact had damaging information on Trump's opponent 

Would you say that that 1s inaccurate to say that it's hkely already --

Mr Mueller I direct you to the report. 

Dr. Wenstrup Well, I appreciate that because the Democrats Jumped to this 

incorrect conclusion in their minonty views, again, which contradicts what you have in 

your report. 
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I'm concerned about a number of statements I'd hke you to clarify because a 

number of Democrats have made some statements that I have concerns with and maybe 

you can clear them up So a member of this committee said President Trump was a 

Russian agent after your report was publtcly released. That statement 1s not supported 

by your report, correct? 

Mr Mueller. That 1s accurate It's not supported 

Dr. Wenstrup Multiple Democrat Members have asserted that Paul Manafort 

met with Julian Assange m 2016 before W1k1Leaks released DNC emails, 1mplymg 

Manafort colluded with Assange Because your report does not mention finding 

evidence that Manafort met with Assange, I would assume that means you found no 

evidence ofth1s meeting Is that assumption correct? 
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Mr Mueller I'm not certain I agree with that assumption 
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Dr Wenstrup But you make no mention of it in your report. Would you agree 

with that? 

Mr Mueller. Yes, I would agree with that 

Dr. Wenstrup. Okay 

Mr Mueller, does your report contain any evidence that President Trump was 

enrolled in the Russian system of kompromat, as a member of this committee once 

claimed? 

Mr. Mueller. Well, to -- what I can speak to 1s information -- evidence that we 

picked up as the special counsel. And I think that's accurate, as far as 1t goes 

Dr Wenstrup Thank you. I appreciate that 

So let's go for a second to scope. Did you ask the Department of Justice to 

expand the scope of the special counsel's mandate related to August 2, 2017, or 

August 20, 2017, scoping memoranda? 

Mr Mueller Well, there -- without looking at the memoranda, I could not 

answer that question. 

Dr Wenstrup Well, let me ask you, did you ever make a request to expand your 

office's mandate at all? 

Mr Mueller Generally, yes. 

Dr Wenstrup. And was that ever denied? 

Mr. Mueller I'm not going to speak to that It goes to --
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Dr Wenstrup You're not going to speak to that7 

Mr Mueller. -- the internal dehberat1ons 

Dr Wenstrup. Well, I'm Just trying to understand process Does expand mg the 

scope come from the Acting Attorney General or --

Mr. Mueller I'm not --

Dr Wenstrup 

from either? 

Mr Mueller 

Dr Wenstrup 

-- Rod Rosenstein? Or does it come from you7 Or can 1t come 

Yeah, I'm not gomg to discuss any other alternatives 

Thank you, Mr Mueller 

The Chairman Ms Speier 

Ms. Speier. Thank you, Mr. Chairman 

Mr. Mueller, I think I can say without fear of contrad1ct1on that you are the 

greatest patriot m this room today, and I want to thank you for bemg here 

Mr Mueller Thank you. 

Ms. Speier You said in your report -- and I'm gomg to quibble with your 

words -- that the Russian mtervent1on was sweeping and systematic I would quibble 

with that because I don't think 1t was Just an intervention, I think 1t was an invasion. And 

I don't think it was Just sweeping and systematic; I think rt was sm1ster and scheming. 

But having said that, one of my colleagues earlier here referred to this Russian 

intervention as a hoax And I'd like to get your comment on that. 

On page 26 of your report, you talk about the Internet Research Agency and how 

tens of m1lhons of U.S. persons became engaged with the posts that they made, that 

there were some 80,000 posts on Facebook, that Facebook itself admitted that 126 

million people had probably seen the posts that were put up by the Internet Research 

Agency, that they had 3,800 Twitter accounts and had designed more than 175,000 
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tweets that probably reached 1.4 million people 

The Internet Research Agency was spending about $1 25 million a month on all of 

this social media in the United States in what I would call an invasion in our country 

Would you agree that 1t was not a hoax that the Russians were engaged in trying 

to impact our election? 

Mr. Mueller Absolutely That was not a hoax. The indictments we returned 

against the Russians, two different ones, were substantial in their scope, using the 

"scope" word again. 

And I thmk one of the - we have underplayed, to a certain extent, that aspect of 

our invest1gat1on that has and would have long-term damage to the Umted States that we 

need to move quickly to address. 

Ms Speier. Thank you for that. I'd like to drill down on that a httle bit more 

The Internet Research Agency actually started in 2014 by sending over staff as 

tourists, I guess, to start looking at where they wanted to engage And there are many 

that suggest, and I'm interested in your opinion, as to whether or not Russia 1s presently 

in the United States looking for ways to impact the 2020 election 

Mr Mueller. I can't speak to that. That would be in levels of class1f1cat1on. 

Ms. Speier All nght 

Let me ask you this Oftentimes when we engage m these hearings, we forget 

the forest for the trees. You have a very large report here of over 400 pages Most 

Americans have not read 1t We have read 1t Actually, the FBI Director yesterday said 

he hadn't read it, which was a httle discouraging 

But, on behalf of the American people, I want to give you a minute and 39 seconds 

to tell the American people what you would hke them to glean from this report. 

Mr Mueller. Well, we spent substantial time ensurmg the integrity of the 
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But 1t also is a signal, a flag to those of us who have some respons1b1hty m this area to 

exercise those respons1b1ht1es swiftly and don't let this problem continue to hnger as 1t 

has over so many years 
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Ms. Speier. All right. You didn't take the total amount of time, so I'm going to 

yield the rest of my time to the chairman 

The Chairman I thank the gentlewoman for yielding 

Director Mueller, I wanted to ask you about conspiracy Generally, a conspiracy 

requires an offer of something illegal, the acceptance of that offer, and an overt act m 

furtherance of 1t Is that correct? 

Mr Mueller Correct 

The Chairman And Don Jr was made aware that the Russians were offering dirt 

on his opponent, correct? 

Mr Mueller I don't know that for sure, but one would assume, given his 

presence at the meeting. 

The Chairman And when you say that you would love to get that help, that 

would constitute an acceptance of the offer? 

Mr Mueller It's a wide-open request 

The Chairman And 1t would certainly be evidence of an acceptance 1f you 

say-- when somebody offers you something illegal and you say, "I would love 1t," that 

would be considered evidence of an acceptance. 

Mr. Mueller. I'm going to stay away from any -- addressing one particular or two 

particular s1tuat1ons 

The Chairman Well, this particular s1tuat1on -- well, I'll have to continue in a bit 

I now yield to Mr Stewart 
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Mr Stewart Mr Mueller, it's been a long day Thank you for being here 

I do have a series of important questions for you, but before I do that, I want to 

take a moment to reemphasize something that my friend Mr Turner has said I've 

heard many people state, "No person 1s above the law." And many times recently, they 

add "not even the President," which I think Is blazingly obvious to most of us 

Mr. Mueller. I'm having a httle problem hearing you, sir. 

Mr. Stewart Is this better? 

Mr Mueller That 1s better. Thank you 

Mr. Stewart I want you to know I agree with the statement that no person 1s 

above the law. But there's another principle that we also have to defend, and that 1s the 

presumption of innocence And I'm sure you agree with this principle, though I think the 

way that your office phrased some parts of your report, It does make me wonder, I have 

to be honest with you 

For going on 3 years, innocent people have been accused of very serious cnmes, 

including treason -- accusatrons made even here today They have had their lives 

disrupted and in some cases destroyed by false accusations for which there 1s absolutely 

no basis other than some people desperately wish that it was so 

But your report Is very clear· no evidence of conspiracy, no evidence of 

coordination And I believe we owe It to these people who have been falsely accused, 

including the President and his family, to make that very clear. 

Mr. Mueller, the cred1b1hty of your report Is based on the integnty of how it 1s 

handled And there's something that I think bothers me and other Americans I'm 

holding here in my hand a binder of 25 examples of leaks that occurred from the Special 

Counsel's Offtce from those who associated with your work dating back to as early as a 

few weeks after your inception and the beginnmg of your work and continuing up to Just 
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a few months ago 

All of these -- all of them have one thing in common: They were designed to 

weaken or to embarrass the President Every single one. Never was It leaked that 

you'd found no evidence of collusion Never was It leaked that the Steele dossier was a 

complete fantasy, nor that It was funded by the Hillary Clinton I could go on and on. 

Mr. Mueller, are you aware of anyone from your team having given advance 

knowledge of the raid on Roger Stone's home to any person or the press, mcluding CNN? 

Mr. Mueller Well, I'm not going to talk about spec1f1cs. I will mention -- but 

talk for a moment about persons who become involved m an mvestIgatmn and the 

understand mg that, ma lengthy, thorough mvest1gat1on, some persons will be under a 

cloud that should not be under a cloud 

And one of the reasons for emphas1Z1ng, as I have, the speed of an election -- or, 

not election -- the speed of an mvest1gat1on Is that so those persons who are disrupted as 

a result of their --

Mr Stewart I appreciate that, but I do have a series of questions 

Mr Mueller May -- with the result of that mvest1gatIon. 

Mr Stewart. Thank you. And you're nght, 1t 1s a cloud, and it's an unfair cloud 

for dozens of people 

But, to my point, are you aware of anyone prov1dmg mformat1on to the media 

regardmg the raid on Roger Stone's home, mcluding CNN7 

Mr Mueller I'm not going to speak to that 

Mr Stewart. Okay. 

Mr Mueller, you sent a letter dated March 27 to Attorney General Barr in which 

you claimed the Attorney General's memo to Congress dtd not fully capture the context 

of your report You stated earher today that response was not authorized 
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D1d you make any effort to determine who leaked this conf1dent1al letter? 

Mr. Mueller. No, and I'm not certain -- this 1s the letter of March 27? 

Mr. Stewart Yes, sir. 

Mr Mueller Okay. I'm not certain when 1t was publicized I did know 1t was 

publicized, but I do not believe we would be responsible for the leak 

Mr. Stewart Well --

Mr. Mueller I do believe that we have done a good Job m assuring that no leaks 

occur --

Mr. Stewart. We have 25 examples here of where you did not do a good 

Job -- not you, sir, I'm not accusing you at all - but where your office did not do a good 

Job m protecting this mformat1on 

One more example Do you know anyone who anonymously made claims to the 

press that Attorney General Barr's March 24 letter to Congress had been misrepresented 

or misrepresented the basis of your report? 

Mr. Mueller. What was the question? 

Mr Stewart Do you know who anonymously made claims to the press that 

Attorney General Barr's March 24 letter to Congress had misrepresented the fmdmgs of 

your report? 

Mr Mueller No 

Mr. Stewart. Sir, given these examples as well as others, you must have reahzed 

that leaks were coming from someone associated with the Special Counsel's Office. 

What I'd hke to ask 1s, did you --

Mr. Mueller. I do not believe that. 

Mr Stewart Well, sir, this was your work. You're the only one -- your office 1s 

the only one who had mformat1on regarding this It had to come from your office 
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Putting that aside -- which leads me to my final question- Did you do anything 

about rt? 

Mr Mueller. From the outset, we've undertaken to make certain that we 

min1m1ze the poss1b1hty of leaks And I think we were successful over the 2 years that 

we were in operation. 

Mr Stewart. Well, I wish you'd been more successful, sir I think 1t was 

d1srupt1ve to the American people 

My time has expired I yield back 

The Chairman Mr. Quigley. 

Mr. Qyig!fil'..,_ Thank you, Mr Chairman. 

Director, thank you for being here This, too, shall pass. 

Earlier today and throughout the day, you have stated the policy that a seated 

President cannot be indicted, correct? 

Mr. Mueller. Correct. 

Mr. Qyig!fil'..,_ And upon questioning this morning, you were asked, could a 

President be indicted after their service, correct? 

Mr. Mueller. Yes. 

Mr ~ And your answer was that they could 

Mr Mueller They could 

The Chairman Director, please speak into the microphone 

Mr Mueller. I'm sorry. Thank you They could. 
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Mr ~ So the followup question that should be concerning 1s. What 1f a 

President serves beyond the statute of hm1tat1ons? 

Mr Mueller I don't know the answer to that one 

Mr. Qyig!fil'..,_ Would 1t not indicate that 1f the statute of hm1tat1ons on Federal 
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cnmes such as this are 5 years that a President who serves a second term 1s therefore, 

under the pohcy, above the law? 
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Mr. Mueller I'm not certain I would agree with the conclusion I'm not certain 

that I can see the poss1b1hty that you suggest 

Mr.~ But the statute doesn't toll. Is that correct? 

Mr. Mueller I don't know spec1f1cally 

Mr ~ It clearly doesn't 

And I Just want -- as the American pubhc 1s watching this and perhaps learning 

about many of these for the first time, we need to consider that and that the other 

alternatives are perhaps all that we have 

But I appreciate your response 

Earher in questioning, someone mentioned that -- it was a question mvolvmg 

whether anyone in the Trump political world publicized the emails, whether or not that 

was the case. 

I Just want to refer to Volume I, page 60, where we learn that Trump Jr pubhcly 

tweeted a link to the leak of stolen Podesta emails in October of 2016 You're familiar 

with that? 

Mr Mueller I am 

Mr ~ So that would at least be a repubhshing of this information, would 

1t not? 

Mr Mueller I'm not certain I would agree with that. 

Mr.~ Director Pompeo assessed W1k1Leaks, at one pomt, as a hostile 

intelligence service 

Given your law enforcement experience and your knowledge of what W1k1Leaks 

did here and what they do generally, would you assess that to be accurate or something 
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s1m1la6' How would you assess what W1k1Leaks does? 

Mr. Mueller. Absolutely And they are currently under indictment, Julian 

Assange 1s. 

Mr ~ But would 1t be fair to describe them as -- you would agree with 

Director Pompeo -- that's what he was when he made that remark -- that it's a hostile 

mtelhgence service, correct? 

Mr Mueller Yes 

Mr ~ If we could put up slide 6 

"This Just came out. W1k1Leaksl I love W1k1Leaks!" Donald Trump, 

October 10, 2016 
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"This W1k1Leaks stuff 1s unbelievable It tells you the inner heart, you gotta read 

1t" Donald Trump, October 12, 2016. 

"This W1k1Leaks 1s hke a treasure trove " Donald Trump, October 31, 2016. 

"Boy, I love reading those W1k1Leaks II Donald Trump, November 4, 2016 

Would any of those quotes disturb you, Mr Director? 

Mr Mueller I'm not certain I would say --

Mr ~ How do you react to them? 

Mr. Mueller Well, it's -- "problematic" 1s an understatement m terms of what it 

displays m terms of giving some -- I don't know -- hope or some boost to what 1s and 

should be illegal act1v1ty 

Mr ~ Volume I, page 59 "Donald Trump, Jr., had direct electronic 

communications with W1k1Leaks during the campaign period." 

"On October 3, 2016, W1k1Leaks sent another direct message to Trump Jr, asking 

'you guys' to help disseminate a hnk alleging candidate Clinton had advocated a drone to 

target Juhan Assange Trump Jr responded that, quote, he already 'had done so "' 
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Same question This behavior, at the very least, disturbing? 

Mr. Mueller. D1sturbmg and also subJect to mvestIgatIon 

Mr ~ Could It be described as aid and comfort to a hostile mtelhgence 

service, s1r7 

Mr. Mueller I wouldn't categorize 1t with any spec1f1c1ty 

Mr ~ ! yield the balance to the chairman, please 

The Chairman I'm not sure I can make good use of 27 seconds, but, Director, I 
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think you made It clear that you thmk It unethical, to put it politely, to tout a foreign 

service, like W1k1Leaks, publishing stolen political documents in a Pres1dent1al campa1gn7 

Mr. Mueller. Certainly calls for mvestIgatIon 

The Chairman Thank you, Director 

We're gomg to go now to Mr. Crawford. And then after Mr. Crawford's 

5 mmutes, we'll take a 5- or 10-mmute break. 

Mr Crawford. Thank you, Mr. Chairman. 

Thank you, Mr. Mueller, for bemg here. 

Days after your appointment, Peter Strzok texted about his concern that there's, 

quote, "no big there there" m the Trump campaign mvestIgatIon. 

Did Strzok or anyone else who worked on the FB!'s mvestIgatIon tell you that 

around 10 months mto the mvestIgatIon the FBI still had no case for collus1on7 

Mr Mueller Who? Can you repeat that? 

Mr Crawford. Peter Strzok. 

Mr. Mueller And could you -- I'm sorry. Can you move the microphone up a 

httle closer7 

Mr. Crawford Sure 

Mr. Mueller. Thank you. 
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Mr Crawford. There's a quote attributed to Peter Strzok He texted about his 

concern that there 1s, quote, "no big there there" m the Trump campaign mvest1gat1on. 

Did he or anyone else who worked on the FBl's invest1gat1on tell you that around 

10 months into the invest1gat1on the FBI still had no case for collusion? 

Mr. Mueller No 

Mr Crawford. Is the inspector general report correct that the text messages 

from Peter Strzok and Lisa Page's phones from your office were not retained after they 

left the Special Counsel's Office? 

Mr. Mueller. Well, I don't -- 1t depends on what you're talking about The 

invest1gat1on mto those -- Peter Strzok went on for a period of time, and I am not certain 

what 1t encompasses. It may well have encompassed what you're adverting to. 

Mr Crawford Okay 

Let me move on Just real quickly Did you ask the Department to authorize your 

office to investigate the ongin of the Trump/Russia mvest1gat1on? 

Mr Mueller I'm not going to get into that. It goes to internal deliberations 

Mr Crawford. So the circumstances surrounding the ongin of the mvest1gat1on 

have yet to be fully vetted then. I am certainly glad that Attorney General Barr and 

U.S. Attorney Durham are looking mto this matter 

And, with that, I'd hke to yield the balance of my time to Ranking Member Nunes 

Mr Nunes I thank the gentleman for y1eldmg. 

Mr Mueller, I want to make sure you're aware of who Fusion GPS 1s Fusion GPS 

1s a pol!t1cal operations firm that was working directly for the Hillary Clinton campaign 

and the Democrat Natmnal Committee. They produced the dossier. So they paid 

Steele, who then went out and got the dossier 

And l know you don't want to answer any dossier questmns, so I'm not gomg 
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there. But your report mentions Natalia Veselmtskaya 65 times She meets m the 

Trump Tower -- it's this infamous Trump Tower meeting. It's m your report. You've 

heard many of the Democrats refer to It today. 

The meetmg was shorter than 20 minutes, I believe Is that correct? 
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Mr. Mueller I thmk what we have m our report reflects it was about that length. 

Mr Nunes. So do you know -- so Fusmn GPS, the mam actor at Fusion GPS, the 

president of the company, or the owner of the company, Is a guy named Glenn Simpson, 

who's workmg for Hillary Clinton. Glenn Simpson -- do you know how many times Glenn 

Simpson met with Natalia Veselnttskaya? 

Mr. Mueller. Myself? No 

Mr. Nunes. Would It surprise you that the Clinton campaign dirty-ops arm met 

with Natalia Veselmtskaya more times than the Trump campaign did? 

Mr. Mueller. Well, this Is an area that I'm not gomg to get mto, as I indicated at 

the outset 

Mr Nunes Did you ever mterv1ew Glenn Simpson? 

Mr Mueller I'm, agam, gomg to pass on that 

Mr Nunes According to -- I'm gomg to change topics here According to notes 

from the State Department official Kathleen Kavalec, Christopher Steele told her that 

former Russian mtelhgence head Trubnikov and Putm advisor Surkov were sources for the 

Steele dossier 

Now, knowmg that these are -- not gettmg mto whether these sources were real 

or not real, was there any concern that there could've been d1smformat1on that was going 

from the Kremlin mto the Clmton campaign and then bemg fed mto the FBI? 

Mr. Mueller. Well, as I said before, this Is an area that I cannot speak to 

Mr Nunes Is that because you're -- it's not m the report or you're Just -- or 
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because of an ongoing deliberations? 

Mr. Mueller. Internal dehberat1ons, other proceedings, and the hke. 

Mr Nunes. Okay 
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When Andrew Weissmann and Zainab Ahmad Joined your team, were you aware 

that Bruce Ohr, a Department of Justice top off1c1al, directly briefed the dossier 

allegations to them m the summer of 2016? 

Mr Mueller. Again, I'm not going to speak to that issue 

Mr Nunes. Okay 

Before you arrested George Papadopoulos in July of 2017, he was given $10,000 in 

cash in Israel Do you know who gave him that cash? 

Mr Mueller Again, that's outside our ambit, and questions such as that should 

go to the FBI or the Department. 

Mr Nunes But It involved your investIgatIon 

Mr Mueller It involved persons involved in my investIgatmn 

Mr. Nunes. Thank you, Mr Chairman 

The Chairman. The committee will stand in recess for 5 or 10 minutes Please, 

folks, remain in your seats, allow the D,rector and Mr Zebley to exit the chamber. 

[Recess] 

The Chairman 

Mr. Mueller 

The Chairman 

The committee will come to order 

Thank you, sir 

Thank you, Director 

Mr. Swalwell, you're recognized. 

Mr Swalwell Thank you 

Director Mueller, as a prosecutor, you would agree that 1f a witness or suspect hes 

or obstructs or tampers with witnesses or destroys evidence dunng an investIgatIon that 
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generally that conduct can be used to show a consciousness of guilt. Would you agree 

with that? 

Mr. Mueller 

Mr Swalwell. 

Yes 

Let's go through the different people associated with the Trump 
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campaign and this mvest1gat1on who hed to you and other mvest1gators to cover up their 

disloyal and unpatriotic conduct. 

If we could put exh1b1t 8 up 

Director Mueller, I'm showing you campaign chairman Paul Manafort, poht1cal 

advisor Roger Stone; deputy campaign manager Rick Gates, National Security Advisor 

Michael Flynn, Donald Trump's personal attorney, Michael Cohen; and foreign policy 

advisor George Papadopoulos 

These six md1v1duals have each been charged, convicted, or hed to your office or 

other mvest1gators ls that nght? 

Mr Mueller Yes, although I look askance at Mr Stone, because he 1s -- he 1s ma 

different case here in DC 

Mr. Swalwell. So National Security Advisor Flynn hed about d1scuss1ons with the 

Russian Ambassador related to sanctions. Is that right? 

Mr Mueller That's correct 

Mr Swalwell Michael Cohen hed to this committee about Trump Tower 

Moscow. Is that correct? 

Mr Mueller Yes 

Mr Swalwell George Papadopoulos, the President's senior foreign pohcy 

advisor, hed to the FBI about his commumcat1ons about Russia's possession of dirt on 

Hillary Clinton ls that nght? 

Mr Mueller Yes 
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Mr Swalwell. The President's campaign chairman, Paul Manafort, hed about 

meetings that he had with someone with ties to Russian mtelhgence Is that correct? 

Mr Mueller That's true. 

Mr. Swalwell And your mvest1gatron was hampered by Trump campaign 

off1c1ais' use of encryption communrcatrons. Is that nght? 

Mr Mueller. We believe that to be the case 

Mr Swalwell You also believe to be the case that your investigation was 

hampered by the deletion of electron1e messages Is that correct? 
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Mr Mueller It would be, yes And, generally, any case would be if those kinds 

of communrcat1ons are used. 

Mr Swalwell For example, you noted that deputy campaign manager Rick 

Gates, who shared internal campaign polling data with a person with ties to Russian 

intelhgence at the direction of Manafort, that Mr Gates deleted those communrcat1ons 

on a daily basis Is that right? 

Mr. Mueller I take your word - I'd say I don't know spec1f1cally, but 1f it's in the 

report, then I support 1t 

Mr Swalwell. That's nght, Director It's Volume I, page 136. 

Mr Mueller Thank you 

Mr Swalwell In add1t1on to that, other information was maccess1ble because 

your office determined rt was protected by attorney-client pnvrlege Is that correct? 

Mr. Mueller. That 1s true. 

Mr. Swalwell. That would include that you do not know whether 

communrcat1ons between Donald Trump and his personal attorneys Jay Sekulow, Rudy 

G1uhanr, and others discouraged witnesses from cooperating with the government Is 

that right? 
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Mr. Mueller I'm not going to talk to that 

Mr. Swalwell. That would also mean that you can't talk to whether or not 

pardons were dangled through the President's attorneys because -- the shield of 

attorney-client privilege 

Mr Mueller. I'm not gomg to discuss that 

Mr Swalwell 

Mr Mueller 

Mr Swalwell. 

Mr. Mueller 

Mr Swalwell. 

Mr Mueller 

Mr Swalwell 

Did you want to interview Donald Trump, Jr? 

I'm not gomg to discuss that 

Did you subpoena Donald Trump, Jr? 

And I'm not going to discuss that. 

Did you want to interview the President? 

Yes 

Director Mueller, on January 1, 2017, through March 2019, 
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Donald Trump met with Vladimir Putin m person 6 times, called him 10 times, and 

exchanged 4 letters with him Between that time period, how many times did you meet 

with Donald Trump? 

Mr Mueller I'm not gomg to get into that 

Mr Swalwell. He did not meet with you in person Is that correct? 

Mr. Mueller. He did not 

Mr Swalwell As a result of hes, deletion of text messages, obstruction, and 

witness tampering, 1s 1t fair to say that you were unable to fully assess the scope and scale 

of Russia's interference m the 2016 election and Trump's role in that interference? 

Mr Mueller I'm not certain I would adopt that characterization in total. There 

may be pieces of 1t that are accurate, but not in total 

Mr Swalwell But you did state in Volume I, page 10, that "while this report 

embodies factual and legal determinations that the Office believes to be accurate and 
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complete to the greatest extent possible, given these ident1f1ed gaps, the Office cannot 

rule out the poss1b1hty that the unavailable information would shed add1t1onal light" Is 

that correct 7 

Mr Mueller. That 1s correct. We don't know what we don't know. 

Mr Swalwell Why 1s 1t so important that witnesses cooperate and tell the truth 

man mvest1gat1on like this? 

Mr Mueller Because the testimony of the witnesses goes to the heart of Just 

about any criminal case you have 

Mr Swalwell Thank you. 

And, Mr. Chairman, I'd yield back 

And thank you, Director Mueller. 

The Chairman Ms Stefanik 

Ms Stefanik Thank you, Mr Chairman 

Mr Mueller, as special counsel, did you review documents related to the ongm of 

the countermtelhgence mvest1gat1on mto the Trump campa1gn7 

Mr Mueller On occasion 

Ms. Stefanik. Was the Steele dossier one of those documents that was 

revrewed? 

Mr Mueller And I can't discuss that case 

Ms. Stefanik. I'm Just asking a process question. Have you read the Steele 

dossier? 

Mr Mueller And, again, I'm not gomg to respond to that 

Ms. Stefanik. You were tasked, as special counsel, to investigate whether there 

was collusion between Russia and the Trump campaign associates to interfere with the 

2016 election And the FBI, we know, has relevant documents and information related 
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to the opening of the Cl invest1gat1on. Were you and your team permitted to access all 

of those documents? 

Mr. Mueller. And, agam, I can't get mto that invest1gat1ve -- what we collected 

and what we're domg with mvest1gat1on materials 

Ms Stefanik Let me ask 1t this way Was there any hm1tat1on in your access to 

documents related to the countenntelhgence mvest1gat1on? 

Mr Mueller. That's such a broad question I have real trouble answering 1t 

Ms Stefanik Did the Special Counsel's Office undertake any effort to mvest1gate 

and venfy or disprove allegatmns contained m the Steele dossier? 

Mr Mueller Agam, I can't respond. 

Ms Stefanik The reason I'm asking, for the American public that ts watching, it's 

apparent that the Steele dossier formed part of the basis to Justify the FBl's 

countenntell1gence mvest1gat1on mto Russian interference m the 2016 election As we 

know, it was used to obtain a FISA warrant on Carter Page This 1s why I'm asking these 

questions 

Did your office undertake any efforts to 1dent1fy Steele's sources or sub-sources? 

Mr. Mueller Again, the same answer 

Ms. Stefanik. Were these tasks referred to any other agencies? ,, 



20226

1027 

[2.35 pm] 

Mr Mueller. 

Ms Stefanik 

Again, I can't speak to 1t 

Did your office consider whether the Russian Government used 

Steele's sources to provide Steele with d1sinformat1on7 

Mr Mueller Again, I can't speak to that 

Ms Stefanik. I understand I'm asking these questions Just for the record, so 

thanks for your patience 

Sh1ftmg gears here, did any member of the Special Counsel's Office staff travel 

overseas as part of the mvest1gat1on 7 

Mr. Mueller Yes, but I can't go further than that. 

Ms Stefanik. I'm gomgto ask, to which countries? 

Mr Mueller And I can't answer that 

Ms Stefanik D1d they meet with foreign government offlc1als7 

Mr Mueller Again, it's out of our ba1l!w1ck. 

Ms Stefanik Did they meet with foreign private c1t1zens? 

Mr Mueller. Again, same response 
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Ms Stefanik Did they seek mformat1on about a U S c1t1zen or any U S c1t1zens? 

Mr Mueller Agam, territory that I cannot go to 

Ms Stefanik. Thank you for answering on the record These are important 

questions for the American public, and we're hopeful that the IG 1s able to answer these 

questions 

I will yield the balance of my time to the ranking member. 

Mr Nunes I thank the gentlelady for y1eldmg. 

Mr Mueller, I want to go back to -- we started off with Joseph Mifsud, who 1s at 
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the center of this investIgatIon He appears in your report a dozen times or more He 

really 1s the epicenter. He's at the origin of this. He's the man who supposedly knows 

about Clinton's emails 

You've seen on the screen, the Democrats have continually put up all the 

prosecutions that you made against Trump campaign officials and others, but I'm 

struggling to understand why you didn't indict Joseph Mifsud, who seems to be the man 

in the middle of all of this. 

Mr. Mueller. Well,! think you understand that you cannot get into either 

class1f1ed or law enforcement information without a rationale for doing tt And l have 

said all I'm going to be able to say with regard to Mr. Mifsud. 

Mr Nunes Were you aware of Kathleen Kavalec's involvement, that she had 

met with Mr Steele? The State Department official. 

Mr Mueller And, again, I can't respond to that question It's outside my 

1unsd1ct1on 

Mr Nunes. Okay 

The Carter Page FISA warrant was re-upped three times The last time 1t was 

re-upped was under your watch So were you in the approval process of that last time 

that the Carter Page warrant was --

Mr Mueller Well, I can't speak spec1f1cally about that warrant, but 1f you ask 

was I in the approval chain, the answer 1s no. 

Mr. Nunes. Okay. That's very helpful 

Thank you, Mr Chairman I yield back 

The Chairman. Mr. Castro. 

Mr Castro Thank you, Chairman. 

Thank you, Special Counsel Mueller, for your testimony and for your service to our 
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country 

Donald Trump, over the years, has surrounded himself with some very shady 

people, people that lied for him, people that covered up for him, people that helped him 

enrich himself I want to talk spec1f1cally about one of those instances that's m your 

report. 

Spec1f1cally, let's turn to the Trump Tower Moscow pro1ect, which you described m 

your report as a, quote, "highly lucrative deal" for The Trump Organization Is that 

right? 

Mr. Mueller I would have to look at the quote from the report, 1f you have 1t. 

Mr Castro. Sure. It's on Volume II, page 135. It's described as highly 

lucrative 

Mr. Mueller. Okay I have rt Thank you, sir 

Mr Castro Yeah No problem 

Your office prosecuted Michael Cohen -- and Michael Cohen was Donald Trump's 

lawyer -- for lymg to this committee about several aspects of The Trump Organ1zat1on's 

purswt of the Trump Tower Moscow deal. ts that nght? 

Mr Mueller That's correct 

Mr Castro According to your report, Cohen lied to, quote, "m1mm1ze lmks 

between the project and Trump," unquote, and to, quote, "stick to the party lme," 

unquote, m order not to contradict Trump's pubhc message that no connection existed 

between Trump and Russia Is that nght? 

Mr Mueller That's•· yes. That's correct 

Mr. Castro Now, when you're talking about the party hne here, the party lme m 

this case•· 

Mr Mueller If I could mterJect, the one thmg l should've said at the outset If 
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It was m the report, then, consequently, I do beheve 1t to be true 

Mr. Castro Thank you. 

The party lme, m this case, was that the deal ended m January 2016 In other 

words, they were saymg that the deal ended m January 2016, before the Republican 

pnmanes In truth, though, the deal extended to June 2016, when Donald Trump was 

already the presumptive Republican nominee Is that correct? 

Mr. Mueller. That's correct 

Mr Castro The party lme was also that Cohen discussed the deal with Trump 

only three times, when, m truth, they discussed It multiple times. Is that right? 

Mr Mueller Also true, and the basis for -- and part of the basis for that plea 

that he entered for lymg to this entity. 

Mr Castro Thank you. And thank you for prosecuting that 
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The party !me was also that Cohen and Trump never discussed traveling to Russia 

during the campaign, when, m truth, they did discuss It. Is that right? 

Mr. Mueller. That's accurate 

Mr. Castro. And the party lme was that Cohen never received a response from 

the Kremlin to his mquInes about the Trump Tower Moscow deaf. In fact, Cohen not 

only received a response from the Kremlin to his email but also had a lengthy 

conversation with a Kremlin representative who had a detailed understanding of the 

pro1ect. Is that right? 

Mr. Mueller. If it's in the report, that 1s an accurate recItatIon of that piece of 

the report 

Mr Castro So you have the candidate Trump at the time saying he had no 

business dealmgs with Russia, his lawyer who was tying about It, and then the Kremhn 

who during that time was talking to President Trump's lawyer about the deal ts that 
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right? 

Mr Mueller I can't adopt your characterization. 

Mr. Castro. Not only was Cohen lying on Trump's behalf, but so was the Kremlin 

On August 30, 2017, 2 days after Cohen submitted his false statement to this committee 

claiming that he never received a response to his email to the Kremlin, Vladimir Putm's 

press secretary told reporters that the Kremlm left the email unanswered. 

That statement by Putin's press secretary was false, wasn't 1t7 

Mr Mueller I can't speak to that. 

Mr Castro Although 1t was widely reported m the press 

Mr Mueller Again, I can't speak to that, particularly 1f 1t was dependent upon 

media sources. 

Mr Castro But 1t was consistent with the he that Cohen had made to the 

committee Is that right? 

Mr. Mueller I'm not certain I could go that far 

Mr. Castro So Cohen, President Trump, and the Kremhn were all telling the 

same he 

Mr Mueller I defer to you on that That's -- I can't get into the details 

Mr. Castro Special Counsel Mueller, I want to ask you something that's very 

important to the Nation Did your invest1gat1on evaluate whether President Trump 

could be vulnerable to blackmail by the Russians because the Kremlin knew that Trump 

and his associates hed about connections to Russia related to the Trump Tower deal? 

Mr. Mueller I can't speak to that. 

Mr Castro I yield back, Chairman 

The Chairman Mr Hurd. 

Mr Hurd Thank you, Mr. Chairman 
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Director Mueller, you've been asked many times this afternoon about collusion, 

obstruction of Justice, and impeachment, and the Steele dossier. And I don't think your 

answers are going to change if I ask you about those questions 

So I'm going to ask about a couple of press stones, because a lot of what the 

Amencan people have received about this have been on press stones, and some of that 

has been wrong, and some of those press stones have been accurate. 

On Apnl 13, 2018, McClatchy reported that you had evidence Michael Cohen 

made a secret tnp to Prague during the 2016 Pres1dent1al electron I thmk he told one of 

the committees here in Congress that that was incorrect Is that story true? 

Mr. Mueller. I can't -- well, I can't go into It 

Mr Hurd Gotcha 

On October 31, 2016, Slate published a report suggesting that a server at Trump 

Tower was secretly communicating with Russia's Alfa Bank, and then I quote, "akin to 

what cnminal syndicates do." 

Do you know 1f that story Is true? 

Mr Mueller Do not Do not-­

Mr. Hurd. You do not? 

Mr Mueller -- know whether it's true 

Mr Hurd So did you not investigate these allegations which are suggestive of a 

potential Trump-Russia --

Mr Mueller Because I believe 1t not true doesn't mean it would not be 

investigated It may well have been investigated Although my belief at this point, it's 

not true 

Mr Hurd Good copy. Thank you 

As a former CIA officer, I want to focus on something I thmk both sides of the 
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poht1cal aisle can agree on -- that Is, how do we prevent Russian mtelhgence and other 

adversaries from domg this agam 

And after overseeing countermtelhgence operations for 12 years as FBI Director 

and then mvestIgatmg what the Russians have done m the 2016 election, you've seen 

tactics, techniques, and results of Russian mtelhgence operations 

Our committee made a recommendation that the FBI should improve its vIctIm 

not1f1cat1on process when a person, entity, or campaign has fallen victim to an 

active-measures attack Would you agree with this? 

65 

Mr. Mueller. It sounds hke a worthwhile endeavor. I will tell you, though, that 

the ability of our mtelhgence agencies to work together m this arena Is perhaps more 

important than that And adopting whatever -- and I'm not that familiar with the 

leg1slat1on -- but whatever leg1slat1on will encourage us working together -- by "us," I 

mean the FBI, CIA, NSA, and the rest -- It should be pursued aggressively, early 

Mr. Hurd. Who do you thmk should be responsible w1thm the Federal 

Government to counter d1smformat1on? 

Mr Mueller I'm no longer m the Federal Government, so I --

Mr Hurd But you've had a long, stoned career, and ! don't thmk there's 

anybody who better understands the threat that we are facing than you Do you have 

an opm1on as a former FBI officer? 

Mr Mueller As to? 

Mr Hurd As to who should be the coordmatmg pomt within the Federal 

Government on how to deal with d1sinformat1on 

Mr. Mueller. l don't want to wade in those waters 

Mr. Hurd Good copy 

One of the most stnkmg things m your report Is that the Internet Research Agency 
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not only undertook a social media campaign in the US but they were able to organize 

poht1cal rallies after the election. 

66 

Our committee issued a report and insight on saying that Russian active measures 

are growing with frequency and mtens1ty and including their expanded use of groups such 

as the IRA, and these groups pose a s1gnif1cant threat to the United States and our allies in 

upcoming elections Would you agree with that? 

Mr Mueller Yes. In fact, one of the other areas that we have to look at are 

many more companies•· not companies•· many more countnes are developing capab1l1ty 

to replicate what the Russians have done. 

Mr Hurd You alluded to making sure all the elements of the Federal 

Government should be working together Do you have a suggestion on a strategy to do 

that, to counter this d1sinformat1on7 

Mr Mueller Not overarching 

Mr Hurd In your invest1gat1on, did you think that this was a single attempt by 

the Russians to get involved in our election, or did you find evidence to suggest they will 

try to do this agam 7 

Mr Mueller Oh, 1t wasn't a single attempt. They're domg 1t as we sit here. 

And they expect to do 1t dunng the next campaign 

Mr Hurd Director Mueller, I appreciate your time and mdulgmg us here m 

multiple committees. 

And I yield back to the ranking member 1f he has -- I yield back to the chairman 

The Chairman. Mr. Heck. 

Mr. Heck. Drrector Mueller, I'd hke to go to the motives behind the Trump 

campaign encouragement and acceptance of help during the election. Obviously, a 

clear mot1vat1on was to help them m what would turn out to be a very close election. 
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But there was another key motIvatIon, and that was, frankly, the desire to make money 

I always try to remember what my dad, who never had the opportunity to go 

beyond the 8th grade, taught me, which ts that I should never, ever underestimate the 

capacity of some people to cut corners and even more in order to worship and chase the 

almighty buck 

And this is important, because I think It, m fact, does go to the heart of why the 

Trump campaign was so unrelentingly intent on developing relat1onsh1ps with the 

Kremlin. 

So let's quickly revisit one financial scheme we Just discussed, which was the 

Trump Tower in Moscow. We indicated earlier that It was a lucrative deal Trump, in 

fact, stood, he and his company, to earn many m1lllons of dollars on that deal, did they 

not, sir? 

Mr. Mueller. True. 

Mr Heck And Cohen, Mr Cohen, his attorney, testified before this committee 

that President Trump believed the deal requrred Kremlin approval Is that consistent 

wrth what he told you? 

Mr Mueller I'm not certain whether it's Mr Trump himself or others associated 

with that enterprise that had discussed the necessity of having the input from the state, 

mean mg the Russian Government, in order for It to go forward successfully 

Mr. Heck. Isn't It also true that Donald Trump vrewed his Pres1dent1al campaign, 

as he told top campaign aides, that the campaign was an infomercial for The Trump 

Organization and his properties? 

Mr. Mueller. I'm not fam1har with that 

Mr Heck Then let's turn to Trump campaign chair Paul Manafort. Did, in fact, 

your investIgat1on fmd any evidence that Manafort intended to use his posIt1on as 
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Trump's campaign chair for his own personal financial benefit? 

Mr. Mueller I would say there was some ind1cat1on of that, but I won't go 

further. 

Mr Heck I think you'll find 1t on page 135 of Volume I 

During the transItIon, Trump's son-in-law, Jared Kushner, met with Sergey Gorkov, 

the head of a Russian-owned bank that was under -- Is under U S sanctions And 

according to the head of the bank, he met with Kushner in his capacity as CEO of Kushner 

Companies to discuss business opportunities. 

Is that correct, sir? 

Mr Mueller. I'm not certain --

Mr Heck It was --

Mr Mueller. I'm not certain about that Let me Just put It that way 

Mr. Heck It was asserted thusly in your report, Volume I, on pages 161 and 162 

Your report notes that, at the time, Kushner Companies were trying to renegotiate a 

b1lhon-, with a "B," a b11l1on-dollar lease of their flagship building at 666 5th Avenue, 

correct? 

Mr. Mueller I am not familiar with those financial arrangements 

Mr. Heck. Also on page 162 where Kushner Companies, It was asserted, had 

debt obligations coming due on the company 

Erik Prince, a supporter close to Trump -­

Mr Mueller. A supporter -- I'm sorry 

Mr. Heck. -- campaign and adm1mstrat1ve -­

Mr Mueller I Just -- a supporter. I was --

Mr Heck Yes He met in the Seychelles during the transIt1on with Kmll 

Dmitriev, who was the head of a sanctioned Russian Government investment arm which 
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had close ties to Vladimir Putin, correct, sir? 

Mr. Mueller Yes. 

Mr Heck. Your mvest1gat1on determined that Mr. Pnnce had not known nor 

conducted business with Dmitriev before Trump won the election, correct? 

Mr Mueller. Well, I defer to the report on that. 
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Mr. Heck. Yet-- 1t does And yet Prince, who had connections to top Trump 

administration off1c1als, met with Dmitriev during the trans1tmn penod to discuss business 

opportunities, among other thmgs 

But 1t wasn't Just Trump and his associates who were trying to make money off 

this deal, nor hide 1t, nor he about 1t Russia was too That was the whole point, to 

gain relief from sanctions whrch would hugely benefit their mcred1bly wealthy oligarchs 

For example, sanctions rehef was discussed at that June 9 meeting m the Trump 

Tower, was 1t not, sir? 

Mr Mueller Yes But 1t was not a mam subject for d1scuss1on 

Mr Heck Trump admm1strat1on National Security Adv1sor-des1gnate Michael 

Flynn also discussed sanctions ma secret conversation with the Russian Ambassador, did 

he not? 

Mr Mueller Correct 

Mr Heck So, to summarize, Donald Trump, Michael Cohen, Paul Manafort, 

Jared Kushner, Erik Prince, and others m the Trump orbit all tned to use their connections 

with The Trump Orgamzat1on to profit from Russia, which was openly seeking relief from 

sanctions ls that true, sir? 

Mr. Mueller. I'm not - I'm not certain I can adopt what you articulate 

Mr. Heck. Well, l will And I'd further assert that was not only dangerous, 1t 

was un-Amencan Greed corrupts. Greed corrupts, and 1t 1s a terrible foundation for 
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developing American foreign policy. 

The Chairman. Mr. Ratcliffe. 

Mr Ratchffe Director Mueller, given your constraints on what you're able or 

allowed to answer with respect to countenntelhgence matters or other matters that are 

currently open and under invest1gat1on, you're not gomg to be able to answer my 

remammg questions 

So I thank you for your courtesies in the answers that you have given to my pnor 

questions, and I do thank you for your extraordinary career and record of service, and 

yield back the balance of my time to the ranking member 

Mr. Mueller. Thank you 

Mr Nunes Thank you, Mr Ratcliffe 

And, Mr Mueller, let me associate my words with Mr Ratcliffe 

I've got a few more questions I want to clean up a little btt about the Erik Prince 

Seychelles meeting 

So Erik Prince testified before this committee that he was survetlled by the U.S. 

Government and that information from this surveillance was leaked to the press. Did 

you mvest1gate whether Prmce was surve1lled and whether class1f1ed mformat1on on him 

was illegally leaked to the media? 

Mr Mueller Dtd you say "did you" or "will you"? 

Mr. Nunes. Well, I know you can't I know you're not gomg to Jom --

Mr Mueller So I can't discuss 1t either way 

Mr Nunes -- back up in the ranks But dtd you refer -- were you aware 

that -- you know, Prince has made these allegations that he was surve1lled. He's 

concerned that there were leaks about the surveillance Did you make any referrals 

about these leaks? 
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Mr Mueller. No, and I can't get mto discussion on It 

Mr. Nunes. Okay 

71 

I also want to -- Genera! Flynn I know you came after the leak of his phone call 

with the Russian Ambassador. Your time at FBI, It would be a ma1or scandal, wouldn't It, 

for the leak of the National Security Advisor and anyone in any government--

Mr. Mueller I can't -- I can't adopt that hypothesis 

Mr. Nunes Did your report name any people who were acting as U.S. 

Government informants or sources without disclosing that fact? 

Mr Mueller I can't answer that. 

Mr. Nunes. Okay 

On Volume I, page 133 of your report, you state that Konstantin K1hmmk has ties 

to Russian intelligence. His name came up quite often today. But your report omits to 

mention that K1hmmk has long-term relat1onsh1ps with U S Government off1c1als, 

including our own State Department 

Mr. Mueller I can't be -- I can't get mto that 

Mr Nunes. I know it's not in the report, but, you know, 1f K1llmmk 1s being used 

m the report to say that he was possibly some type of Russian agent, then I think It Is 

important for this committee to know 1f K1hmmk has ties to our own State Department, 

which 1t appears that he does 

Mr. Mueller Agam, it's the same terntory that I'm loathe to get into 

Mr Nunes Okay 

You were asked this earlier about Trump attorney John Dowd, that pieces of his 

phone call were omitted from the report. It was what Mr Dowd calls exculpatory 

evidence 

Are you concerned about --
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Mr. Mueller. I'm not certain I would agree with that charactenzat1on 

Mr. Nunes Okay 

Mr Mueller I think I sard that before. 

Mr. Nunes Yes 

72 

An Amencan c1t1zen from the Republ!c of Georgia, who your report m1s1dent1f1es 

as a Russian, clarms that your report omitted parts of a text message he had with Michael 

Cohen about stopping the flow of compromising tapes of Donald Trump In the omitted 

portions, he says he did not know what the tapes actually showed 

Was that portion of the exchange left out of the report for a reason 7 

Mr Mueller No We got an awful lot into the report, but we drd not get every 

intersection or conversation and the lrke So I am not familiar with that particular 

episode you're talking about 

Mr. Nunes. Thank you, Mr Mueller 

And thank you, Mr Chairman 

The Chairman Mr Welch 

Mr Welch Director Mueller, did you find there was no collusron between the 

Trump campaign and Russia? 

Mr Mueller Well, we don't use the word "collusion " I thrnk the word we 

usually use 1s the -- well, not "collus1on" but one of the other terms that fills m when 

"cotlusron" 1s not used. 

In any event, we decided not to use the word "col!usron" inasmuch as 1t has no 

relevance to the cnmrnal law arena 

Mr Welch The term 1s "conspiracy" that you prefer to use? 

Mr Mueller That's 1t, "conspiracy " Exactly right 

Mr Welch You help me, I'll help you 
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Mr Mueller. Thank you 

Mr. Welch. It's an agreement Thank you. 

And, in fact, you had to then make a charging dec1s1on after your invest1gat1on 

where, unless there was enough evidence to prove beyond a reasonable doubt, you 

wouldn't make a charge, correct? 

Mr Mueller Generally, that's the case 

73 

Mr Welch. But making that dec1s1on does not mean your mvest1gat1on failed to 

turn up evidence of conspiracy. 

Mr Mueller. Absolutely correct 

Mr Welch And, in fact, I will go through some of the s1gn1f1cant findings that 

your exhaustive mvest1gat1on made. 

You found, as I understand 1t, that from May 2016 until the end of the campaign, 

campaign chairman Mr Manafort gave private polling information to Russian agents, 

correct? 

Mr. Mueller Correct 

The Chairman. Could you speak mto the microphone? 

Mr Mueller Yep, I will My apologies 

Mr Welch Thank you 

And your investigation found that, in June 2016, Donald Trump, Jr, made an 

arrangement to meet at Trump Tower, along with Jared Kushner and others, expecting to 

receive dirt on the Hillary Clinton campaign, correct? 

Mr Mueller Correct 

Mr. Welch And you found m your mvest1gat1on that, on July 27, candidate 

Trump called on Russia to hack Hillary Clinton's emails, something that for the first time 

they did about 5 hours later, correct? 
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Mr. Mueller. That's correct 

Mr. Weich And you also found that, on August 2, Mr. Manafort met with a 

person tied to Russian mtelhgence, Mr. K1ltmn1k, and gave htm internal campaign strategy, 

aware that Russia was mtending to do a m1smformat1on social med ta campaign, correct? 

Mr Mueller. I'm not certain of the tie there. 

Mr. Welch. But the fact of that meeting you agree with? 

Mr. Mueller The fact that the meeting took place 1s accurate 

Mr Welch And your mvest1gat1on, as I understand 1t, also found that, in late 

summer of 2016, the Trump campaign m fact devised its strategy and messaging around 

W1k1Leaks releases of materials that were stolen from the Democratte National 

Committee, correct? 

Mr Mueller Is that from the report? 

Mr. Welch Yes 

Mr Mueller Yes 

Mr Welch It's according to Mr Gates. 

Mr. Mueller Yes 

Mr Welch Yes Thank you. 

And you also talked earlter about the fmdmg m your invest1gat1on that, m 

September and October of 2016, Donald Trump, Jr., had email communications with 

W1k1Leaks, now mdtcted, about releasing information damaging to the Clinton campaign, 

correct? 

Mr. Mueller. True. 

Mr Welch All right 

So I understand you made the dec1st0n, a prosecutonal dec1st0n, that this would 

not nse to proof beyond a reasonable doubt But I ask tf you share my concern And 
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my concern 1s· Have we established a new normal from this past campaign that 1s going 

to apply to future campaigns so that 1f any one of us running for the U S House, any 

candidate for the U.S. Senate, any candidate for the Presidency of the United States, 

aware that a hostile foreign power 1s trymg to influence an election, has no duty to report 

that to the FBI or other authorities --

Mr Mueller Well, I hope --

Mr. Welch -- that -- go ahead 

Mr Mueller Well, I hope this 1s not the new normal, but I fear 1t 1s 

Mr Welch. -- and would, m fact, have the ab1hty without fear of legal 

repercussion to meet with agents of that foreign entity hostile to the American election 7 

Mr Mueller I'm sorry. What 1s the question? 

Mr Welch Is that an apprehension that you share with me7 

Mr Mueller Yes 

Mr. Welch. And that there would be no repercussions whatsoever to Russia 1f 

they did this agam And as you stated earlier, as we sit here, they're domg 1t now. Is 

that correct? 

Mr Mueller You're absolutely nght 

Mr. Welch. Do you have any advice to this Congress as to, together, what we 

should do to protect our electoral system and accept respons1b1hty on our part to report 

to you or your successor when we're aware of hostile foreign engagement m our 

elections? 

Mr Mueller I would say, a basis -- first !me of defense, really, 1s the ability of the 

various agencies who have some piece of this to not only share information but share 

expertise, share targets, and use the full resources that we have to address this problem 

Mr. Welch Thank you, Director Mueller. 
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I yield back 

The Chairman. Mr. Maloney 

Mr. Maloney Mr Mueller, thank you I know it's been a long day And I 

want to make clear how much respect I have for your service and for your extraordinary 

career, and I want you to understand my questions m that context, sir. 

I'm gomg to be askmg you about Appendix C to your report and, m particular, the 

dec1s1on not to do a sworn interview with the President. It's really the only subJect I 

want to talk to you about, sir. 

Why didn't you subpoena the President? 

Mr. Mueller Well, at the outset, after we took over and m1t1ated the 

invest1gat1on --

Mr Maloney If I could ask you to speak mto the mike. 

Mr Mueller Yeah Of course. 

At the outset, after we took over the mvest1gat1on and began 1t and pursued 1t, 

quite obviously, one of the thmgs we ant1c1pated wanting to accomplish m that 1s havmg 

the interview of the President. We negotiated with him for a little over a year, and I 

thmk what you adverted to m the appendix lays out our expectations as a result of those 

negotiations. 

But, fmally, when we were almost towards the end of our mvest1gatmn and we'd 

had little success m pushing to get the mterv1ew of the President, we decided that we did 

not want to exercise the subpoena powers because of the necessity of exped1tmg the end 

of the mvest1gat1on 

Mr Maloney Was that -- excuse me Did you 

Mr. Mueller. I was going to say, the expectation was, 1f we did subpoena the 

President, he would fight the subpoena and we would be m the midst of the investigation 
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for a substantial penod of time. 

Mr. Maloney. Right 

But as we sit here, you've never had an opportunity to ask the President in-person 

questions under oath And so, obviously, that must have been a d1ff1cult dec1s1on And 

you're nght, Appendix Clays that out And, indeed, I belteve you describe the in-person 

interview as vital. That's your word 

And, of course, you make clear you had the authority and the legal 1ust1f1cat1on to 

do it. As you pomt out, you waited a year, you put up with a lot of negotiations, you 

made numerous accommodations, which you lay out, so that he could prepare and not be 

surprised I take 1t you were trying to be fair to the President. 

And, by the way, you were going to hm1t the questions, when you got to written 

questions, to Russia only And, m fact, you did go with written questions after about 

9 months, sir, right? And the President responded to those. 

And you have some hard language for what you thought of those responses. 

What did you think of the President's written responses, Mr Mueller? 
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Mr. Mueller Certainly not as useful as the mterv1ew would be 

Mr. Maloney In fact, you pointed out, and by my count, there were more than 

30 times when the President said he didn't recall, he didn't remember, no independent 

recollection, no current recollection. 

And I take It by your answer that 1t wasn't as helpful 

hke "incomplete," "1mprec1se," "inadequate," "insufficient." 

what thought of those written answers 7 

That's why you used words 

Is that a fair summary of 

Mr. Mueller That 1s a fair summary And I presume that comes from the 

report 

Mr. Maloney. And yet, sir -- and I ask this respectfully -- by the way, the 

President didn't ever claim the Fifth Amendment, did he7 

Mr Mueller I'm not gomg to talk to that 

Mr Maloney Well, from what I can tell, sir, at one point it was vital and then at 

another point it wasn't vital. And my question to you 1s, why did 1t stop bemg v1tal7 

And I can only think of three explanatmns One Is that somebody told you you 

couldn't do 1t But nobody told you you couldn't subpoena the President. Is that right? 

Mr. Mueller No We understood we could subpoena the President 

Mr Maloney 

you you couldn't-­

Mr Mueller 

Mr. Maloney 

Rosenstein didn't tell you, Whitaker didn't tell you, Barr didn't tell 

We could serve a subpoena. 

So the only other explanation -- well, there's two others, I guess· 
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one, that you Just flinched, that you had the opportunity to do 1t and you didn't do 1t. 

But, sir, you don't stnke me as the kind of guy who flinches 

Mr Mueller. I'd hope not 

Mr Maloney Well, then the third explanation -- I hope not, too, sir And the 

third explanation I can think of 1s that you didn't think you needed 1t 
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And, in fact, what caught my eye was page 13 of Volume II, where you said, in fact, 

you had a substantial body of evidence. And you cite a bunch of cases there, don't you, 

about how you often have to prove intent to obstruct Justice without an in-person 

interview That's the kind of nature of 1t And you used terms hke "a substantial body 

of evidence," "s1gmf1cant evidence" of the President's intent. 

So my question, sir, 1s did you have suff1c1ent evidence of the President's intent to 

obstruct Justice, and 1s that why you didn't do the mterv1ew? 

Mr Mueller Well, there's a balance -- m other words, how much evidence you 

have that satisfy the last element against how much time are you willing to spend m the 

courts htrgating the interview of the President 

Mr. Maloney. And, m this case, you felt that you had enough evidence of the 

President's intent 

Mr Mueller We had to make a balanced dec1s1on in terms of how much 

evidence we had compared to the length of time 1t would take to do the --

Mr Maloney And, sir, because I have hm1ted time, you thought that 1f you gave 

1t to the Attorney General or to this Congress that there was suff1c1ent evidence, that 1t 

was better than that delay 

Mr Mueller Can you state that again? 

Mr Maloney. Well, that 1t was better than the delay to present the sufficient 

evidence -- your term -- of the President's intent to obstruct Justice to the Attorney 
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General and to this committee Isn't that why you didn't do the interview? 

Mr. Mueller No. The reason we didn't do the mterv1ew 1s because of the 

length of time that 1t would take to resolve the issues attendant to that 

Mr. Maloney 

The Chairman 

Mrs Demings 

Thank you, sir 

Mrs Demings. 

Thank you so much, Mr Chairman 

And, Director Mueller, thank you so much for being a person of honor and 

integnty Thank you for your service to the Nation We are certainly better for 1t. 
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Director Mueller, I, too, want to focus on the written responses that the President 

did provide and the continued efforts to he and cover up what happened during the 2016 

election. 

Were the President's answers submitted under oath? 

Mr. Mueller. Yes Yes 

Mrs Demmgs. Thank you. They were. 

Were these all the answers your office wanted to ask the President about Russian 

interference in the 2016 election? 

Mr. Mueller 

Mrs Demmgs 

Mr Mueller 

No, not necessarily. 

So there were other -­

Yes 

Mrs. Demings. -- questions that you wanted to answer. 

D1d you analyze his written answers on Russian interference to draw conclusions 

about the President's cred1b1hty? 

Mr Mueller No It was perhaps one of the factors, but nothing more than 

that 

Mrs Demings It was one of the factors. So what did you determine about the 
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President's cred1b1hty? 

Mr. Mueller And that I can't get into. 

Mrs. Demmgs Director Mueller, I know based on your decades of experience 

you've probably had an opportunity to analyze the cred1b1hty of countless witnesses, but 

you weren't able to do so with this witness? 

Mr Mueller Well, with every witness, particularly a leading witness, one 

assesses the cred1b1hty day by day, witness by witness, document by document And 

that's what happened in this case So we started with very little, and, by the end, we 

ended up with a fair amount My -- yeah, a fair amount. 

Mrs Demings Thank you Well, let's go through some of the answers to take a 

closer look at his cred1b1hty, because 1t seems to me, Director Mueller, that his answers 

were not credible at all 

Did some of President Trump's incomplete answers relate to Trump Tower 

Moscow? 

Mr Mueller Yes 

Mrs. Demings. For example, did you ask the President whether he had at any 

time directed or suggested that d1scuss1ons about Trump Moscow proJect should cease? 

Mr Mueller Should what? 

Mrs Demings Cease 

Mr Mueller Do you have a c1tat1on? 

Mrs Demings Yes We're still in Appendix C, section 1-7 

Mr Mueller The first page? 

Mrs Demings. Uh-huh It says. "The President 'did not answer whether he 

had at any time directed or suggested that d1scuss1ons about the Trump Moscow proJect 

should cease but he has since made public comments about that topic "' 
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Mr Mueller. Okay And the question was? 

Mrs Demmgs. Did the President let me go on to the next Did the President 

fully answer that question m his written statement to you about the Trump Moscow 

pro1ect ceasing? Again, m Appendix C 

Mr Mueller And can you direct me to the particular paragraph you're adverting 

to? 

Mrs Demmgs It would be Appendix C, C-1 But let me move forward 

Nme days after he submitted his written answers, didn't the President say publicly 

that he, quote, "decided not to do the proJect," unquote? And that Is m your report 

Mr Mueller I'd ask you, 1f you would, to pomt out the particular paragraph that 

you're focused on. 

Mrs Demmgs. Okay. We can move on 

Did the President answer your followup questions? According to the report, 

there were followup questmns because of the President's incomplete answers about the 

Moscow proJect. Did the President answer your followup questions, either m wntmg or 

orally? 

And we're now m -­

Mr Mueller No. 

Mrs Demmgs -- Volume II, page 150 through 151 

Mr Mueller No 

Mrs. Demmgs He did not 

In fact, there were many questions that you asked the President that he simply 

didn't answer Isn't that correct? 

Mr Mueller True 

Mrs Demmgs And there were many answers that contradicted other evidence 



20250

1051 

83 

you had gathered during the invest1gat1on Isn't that correct --

Mr. Mueller Yes. 

Mrs Demings -- Director Mueller? 

Director Mueller, for example, the President, in his written answers, stated he did 

not recall having advance knowledge of W1k1leaks releases Is that correct? 

Mr Mueller. I think that's what he said 

Mrs. Demings But didn't your invest1gatmn uncover evidence that the President 

did, in fact, have advance knowledge of W1k1Leaks public releases of emails damaging to 

his opponent? 

Mr. Mueller. And I can't get into that area 

Mrs. Demings. Did your invest1gat1on determine after very careful vetting of Rick 

Gates and Michael Cohen that you found them to be credible? 

Mr. Mueller That we found the President to be credible? 

Mrs Demings That you found Gates and Cohen to be credible in their 

statements about W1k1Leaks? 

Mr Mueller Those areas I'm not going to discuss 

Mrs Demings Okay 

Could you say, Director Mueller, that the President was credible? 

Mr. Mueller. I can't answer that question 

Mrs Demings Director Mueller, isn't 1t fair to say that the President's written 

answers were not only inadequate and incomplete, because he didn't answer many of 

your questions, but where he did, his answers showed that he wasn't always being 

truthful? 

Mr Mueller. There I would say generally. 

Mrs Demings Generally 
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Director Mueller, it's one thing for the President to he to the American people 

about your mvest1gat1on, falsely claiming that you found no collusion or no obstruction. 

But it's something else altogether for him to get away with not answering your questions 

and lying about them And as a former law enforcement officer of almost 30 years, I 

find that a disgrace to our cnminal Justice system 

Thank you so --

Mr Mueller Thank you, ma'am. 

Mrs Demings -- much. 

I yield back to the chairman. 

The Chairman Mr Knshnamoorth1 

Mr Knshnamoorth1 Director Mueller, thank you for your devoted service to 

your country 

Earlier today, you described your report as detailing a criminal invest1gat1on, 

correct? 

Mr Mueller Yes. 

Mr Knshnamoorth1. Director, since 1t was outside the purview of your 

invest1gat1on, your report did not reach countermtelhgence conclusions regarding the 

subJect matter of your report 

Mr Mueller That's true 

Mr Knshnamoorth1. For instance, since 1t was outside your purview, your report 

did not reach countenntelhgence conclusions regarding any Trump admin1strat1on 

off1c1als who might potentially be vulnerable to compromise or blackmail by Russia, 

correct? 

Mr Mueller. Those dec1s1ons probably were made in a counter -- in the FBI 

Mr Knshnamoorth1 But not m your report, correct? 
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Mr. Mueller. Not m our report We advert to the countenntell1gence goals of 

our mvest1gat1on, which were secondary to any criminal wrongdoing that we could fmd. 

Mr Knshnamoorth1 Let's talk about one adm1nistrat1on off1c1al m 

particular -- namely, President Donald Trump. Other than Trump Tower Moscow, your 

report does not address or detail the President's financial ties or dealings with Russia, 

correct? 

Mr Mueller Correct 

Mr. Knshnamoorth1 S1m1larly, smce 1t was outside your purview, your report 

does not address the question of whether Russian oligarchs engaged m money laundering 

through any of the President's businesses, correct? 

Mr Mueller Correct. 

Mr Knshnamoorth1 And, of course, your office dtd not obtain the President's 

tax returns, which could otherwise show foreign fmanc1al sources, correct? 

Mr. Mueller I'm not gomg to speak to that I'm not going to speak to that 

Mr Knshnamoorth1. In July 2017, the President said his personal finances were 

off hm1ts or outside the purview of your invest1gat1on, and he drew a, quote/unquote, 

"red line" around his personal finances 

Were the President's personal finances outside the purview of your investigation? 

Mr Mueller I'm not gomg to get mto that 

Mr. Knshnamoorth1. Were you instructed by anyone not to investigate the 

President's personal finances? 

Mr. Mueller. No. 

Mr. Knshnamoorth1. Mr. Mueller, I'd hke to turn your attention to 

countermtelltgence nsks associated with lying 

tnd1v1duals can be subJect to blackmail 1f they he about their interactions with 
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foreign countnes, correct? 

Mr Mueller. True. 

Mr Knshnamoorth1. For example, you successfully charged former National 

Security Advisor Michael Flynn of lymg to Federal agents about his conversations with 

Russian offlcrals, correct? 

Mr Mueller Correct. 

86 

Mr Knshnamoorth1 Smee rt was outside the purview of your investigation, your 

report did not address how Flynn's false statements could pose a national security risk 

because the Russians knew the falsity of those statements, right? 

Mr Mueller. I cannot get into that mainly because there are many elements of 

the FBI that are looking at different aspects of that issue. 

Mr Knshnamoorth1. Currently? 

Mr. Mueller Currently 

Mr Knshnamoorth1 Thank you 

As you noted in Volume II of your report, Donald Trump repeated five times m one 

press conference, Mr. Mueller, m 2016, quote, "I have nothmg to do with Russia." 

Of course, Michael Cohen said Donald Trump was not bemg truthful because, at 

this time, Trump was attempting to build Trump Tower Moscow 

Your report does not address whether Donald Trump was compromised many 

way because of any potential false statements that he made about Trump Tower 

Moscow, correct? 

Mr Mueller I thmk that's rrght I thmk that's nght 

Mr Krrshnamoorth1. Director Mueller, I want to turn your attention to a couple 

other issues 

You've served as FBI Director durmg three Pres1dent1al elections, correct? 
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Mr. Mueller Yes. 

Mr Knshnamoorth1. And during those three Presidential elections, you have 

never initiated an investigation at the FBI looking into whether a foreign government 

interfered in our elections the same way you did m this particular instance, correct? 

Mr. Mueller I would say I, personally, no But the FBI, quite obviously, has 

the -- how you defense an attack such as the Russians undertook in 2016 

87 

Mr Knshnamoorth1 Now, Director Mueller, 1s there any information you'd hke 

to share with this committee that you have not so far today? 

Mr. Mueller Boy, that's a broad question And it'd take me a while to get an 

answer to 1t, but I'll say. No. 

Mr. Knshnamoorth1 Mr Mueller, you said that every American should pay very 

close attention to the systematic and sweeping fashion in which the Russians interfered in 

our democracy. 

Are you concerned that we are not doing enough currently to prevent this from 

happening again? 

Mr. Mueller Well, I'll speak generally and what I said in my opening statement 

this morning and here, that, no, much more needs to be done m order to protect against 

this intrusion, not Just by the Russians but others as well 

Mr Knshnamoorth1 Thank you, Director 

The Chairman We have two 5-mmute periods remaining, Mr Nunes and myself 

Mr Nunes, you are recognized. 

Mr Nunes. Mr. Mueller, it's been a long day for you. And you've had a long, 

great career I want to thank you for your longtime service, starting in Vietnam, 

obviously in the U 5 Attorney's Office, Department of Justice, and the FBI And I want 

to thank you for doing something you didn't have to do, you came here upon your own 
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free will And we appreciate your time today 

With that, I yield back. 

Mr Mueller Thank you, sir. 

The Chairman. Director Mueller, I want to, to close out my questions, turn to 

some of the exchange you had with Mr. Welch a bit earlter I'd like to see if we can 

broaden the aperture at the end of the hearing 

From your testimony today, I gather that you believe that knowingly accepting 

foreign assistance during a Pres1dent1al campaign Is an unethical thmg to do 

Mr. Mueller And a cnme --

The Chairman And a crime. 

Mr. Mueller -- in certain circumstances Yes 

The Chairman And to the degree 1t undermines our democracy and our 

mst1tut1ons, we can agree that it's also unpatriotic 

Mr Mueller. True 

The Chairman And wrong 

Mr Mueller True 

The Chairman The standard of behavior for a Pres1dent1al candidate or any 

candidate, for that matter, shouldn't be merely whether something 1s cnmmal, they 

should be held to a higher standard You would agree? 

Mr Mueller I will not get mto that because It goes to the standards to be 

applied by other mst1tutIons besides ours 

The Chairman Well, I'm Just referring to ethical standards We should hold 

our elected officials to a standard higher than mere avoidance of cnmmallty, shouldn't 

we7 

Mr Mueller Absolutely 

88 
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The Chairman You have served this country for decades You've taken an oath 

to defend the Const1tut1on. You hold yourself to a standard of doing what's nght. 

Mr. Mueller I would hope 

The Chairman You have I think we can all see that And befitting the times, 

I'm sure your reward will be unending cnt1cism But we are grateful. 

The need to act in an ethical manner 1s not Just a moral one but, when people act 

unethically, 1t also exposes them to compromise, particularly in dealing with foreign 

powers Is that true? 

Mr. Mueller True. 

The Chairman Because when someone acts unethically in connection with a 

foreign partner, that foreign partner can later expose their wrongdoing and extort them? 

Mr Mueller. True. 

The Chairman And that conduct, that unethical conduct, could be of a financial 

nature if you have a financial motive or an ehc1t business dealing Am I nght7 

Mr Mueller Yes. 

The Chairman But 1t can also Just involve deceptmn If you're lymg about 

something that can be exposed, then you can be blackmailed 

Mr. Mueller Also true. 

The Chairman In the case of Michael Flynn, he was secretly domg business with 

Turkey, correct? 

Mr Mueller Yes 

The Chairman. And that could open him up to compromise, that financial 

relat1onsh1p 7 

Mr Mueller I presume. 

The Chairman He also hed about his d1scuss1ons with the Russian Ambassador 
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And since the Russians were on the other side of that conversation, they could've 

exposed that, could they not? 

Mr. Mueller Yes. 

The Chairman. If a Pres1dent1al candidate was domg business in Russia and 

saying he wasn't, Russians could expose that too, could they not? 

Mr. Mueller I leave that to you 

The Chairman Well, let's look at Dm1try Peskov, the spokesperson for the 
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Kremlin, someone that the The Trump Organization was in contact with to make that deal 

happen. 

Your report indicates that Michael Cohen had a long conversation on the phone 

with someone from Dm1try Peskov's office Presumably the Russians could record that 

conversation, could they not? 

Mr Mueller Yes 

The Chairman And so, 1f Candidate Trump was saying "I have no dealings with 

the Russians" but the Russians had a tape recording, they could expose that, could they 

not? 

Mr. Mueller Yes 

The Chairman. That's the stuff of countenntelhgence nightmares, 1s 1t not? 

Mr Mueller Well, 1t has to do with countenntelhgence and the need for a 

strong countenntelhgence entity 

The Chairman It does indeed. 

And when this was revealed, that there were these communications 

notwithstanding the President's denials, the President was confronted about this, and he 

said two things f1rst of all, "That's not a cnme " But I think you and I have already 

agreed that that shouldn't be the standard, right, Mr Mueller? 
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Mr Mueller True 

The Chairman And the second thing he said was, "Why should I miss out on all 

those opportunities?" I mean, why indeed, merely running a Pres1dent1al campaign, 

why should you miss out on making all that money, was the import of his statement. 

Were you ever able to ascertain whether Donald Trump still intends to build that 

tower when he leaves office? 

Mr Mueller Was that a question, sir? 

The Chairman Yes Were you able to ascertain -- because he wouldn't answer 

your questions completely -- whether or 1f he ever ended that desire to build that tower? 

Mr Mueller I'm not going to speculate on that 

The Chairman If the President was concerned that 1f he lost hrs election, he 

didn't want to miss out on that money, might he have the same concern about losing hrs 

reelection and 

Mr. Mueller. Again --

The Chairman. -- missing out on that money? 

Mr Mueller -- speculation 

The Chairman The difficulty with this, of course, rs we are all left to wonder 

whether the President is representing us or his financial interests. 

That concludes my questions. 

Mr. Nunes, do you have any concluding remarks? 

Mr Nunes I don't 

The Chairman Director Mueller, let me close by returning to where I began 

Thank you for your service, and thank you for leading this mvestIgat1on 

The facts you set out in your report and have elucidated here today tell a 

disturbing tale of a massive Russian intervention m our election, of a campaign so eager 
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to wm, so driven by greed that 1t was w1llmg to accept the help of a hostile foreign power 

m a Pres1dent1al election decided by a handful of votes in a few key States. 

Your work tells of a campaign so determmed to conceal their corrupt use of 

foreign help that they risked going to Jail by lying to you, to the FBI, and to Congress 

about 1t. And, indeed, some have gone to Jail over such hes 

And your works speaks of a President who committed countless acts of 

obstruction of Justice that, in my opm1on and that of many other prosecutors, had 1t been 

anyone else in the country, they would've been indicted 

Notw1thstandmg the many things you have addressed today and m your report, 

there were questions you could not answer given the constramts you're operating under 

You would not tell us whether you would've md1cted the President but for the OLC 

opinion that you could not And so the Justice Department wlll have to make that 

dec1s1on when the President leaves office, both as to the crime of obstruction of Justice 

and as to the campaign finance fraud scheme that lnd1v1dual 1 directed and coordinated 

and for which Michael Cohen went to Jail 

You would not tell us whether the President should be impeached, nor dtd we ask 

you, smce 1t 1s our respons1b1hty to determine the proper remedy for the conduct outlined 

m your report Whether we decide to impeach the President m the House or we do not, 

we must take any action necessary to protect the country while he 1s m office 

You would not tell us the results or whether other bodies looked mto Russian 

compromise m the form of money laundering, so we must do so. 

You would not tell us whether the counterintelligence invest1gat1on revealed 

whether people still serving w1thm the admm1strat1on pose a nsk of compromise and 

should never have been given a security clearance, so we must fmd out. 

We did not bother to ask whether financial inducements from any Gulf nations 
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were influencing U S policy since 1t 1s outside the four corners of your report, and so we 

must find out. 

But one thmg 1s clear from your report, your testimony, from Director Wray's 

statements yesterday· The Russians massively intervened in 2016, and they are 

prepared to do so agam m votmg that 1s set to begin a mere 8 months from now. The 

President seems to welcome the help agam, and so we must make all efforts to harden 

our elections infrastructure, to ensure there 1s a paper trail for all votmg, to deter the 

Russians from meddling, to discover 1t when they do, to disrupt it, and to make them pay 

Protecting the sanctity of our elections begins, however, with the recognition that 

accepting foreign help 1s disloyal to our country, unethical, and wrong We cannot 

control what the Russians do, not completely, but we can decide what we do and that 

this centuries-old experiment we call American democracy 1s worth cherishing 

Director Mueller, thank you agam for being here today. And before I adjourn, I 

would like to excuse you and Mr. Zebley. 

Everyone else, please remain seated. 

This hearing 1s adjourned. 

[Whereupon, at 3 30 p m., the committee was adjourned J 
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